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1 Overview

1.1 What is this software?

Ahsay brings you specialized client backup software, namely AhsayOBM, to provide a
comprehensive backup solution for protecting file(s) / folder(s) on your machine and extend
protection to both Android and iOS mobile devices, with a wide variety of backup destinations
(major cloud storage service providers, FTP/SFTP, local drive, etc.) of your choice.

1.2 System Architecture

Below is the system architecture diagram illustrating the major elements involved in the
backup process among the backup machine AhsayOBM, Ahsay Mobile app and AhsayCBS.

NOTE
The first mobile backup may take up a few hours to back up all photos, videos, documents and 2FA
accounts from your device. Subsequent backups will take less time. Please do the following for the first
mobile backup to prevent any interruption during backup process:

e For Android devices, disable screen lock or timeout
e For iOS devices, disable auto-lock

e Turn off all power saving modes

e Connect to power source
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(Backup Source)
Back up and Restore
from Ahsay Mobile Data are downloaded
o to AhsayOBM :I':rg Sei\.uork Drive /
evice
« 18 e
o= <
e
Ahsay Mobile app & i

(Backup Source) Network Drive /

NAS Device
(Backup Source)



1.3 Mobile Backup Server

The Mobile Backup Server (MBS) will be utilized to handle mobile backup and restore of Ahsay
Mobile app. It is an integral part of AhsayOBM.

The MBS will be activated automatically when a mobile device installed with the Ahsay Mobile
app is successfully registered for mobile backup with AhsayOBM. Afterwards, it will be
automatically restarted whenever the AhsayOBM services is restarted or when the AhsayOBM
machine is rebooted or powered on. The MBS will be deactivated when all mobile devices have
deregistered from the mobile backup settings and the AhsayOBM services is restarted.

The MBS will use the following port ranges:
e TCP Port: 54000 to 54099
e UDP Port: 54200 to 54299
e Protocol: Http, for the request of Ahsay Mobile app

The default TCP and UDP ports are 54000 and 54200, if these ports are already used by other
applications or services, then the MBS will automatically acquire another port(s).

The actual TCP and UDP port can be seen on AhsayOBM when pairing a mobile device for
mobile backup.

Mobile Backup Setup

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and scan
the same QR code to complete the device registration.

Iil Mobile Backup (Add new device for backup without migration)

# Download on the GETITON
@& App Store b\ Google Play

Prerequisites

- Please use the latest Mobile App version

- Please make sure below 2 ports are not blocked by any Firewall settings
TCP Port: 54000
UDP Port: 54200




Photos, videos, documents and 2FA accounts are stored either in mobile device’s internal
memory or SD Card. These are selected as backup source using the Ahsay Mobile app and will
be backed up to the local destination of an Ahsay machine, that can be a Hard Drive, Flash
Drive, and/or Network Drive in their original unencrypted format. For Android devices, photos
and videos will retain all EXIF. While for iOS devices, photos and videos will retain most of the
EXIF including, capture date, location, and lens.

Local Destination on AhsayOBM

n %backup_destination%/%device_name%/%backupset_id%/blocks/YYYY-MM-DD-hh-mm-ss/0

T o EXAMPLE:
[Users/admin/Documents/AhsayOBM/%device_name%/1636438090708/blocks/
2021-11-09-14-09-24/0

AhsayOBM machine
(Backup Destination)

TCP Port: 54000
UDP Port: 54200

Protocol: Http
1™ _a
==
- — Internal Memory ) B
Screenshots
e
Ahsay Mobile app
(Backup Source)
SD‘ Card S ..__“ T. D0000T.mpd
H 20191110_003010,pg
20191207_193359,pg



If storage of photos, videos, documents and 2FA accounts to AhsayCBS and/or Predefined
Destination is required, then this can be done using AhsayOBM to perform a secondary backup
and restore of the photos, videos, documents and 2FA accounts on the local drive to
AhsayCBS and/or Predefined Destination.

To back up and restore photos, videos, documents and 2FA accounts from Ahsay Mobile app
to AhsayOBM then AhsayCBS and/or Predefined Destination is a two-step process.

1t Back up photos, videos, documents and 2FA accounts from Ahsay Mobile app to
AhsayOBM local destination.

2"d: Create a File backup set using AhsayOBM, using the local backup destination as the
backup source. Then back up this backup set to AhsayCBS and/or Predefined Destination.

@

@
a iﬂﬁg
b awsen ee o
@ Ly @” o
Ahsa]yCBS Predefined Destination

Internet

Data are compressed, encrypted, and divided
into individual data block size of 32 or 64MB

Back up and Restore from AhsayOBM to
AhsayCBS and/or Predefined Destination

CO0®BE

|

Local Destination on AhsayOBM
I Yobackup_ /%devic %/ % id% YYYY-MM-DD-hh-

Mobile Backup

Local
Server(MBs)  Destination

yOBM/% device_name%/1636438090708/blocks/2021-11-09-

AhsayOBM machine
(Backup Destination)

HTTP Port: 54000

UDP Port: 54200
Protocol: Http

| ’E Camera = ﬂ 20191
Internal Memory Gome mess B
. B e
Ahsay Mobile app
(Backup Source) ﬂ
SD Card o - M=
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1.4 Two-Factor Authentication

Two-Factor Authentication (2FA) supports TOTP (Time-based One-time Password) and Push
notification authentications using the Ahsay Mobile app to provide additional security for the user
login process. Since aside from logging in with just a username and password, if the account has
Two-Factor Authentication enabled, there will be an additional step necessary to login.

Upon initial login to AhsayOBM, you will have the option to set up Two-Factor Authentication, or
you may skip the setup and do it later. If you proceed with the configuration of Two-Factor
Authentication, it will be enabled for your account automatically. You may add more than one
mobile device for authentication.

For logins with Two-Factor Authentication enabled, the authentication method that will be
available will depend on the authenticator app registered during setup.

If Ahsay Mobile is used as the authenticator app:
¢ you will either accept the login request via push notification in the Ahsay Mobile app; or
e enter the one-time password generated in the Ahsay Mobile app

If a third-party authenticator app is used:

¢ you will enter the one-time password generated in the third-party authenticator (i.e., Authy,
Duo, Google Authenticator, Microsoft Authenticator, LastPass Authenticator, iOS 15 Built-
in Two-Factor Authenticator, etc.)



This illustrates the user login process for account with Two-Factor Authentication enabled using
either the Ahsay Mobile app or a third-party authenticator app.

|
®

AhsayOBM

|

AhsayOBM Login

Two-Factor Authentication
Please approve notification request in one of registered Authenticator App.
* Waiting for response (00:03:06)
Alternatively, input the one-time passcode generated in your Authenticator App.

OOOO 00 =

AhsayOBM - Two-Factor Authentication (2FA)

Cmd

AhsayCBS PNS

Public PNS

Send Push Notification

OR

Ahsay Mobile Third-party TOTP
Authenticator App

Accept Authorization Request l Input one-time password

R AhsayOBM
MobieUser

One-time passwords enabled
Vo can use the ore-tme password codes
Qenesated by this spp 0 verify our sign-ins

Authorization Request

Proceed authorization request for
MobileUser

One-time password code

® 836379

REJECT  ACCEPT

@ansoyorm Mobileuser [ ()

AhsayOBM Main Interface



This illustrates the registration of mobile device(s) for Two-Factor Authentication using either the
Ahsay Mobile app or a third-party authenticator app.

|
®

AhsayOBM

AhsayOBM Login
Register mobile device(s)
Go to User Profile > Authentication

@avomn

Backup Sets

’

Utilties

Two-Factor Authentication
Require Authenticator App to sign in your account during startup
on |
Registered Mobile Device(s)
Add

OR

Ahsay Mobile Third-party TOTP
Authenticator App

Scan QR code | Enter one-time passcode

App Download and Device Pairing App Download and Device Pairing

Please scan the (8 csde 1o get the below Msbile App from App Store. Once installed the Mabile App, luunch i
nd scan the $Am O €008 1 COMPIats the devics regiration

Two-Factor Autheniication is enabled fr helping safeguard access 1o your actoust, piease use the below authensicator
app to scan the O code ta complet the devie regitration

[ P

CTCTETETETET e

Disalay name. | Mrosoft Authentcater

l Mobile device(s) registered

Two-Factor Authentication

Require Authenticator App to sign in your account during startup

on L |

Registered Mobile Device(s)

.h‘.ndro\.dvlﬂ . ) W

Microsoft Authenticator ]
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2 Requirements for Ahsay Mobile

2.1 Backup Software Version Requirement

© Download and install the latest version of AhsayOBM v9.0.0.0 or above.

© Download and install the latest version of Ahsay Mobile app on the Play Store for Android
mobile devices and on the App Store for iOS mobile devices.

2.2 Network Connection

Ensure that the Ahsay Mobile app is connected to the same local network as the AhsayOBM
machine. Failure to do so will prevent you from performing backup and/or restore.

2.3 Android and iOS Version Requirement

© For Android devices, the Android version must be 8 or above.

© For iOS devices, the iOS version must be 12.0.0 or above.



3 Requirements for AhsayOBM on macOS

3.1 Hardware Requirements

Refer to the link below for details of the minimum and recommended requirements for installing
AhsayOBM:

FAQ: Ahsay Hardware Requirement List (HRL) for version 9.1 or above

3.2 Software Requirements

Refer to the following link for details of the operating systems, applications and databases
supported by AhsayOBM:

FAQ: Ahsay Software Compatibility List (SCL) for version 9.1 or above

3.3 Full Disk Access Permission

macOS 10.15 or higher "Full Disk Access" permission needs to be granted in:
System Preferences > Security & Privacy > Privacy tab to AhsayOBM and java

Due to an upgrade in security on macOS 10.15 or higher, additional security settings are required
to allow applications to access the machine. AhsayOBM requires "Full Disk Access" permission
to be able to access your files for selection and backup. Also, without "Full Disk Access"
permission, the AhsayOBM will not be able to restore files to the machine.

2] < ] Security & Privacy Q

General  Filevault  Firewall '“’

@ Accessibility Allow the apps below to access data like Mail,
Messages, Safari, Home, Time Machine backups and
1 Input Monitoring ::rtain administrative settings for all users on this
ac.

- Full Disk Access
. java

Files and Folders

Screen Recording

. sshd-keygen-wrapper

@ AhsayOBM
). Automation

e f
ks - Terminal

Developer Tools

) wice + |=
& Advertising
w Analytics & Improveme...
P
[ﬁ Click the lock to prevent further changes Advanced... ?

For more details on how to setup the Full Disk Access permission, please refer to Appendix C:
Setting up Full Disk Access Permission.



https://wiki.ahsay.com/doku.php?id=public:version_9:start_here:9000_ahsay_hardware_requirement_list_hrl_for_version_9.1_or_above
https://wiki.ahsay.com/doku.php?id=public:version_9:start_here:9005_ahsay_software_compatibility_list_scl_for_version_9.1_or_above
https://wiki.ahsay.com/doku.php?id=public:version_9:start_here:9005_ahsay_software_compatibility_list_scl_for_version_9.1_or_above
https://wiki.ahsay.com/doku.php?id=public:version_9:start_here:9005_ahsay_software_compatibility_list_scl_for_version_9.1_or_above

If AhsayOBM and java does not have “Full Disk Access” permission, upon opening AhsayOBM
the following messages will be displayed and it will not open until the “Full Disk Access”
permission is granted.

® O Error

Please grant full disk access to com.AhsayOBM.app to avoid unexpected backup fail.

® 0 Error

Please grant full disk access to /Applications/AhsayOBM.app/jvm/bin/java to avoid unexpected
backup fail., OS version: 10.15, result (allowed): 0

® 0o Warning
Enable Full Disk Access

1. Click this to open the Security & Preference Panel

2. Click the padlock in the lower-left corner to allow changes

3. Drag and drop the following icon to the full disk access table for granting the
application permission of accessing backup data

4. A dialog will appear to quit and reopen the application if you choose to do so

@ AhsayOBM

3.4 Installation on Root Drive

AhsayOBM must be installed on the root drive of a volume (e.g., /Applications/...).

3.5 Two-Factor Authentication Requirements

Please refer to Chapter 2.4 of the Ahsay Mobile User Guide for Android and iOS for details of the
minimum and recommended requirements for using Two-Factor Authentication on Ahsay Mobile

app.
3.6 Mobile Backup Requirements

Please refer to Chapter 2.5 of the Ahsay Mobile User Guide for Android and iOS for details of the
minimum and recommended requirements for installing the Ahsay Mobile app.

www.ahsay.com 10



https://download.ahsay.com/support/document/v9/guide_ahsay_app_user.pdf
https://download.ahsay.com/support/document/v9/guide_ahsay_app_user.pdf

3.7 Firewall Settings

Make sure that your firewall settings allows network traffic through the following domain and/or
ports:

@ For AhsayOBM to function correctly must allow outbound connections to *.ahsay.com via
port 80 and 443.

@ For mobile backup inbound / outbound network traffic must be allowed through the
following default ports: HTTP port: 54000 and UDP port: 54200.

The actual ports used may be different, please refer to Chapter 1.3: Mobile Backup
Server (MBS) for more details.

3.8 Network Bandwidth

10 Mbps or above connection speed.

3.9 ARM (M1) CPU

For AhsayOBM running on macOS 11 or above on ARM (M1) CPU machine, the installation of
Rosetta 2 is required that enables applications built for Intel CPU to run on an ARM (M1) CPU
machine:

https://support.apple.com/en-hk/HT211861

If AhsayOBM is installed and run for the first time on macOS 11 or above on ARM (M1) CPU
machine, there will be a pop-up message that requests installation of Rosetta. When the
following window appears, click Install to proceed.

To open “App Name”, you need to install Rosetta. Do
you want to install it now?

Rosetta enables Intel-based features to run on Apple Silicon Macs.
Reopening applications after installation is required to start using
Rosetta.

Not Now Install

3.10 Limitations

© Resource Fork Files — Resource fork files cannot be restored with AhsayOBM
installation on macOS 10.8 above.

© Case-Insensitive File System — For volume with a case-insensitive file system, target
file of a symbolic link will be backed up twice (in both upper case and in lower case),
hence, doubling the backup quota storage requirement.
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© Non-compressible files — the following is a list of non-compressible files:

Archive Audio ‘ Graphics Video

7z .aac .ac3 .gif .3gp .asf .avi

.bz2 .aifc .amr Jfif .divx ivf .m1lv

.9z flac .mda jpeg .mdv .mkv .mov

.rar .mka .mp2 Jjpg .mp2v .mp4 .mpe

Xz .mp3 .mpa .png .mpeg .mpg .mpv2

.Zip .0gg .ra wim .mts .qt .rmvb
.rm .snd .wmp v .smil .swf
.Sssm .wma .wmz .vob .webm wm

.wmd .wmv

3.11 Best Practices and Recommendations

Perio

dic Backup Schedule

The periodic backup schedule should be reviewed regularly to ensure the interval is sufficient to
handle the data volume on the machine. Over the time, data usage pattern may change on a
production server, i.e., the number of new files created, the number of files which are
updated/delete, new users may be added etc.

When

using periodic backup schedules with small backup intervals such as backup every 1

minute, 2 minutes, 3 minutes etc. although the increased backup frequently does ensure that

chang
time.

es to files are captured regularly which allows greater flexibility in recovery to a point in

Consider the following key points to efficiently handle backup sets with periodic backup schedule.

www.ahsay.com

Hardware — to achieve optimal performance, compatible hardware requirements is a must.
Ensure you have the backup machine’s appropriate hardware specifications to
accommodate frequency of backups,

o so that the data is always backed up within the periodic backup interval

o so that the backup frequency does not affect the performance of the production
server

Storage — ensure you have enough storage quota allocated based on the amount of new
data and changed data you will back up.

Retention Policy — also make sure to consider the Retention Policy settings and Retention
Area storage management which can grow because of the changes in the backup data for
each backup job.
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4 Get Started with AhsayOBM

This quick start guide will walk you through the following six (6) major parts to get you started with using
AhsayOBM.

Download and Install

Download and Install AhsayOBM on your macOS
machine

Launch the App
Launch and log in to AhsayOBM

Set up 2FA and/or Mobile Backup

Register mobile device for 2FA and/or mobile
backup (optional)

Create a Backup Set

Create a backup set according to your preference

Run Backup Jobs
Run the backup job to back up data

Restore Data

Restore backed up data to your system

A $ 09090090 e



5 Download and Install AhsayOBM

There are two installation modes of AhsayOBM, online installation and offline installation. Below is the
table of comparison between online installation and offline installation.

Online Installation Offline Installation

Installation > Takes more time as it needs to » Takes less time as all the

Time

download the binary and
component files (80MB to 132MB
depending on operating system)
each time the installation is run.

Online installer size is 6KB to

necessary binary and component
files are already available in the
offline installer and offline installer
can be downloaded once but
reused many times.

connection may lead to
unsuccessful installation.

Ensures the latest version of the
product is installed.

3.5MB depending on operating » Offline installer size is 50MB to

system as it contains only the initial 195MB depending on operating

installation package files. system as it contains all the
necessary binary and component
files.

Deployments Suitable for single or small amount | » Suitable for multiple or mass

of device installations. device installations.

Suitable for sites with fast and » Suitable for client sites with

stable internet connection as metered internet connections as

internet connection is needed each once the offline installer is

time when an installation is run. downloaded, internet connection is

. . . not needed each time when an
A slow internet connection will . L
. . L installation is run.
result in longer installation time and
interrupted, or unstable internet » May need to update the product

version after installation if an older
offline installer is used.
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5.1 Download AhsayOBM

1. In a web browser, click the blue icon on the top right corner to open the download page for
the AhsayOBM installation package file from your backup service provider's website.

€ AhsayCBS English

2. In the macOS section under the AhsayOBM tab of the download page, you can choose
between two installation methods:

e Online installation using DMG online installer

o Offline installation using TAR GZ offline installer

.’ macOS

& DMG online installer

& TAR GZ offline installer

MG $ 0 F



5.2 Install AhsayOBM

5.2.1 Online Installation using DMG online installer

1. Launch the online installation package file you have downloaded from the download section
above.

-
(-
obm-

mac-44...-00.dmg
129 KB

2. The Ahsay Online Backup Manager window will appear. You will see another file named
“obm.pkg”. Double-click on the “obm.pkg” file.

@® O @ _ Ahsay Online Backup Manager-20210805-18504850...

-

obm.pkg

3. When the AhsayOBM Installer wizard appears, click Continue to proceed.
'« Install AhsayOBM a

®Ah$QYOBM Welcome to the AhsayOBM Installer

You will be guided through the steps necessary to install this
software.

Continue
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4. When the Important Information screen appears, read the information then click Continue to
proceed.

‘« Install AhsayOBM s

@ Ahsqyo 4,8 Important Information

1. Please save your work before continuing with the installation.
2. Please do not turn off the computer while the installation is in progress.

Print... Save.. Go Back Continue

5. When the Software License Agreement appears, the agreement content will be displayed in

English by default. If you prefer to read it in a different language, clickto change the
language. After reading the agreement carefully, click Continue to proceed.
‘w Install AhsayOBM a

@ Ahsqyo B Software License Agreement
English
Terms of Use

1. All softwares provided by Ahsay Systems Corporation is on an "as
is" basis with no warranties of any kind and Ahsay Systems
Corporation will not be liable for any damages of any kind arising from
the use.Ahsay Systems Corporation further disclaims all warranties,
express and implied, including without limitation, any implied
warranties of merchantability or fitness for a particular purpose.

2. Ahsay Systems Corporation grants you a non-exclusive, non-
transferable, royalty-free, limited license to use the binary form of the
software provided by Ahsay Systems Corporation for personal use
only. Redistribution of programs owned by Ahsay Systems
Corporation, unless explicitly granted by Ahsay Systems Corporation ,
is strictly prohibited.

3. All content included on this site, including text, graphics, logos,
button icons, images and software, is the property of Ahsay Systems
Corporation or its content suppliers and is protected by international
copyright laws. All program used on this site is the property of Ahsay
Systems Corporation or its software suppliers and protected by
international copyright laws. Any attempt of reverse engineering,
disassembly, or decompilation of programs, unless it is explicitly
permitted. is orohibited by law.

Print... Save... Go Back Continue
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6. The following message will appear in a pop-up window. Click Agree to accept the software
license agreement.

‘w Install AhsayOBM a

To continue installing the software you must agree to the terms of
the software license agreement.

Click Agree to continue or click Disagree to cancel the installation and
quit the Installer.

Read License Disagree Agree

ey yra P, o
transferable, royalty-free, limited license to use the binary form of the
software provided by Ahsay Systems Corporation for personal use
only. Redistribution of programs owned by Ahsay Systems
Corporation, unless explicitly granted by Ahsay Systems Corporation ,
is strictly prohibited.

3. All content included on this site, including text, graphics, logos,
button icons, images and software, is the property of Ahsay Systems
Corporation or its content suppliers and is protected by international
copyright laws. All program used on this site is the property of Ahsay
Systems Corporation o its software suppliers and protected by
international copyright laws. Any attempt of reverse engineering,
disassembly, or decompilation of programs, unless it is explicitly
permitted. is orohibited by law.

Print... Save... Go Back Continue
7. Click Install to start installing AhsayOBM to the default location, i.e. “Untitled” in this example.
® 0 @ Install AhsayOBM o

Standard Install on “Untitled"”

@ AhsayOBM

This will take 174.2 MB of space on your computer.

Click Install to perform a standard installation of this software
for all users of this computer. All users of this computer will
be able to use this software.

Go Back Install
8. The following message will appear in a pop-up window. Enter your macOS login credentials.
Then, click Install Software to proceed with the installation.
‘w Install AhsayOBM s
P Installer.app is trying to install new software. Type

your password to allow this.

Username: |username

Password: |sssssssss ‘

Cancel Install Software

Change Install Location...
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NOTE

The pop-up windows on Steps 9, 10, and 11 are only applicable on macOS 10.15 or
above. Otherwise, proceed to Step 12.

9. When the following pop-up window is displayed, click OK to proceed.
- t ( Q

Installina AhsavOBM

“Installer” would like to access files in your

2 Desktop folder.
[ %

2 Don‘t Allow OK

10.  When the following pop-up window is displayed, click OK to proceed.
- [*]

Installina AhsavOBM

“Installer” would like to access files in your

- Documents folder.

% Don't Allow OK
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11.

12.

13.

www.ahsay.com

continue with the installation.

When the following pop-up window is displayed, click OK to

-

Installina AhsavOBM

“Installer” would like to access files in your

- Downloads folder.
E,g»

? Don't Allow OK

™

Wait until the installation process is finished.

‘@ Install AhsayOBM

@ AhSOYOBM Installing AhsayOBM

Running package scripts...

Install time remaining: About 13 minutes

You will see the following screen when the installation of AhsayOBM is completed.

& Install AhsayOBM )
@Ahsayo 1\ The installation was completed successfully.
The installation was successful.
The software was installed.

20



5.2.2 Offline Installation using TAR GZ offline installer

1. Double-click on the “obm-mac.tar’ file you have downloaded to expand the installation
package.
TAR
obm-mac.tar
158 MB
2. A new folder named “obm-mac” will be created. Open the folder to access the installation
package file.
obm-mac
2 ltems
[ NON [ obm-mac
< =0 Q| 8B v/ # v Q
Favourites
Recents -
. -
A, Applications
[ Desktop app.pkg obm-mac.dmg
@ Documents
ODownIoads
Tags
® Red
3. Double-click on the “obm-mac.dmg” file.

obm-mac.dmg

4, The Ahsay Online Backup Manager window will appear. You will see another file named
“‘obm.pkg”. Double-click on the “obm.pkg” file to start the installation process.
@ O @ . Ahsay Online Backup Manager-2021080...

-

obm.pkg
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5. When the AhsayOBM Installer wizard appears, click Continue to proceed.

‘@ Install AhsayOBM a
@Ahsayo BM Welcome to the AhsayOBM Installer
You will be guided through the steps necessary to install this
software.
Continue
6. When the Important Information screen appears, read the information then click Continue to

proceed.
@0 ‘s Install AhsayOBM =

@Ahsayo 4,75 Important Information

1. Please save your work befaore continuing with the installation.
2. Please do not turn off the computer while the installation is in progress.

Print... Save... Go Back Continue

7. When the Software License Agreement appears, the agreement content will be displayed in

English by default. If you prefer to read it in a different language, clickto change the

language. After reading the agreement carefully, click Continue to proceed.
‘w Install AhsayOBM s

@ Ahsqyo "B Software License Agreement
English
Terms of Use

1. All softwares provided by Ahsay Systems Corporation is on an "as
is" basis with no warranties of any kind and Ahsay Systems
Carporation will not be liable for any damages of any kind arising from
the use.Ahsay Systems Corporation further disclaims all warranties,
express and implied, including without limitation, any implied
warranties of merchantability or fitness for a particular purpose.

2. Ahsay Systems Corporation grants you a non-exclusive, non-
transferable, royalty-free, limited license to use the binary form of the
software provided by Ahsay Systems Corporation for personal use
only. Redistribution of programs owned by Ahsay Systems
Corporation, unless explicitly granted by Ahsay Systems Corporation ,
is strictly prohibited.

3. Al content included on this site, including text, graphics, logos,
button icons, images and software, is the property of Ahsay Systems
‘Corporation or its content suppliers and is protected by international
copyright laws. All program used on this site is the property of Ahsay
Systems Corporation or its software suppliers and protected by
international copyright laws. Any attempt of reverse engineering,
disassembly, or decompilation of programs, unless it is explicitly
permitted. is orohibited bv law.

Print... Save.. Go Back Continue
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8. The following message will appear in a pop-up window. Click Agree to accept the software
license agreement.

‘w Install AhsayOBM =

To continue installing the software you must agree to the terms of
the software license agreement.

Click Agree to continue or click Disagree to cancel the installation and
quit the Installer.

Disagree Agree

Read License

¥ oy L Ed ¥
transferable, royalty-free, limited license to use the binary form of the
software provided by Ahsay Systems Corporation for personal use
only. Redistribution of programs cwned by Ahsay Systems
Corporation, unless explicitly granted by Ahsay Systems Corporation ,
is strictly prohibited.
3. All content included on this site, including text, graphics, logos,
button icons, images and software, is the property of Ahsay Systems
Corporation or its content suppliers and is protected by international
copyright laws. All program used on this site is the property of Ahsay
Systems Corporation or its software suppliers and protected by
international copyright laws. Any attempt of reverse engineering,
disassembly, or decompilation of programs, unless it is explicitly
permitted. is prohibited by law.

Print... Save... Go Back Continue
9. Click Install to start installing AhsayOBM to the default location, i.e. “Untitled” in this example.
® 0 @ Install AhsayOBM o

Standard Install on “Untitled"”

@ AhsayOBM

This will take 174.2 MB of space on your computer.
Click Install to perform a standard installation of this software

for all users of this computer. All users of this computer will
be able to use this software.

Go Back Install

10. The following message will appear in a pop-up window. Enter your macOS login credentials.

Then, click Install Software to proceed with the installation.
‘e Install AhsayOBM =}

Fa Installer.app is trying to install new software. Type

| 4 your password to allow this.

Username:  username

Password: |assssases ‘

Cancel Install Software

Change Install Location...
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NOTE

The pop-up windows on Steps 11, 12, and 13 are only applicable on macOS 10.15 or
above. Otherwise, proceed to Step 14.

11.  When the following pop-up window is displayed, click OK to proceed.
- t ( Q

Installina AhsavOBM

“Installer” would like to access files in your

2 Desktop folder.
[ %

2 Don‘t Allow OK

12.  When the following pop-up window is displayed, click OK to proceed.
- [*]

Installina AhsavOBM

“Installer” would like to access files in your

- Documents folder.

% Don't Allow OK
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13.

14.

15.

www.ahsay.com

continue with the installation.

When the following pop-up window is displayed, click OK to

-

Installina AhsavOBM

“Installer” would like to access files in your

- Downloads folder.
E,g»

? Don't Allow OK

™

Wait until the installation process is finished.

‘@ Install AhsayOBM

@ AhSOYOBM Installing AhsayOBM

Running package scripts...

Install time remaining: About 13 minutes

You will see the following screen when the installation of AhsayOBM is completed.

& Install AhsayOBM )
@Ahsayo 1\ The installation was completed successfully.
The installation was successful.
The software was installed.
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5.3 AhsayOBM Services

The AhsayOBM Services is a key component which regulates and controls several important
functions on AhsayOBM.

Function Description

Continuous Backups Ensures that Continuous backups are run according to the
(Windows platform only) backup interval.

Reminder Ensures that a reminder popup is displayed when the last time a
(Windows platform only) backup was run exceeded the tolerance period.

Mobile Backup Server Ensures that registered mobile devices can perform backups to
(MBS) AhsayOBM.

The MBS will be activated when a mobile device is registered for
mobile backup on AhsayOBM.

The MBS will be deactivated when all mobile devices have been
deregistered from the mobile backup settings and the
AhsayOBM services is restarted.

Therefore, it is very important to ensure the AhsayOBM Services are running after:

a new AhsayOBM installation

an AhsayOBM software update

the machine was rebooted

the machine is powered on
¢ the machine wakes up from hibernation or standby mode
Otherwise, all of the functions above will stop working.

To start, click Go at the top menu bar and select Utilities.

m Window Help

Enclosing Folder £

B All My Files {38F
[ Documents %0

= Desktop 4 ®8D
© Downloads 3L
1} Home 0 38H
O Computer 4G#C
@ AirDrop N8R
@ Network 38K

<0 iCloud Drive 31
#; Applications O 3A

M utilities
Recent Folders >
Go to Folder... e e

Connect to Server... 3K

Open the Terminal application.

Terminal
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Use the command highlighted in red to enter the AhsayOBM folder.

[admins-Mac:bin admin$ cd /Applications/AhsayOBM.app/bin

[admins-Mac:bin admin$

To check if the scheduler service is running, use the ps command. You will see that the
scheduler service is running, highlighted in red.

admins-Mac:~ admin$ ps -ef|grep java

0 5735 1 0 9:05PM ttys000 0:02.07
/Applications/AhsayOBM.app/jvm/bin/java -Xmsl28m -Xmx768m -
Djava.library.path=. -cp .:./cbs.jar cbs /Applications /AhsayOBM.app

501 5741 5705 0 9:05PM ttys000 0:00.00 grep java

There are two (2) options to stop and start the AhsayOBM scheduler service.

5.3.1 Option 1: Stop and Start

e To stop the scheduler service, use the command highlighted in red. If you run this
command for the first time, you will need to enter the login password of your local
machine. To check if the scheduler service has stopped running, use the ps
command.

admins-Mac:~ admin$ sudo

/Applications/AhsayOBM. app/bin/StopScheduler. sh
Password:

admins-Mac:~ admin$ ps -ef|grep java

501 5721 5705 0 9:02PM ttys000 0:00.00 grep java

e Use the command highlighted in red to start the scheduler service then use the ps
command. You will see that the scheduler service is running, highlighted in red.

admins-Mac:~ admin$ sudo

/Applications/AhsayOBM. app/bin/Scheduler. sh

admins-Mac:~ admin$ ps -ef|grep java

0 5735 1 0 9:05PM ttys000 0:02.07

/Applications/AhsayOBM. app/jvm/bin

/java -Xmsl28m -Xmx768m — Djava.library.path=. -cp .:./cbs.jar
cbs

/Applications/AhsayOBM. app

501 5741 5705 0 9:05PM ttys000 0:00.00 grep java

5.3.2 Option 2: Stop and Start

e To stop the scheduler service, use the command highlighted in red. Use the ps
command to check if the scheduler service has stopped running.

admins-Mac:~ admin$ sudo launchctl unload -F
/Applications/AhsayOBM. app/
bin/com.cb.scheduler.plist

admins-Mac:~ admin$ ps -ef|grep java

501 5842 5793 0 9:23PM ttys000 0:00.01 grep java
admins-Mac:~ admin$
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e Use the command highlighted in red to start the scheduler service then use the ps
command. You will see that the scheduler service is running, highlighted in red.

admins-Mac:~ admin$ sudo launchctl load -F
/Applications/AhsayOBM. app/
bin/com.cbh.scheduler.plist

admins-Mac:~ admin$ ps -ef|grep java

0 5805 1 0 9:21PM ?? 0:01.92
/Applications/AhsayOBM.app/jvm/bin/java -

Xms128m -Xmx768m — Djava.class.path=/Applications/AhsayOBM.app
/bin:/Applications/AhsayOBM.app/bin/cbs.jar -
Djava.library.path=/Applica

tions/AhsayOBM.app/bin cbs /Applications/AhsayOBM.app
501 5811 5793 0 9:21PM ttys000 0:00.00 grep java
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5.4 RunLevel Symlink Check

During installation, the following symlinks will be created to the scheduler startup script:
/Applications/AhsayOBM.app/bin/com.cb.scheduler.plist

This will allow the AhsayOBM Scheduler Service to automatically start each time the machine is
rebooted or restarted.

To verify if the symlinks have been created correctly, use the Is command. You will see the
symlink highlighted in red.

admins-Mac:~ admin$ 1s -la /Library/LaunchDaemons/

total 16

drwxr-xr-x+ 62 root wheel 2108 Apr 5 01:56 ..

lrwxr-xr-x 1 root wheel 53 May 15 03:07 com.AhsayOBM.scheduler.plist ->
/Applications/AhsayOBM.app/bin/com.cb.scheduler.plist

admins-Mac:~ admin$
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5.5 Mobile Backup Server (MBS) Status Check and Ahsay Mobile

app Connection Check

Although the Mobile Backup Server (MBS) will be activated automatically when a mobile device
installed with the Ahsay Mobile app is successfully registered for mobile backup with AhsayOBM.

Before starting a backup on your mobile device, check the following first:

1. Check HTTP port, IP address and UDP port in the running.txt file. Go to mbs folder.
Example: /Applications/AhsayOBM.app/mbs

www.ahsay.com

' YoN | (®) AhsayOBM
< H = EENER = Q Search
Eavorites Name -~ Date Modified Size Kind
@) AirDrop B afc.opt May 21, 2018, 9:55 AM 6KB  Document
) » BN aua Today, 12:49 AM -- Folder
£ All My Files - -
e autoDiscovery.xml Jul 17, 2008, 2:36 PM 70bytes XML document
¢ iCloud Drive » [ bin Dec 12, 2020, 9:57 PM -- Folder
:A: Applications ! cb.opt Feb 17, 2017, 12:08 PM 2KB Document
Iﬁ\ config.ini Dec 11, 2020, 7:30 PM 264 bytes Visual..cument
(=] Deskiop » [ Contents Dec 12, 2020, 9:57 PM -~ Folder
@ Documents @ custom.xml Dec 11, 2020, 7:34 PM 1KE XML document
o Downloads home.txt Today, 12:43 AM 18 bytes Plain Text
installer.sh Dec 11, 2020, 7:30 PM 11 KB Terminal scripts
Shared » B ipc Dec 12, 2020, 9:57 PM - Folder
lenove » [ jvm Dec 12, 2020, 9:54 PM -~ Folder
» [V licenses Dec 11, 2020, 4:41 PM -- Folder
Tags » [ log Dec 12, 2020, 9:58 PM -- Folder
@ Red v [ mbs Yesterday, 11:30 PM -- Folder
- [& chn.dat Dec 12, 2020, 9:57 PM 4 KB DAT file
' Orange .
B chn.lck Yesterday, 11:29 PM Zero bytes Document
Yellow » [ conf Dec 12, 2020, 9:57 PM -~ Folder
© Green [4l config.ini Dec 12, 2020, 9:57 PM 228bytes  Visual..cument
» [ b Dec 11, 2020, 4:41 PM -~ Folder
@ Blue )
» [ logs Today, 12:19 AM -~ Folder
& Purple B running.txt Yesterday, 11:30 PM 55bytes  Plain Text
® Gray b [ temp Aug 26, 2020, 5:51 PM -- Folder
» |7 tomcat Dec 12, 2020, 9:56 PM -- Folder
) All Tags... [ user.dat Today, 12:48 AM 109 bytes  DAT file
» | 7] webapps Dec 11, 2020, 4:42 PM == Folder
> [0 work Dec 12, 2020, 10:04 PM == Folder
» I uil Dec 11, 2020, 7:34 PM --  Folder
version.txt Dec 11, 2020, 6:51 PM B bytes Plain Text
NOTE
If the “running.txt” file does not exist, then the MBS is not running. Restart the
AhsayOBM services.

After opening the file, it will show the HTTP port, IP address and UDP port which are in

actual use by the MBS.

{"http-port":"5480@","http-addr”;

-' 2
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2. Open the Terminal and check if the IP address captured in the running.txt file is the correct
IP address of the machine where AhsayOBM is installed.

[ NN ) 2y admin — -bash — 80=40

MacBook-Pro:~ admin$ ifconfig =]
lo@: flags=B@49<UP,LO0PBACK, RUNNING,MULTICAST> mtu 16384
options=3<RXCSUM, TXCSUM=
inett ::1 prefixlen 128
inet 127.0.8.1 netmask @xffogoeoe
inetts feBB::1%1o@ prefixlen 64 scopeid Bx1
nd6 options=1<PERFORMMUD=
gif@: flags=B@81@8<POINTOPOINT,MULTICAST> mtu 1288
stf@: flags=8<> mtu 1288
enBd: flags=BB63<UP,BROADCAST, SMART, RUNNING, SIMPLEX,MULTICAST> mtu 1588
options=18b<RXCSUM, TXCSUM, VLAN_HWTAGGING, AV>
ether 3c:@7:54:54:B6:c5
nd6 options=1<PERFORMMUD=
media: autoselect (none)
status: inactive
enl: flags=BB63<UP,BROADCAST, SMART, RUNNING, SIMPLEX,MULTICAST> mtu 1588
ether GB:aB:6d:25:85:8e
e g T:Te20:58e%enl prefixlen 64 duplicated scopeid @x5

inet 152.168.1.114 Betmask @xffffff@@ broadcast 192.16B.1.255
" "

e o=r URMMUD, IFDISABLED=>

media: autoselect
status: active
fwd: flags=BB63<UP,BROADCAST, SMART, RUNNING, SIMPLEX,MULTICAST> mtu 4878
lladdr a4:b1:587:ff:fe:eb:b7:48
nd6 options=1<PERFORMMUD=
media: autoselect =full-duplex>
status: inactive
enz: flags=963<UP,BROADCAST, SMART, RUNNING, PROMISC, SIMPLEX> mtu 1500
options=60<TS504,TS06>
ether d2:@@:1le:bb:74:E0
media: autoselect =full-duplex=
status: inactive
p2p@: flags=BB43<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> mtu 2384
ether Ba:aB:6d:25:85:8e
media: autoselect
status: inactive

3. To verify the actual HTTP port used by MBS, type the command:

|netstat =vanp tcp \| grep_54@33|

[ oW & admin — -bash — 107x12

MacBook-Pro:~ adming netstat -vanp tcp \| grep 54088 B

Active Internet connections (including servers)

Proto Recv-0 Send-0 Local Address Foreign Address (state) rhiwat shiwat pid  epid

tcpd ] B 192.16B.1.114,49342 125.5.184.164.8@ CLOSE_WAIT 32768 3276B 66 2}
) e B e Y ) ek LIST 131872 131872 13 [}

Itcp46 ] @  +.54000 *, % LISTEN l 131872 131@72 66 2]
L T 102,108, 1. 110. 7070 TE7 I8, 1. 111, 50057 133 262144 311296 B4 ]

tcpd ] B *.49192 *, % LISTEN 131872 131@72 B4 ]

tcpd ] @ 192.16B.1.114,49152 592.223.85.120.80 ESTABLISHED 131872 131868 B4 ]

tcpd '] @ 102.168.1.114.40101 17.57.145.68.5223 ESTABLISHED 131872 131B6@ 91 2]

tcpd L] @ *.7878 * . % LISTEN 131872 131872 B84 -]

4. Make sure that your firewall setting allows network traffic through the following HTTP and
UDP ports to ensure that the communication between your machine and mobile device is
successful: HTTP Port: 54000 to 54099 and UDP Port: 54200 to 54299. Otherwise, mobile
backup and restore will not work.

5. To perform a status check on the MBS. Open a browser on the AhsayOBM machine and
type the IP address, followed by the TCP port.

For example: If the HTTP port used is 54000, http://192.168.1.114:54000, you should get
the following result which shows “Running” status. This means the MBS is running.

In the AhsayOBM machine

»

=

@0 ® < &9 192.168.1.114:54000 &

Running
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To run a connection test between the mobile device and machine open a browser in your
mobile device and type the IP address followed by the TCP port.

For example: If the HTTP port used is 54000, http://192.168.1.114:54000, you should get
the following result which shows “Running” status. This means the Ahsay Mobile app can
successfully connect to the MBS and both backup and restore can proceed on the mobile
device.

In the mobile device

0 A 192.168.1.114:54000 (@)

Running

A o



6 Register device for 2FA in AhsayOBM

There are two types of Authenticator that can be used to register a device for 2FA in AhsayOBM:
¢ Ahsay Mobile Authenticator

Third-party TOTP Authenticator (e.g., Microsoft Authenticator, Google Authenticator, Authy,
Duo, LastPass Authenticator, iOS 15 Built-in Two-Factor Authenticator, etc.)

The 2FA registration steps using the different types of authenticator will be discussed in this chapter.

. Using Ahsay Mobile Authenticator

»  Supports two types of authentication;

i)  Push Notification
i) TOTP

» Can be configured to support two 2FA modes:

i) Push Notification and TOTP (default mode); or
i) TOTP only

° Using Microsoft Authenticator

. Using Google Authenticator

6.1 Using Ahsay Mobile Authenticator

To register a device for 2FA in AhsayOBM using Ahsay Mobile, here are the two scenarios:
© Without Mobile Add-on Module

© With Mobile Add-on Module

6.1.1 Without Mobile Add-on Module

To register a device for 2FA without Mobile Add-on Module, please follow the steps
below:

1. A shortcut icon of AhsayOBM will be available on your desktop after installation.
Double-click the icon to launch the application.

www.ahsay.com
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2. The Free Trial Registration option may be displayed when you login for the first
time. If you want to create a free trial account please proceed to Appendix E.
Otherwise, click Login if you already have an AhsayOBM account.

English

@ AhsayOBM

The Best On-Premises & Cloud

Backup Software

or Login

NOTE
The Free Trial registration option may not be available. This depends on the settings
of your backup service provider. Please contact your backup service provider for
more information.

3. The Show advanced option may not be available if the backup server settings are
already setup by your backup service provider. Please contact your backup service
provider for more information.

@ AhsayOBM

Login name

MobileUser

Password

. Save password

Show advanced option

M $ o




If Show advanced option is clicked, this will be displayed.

Backup Server

https w | |10.3.121.11 v

Proxy (HTTP)

Use proxy to access the Internet
Off

4. Enter the login name and password of your AhsayOBM account provided by your
backup service provider. Then, click OK to log in.

@ AhsayOBM

Login name

MobileUser

Password

. Save password

Show advanced option

NOTE
The Save password option may not be available. This depends on the settings of
your backup service provider. Please contact your backup service provider for more
information.

M $ o



5. You will have the option to set up your 2FA. Click Setup Now.

New Ahsay Mobile App, Free of
Charge!

Keep Hackers Off

All hackers delete backup data
after compromising a machine. Use
Two-Factor Authentication (2FA) to
keep hackers off your backup data
and turn ransomware harmless.

Skip Feature Setup Setup Now

If you do not want to set up the 2FA feature, click the Skip Feature Setup link. If
you click Yes in the pop-up message that will be displayed, it will skip to step 8.
Otherwise, click No to continue with the set-up of the 2FA feature.

® Areyou sure you want to skip the setup for Mobile feature for now?
®  You can go to User Profile to configure Mobile feature at anytime.

6. Download the Ahsay Mobile app from the App Store / Google Play Store.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it
and scan the same QR code to complete the device registration.

@Ahsav Mobile

# Download on the GETITON
& App Store * Google Play

Prerequisites

- Please use the latest Mobile App version

Not able to scan QR code? Click here to pair with TOTP secret key
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7. Ahsay Mobile supports two types of authentication method:

> Push Notification
> TOTP

Ahsay Mobile can be configured to support two 2FA modes:

» Push Notification and TOTP (default mode)
or

» TOTP only
Push Notification and TOTP (default mode)

i. To configure Push Notification and TOTP 2FA with Ahsay Mobile, simply
scan the displayed QR code using the Ahsay Mobile app.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it
and scan the same QR code to complete the device registration.

Ahsay Mobile
# Download on the P [clagigel]
@& App Store > Google Play

Prerequisites

- Please use the latest Mobile App version

Not able to scan QR code? Click here to pair with TOTP secret key

ii. Inthis example, the Ahsay Mobile app is installed on a mobile device named
“Androidv10”.

@ Ahsay Mobile

WARGYEOM | — p



Tap OK to continue.

QR Code detected!
Register Androidv10 with MobileUser ?

CANCEL 0K

Once the device is successfully paired, the following message will be
displayed in the Ahsay Mobile app. You can set up a recovery number
here that will be used in case of “Authentication Recovery” procedure by
tapping OK. Otherwise, tap LATER to set it up later on.

For first time activation of 2FA, device
needs to pair with a verified phone
number for account recovery. Click OK
to setup now.

LATER OK

iii. After successful scan of the QR code, you have now registered Ahsay
Mobile for Push Natification and TOTP 2FA. Click OK to continue.

Mobile Setup

You have registered Androidv10 for the following feature:

Two-Factor Authentication

Phone number verification for account recovery

iv. In the Ahsay Mobile app, go to 2FA then enter the phone number for account
recovery. Tap Enter recovery phone number.

NOTE

Although push natification and TOTP will still work if the recovery phone number
registration is not completed, it is still strongly recommended to complete step iv as you
will not be able to access the AhsayOBM if you lose your mobile device which also
means loss of access to backup data.

MG $ 0 4



Ahsay Mobile
::::iylzzh:er A
045 003 2

Enter recovery phone number

- — o,

&g
® o &%

Home Backup 2FA

dore

Select your country code and enter your phone number. Tap Send SMS
verification code.

Done
Paraguay (+595)
Peru (+51)
Philippines (+63)
Pitcairn Islands (+64)
Poland (+48)
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Enter the verification code sent to your mobile device.

MobileUser
Enter a valid phone number, you will need
this for account recovery,
+63  ~ [
Verification code
ASFA - 245748 (04:32)

Example of verification code:

Verification successful

Verification Code: ASFA-245748

Your phone number for account recovery is successfully verified.

AhsayOBM
MobileUser

o— (o'l

&

He Backup 2FA Vo

[olo)]

1o
]

AhsayOBM
MobileUser

746 980 2=

o, 5 (g}
6 e

[olc) p—
& o & =

Home B 2FA
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TOTP only

i. To configure a TOTP only 2FA with Ahsay Mobile, click the “Not able to
scan QR code? Click here to pair with TOTP secret key” link.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it
and scan the same QR code to complete the device registration.

Ahsay Mobile

# Download on the N GETITON
@& App Store | P® Google Play

Prerequisites

- Please use the latest Mobile App version

Not able to scan QR code? Click here to pair with TOTP secret key

ii. After clicking the “Not able to scan QR code? Click here to pair with TOTP
secret key” link, the QR code for the TOTP only authenticator will be displayed.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and scan
the same QR code to complete the device registration.

Ahsay Mobile

Download on the GETITON
& App Store | P® Google Play

Show Secret Key

Enter one-time passcode generated from authenticator app

‘ (00:00:27)

Display name: | Ahsay Mobile

To show the secret key, click the Show Secret Key link to display the 16-
character alphanumeric secret key. The display name will be “Ahsay Mobile” by
default.

|Setret Key: QIP2 6Y3P U6FS WZ7T

Enter one-time passcode generated from authenticator app

(00:00:24)

Display name: | Ahsay Mobile
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iii. Inthe Ahsay Mobile app, go to 2FA. Tap the Not able to scan QR code? link.

Ahsay Mobile

Scan the QR code displayed in your application Key in the Secret Key provided by the app
(supports two-factor authentication, mobile
device backup etc.)

X Connect using Secret Key

Username

Cancel

Not able to scan QR code? Scan QR Code

iv. Enter the Username and Secret Key shown in the AhsayOBM then tap
Connect. Once the device is paired successfully, click OK to continue.

X Connect using Secret Key

Key in the Secret Key provided by the app

Ahsay Mobile

Device paired successfully

Scan QR Code

WWWANEYCOM T -



v. Enter the one-time passcode from the Ahsay Mobile app.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and scan
the same QR code to complete the device registration.

Ahsay Mobile

Download on the GETITON
@& App Store * Google Play

Show Secret Key
Enter one-time passcode generated from authenticator app

5 1 8 2 7 3 (00:00:27)

Display name: | Ahsay Mobile

Example of the one-time passcode generated by Ahsay Mobile:

Ahsay Mobile

AhsayOBM
MobileUser

TOTP (Manual input)
Ahsay Mobile

518 273 =2s

c— o,
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vi. Once the registration is successful, the following screen will be displayed.
You have now registered Ahsay Mobile for TOTP only 2FA.

Mobile Setup

You have registered Ahsay Mobile for the following feature:

Two-Factor Authentication

NOTE
In case device pairing takes a while, session timeout message will be displayed. Just
click OK to resume with the device pairing.

Mobile Setup

Due to session timeout, Two-Factor Authentication feature failed to be configured.
Click [OK] to configure the feature again.

8. After successful pairing, the following screen will appear.

(® Ansayosm MobileUser JEZENEEE | O

A

L0

Backup Sets

2,

Restore Settings Utilities
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6.1.2 With Mobile Add-on Module

To register a device for 2FA with Mobile Add-on Module enabled, please follow the
steps below:

1. A shortcut icon of AhsayOBM will be available on your desktop after installation.
Double-click the icon to launch the application.

2. The Free Trial Registration option may be displayed when you login for the first

time. If you want to create a free trial account please proceed to Appendix E.
Otherwise, click Login if you already have an AhsayOBM account.

English

® AhsayOBM

The Best On-Premises & Cloud

Backup Software

or Login

NOTE

The Free Trial registration option may not be available. This depends on the settings

of your backup service provider. Please contact your backup service provider for
more information.

www.ahsay.com



3. The Show advanced option may not be available if the backup server settings are
already setup by your backup service provider. Please contact your backup service
provider for more information.

@ AhsayOBM

Login name

MobileUser

Password

W save password

Show advanced option

If Show advanced option is clicked, this will be displayed.

Backup Server

https W |110.3.121.11 v

Proxy (HTTP)

Use proxy to access the Internet

off [ |
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4. Enter the login name and password of your AhsayOBM account provided by your
backup service provider. Then, click OK to log in.

@ AhsayOBM

Login name

MobileUser

Password

M save password

Show advanced option

NOTE
The Save password option may not be available. This depends on the settings of
your backup service provider. Please contact your backup service provider for more
information.

5. You will have the option to set up your 2FA and mobile backup if the Mobile Add-
on Module is enabled in the backup account. Click Setup Now.

New Ahsay Mobile App, Free of
Charge!

Backup Your Mobile

Easily backup photos and videos to your « i
PC or Mac through Wi-Fi. Stop paying J
for public cloud storage when local ‘
storage is free and MORE secured.

Keep Hackers Off .

All hackers delete backup data after \
compromising a machine. Use Y
Two-Factor Authentication (2FA) to .
keep hackers off your backup data and —

turn ransomware harmless.
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6. Download the Ahsay Mobile app from the App Store / Google Play Store. Ensure
that the displayed Prerequisites are met.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and scan
the same QR code to complete the device registration.

@Ahsay Mobile

2 Download on the GETITON
& App Store ® Google Play

Prerequisites

- Please use the latest Mobile App version

- Please make sure below 2 ports are not blocked by any Firewall settings
TCP Port: 54000
UDP Port: 54200

Not able to scan QR code? Click here to pair with TOTP secret key

7. By using the Ahsay Mobile app, tap Next and scan the QR code displayed in
AhsayOBM.

@ Ahsay Mobile

Scan the QR code displayed in your
application (supports two-factor
authentication, mobile device backup etc.)

Ahsay Mobile

@ English

Cancel

Tap OK to continue.

QR Code detected!

Register Androidv10 with MobileUser ?

CANCEL 0K
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Once the device is successfully paired, the following message will be displayed in
the Ahsay Mobile app. Click OK to continue.

Device paired successfully

You may now configure the device
content e.g Photos, Video, 2FA
Accounts(if registered) to be included
for backup

0K

Once the device is successfully paired, the following message will be displayed in
the Ahsay Mobile app. You can set up a recovery number here that will be used in
case of the “Authentication Recovery” procedure by tapping OK. You may refer to
Phone number verification for account recovery in Chapter 6.1.1 for the following
setup. Otherwise, tap LATER to set it up later on.

For first time activation of 2FA, device
needs to pair with a verified phone
number for account recovery. Click OK
to setup now.

LATER OK

8. After successful scan of the QR code, you have now registered Ahsay Mobile for
2FA (Push Notification and TOTP) and Mobile Backup. Click OK to continue.

Mobile Setup

You have registered Androidv10 for the following feature:
111 Mobile Backup (Add new device for backup without migration)

Two-Factor Authentication
You can go to the backup page in Mobile App "Ahsay Mobile" to start Mobile Backup.
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9. After successful pairing, the following screen will appear.

(® Ahsayosm MobileUser H ENlE o

Iil m all

Backup Sets Report

o . N

Restore Settings Utilities

50



6.2 Using Microsoft Authenticator

To register a device for TOTP 2FA in AhsayOBM using Microsoft Authenticator, please follow
the steps below:

1. Download and install the Microsoft Authenticator from the Play Store for Android
devices or the App Store for iOS devices.

¢ Q

~ Microsoft
v Authenticator

Microsoft Corporation

4.7% (23] 10M+
347K reviews 25 MB Rated for 3+ @ D

Install

Authenticator

3. Tap Add account.

Let's add your first account!

For further assistance, see the Help section
in the menu.

Already have a backup?
Sign in to your recovery account

Begin recovery

N el
Authenticator Passwords
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4. Select Other account (Google, Facebook, etc.).

What kind of account are you adding?

= Personal account

= Work or school account

ﬂ Other account (Google, Facebook, etc.)

5. Allow permission to take pictures and record video.

O]

Allow Authenticator to take
pictures and record video?

WARGY.COM



6. Set up the account by selecting from the following methods: Scan the QR code or Enter
code manually.

www.ahsay.com

Method 1: Scan the QR code

Scan the QR code on AhsayOBM.
< Add account

Your account pravider will display & QR code.

OR ENTER CODE MANUALLY

Example of the displayed QR code:

App Download and Device Pairing

Two-Factor Authentication is enabled for helping safeguard access to your account, please use the below authenticator
app to scan the QR code to complete the device registration.

Microsoft Authenticator

Doy ) the GETITON
@& App Store ® Google Play

Show Secret Key

Enter one-time passcode generated from authenticator app

Display name: | Microsoft Authenticator

53



i. The AhsayOBM account is successfully added to Microsoft Authenticator and the
mobile device is registered in AhsayOBM.

Authenticator

@ Ahsay0BM 5
MohileUser

iii. Once the account is added to Microsoft Authenticator, enter the one-time passcode
generated from the authenticator app to AhsayOBM.

App Download and Device Pairing

Two-Factor Authentication is enabled for helping safeguard access to your account, please use the below authenticator
app to scan the QR code to complete the device registration.

a Microsoft Authenticator

GETITON
* Google Play

Show Secret Key

Enter one-time passcode generated from authenticator app

E IEI E (00:00:11)

Display name: | Microsoft Authenticator
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Example of the one-time passcode generated:

AhsayOBM

MobileUser

One-time passwords enabled
@1 You can use the one-time password codes
generated by this app to verify your sign-ins

One-time password code

® 836 379

iv. The device is successfully registered for TOTP 2FA in AhsayOBM using Microsoft
Authenticator. Click OK to continue.

Mobile Setup
You have registered Microsoft Authenticator for the following feature:

Two-Factor Authentication

www.ahsay.com



Method 2: Enter Code Manually

i. Tap OR ENTER CODE MANUALLY.

< Add account

Your account provider will display 2 QR code.

OR ENTER CODE MANUALLY

ii. Click the Show Secret Key link in the AhsayOBM to display the Secret Key which

must be entered manually in the Microsoft Authenticator.

|Sh0w Secret Key |

Enter one-time passcode generated from authenticator app

Display name: | Microsoft Authenticator

(00:00:17)

Cancel

| Secret Key: ZUGD UWSE UFAH FOI4

Enter one-time passcode generated from authenticator app

Display name: | Microsoft Authenticator

(00:00:07)

Cancel

> $ 0
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iii. On the Microsoft Authenticator app, input an account name, then enter the
displayed Secret Key in the AhsayOBM. Tap FINISH to proceed.

<  Add account

Account name

Secret key

NISH
<& Add account

MobileUser

ZUGDUWSEUFAH FOI4|

FINISH

iv. Once the account is added to Microsoft Authenticator, enter the one-time passcode
generated from the authenticator app to AhsayOBM.

App Download and Device Pairing

Two-Factor Authentication is enabled for helping safeguard access to your account, please use the below authenticator
app to scan the QR code to complete the device registration.

a Microsoft Authenticator

# Download on the GETITON
& App Store ® Google Play

Secret Key: ZUGD UWSE UFAH FOI4

Enter one-time passcode generated from authenticator app

8 3 6 3 7 9 | (00:00:18)

Display name: | Microsoft Authenticator
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Example of the one-time passcode generated:

AhsayOBM
MobileUser

One-time passwords enabled

@1 You can use the one-time password codes
generated by this app to verify your sign-ins

One-time password code

® 836 379

v. The device is successfully registered for TOTP 2FA in AhsayOBM using Microsoft
Authenticator. Click OK to continue.

Mobile Setup
You have registered Microsoft Authenticator for the following feature:

Two-Factor Authentication

7. After successful pairing, the following screen will appear.

@ hsoyomm Mobileuser |FY )

) [

Backup Sets

(2 L

Restore Settings Utilities
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6.3 Using Google Authenticator
To register a device for TOTP 2FA in AhsayOBM using Google Authenticator, please follow the
steps below:
1. Download and install the Google Authenticator from the Play Store for Android devices
or the App Store for iOS devices.

¢ Q
- Google
G Authenticator
Google LLC
3.9% 50M+
330K reviews 6.8 MB Rated for 3+ ©® Downloads

2. Launch the Google Authenticator app.

Authenticator

3. Set up the account by selecting from the following methods: Scan the QR code or Enter
a setup key manually.

Method 1: Scan the QR code

i. Tap Scan a QR code.
é

&

Setup your first account

Use the QR code or setup key in your 2FA settings (by
Google or third-party service). If you're having trouble,
go to g.co/2sv

E] Scan a QR code

Enter a setup key

Import existing accounts?
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Allow permission to take pictures and record video.

©

Allow Authenticator to take
pictures and record video?

Scan the QR code on AhsayOBM.

Place QR code within red lines

60



Example of the displayed QR code:

App Download and Device Pairing

Two-Factor Authentication is enabled for helping safeguard access to your account, please use the below authenticator
app to scan the QR code to complete the device registration.

e Google Authenticator

# Download on the GETITON
®& App Store * Google Play

Show Secret Key

Enter one-time passcode generated from authenticator app
(00:00:07)

Display name: | Google Authenticator

iv. The AhsayOBM account is successfully added to Google Authenticator and the
mobile device is registered in AhsayOBM.

Google Authenticator

AhsayOBM (MobileUser)

210 763 ¢
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v. Once the account is added to Google Authenticator, enter the one-time passcode
generated from the authenticator app to AhsayOBM.

App Download and Device Pairing

Two-Factor Authentication is enabled for helping safeguard access to your account, please use the below authenticator
app to scan the QR code to complete the device registration.

‘ Google Authenticator

Download on the GETITON
@& App Store » Google Play

Show Secret Key

Enter one-time passcode generated from authenticator app
IZI 1 0 6 (00:00:12)

Display name: A Google Authenticator

Example of the one-time passcode generated:

Google Authenticator $

AhsayOBM (MobileUser)

210 763 o

vi. The device is successfully registered for TOTP 2FA in AhsayOBM using
Google Authenticator. Click OK to continue.

Mobhile Setup

You have registered Google Authenticator for the following feature:

Two-Factor Authentication

M $ e 4



Method 2: Enter a setup key manually

i. Tap Enter a setup key.
é

=

Setup your first account

Use the QR code or setup key in your 2FA settings (by
Google or third-party service). If you're having trouble,
go to g.co/2sv

E] Scan a QR code

Enter a setup key

Import existing accounts?

ii. Click the Show Secret Key link in the AhsayOBM to display the Secret Key
which must be entered manually on the Google Authenticator.

Show Secret Key

Enter one-time passcode generated from authenticator app

(00:00:02)
Display name: | Google Authenticator |
|Se(ret Key: ZUGJ KYFG CKI2 WG)Y
Enter one-time passcode generated from authenticator app
(00:00:07)
Display name: | Google Authenticator |

Cancel
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iii. On the Google Authenticator app, input an account name, then enter the
displayed Secret Key in the AhsayOBM. Tap Add to proceed.

14 Enter account details

Account

Key

Time based = m

£ Enter account details

Account

MobileUser

Key
ZUGJKYFGCKI2ZWGJY| (]

iv. Once the account is added to Google Authenticator, enter the one-time passcode
generated from the authenticator app to AhsayOBM.

App Download and Device Pairing

Two-Factor Authentication is enabled for helping safeguard access to your account, please use the below authenticator
app to scan the QR code to complete the device registration.

G Google Authenticator

GETITON

P Google Play

Secret Key: ZUG| KYFG CKI2Z WGJY

Enter one-time passcode generated from authenticator app

2 6 | 3 2 | 5 1 | w0005

Display name: | Google Authenticator
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Example of the one-time passcode generated:

Google Authenticator E

MobileUser

263 251 O

v. The device is successfully registered for TOTP 2FA in AhsayOBM using Google
Authenticator. Click OK to continue.

Mobile Setup

You have registered Google Authenticator for the following feature:

Two-Factor Authentication

4. After successful pairing, the following screen will appear.

(®) Ahsayosm MobileUser n engish [ i

O

L:

Backup Sets

(2 o

Restore Settings Utilities
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7 Logging in to AhsayOBM

Login steps without 2FA and with 2FA using the different types of authenticator will be discussed in
this chapter.

. Login to AhsayOBM without 2FA

. Login to AhsayOBM with 2FA using Ahsay Mobile Authenticator

>  Push Notification and TOTP 2FA
» TOTP only 2FA

. Login to AhsayOBM with 2FA using Microsoft Authenticator

. Login to AhsayOBM with 2FA using Google Authenticator

. Login to AhsayOBM with 2FA using Twilio

7.1 Login to AhsayOBM without 2FA

When logging in to AhsayOBM without two-factor authentication, please follow the steps
below:

1. Double-click the icon to launch the application.

2. Enter the login name and password of your AhsayOBM account provided by your
backup service provider. Then, click OK to log in.

@ AhsayOBM

Login name

Password

B save password

Show advanced option

NOTE

The Save password option may not be available. This depends on the settings of
your backup service provider. Please contact your backup service provider for more
information.
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3. After successful login, the following screen will appear.

(® Ahsayosm

Backup Sets

(2 1

Restore Settings

www.ahsay.com

Utilities
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7.2 Login to AhsayOBM with 2FA using Ahsay Mobile
Authenticator

When logging in to AhsayOBM with two-factor authentication using Ahsay Mobile
Authenticator, please follow the steps below:

1. Double-click the icon to launch the application.

2. Enter the login name and password of your AhsayOBM account provided by your
backup service provider. Then, click OK to log in.

@ AhsayOBM

Login name

MobileUser

Password

. Save password

Show advanced option

NOTE
The Save password option may not be available. This depends on the settings of your
backup service provider. Please contact your backup service provider for more
information.
Please refer to the Appendix A: Troubleshooting Login of the Ahsay Mobile User
Guide for Android and iOS if you are experiencing problems logging into AhsayOBM
with Two-Factor Authentication using Ahsay Mobile app.
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3. Select the authentication method to continue with the login.
e Push Notification and TOTP (default mode)

Example of the 2FA alert screen on AhsayOBM after login with correct
username and password:

Two-Factor Authentication
Please approve notification request in one of registered Authenticator App.
: Waiting for response (00:04:53)

Authenticate with one-time password

Unable to login

Push natification is the default 2FA mode. Accept the login request on the
Ahsay Mobile app to complete the login.

Example of the login request sent to the Ahsay Mobile:

Authorization Request

Proceed authorization request for
MobileUser

REJECT  ACCEPT
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However, if push notification is not working or you prefer to use one-time
password instead, click the “Authenticate with one-time password” link,
then input the one-time password generated from Ahsay Mobile to complete
the login.

Two-Factor Authentication
Please approve notification request in one of registered Authenticator App.
“* Waiting for response (00:03:06)
Alternatively, input the time passcode in your App.

(51 ] (2] (1 [o] e

Unable to login

Example of the one-time password generated by Ahsay Mobile:

@ Ahsay Mobile

AhsayOBM
MobileUser

253 410 ===

c— o,

ool —
e & B =

Home Backup 2FA More

70



www.ahsay.com

e TOTPoONly

Example of the 2FA alert screen on AhsayOBM after login with correct
username and password.

Input the one-time password generated by Ahsay Mobile to complete the login.

Two-Factor Authentication

Enter one-time passcode generated from authenticator app

I [51 [o) [ [2] [8] we

Unable to login

Example of the one-time password generated by Ahsay Mobile:

Ahsay Mobile

TOTP (Manual input)
Ahsay Mobile

459 128 ==

— o,

e & B

Home Ba

ckup 2FA More

NOTE

If you are unable to log in using any of the authentication method, please refer to
Chapter 8 Unable to log in to AhsayOBM with 2FA.
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4. After successful login, the following screen will appear.

www.ahsay.com

(® Ahsayosm MobileUser H ENlE o

A 23

Backup Sets

(2 o

Restore Settings Utilities
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7.3 Login to AhsayOBM with 2FA using Microsoft Authenticator

When logging in to AhsayOBM with two-factor authentication using Microsoft Authenticator,
please follow the steps below:

1. Double-click the icon to launch the application.

2. Enter the login name and password of your AhsayOBM account provided by your
backup service provider. Then, click OK to log in.

@ AhsayOBM

Login name

MobileUser

Password

. Save password

Show advanced option

NOTE

The Save password option may not be available. This depends on the settings of your
backup service provider. Please contact your backup service provider for more
information.

M $ 4



3. Enter the one-time passcode generated from the Microsoft Authenticator app.

Two-Factor Authentication

Enter one-time passcode generated from authenticator app

(00:00:00)

Unable to login

Example of the one-time passcode generated:

AhsayOBM
MobileUser

One-time passwords enabled

@1 You can use the one-time password codes
generated by this app to verify your sign-ins

One-time password code

® 836 379

Two-Factor Authentication

Enter one-time passcode generated from authenticator app

E m 3 IE (00:00:07)

Unable to login
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4. After successful login, the following screen will appear.

www.ahsay.com

(®) Ahsayosm MobileUser n engish [ i |

Iil m il

Backup Sets Report

o B /f

Restore Settings Utilities
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7.4 Login to AhsayOBM with 2FA using Google Authenticator

When logging in to AhsayOBM with two-factor authentication using Google Authenticator,
please follow the steps below:

1. Double-click the icon to launch the application.

2. Enter the login name and password of your AhsayOBM account provided by your
backup service provider. Then, click OK to log in.

@ AhsayOBM

Login name

MobileUser

Password

. Save password

Show advanced option

NOTE

The Save password option may not be available. This depends on the settings of your
backup service provider. Please contact your backup service provider for more
information.
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3. Enter the one-time passcode generated from the Google Authenticator app.

Two-Factor Authentication

Enter one-time passcode generated from authenticator app

(00:00:00)

Unable to login

Example of the one-time passcode generated:

Google Authenticator ¢

AhsayOBM (MobileUser)

210 763 @

Two-Factor Authentication

Enter one-time passcode generated from authenticator app

(2] [1] [o] [7] [e] [3] omas

Unable to login
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4. After successful login, the following screen will appear.

(®) Ansayosm

O

Rl

12

Restore

MobileUser n English E o

13| all

Backup Sets Report

o /

Settings Utilities
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7.5 Login to AhsayOBM with 2FA using Twilio
When logging in to AhsayOBM for user accounts using Twilio, please follow the steps below:

1. Double-click the icon to launch the application.

2. Enter the login name and password of your AhsayOBM account provided by your
backup service provider. Then, click OK to log in.

@ AhsayOBM

Login name

Password

. Save password

Show advanced option

NOTE
The Save password option may not be available. This depends on the settings of your
backup service provider. Please contact your backup service provider for more
information.
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3. Select your phone number to receive the passcode.

Two-Factor Authentication

Please select phone number to receive passcode via SMS message to continue login.

Philippines (+63) - ******g§123

4. Enter the passcode and click Verify to log in.

Two-Factor Authentication

SMS message with a passcode was already sent to the phone number Philippines (+63) - *****%*5123
Please enter the passcode to continue login.

XIUA - 158074 (00:04:30)

Resend passcode
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5. After successful login, the following screen will appear.

(® Ahsayosm TestAccount ] English

A, [

Backup Sets

o | &

Restore Settings Utilities
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8 Unableto log in to AhsayOBM with 2FA

AhsayOBM supports Unable to login feature for users who were not able to accept the notification
request from the Ahsay Mobile app and/or cannot obtain the TOTP code from Ahsay Mobile on the
subsequent login to AhsayOBM.

Two-Factor Authentication
Please approve notification request in one of registered Authenticator App.
:.. Waiting for response (00:04:51)

Authenticate with one-time password

Unable to login

Here are the three scenarios after clicking the Unable to login link:

e No recovery number was registered on Ahsay Mobile for the 2FA account

e "Authentication Recovery" procedure

e Unable to perform the "Authentication Recovery" procedure

1. No recovery number was registered on Ahsay Mobile for the 2FA account

If no recovery number was registered on Ahsay Mobile for the 2FA account, then the
following message will be displayed "Please contact your backup server
administrator for assistance" in gaining access to your AhsayOBM account.

i Please contact your backup server administrator for assistance.
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2. "Authentication Recovery" procedure

If a recovery number was registered on Ahsay Mobile for the 2FA account, then
select the registered mobile device to perform the following "Authentication
Recovery" procedure.

Authentication Recovery

Please select one authenticator to perform recovery.

Androidv10

Unable to login/Do not have any Authenticator App(s)

NOTE
For the detailed steps in performing Authentication Recovery, please refer to the
Appendix A: Troubleshooting Login of the Ahsay Mobile User Guide for Android
and iOS.

3. Unable to perform the "Authentication Recovery" procedure

If you are not able to perform the "Authentication Recovery" procedure, click the
Unable to login/Do not have any Authenticator App(s) link, then the following
message will be displayed "Please contact your backup server administrator for
assistance" in gaining access to your AhsayOBM account.

i Please contact your backup server administrator for assistance.

A $
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9 AhsayOBM Overview

Profile Language

(® AhsayoBm MobileUser1 Y ‘enoiish

& [

Backup Sets

(2 1

Restore Settings Utilities

AhsayOBM main interface has nine (9) icons that can be accessed by the user:

Profile

Language
Information
Backup
Backup Sets
Report

Restore

Settings

Utilities

www.ahsay.com

Information
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9.1 Profile

The Profile icon shows the settings that can be modified by the user. The features that will be
shown will depend on if the user accounts was using Twilio Two-Factor Authentication in prior to
upgrading to v8.5.0.0 or above and continues to use Twilio.

MobileUserl B English

There are seven (7) available features:

@ General
@ Contacts
@ Time Zone
@ Encryption Recovery
@ Password (Only shown for backup accounts created prior to AhsayOBM v8.5.0.0 and using
Twilio for two-factor authentication.)
@  Authentication
@  Security Settings (Only shown for backup accounts created prior to AhsayOBM v8.5.0.0
and using Twilio for two-factor authentication.)
9.1.1 General
The General tab displays the user’s information.
PI’OfI|e User Information
Login name MobileUserl
Contacts
Time Zone

Encryption Recovery

Authentication

Control ‘ Description
Login name Name of the backup account.
Display name Display name of the backup account upon logging in to

the AhsayCBS User Web Console.

www.ahsay.com
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This will be the General tab for old backup account using Twilio for two-factor authentication.

PI‘OfI|e User Information
Login name MobileUserl

General Display name

Contacts

Last Successful Login

Time Zone Time: 12/14/2020 19:57 (PHT)

IP address: 175.176.32.185

Phone number (MFA): 63 -8 10 &
Browser [ App: OBM

Encryption Recovery
Password
Security Settings

Login name Name of the backup account.

Display name Display name of the backup account upon logging in to the
AhsayCBS User Web Console.

Time The date and time the user last logged in.

IP address The IP address used to log in.

Phone number (MFA) The phone number where sms authentication will be sent
when 2FA is enabled.

Browser / App The browser or app used to login in to AhsayCBS User
Web Console or AhsayOBM.
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9.1.2 Contacts

This refers to the contact information of the user. You can also add multiple contacts or modify
existing contact information. Having this filled in will help in sending backup and daily reports
and even recovered backup set encryption key in case it was forgotten or lost.

PI'OfI I e Contacts

Existing contacts
GEI’]eral + Add new contact
Time Zone

Encryption Recovery

Authentication

To add a new contact, follow the instructions below:

1. Click the [+] button to add a new contact.

+ Add new contact

2. Complete the following fields then click OK to return to the main screen.

¢ Name
e Emall
e Address

e Company

e Website
e Phonel
e Phone?2
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New Contact

Name

Email

Send me encrypted email (S/MIME)
Address

Company

Website

Phone 1

Phone 2

3. Click Save to store the contact information.

www.ahsay.com

Pl’Ofi Ie Contacts

Existing contacts

General n samplename

sample_email@mail.com

.

Time Zone

Encryption Recovery

Authentication
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9.1.3 Time Zone

The time zone indicated.

Pl’OfI Ie Time Zone
GMT+08:00 (SGT) w

General

Contacts

Encryption Recovery

Authentication

To modify the time zone, follow the instructions below:

1. Select from the dropdown list.

Time Zone

GMT+08:00 (PHT) v

GMT+08:00 (5GT)
GMT+08:00 (ULAT)
GMT+08:00 (W5T)
GMT+09:00 (IRKST)
GMT-+09:00 (JAYT)
GMT+09:00 (JST)
GMT+09:00 (KST)

2. Click Save to save the updated time zone
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9.1.4 Encryption Recovery

Backup set encryption key can be recovered by turning this feature on.

NOTE

This option may not be available. Please contact your backup service provider for more details.

Profile

General
Contacts
Time Zone

Encryption Recovery

Authentication

www.ahsay.com

Encryption Recovery

With this option enabled, you can recover your backup set encryption keys by
sending a request to us.

. |

On
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9.1.5 Password

The Password option is for backward compatibility with Twilio Two-Factor
Authentication. It will only be visible if Twilio Two-Factor Authentication was enabled on
the user account on pre-v8.5.0.0 AhsayOBM versions.

Login password can be modified anytime. Tick the Save Password box to bypass the
password entry upon opening the AhsayOBM.

PI’OfI|e Password

General Change Fassword
Save password

Contacts

Time Zone

Encryption Recovery

Password

Security Settings

NOTE

The Save password option may not be available. This depends on the settings of your backup
service provider. Please contact your backup service provider for more information.
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9.1.6 Authentication

You can use the Authentication function to:

@ Change the “Password”.

@ Enable or disable the “Two-Factor Authentication”.

@ Add one or more device(s) registered for Two-Factor Authentication (2FA).

NOTE
Please refer to Chapter 6.3.1 of the Ahsay Mobile User Guide for Android and iOS for the
detailed step-by-step procedure.

= Remove one or more device(s) registered for Two-Factor Authentication (2FA).

Re-pair mobile device with AhsayOBM account.

@  View details of the “Last Successful Login” for Password Lock and Two-Factor
Authentication (2FA).

NOTE
For Two-Factor Authentication (2FA), you can register your mobile device on both Ahsay Mobile
app and a third-party authenticator apps (e.g., Authy, Duo, Google Authenticator, Microsoft
Authenticator, LastPass Authenticator, iOS 15 Built-in Two-Factor Authenticator, etc.).

PI’OfI|e Password
General Password

Save password
Contacts

Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery off i

Authentication

Last Successful Login

No login record
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Password

Login password can be modified anytime. Tick the Save Password box to bypass the
password entry upon opening the AhsayOBM.

Encryption Recovery off

PI’OfI Ie Password
Change Password
General
|| Save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Last Successful Login

No legin record

NOTE

The Save password option may not be available. This depends on the settings of your backup
service provider. Please contact your backup service provider for more information.

To change the password, follow the instructions below:

1. Click the Change Password.

Profile

General
Contacts
Time Zone

Encryption Recovery

Authentication

M $

Password
Change Password

Save password

Two-Factor Authentication

Require Authenticator App to sign in your account during startup

off [ |

Last Successful Login

No login record




2. Enter the current password.

Change Password

Please confirm current password

3. Enter the new password and re-enter it for authentication purposes. Click OK to return
to main screen.

Change Password

New Password

ssssss

Re-enter password

senese
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4. Click Save to store the settings.

www.ahsay.com

Profile

General
Contacts
Time Zone

Encryption Recovery

Authentication

Password
Change Password

[ "1 5ave password

Two-Factor Authentication

Require Authenticator App to sign in your account during startup

off I

Last Successful Login

No login record
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Two-Factor Authentication

To enable the two-factor authentication feature, follow the instructions below:

NOTE
The Ahsay Mobile app or a third-party authenticator apps is needed for 2FA.

1. Goto Profile > Authentication > Two-Factor Authentication.

PI’OfI | e Password
Change Password
General '
Save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup
Encryption Recovery off i

Authentication
Last Successful Login

No login record

2. Swipe lever to the right to turn it on.

For the detailed step-by-step procedure on how to add a mobile device, please refer to
Chapter 6.3.1 of the Ahsay Mobile User Guide for Android and iOS.

Profile Password
Change Password |
General
| Save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery on 2

Authentication Registered Mobile Device(s)

Add

Last Successful Login

No login record

M $ 0 4


https://download.ahsay.com/support/document/v9/guide_ahsay_app_user.pdf

To remove a mobile device, follow the instructions below:

1. Click the M putton on the left side of the registered mobile device. In this example, we
are going to delete the mobile device named “MobileUser1”.

- ~
PI‘OfI I e Password
Change Password
General
Save password
Contacts
T Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery on "

Authentication Registered Mobile Device(s)

E MobileUserl i
IEI Redmi '

Add

Last Successful Login

Time: 12/14/2020 00:19 (PHT)
IP address: 175.176.32.99
Browser [ App: OBM

Mobile Device: Redmi v

2. A confirmation message will appear, click Yes to proceed. Otherwise, click No.

Are you sure you want to delete the registered Mobile Device for Two-Factor
= Authentication feature?

Yes

A $ p



3. Mobile device is successfully removed.

www.ahsay.com

Profile

General
Contacts
Time Zone

Encryption Recovery

Authentication

Password

[ save password

Two-Factor Authentication
Require Authenticator App to sign in your account during startup
on 1

Registered Mobile Device(s)

| oo DO
j

Last Successful Login

Time: 12/14/2020 00:19 (PHT)
IP address: 175.176.32.99
Browser / App: OBM

Mobile Device: Redmi

[ ] (] (]
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To disable the two-factor authentication feature, follow the instructions below:

disabling Two-Factor Authentication

NOTE

Sliding the switch to right hand side will only turn off the two-factor authentication but it will
not automatically delete the registered mobile device(s) for Two-Factor Authentication. If you
need to delete the registered mobile device(s), this must be done manually first before

1. Swipe the lever to the left to turn it off.

Profile

General
Contacts
Time Zone

Encryption Recovery

Authentication

Password
[ Change Password

Save password

Two-Factor Authentication
Require Authenticator App to sign in your account during startup

On q

Registered Mobile Device(s)

E MobileUserl i
m Redmi L]

Last Successful Login

Time: 12/14/2020 00:19 (PHT)
IP address: 175.176.32.99
Browser [ App: OBM

Mobile Device: Redmi

2. Click Save to save the settings.

Profile

General
Contacts
Time Zone

Encryption Recovery

Authentication

www.ahsay.com

Password

Save password

Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Off | |

Last Successful Login

Time: 12/14/2020 00:19 (PHT)
IP address: 175.176.32.99
Browser / App: OBM

Mobile Device: Redmi

Save Cancel
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Re-pair with authenticator

AhsayOBM supports “Re-pair with authenticator” feature that enables user to re-pair their
AhsayOBM account with Ahsay Mobile Authenticator as long as the mobile device used for the

2FA is still registered in the AhsayOBM. This feature is used when:

1. The registered profile for the 2FA is removed from the Ahsay Mobile app

2. The Ahsay Mobile app is accidentally uninstalled from the mobile device

www.ahsay.com

Profile

General
Contacts
Time Zone

Encryption Recovery

Authentication

Password
Change Password
Save password

Two-Factor Authentication

Require Authenticator App to sign in your account during startup

On C |

Registered Mobile Device(s)

r with authenticator

Last Successful Login

Time: 03/09/2021 16:13 (HKT)
IP address: 10.3.121.13
Browser / App: OBM

Mobile Device: Ahsay Mobile
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Last Successful Login

Displays the Date, Time, IP address, and Browser / App the user last logged in and the
registered Mobile Device.

© Time — the date and time the user last logged in.

© |P address — the IP address used to login.

© Browser / App — the browser or app used to login to AhsayCBS User Web Console or

AhsayOBM.

© Mobile Device — the name of the device used for authentication when 2FA is enabled.

Profile

General
Contacts

Time Zone

Encryption Recovery

Authentication

Password

.Cllmml'nmrd

Save password

Two-Factor Authentication
Require Authenticator App to sign in your account during startup

On q

Registered Mobile Device(s)

E MobileUserl
Iﬂ Redmi

Last Successful Login

Time: 12/14/2020 00:19 (PHT)
IP address: 175.176.32.99
Browser [ App: OBM

Mobile Device: Redmi

Below is the screenshot If there is no login record yet.

Profile

General
Contacts

Time Zone

M $ 0 e

Encryption Recovery

Authentication

Password
| Change Password
Save password

Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Off [ |

Last Successful Login

No login record
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9.1.7 Security Settings
The Security Settings option is for backward compatibility with Twilio Two-Factor
Authentication. It will only be visible if Twilio Two-Factor Authentication was enabled on
the user account on pre-v8.5.0.0 AhsayOBM versions.

Phone numbers that will be used for sending sms authentication will be listed here and will
show the status if it is verified or not. You can also add phone numbers here that can be used
for sending the sms authentication.

PI’OfI |e Security Settings
Phone numbers for SM5 authentication
General Philippines (+63) - [N, Verified 1
Contacts Add
Time Zone

Encryption Recovery
Password

Security Settings

Save Cancel

1. Click the Add button.

Add

2. Select the country and enter the phone number, click Add.

Security Settings

Please enter a new phone number for SMS authentication

Philippines (+63) v || I
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3. Click the Save button to save the phone number.

PI’OfI|e Security Settings

Phone numbers for SMS authentication
General hitippines (+63) - [N veriied X
Contacts philippines (+63) - [ R Vo: veriied X
Time Zone Add

Encryption Recovery

Password

Security Settings

9.2 Language

This option is used to change the language of the AhsayOBM interface. The list of the available
languages depends on the backup service provider.

Once the language is set, it will reflect on the AhsayOBM interface right away.

English
Ll

Euskara

Catala
Cesky
Dansk
Nederlands

Suomi
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9.3 Information
The information icon displays the product version and system information of the machine where
the AhsayOBM is installed.
(®) Ahsayorm
Version 9.0.0.0
~
Virtual Machine Open)DK 64-Bit Server VM Version 25.181-b13
Vendor Oracle Corporation
Live Threads 13 (Current) / 20 (Peak)
Daemon Threads 9
Total Threads Started 55
Heap Size 98,560 kbytes (Current) / 1,864,192 kbytes (Maximum)
Operating System Mac OS X Version 10.12
Architecture x86_64
Number of Processors 4
Committed Virtual Memory 7,099,840 kbytes
Physical Memory 9,066,516 kbytes (Free) / 16,777,216 kbytes (Total)
Swap Space 0 kbyte (Free) / 0 kbyte (Total)
VM Arguments -Djava.library.path=/Applications/AhsayOBM.app/Contents/MacOS
=Xrs -Xms128m -Xmx2048m -XX:MaxDirectMemorySize=512m
-Dsun.nio.PageAlignDirectMemory=true
-Djava.library.path=/Applications /AhsayOBM.app/bin:/Applications/ “
AhsayOBM.app/bin/MacX84 o ‘
© 2021 Ahsay Systems Corporation. All Rights Reserved.
9.4 Backup

This feature is used to run your backup set(s).

0

== |

Backup

For instructions on how to start a backup, refer to Chapter 12 Run Backup Jobs.

www.ahsay.com
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9.5 Backup Sets

A backup set is a place for files and/or folders of your backed-up data. This feature allows user
to select files individually or entirely in a selected folder to back up. It is also used to delete
backup set(s).

Backup Sets

To create or modify a backup set, follow the instructions on Chapter 10 Create a Backup Set.

Backup Set Settings

Below is the list of configurable settings under a Backup Set:

e General
e Source

e Backup Schedule

e Destination
(Advanced settings)

e Deduplication

e Retention Policy

¢ Command Line Tool

e Bandwidth Control

e Others

www.ahsay.com 105




General

This feature allows the user to modify the current name of the backup set.

AhsayOBM

ece
m Data Backup

Source
Backup Schedule

Destination

Show advanced settings

Delete this backup set

To modify the name of a backup set, follow the steps below:

1. Inthe Name field, enter a new backup set name.

General

Name

| Data Backup

Owner
admins-Mac-5

General

Name

Owner
admins-Mac-5

2. Click the Save button to save the updated backup set name.

NOTE

In assigning a backup set name, make sure that it does not have an identical name.

www.ahsay.com
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Source

This feature allows the user to select files and/or folders in the backup source to back up.

o0 e AhsayOBM
E BackupSet-1 Backup Source
Select the files and folders that you want to backup
General 1 B3 Desktop
| & admin .
Source ] 7 Documents — Quick or
M i . Shortcut
Movies
Backup Schedule S
1 £ Music
Destination _| B8 Pictures
Show advanced settings
Filter
Apply filters to the backup source Filter
off ]
I I would like to choose the files to backup I—; Ad\fanced
Backup
~ Source
Delete this backup set

There are three (3) ways to select files and/or folders to back up:

Option Description

This allows the user to back up files and/or

Quick or Shortcut folders in the selected backup source entirely.

This allows the user to select or exclude files

Filter and/or folders from the backup job.
Advanced Backup This allows the user to select files and/or folders
Source individually to back up.
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Option no. 1: Quick or Shortcut

This option allows the user to quickly select a backup source to be backed up.

Backup Source

| | B4 Desktop
admin
Documents
Movies

Music

Eof 2 e

Pictures

Select the files and folders that you want to backup

To know the locations of the folder(s) that will be backed up for each selected backup source, refer to

the following table:

Backup Source

Desktop

Description

If Desktop is selected, all files and/or folders in the following
location will be backed up:

$UserProfile/admin/Desktop

admin

If admin is selected, all files and/or folders located in the
following locations will be backed up:

$UserProfile/admin
$UserProfile/Library

If the Follow Link is enabled, the following locations will also be
included to the backup job:

$UserProfile/\LocalStorage
$UserProfile/Applications
$UserProfile/admin/Downloads
$UserProfile/admin/Library
$UserProfile/admin/temp

The Follow Link is configured as enabled by default.

Note: If you select admin during the creation of backup set, the
entire Backup Source in the Quick or Shortcut option will also be
selected (e.g., Desktop, Documents, Movies, Music, Pictures),
but you may choose to unselect any of each.

Documents

If Documents is selected, all files and/or folders located in the
following location will be backed up:

$UserProfile/ladmin/Documents

Movies

| o

If Movies is selected, all files and/or folders located in the
following location will be backed up:

$UserProfile/admin/Movies
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If Music is selected, all files and/or folders located in the
. following locati ill k :
Music n ollowing location will be backed up
$UserProfile/admin/Music
If Pictures is selected, all files and/or folders located in the
Pictures .@ following location will be backed up:
‘ $UserProfile/admin/Pictures

To select files and/or folders to back up using the Quick or Shortcut option, follow the steps below:

1. Select a backup source.

Backup Source

Select the files and folders that you want to backup
Desktop

admin

Documents

Movies

Music

Eao@lE=2e @

Pictures

2. Click the Save button to save the selected backup source.

Option no. 2: Filter

This option allows the user to manually select files and/or folders in the selected location(s) to back up.

Filter

Apply filters to the backup source

off |

To select files and/or folders to back up using the Filter Backup Source, follow the steps below:

1. Slide the lever to the right to turn on the filter setting.

Filter

Apply filters to the backup source

On q

2. Click the [+] button to create a filter.

Existing filters

+ Add new filter

3. Assign a desired name to the backup filter.

New Backup Filter

Name

Filter-1

WWWANEY.COM



Configure the following options.

For each of the matched files/folders under top directory
®) Include them
Exclude them

Exclude all unmatched files/folders

Match file/folder names by
®) Simple comparison | ends with W

Regular expression (UNIX-style)

In this example, all files and/or folders that end with the letter ‘X’ will be included to the

backup job. You can add multiple patterns here.

Existing patterns to match

.

Add

Select whether you would like to apply the filter to all files and/or folders in all hard disk drives

or to a specific folder only. If ‘This folder only’ is selected, click the Change button to specify

the folder where you would like to apply the filter to.

Apply this filter to all files/folders in
All hard disk drives
®) This folder only

fUsers{admin/Desktop

Apply to
+| File |+ Folder

Change

Click the OK button to save the created filter, then click the Save button to save the settings.
Once you run a backup, all files and/or folders that match the applied filter will be backed up.

NOTE: Multiple backup filters can be created by clicking the Add button.

Existing filters

Filter-1
? JUsers/admin/Desktop

Filter-2
7 /Users/admin/Documents

Add

M $
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Option no. 3: Advanced Backup Source

This option allows the user to display the locations in the backup source to select files and/or folders to
back up.

[ N ) AhsayOBM

Advanced Backup Source

Folders
» U .vol
» (O Applications
» [O[& Library
» O Network
» (O[3 System
» D[m users
» O Volumes
» O bin
» O cores
» O dev
O etc
» O & home
» O net
» O private
» O sbin
O mp
» O usr
OF var v
» OMvm

[ "] Show files

To select files and/or folders using the Advanced Backup Source, follow the steps below:

1. In the Source window, select ‘| would like to choose the files to backup’.

| would like to choose the files to backup
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2. Select ‘Show files’ to display the files inside each folder, then select the files and/or folders

that you would like to back up.
[ NN ) AhsayOBM

Advanced Backup Source
Folders Name Size Date modified
> LI Application Sul 1 iy localizations
» O Audio A O thumbnails
» O[5 Bundles = Solid Aqua Blue.png 1KB  24/01/2017 10:00
> D[Tf Caches = Solid Aqua Dark Blue.png 1KB 24/01/2017 10:00
» D[ Colorpickers « Solid Aqua Graphite.png 1KB  24/01/2017 10:00
> Dp ColorSync a Solid Gray Dark.png 4KB  24/01/2017 10:00
> D!TA Components = Solid Gray Light.png 4KB  24/01/2017 10:00
» O3 Compositions = Solid Gray Medium.png 4 KB 24/01/2017 10:00
» D[ Contextual Me = Solid Gray Pro Dark.png 82KB  24/01/2017 10:00
» O[3 CoreMedial0 « Solid Gray Pro Ultra Dark.png 4KB  24/01/2017 10:00
v B Deskiop Pictur = Solid Kelp.png 1KB  24/01/2017 10:00
DQ Jocalizatiol = Solid Lavender.png 1KB  24/01/2017 10:00
O thumbnail: = Solid Mint.png 1KB  24/01/2017 10:00
» @[ solid Color: ~ Solid White.png 1KB  24/01/2017 10:00
» (O DirectoryServic
» ([ Documentatior
» (O Extensions
» O/ Filesystems
< )
V| Show files Items perpage |50 W | Page 1/1 w

3. Click the OK button to save the selection, then click the Save button to store settings.

In selecting files and/or folders to back up, the three (3) options can be used simultaneously. For more
details, please refer to the example scenarios below:

Scenario 1 (Quick or Shortcut + Filter)

You can use the Quick or Shortcut option and apply filter to the selected backup source at the same
time. To use this type of combination, follow the steps below:

1. Choose a backup source.
Backup Source

Select the files and folders that you want to backup
B Desktop

@ admin

| [J Documents
B Movies
JJ Music

E@l Pictures

2. Create a filter that will be applied to the backup source.

Existing filters
+ Add new filter
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[ NoN ] AhsayOBM

New Backup Filter
Name

Filter-1

For each of the matched files/folders under top directory
®) Include them
Exclude them

| Exclude all unmatched files/folders

Match file/folder names by
®) Simple comparison | ends with W |

Regular expression (UNIX-style)
Existing patterns to match
G
Add

Apply this filter to all files/folders in
All hard disk drives

>

<

3. Click the OK button to save the created filter, then click the Save button to store settings.

Scenario 2 (Quick or Shortcut + Advanced Backup Source)

You can use the Quick or Shortcut option and select files and/or folders in the advanced backup source
at the same time. To use this type of combination, follow the steps below:

1. Choose a backup source.

Backup Source
Select the files and folders that you want to backup
| B Desktop
@ admin
| [ Documents
B Movies
| J3 Music

(@l Pictures

2. In the Source window, click ‘I would like to choose the files to backup’, then select the files

and/or folders that you would like to back up.

| would like to choose the files to backup
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[ NoN ] AhsayOBM

Advanced Backup Source
Folders Name Size Date modified
> I Application SUl ()i localizations
» O Audio A O .thumbnails
» D[ Bundles = Solid Aqua Blue.png 1KB  24/01/2017 10:00
> O Caches = Solid Aqua Dark Blue.png 1KB  24/01/2017 10:00
» O ColorPickers - Solid Aqua Graphite.png 1KB  24/01/2017 10:00
» O Colorsync « Solid Gray Dark.png 4KB  24/01/2017 10:00
» O[5 Components = Solid Gray Light.png 4KB  24/01/2017 10:00
> O Compositions = Solid Gray Medium.png 4KB 24/01/2017 10:00
» O Contextual Me « Solid Gray Pro Dark.png 82KB  24/01/2017 10:00
» O[5 CoreMedialo ~ Solid Gray Pro Ultra Dark.png 4KB  24/01/2017 10:00
v @11 Desktop Pictur = Solid Kelp.png 1KB  24/01/2017 10:00
O[5 localizatio - Solid Lavender.png 1KB  24/01/2017 10:00
O .thumbnail = Solid Mint.png 1KB  24/01/2017 10:00
> B[ solid Color: = Solid White.png 1KB  24/01/2017 10:00
» [ DirectoryServic
» (O Documentatior
» (/7 Extensions
» O Filesystems
< >
| Show files Items perpage 50 W | Page|1/1 W

3. Click the OK button to save the selection, then click the Save button to save settings.
Scenario 3 (Filter + Advanced Backup Source)

You can use the filter backup source and select files and/or folders in the advanced backup source at
the same time. To use this type of combination, follow the steps below:

1. Create a filter.
Filter

Apply filters to the backup source
On e |
Existing filters
Filter-1
? fUsers/admin/Documents

Add

2. In the source window, click ‘| would like to choose the files to backup’, then select the files
and/or folders that you would like to back up.

| would like to choose the files to backup
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3. Click the OK button to save the selection, then click the Save button to save settings.

www.ahsay.com

AhsayOBM

Advanced Backup Source

Folders
LJ [ Application Su|

O Audio

(O Bundles

O Caches

O ColorPickers

O ColorSync

O Components

O Compositions

(D[ Contextual Me

O CoreMedialo

@ [ Desktop Pictur
O .localizatiol
O .thumbnail:

» @[ solid Color:

(017 DirectoryServic

(O Documentatior

O [ Extensions

O Filesystems

<! | D]

|| Show files

A VVVVYVYVYVYVYVYY

vYyvyy

Name Size |

O .localizations
A O .thumbnails

EEEEAEEREERAEEE

&0 (@ @ (@ (@0 (@ @ (8 (@ @

a

Solid Aqua Blue.png 1 KB
Solid Aqua Dark Blue.png 1 KB
Solid Aqua Graphite.png 1KB
Solid Gray Dark.png 4 KB
Solid Gray Light.png 4 KB
Solid Gray Medium.png 4 KB
Solid Gray Pro Dark.png 82 KB
Solid Gray Pro Ultra Dark.png 4 KB
Solid Kelp.png 1 KB
Solid Lavender.png 1KB
Solid Mint.png 1KB
Solid White.png 1KB

Date modified

24/01/2017 10:00
24/01/2017 10:00
24/01/2017 10:00
24/01/2017 10:00
24/01/2017 10:00
24/01/2017 10:00
24/01/2017 10:00
24/01/2017 10:00
24/01/2017 10:00
24/01/2017 10:00
24/01/2017 10:00
24/01/2017 10:00

Items per page ‘ 50 w l Page : 1/1 v|
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Backup Schedule

This allows the user to assign a backup schedule for the backup job to run automatically.

E Sample Backup Set... Schedule

Run scheduled backup for this backup set
General on e

Existing schedules

Source Backup Schedule

% Daily (Everyday at 20:00)
Backup Schedule Ea
Destination

Show advanced settings

Delete this backup set

To configure a backup schedule, follow the steps below:
1. Swipe the lever to the right to turn on the backup schedule setting.

Schedule

Run scheduled backup for this backup set

On q

Existing schedules

Backup Schedule
@ Daily (Everyday at 20:00)

2. Select an existing backup schedule to modify or click the Add button to create a new one.

Existing schedules

Backup Schedule
% Daily (Everyday at 20:00)

3. Inthe New Backup Schedule window, configure the following backup schedule settings.

© Name - the name of the backup schedule.

© Type - the type of the backup schedule. There are four (4) different types of backup
schedule: Daily, Weekly, Monthly and Custom.
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@ Daily — the time of the day or intervals in minutes/hours when the backup job will
run.

New Backup Schedule

Name
Daily-1

Type
Daily v

Start backup
at vi 00 VV:Z;OO vi
Stop

.until full backup completed W A

[¥| Run Retention Policy after backup

@  Weekly — the day of the week and the time of the day or intervals in minutes/hours
when the backup job will run.
New Backup Schedule

Name
Weekly-1

Type
Weekly w

Backup on these days of the week
Sun Mon Tue Wed Thu Fri || Sat

Start backup
at v |00 w100 W
Stop

until full backup completed w

+| Run Retention Policy after backup

@ Monthly — the day of the month and the time of the day when the backup job will
run.

New Backup Schedule

Name
Monthly-1

Type
Monthly w
Backup on the following day every month
® Day 1 v
First Sunday

Start backup at
00 w 1 00 w | on the selected days

Stop

until full backup completed

+| Run Retention Policy after backup
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@ Custom — a specific date and the time when the backup job will run.

New Backup Schedule

Name
Custom-1

Type

Custom W

Backup on the following day once
2020 | December w | 31 w
Start backup at

00 w100 w

Stop

until full backup completed W

+| Run Retention Policy after backup

© Start backup — the start time of the backup job.

www.ahsay.com

@® at — this option will start a backup job at a specific time.
@® every — this option will start a backup job in intervals of minutes or hours.
Start backq‘p Start backup
every W every W || 1 minute W |
Stop 1 minute Stop 30 minutes

until full by 2 minutes

3 minutes

V| Run Rete| +| Run Rete|

4 minutes
5 minutes
6 minutes

10 minutes

12 minutes

2 hours
3 hours
4 hours
6 hours
8 hours
12 hours

Here is an example of backup set that has a periodic and normal backup schedule.

New Backup Schedule

Name
Weekly-1

Type
Weekly w
Backup on these days of the week
Sun  Mon «|Tue |+ Wed  Thu
Start backup

~ Fri Sat

every W | 4 hours W

Stop

until full backup completed

+| Run Retention Policy after backup

New Backup Schedule

Name
Weekly-1

Type
Weekly w

Backup on these days of the week
+ Sun Mon Tue Wed

Start backup
at v (21 w100 w
Stop

until full backup completed w

+| Run Retention Policy after backup

Thu

Fri |+ Sat

Figure 1.1

Figure 1.2

Figure 1.1 — Periodic scheduled every 4 hours Monday - Friday for business hours
Figure 1.2 — Normal schedule run at 21:00 or 9:00 PM daily on Saturday and Sunday for

weekend non-business hours

-' 2
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© Stop - the stop time of the backup job. This only applies to schedules with start backup “at”
and is not supported for periodic backup schedule (start backup “every”)

until full backup completed — this option will stop a backup job once it is complete.
This is the configured stop time of the backup job by default.

after (defined no. of hrs.) — this option will stop a backup job after a certain number
of hours regardless of whether the backup job has completed or not. This can range
from 1 to 24 hrs.

The number of hours must be enough to complete a backup of all files in the backup
set. For small files in a backup, if the number of hours is not enough to back up all
files, then the outstanding files will be backed up in the next backup job. However, if
the backup set contains large files, this may result in partially backed up files.

For example, if a backup has 100GB file size which will take approximately 15 hours
to complete on your environment, but you set the “stop” after 10 hours, the file will be
partially backed up and cannot be restored. The next backup will upload the files from
scratch again.

The partially backed up data will have to be removed by running the Data Integrity
Check.

As a general rule, it is recommended to review this setting regularly as the data size
on the backup machine may grow over time.

© Run Retention Policy after backup — if enabled, the AhsayOBM will run a Retention Policy
job to remove files from the backup destination(s) which have exceeded the Retention Policy
after performing a backup job.

4. Click the OK button to save the configured backup schedule settings.

www.ahsay.com

Click the Save button to save settings.

Schedule
Run scheduled backup for this backup set
On C |

Existing schedules

Daily-1
ﬁ Daily (Everyday at 19:00)

Weekly-1
E Weekly - Saturday (Every week at 19:00)

Monthly-1
E Monthly - The Last Day (Every month at 20:00)

Custom-1
ﬁ Custom (31/03/2020 at 21:00)

Add
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NOTE
For backup sets with multiple backup schedules configured at the same time, this will be the order of
priority to determine which schedule will be run:
1. Backup type: Full > Differential
While for Schedules that have selectable Backup Type:
e |BM Lotus Domino: Database > Log
e MS Exchange Server: Database > Log File
e MS SQL Server: Full > Differential > Incremental (VSS Backup Mode)
Full > Differential > Transaction Log (ODBC Backup Mode)
e  MS Hyper-V: Full > Incremental
e Oracle Database: Database > Log
e ShadowProtect: Complete > Differential > Incremental
e VMWare: Full > Incremental
2. Stop: after X hours > after Y hours > until full backup completed (where X <)
3. Run Retention Policy after backup: enabled > disabled
4. Schedule type: Daily > Weekly > Monthly > Custom
5. Creation order
Examples:
a. |If there are 2 backup schedules with Full backup type and with Stop after 2 hours and 4 hours
respectively. The backup schedule with Stop after 2 hours will be run.
b. If there are 2 backup schedules with any Run Retention Policy enabled, it will have priority and
execute that Schedule in this instance and ignore Schedule Type prioritization.
c. For backup sets with backup schedules Daily and Weekly, the Daily backup schedule will be
run.
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Destination

This feature allows the user to select a backup mode and add an additional storage destination.

o0 e
E Data Backup

General
Source

Backup Schedule

Show advanced settings

Delete this backup set

oo

AhsayOBM

Destination
Backup mode

Sequential W ‘

Existing storage destinations

AhsayCBS
Host: 10.90.30.22:80

There are two (2) types of backup mode:

Backup mode

This is the configured backup mode by default. This

Description

Sequential backup mode will run a backup job to each backup
destination one by one.
Concurrent This backup mode will run a backup job to all backup

destinations simultaneously.

Backup mode

Comparison between Sequential and Concurrent Backup mode

Pros

» Takes less resources in the local
machine (e.g., memory, CPU,

Cons

» Backup job is slower than in
concurrent mode since the backup

backup destinations can be
configured.

Sequential bandwidth, etc.) to complete a job will upload the backup data to
backup job. the selected backup destinations
one at a time.
» Backup job is faster than in » Requires more resources in the
Sequential mode. local machine (e.g. memory, CPU,
Concurrent » Maximum number of concurrent bandwidth, etc.) to complete a

backup job.

www.ahsay.com
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To modify the Backup mode, follow the steps below:

1. Go to Backup Sets, then choose a backup set.
2. Select the Destination tab in the backup set settings.
3. Click the drop-down button to select a backup mode.

Destination

Backup mode

Sequential W

4, If “Concurrent” is selected, click the drop-down button to select the no. of maximum
concurrent backup destinations.

Maximum concurrent backup destinations

Unlimited w*

5. Click the Save button to save the selected backup mode.

To add a new storage destination, follow the steps below:

1. Click the Add button.

Existing storage destinations

AhsayCRBS
Host: 10.90.30.22:80

Add

2. Click the drop-down button to select a backup destination.

New Storage Destination / Destination Pool

Name

Destination storage

(3 AhsayCBS v

& GoogleDrive-1
ﬂ Local / Mapped Drive / Removable Drive

3. If the Local / Mapped Drive / Removable Drive is selected, click the Change button to select
a new storage destination, then click the Test button to validate access to it.

Destination storage
ﬂ Local / Mapped Drive / Removable Drive W

Local path
{Users/admin/Documents/New Destination/|| | Change

Test

4. Click the OK button to save the added storage destination, then click the Save button to save
the updated backup mode and the added storage destination.

122

M $



To continue on with the menu, click the Show advanced settings link to modify the Deduplication,
Retention Policy, Command Line Tool, Bandwidth Control, and other configurable items under the

Others tab.
eoe AhsayOBM
m Data Backup Destination
Backup mode
General
Source Existing storage destinations
AhsayCBS

Host: 10.90.30.22:80

Backup Schedule

Destination

A v
Show advanced settings
Delete this backup set
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Deduplication

Starting with AhsayOBM v9.0.0.0 or above, the In-File Delta feature (i.e., Incremental, Differential and
Full) will be replaced with Deduplication. This feature is On (enabled) by default.

When this feature is On (enabled) for the backup set, a checksum verification of each backup file which
was split into several blocks of varying size will be performed to compare its content and identify which
block is duplicated, thus will perform deduplication of data.

When this feature is Off (disabled) for the backup set, a checksum verification of each backup file will
not be performed, thus the duplicated data will NOT be removed or deduplicated during a backup job.

e0e AhsayOBM
E Data Backup Deduplication
Enable Deduplication
General on
Deduplication scope
SOUrCE Same file path within the same backup set

®) All files within the same backup set
Backup Schedule

Block size

Destination 64 k - 256 k (optimal settings) v | Bytes

Deduplication

Migrate existing data to latest version
Retention Policy

Command Line Tool

Bandwidth Control

Others

Hide advanced settings

Delete this backup set

There are two (2) types of Deduplication scope:

Deduplication Scope Description
Same file path within Deduplication will be applied to the duplicated
the same backup set contents within a file during the current backup job

All files within the same | Deduplication will be applied across different files in
backup set the backup set.

Migrate Data

When this option is enabled, the existing data will be migrated to the latest version during a backup job.
This option is disabled by default.

Migrate Data
Migrate existing data to latest version
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To configure the Deduplication settings, follow the steps below:

1. Select a type of Deduplication scope.

Deduplication

Enable Deduplication
On |
Deduplication scope

Same file path within the same backup set
o All files within the same backup set

2. Click the drop-down button to select the block size that will be used for the deduplication data
block.

The optimal settings is good for frequently changed source data, as this is the smallest
block deduplication will use to compare and determine if the data is new and should be
uploaded or discarded as duplicate. The larger the deduplication block size, the less efficient
it would be but faster as there are less blocks of data to create. Frequent changes to this
setting is not advisable since all data may need to be reuploaded because the previous block
size and new block size are now different.

Block size

64 k - 256 k (optimal settings) WV | Bytes

128k -512k
256 k-1M
512k-2M

1M - 4 M (save less space but faster)

3. Tick the checkbox if you want the existing data to be migrated to the latest version during a
backup job.

Migrate Data
Migrate existing data to latest version

4. Click the Save button to store the modified Deduplication settings.

NOTE
For more details about the Deduplication feature, refer to the AhsayCBS v9 New Features
Supplemental document.
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Run Backup Job
When the Deduplication feature is enabled for the backup set, a Migrate Data option will be available in
the advanced backup options which can be configured before starting a backup job.

Below is an example of a backup set with Deduplication setting enabled.
e0e AhsayOBM

Choose Your Backup Options

E Data Backup

Backup set type

File

Destinations

(3 AhsayCBS (Host: 10.3.121.17:80)
& GoogleDrive-1

Migrate Data
"] Migrate existing data to latest version

Retention Policy
"] Run Retention Policy after backup

Hide advanced option

Below is an example of a backup set with Deduplication setting disabled, the Migrate Data option will not

be displayed.
ene AhsayOBM

Choose Your Backup Options

E Data Backup

Backup set type
File

Destinations

(3 AhsayCBS (Host: 10.3.121.17:80)
Retention Policy

[¥] Run Retention Policy after backup

Hide advanced option
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Retention Policy

When the AhsayOBM identifies files and/or folders that are deleted, updated, or with updated
permission/attributes during a backup job, these files and/or folders will then be moved from the data
area to the Retention Area.

Retention Area is a place used as a temporary destination to store these files (deleted, updated, or
with updated permission/attributes during a backup job). Files and/or folders in the Retention Area can
still be restored.

The Retention Policy is used to control how long these files remain in the Retention Area before they
are removed which can be specified in the number of days, weeks, months, or backup jobs. Retained
data within all backup destinations (e.g., AhsayCBS, local drive, SFTP/FTP, and cloud storage) are
cleared by the Retention policy job.

The default Retention Policy setting for a File Backup Set is 7 days, but the appropriate Retention
Policy setting depends on individual, contractual, or regulatory requirements.

eCce AhsayOBM
E BackupSet-2 Retention Policy

How to retain the files in the backup set, which have been deleted in the backup
source

General ® Simple

e Advanced

u

Keep the deleted files for

Backup Schedule 7 v | Days) w

Destination

Deduplication
Command Line Tool
Bandwidth Control
Others

Hide advanced settings

Delete this backup set

NOTE
There is a trade-off between the Retention Policy and backup destination storage usage. The higher the
Retention Policy setting, the more storage is used, which translates into higher storage costs.
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There are two (2) types of Retention Policy:
Type Description
A simple Retention Policy is a basic policy where the retained files (in the

Simple Retention Area) are removed automatically after the user specifies the number
of days or backup jobs.

An advanced Retention Policy defines a more advanced and flexible policy
Advanced where the retained files (in the Retention Area) are removed automatically
after a combination of user defined policy.

Comparison between Simple and Advanced Retention Policy

Control Simple Advanced
Backup Jobs Can keep the deleted files within 1 to 365 backup | Not applicable
job(s)
Days Can keep the deleted files within 1 to 365 day(s) Can keep the deleted files
within 1 to 365 day(s)
Type Not applicable > Daily
» Weekly
» Monthly
» Quarterly
> Yearly
» Custom
User-defined Not applicable Applicable
name
WARNING
When files and/or folders in the Retention Area exceed the Retention Policy setting, they will be permanently
removed from the backup set and cannot be restored.
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To configure a Simple Retention Policy, follow the steps below:

1. Go to Backup Sets, then select a backup set.

2. Click the Retention Policy tab in the Backup Set Settings.

3. Select Simple from the options, then click the drop-down button to define the number of
day(s) or job(s) which the deleted files will be retained. This is configured as seven (7) days
by default.

Retention Policy

How to retain the files in the backup set, which have been deleted in the backup
source

® Simple
Advanced
Keep the deleted files for
7 v || Dayis) w

4, Click the Save button to save the configured Retention Policy settings.
To configure an Advanced Retention Policy, follow the steps below:

1. Go to Backup Sets, then select a backup set.
2. Click the Retention Policy tab in the Backup Set Settings.

3. Select Advanced from the options, then click the [+] button to create.

Retention Policy

How to retain the files in the backup set, which have been deleted in the backup
source

Simple
® Advanced

Existing advanced retention policies
+ Add new advanced retention policy

4, Assign a desired name to the Retention Policy.

New Retention Policy

Name

Daily-1
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5. Click the drop-down button to choose a Retention Type (e.g., Daily, Weekly, Monthly,
Quarterly...).

Weekly
Monthly

Quarterly
Yearly

Custom

Click the drop-down button to specify the period on which the Retention Area will keep the
deleted files in the backup set.

The past number of days on which different versions of your files are retained

onwmm.;wml'—'

Click the OK button to store the configured advanced Retention Policy, then click the Save
button to store the settings.
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For further details about how to configure an advanced Retention Policy for each type (i.e., Dalily,
Weekly, Monthly, Quarterly, Yearly), refer to the examples below:

o Example no. 1: To keep the retention files for the last seven (7) days:

Name

Daily-1

Type
Daily u

The past number of days on which different versions of your files are retained

7 v

e Example no. 2: To keep the retention files for the last four (4) Saturdays:
Name

Weeky-1

Type

The days within a week on which different versions of your files are retained
Sun Mon Tue Wed Thu Fri |+ Sat

The number of weeks to repeat the above selection

4 v

e Example no. 3: To keep the retention files for the 15t day of each month for the last three (3)
months:

Name
Monthly-1

Type

The day within a month on which different versions of your files are retained

® Day|1 W
First Sunday

The number of months to repeat the above selection

3 v
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o Example no. 4: To keep the retention files for the 15t day of each quarter for the last four (4)
quarters:

Name

Quarterly-1

The day within a quarter on which different versions of your files are retained

®Day 1 w
) First Sunday

Months of quarter
January, April, July, October v

The number of quarters to repeat the above selection

4 v

e Example no. 5: To keep the retention files for the 15t day of each year for the last seven (7)
years:

Name

Yearly-1

Type
Yearly u

The day within a year on which different versions of your files are retained

® | January v

®Day 1l w
First \ Sunday
) | Sunday v of Week 1

The number of years to repeat the above selection

7 v

NOTE: Multiple Advanced Retention Policy can be created.

Retention Policy

How to retain the files in the backup set, which have been deleted in the backup
source

Simple
® Advanced

Existing advanced retention policies

Daily-1

E Daily
Weeky-1

E Weekly
Monthly-1
Monthly
Quarterly-1
Quarterly
Yearly-1

E Yearly

Add
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There are three (3) ways to run the Retention Policy job:

© Backup Scheduler
© Manual Backup
© Space Freeing Up

Backup Scheduler (Recommended)

To run a Retention Policy job after a scheduled backup job, follow the steps below:

1. Click the Backup Schedule tab in the backup set settings.

.Q , AhsayOBM
E Data Backup Schedule

Run scheduled backup for this backup set
General On 1

Existing schedules
Source Backup Schedule

2] Daily (Everyday at 20:00)

Backup Schedule
Destination

Show advanced settings

Delete this backup set
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2. Select an existing backup schedule or click the Add button to add a new one.
AhsayOBM

)
Data Backup Schedule

Run scheduled ba(ku;} for this backup set
General On 1

Existing schedules

Source Backup Schedule

ﬁ Daily (Everyday at 20:00)
Backup Schedule
Destination

Show advanced settings

Delete this backup set

3. In the Backup Schedule window, select ‘Run Retention Policy after backup’ to run a
Retention Policy job after a scheduled backup job.

00 AhsayOBM

Backup Schedule

Name
‘ Backup Schedule

Type
Daily

Start backup at

Stop

‘ until full backup completed v

|| Run Retention Policy after backup

Delete this backup schedule
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Manual Backup

To run a Retention Policy job after a manual backup, follow the steps below:

1. Click the Backup icon in the AhsayOBM main interface.

2. Select the backup set that you would like to back up and run the Retention Policy job on.
[ 2N AhsayOBM

Please Select The Backup Set To Backup

Data Backup
Owner: admins-Mac-5
Last Backup: Thursday, 19 September 2019 10:54

Daily Backup
Owner: admins-Mac-5
Newly created on Thursday, 19 September 2019 10:11

Close
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3. Click Show advanced option to display other settings.
[ RN ] AhsayOBM

Choose Your Backup Options

E Data Backup

Backup set type
File

Show advanced option

4, Select ‘Run Retention Policy after backup’ to run a Retention Policy job after a backup job.
e0e AhsayOBM

Choose Your Backup Options

E Data Backup

Backup set type
File

Destinations
~ (3 AhsayCBS (Host: 10.3.121.17:80)
Migrate Data

|| Migrate existing data to latest version
Retention Policy

Run Retention Policy after backup

Hide advanced option

Previous Backup Cancel
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Space Freeing Up
To run a Retention Policy job manually via backup client interface, follow the steps below:

1. Click the Utilities icon in the AhsayOBM interface.

Utilities

2. Select the Space Freeing Up tab in the Utilities settings.
[ XoN | AhsayOBM

Utl | Itl es Free Up Storage Space

To remove obsolete files from your backup destination according to your retention
policy setting to free up your storage space, select backup set(s), destination(s) and

Data Integrity Check then press Start.

) Select a backup set
Space Freeing Up i S
Delete Backup Data Cstn

Decrypt Backup D...
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3. Select the corresponding backup set and destination (e.g., AhsayCBS, local drive, cloud
storage) where you want the Retention Policy job to run on, then click the Start button to run

the Retention Policy.
ece AhsayOBM

Ut| | ItIES Free Up Storage Space

To remove obsolete files from your backup destination according to your retention
policy setting to free up your storage space, select backup set(s), destination(s) and

Data Integrity Check ot

0 Select a backup set
Space Freeing Up e o
Delete Backup Data Select a destination

All II

Decrypt Backup D...

NOTE

For more details about Space Freeing Up, refer to Chapter 9.9.2 Space Freeing Up.
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Command Line Tool

This feature allows the user to configure a pre-backup or post backup command which can be an
operating system level command, a script or batch file, or third-party utilities to run before and/or after a
backup job.

e.g., Connecting to a network drive and disconnecting a network drive, stopping a third-party database
(not officially supported by Ahsay) to perform a cold backup, and restarting a third-party database after

a backup.
[ NoN ] AhsayOBM
E Data Backup Pre-Backup Command Line Tool
Existing custom commands to run before backup
General y Add new pre-backup command line tool
Source

Post-Backup Command Line Tool
Backup Schedule A

Existing custom commands to run after backup
Destination e Add new post-backup command line tool
Deduplication
Retention Policy

Command Line Tool

Bandwidth Control
Others

Hide advanced settings

Delete this backup set

Requirements and Best Practices
Error and Exception Handling

Each pre-backup command or batch file should have an error and exception handling. If a pre-backup
command contains an error, although an unhandled error may not hinder the backup job process, and
the backup job is successful, it will result to a status indicating completed backup with warning(s). For
more details about backup report status, please refer to Chapter 9.6 Report.

Command or Batch File Compatibility

Make sure that each command (pre-backup and post-backup) are tested thoroughly before including
them to the backup job.

Scheduled Backup

If the scheduled backup job is set to stop after x no. of hours, make sure that the duration of the running
backup job will not be affected. You may need to adjust the number of hours in the backup schedule
configuration. Please refer to Backup Schedule for more details.
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Pre-backup Command Limitation

A reboot or shutdown must not be used in the pre-backup command. Otherwise, the machine will shut
down immediately that will result to a status indicating “Backup not yet finished”, which can be viewed in
the AhsayCBS User Web Console. Please refer to AhsayCBS Backup Reports for more details.

User Profile Backup
Backup Set .
2 Backup Report for This User
Setiings
View | Toda v
:
Statisti Backup Set Destination Start Time End Time Status
atistics.
m Sample-2(1567584589206) @ AhsayCBS 04-Sep-2019 16:20 - Backup not yet finished
(B E Daily Backup(1567576033951) @ AhsayCBS 04-Sep-2019 14:43 - Backup not yet finished

Post-backup Command Recommendation
It is recommended to include a timeout for a post-backup command to shut down the machine.

This is to ensure that the AhsayOBM has enough time to complete the backup process in order to send
the backup job status to the AhsayCBS before the machine shuts down.

There are three (3) fields in the command line tool:

Field Description

Name The user-defined name of the pre-backup or post-backup command.

Working Directory The location in the local machine which the pre-backup or post-backup
command will run at, or the location of the command or created batch file.

Command The pre-backup or post-backup command which can be defined as a
native command or batch file.

Pre-backup Command

A pre-backup command is used to execute an action or process before the start of a backup job. To
create a pre-backup command, follow the steps below:

1. Click the [+] button.

Pre-Backup Command Line Tool

Existing custom commands to run before backup

1 Add new pre-backup command line tool

2. Assign a desired name to the pre-backup command.

New Pre-Backup Command Line Tool

Name

‘ Pre-Backup-1

3. Click the Change button to locate the working directory of the command.
Working Directory

Change
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4. Input a command to be run before a backup job. In this example, the pre-backup command
will display the list of the directories.

Command

Is -la

5. Click the OK button to save the created pre-backup command, then click the Save button to
save settings.

6. Once the backup job is complete, click the [4 button to display the backup report log where
you can check if the pre-backup command is successful.

LK AhsayOBM

Show | All v
Type Log Time
0 Start [ AhsayOBM v9.0.0.46 ) 12/11/2021 13:25:24
© saving encrypted backup set encryption keys to server... 12/11/2021 13:25:24 "™
0 Start Backup ... [Migrate Delta: Incremental] 12/11/2021 13:25:25
!! Using Temporary Directory /Users/admin/.obm/temp /1636606806827 /0BS@1636606824692 12/11/2021 13:25:25
Start running pre-commands 12/11/2021 13:25:27
© (Pre-Backup-1] Is -la 12/11/2021 13:25:27
© (Pre-Backup-1] total 24 12/11/2021 13:25:28
© (Pre-Backup-1] drwx------ + 8admin staff 272 Nov12 13:21. 12/11/2021 13:25:28
0 [Pre-Backup-1] drwxr-xr-x+ 18 admin staff 612 Sep 21 17:09 .. 12/11/2021 13:25:28
© (Pre-Backup-1] -rw-r--r--@ 1 admin staff 10244 Nov 12 13:22 .DS_Store 12/11/2021 13:25:28
© (Pre-Backup-1] -rw------- 1 admin staff 0 Jan 25 2017 .localized 12/11/2021 13:25:28
) (Pre-Backup-1] drwx------ 4 admin staff 136 Nov 9 14:27 AhsayOBM 12/11/2021 13:25:28
0 [Pre-Backup-1] drwxr-xr-x@ 5 admin staff 170 Nov 12 13:20 Latest version 12/11/2021 13:25:28
0 [Pre-Backup-1] drwxr-xr-x 3 admin staff 102 Sep 14 11:22 MobileBackup 12/11/2021 13:25:28
0 [Pre-Backup-1] drwxr-xr-x@ 5 admin staff 170 Nov 12 13:20 New updates 12/11/2021 13:25:28
Finished running pre-commands 12/11/2021 13:25:28
e T T TS
o Downloading server file list... Completed 12/11/2021 13:25:29 W
) Readina hackun saurce from hard disk 12112021 13:25°30
Logs per page | 50 v Page |1 /663 v

Post-backup Command

A post-backup command is used to execute an action or process after a backup job. To create a post-
backup command, follow the steps below:

1. Click the [+] button.

Post-Backup Command Line Tool

Existing custom commands to run after backup

o= Add new post-backup command line tool

2. Assign a desired name to the pre-backup command.

New Post-Backup Command Line Tool

Name

Post-Backup-1
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Click the Change button to locate the working directory of the command.

Working Directory

Change

Input a command to be run before a backup job.

Command

Click the OK button to save the created pre-backup command, then click the Save button to

store settings.

[&

Once the backup job is complete, click the

button to display the backup report log where

you can check if the post-backup command is successful.

[ JoN ) AhsayOBM
Show | All 9]
Type Log Time
e Lo e e L T e e
0 [Delete Directory]... /Users/admin/Documents 25/09/2019 18:19:14
0 Total New Files = 15 25/09/2019 18:19:15
0 Total New Directories = 2 25/09/2019 18:19:15
0 Total New Links = 0 25/09/2019 18:19:15
o Total Updated Files = 0 25/09/2019 18:19:15
0 Total Resource Updated File = 0 25/09/2019 18:19:15
0 Total Deleted Files = 1 25/09/2019 18:19:15
o Total Deleted Directories = 2 25/09/2019 18:19:15
o Total Deleted Links = 0 25/09/2019 18:19:15
0 Total Moved Files = 0 25/09/2019 18:19:15
0 Saving encrypted backup file index to 1568964851295 /blocks at destination AhsayCBs... 25/09/2019 18:19:18
0 Saving encrypted backup file index to 1568964851295 /blocks/2019-09-25-18-18-49 at destination AhsayCBS... 25/09/2019 18:19:20
0 Start running post-commands 25/09/2019 18:19:20
0 [Post-Backup-1] pmset sleep now 25/09/2019 18:19:20
0 [Post-Backup-1] Usage: pmset <options> 25/09/2019 18:19:21
0 [Post-Backup-1] See pmset(1) for details: 'man pmset' 25/09/2019 18:19:21
0 Finished running post-commands 25/09/2019 18:19:21
0 Deleting temporary file /Users/admin/temp/1568964851295 /0BS@1568964886030 25/09/2019 18:19:24 v
0 Backup Completed Successfully 25/09/2019 18:19:24
Logs per page | 50 v Page |4/4 w

NOTE

» Multiple Pre-backup and Post-backup commands can be created in the Command Line

Tool.

» Errors from Pre-backup and Post-backup commands will only be flagged as a warning
and will not cause an error. The warning may be viewed in the logs.

» To trigger a job warning, Pre-backup and Post-backup commands must output a
message to stderror. It is not possible to cause a job “Error” message to be logged.
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Bandwidth Control

This option allows the user to limit the amount of bandwidth used by backup traffic between specified
times. This feature is configured to be disabled by default.

o0 e AhsayOBM
E BackupSet-2 Bandwidth Control
Limit the transfer rate when performing backup and restore tasks
General orf |

Source

Backup Schedule
Destination
Deduplication
Retention Policy
Command Line Tool

Bandwidth Control

Others

Hide advanced settings

Delete this backup set

There are two (2) types of bandwidth control:

Bandwidth Control Type Description

Independent Each backup and restore has its assigned bandwidth.

All backup and restore operations are sharing the same

Share assigned bandwidth.

NOTE

Share mode does not support performing backup job on multiple destinations concurrently.

To enable the bandwidth control setting, follow the steps below:
1. Slide the lever to the right to turn on the bandwidth control.
Bandwidth Control

Limit the transfer rate when performing backup and restore tasks

on 1

2. Select a bandwidth control mode.
Mode

(® Independent
() Share
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3. Click the [+] button to create a modified bandwidth control.

Existing bandwidth controls

+ Add new bandwidth control

4, Complete the following fields:

. Name - the name of the bandwidth control set.
e  Type - the type of enforced bandwidth control period.
. Maximum transfer rate - the maximum bandwidth used.

[ Mo ] AhsayOBM

New Bandwidth Control
Name

Bandwidth Control-1

Type

@) Always
(_) Only within this period

Maximum transfen cate ’
100 Vv | Kibit/s w

5. Click the OK button to save the created bandwidth control set, then click the Save button to
save settings.
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Others

Below is the list of other configurable options under the advanced backup set settings:

e Temporary Directory

e Follow Link

e OpenDirect (Not supported on macOS platform)
e Compressions

e Encryption
e Recycle Bin

Temporary Directory

The AhsayOBM uses the temporary directory for both backup and restore operations.

Temporary Directory

Temporary directory for storing backup files

l /Users/admin/temp

53.88GB free out of total 79.2CB space in /Users/admin/temp
[v| Remove temporary files after backup

For a backup job, it is used to temporarily store backup set index files. An updated set of index files is
generated after each backup job. The index files are synchronized to each individual backup destination
at the end of each backup job.

For arestore job, it is used to temporarily store temporary restore files.

NOTES
For best practice, the temporary directory should be located on:
e Alocal drive for optimal backup and restore performance.
And should not be located on:
e System drive, as the System drive is used by Mac and other applications. There will be frequent disk
I/O activity which may affect both backup and restore performance.
e A network drive, as it could affect both backup and restore performance.

It is recommended to select the ‘Remove temporary files after backup’ option on the backup set to keep the
temporary drive clear.

The message below will be displayed if the path to the temporary directory is inaccessible. Click OK then
proceed to correct the temporary directory path.

X Temporary directory does not exist! Temporary Directory = "/temporary”
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To change the temporary directory, follow the steps below:

1. Click the Change button to select a directory path for storing temporary data.

Temporary Directory

Temporary directory for storing backup files

/Users/admin/temp Change
53.88CB free out of total 79.2GB space in /Users/admin/temp
v Remove temporary files after backup

2. Locate the directory that you would like to use, then click OK to select the folder. Click the
Save button to apply the settings.
Follow Link

This feature allows the user to enable or disable the follow link which defines the NTFS junction or
symbolic link during a backup job. This feature is configured as enabled by default.

Follow Link

Follow link of the backup files

On q

NOTE

This feature is only applicable for File Backup Sets.

OpenDirect

This feature is not supported on macOS platform.

OpenDirect

Support of opening backup data directly without restoration

Compressions

When this feature is enabled, the AhsayOBM will compress all files before it is backed up to the backup
destination(s).

For newly created backup set(s), “Fast with optimization for local” is selected by default.

Compressions

Select compression type

Fast with optimization for local v
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The following are the four (4) compression types:
e No Compression — file will not be compressed before backup.
¢ Normal — compression is comparable to gzip Normal compression ratio.

e Fast (Compressed size larger than normal) — compression will be faster but with less
compression and lower CPU usage compared to Normal.

e Fast with optimization for local — uses Snappy compression library when backing up to local
destination only, otherwise setting will default to gzip if backing up to other destinations. Has the
lowest CPU usage, very high speed and reasonable compression but compressed file size may

be larger than Fast.

NOTE
The Compression type can be changed anytime even after a backup job. The modified compression type will be
applied on the next run of a backup.

Encryption

This feature allows the user to view the current encryption settings. The encryption settings can only be
enabled or disabled during the creation of backup set.

Encryption

Encryption key ecccee

Unmask encryption key

Algorithm AES
Method CBC
Key length 256 bits

To view the Encryption key of the backup set, follow the steps below:
1. Go to Backup Sets, then select a backup set.
2. Click the Others tab in the backup set settings.

3. Inthe Encryption, click the ‘Unmask encryption key’ link to display the encryption key of the
backup set.

Encryption

Encryption key ceccee

unmask encryption key

Algorithm AES
Method CBC
Key length 256 bits
Encryption

Encryption key EqP4AS5d/FJI3Mzul0xbQ9LoCbnu09H6GINenBmJQmyA=

Mask encryption key

Algorithm AES
Method CBC
Key length 256 bits

NOTE

The encryption setting can only be configured during the creation of backup set. For more details about
encryption settings, please refer to step no. 13 in Chapter 10 Create a Backup Set.
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Recycle Bin

This feature is for protection of the BAK (block) files stored in the Backup Set’s destination, allows the
user to set the number of days BAK files that were deleted due to Retention Policy or Data Integrity
Check, will be held under Recycle Bin as added protection.

This is how the Recycle Bin will treat deleted data:

Data in the Recycle Bin will consume Quota.

It does not move the data in another location within the storage, instead the index tracks the
xxxxxx.bak files and its remaining time in the Recycle Bin.

If the index is reverted to a previous timestamp, the settings of the Recycle Bin in the reverted
index will be followed.

Recoverability of data is not affected when the Recycle Bin is alternately enabled or disabled.

o When enabled, it will only check if the data inside the Recycle Bin is still within the set
number of days. Once it is beyond the set number of days it will only be deleted when
the following operations are run: Backup, Space Freeing Up, Data Integrity Check and
Delete Backup Data.

o When disabled, if there are already deleted files it will not automatically delete the data
inside the Recycle Bin. It will remain in the Recycle Bin even if it is beyond the set
number of days. It will only be deleted when the following operations are run: Backup,
Space Freeing Up, Data Integrity Check and Delete Backup Data.

Once the Recycle Bin is disabled, deleted files will be removed immediately and will not be
moved in the Recycle Bin.

The setting applies to all destinations for the backup.
Viewing Recycle Bin contents is not available.
Recycle Bin cleanup is done at the start of the backup job process.

Recovering from Recycle Bin requires reverting the index. For instructions on how to revert the
index please refer to this article: FAQ: How to un-delete backup data moved to Retention, or
revert indexes to a healthy state from an earlier successful backup.

WARNING
When reverting index, new data will be lost.

This is enabled by default set with 7 days.

On

7

Recycle Bin

Move the file to the Recycle Bin when remove file from Retention Policy or DIC

Keep the deleted files for

1

v day(s)

To set the number of days, follow the steps below:

1. Go to Backup Sets, then select a backup set.

2. Click the Others tab in the backup set settings.

3. Under Recycle Bin, select the number of days or you can enter it manually.
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9.6 Report

This feature allows user to run and view backup and restore reports.

There are two (2) options available for this feature:

e Backup
e Restore
9.6.1 Backup

This feature displays the backup report logs for each backup set. There are four (4) filters that can
be applied on this feature:

e Date
e Backup set
e Destination

e  Status
®0e AhsayOBM

Re pO rt Backup Report
From To

Backup 07 v | May w2019 v| |14 v/ May v | 2019 v [TGo

Restore LBackup set v I Destination W Ir leti
[ElrilesBackup @ Ahsayces Today 23:59 Completed
[B] pailyBackup @ Ahsayces Today 23:57
[BlFilesgackup @ Ahsayces Today 23:56
[Elrilestackup @ Ahsaycss Today 23:55 Completed
B vailyBackup @ Ahsayces Today 23:47
No. of records per page | 50 v Page (1/1 w
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Date

Use this filter to display all the available backup report(s) within a date range.

Backup Report
From To
]\»os v HAMay vH2019 v \ 15 v ||May w :].2019 v| G
Backup set v ‘ Destination v | Completion Status v ‘
m Files Backup ﬂ Local-1 Today 00:16 Completed
m Files Backup & GoogleDrive-1 | Today 00:16 Completed
m Files Backup (9 AhsayCBS Today 00:13 Completed
m Files Backup (3 AhsayCBS 14/05/2019 23:59 | Completed
m Daily Backup (9 AhsayCBS 14/05/2019 23:57
m Files Backup (9 AhsayCBS 14/05/2019 23:56
m Files Backup (9 AhsayCBS 14/05/2019 23:55 | Completed
m Daily Backup (3 AhsayCBS 14/05/2019 23:47

Backup set

Use this filter to display all the available backup set(s) with a backup report. Then select which
backup set with backup report that you would like to view.

Backup Report

From To

(08 v/||May v 2019 v| [15 v |/ May v |[2019 v| [TGa
Destination v ’ Completion ‘ Status v
Backup set (< AhsayCBS Today 00:25 Completed
AhsayOBM Backup [ Local-1 Today 00:16 Completed
Files Backup &> GoogleDrive-1 Today 00:16 Completed
aily Exckup (2 AhsayCBS Today 00:13 Completed
E Files Backup (< AhsayCBS 14/05/2019 23:59 Completed
m Daily Backup (< AhsayCBS 14/05/2019 23:57

m Files Backup @ AhsayCBS 14/05/2019 23:56

E Files Backup (< AhsayCBS 14/05/2019 23:55 Completed
m Daily Backup @ AhsayCBS 14/05/2019 23:47
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Destination

Use this filter to view the backup report for the selected storage location.

Backup Report

From To

08 v | May W | 2019 w | (15 v ||May v | 2019 v | | Go

Backup set v Completion \ Status
[E] AhsayoBM Bac... [RESEREET Today 00:25 Completed

m Files Backup AhsayCBS

E Files Backup
m Files Backup
E Files Backup

Today 00:16 Completed

Local-1 Today 00:16 Completed
GoogleDrive-1

AhsayCBS

Today 00:13 Completed
14/05/2019 23:59 Completed

v

8] oaily Backup i s 14/05/2019 23:57
m Files Backup @ AhsayCBS 14/05/2019 23:56
m Files Backup G AhsayCBS 14/05/2019 23:55 Completed
m Daily Backup (3 AhsayCBS 14/05/2019 23:47
Status

Use this filter to view all the backup report(s) with the same status (i.e., Completed, Warning,

Interrupted, Interrupted with error(s), Failed and In progress).

Backup Report
From To

08 W ||May w | 2019 w 15 w | May w||2019 w Go

Backup set W | Destination v | Completion

m Files Backup ﬂ Local-1 Today 01:11

E Files Backup €= GoogleDrive-1 Today 01:10 Completed
E Files Backup (9 AhsayCBS Today 01:10 Interrupted
E AhsayOBM Backup (2 AhsayCBS Today 01:09 Interuptediwitierions)
E AhsayOBM Backup (3 AhsayCBS Today 00:25 Completed
E Files Backup ﬂ Local-1 Today 00:16 Completed
E Files Backup ¢ GoogleDrive-1 Today 00:16 Completed
E Files Backup (@ AhsayCBS Today 00:13 Completed
E Files Backup @ AhsayCBS 14/05/2019 23:59 Completed
E Daily Backup (% AhsayCBS 14/05/2019 23:57
E Files Backup (9 AhsayCBS 14/05/2019 23:56
E Files Backup @ AhsayCBS 14/05/2019 23:55 Completed
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To view the backup log, follow the instructions below:

1. Select and click the backup report, then click the View log button.

[ NN ) AhsayOBM

Re pO rt Backup Report
From To

Backup 08 w||Nov w| /2021 v | |15 w||Nov v | /2021 v| | Go

Restore Backup set WV  Destination v  Completion Status v
Backup set E BackupSet-1 X A
Destination (C] AhsayCBS
Job 15/11/2021 10:21
Time Today 10:21 - 10:21 (HKT)
Status + Completed successfully
New files * 6 [1.6MB/1.6MB (0%)]
Updated files * 0
Attributes Changed Files * 0
Moved files * 0
Deleted files * 0
Dedupe Saving 1.4M/1.6M [83.3%]
* Unit = No of files [Total zipped size / Total unzipped size (compression ratio)]

View log Vv

No. of records per page |50 v Page |1/1 w

2. The Backup set, Destination, Log Date and Time, Status, the number of Logs per page, and
Page can be filtered when viewing the backup report.

®0e AhsayOBM |

Backup set | BackupSet-1 W Destination | AhsayCBS w
Log 115/11/2021 10:21 w Show | All v
Type Log Time

0 Start [ AhsayOBM v9.0.0.46 | 15/11/2021 10:21:17

0 Saving encrypted backup set encryption keys to server... 15/11/2021 10:21:17 ~

0 Start Backup ... [Migrate Delta: Full] 15/11/2021 10:21:18

© using Temporary Directory /Users/admin/.obm/temp/1636942721817/0BS@1636942824919 15/11/2021 10:21:18

0 Start running pre-commands 15/11/2021 10:21:20

0 Finished running pre-commands 15/11/2021 10:21:20

0 Downloading server file list. 15/11/2021 10:21:20

© Downloading server file list... Completed 15/11/2021 10:21:21

€ Reading backup source from hard disk... 15/11/2021 10:21:22

© Reading backup source from hard disk... Completed 15/11/2021 10:21:22

© [New Directoryl... / 15/11/2021 10:21:22

0 [New Directory]... /Users 15/11/2021 10:21:22

o [New Directoryl... /home 15/11/2021 10:21:22

0 [New Directory)... /Users/admin 15/11/2021 10:21:22

0 [New Directory]... /Users/admin/Documents 15/11/2021 10:21:22

0 [New Directory]... /Users/admin/Documents/Latest version 15/11/2021 10:21:22 W

2 INew Diractand Nisers/admin/Nocuments/New undates 1S/1042021 1002122
Logs per page | 50 [~ Page (1/2 w
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9.6.2 Restore

This feature displays the restore report logs for each backup set. Similar to the Backup tab, this
feature also consists of the following filters:

e Date
e Backup Set

e Destination

e Status
e0e@ AhsayOBM
Re p (0] I’t Restore Report
From To
Backup 08 w Nov w | 2021 w 15 w Nov W 2021 w Go
RES[O re Backup set w | Destination v | Job Status w
8] eackupset-1 (@ AhsayCes Today 10:30 Completed
m Data Backup (3 AhsayCBs Today 10:29
m Data Backup (3 AhsayCBS Today 10:27 Completed
No. of records per page | 50 (%] Page (1/1 w

Close

To view the restore log, follow the instructions below:

1. Select and click the restore report, then click the View log button.

[ BN ] AhsayOBM
Re pO rt Restore Report
From To
Backup 08 v | Nov w| /2021 v |15 w | Nov w2021 v| | Go
Restore Backup set v  Destination v | Job Status v
8] Backupset-1 @ Ahsaycss Today 10:30 Completed
B vataBackup @ Ahsaycss Today 10:29
Backup set m Data Backup X
Destination (3 AhsayCBS
Job 15/11/2021 10:27
Time Today 10:27 - 10:28 (HKT)
Status v Completed successfully
Downloaded files* 1(191MB)
* Unit = No of files (Download size)
View log
No. of records per page | 50 v Page |1/1 w
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2. The Backup set, Destination, Log Date and Time, Status, the number of Logs per page, and
Page can be filtered when viewing the restore report.

[ oK AhsayOBM

Backup set | Data Backup W
Log 1 15/11/202110:27 » Show | All v
Type Log Time

0 Start [ AhsayOBM v9.0.0.46 ] 15/11/2021 10:27:40

o Same file */Library/Application Support/App Store /adoption.plist” exists already. 15/11/2021 10:27:43 ~

o “fLibrary/Application Support/App Store/adoption.plist* contains the same file resource. Skip restore file resource. 15/11/2021 10:27:43

o Same file "/Library/Application Support/CrashReporter/Anonymousidentifier_564D93C1-F73D-354A-60EA-AOFB787... 15/11/2021 10:27:44

© /ubrary/Application Support/CrashReporter/Anonymousldentifier_564D93C1-F73D-354A-60EA-AIFB7873B789.pli. 15/11/2021 10:27:44

0 Same file */Library/Application Support/CrashReporter/Anonymousidentifier_S64DE085-D5B1-8958-1575-5A1C1FC. 15/11/2021 10:27:44

0 “/Library/Application Support/CrashReporter/Anonymousidentifier_564DE085-D5B1-8958-1575-5A1C1FCE9614.pli... 15/11/2021 10:27:44

@ Existing item found (overwrite)... /Library/Application Support/CrashReporter/DiagnosticMessagesHistory. plist 15/11/2021 10:28:06

€) Downloading... */Library/Application Support/CrashReporter/DiagnosticMessagesHistory.plist” (Total 190 bytes) 15/11/2021 10:28:06

0 Restoring File Resource: jLibrary/Application Support/CrashReporter/DiagnosticMessagesHistory.plist 15/11/2021 10:28:06

€ same file "/Library/Application Support/CrashReporter/mtmd_564DE085-D5B1-8958-1575-5A1CLFCE9614.plist” e...  15/11/2021 10:28:06

o “jLibrary/Application Support/CrashReporter/mtmd_564DE085-D5B1-8958-1575-5A1C1FCE96 14 plist” contains th...  15/11/2021 10:28:06

0 Same file */Library/Application Support/CrashReporter/ReportCrash_564DE085-D5B1-8958-1575-5A1C1FCE9614.... 15/11/2021 10:28:06

0 “Library/Application Support/CrashReporter/ReportCrash_S64DE085-D5B1-8958-1575-5A1C1FCE9614.plist” cont...  15/11/2021 10:28:06

0 Same file */Library/Application Support/CrashReporter/softwareupdate_download_service_564DED85-D5B1-8958-1... 15/11/2021 10:28:06

0 “/Library/Application Support/CrashReporter/softwareupdate_download_service_S64DE085-DSB1-8958-1575-5SA1C... 15/11/2021 10:28:06 W

% <ame file "/t ihrarv/Annlication Sunnnrt/CrashRennrter softwaraindared SAANARC1-F73N-354A-ANFA-AQFR7R73R7 1541142021 102806
Logs per page | 50 (V] Page |1/171 v
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9.7 Restore

This feature is used to restore backed up files to its original or alternate location.

2,

Restore

To restore backed up files, follow the instructions on Chapter 13 Restore Data.

9.8 Settings

This feature allows user to enable the Proxy Settings.

Seftings

There are two (2) functions available for this feature:

e Proxy

e Mobile Backup

NOTE: The Mobile Backup tab will only be available if the mobile add-on module is enabled on
the user profile. Please contact your backup service provider for details.

ece AhsayOBM

SettlngS Proxy (HTTP)

Use proxy to access the Internet

-

Mobile Backup

155
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9.8.1 Proxy

When this feature is on, the AhsayOBM will gain access to the internet.

To enable the Proxy Settings, follow the instructions below:

1.

2.

3.

4,
www.ahsay.com

Slide the lever to the right to turn it on.

ece® AhsayOBM

Settl ngS Proxy (HTTP)

Use proxy to access the Internet
Proxy off | .

Mobile Backup

Complete the following fields:
e |P address
e Port
e LoginlID

e Password

Proxy (HTTP)

Use proxy to access the Internet
on = |

IP address Port

Login ID

Password

Click the Test Connection button to validate the connection.

Click the Save button to apply the settings.
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9.8.2 Mobile Backup

The Mobile Backup tab is only available if the mobile add-on module is enabled on the user
profile. Please contact your backup service provider for details.

You can use the Mobile backup function to:

@ Add one or more device(s) registered for mobile backup.

NOTE

Please refer to Chapter 7 of the Ahsay Mobile User Guide for Android and iOS for the
detailed step-by-step procedure.

@  View backed up photos, videos and documents saved in the mobile backup destination.

@ Change the mobile backup destination to:

* new location in the same machine

*  new machine

@ Remove one or more device(s) registered for mobile backup.

NOTE
For the restore of photos, videos, documents and 2FA accounts to an alternate mobile device, the other
mobile devices must be registered first for mobile backup on AhsayOBM.
* Restore to a different mobile device on the same operating system.
* Restore to a different mobile device on another operating system, i.e., Android to iOS or iOS to

Android.
(X ] AhsayOBM
SettlngS Mobile Backup
Registered Mobile Device(s)
Prox Androidv10
y D [Users/admin/Documents/AhsayOBM/Androidv10/16364380.. ...

Mobile Backup * Add or migrate device

[save ] [canel |
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https://download.ahsay.com/support/document/v9/guide_ahsay_app_user.pdf

View backed up photos, videos and documents saved in the mobile backup
destination

To view backed up photos, videos and documents saved in the mobile backup destination, follow
the instructions below:

1. Either click the link under the registered mobile device or click the Browse icon on the right
side of the registered mobile device.

SettlngS Mobile Backup
Registered Mobile Device(s)
Prox A32
y B [Users/admin/Documents/AhsayOBM/A32/1631177975128 B& , .

Mobile Backup Add or migrate device Broue

[save | [camee |

2. A new window will be displayed, double-click the blocks folder. Double-click the folder
named in this format “YYYY-MM-DD-hh-mm-ss” which is the date and time of the backup,
this contains the folders where the photos and videos are saved.

[ 1831177975128
- E oo ol =~ v a9 Q, Search
. Mame -~ Date Modified
[ blocks
H = BEPER TS Rl R= Q, Search
. MName -~ Date Modified
» BB 2021-09-09-16-59-58 Today, 5:00 PM
Backup.db Today, 5:00 PM
' 2021-08-09-16-59-58
A = EEPER R R = Q Search
. Name -~ Date Modified
» o Today, 5:00 PM
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0

E;E“:l [ {m] gog wr -ﬁ-v r |

Name »~  Date Modified
E] 000000.jpg 31 Dec 2017, 11:19 PM
¥ 000001.jpg 31 Dec 2017, 11:20 PM
#@ 000002.jpg 31 Dec 2017, 11:22 PM
# 000003.pg 31 Dec 2017 11:23 PM
=4 000004.jpg 31 Dec 2017, 11:23 PM
il 000005.jpg 31 Dec 2017, 11:24 PM

3. Once done, click the [X] button to exit.

Change mobile backup destination location to new location in the same machine

These are scenarios upon changing the mobile backup destination to a new location in the same
local machine:

@ Move to a new location in the same machine with enabled Free up space.

If Free up space is enabled on the Ahsay Mobile app, it is strongly recommended to
copy the previously backed up photos, videos, documents and 2FA accounts to the
new location to prevent missing data. As some of the backed up photos, videos,
documents and 2FA accounts have already been removed from the mobile device.

In case the previously backed up photos, videos and 2FA accounts were not copied to
the new location, even though the backup will re-upload all the photos, videos,
documents and 2FA accounts again from the mobile device, this will not include the
photos, videos, documents and 2FA accounts removed by the Free up space feature.

®

Move to a new location in the same machine with disabled Free up space

If Free up space is disabled on the Ahsay Mobile app, there are two (2) options
available, copy the previously backed up photos, videos, documents and 2FA accounts
to the new location or continue to back up in the new location.

In case the previously backed up photos, videos, documents and 2FA accounts were
not copied to the new location, the backup will re-upload all the photos, videos,
documents and 2FA accounts again from the mobile device.

To change the mobile backup destination to another drive or folder on the AhsayOBM machine,
follow the instructions below:

Example: Change backup destination

from

/Users/admin/Documents/AhsayOBM/$registered_mobile_device/$backupsetiD

to

/Users/admin/Documents/MobileBackup

1. From the old location, secure a copy of the previously backed up photos, videos, documents
and 2FA accounts.

2. Copy the previously backed up photos, videos, documents and 2FA accounts from the
original location to the new mobile backup destination (if applicable).
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3. Go to Settings > Mobile Backup. Click the Edit icon on the right-side of the registered
mobile device.

In this example, the old mobile backup destination is
/Users/admin/Documents/AhsayOBM/$registered_mobile_device/$backupsetID.

SettlngS Mobile Backup
Registered Mobile Devicel(s)
A32
Proxv E fUsers/admin/Documents/AhsayOBM/A32/1631177975128 . <.

Mobile Backup | Add or migrate device Edu

o

A new screen will be displayed. Select the new mobile backup destination then click Open.
5. Click Save to store the change made.

Mobile backup destination is successfully changed to
/Users/admin/Documents/MobileBackup. All mobile backups will now be saved to this

destination.
SettlngS Mobile Backup
Registered Mobile Device(s)
Proxv E 'faugszers;‘admmfDocumenrss’MoblleBackup.r’A32/163117797’5128 ...

Mobile Backup | Add or migrate device

NOTE

The $registered_mobile_device and $backupsetID will be appended automatically to the new
mobile backup destination.

A $ 000 e



6. Resume the backup job.

® Ahsay Mobile o

A32

Last Backup Yesterday, 12:04:55

& o & =

Home Backup 2FA More

Change mobile backup destination location to new machine

Move to a new machine with enabled or disabled Free up space due to upgrade.

accounts are still available.

If Free up space is enabled on the Ahsay Mobile app, it is strongly recommended to copy the
previously backed up photos, videos and 2FA accounts to the new machine to prevent missing
data. As some of the backed up photos, videos, documents and 2FA accounts have already been

removed from the mobile device.

Even if Free up space is disabled, it is recommended to copy the previously backed up photos,
videos, documents and 2FA accounts to the new machine. Otherwise, the backed up photos,
videos, documents and 2FA accounts on the mobile device will be backed up again from scratch.

If the machine needs upgrading, the previously backed up photos, videos, documents and 2FA

etc.

NOTE

@ If the machine is lost/stolen, changing the mobile destination is not supported as it is required to re-
register your mobile devices on AhsayOBM and perform backup of backed up photos, videos,
documents and 2FA accounts.

@ Changing the mobile backup destination to a new machine with a different operating system is
supported, e.g. from a macOS machine to Window machine or Linux machine to macOS machine

www.ahsay.com
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To change the mobile backup destination to a new machine, follow the instructions below:

Example: Changing the mobile backup destination from an old macOS machine to a new
Windows machine.

1.

AhsayQOBM
2. Copy the .obm folder from the old macOS machine to the new Windows machine.
[ NN @ admin
< & = EERE TR T RIR=! Q, Searct
Favorites Name Date Modified Size Kind
@ AirDrop
I
E Al My Files . -
& iCloud Dri... [ »
7‘3{ Applicatio... g -
» N
=] Desktop =
M Documents » I .obm 6:39 PM --  Folder
0 BarnlEets » |8 Alternate Folder 317121 -- Folder
» [ cptemp) 4/28/21 -~ Folder
Devices b |1 Desktop 427121 == Folder
Q Ahsay.. = » [0 Documents 4/27(21 -= Folder
> & Downloads 3:35 PM == Folder
Home Share View
« =2 v A » This PC » Windows-55D (C:) » Users » -
Name Date modified Type
#F Quick access
2/05/2021 3:05 pm File folder
& OneDrive .obm 18/05/2021 £:15 pm File folder
3 Thic pr 3 jects 04/06/2020 10:41 pm File folder

www.ahsay.com

On the new machine, install AhsayOBM.

Copy the previously backed up photos, videos, documents and 2FA accounts from the old
machine to the new mobile backup destination.

NOTE

During machine upgrade, make sure to uninstall the AhsayOBM from the old
machine to avoid any interruptions while backing up on the new machine.

Restart the AhsayOBM Services because copying the .obm folder on a newly installed
AhsayOBM will not trigger the MBS.

“ Services - o
File Action View Help
“s @ BcE HE > 80w
<. Services (Local) Q Gora(la=)
Ahsay Online Backup Manager Name Description Status Startup Type Log On As
Services “£..NET Runtime Optimization Service v2.0.50727... Microsoft .NET Framewerk NGEN Manual Local System
rice Gl AdtiveX Installer (AxinstsV) Provides User Account Control valid... Manual Local System
I ﬂm"‘” service . Adobe Flash Player Update Service This service keeps your Adobe Flash ... Manusl Local System
Agent Activation Runtime_2801b63 Runtime for activating conversation... Running  Manual Local System
3y Online Backup Manager Services Mobile Backup, Continuous Backup... Running  Automatic E
;E;;:;::::kup, Continuous Backup Alljoyn Router Service Routes Allloyn messages for the loc Manual (Trig... ~ Local Service
and Scheduler Services for Ahsay G2 AnyDesk Service AnyDesk support service. Running  Automatic Local System
Online Backup Manager 2. App Readiness Gets apps ready for use the first tim. Manual Local System
1. Application Identity Determines and verifies the identity Manual (Trig...  Local Service
‘G Application Information Facilitates the running of interactive.. Running  Manual (Tiig...  Local System

-
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5. Login to AhsayOBM. Enter the login name and password of your AhsayOBM account. Then,
click OK to login

@ AhsayOBM

Login name

MobileUser1
rd

Show advanced option

6. Go to Settings > Mobile Backup. Click the Edit icon on the right side of the registered
mobile device.

7. Change path for Backup Destination screen will be displayed. Select the new mobile
backup destination then click OK.

In this example, the new mobile backup destination will be D:\MobileBackup1.

.
Sett\ ﬂgS Mobile Backup
Registered Mobile Device(s)
Pf’oxy Redmi Note 8 =5 i
. Users/admin/Documents/MobileBackup1/Redmi Note 8/162121... = & [l

Windows Event Log

Mobile Backup (® Change path for Backup Destinstion x

Lookin': | Local Disk (D:) v BkE-

Recent

Desktop

Documents

La

This PC

* Folder name : | D:\MobieBackup1 [k ]
Network:

Files of type | AllFies v | canca |

8. Click Save to store the change made.
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Mobile backup destination is successfully changed to D:\MobileBackupl. All mobile backups
will now be saved to this destination.

'
SetU ﬂgS Mobile Backup
Registered Mobile Device(s)
Prox Redmi Note 8
y '_:‘»:T;Ib' gﬁickuph?edm Note 811621332909429 - . E

Windows Event Log _

Mobile Backup

NOTE

The $registered_mobile_device and $backupsetID will be appended automatically to the new
mobile backup destination.

9. Resume the backup job.

Redmi Note 8

Last Backup a minute ago

Il. Backup

Gy 000 =
e & B =

Home Backup 2FA More

NOTE
For instructions on changing the mobile backup destination of:

» a Windows machine to a macOS machine, please refer to Chapter 10.8.3 of the
AhsayOBM v8 Quick Start Guide for Windows.
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Remove one or more device(s) registered for Mobile Backup
To remove a mobile device, follow the instructions below:

1. Click the Delete icon on the right side of the registered mobile device.

SEttlngS Mobile Backup

Registered Mobile Device(s)
A32 -
Proxy E 77075128 M 2 "L

/Users/admin/Documents/MobileBackup/A32/16311

Mobile Backup Add or migrate device Delete

[save ] [cance |

2. A confirmation message will appear, click Yes to proceed. Otherwise, click No.

?re you sure you want to delete the registered Mobile Device for Mobile Backup
=  feature?
Once deleted, the backed-up mobile device data will also be deleted.

e el
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3. Mobile device is successfully removed along with any photos, videos, documents and 2FA

accounts backed up in the mobile backup destination.

www.ahsay.com

Settings

Proxy

Mobile Backup

Mobile Backup
Registered Mobile Device(s)
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9.9 Utilities

This feature allows user to perform quality check on the backed up data, free up storage from
obsolete files, delete, and decrypt backed up data.

Utilities

There are four (4) options available for this feature:

e Data Integrity Check

e Space Freeing Up

e Delete Backup Data

e Decrypt Backup Data

9.9.1 Data Integrity Check

The Data Integrity Check (DIC) is used to identify the data in the backup set that has index-related
issues, remove any corrupted file(s) from the backup destination(s) to ensure the integrity of the
backup data and its restorability, and update the storage statistics.

For an efficient management of overall storage size of the backup destination(s), the Data Integrity
Check job will perform check for the backup destination(s) to remove old index files that are more
than ninety (90) days old in the backup job folder(s).

UtI|ItIES Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and

. restorability
Data Integrity Check Saloct » haclaup sek

Space Freeing Up e

Run Cyclic Redundancy Check (CRC) during data integrity check
Delete Backup Data
Rebuild index

Decrypt Backup D... Delete corrupted data blocks permanently
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NOTES
1. Data Integrity Check CANNOT fix or repair files that are already corrupted.

2. Data Integrity Check can only be started if there is NO active backup or restore job(s) running on
the backup set selected for the DIC job. As the backup, restore and data integrity check are
using the same index for read and write operations. Otherwise, an error message will be
displayed in the post-DIC to indicate that the data integrity check is completed with error(s) and
had skipped a backup set with an active backup job.

Run Cyclic Redundancy Check (CRC)

When this option is enabled, the DIC will perform check on the integrity of the files on the backup
destination(s) against the checksum file generated at the time of the backup job.

If there is a discrepancy, this indicates that the files on the backup destination(s) are corrupted and
will be removed from the backup destination(s). If these files still exist on the client machine on the
next backup job, the AhsayOBM will upload the latest copy of the files.

However, if the corrupted files are in the Retention Area, they will not be backed up again as the
source file has already been deleted from the client machine.

The time required to complete a Data Integrity Check depends on the number of factors such as:
o number of files and/or folders in the backup set(s)
¢ bandwidth available on the client computer

e hardware specifications of the client computer such as, the disk I1/0 and CPU performance

NOTE

For user(s) with metered internet connection, additional data charges may be incurred if the Cyclic
Redundancy Check (CRC) is enabled. As CRC data involves downloading the data from the backup
destination(s) to the client machine in order to perform this check.

Rebuild index

When this option is enabled, the Data Integrity Check will start rebuilding corrupted index and/or
broken data blocks if there are any.

Delete corrupted data blocks permanently

When this option is enabled, it overrides the Recycle Bin setting of the backup set. The DIC will
delete corrupted data blocks permanently instead of moving it to the Recycle Bin.
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There are four (4) options in performing the Data Integrity Check:
Settings ‘ Function
Option 1

Run Cyclic Redundancy Check (CRC) during data integrity check For checking of index and data.
Rebuild index

Delete corrupted data blocks permanently

Start

Option 2

| Run Cyclic Redundancy Check (CRC) during data integrity check || FOr checking of index and integrity of files
Rebuild index ggamst the checksgm file generated at the

time of the backup job.

Delete corrupted data blocks permanently

Start

Option 3

Run Cyclic Redundancy Check (CRC) during data integrity check For CheCkmg and rebu"dmg of index.

+ Rebuild index

Delete corrupted data blocks permanently

Start

Option 4

For checking of index, integrity of files
against the checksum file generated at the
time of the backup job and rebuilding of
index.

+ Run Cyclic Redundancy Check (CRC) during data integrity check
+ Rebuild index

Delete corrupted data blocks permanently

Start

The following diagrams show the detailed process of the Data Integrity Check (DIC) in four (4)
modes:

e Option1
Disabled Run Cyclic Redundancy Check (CRC) and Rebuild index - (Default mode)

e Option 2
Enabled Run Cyclic Redundancy Check (CRC) and Disabled Rebuild index

e Option 3
Disabled Run Cyclic Redundancy Check (CRC) and Enabled Rebuild index

e Option4
Enabled Run Cyclic Redundancy Check (CRC) and Rebuild index
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Option 1 - Data Integrity Check (DIC) Process with Run Cylic Redundancy Check (CRC)

and Rebuild index DISABLED (Default mode)

°|
B

Removing data

blocks that do not
existin the index

|

)

Removingindex files
from the backup
destination(s) which
aremore than 90
days old

@ > 0 S S S
g ‘ > > > ‘ \
Start Data Checking data Checking index files Checking outdated No index-related
Integrity Check blocksin the which are more than entriesin the index issues found
backup 90 days old in the files if they physically
destination(s) backup destination(s)  existin the backup

destination(s)

01 o

A °. 8
/\/

_lllll — I’

Removingoutdated  Storage Statistics Data Integrity

Check completed

entries in the index recalculated
files which do not A A
physically existin

backup destination(s)

°Check the data blocks (.bak
files) located in the backup
destination(s) if they exist in
the index.
= If YES, proceed to o

=» If NO, proceed to °

°Check the index files in the
backup destination(s) to
determine if they were more
than 90 days old.
= If YES, proceed to

= If NO, proceed to °

°Check the outdated entries in
the index files for files and/or
folders if they physically exist
in the backup destination(s).

= If YES, proceed to
= If NO, proceed to o

ostorage Statistics for Data
area and Retention area
usage will be recalculated.

e Data integrity check is
completed.

1

N

91k

Uploadingindexfiles
with noissuesto the
currentbackup
destination(s)

v

Data Integrity Check
(TESTMODE) user
prompt

°Index files with no issues
will be uploaded to the
current backup destination(s).

° Data blocks (.bak files) that do
not exist in the index and
partially uploaded orphan files
will be automatically removed
from the backup destination(s).

o Index files which are more than
90 days old will be removed
from the backup destination(s).

°Outdated entries in the index
files for files and/or folders
which do not physically existin
the backup destination(s) will
be removed.

=¥ |f the backup data
matches either of the
criteria, proceed to o

=» If NOT, proceed to o

o(TEST MODE) confirmation
screen will prompt user to
proceed with the corrective
actions (recommended).

=» If the user selects YES, then
the changes will be applied

=» If the user selects NO, then
the deletion of data will be
discarded

E‘ By default, (TEST MODE)
confirmation screen will only
prompt if either of the
criteria below matches the
backup data:

+ deleted number of
backup files is over 1,000

+ deleted number of
backup files size is over
512 MB (in total)

+ deleted number of
backup files is over 10%
of the total backup files

www.ahsay.com
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Option 2 - Data Integrity Check (DIC) Process with Run Cylic Redundancy Check (CRC)
ENABLED and Rebuild index DISABLED

Start Data Checking data
Integrity Check blocksinthe
backup

A
N

.
N

—

a;k

N
N

S

el

.
, &

Checking index files
which are more than
90 days old in the
backup destination(s)

o|

destination(s)

o|

-

Removing data
blocksthatdo not
existin the index

i

Removing indexfiles
from the backup
destination(s) which
aremore than 90
days old

>

Checking outdated
entriesin the index

LN
Downloadingall files
from the backup

Checking the integrity
of the files againstthe

existin the backup
destination(s)

o
A

_
Removing outdated
entries in the index
files which do not
physically existin
backup destination(s)

11*¢

files if they physically destir
AhsayOBMclient
machine

(s)to the file

o
o

Removing corrupted
files

L)

@

No index-related
issuesandno
corrupted files
found

"l o
=

W
W
LY
—_—)
Storage Statistics

recalculated

-
-

IIF

Uploadingindex files

000

with noissuesto the

1\

currentbackup
destination(s)

Data Integrity Check
(TESTMODE) user
prompt

eCheckthe data blocks (.bak
files) located in the backup
destination(s) if they exist in
the index.
=» If YES, proceed to 0

=» If NO, proceed to o

QCheckthe index files in the
backup destination(s) to
determine if they were more
than 90 days old.

-» If YES, proceed to
=» If NO, proceed to e

°Checkthe outdated entries in
the index files for files and/or
folders if they physically exist
in the backup destination(s).

=» If YES, proceed to
=» If NO, proceed to 0

e For Run on Client (agent-
based) backup sets, files in
the backup set are
downloaded from the backup
destination(s) to the
AhsayOBM client machine.

For Run on Server
(agentless) backup sets,
proceed to

e Check the integrity of files in
the backup destination(s)
against the checksum file
generated at the time of the
backup job.
=¥ If any discrepancy is

FOUND, proceed to
=¥ If NO discrepancy is
found, proceed to o

o Storage Statistics for Data
area and Retention area
usage will be recalculated.

e Data integrity check is
completed.

Olndex files with no issues
will be uploaded to the
current backup destination(s).

° Data blocks (.bak files) that do
not exist in the index and
partially uploaded orphan files
will be automatically removed
from the backup destination(s).

° Index files which are more than
90 days old will be removed
from the backup destination(s).

OOutdated entries in the index
files for files and/or folders
which do not physically existin
the backup destination(s) will
be removed.

=¥ If the backup data

matches either of the
criteria, proceed to a

4 NOT, proceed to 0

o (TEST MODE) confirmation
screenwill prompt user to
proceed with the corrective
actions (recommended).
=? If the user selects YES, then
the changes will be applied

=» If the user selects NO, then
the deletion of data will be
discarded

° Corrupted files will be
automatically removed from
the backup destination(s).

Data Integrity
Check completed
g By default, (TEST MODE)
confirmation screen will only
prompt if either of the criteria
below matches the backup
data:
+ deleted number of backup
files is over 1,000
deleted number of backup
files size is over 512 MB (in
total)
deleted number of backup
files is over 10% of the total
backup files
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Option 3 - Data Integrity Check (DIC) Process with Run Cylic Redundancy Check (CRC)

DISABLED and Rebuild index ENABLED

o ©° o o

(N
0 /do /doe 8 0 /¢ 3
—l > — > >
- - ) - - j
Start Data Checking data Checking index files Checking outdated Checking the index No index-related
Integrity Check blocks in the which are more than entriesin the index and datablocks to issues found
backup 90 days old in the files if they physically detectif corrupted
destination(s) backup destination(s)  existin the backup index or broken data
destination(s) blocks existin the
backup destination(s)

S

' —
A a a &
(70 — /‘/|' —
a1} _— -

Removing data Removingindexfiles Removingoutdated  Rebuildingcorrupted ~Storage Statistics
blocks that do not from the backup entriesin theindex  indexand broken recalculated
existin the index destination(s) which files which do not data blocks

aremorethan 90 physically existin A

days old backup destination(s)

o
«

000

Ol\

oy,

Data Integrity Check
(TESTMODE) user
prompt

°Check the data blocks (.bak eStorage Statistics for Data

files) located in the backup area and Retention area
destination(s) if they exist in usage will be recalculated.
the index.

=% If YES, proceed to ° oData integrity check is

leted.
=» If NO, proceed to ° complete

°Check the index files in the elndex files with no issues

backup destination(s) to will be uploaded to the

determine if they were more current backup destination(s).

than 90 days old.

=% If YES, proceed to 0 ° Data blocks (.bak files) that do
not exist in the index and

= If NO, proceed to e partially uploaded orphan files
will be automatically removed

°Checkthe outdated entries in from the backup destination(s).

the index files for files and/or

_folders ifthey phys_ical_ly exist °Index files which are more than
in the backup destination(s). 90 days old wil be removed

= If YES, proceed to from the backup destination(s).
=¥ If NO, proceed to o

GCheckthe index and data °Outdated entries in the index
blocks in the backup files for files and/or folders
destination(s) to identify which do not physically existin
corrupted index and broken the backup destination(s) wil
data blocks. be removed.
=» |f corrupted index and = If the backup data

broken data blocks are matches either of the
FOUND, proceed to o criteria, proceed to a
=» If NO corrupted index = IfNOT, proceed to @

and broken data blocks
are FOUND, proceed to e

a(TEST MODE) confirmation
screen will prompt user to
proceed with the corrective
actions (recommended).

=» |f the user selects YES, then
the changes will be applied

= If the user selects NO, then
the deletion of data will be
discarded

oCOrrupted index and broken
data blocks (.bak files)
identified will be rebuilt.

\ By default, (TEST MODE)
confirmation screen will only
prompt if either of the criteria
below matches the backup
data:

« deleted number of backup
files is over 1,000

« deleted number of backup
files size is over 512 MB
(in total)

« deleted number of backup
files is over 10% of the
total backup files

Data Integrity
Check completed

el\

Uploading index files
with noissuesto the
currentbackup
destination(s)
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Option 4 - Data Integrity Check (DIC) Process with Run Cylic Redundancy Check (CRC)
and Rebuild index ENABLED

S o

N

.
Ny
5

_q_q

checkis

Checking the index

Start Data Checking data indexfiles
Integrity Check blocksin the whlnh are more than
backup 90 days old in the
) backup

gall
entries in the index rromlnenacl(up

files if they phy

of o
w5

aremore than 90
days old

destination(s) machine

o|
A

Removing data Removing index files Removing outdated
blocksthatdonot  from the backup entries in the index
existin the index destination(s) which files which do not

physically existin
backup destination(s)

existin the backup Ah”vOEMcllent

._59

No index-related

ol‘ the rlles againstthe and datablocksto issuesand no
file detectif corrupted corrupted files
index or brokendata  found
blocks existin the
backup destination(s)
| o o .
A . p—
—l /J —
J el — o -
—_—
Data Integrity
Removing corrupted Rebuilding Storage Statistics Check completed
files corrupted indexand  recalculated
broken datablocks.

ll*t

]

[N

v

prompt

OCheckihe data blocks (.bak o
files) located in the backup
destination(s) if they exist in
the index.
=» If YES, proceed to o

= If NO, proceed to o

QChecklhe index files in the
backup destination(s) to
determine if they were more (@)
than 90 days old.
= If YES, proceed to

= If NO, proceed to e

°Check the outdated entries in
the index files for files and/or
folders if they physically exist
in the backup destination(s).

=»If YES, proceed to
= If NO, proceed to o

OFor Runon Client (agent- e
based) backup sets, files in
the backup set are
downloaded from the backup o
destination(s) to the
AhsayOBM client machine.
For Runon Server
(agentless) backup sets, o
proceed to

Data Integrity Check
(TESTMODE) user

Check the integrity of files in

the backup destination(s)

against the checksum file

generated at the time of the

backup job.

=» If any discrepancy is
FOUND, proceed to

=»|f NO discrepancy is
found, proceed to o

Check the index and data

blocks in the backup

destination(s) to identify

corrupted index and broken

data blocks.

=¥ If corrupted index and
broken data blocks are
FOUND, proceed to

=¥ If NO corrupted index
and broken data blocks.
are found, proceed to

Storage Statistics for Data
area and Retention area
usage will be recalculated.

Data integrity check is
completed.

Index files with no issues
will be uploaded to the

current backup destination(s).

ol

Uploading index files
with noissues to the
currentbackup
destination(s)

°Data blocks (.bak files) that do QCorrupled index and broken

not exist in the index and
partially uploaded orphan files
will be automatically removed
from the backup destination(s).

°lndex files which are more than
90 days old will be removed
from the backup destination(s).

°0u‘kdaied entries in the index
files for files and/or folders
which do not physically exist in
the backup destination(s) will
be removed.

=¥ |f the backup data

matches either of the
criteria, proceed to o

=» If NOT, proceed to o

e (TEST MODE) confirmation
screen will prompt user to
proceed with the corrective
actions (recommended).
=» If the user selects YES, then
the changes wil be applied

= If the user selects NO, then
the deletion of data will be
discarded

° Corrupted files will be
automatically removed from
the backup destination(s).

data blocks (.bak files)
identified will be rebuilt.

17 By default, (TEST MODE)
confirmation screen will only
prompt if either of the criteria
below matches the backup
data:

« deleted number of backup
files is over 1,000

+ deleted number of backup
files size is over 512 MB
(in total)

+ deleted number of backup
files is over 10% of the
total backup files
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Perform a Data Integrity Check
To perform a Data Integrity Check, follow the instructions below:
1. Go tothe Data Integrity Check tab in the Utilities menu.

UtI|ItIES Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and

. restorability
Data Integrity Check Selacta backup sat

Space Freeing Up W o -~ v
Run Cyclic Redundancy Check (CRC) during data integrity check

Delete Backup Data
Rebuild index

Decrypt Backup D... [ ] Delete corrupted data blocks permanently

2. Click the drop-down button to select a backup set.

UtI|ItIES Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and

. restorability
Data Integrity Check Selacta backup set

Space Freeing Up Al M
Delete Backup Data Backup Set 1

Backup Set 2
Decrypt Backup D... pgsiers cor

Backup Set 4

Backup Set 5
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3. Click the drop-down button to select a backup destination.

Utilities

Data Integrity Check
Space Freeing Up

Delete Backup Data
Decrypt Backup D...

Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and
restorability

Select a backup set

Backup Set 5 4
Select a destination

All 3
AhsayCBS

Delete corrupted data blocks permanently

4. Click the Start button to begin the Data Integrity Check.

5. The Data Integrity Check will start running on the selected backup set(s) and backup

destination(s).

Utilities

Data Integrity Check
Space Freeing Up

Delete Backup Data

Decrypt Backup D...

www.ahsay.com

Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and
restorability

Select a backup set

Backup Set 1 W
Select a destination

AhsayCBS v

" Browsing "1663644856198/blocks/2022-09-20-11-40-24"

=
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6. Once the DIC is completed, click the View log button to check the detailed process of the

Data Integrity Check.

Utilities

Space Freeing Up
Delete Backup Data
Decrypt Backup D...

Data Integrity Check

. restorability
Data Integrity Check Selacta backup set
Backup Set 1

Select a destination
AhsayCBS

Rebuild index

Delete corrupted data blocks permanently
+ Data Integrity Check is completed successfully

View log

The detailed log of Data Integrity Check process will be displayed.

OOCOOLO00R00R00

Log | 27/09/2022 14:34 w

o3

Log
Start [ AhsayOBM v9.4.2.0 ]
Start data integrity check on backup set "Backup Set 1(1663644856198)", "AhsayCBS(1663644876782)", crc disabled, r...
Start processing data integrity check on backup set= "Backup Set 1" destination= "AhsayCBS"

Download valid index files from backup job "2022-09-21-10-47-36" to "/Users/admin/C:\Users\Administrator\.obm\te...

Vacuuming index
Vacuuming index... Completed

Existing statistics of backup set= "Backup Set 1" destination= "AhsayCBS": Data area compressed size: 15.64 MB, Data ar...
Recalculated statistics of backup set= "Backup Set 1" destination= "AhsayCBS™ Data area compressed size: 15.64 MB, Da...

The statistics of backup set= "Backup Set 1" destination= "AhsayCBS" is incorrect. It is now to update the statistics.

Deleting out of retention period recycled files...

Delete out of retention period recycled files resuit - Size: 0 B, File Count: 0

Deleting out of retention period recycled files... Completed

Saving encrypted backup file index to 1663644856198 /blocks/2022-09-27-14-34-53 at destination AhsayCBS...

Data integrity check on backup set= "Backup Set 1" destination= "AhsayCBS" is completed

Finished data integrity check on backup set “Backup Set 1(1663644856198)", "AhsayCBS(1663644876782)", crc disable...
Completed data integrity check on backup set "Backup Set 1(1663644856198)", "AhsayCBS(1663644876782)", crc disa...

Perform health check for your backed up data to ensure the data integrity and

Run Cyclic Redundancy Check (CRC) during data integrity check

Show | All v

Time
27/09/2022 14:34:53
27/09/2022 14:34:53
27/09/2022 14:34:59
27/09/2022 14:35:00
27/09/2022 14:35:01
27/09/2022 14:35:01
27/09/2022 14:35:01
27/09/2022 14:35:01
27/09/2022 14:35:01
27/09/2022 14:35:02
27/09/2022 14:35:02
27/09/2022 14:35:02
27/09/2022 14:35:02
27/09/2022 14:35:02
27/09/2022 14:35:02
27/09/2022 14:35:02

Page 1/1 w

Logs per page |50 W
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The following options can be used for further viewing of the detailed DIC log:

Show | All

Log filter
Show filter
Logs per page
Page

Log | 27/09/2022 14:34 v

Type

(-1~

OOCOOLO000000

v

Log
Start [ AhsayOBM v9.4.2.0 ]
Start data integrity check on backup set "Backup Set 1(1663644856198)", "AhsayCBS(1663644876782)", crc disabled, r...
Start processing data integrity check on backup set= "Backup Set 1" destination= "AhsayCBS"

Download valid index files from backup job “2022-09-21-10-47-36" to "/Users/admin/C:\Users\Administrator\.obm\te...

Vacuuming index
Vacuuming index... Completed

Existing statistics of backup set= "Backup Set 1" destination= "AhsayCBS" Data area compressed size: 15.64 MB, Data ar...
Recalculated statistics of backup set= "Backup Set 1" destination= "AhsayCBS™ Data area compressed size: 15.64 MB, Da...

The statistics of backup set= "Backup Set 1" destination= "AhsayCBS" is incorrect. It is now to update the statistics.

Deleting out of retention period recycled files...

Delete out of retention period recycled files resuit - Size: 0 B, File Count: 0

Deleting out of retention period recycled files... Completed

Saving encrypted backup file index to 1663644856198 /blocks/2022-09-27-14-34-53 at destination AhsayCBS...

Data integrity check on backup set= "Backup Set 1" destination= "AhsayCBS" is completed

Finished data integrity check on backup set “Backup Set 1(1663644856198)", "AhsayCBS(1663644876782)", crc disable...
Completed data integrity check on backup set "Backup Set 1(1663644856198)", "AhsayCBS(1663644876782)", crc disa...

Logs per page 50 W

Time
27/09/2022 14:34:53
27/09/2022 14:34:53
27/09/2022 14:34:59
27/09/2022 14:35:00
27/09/2022 14:35:01
27/09/2022 14:35:01
27/09/2022 14:35:01
27/09/2022 14:35:01
27/09/2022 14:35:01
27/09/2022 14:35:02
27/09/2022 14:35:02
27/09/2022 14:35:02
27/09/2022 14:35:02
27/09/2022 14:35:02
27/09/2022 14:35:02
27/09/2022 14:35:02
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Option Screenshot Function
Log Filter This option is used to
Log |27/09/2022 1434 w display the available
logs of the Data
Tg 27/09/2022 14:20 Integrity Check jobs.
i) 27/09/2022 14:20 n
o .n
0 DUWTTOaU vana moex mes n'G
Show filter This option is used to
Show | All sort the Data Integrity
Check log by its status
(i.e., All, Information,
27/1 : Warning, and Error).
27/ Information
27/ Warning
... 27/
27,4 Error
SFIAK SRS 5 4.F5F./59
i - ™
Logs per 0 Saving enc ) This option allows
page €) Datainteg ya| | user to choose the
0 Finished d: 100 e displayed number of
0 Completed /o logs per page.
200
500
1000
Logs per page | 50
Page Page |1/3 w This option allows
user to navigate the
logs to the next
573 page(s).
3/3
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Data Integrity Check Completed with Errors

The following screenshot is an example of a Data Integrity Check completed with error(s). A Data
Integrity Check is run on a backup set with an active backup job running which resulted the Data

Integrity Check to stop with error(s).

Ut' | ItIeS Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and

. restorability
Data Integrity Check Selacta backup set

Space Freeing Up LS v
Select a destination
Delete Backup Data Al v
Decrypt Backup D... Run Cyclic Redundancy Check (CRC) during data integrity check
Rebuild index

Delete corrupted data blocks permanently
X Data Integrity Check is completed with error(s)

View log

Clicking the View log button will display the details of the Data Integrity Check job error(s).

Log | 27/09/2022 14:20 w Show | All v

Type Log Time
0 Start [ AhsayOBM v9.4.2.0 ] 27/09/2022 14:20:46
Start data integrity check on backup set "Backup Set 5(1664259338415)" all destination, crc disabled, rebuild index disa... 27/09/2022 14:20:46
0 Skipped Backup Set = "Backup Set 5". Reason = "Scheduled backup set "Backup Set 5 is still running.” 27/09/2022 14:20:52
0 Finished data integrity check with error on backup set "Backup Set 5(1664259338415)" all destination, crc disabled, rebu... 27/09/2022 14:20:52
0 Completed data integrity check on backup set "Backup Set 5(1664259338415)" all destination, crc disabled, rebuild inde... 27/09/2022 14:20:52

v Page 1/1 w

Logs per page 50
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Data Integrity Check Result

There are two possible outcomes after the completion of a Data Integrity Check:

e Data Integrity Check is completed successfully with no data corruption or index-related
issues detected,;

e Corrupted data (e.g., index files, checksum files and/or broken data blocks) has been
detected

The screenshot below shows an example of a Data Integrity Check log with NO data corruption or
index-related issues detected.

Type

COOROOOROOROR000

Log | 27/09/2022 14:34 v

Logs per page ' 50 v

Log
Start [ AhsayOBM v9.4.2.0 ]

Start data integrity check on backup set "Backup Set 1(1663644856198)", "AhsayCBS(1663644876782)", crc disabled, r...
Start processing data integrity check on backup set= "Backup Set 1" destination= "AhsayCBS"

Download valid index files from backup job “2022-09-21-10-47-36" to "/Users/admin/C:\Users\Administrator\.obm\te...

Vacuuming index
Vacuuming index... Completed
Existing statistics of backup set= "Backup Set 1" destination= "AhsayCBS™ Data area compressed size: 15.64 MB, Data ar...

Recalculated statistics of backup set= "Backup Set 1" destination= "AhsayCBS™ Data area compressed size: 15.64 MB, Da...

The statistics of backup set= "Backup Set 1" destination= "AhsayCBS" is incorrect. It is now to update the statistics.

Deleting out of retention period recycled files...

Delete out of retention period recycled files result - Size: 0 B, File Count: 0

Deleting out of retention period recycled files... Completed

Saving encrypted backup file index to 1663644856198 /blocks/2022-09-27-14-34-53 at destination AhsayCBS...

Data integrity check on backup set= "Backup Set 1" destination= "AhsayCBS" is completed

Finished data integrity check on backup set “Backup Set 1(1663644856198)", "AhsayCBS(1663644876782)", crc disable...
Completed data integrity check on backup set "Backup Set 1(1663644856198)", "AhsayCBS(1663644876782)", crc disa...

Show | All v

Time
27/09/2022 14:34:53
27/09/2022 14:34:53
27/09/2022 14:34:59
27/09/2022 14:35:00
27/09/2022 14:35:01
27/09/2022 14:35:01
27/09/2022 14:35:01
27/09/2022 14:35:01
27/09/2022 14:35:01
27/09/2022 14:35:02
27/09/2022 14:35:02
27/09/2022 14:35:02
27/09/2022 14:35:02
27/09/2022 14:35:02
27/09/2022 14:35:02
27/09/2022 14:35:02

Page 1/1 w

If any index-related error(s) or data corrupted item(s) is found, the (TEST MODE) confirmation
screen will be displayed.

www.ahsay.com

AhsayOBM

The result of data integrity check (TEST MODE) is as follow. No actions are performed yet. Data
corrupted items, checksum incorrect items and index broken data blocks will be deleted. Are

you sure you want to continue?

Backup set: Sample Backup Set 01

Items found in
index

Index broken

Data corrupted
i data blocks

Destination

Statistics

items
AhsayCBS 368 (130.4MB) 181 (111.3MB) 23 (490.1MB) Incorrect

* File count (File size)
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This is to inform the user of the following details:
e Backup set that contains an error
e Backup Destination
e Items found in index
e Data corrupted items
¢ Index broken data blocks
e Statistics (i.e. Correct or Incorrect)

Test Mode Confirmation

The (TEST MODE) confirmation screen will ONLY appear if either of the criteria below matches the
backup data during the Data Integrity Check process:

e deleted number of backup files is over 1,000
e deleted number of backup file size is over 512 MB (in total)
¢ deleted number of backup files is over 10% of the total backup files

Otherwise, the Data Integrity Check job will automatically take corrective actions.
There are three (3) options on the (TEST MODE) confirmation screen:

Option Screenshot ‘ Function

Yes Corrupted data (e.g. index files, checksum files
1es and/or broken data blocks) will be deleted and
storage statistics will be updated.

No No action(s) will be taken and a message will

View log . The detailed log of the Data Integrity Check
process will be displayed.
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Clicking No will display the following screen:
LK AhsayOBM

2 Data Integrity Check was completed in TEST MODE only. NO changes have been
updated.
You are recommended to continue in order to delete data corrupted items,

checksum incorrect items, index broken data blocks and rebuild the index.
Are you sure you want to exit?

[t ] [sack |

If the Exit button is clicked, the Data Integrity Check result will be discarded.
If the Back button is clicked, it will go back to the (TEST MODE) confirmation screen.

NOTES

1. It is strongly recommended to apply corrective actions when the (TEST MODE) confirmation screen
pops up (clicking the Yes button). This is to ensure that the remaining corrupted file(s) will be
removed from the backup destination(s), therefore on the next backup job, these files are backed up
again if they are still present on the client machine. However, if the corrupted files are in Retention
Area, then they will not be backed up again as the source file has already been deleted from the
client machine.

2. If the DIC detects data blocks (.bak files) in the backup destination(s) that do not have related index
entries, then these physical data blocks will be automatically removed from the backup
destination(s) without the (TEST MODE) prompt.

Aside from viewing the Data Integrity Check logs directly on AhsayOBM client, they can also be
viewed on the file system of the AhsayOBM client machine. For AhsayOBM on macQOS, the DIC logs
are located in the following directory:

$UserProfile/.obm/system/IntegrityCheck

e0e A& admin
<[> = = HENERER D= Q
Favourites Name Date Modified Size Kinv
E Recents >
A Applications S
[ Desktop

@ Documents

» [ cache AM F
@ pownloads » [ config 2
Locations > & lpc 4 F
™ > B lo T Folc
@ Network 9 e~
> statistics 4 Jul 202 p
Tags v [ system Today at 3:02 PM --  Fol
@® Red > | Backup jay at 2:20 PM - F
v [l IntegrityCheck Today at 2:35 PM -~ Fold
' Orange = 2022-09-27-14-20-26.log Today at 2:20 PM 3KB
Yellow = 2022-09-27-14-20-46.log Today af A 1KB
® G = 2022-09-27-14-34-53.log Today V KB
r
S > | PendingEmail 4 Jul 2022 at 11:06 AM Fol¢

MG $ 0



9.9.2 Space Freeing Up

This feature is used to remove obsolete file(s) from your backup set and destination (manually start
Retention Policy). After the Space Freeing Up job is completed, the storage statistics of the backup
set(s) are updated.

To perform Space Freeing Up, follow the instructions below:

1. Select a backup set from the drop-down list.
0@ AhsayOBM

UtI|ItIES Free Up Storage Space

To remove ohsolete files from your backup destination according to your retention
policy setting to free up your storage space, select backup set(s), destination(s) and

Data Integrity Check then press Start,

) Select a backup set
Space Freeing Up o <

Delete Backup Data

Daily Backup
Decrypt Backup D... AhsayOBM Backup
Files Backup

OBM Backup

If you select a specific backup set, then you will also have to select a specific destination or all

destinations.
[ NN ] AhsgyOBM

Ut' | |t|e S Free Up Storage Space

To remove obsolete files from your backup destination according to your retention
policy setting to free up your storage space, select backup set(s), destination(s) and

Data Integrity CheCk then press Start.

X Select a backup set
Space Freeing Up FEas 5
Delete Backup Data Select a destination

Decrypt Backup D...

AhsayCBS

GoogleDrive-1
Local-1 (/Users/admin/Documents/Office 365)
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If you select All backup sets, then there is no need to select a destination.

[ X=X ]

AhsayOBM

Utilities
Data Integrity Check

Space Freeing Up

Delete Backup Data

Decrypt Backup D...

Free Up Storage Space

To remove ohsolete files from your backup destination according to your retention
policy setting to free up your storage space, select backup setis), destination(s) and
then press Start.

Select a backup set
Al v

2. Click the Start button to perform space free up.

AhsayOBM

Utilities
Data Integrity Check

Space Freeing Up

Delete Backup Data

Decrypt Backup D...

Free Up Storage Space

To remove obsolete files from your backup destination according to your retention
policy setting to free up your storage space, select backup set(s), destination(s) and
then press Start.

Select a backup set
All v

+.. Start processing space freeing up on backup set= "Sample Backup Set 01 (1619...

www.ahsay.com

184



3. The status will be shown once completed. Click the View log button to see the detailed report

of the space freeing up job.
[ EON ) AhsayOBM

Ut' I |t|eS Free Up Storage Space

To remove obsolete files from your backup destination according to your retention
policy setting to free up your storage space, select backup set(s), destination(s) and

Data Integrity Check then press Start.

. Select a backup set
Space Freeing Up i v
De|ete Backup Data + Space freeing up is completed successfully

Decrypt Backup D...

00 AhsayOBM

Log 1 16/11/2021 10:32 w Show | All v
Type Log Time
0 Start [ AhsayOBM v9.0.0.46 | 16/11/2021 10:32:14
0 Start space freeing up on all backup sets 16/11/2021 10:32:14
0 Start processing space freeing up on backup set= "Data Backup (1636606806827)" destination= "AhsayCBS (16366068... 16/11/2021 10:32:20
0 Download valid index files from backup job "Current” to “/Users/admin/.obm/temp/1636606806827/0BS@163660682... 16/11/2021 10:32:22
0 Space freeing up on backup set= "Data Backup (1636606806827)" destination= "AhsayCBS (1636606824692)" is compl... 16/11/2021 10:32:24
0 Start processing space freeing up on backup set= "Sample Backup Set 03 (1636682019027)" destination= "AhsayCBS (1... 16/11/2021 10:32:30
0 Space freeing up on backup set= "Sample Backup Set 03 (1636682019027)" destination= "AhsayCBS (1636682050359)... 16/11/2021 10:32:33
0 Start processing space freeing up on backup set= "BackupSet-1 (1636942721817)" destination= "AhsayCBS (16369428... 16/11/2021 10:32:39
0 Download valid index files from backup job “Current” to “/Users/admin/.obm/temp/1636942721817/0BS@163694282... 16/11/2021 10:32:40
0 Space freeing up on backup set= "BackupSet-1 (1636942721817)" destination= "AhsayCBS (1636942824919)"is compl... 16/11/2021 10:32:41
0 Start processing space freeing up on backup set= "BackupSet-3 (1636957528711)" destination= "AhsayCBS (16369577... 16/11/2021 10:32:47
0 Download valid index files from backup job “Current” to “/Users/admin/.obm/temp/1636957528711/0BS@163695777... 16/11/2021 10:32:48
0 Space freeing up on backup set= "BackupSet-3 (1636957528711)" destination= "AhsayCBS (1636957774752)" is compl... 16/11/2021 10:32:49
0 Start processing space freeing up on backup set= "BackupSet-4 (1636957911131)" destination= "AhsayCBS (16369579... 16/11/2021 10:32:55
0 Download valid index files from backup job "Current” to “/Users/admin/.obm/temp/1636957911131/0BS@163695793... 16/11/2021 10:32:56
0 Space freeing up on backup set= "BackupSet-4 (1636957911131)" destination= "AhsayCBS (1636957930924)" is compl... 16/11/2021 10:32:57
0 Finished space freeing up on all backup sets 16/11/2021 10:32:57
Logs per page | 50 v Page |1/1 w
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9.9.3 Delete Backup Data

This feature is used to permanently delete backed up data from a backup set(s), destination(s),
backup job, or delete all backed up data. After the data is deleted, the storage statistics of the

backup set(s) are updated.
To perform deletion of backup data, follow the instructions below:

1. Select a backup set from the drop-down list.
[ RoN ] ) AhsayOBM

Ut| | |t|e S Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This
action will physically delete the selected data regardless the defined retention policy.

Data Integ l’ity ChECk Therefore, make sure you know what you are deleting and NO undo will be available
afterward.
Space Freeing Up Select a backup set

All v
Delete Backup Data

Decrypt Backup D...

Daily Backup
AhsayOBM Backup

Files Backup
OBM Backup

NOTE

This will only delete the backed up files in a backup set(s) and destination(s), but the backup
set and destination will remain.
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If you select a specific backup set, then you will also have to select a specific destination or all

destinations.
[ N ] AhsayOBM

Ut|||t|es Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This

- action will physically delete the selected data regardless the defined retention policy.
Data Integ I’ltY CheCk Therefore, make sure you know what you are deleting and NO undo will be available
afterward.
Space Freeing Up Select a backup set

‘ Files Backup v
Delete Backup Data o
Select a destination

Decrypt Backup D...

AhsayCBS

GoogleDrive-1

Local-1 (/Users/admin/Documents/Office 365)

If you select All backup sets, then there is no need to select a destination.

[ XoN ) AhsayOBM

Ut| | |t|eS Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This

< action will physically delete the selected data regardless the defined retention policy.
Data Integ I'IW ChECk Therefaore, make sure you know what you are deleting and NO undo will be available
afterward.
Space Freeing Up Select a backup set

All
Delete Backup Data >

Decrypt Backup D...
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2. If you choose to delete All backup set(s), the following message will be displayed. By clicking

Yes, all backed up files from the selected backup set(s) and destination(s) will be deleted.
[ NON ) AhsayOBM

2 Delete all backup set files?

If you select a specific backup set, you will have an option to choose a destination.
e0e AhsayOBM

UtI|ItIeS Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This
action will physically delete the selected data regardless the defined retention policy.

Data lnteg ritY ChECk Therefore, make sure you know what you are deleting and NO undo will be available
afterward.
Space Freeing Up Select a backup set

Sample Backup Set 01 v
Delete Backup Data o
Select a destination
Decrypt Backup D...

AhsayCBS
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If you select a specific destination, there are two (2) available options for the type of files you
wish to delete.

e Delete all backed up data
e Choose from ALL files

[ SN ] AhsayOBM
Ut'“tles Delete Backup Data
Delete backed up data of a specific backup set from a specific destination. This
. action will physically delete the selected data regardless the defined retention policy.
Data Integ l’lty ChECk Therefore, make sure you know what you are deleting and NO undo will be available
afterward.
Space Freeing Up Select a backup set

Sample Backup Set 01 v
Delete Backup Data

Select a destination
Decrypt Backup D... AhsayCBS

Select what to delete

Delete all backed up data W

Delete all backed up data

Choose from ALL files

Delete all backed up data

If you choose this option, the following message will be displayed. By clicking Yes, all backed
up data from the selected backup set(s) and destination(s) will be deleted.
AhsayOBM

3 Delete all files (Sample Backup Set 01 - AhsayCBS)?
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Choose from ALL files

If you choose this option, you can select to delete any file(s) in the backup set.

[ NoN ]
Utilities
Data Integrity Check
Space Freeing Up

Delete Backup Data

Decrypt Backup D...

AhsayOBM

Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This
action will physically delete the selected data regardless the defined retention
policy. Therefore, make sure you know what you are deleting and NO undo will be
available afterward.

Select a backup set

| Sample Backup Set 03 v I

Select a destination
| AhsayCBS v

Select what to delete

|Choose from ALL files v

Folders
v (@ AhsayCBS
A=}
v D88 Library
v @M ColorSync
v (A Profiles
& [ Display
» [ User Pictures
» O users

Name Size  Date modified
| Display-FFFFFFFF-FFFF-FFF...  4KB26/04/2021 14:19

Close

3. Click the Delete button, then click Yes to start the deletion of files.

o0 @
Utilities
Data Integrity Check
Space Freeing Up

Delete Backup Data

Decrypt Backup D...

www.ahsay.com

AhsayOBM

Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This
action will physically delete the selected data regardless the defined retention policy.
Therefore, make sure you know what you are deleting and NO undo will be available
afterward.

Select a backup set
| Sample Backup Set 03 v I

Select a destination

Close
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AhsayOBM

2 Delete all destination files (Sample Backup Set 03)?

4, Files are successfully deleted.

[ RoN ]
Utilities
Data Integrity Check
Space Freeing Up

Delete Backup Data

Decrypt Backup D...

www.ahsay.com

AhsayOBM

Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This
action will physically delete the selected data regardless the defined retention policy.
Therefore, make sure you know what you are deleting and NO undo will be available
afterward.

Select a backup set
Sample Backup Set 03 v

Select a destination

All v

+ Files deleted successfully

-' 2
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9.9.4 Decrypt Backup Data

This feature is used to restore raw data by using the data encryption key that was set for the
backup set.

To perform decryption of backup data, follow the instructions below:

1. Click the Browse button to locate the path of the backup set ID / blocks folder.

oo e AhsayOBM

Ut' I |t|e S Decrypt Backup Data

Please enter the path to the [<backup set ID>/blocks] folder which contains the
backup files that you want to decrypt.

Data | ity Check | -
ata Integrity Chec =

Space Freei ng Up Temporary directory for storing restore files

Delete Backup Data _‘,’Usersiadmim‘.ohm,’temp 1l Browse

Decrypt Backup D... Decrypt

2. Enter the path of the folder which contains the backup files you want to decrypt. Click
Decrypt to start decrypting backup data.

[ BN ] ) AhsayOBM

Ut| | |t|e S Decrypt Backup Data

Please enter the path to the [<backup set ID>/blocks] folder which contains the
backup files that you want to decrypt.

Data Integrity Check

f,’Users,’admim’Downloads Browse |
Space Freelng Up Temporary directory for storing restore files
| /Users/admin/.obm/temp I M

Delete Backup Data

Decrypt Backup D... Lo
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10 Create a Backup Set

1. Click the Backup Sets icon on the main interface of AhsayOBM.

[

Backup Sets

A
L

2. Create a new backup set by clicking next to Add new backup set.

Backup Sets

. Add new backup set

3. When the Create Backup Set window appears, name your new backup set, and select the

Backup set type. Then, click Next to proceed.
0@ AhsayOBM

Create Backup Set

Name

\ BackupSet-1 ‘

Backup set type

E File Backup v
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4. Inthe Backup Source window, select the source files and folders for backup. Click | would like to

choose the files to backup to select individual files for backup.
e0e AhsayOBM

Backup Source

Select the files and folders that you want to backup
[] B3 Desktop

] & admin

[ Documents

] B Movies

[ 3 Music

|| &@ Pictures

Filter

Apply filters to the backup source
ot o

I would like to choose the files to backup

5. Inthe Advanced Backup Source window, select folder(s) to back up all files in the folder(s).

Advanced Backup Source

Folders
O ssh
O [ .subversion
O vim
Deskrop
O [# Documents
» O[] AhsayMobile
» [O[7 CloudbackoMobile
[ Document folder 01
A [ Images
O mvw
[ PhoneGapProjects
[ RDC Connections
@ [ Reference
A2 Templates
O[] virtual Machines
[ c57a37a3-2db3-487a-bf37-e37b98aae334-1476327507652-s0urces
O other
» O[] settings
» (& Downloads
» [ Fusion_Test
» O Library
>
»

4vv vy

yYryvy

yvyvw

(O [ Movies v
O Music

[ Show files
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6. Alternatively, if you want to back up only specific files instead of all files in your selected folder(s),
select the Show files checkbox at the bottom of the screen. A list of files will appear on the right-
hand side. Select the checkbox(es) next to the file(s) to back up. Then, click OK to save your
selections and close the Advanced Backup Source window.

Advanced Backup Source

Folders Name Size Date modified
» [0 .ssh .DS_Store 6 KB 24/11/2016 11:34
» O .subversior”™ doc 1.docx 3KE 08/11/2016 14:12
» OO0 .vim doc 2.docx 302 KB 2371172016 12:51
» 4[5 Desktop [J E doc 3.docx 11KE 23/11/2016 12:46
v [O[# Documents
» O AhsayM
» [J[ 7 Cloudb:
[ Docume
» A7 Images
» O Myw
» O[] PhoneG
» D[ ¥ RDC Ca
» [ 7 Referer
» [ Templa
» O Virtual |
» [J[Wc57a37
» O[] other

» O settings

» [J[@ Downloads
» O[] Fusion_Tes
» [OJ[& Library
» & Movies
€ >
| Show files Items per page | 50 W | Page 1/1 w

7. Inthe Backup Source window, click Next to proceed.

8. Inthe Schedule window, you can configure a backup schedule to automatically run a backup job
at your specified time interval. In the Schedule window, the Run scheduled backup for this backup
set is Off by default.

Schedule

Run scheduled backup for this backup set

off [ |

+

@ If you want to add a schedule now, click next to Add New schedule.

Schedule

Run scheduled backup for this backup set

On q

Existing schedules

+ Add new schedule

A $



When the New Backup Schedule window appears, specify your backup schedule.
Then, click OK to save your changes and close the New Backup Schedule window.

New Backup Schedule
Name

Daily-1

Type

Daily v

Start backup

at v 09 v 27 v

Stop
until full backup completed w

Run Retention Policy after backup

9. In case you have added a schedule, it will be shown in the Schedule window. Click Next to
proceed when you are done setting.

Schedule

Run scheduled backup for this backup set
On

Existing schedules
Backup Schedule
2] Daily (Everyday at 20:00)
Daily-1
2] Daily (Everyday at 09:37)
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10. The Destination window will appear.
e0e AhsayOBM

Destination

Backup mode

Sequential w

Existing storage destinations
oL Add new storage destination / destination pool

Previous Cancel

Select the appropriate option from the Backup mode dropdown menu.
e Sequential (default value) — run backup jobs to each backup destination one by one

e Concurrent — run backup jobs to all backup destinations at the same time

To select a backup destination for the backup data storage, click +- next to Add new storage
destination / destination pool.

11. In the New Storage Destination / Destination Pool window, select the destination type and
destination storage. Then, click OK to confirm your selection.

New Storage Destination / Destination Pool

Name

Destination storage
(< AhsayCBS v |
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12. In the Destination window, your selected storage destination will be shown. Click Next to proceed.

Destination

Backup mode

Sequential u

Existing storage destinations

AhsayCBS
Host: 10.3.121.17:80

Add

13. Keep the OpenDirect feature disabled as this feature is not supported on macOS platform. Click
Next to proceed.

OpenDirect

OpenDirect

off [ |

Support of opening backup data directly without restoration.

When OpenDirect is enabled, to optimize restore performance both compression and encryption will
be disabled for this backup set.

Once OpenDirect is enabled and the setting is saved, it cannot be disabled without re-creating the
backup set.

14. In the Encryption window, the default Encrypt Backup Data option is enabled with an encryption
key preset by the system which provides the most secure protection.

Encryption

Encrypt Backup Data

On -1

Encryption Type

User password

Custom

> $ 0



You can choose from one of the following three Encryption Type options:

» Default — an encryption key with 44 alphanumeric characters will be randomly generated
by the system

» User password — the encryption key will be the same as the login password of your
AhsayOBM at the time when this backup set is created. Please be reminded that if you
change the AhsayOBM login password later, the encryption keys of the backup sets
previously created with this encryption type will remain unchanged.

» Custom —you can customize your encryption key, where you can set your own algorithm,
encryption key, method, and key length.

Encryption

Encrypt Backup Data

On q

Encryption Type

Algorithm
AES L%

Encryption key

Re-enter encryption key
LIT11]]
Method
ECB (@ CBC

Key length
128-bit (@) 256-bit

NOTE: For best practice on managing your encryption key, refer to the following KB article.
FAQ: Best practices for managing encryption key on AhsayOBM or AhsayACB

Click Next when you are done with the settings.

15. If you have enabled the Encryption Key feature in the previous step, the following pop-up window
will be displayed regardless of the selected encryption type.

You are advised to write this encryption key down on paper and keep it
in a safe place. You will need it when you need to restore your files later.
Please confirm that you have done so.

Unmask encryption key

Copy to clipboard
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https://wiki.ahsay.com/doku.php?id=public:version_9:start_here:9022_best_practices_for_managing_encryption_key

The pop-up window has the following three options to choose from:

» Unmask encryption key — The encryption key is masked by default. Click this option to
show the encryption key.

You are advised to write this encryption key down on paper and keep it
in a safe place. You will need it when you need to restore your files later.
Please confirm that you have done so.

ZPDWFyTrMWZ/09MgcmOvwWQAR9Ix8li367TAUfabDiR7I1=
Mask encryption key

Copy to clipboard

» Copy to clipboard — Click to copy the encryption key, then you can paste it in another
location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step.

16. Upon successful creation of the backup set, the following screen will appear. You can click
Backup now to back up your data or click Close to exit.

o0 e AhsayOBM
Congratulations!
"BackupSet-1" is successfully created.
(et |
www.ahsay.com
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17. Itis highly recommended to change the Temporary Directory and select another location with
sufficient free disk space other than /Users/admin/.obm/temp.

Go to Others > Temporary Directory. Click Change to browse for another location.

ece AhsayOBM
A
E BackupSet-1 Temporary Directory
Temporary directory for storing backup files
General [ JUsers /admin/.obm/temp | -
21.74GB free out of total 39.2GB space in /Users/admin/.obm/temp
Source Remove temporary files after backup
Backup Schedule Follow Link
Destination Follow link of the backup files
On
Deduplication
. i OpenDirect
Retention Policy
Support of opening backup data directly without restoration
Command Line Tool v
BandW|dth Control Compressions
Others Select compression type
. ‘ Fast with optimization for local v
Hide advanced settings
i

Delete this backup set

18. Optional: Select your preferred Compression type. For newly created backup set(s), “Fast with
optimization for local” is selected by default.

Go to Others > Compressions. Click the drop-down button then select from the following list:
e No Compression
e Normal

e Fast (Compressed size larger than normal)
e Fast with optimization for local

Destination )
Compressions

Deduplication Select compression type

Retention POllcy Fast with optimization for local v

No Compression

Command Line Tool Normal

Fast (Compressed size larger than normal)

Bandwidth Control
Algorithm AES
Others Widifiod —

Hide advanced settings Key length 256 bits

Delete this backup set

www.ahsay.com 201




11 Overview on Backup Process

The following steps are performed during a backup job. For an overview of the detailed process for
Steps 3, 5, 10, and 12, please refer to the following chapters.

© Periodic Data Integrity Check (PDIC) Process (Step 3)

Backup Set Index Handling Process

®  Start Backup Job (Step 5)

@ Completed Backup Job (Step 12)

© Data Validation Check Process (Step 10)

Establishing
connection

1

Uploading
encryption key

~
Start backup job
y,
\
Connection from the backup client to the
backup server is established.
J
\

Encryption key is uploaded to the backup server
(if enabled).

J

2

Running
Periodic DIC

Physical .bak files (data blocks) that do not exist h
in the index are removed from the backup
destination(s), then the statistics of both Data
Area and Retention Area will be recalculated.

3

Running
pre-backup
command

~

Pre-backup command is running (if configured).

4

Downloading
files

5

J
~
Latest index.db file and checksum files are
downloaded from the backup destination(s) to
the temporary folder.
J
~\

Compiling
file list

Local file list is compiled according to the backup
source setting.

6

Comparing
{1H]

J
~
Local and remote file lists are compared to
identify new, updated, moved, or deleted files
and/or folders since the last backup job.
J

7

www.ahsay.com
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il

Data
deduplication

Uploading
files

9

Data
validation
check

10

Running
Retention
Policy

11

Saving files

12

Running post-
backup
command

13

Removing
temporary
files

14

A checksum verification of each backup file )
which was split into several blocks of varying
size is performed where its contents are
compared, and the duplicated data are removed
(if enabled). y

\
Data are compressed, encrypted, divided into
individual data block size of 32 or 64MB then
uploaded to the backup destination(s).

The number of 32 or 64MB data blocks and the
individual block size in the backup destination(s)
is identical to the blocks transferred.

J

\
Retention Policy job is running (if enabled).

J/

~
Latest index files on the client computer are
saved to the backup destination(s) and client log
files are saved to the backup server.

J

‘
Post-backup command is running (if configured).

J

~\
Temporary data is removed from the temporary
storage location specified in the backup set (if
enabled).

Backup job completed
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11.1 Periodic Data Integrity Check Process

For AhsayOBM v8.3.6.0 (or above), the PDIC will run on the first backup job that falls on the
corresponding day of the week from Monday to Friday.

To minimize the impact of the potential load of large number of PDIC jobs running at the same
time on the AhsayCBS server, the schedule of a PDIC job for each backup set is automatically
determined by the result of the following formula:

PDIC schedule = $BackupSetID modulo 5
or
$BackupSetID mod 5

The calculated result will map to the corresponding day of the week (i.e., from Monday to

Friday).
0 Monday
1 Tuesday
2 Wednesday
3 Thursday
4 Friday

NOTE: The PDIC schedule cannot be changed.
Example:

Backup set ID: 1594627447932

Calculation: 1594627447932 mod 5 =2

|2 | Wednesday

In this example:
o the PDIC will run on the first backup job that falls on Wednesday; or

¢ if there is no active backup job(s) running from Monday to Friday, then the PDIC will run
on the next available backup job.

NOTES
Although according to the PDIC formula for determining the schedule is $BackupSetID mod 5,
this schedule only applies if the previous PDIC job was actually run more than 7 days prior.
Under certain conditions, the PDIC may not run strictly according to this formula. For example:

1. The PDIC job will run on the first backup job after upgrade to the latest client version
from AhsayOBM v6, v7, or pre-8.3.6.0 version.

2. If backup jobs for a backup set are not run on a regular daily backup schedule (for
example: on a weekly or monthly schedule), then the PDIC job will run if it detects that
the previous PDIC job was run more than 7 days ago.

3. Every time a Data Integrity Check (DIC) is run, the latest PDIC run date is reset, the
next PDIC job will run after 7 days.

4. The PDIC job will not run if there are no files in both the Data and Retention Areas. For
example: a newly created backup set with no backup job history or a backup set where
all the data has been deleted using the Delete Backup Data feature.

5. The PDIC job will not run on a backup set that contains any data which still in v6
format. It will only run if all v6 data format on a backup set has undergone data
migration to v9 block format.
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Check

Data Integrity

which are more than
90 days old in the
backup destination(s)

LR
Removingindexfiles
from the backup
destination(s) which

are more than 90
days old

0 /o /& -
g - k
Start Periodic Checkingindexfiles  Checking outdated No index-related

entriesin the index issues found
files if they physically
existin the backup

destination(s)

e
A

Removing outdated  Storage Statistics
entriesin theindex  recalculated
files which do not A A

physically existin
backup destination(s)

Check the index files in
the backup destination(s)
to determine if they were
more than 90 days old.

=» If YES, proceed too
=» If NO, proceed to o

@ Check the outdated

entries in the index files
for files and/or folders if
they physically exist in
the backup destination(s).

=» If YES, proceed to e
= If NO, proceed to e

o Storage Statistics for
Data area and
Retention area usage
will be recalculated.

o Periodic Data Integrity
check is completed.

o Index files with no issues
will be uploaded to the
current backup destination(s).

o The backup job process
will continue.

o Outdated entries in the

\
o

ﬁ

rd
-

ey
Periodic Data
Integrity Check
completed

Uploadingindex files
with noissuesto the
currentbackup
destination(s)

0
N
S |

Continue backupjob

Index files which are
more than 90 days old
will be removed from the
backup destination(s).

index files for files
and/folders which do not
physically exist in backup
destination(s) will be
removed.
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11.2 Backup Set Index Handling Process

To minimize the possibility of index related issues affecting backups, each time index files are

downloaded from and uploaded to backup destination(s); the file size,
checksum is verified to ensure index file integrity.

11.2.1 Start Backup Job

last modified date, and

Index file received by AhsayOBM

AhsayOBM

AR

AhsayOBM

W (X

AhsayCBS, Cloud

R is correct, proceedto
Destination, FTP or SFTP).

=» If NOT, proceed to o
0 Index file will be downloaded.

o Verify Check checksum e Check index file size.
ofindex.db file. =) If index file size
=» If checksum is correct, proceedto o
is correct, proceedto @

= [fNOT, proceed to o

=» IfNOT, proceed to o

n _ Redownload
© index file
e Check index
\ > 0O -
L‘ AhsayCBS Backup Server o \\ LN
pu 0 —%
B — “OR- v e
Download Verify Check Check latest
index.db file = chfecksum modified date
e [ I ‘@ of index.db file
aws @e
— P AMATN
@ "{5 @~ 0 o Redownload o Redownload
Cloud Destination index file index file
Index file is rgtrieved _from o Check modified date. If index is valid,
the current directory (i.e., =» |f latest modified date use the index.db file

to compile file list for
backup.

Index file will be

redownloaded.
Proceedto 0

M $ e

205




11.2.2 Completed Backup Job

@
o847
FYRY S

9 &

AhsayCBS Backup Server -QR - Cloud Destination

Index file uploaded to AhsayCBS
or Cloud Destination

S x )

[N
n | Reupload
' index file
Check index
file size

of
0o o &

— 0 T e
Check latest
modified date

AhsayOBM

> 0

Index.db <

AR

—
Index file

Verify Check
checksum
of index.db file

AhsayOBM

Reupload
index file

Reupload
index file

www.ahsay.com

e Index file from AhsayOBM is
uploadedto AhsayCBS, Cloud
Destination, FTP or SFTP.

e Verify Check checksum
of index.db file.

=) If checksum
is correct, proceedto o

=» IfNOT, proceed to o

o Check modified date.
=» |f latest modified date
is correct, proceedto o

=» If NOT, proceed to o

o Check index file size.

=) Ifindex file size
is correct, proceedto o

=» IfNOT, proceed to o

Index file is uploaded
correctly to AhsayCBS
or Cloud Destination.

Index file will be
reuploaded. Proceedto

-W
e
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Data Validation Check Process

As an additional measure to ensure that all files transferred to the backup destination(s) are
received and saved correctly, both the number of 32 or 64MB data block files and the size of
each block file are checked again after the files are transferred.

11.3

@
e m LOERG
@ aws n @eam
@Lya o

Cloud Destination

AhsayCBS
Backup Server

I
\ O

Validation Check

e
Missing block(s)

Local Drive

size check

Block size
not identical

Check complete

)
€ o> [ast

A

—_— s -
Start Data Data block Data Validation Running

Retention Policy

i

Statistics

oA

Block size
deletion

e Check the number of 32 or 64MB
data blocksin the backup
destination(s) is identical to the
number of blocks transferred.

=» If YES, proceedto Q
= If NO, proceedto °

0 Check the individual sizes
of each data block in the
backup destination(s) is
identical to the sizes of each
block transferred.

= If YES, proceedto e
=9 If NO, proceedto 0

Data validation check is complete.

0 Retention policy will run (if enabled).

Files in the missing block(s)
will be removed from the
index.db file.

Statistics will be updated
according to the files removed.

Proceedto Q

Block size that are not identical
will be removed from the backup
destination(s).

Proceedto then

Proceedto 0

www.ahsay.com
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12 Run Backup Jobs

12.1 Login to AhsayOBM

Login to the AhsayOBM application according to the instructions in Chapter 7 Login to
AhsayOBM.

12.2 Start a Manual Backup

1. Click the Backup icon on the main interface of AhsayOBM.

0

el

Backup

2. Select the backup set which you would like to start a backup for.

[ K] AhsayOBM

Please Select The Backup Set To Backup

Sort by

BackupSet-1
Owner: admins-Mac-5
Newly created on Tuesday, 16 November 2021 11:47

File

Data Backup
Owner: admins-Mac-5
Newly created on Tuesday, 16 November 2021 13:47

File
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3. Click the Show advanced option in case you want to modify the Destinations,

Migrate Data and Retention Policy options.
ece AhsayOBM

Choose Your Backup Options

E Data Backup

Backup set type
File

Show advanced option

4. When the advanced options are shown, it is recommended to enable the Run
Retention Policy after backup. This will help you save hard disk quota in the long

run.
[ oK ] AhsayOBM

Choose Your Backup Options

m Data Backup

Backup set type
File

Destinations

/(3 AhsayCBS (Host: 10.3.121.17:80)
[ ] & GoogleDrive-1

Migrate Data

["] Migrate existing data to latest version

Retention Policy
Run Retention Policy after backup

Hide advanced option

NOTE

The Migrate Data option will only be displayed if Deduplication is enabled for the backup
set. When the Migrate Data option is enabled, the existing data will be migrated to the
latest version during a backup job. Backup job(s) for backup sets with Migrate Data
enabled may take longer to finish. For more information about this feature, refer to
AhsayCBS v9 New Features Supplemental document.
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5. Once done with the settings, click the Backup button to start the backup job.

o0 e AhsayOBM

Choose Your Backup Options

E Data Backup

Backup set type
File

Destinations

i @ AhsayCBS (Host: 10.3.121.17:80)
O fi‘-' GoogleDrive-1

Migrate Data

["] Migrate existing data to latest version

Retention Policy
Run Retention Policy after backup

Hide advanced option

6. The following screen will be displayed to indicate that the backup job is successfully
completed. You may click the . button to check for the backup log.

DD AhsayOBM

Backup
m Data Backup

AhsayCBS (Host: 10.3.121.17:80)
G + Backup Ci leted Successfully -
Estimated time left 0 sec
Backed up 675.76KB (73 files, 61 directories, 1 link)
Elapsed time 10 sec
Transfer rate 341.90Kbit/s

Close
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7. Once you are done with checking the backup log, click the Close button to return to

the previous screen.

o0 ® AhsayOBM

Type | Log
Start [ AhsayOBM v9.0.3.12 ]
Saving encrypted backup set encryption keys 1o server...

Using Temporary Directory /Users/admin/.obm/temp/1641707049259/08B5@1641707099728
Start running pre-commands

Finished running pre-commands

Downloading server file list...

Downloading server file list... Completed

Reading backup source from hard disk...

Reading backup source from hard disk... Completed

[New Directoryl... /

[New Directory]... /Users

[New Directoryl... /Users/admin

[New Directory]... /Users/admin/Downloads

[New Directory]... /Users/admin/Downloads, Test Files

[New Directory]... /Users/admin/Downloads/Test Files/HTML files (Requirements)
[New Directory]... /Users/admin/Downloads/Test Files/Latest version
[New Directory]... /Users/admin/Downloads/Test Files/New updates

[New File]... 44% of “/Users/admin/Downloads/Test Files/HTML files (Requirements)/BS_General_Oracle
[New File].

HElSIElssSiSl=s BISS S EEE EEEE

Logs per page | 50

www.ahsay.com

Start Backup ... [Deduplication: enabled, Deduplication scope: All files within the same backup set, Migrate Delta: disa...

Download valid index files from backup job “null” to */Users/admin/.obm/temp/1641707049259/0B5@1641707099...

[New File]... 22% of “fUsers/admin/Downloads/Test Files/HTML files (Requirements)/BS_General_Oracle ---included.ht...
-included.ht...
67% of “fUsers/admin/Downloads/Test Files/HTML files (Requirements)/BS_General_Oracle ---included.ht...

Time

09/01/2022
09/01/2022
09/01/2022
09j01/2022
09/01/2022
09/01/2022
09j01/2022
09/01/2022
09/01/2022
09/01/2022
09/01/2022
09/01/2022
09/01/2022
09/01/2022
09/01/2022
09/01/2022
09/01/2022
09/01/2022
09/01/2022
09/01/2022
09/01/2022
09/01/2022

Page

14:20:24
14:20:24 N
14:20:25
14:20:25
14:20:29
14:20:29
14:20:29
14:20:29
14:20:29
14:20:30
14:20:30
14:20:31
14:20:31
14:20:31
14:20:31
14:20:31
14:20:31
14:20:31
14:20:31
14:20:33

14:20:33
v
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13 Restore Data

13.1 Login to AhsayOBM

Login to the AhsayOBM application according to the instructions in Chapter 7 Login to
AhsayOBM.

13.2 Restore Data

1. Click the Restore icon on the main interface of AhsayOBM.

(2,

Restore

2. All the available backup sets for restore will be listed. Select the backup set that you would like to

restore data from.
e0e AhsayOBM

Please Select The Backup Set To Restore

Sort by

Creation Time W

BackupSet-1
Owner: admins-Mac-5
Newly created on Tuesday, 16 November 2021 11:47

Data Backup
Owner: admins-Mac-5
Last Backup: Tuesday, 16 November 2021 14:51

File

Close
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3. Select the destination where you would like to restore your data from.
o0 e AhsayOBM

Select From Where To Restore

E Data Backup

AhsayCBS
Host: 10.3.121.17:80

Show advanced option

Previous Cancel

You may configure the Temporary directory for storing restore files by clicking Show
advanced option. By default, the temporary files are stored under the temp directory of the user
profile directory. In case the same directory path does not exist in the computer you are running
AhsayOBM, you have to click Browse to define a new location for storing the temporary files.
Otherwise, you will not be able to perform a restore.

Temporary directory for storing restore files
/Users/admin/temp Browse

Hide advanced option

4. Tick Show backup job(s) outside retention if you want all backup jobs to be displayed, even the
deleted ones.

Show backup job(s) outside retention

Once ticked, this message will be displayed. Click Yes if you want all backup jobs to be displayed,
otherwise click No.

All backup jobs will be shown, including the backup jobs which have been deleted.
= Some of the data may not be restorable. Do you wish to continue?
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5. Select to restore files from a specific backup job, or from all files available, then select the files or
folders that you would like to restore.

There are two options from the Select what to restore drop-down menu:

e Choose from files as of job — This option allows you to select a backup version from a
specific date and time to restore.

Select what to restore

Choose from files as of job w | 27/09/2022 w | Latest v | Show backup job(s) outside retention

Name Size

Choose from ALL files 9 backup file
S 11440 —

Select what to restore

Choose from files as of job w || 27/09/2022 VI Latest % | |+ Show backup job(s) outside retention

Folders Name Size

— T an e [ 1 T

Select what to restore

Choose from files as of job W | 27/09/2022 w | |Latest W | v Show backup job(s) outside retention
Folders Name Size
v (@ AhsayCBS O™ bac| 16:33
v O/ backup file )
» (019 Archive 16:31
» (O Documents
» O Excel
NOTE

Backup jobs that are outside the retention policy are greyed out.

e Choose from ALL files — This option allows you to restore all the available backup
versions for this backup set. Among all the available backup versions, you can even select
only some of the backup versions of a file to restore.

Select Your Files To Be Restored

Select what to restore

Choose from ALL files v
Show filter
Folders Name Size Date modified
¥ (& AhsayCBS File 1.txt 8.72 KBO5/10/2022 13:52
vOE/ 9.54 KB05/10/2022 13:48
v [J[® users 7.11 KB05/10/2022 13:34

¥ [ 7% admin
O # Documents

File2 txt 13.91 KB05/10/2022 13:53
12.93 KB05/10/2022 13:49
10.01 KB05/10/2022 13:42
File3,txt 17.27 KB05/10/2022 13:54
14.85 KB05/10/2022 13:51
10.96 KB05/10/2022 13:43

ooooooooo

The following is an example showing all the available backup versions of the file Filel.txt.
The latest version is shown in solid black color and all the previous versions are shown in
grey color. You can identify the file version from the Date modified column.

Name Size Date modified
O File1.txt 8.72KB 05/10/2022 13:52
(] 9.54 KB 05/10/2022 13:48
[l 7.11 KE 05/10/2022 13:34
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When the restore is done, you will see all the selected backup versions in the restore
destination. The latest backup version has the file name as the original file, while the
previous versions have the time stamps added to their file names for easy identification.

Name Date Modified Size Kind
Filel.txt Today, 1:52 PM 7 KB Plain Text
File1.2022-10-05-13-51-34.txt Today, 1:48 PM 10 KB Plain Text
File1_.2022-10-05-13-46-05.txt Today, 1:34 PM 9 KB Plain Text

Click Next to proceed when you are done with the selections.

6. Select to restore the files to their Original location, or to an Alternate location. Then, click Next
to proceed.

e Original location — the backed-up data will be restored to the computer running the
AhsayOBM under the same directory path as on the machine storing the backup source.

For example, if the backup source files are stored under the
Users/[User’'s Name]/Downloads folder, the data will be restored to the

Users/[User’s Name]/Downloads as well on the computer running the AhsayOBM.
[ XN ) AhsayOBM

Choose Where The Files To Be Restored

Restore files to
®) Original location

Alternate location

Show advanced option

Restore Cancel

MG $ 0



e Alternate location —you can choose to restore the data to a location of your choice on the

computer where AhsayOBM is running.

7. Click Show advanced option to configure other restore settings:

Restore files to
@) Original location

Alternate location

Show advanced option

Delete unmatched data in restore location
Verify checksum of in-file delta files during restore

Hide advanced option

AhsayOBM
2l R Bl=o = % admn $ hilalla
Restore files to Favorites
Original lo¢  [5) All My Files | ™
®) Alternate l¢ <™ iCloud Drive — —
/A Applications C/\Program (] Desktop Documents
Show advance( ° ° Files\Ah...S\temp \Users\...tor\temp
=] Desktop
[S] Documents
o ]
( , f —5
© Downloads bt il it o‘n
Shared Downloads Library Movies Music
Ahsay's Mac
Ahsay’s Mac...
Ahsay’s Mac 3 m ‘}
= dev-ds215j -
1 DEVQNAPTS... Pictures Public
New Folder Cancel Open

www.ahsay.com

@

Delete unmatched data in restore location

By enabling this option, the restore process will attempt to synchronize the selected
restore source with the restore destination, making sure the data in the restore
destination is the same as the restore source. Any data created after backup will be
treated as “unmatched data” and will be deleted from the restore source if this
feature is enabled.

Example:
i) Two files are created under the Document folder 01, namely doc 1 & doc 2.
Locument folder 01
Mame -
B doc 1doex | pjjas created initially
% doc 2.docx
216
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i) A backup is performed for folder Document folder 01.

iii) Two new files are created, namely doc 3 & doc 4.

Document folder 01

doc 2.docx iles created

% doc 3.docx
B doc a.docx [ Files created AFTER backup

packup

iv) A restore is performed for the Document folder 01, with Delete unmatched
data in restore location option enabled. option enabled.

v) Since doc 3 & doc 4 have never been backed up, therefore they will be deleted
from Document folder 01, leaving only the two files that have been backed up.

Document folder 01

Mame -

doc 1.docx

E doc 2.docx ]» Files remain after restore

WARNING

Please exercise extra caution when enabling this feature. Consider what data in
the restore source has not been backed up and what impact it would cause if
those data were deleted. Prior to the data restore and synchronization, a warning
message shows as the one shown below. Only clicking Yes will the “unmatched

data” be deleted. You can click Apply to all to confirm deleting all the “unmatched
data” at a time.

Verify checksum of in-file delta files during restore

Verify checksum of in-file delta files during restore is disabled by default. When you
perform restore for non-RunDirect backup set, you can enable the feature by
ticking the checkbox so that the checksum of in-file delta files will be verified. As
the feature will make the restore process time longer, it is recommended to enable
the feature only if you want to verify if the merged file were correct.



8. Click the Restore button to start the restore job.
e0e AhsayOBM

Choose Where The Files To Be Restored

Restore files to
@) Original location

Alternate location

Show advanced option

Previous Restore Cancel

9. The following screen will be displayed to indicate that the restore job is successfully completed.
You may click the button to check for the restore log.

[ IO ) AhsayOBM

Restore

E Data Backup

AhsayCBS (Host: 10.3.121.17:80)

+ Restore Completed Successfully a
Estimated time left 0 sec

Restored 1.26 MB (3 files)

Elapsed time 35 sec

Transfer rate 59.59Kbit/s

Close
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10. Once you are done with checking the restore log, click the Close button to return to the previous

screen.
00 AhsayOBM

Show | All v

Type Log Time
© start[ AhsayOBM v9.4.2.9 ] 27/09/2022 16:40:45
0 Downloading... "backup file fArchive /indexes_full_list_2020.txt" (Total 1.21 M bytes) 27/09/2022 16:40:51
o ‘backup file /Archive /indexes_full_list_2019.txt™ (Total 1.21 M bytes) 27/09/2022 16:40:54
0 . “backup file /Archive /indexes_full_list_ 2018.txt" (Total 1.21 M bytes) 27/09/2022 16:40:57
o . "backup file /Archive /asset_Inventory_2020.xlIs" (Total 25 K bytes) 27/09/2022 16:41:00
o . "backup file /Archive /asset_Inventory_2019.xIs" (Total 25 K bytes) 27/09/2022 16:41:03
o ‘backup file/Archive/asset_Inventory_2018.xls" (Total 25 K bytes) 27/09/2022 16:41:06
[ ] ‘backup file/Archive /Asset_Inventory_2022.xIs" (Total 25 K bytes) 27/09/2022 16:41:09
[i ] . “backup file/Archive /Asset_Inventory_202 1.xs" (Total 25 K bytes) 27/09/2022 16:41:12
0 . "backup file /Archive jindexes_full_list 2022.va” (Total 2.43 M bytes) 27/09/2022 16:41:15
0 Downloading... "backup file/Archive jindexes_full_list_2021.txt” (Total 2.43 M bytes) 27/09/2022 16:41:18
) Restore Completed Successfully 27/09/2022 16:41:20

&

Logs per page | 50 v Page [1/1 w
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13.3 Restore Filter
This search feature allows you to search directories, files, and folders.

To make it more flexible, the search feature offers filtering. You can add additional pattern upon
searching. Pattern includes the following criteria:

© Contains
These are Directories, Files, and Folders with the name containing the specific letter or word.

© Exact
These are Directories, Files, and Folders with the exact or accurate name.

O Start With
These are Directories, Files, and Folders with the name starting with a specific letter or word.

© Ends With
These are Directories, Files, and Folders with the name ending with a specific letter or word.

It also has the Match Case function, which serves as an additional accuracy when searching for any
specific directories, files, folders, and mails.

For more detailed examples using the restore filter on AhsayOBM, refer to Appendix B: Example
Scenarios for Restore Filter.

Follow the steps below to use the search feature:

1. Login to AhsayOBM according to the instructions in Chapter 7 Logging in to AhsayOBM.

2. Click the Restore icon on the main interface of AhsayOBM.

3. Select the backup set that you would like to restore.
[ NoN ] AhsayOBM

Please Select The Backup Set To Restore

Sample Backup Set 01
Owner: Fusion11
Last Backup: Wednesday, 28 August 2019 11:21

File

Sample Backup Set 02
Owner: Fusion11
Newly created on Wednesday, 28 August 2019 10:50

File

Sample Backup Set 03
Owner: Fusion11
Newly created on Wednesday, 28 August 2019 10:52

File
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4. Select the backup destination that you would like to restore backed-up items to.

[ NoN ] AhsayOBM

Select From Where To Restore

m Sample Backup Set 01

AhsayCBS
Host: 10.90.10.12:443

Show advanced option

Previous Cancel

5. Click Search located on the lower left side of the screen.

[ NoN ] AhsayOBM

Select Your Files To Be Restored

Select what to restore
Choose from files as of job W 28/08/2019 w || Latest w | ] show backup job(s) outside retention

Show filter

Folders Name Size Date modified
v @ AhsayCBS o&/
voa/
» O users

Search Items per page | 50 V| Page 1/1 W

Previous Cancel

M $ 0
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6. Click the Change button to change the path of the restore items from other location.

00 AhsayOBM

Search
Look in
Change
v Search subfolders
Kind Type Pattern
Files and Directories W || contains W Match case
Search
Name In Folder Size Date modified
Items per page | 50 v Page - W

® ® AhsayOBM

Change Path

v 3 Backup Server
vay
v [& Users
v 4 admin
v [ Documents

v [ My Documents
[ 7] TestFiles

WWARGY.COM
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00 AhsayOBM

Search

Look in

/Users/admin/Documents/My Documents/TestFiles Change

Search subfolders

Kind Type Pattern

Files and Directories W | contains W Match case

Search
Name In Folder Size Date modified

Items per page | 50 v Page - W

7. Tick the Search subfolders to include available subfolders upon searching.

Search subfolders

| Search subfolders

8. Select from the following Kind of files you want to search.
e Files and Directories
o Files only
o Directories
9. Select from the following Type of filtering you want to search.
e Contains
o Exact

e Starts With

e Ends With
10. Enter a pattern you want and tick the [Match case] box if you want to accurately search for a
specific file.
Pattern
Match case
Pattern
Sheet | Match case

WWWANEY.COM



11. Click the Search button and the result will be displayed.

12. Check all the items or check a specific item, then click the OK button to proceed and return to the
restore main screen.
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14 Mobile Backup and Restore to AhsayCBS and
Predefined Destination

To perform a mobile backup and restore to AhsayCBS and/or Predefined Destination, follow the

instructions below:

1.

www.ahsay.com

Back up photos, videos, documents and 2FA accounts from Ahsay Mobile app to
AhsayOBM local destination. For more detailed information, refer to Chapter 10 of the

Ahsay Mobile User Guide for Android and iOS.

Create a File backup set according to the instructions in Chapter 10 Create Backup Set

with the following setup:

»  The backup source should be the photos, videos, documents and/or 2FA account(s)
backed up in the AhsayOBM local destination. In this example, the backup source is

located in:

/Users/admin/Documents/AhsayOBM/$mobile_device

|. ) @ AhsayOBM |

Advanced Backup Source

Folders
9 Network

.
[ Users

» O
» [0 [0 System
v0O
» O shared
v O 4@ admin
» OB Trash
» O .ach
» O™ .bash_sessions
» O .obm
» (O™ C/\Program Files\AhsayCBS\temp
» [ c/\Users\Administrator\temp
» O/ Deskiop
v O[® Documents

v O AhsayOBM
» A Androidv10
> st version

» [ MobileBackup
» (O [9 New updates

Show files

» The backup destination must be AhsayCBS and/or Predefined Destination (i.e.,

Google Drive, OneDrive, Wasabi, etc.)

e0e AhsayOBM

Destination

Backup mode
Sequential u

Existing storage destinations

AhsayCBS
Host: 10.3.121.17:80

Add

[ [ ] [
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3.

www.ahsay.com

After creating the backup set, run a backup job according to the instructions in Chapter
12.2 Start Manual Backup. Below is an example of a backup report for mobile backup data.

@00 AhsayOBM

Resto
There

Show | All -
Type Log Time
© start [ AhsayOBM v9.0.0.46 ) 18/11/2021 14:20:50
© saving encrypted backup set encryption keys to server... 18/11/2021 14:20:50 "™
0 Start Backup ... [Migrate Delta: Full] 18/11/2021 14:20:51
o Using Temporary Directory /Users/admin/.obm/temp/1637216225999/0BS@1637216295530 18/11/2021 14:20:51
0 Start running pre-commands 18/11/2021 14:20:53
© Finished running pre-commands 18/11/2021 14:20:53
o Downloading server file list... 18/11/2021 14:20:53
© Downloading server file list... Completed 18/11/2021 14:20:54
© Rreading backup source from hard disk... 18/11/2021 14:20:55
@ Reading backup source from hard disk... Completed 18/11/2021 14:20:55
© (New Directory]... / 18/11/2021 14:20:55
0 [New Directory]... /Users 18/11/2021 14:20:55
© (New Directory]... /Users/admin 18/11/2021 14:20:55
0 [New Directory]... /Users/admin/Documents 18/11/2021 14:20:55
© (New Directory]... /Users/admin/Documents/AhsayOBM 18/11/2021 14:20:55
© [New Directory]... /Users/admin/Documents/AhsayOBM/Androidv10 18/11/2021 14:20:55
© (New Directory]... /Users/admin/Documents/AhsayOBM/Androidv10/1636438090708 18/11/2021 14:20:55
© (New Directory)... /Users/admin/Documents/AhsayOBM/Androidv10/1637206325281 18/11/2021 14:20:55 W
0 INew Diractorvl._._/lisers/admin/Documents/AhsavORM/Andraidv] 0 /NP2 fhwoHDzvInONVTalvmZfud FhGKIIWEZM | 18/11/2021 14:20°55
Logs per page | 50 [ Page |1/7 w

re data according to the instructions in Chapter 13.2 Restore Data.

are two (2) options to restore data from AhsayCBS and/or Predefined Destination to

the mobile device, Original location, and Alternate location.

[»]

Original location - data will be restored on the original location which is the backup
destination for your mobile device.

Using this option, you can perform seamless restore to your mobile device as the
location is the same with the mobile backup destination.

Alternate location - data will be restored on an alternate location which can be
setup anywhere in the AhsayOBM local machine. If you choose this option, then
restoring to your mobile device will have to be manually done. There are two (2)
options available.

NOTE: Restore to alternate location is not supported on another AhsayOBM
machine. Options 1 and 2 must be on the original machine where the backups were
performed.

In case the original machine is no longer available, AhsayOBM will be able to
restore the photos, videos and 2FA accounts from AhsayCBS or Predefined
Destination to the mobile backup destination folder. However, as the mobile devices
were not originally paired with the new installation or machine, the mobile devices
will not be able to restore the photos, videos and 2FA accounts from the AhsayOBM.
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e Option 1: Copy the restored data from the alternate location to the original
location which is the backup destination for your mobile device.

Example of the Alternate location:

/Users/admin/Alt Location

o0 e & Untitled
> S oo o) @yl v a Q Search
Favorites Name ~  Date Modified
All My Files » [ Library 12 Nov 2021, 9:41 AN
& iCloudDrive [ » I System Today, 12:33 PM
v [ Users 9 Jun 2017, 12:33 PN
7 Applications v 4 admin Today, 4:12 PM
[ Desktop v It Location Today, 4:14 PM
(8 Documents vl Users Today, 4:14 PM
v [ admin Today, 4:14 PM
© Downloads v [ Documents Today, 4:37 PM
v [ AhsayOBM Today, 4:37 PM
Shared v [ Androidvi0 Today, 4:37 PM
Ahsay’s Mac v [ 1636438090708 Today, 4:38 PM
Ahsay’s Ma... v [ blocks Today, 4:39 PM
! v [ 2021-11-09-14-23-24 Today, 4:38 PM
Ahsay’s Ma... v o Today, 4:12 PM
dev-ds215j = 000000.png 5 Nov 2021, 2:01 PM
] DEVQNAPT... 00000a.jpg 9 Nov 2021, 9:59 AV
= 000001.png 5 Nov 2021, 2:02 PM
£5l DEVQNAPT.. = 000002.png 5 Nov 2021, 2:02 PM
@ DS218PLAY = 000003.png 5 Nov 2021, 2:02 PM
@ Al = 000004.jog 5 Nov 2021, 2:04 PM
= 000005.jpg 5 Nov 2021, 2:05 PM
Tags = 0000086.jpg 5 Nov 2021, 2:06 PM
@® Red = 000007.png 5 Nov 2021, 2:07 PM

Example of the Original location:

/Users/admin/Documents

o0 e &l Untitled
> EH E oD ol gEvl # v O a Q Search
Favorites Name ~  Date Modified
All My Files v Users 9 Jun 2017, 12:33 PN
- _ v 4 admin Today, 4:12 PM
& iCloud Drive » [ Alt Location Today, 4:14 PM
A Applications » [ C/\Program Files\AhsayCBS\temp 16 Nov 2021, 10:30 #
T Desktop » [ C\Users\Administrator\temp 21 Sep 2021, 5:09 P}
» [ Desktop 9 Jun 2017, 1:53 PM
[ Documents
0 Downloads v [ AhsayOBM Today, 11:30 AM
v [ Androidv10 Today, 4:43 PM
SEmTac v [ 1636438090708 9 Nov 2021, 2:09 PM
@ All... v [ blocks Today, 4:43 PM
Tags vl ?021-11-09-14-23-24 9 Nov 2021, 2:23 PM
vilo 9 Nov 2021, 2:24 PM
® Red = 000000.png 5 Nov 2021, 2:01 PM
@ Orange 00000a.jpg 9 Nov 2021, 9:59 AV
Yellow f 000001.png 5 Nov 2021, 2:02 PM
= 000002.png 5 Nov 2021, 2:02 PM
® Green = 000003.png 5 Nov 2021, 2:02 PM
® Blue = 000004.jpg 5 Nov 2021, 2:04 PM
= 000005.jpg 5 Nov 2021, 2:05 PM
g = 000006.jpg 5 Nov 2021, 2:06 PM
® Gray = 000007.png 5 Nov 2021, 2:07 PM

You can now use the Ahsay Mobile app to restore the photos, videos,
documents and 2FA accounts back to your mobile device.
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Option 2: Copy the restored data from the alternate location to your Android
or iOS mobile device.

Instructions:

For an Android device, you need to plug your cable and transfer the
restored data from the alternate location to your mobile device storage.

Example of the Alternate location: /Users/admin/Alt Location

[ NN & Untitled
> H = EPER R = Q Sear
Favorites Name -~ Date Modified
£ Al My Files » [ Library 12 Nov 2021, 9:41 AN
» [3 System Today, 12:33 PM

¢ iCloud Drive s
v [ users

v & admin

9 Jun 2017, 12:33 PN

72 Applications Today, 4:12 PM

[ Deskiop
v [ users Today, 4:14 PM
Bj Documents v [ admin Today, 4:14 PM
o Downloads v [ Documents Today, 4:37 PM
v [ AhsayOBM Today, 4:37 PM
shared v [ Androidvio Today, 4:37 PM
Ahsay’s Mac v [ 1636438090708 Today, 4:38 PM
Ahsay’s Ma... v [ blocks Today, 4:39 PM
v [ 2021-11-09-14-23-24 Today, 4:38 PM
Ahsay’s Ma... v Bmo Today, 4:12 PM
= dev-ds215 = 000000.png 5 Nov 2021, 2:01 PM
] DEVQNAPT... 00000a.jpg 9 Nov 2021, 9:59 AV
= = 000001.png
8 DEVONART.. = 000002.png 2021, 2:02 PM
= DS218PLAY = 000003.png 5 Nov 2021, 2:02 PM
@ Al = 000004.jpg 5 Nov 2021, 2:04 PM
= 000005.jpg 5 Nov 2021, 2:05 PM
Tags = 0000086.jpg 5 Nov 2021, 2:06 PM
® Red = 000007.png § Nov 2021, 2:07 PM

Mobile device storage: Android device Internal storage and SD card

= | Androidv10
Home Share View
4 «lf » ThisPC » Androidv10 v
+ Quick Internal shared storage SanDisk SD card
ick access
2 Dropbox W 292 GB free of 29.7 GB
@ OneDrive
= This PC

For an iOS device, you need to transfer the restored data
alternate location to iCloud.

Example of the Alternate location: /Users/admin/Alt Location

[ NN & Untitled
> H = EPER R = Q Sear
Favorites Name -~ Date Modified
£ Al My Files » [ Library 12 Nov 2021, 9:41 AN
» [3 System Today, 12:33 PM

¢ iCloud Drive s
v [ users

v & admin

9 Jun 2017, 12:33 PN

72 Applications Today, 4:12 PM

[ Deskiop
v [ Users Today, 4:14 PM
Bj Documents v [ admin Today, 4:14 PM
o Downloads v [ Documents Today, 4:37 PM
v [ AhsayOBM Today, 4:37 PM
shared v [ Androidvio Today, 4:37 PM
Ahsay’s Mac v [ 1636438090708 Today, 4:38 PM
Ahsay’s Ma... v [ blocks Today, 4:39 PM
v [ 2021-11-09-14-23-24 Today, 4:38 PM
Ahsay’s Ma... v mo Today, 442 PM
= dev-ds215 = 000000.png 5 Nov 2021, 2:01 PM
] DEVQNAPT... 00000a.jpg 9:59 AV
~ = 000001.png 2:02 PM
. GEVONAE o = 000002.png /2021, 2:02 PM
= DS218PLAY = 000003.png 5 Nov 2021, 2:02 PM
@ All... = 000004.jpg 5 Nov 2021, 2:04 PM
= 000005.jpg 5 Nov 2021, 2:05 PM
Tags == 000006.jpg 5 Nov 2021, 2:06 PM
@® Red = 000007.png 5 Nov 2021, 2:07 PM

from the
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Upload to iCloud using the iCloud app

& iCloud - x

M iCloud Drive
-
o
'CI d D Mail, Contacts, Calendars, and Tasks

p >
With Outlook
p >
I
I 521 com

Bookmarks
I:D With Chrome
You have 5.00 GB of iCloud storage.

Il
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15 Contact Ahsay

15.1 Technical Assistance

To contact Ahsay support representatives for technical assistance, visit the Partner Portal:
https://www.ahsay.com/partners/

Also use the Ahsay Wikipedia for resource such as Hardware Compatibility List, Software
Compatibility List, and other product information:
https://wiki.ahsay.com/

15.2 Documentation

Documentations for all Ahsay products are available at:
https://www.ahsay.com/jsp/en/downloads/ahsay-downloads documentation guides.jsp

You can send us suggestions for improvements or report on issues in the documentation by
contacting us at:
https://www.ahsay.com/partners/

Please specify the specific document title as well as the change required/suggestion when
contacting us.

A $


https://www.ahsay.com/partners/
https://wiki.ahsay.com/
https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay_downloads_documentation_guides
https://www.ahsay.com/partners/

Appendix

Appendix A: Uninstall AhsayOBM

1. Click Go at the top menu bar, then select Utilities.
I} Window Help
Back %[
Forward |

Enclosing Folder ®t

B All My Files {+88F
B Documents 380

&5 Desktop 2%D
© Downloads L
1t Home +38H
& Computer onc
@ AirDrop %R
@ Network 028K

< iCloud Drive {+38|
#*; Applications {+38A

| ¥ utilities 38U
Recent Folders >
Go to Folder... 436

Connect to Server... 28K

2. Double click the Terminal.app icon.

-

Terminal.app

3. Use the command highlighted in red to enter the Applications folder.

#cd /Applications

#[user]-Mac-mini:Applications [user]S$

4, Use the command highlighted in red to enter the AhsayOBM folder.

#[user]-Mac-mini:Applications [user]$S cd AhsayOBM.app/bin

#[user]-Mac-mini:bin [user]$

5. Use the command highlighted in red to execute the uninstallation. Enter the password for
logging in to your Mac when prompted.

#[user]-Mac-mini:bin [user]Ssudo sh uninstall.sh

#Password:

6. The following scripts show when the uninstallation is completed.

#Shutdown Scheduler for Ahsay Online Backup Manager
#Wait 5 seconds before Scheduler exits

#Kill Process by Image Name:/Applications/AhsayOBM.app/jvm/bin/bJW
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#Ignore Process by Image Name:

#Kill Process by Image Name: /Applications/AhsayOBM.app/jvm/bin/bschJdW
#Ignore Process by Image Name:

#Kill Process by Image Name: /Applications/AhsayOBM.app/jvm/bin/java
#Ignore Process by Image Name:

#Remove LaunchDaemons for com.AhsayOBM.scheduler from service

#Remove AhsayOBM from Your Mac OS

#[user]-Mac-mini:bin [user]S$
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Appendix B: Example Scenarios for Restore Filter

Example No.1: Restore filter setting from /Users/admin/Documents/My Documents/TestFiles with filter
type Contains

Location: /Users/admin/Documents/My Documents/TestFiles

Search subfolders: True

Kind: Files and Directories

Type: Contains

Pattern: Set

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter.

[ XoN ) AhsayOBM

Search
Look in
\ /Users/admin/Documents/My Documents/TestFiles | Change

[v] Search suBfaders

Kind Type Pattern
Files and Directories W™ || contains W | |Set J Match case
Search
Name T In Folder [ Size ] Date modified
Items per page | 50 v Page |- v
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AhsayOBM

Search

Look in

/Users/admin/Documents/My Documents/TestFiles
v Search subfolders
Kind Type Pattern

Files and Directories W || contains W || Set

Searching ... Stop

Name In Folder Size

Items per page | 50 v

Change

V| Match case

Date modified

Page ([ 1/1 w

AhsayOBM

Search

Look in

/Users/admin/Documents/My Documents/TestFiles Change

V| Search subfolders
Kind Type Pattern

Files and Directories W || contains W || Set V| Match case

Search
Name In Folder Size Date modified
O BackupSet_001.txt JUsers/admin/Documents/My Documents/TestFiles 56 KB 27/08/2019 18:14
(]} BackupSet_002.txt JUsersfadmin/Documents/My Documents/TestFiles 56 KB 27/08/2019 18:14
(]} BackupSet_003.txt JUsers/admin/Documents/My Documents/TestFiles S6 KB 27/08/2019 18:14
a BackupSet_004.txt JUsers/admin/Documents/My Documents/TestFiles 56 KB 27/08/2019 18:14
a BackupSet_005.txt JUsers/admin/Documents/My Documents/TestFiles 56 KB 27/08/2019 18:14

Items per page | 50 v Page |1/1 W

Explanation:

All files and directories under /Users/admin/Documents/My Documents/TestFiles that has the pattern
that contains with ‘Set’ with match case set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the file or directory,
Directory which are indicated In-Folder column, Size, and Date Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This means that the
filter will include all available subfolders in /TestFiles upon searching. And it will strictly search only the
specified pattern and case which starts with ‘Set’.
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Example No.2: Restore filter setting from /Users/admin/Documents/My Documents/TestFiles with filter
type Starts With

Location: /Users/admin/Documents/My Documents/TestFiles

Search subfolders: True

Kind: Files

Type: Starts With

Pattern: A

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter.

[ oK ) AhsayOBM

Search

Look in

\ /Users/admin/Documents/My Documents/TestFiles \ Change

[v] search subfolders

Kind Type Pattern
Files only v ‘ ‘ starts with v | A [v] Match case
Search
Name In Folder Size Date modified
Items per page | 50 v Page - W
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Search

Look in

AhsayOBM

/Users/admin/Documents/My Documents/TestFiles

v Search subfolders
Kind
Files only v

—
Searching ...

Name

Items per page | 50 v

Type Pattern

starts with v || A

Stop

In Folder

Change

V| Match case

Size Date modified

Page - W

AhsayOBM

Search

Look in

/Users/admin/Documents/My Documents/TestFiles

V| Search subfolders
Kind

Files only v

Search

Name
[0 = AlertMessage0001.jpg
O = AlertMessage0002.jpg
O = AlertMessage0003.jpg
O = AlertMessage0004.jpg
O = AlertMessage0005.jpg
[0  Auendance_2014.doc
O  Attendance_2015.doc

Items per page | 50 v

Type Pattern

starts with v | A

In Folder
JUsers/admin/Documents/My Documents/TestFiles
JUsers/admin/Documents/My Documents/TestFiles
JUsers/admin/Documents/My Documents/TestFiles
JUsers/admin/Documents/My Documents/TestFiles
JUsers/admin/Documents/My Documents/TestFiles
JUsers/admin/Documents/My Documents/TestFiles
JUsers/admin/Documents/My Documents/TestFiles

Change

V| Match case

Size Date modified

490 KB 27/08/2019 18:11
490 KB 27/08/2019 18:11
490 KB 27/08/2019 18:11
490 KB 27/08/2019 18:11
490 KB 27/08/2019 18:11
14.2 MB 27/08/2019 18:11
14.2 MB 27/08/2019 18:12

v

Page [1/1 W

Explanation:

All files and directories under /Users/admin/Documents/My Documents/TestFiles that has the pattern
that starts with ‘A’ with match case set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the file, Directory
which are indicated In-Folder column, Size, and Date Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This means that the
filter will include all available subfolders in /TestFiles upon searching. And it will strictly search only the
specified pattern and case which starts with ‘A’
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Example No.3: Restore filter setting from /Users/admin/Documents/My Documents/TestFiles with filter
type Ends With

Location: /Users/admin/Documents/My Documents/TestFiles

Search subfolders: True

Kind: Files and Directories

Type: Ends With

Pattern: g

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter.

[ oKX ) AhsayOBM

Search

Look in
[ /Users/admin/Documents/My Documents/TestFiles [ Change

[¥] Search subfolders

Kind Type Pattern
Files and Directories ™ | endswith W || g || Match case
Search
‘Name P In Folder  Size | Date modified
Items per page | 50 v Page |- W
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[ NoN ] AhsayOBM

Search

Look in

/Users/admin/Documents/My Documents/TestFiles

V| Search subfolders
Kind
Files and Directories W

I
Searching ...

Name

Items per page | 50 v

Type Pattern

endswith W ||g

Stop

In Folder

Size

Change

V| Match case

Date modified

Page - W

[ NN ] AhsayOBM \

Search

Look in

/Users/admin/Documents/My Documents/TestFiles

v Search subfolders
Kind

Files and Directories W

Type Pattern

endswith W ||g

Change

V| Match case

Search
Name In Folder Size Date modified
(0 = AlertMessage0001.jpg  /Users/admin/Documents/My Documents/TestFiles 490 KB 27/08/2019 18:11
[0 = AlertMessage0002.jpg  /Users/admin/Documents/My Documents/TestFiles 490 KB 27/08/2019 18:11
O = AlertMessage0003.jpg JUsers/admin/Documents/My Documents/TestFiles 490 KB 27/08/2019 18:11
O = AlertMessage0004.jpg  /Users/admin/Documents/My Documents/TestFiles 490 KB 27/08/2019 18:11
O = AlertMessage0005.jpg JUsers/admin/Documents/My Documents/TestFiles 490 KB 27/08/2019 18:11

Items per page | 50 v Page [1/1 w

Explanation:

All files and directories under /Users/admin/Documents/My Documents/TestFiles that has the pattern
that ends with ‘g’ with match case set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the files and
directories, Directory which are indicated In-Folder column, Size, and Date Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This means that the
filter will include all available subfolders in /TestFiles upon searching. And it will strictly search only the
specified pattern and case which starts with ‘g’.
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Example No.4: Restore filter setting from /Users/admin/Documents/My Documents/TestFiles with filter
type Exact

Location: /Users/admin/Documents/My Documents/TestFiles

Search subfolders: True

Kind: Files and Directories

Type: Exact

Pattern: SpreadSheet_05.xlIsx

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter.

[ oKX ) AhsayOBM

Search

Look in
[ /Users/admin/Documents/My Documents/TestFiles [ Change

[¥] Search subfolders

Kind Type Pattern
Files and Directories W || exact v || SpreadSheet_05.xlsx || Match case
Search
‘Name T In Folder  Size | Date modified
Items per page | 50 v Page |- W
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[ JoN ] AhsayOBM

Search
Look in
{Users/admin/Documents/My Documents/TestFiles Change

V| Search subfolders

Kind Type Pattern
Files and Directories W || exact v | SpreadSheet_05.xIsx V| Match case
—
Searching ... Stop
Name In Folder Size Date modified
Items per page | 50 v Page |- W

[ NN ] AhsayOBM \

Search
Look in
/Users/admin/Documents/My Documents/TestFiles Change

v Search subfolders

Kind Type Pattern
Files and Directories W | | exact wv || SpreadSheet_05.xIsx | Match case
Search
Name In Folder Size Date modified
O SpreadSheet_05.xlsx JUsers/admin/Documents/My Documents/TestFiles 8 KB 27/08/2019 18:15
Items per page | 50 v Page [1/1 w

Explanation:

All files and directories under /Users/admin/Documents/My Documents/TestFiles that has the pattern
that has the exact pattern ‘SpreadSheet_05.xIsx’ with match case set to true will be included upon
performing search.

As you can see on the screen shot above, the result panel contains the Name of the files and
directories, Directory which are indicated In-Folder column, Size, and Date Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This means that the
filter will include all available subfolders in /TestFiles upon searching. And it will strictly search only the
specified pattern and case which starts with ‘SpreadSheet_05.xlIsx’.
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Appendix C: Setting up Full Disk Access Permission

What is Full Disk Access? Full Disk Access is a new security feature in macOS 10.15 or higher that
requires some applications to be given full permission to access your protected files and have certain
administrative settings available.

Here are the steps on how to setup and grant AhsayOBM and java Full Disk Access:

1. Open System Preferences > Security & Privacy.

Finder File Edit
About This Mac

System Preferences...
App Store...

Recent Items
Force Quit...

Sleep
Restart...
Shut Down...

Lock Screen
Log Out admin...

View Go Window Help

www.ahsay.com

® O System Preferences Q s
Sign in to your Apple ID .
Set up iCloud, the App Store and more. M
File — B w | o
N 0 @ L
General Desktop & Dock Mission Siri Spotlight Language Notifications
Screen Saver Control & Region
© 2 © 0 . |a
Internet Users & Accessibility Screen Time Extensions Security
Accounts Groups & Privacy
Software Network Sound Printers & Keyboard Trackpad Mouse Displays
Update Scanners
= TN (o= ( ¥
: A A v
- ;] @ B0 & W
Sidecar Energy Date & Time Sharing Time Startup CDs & DVDs
Saver Machine Disk
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2. Select the Privacy tab.

® 0 <| > Security & Privacy Q Sea

General  FileVault  Firewall

Location Services

Enable Location Services

‘ Contacts
Allow the apps and ices below to your locati

i -
| Reminders
K"

‘ Photos ——
- System Services Details..,

4 Indicates an app that has used your location within the
W Speech Recognition last 24 hours.

. Accessibility | About Location Services & Privacy...

Click the lock to make changes.

3. Select Full Disk Access, then click the lock icon.

® 0 L2 i Security & Privacy Q, Sear

General FileVault ~ Firewall

“ Microphane Allow the apps below to access data like Mail,
Messages, Safari, Home, Time Machine backups and

W Speech Recognition certain administrative settings for all users on this
Mac.

. Accessibility
7 il

Input Monitoring

H Full Disk Access

M Files and Folders

Il screen Recording

:*Qé Automation

Developer Tools

é Click the lock to make changes.

~
E Click the lock to make changes.

www.ahsay.com
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Enter the System Administrator credentials and click Unlock.

~ System Preferences is trying to unlock Security &
Privacy preferences.

.
L=h Enter your password to allow this.

H Microphone

Accessibility

Input Monitoring

|| Full Disk Access

-'._5 zr' Automation

Developer Tools

I | Files and Folders

- Screen Recording

W Speech Recognition

Allow the apps below to access data like Mail,
Messages, Safari, Home, Time Machine backups and
certain administrative settings for all users on this

Mac.

- Terminal

s
[ Click the lock to prevent further changes

Username: admin
Password: eeeessee
Click the + icon.
®0 < Security & Privacy Q
General FileVault  Firewall

Advanced... ?

Add the following:

e Goto Applications, then select AhsayOBM, and click Open.

< |2 0~ = B9 Applications z Q, S
—
@ App Store
@ Recents g Automator
-\ Applications @ Books
5 Deskt T Calculator
eskiop 2 calendar
@ Documents & Chess
® Contacts
© pownloads @ Dictionary
Tags g FaceTime
Find My
e B Font Book
© Orange € Google Chrome
Yellow a lHome c AhsayOBM
& Image Capture Application - 334.7 M8
® Green i Launchpad
® Blue & Mail Information
. Maps
P
® Purple & Messages Created Tuesday, 24 January 2023 at 2:16 PM
® Grey BB Mission Control Meodified Tuesday, 24 January 2023 at 2:16 PM
- 1 t Anannr 1 Tinedase BA lanoan: N2 aF 324 DAL
Cancel Open
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e To add java open Applications > AhsayOBM > jvm > bin, then drag java to the Full

Disk Access window.

I Full Disk Access

General  FileVault Firewall  Privacy 3
Microphone ; +
w il Allow the apps below to access data like Mail,
Messages, Safari, Home, Time Machine backups and
W Speech Recognition certain administrative settings for all users on this
Mac.
Accessibility
v @ AhsayOBM
Input Monitoring — —
[ NN ) ™ bin

< El-=

- w0 O

Favourites
- Screen Recording A Applications
[7] Desktop java iis keytool orbd
\‘_Q: Automation @ Documents
o Downloads
Developer Tools
Locations
@ Network policytool rmid rmiregistry servertool
N Tags
E. Click the lock to prevent fu ® Red -
7. AhsayOBM and java now have Full Disk Access.
® 0 < i Security & Privacy Q I
General FileVault  Firewall RIS
w Microphone . .
Allow the apps below to access data like Mail,
Messages, Safari, Home, Time Machine backups and
W Speech Recognition certain administrative settings for all users on this
Mac.
Accessibility
M -
=== Input Monitoring
@ AhsayOBM
|| Full Disk Access
- Terminal
" Files and Folders
- Screen Recording
-.g !:' Automation + =
Developer Tools
”~
B Click the lock to prevent further changes. Advanced... ?
244
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Appendix D: Create Free Trial Account in AhsayOBM

Users can create a free trial account when they login to AhsayOBM for the first time. Please ensure that
the following requirements are met before creating your trial account:

© A valid email address which will be used for receiving notices. A welcome message will also be
sent upon creation of the account which specifies the User Setting and Quota set for backup in
AhsayCBS.

While here are the limitations of a trial account:

© The Free Trial button will only be displayed once when the user login for the first time. If you
cannot create a free trial account kindly contact your backup service provider.

© Only alphanumeric characters and selected special characters, Ato Z, 0to 9, @, - and _, are
allowed to be used for the Login name. While there may be some limitations on password
complexity and age which is determined by the backup service provider. Please contact your
backup service provider for further details.

The add-on modules available and quota size are determined by your backup service provider.

The trial account period is determined by your backup service provider. Please contact your
backup service provider for details.

NOTE

The Free Trial Registration option may not be available. This depends on the settings of your
backup service provider. Please contact your backup service provider for more information.

Follow the steps below to create a Free Trial backup account in AhsayOBM.

1. Click on Free Trial.

English u

@ AhsayOBM

The Best On-Premises & Cloud
Backup Software

or Login
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2. Configure your Backup Server settings.

Backup Server

http  w  [10.16.10.108 L

Proxy (HTTP)

Use proxy to access the Internet

off [ |

3. Enter the Login name that you want. Also provide your email address and password. Confirm
your password and click OK to create your trial account.

AhsayOBM

Login name

Password
Confirm password

*All fields are required
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Once the trial account is created, this screen will be displayed.

(®) AhsayoBM  Trial Version trial H Bl

& F3 l

Backup Sets Report

£ 1 el

Restore Settings Utilities

All instructions are t

If the user has input their email at Step 3, they will periodically receive an email notification(s)
about the changes to their trial account such as backup report(s), or when the expiration date of

their trial period is approaching in less than 10 days.

Below is an example of the trial expiration email.

Trial account, UserO01, will expire in 3 days Inbox x

Admin = Sl @gmail com>
tome =

G A"'lh.-i')-'i.--r—;':*.

Dear Userd01,

Below is the trial information of this account.

User User001

Registration Day 1172472021

Day(s) to Trial End 3

Total Trial Days 30
Sincerely

Ahsay Suppoert Team

Your trial account will expire in 3 days.Please contact your administrator for further action.
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