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1 Overview

1.1 What is this software?

Ahsay brings you specialized client backup software, namely AhsayOBM, to provide a set of
tools to protect your MariaDB Database Server.

1.2 System Architecture?

Below is the system architecture diagram illustrating the major elements involved in the backup
and restore process among the MariaDB Database Server, AhsayOBM and AhsayCBS.

In this user guide, we will focus on the end-to-end backup and restore process using
AhsayOBM as a client backup software.
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1.3 MariaDB Database Backup Method

AhsayOBM MariaDB Database backup uses a spooling method to make a consistent snapshot
of the database(s) for backup.

For each database backup job AhsayOBM will trigger MariaDB to spool or make a copy of the
database (.sql) file to the temporary folder using the mysqgldump utility.

e Local Disk (<) a D
v Program Files v Temp
v MariaDE 10.4 v Backup5etlD
bin v Spoolirea
v data v MariaDE
chinock |j chincok.sgl
q mysq| q || mysqlsql
nation m}'qudump g nation.sq|l
MariaDB sportdb L] sportdb.sq
tect | | test.sql
include
lib
share

1.4 Mysqgldump Parameters
Here is the mysqgldump parameter list used for generating the spooled dump file:
© --databases
© --password
O --result-file
© --port
O --user
O --host
© --opt
© --quote-names
© --allow-keywords
© --triggers

Example:

For the spooling of the “nation” database to D:\Temp folder, the following parameters will be
used:

Mysqldump --databases nation --user=userl --password=qwerty --host=localhost --port=3306
--opt --quote-names --allow-keywords --triggers --result-file=D:\Temp\nation.sq|l

For details on mysqldump parameters please refer to
https://dev.mysqgl.com/doc/refman/8.0/en/mysaldump.html
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https://dev.mysql.com/doc/refman/8.0/en/mysqldump.html

2 Preparing for Backup and Restore

2.1 Hardware Requirement

To achieve the optimal performance when AhsayOBM is running on your machine, refer to the
following article for the list of hardware requirements.

FAQ: Ahsay Hardware Requirement List (HRL) for version 8.1 or above

2.2 Software Requirement

Make sure the operating system where you have the MariaDB Database Server installed is
compatible with the AhsayOBM. Refer to the following article for the list of compatible operating
systems and application versions.

FAQ: Ahsay Software Compatibility List (SCL) for version 8.1 or above

2.3 Antivirus Exclusion

To optimize performance of AhsayOBM on Windows, and to avoid conflict with your antivirus
software, refer to the following Wiki article the list of processes and directory paths that should
be added to all antivirus software white-list / exclusion list:

FAQ: Suggestion on antivirus exclusions to improve performance of Ahsay software on
Windows

2.4 AhsayOBM Installation

Make sure that the latest version of AhsayOBM is installed directly on the machine where the
MariaDB database(s) are hosted.

NOTE
Backup and restore of MariaDB database(s) running on a remote machine is not supported.



http://wiki.ahsay.com/doku.php?id=public:8000_faq:ahsay_hardware_requirement_list_hrl_for_version_8.1_or_above
https://wiki.ahsay.com/doku.php?id=public:8001_faq:ahsay_software_compatibility_list_scl_for_version_8.1_or_above
https://wiki.ahsay.com/doku.php?id=public:8014_faq:suggestion_on_antivirus_exclusions&s%5b%5d
https://wiki.ahsay.com/doku.php?id=public:8014_faq:suggestion_on_antivirus_exclusions&s%5b%5d

2.5 Add-on Module Requirement

Make sure the MariaDB Database Server add-on module has been enabled in your AhsayOBM
user account.

Please contact your backup service provider for more details.

m Backup Client Settings m

Backup Set Settings of the client backup agent for this user. =
Settings

Report Backup Client

Statistics e AhsayOQBM User AhzayACE User

Effective Policy
Add-on Modules

Microsoft Exchange Server Microsoft SQL Server

m MySQL Database Server E COracle Databaze Server

tetws. Lotus Doming tstws. Lotus Motes

E ‘Windows System Backup ‘Windows System State Backup
ViMware n Hyper-V

E Microsoft Exchange Mailbox ShadowProtect System Backup

[2] nes-anee R 1as - synology

Mobile (max. 10) vy @ Continuous Data Protection

vy Volume Shadow Copy vy u In-File Delta
OpenDirect/ Granular Restore m Office 365 Backup

vy MariaDBE Database Server

2.5.1 Backup Quota Requirement

Make sure that your AhsayOBM user account has sufficient quota assigned to
accommodate the storage of MariaDB Database Server backup set and retention policy.

Please contact your backup service provider for more details.

2.5.2 Java Heap Size

The default Java heap size setting on AhsayOBM is 2048MB. It is highly recommended
to increase the Java heap size setting to be at least 4096MB to improve backup and
restore performance. The actual heap size is dependent on amount of free memory
available on your MariaDB Database Server.

2.5.3 Network Drive

The login accounts for network drives must have read and write access permission to
ensure that backup and restore would be successful.



2.6 MariaDB Database Server Requirements

Please ensure that the following requirements and conditions are met on the MariaDB
database server.

26.1
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MariaDB Version

AhsayOBM support MariaDB version 10.0 or above. For details of all supported
MariaDB versions please refer to FAQ: Ahsay Software Compatibility List (SCL) for
version 8.1 or above.

To verify the MariaDB database version you can run the following query:

Example: MariaDB database version 10.4.12

MariaDB [ (none)]> select version();

R +
| version()

R +
| 10.4.12-MariaDB |
Fmmm e +

1 row in set (0.00 sec)

MariaDB [ (none) ]>

For some older MariaDB database versions, to connect to MariaDB database use the
mysgl -u root -pcommand

Example: MariaDB database version 10.1.22

>mysql -u root -p

Enter password: ***xkxx*x%*

Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 17

Server version: 10.1.22-MariaDB mariadb.org binary distribution

Copyright (c) 2000, 2016, Oracle, MariaDB Corporation Ab and
others.

Type 'help;' or '\h' for help. Type '\c' to clear the current
input statement.

MariaDB [ (none)]> select version();,

e +
| version() |
o +
| 10.1.22-MariaDB |
o +

1 row in set (0.00 sec)

| — :


https://wiki.ahsay.com/doku.php?id=public:8001_faq:ahsay_software_compatibility_list_scl_for_version_8.1_or_above&s%5b%5d=8001
https://wiki.ahsay.com/doku.php?id=public:8001_faq:ahsay_software_compatibility_list_scl_for_version_8.1_or_above&s%5b%5d=8001

2.6.2 MariaDB Database Status

The MariaDB database instance is online.

Example: MariaDB database version 10.4.12

& Computer Management

File Action View Help
e | EHe= HE »enw

3 gnmputer Management (Local . Services

~ [} System Tools i ~ )
@ Task Scheduler MariaDB Nlame Description Status Startup Type Log On As
@ Event Viewer Stopthe semice G Interet Connection Sharin.. Pravides network addr... Manual (Trig... Local System
) Shared Folders Pause the service -\Sf‘;IP Helper Provides tunnel conne..  Running  Automatic Local System
&l Local Users and Groups| | Restart the service £k IPsec Policy Agent Internet Protocol secur...  Running  Manual (Trig..  Network Service
@ Performance -\S;’; KDC Proxy Server service (K., KDC Proxy Server servi... Manual MNetwork Service
& Device Manager &} KtmPRm for Distributed Tran... Coordinates transactio... Manual (Trig...  Network Service

v {25 Storage Description: &5 Link-Layer Tapology Discov... Creates a Network Ma... Manual Local Service

- MariaDB database server
W Windows Server Backu

& Disk Management
~ :ﬂfgg Services and Applications
% Routing and Remote Ac

Core Windows Service ... Automatic
MariaDB database

Diagnostics Hub Stand...

% Local Session Manager Running Local System

Automatic Network Service

Running

Microsoft (R) Diagnostics Hu., Manual Local System

&) Microsoft Account Sign-in ... Enables user sign-in th... Manual (Trig.. Local System
e 3:;;(;5 | &5 Microsoft App-V Client Manages App-V users ... Disabled Local System
ﬁ ontro 2Ex Microsoft iSCSI Initiator Ser... Manages Internet SCSI .. Manual Local System

For some older MariaDB database versions check the MySQL, which is the MariaDB

database, instance is online.

Example: MariaDB database version 10.1.22

A Computer Management

File Action View Help

e AReallolEREREIN 7 N (RN

kS ;Umputer Management (Local . Services
v [} System Tools -

2.6.3
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M Local Users and Groups

Pause the service
Restart the service

L
% MC Host Agent

MariaDE database ...

Running

@ Task Scheduler MySQL MName Description Status Startup Type Log On As

@ Event Viewer {,E:):Mi{rnsﬂft Software Shadow... Manages software... Manual Local Syste...
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v [y Senvices and Applications 6} Network Connectivity Assis... Provides DirectAcc... Manual (Trig...  Local Syste...
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TCP/IP Port

Check the listening port of the MariaDB database instance (default is 3306) using the
command netstat -an.

C:\>netstat -an

Active Connections
Proto Local Address Foreign Address State
TCP 0.0.0.0:135 0.0.0.0:0 LISTENING
TCP 0.0.0.0:445 0.0.0.0:0 LISTENING
TCP 0.0.0.0:2179 0.0.0.0:0 LISTENING
TCP 0.0.0.0:3306 0.0.0.0:0 LISTENING
TCP 0.0.0.0:3389 0.0.0.0:0 LISTENING
TCP 0.0.0.0:5985 0.0.0.0:0 LISTENING
TCP 0.0.0.0:47001 0.0.0.0:0 LISTENING
TCP 0.0.0.0:49664 0.0.0.0:0 LISTENING
TCP 0.0.0.0:49665 0.0.0.0:0 LISTENING
TCP 0.0.0.0:49666 0.0.0.0:0 LISTENING
TCP 0.0.0.0:49668 0.0.0.0:0 LISTENING
TCP 0.0.0.0:49669 0.0.0.0:0 LISTENING
TCP 0.0.0.0:49670 0.0.0.0:0 LISTENING
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TCP 0.0.0.0:49671 0.0.0.0:0 LISTENING
TCP 0.0.0.0:50000 0.0.0.0:0 LISTENING
TCP 10.16.10.88:139 0.0.0.0:0 LISTENING

Mysqldump Utility

The mysqldump utility is installed on the MariaDB database server.

Example: The default location for the mysqgldump utitlity for MariaDB v10.4 is located in
the following folder C:\Program Files\MariaDB 10.4\bin

Mysqgldump Utility Version

The mysgldump utility is the same version as the MariaDB database.

To check the mysqgldump version use the mysqldump —--version command.

C:\Program Files\MariaDB 10.4\bin>mysgldump --version
mysqldump Ver 10.17 Distrib 10.4.12-MariaDB, for Winé4 (AMD64)

C:\Program Files\ MariaDB 10.4\bin>

User Account Privileges

A MariaDB database user account with the following privileges must be setup for the
backup operation.

MariaDB [ (none)]> GRANT ALL PRIVILEGES ON *.* TO
"username"@"localhost" IDENTIFIED BY "password";
Query OK, 0 rows affected (0.003 sec)

MariaDB [ (none)]> GRANT ALL PRIVILEGES ON *.* TO
"username"@"localhost.localdomain" IDENTIFIED BY "password";
Query OK, 0 rows affected (0.002 sec)

MariaDB [ (none)]> FLUSH PRIVILEGES;
Query OK, 0 rows affected (0.002 sec)

MariaDB [ (none) ]>

Localhost

Verify that ‘localhost’ on the MariaDB database server is resolvable using the ping
localhost command.

C:\>ping localhost

Pinging w2klé-std [::1] with 32 bytes of data:

Reply from ::1: time<lms
Reply from ::1: time<Ims
Reply from ::1: time<Ims
Reply from ::1: time<Ims

Ping statistics for ::1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = 0Oms
C:\>

| a— :



‘localhost’ is allowed to access the MariaDB database instance on the MariaDB service
listening port (default 3306) using the command telnet localhost 3306.

# telnet localhost 3306

Y

5.5.5-10.4.12-MariaDB7Ip{8Ele, il

~! G ,X[>cWm=&Fmysqgl native password

NOTE
The telnet utility is not installed by default on some Windows versions.

2.6.8 MariaDB Virtual System Databases

The 'information_schema' and ‘performance_schema’ databases are MariaDB virtual
system databases, which contains information about the user databases on the
MariaDB instance are automatically excluded from the backup source. They are read-
only and cannot be backed up.

MariaDB [ (none)]> show databases;
e +

| Database |
e +

| chinook |

| information schema |

| mysql |

| nation |

| performance schema |

| sportdb |

| test |
o +

7 rows in set (0.002 sec)

2.6.9 Temporary Directory

The databases selected for backup will be temporarily spooled to a temporary directory
before being uploaded to the backup server or destination storage.

Ensure that the temporary directory configured for the MariaDB database backup:

© Is not located on the Windows System C:\ drive

© Has sufficient disk space for the backup operation, the free space on the
temporary directory drive should be at least 150% of the database size. As the
temporary directory is also used for storing index files and any incremental or
differential delta files generated during the backup job before they are uploaded to
the backup destination.

For example:

If the default setting for Delta ratio is 50% for in-file delta, if the total MariaDB
database size is 100GB and there is only one backup destination, the minimum
free space needed on the drive where the temporary directory folder is located =
150GB

100GB = Total MariaDB database size
50GB = Total maximum size of incremental or differential delta files generated

Please bear in mind the size of the databases may grow over time and you may need
to review the temporary directory free space requirements on a regular basis.

www.ahsay.com




To calculate for the size of your databases run the command below.

MariaDB [ (none)]> SELECT
-> table schema 'Database Name',
-> ROUND (SUM (data length + index length) / 1024 / 1024, 2)
'Size in MB'
-> FROM information schema.tables
-> GROUP by table schema;

o o — +
| Database | Size in (MB) |
e - +
| chinook | 1.83 |
| information schema | 0.19 |
| mysql | 2.17

| nation | 3.55 |
| performance schema | 0.00

| sportdb | 2.89 |
| test | 0.77 |
e Fmmm e —————— +

7 rows in set (0.378 sec)

2.7 Limitations

1. Backup and restore must be to the same MariaDB database version.

2.  When restoring MariaDB databases to an alternate location only one database can be
selected and restored at any one time.

3. Restoring databases to another machine can only be done using the Restore raw file
option.



2.8 Best Practices and Recommendations

2.8.1

2.8.2
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Temporary Directory

To ensure an optimal backup/restoration performance, it is highly recommended to set
the temporary directory folder to a location with sufficient free disk space. It must be on
another location other than Drive C: (e.g. Drive E:).

Periodic Backup Schedule

The periodic backup schedule should be reviewed regularly to ensure that the interval
is sufficient to handle the data volume on the machine. Over time, data usage pattern
may change on a production server, i.e. the number of new files created, the number of
files which are updated/deleted, and new users may be added etc.

Consider the following key points to efficiently handle backup sets with periodic backup
schedule.

@  Hardware — to achieve optimal performance, compatible hardware requirements
is a must. Ensure you have the backup machine’s appropriate hardware
specifications to accommodate frequency of backups,

» 50 that the data is always backed up within the periodic backup interval

e so that the backup frequency does not affect the performance of the
production server

@

Network — make sure to have enough network bandwidth to accommodate the
volume of data within the backup interval.

@

Retention Policy - also make sure to consider the retention policy settings and
retention area storage management which can grow because of the changes in
the backup data for each backup job.



3 Logging in to AhsayOBM

Starting with AhsayOBM v8.5.0.0 there are several login scenarios depending on the setting of the
account you are using. The different scenarios will be discussed below:

© Login without 2FA

O Login with 2FA using authenticator app

© Login with 2FA using Twilio

3.1 Login to AhsayOBM without 2FA

1. A shortcut icon of AhsayOBM should have been created on your Windows desktop after
installation. Double click the icon to launch the application.

Lo

AhsayOBM

2. Enter the Login name and Password of your AhsayOBM account provided by your
backup service provider, then click OK to login.

@ AhsayOBM

Login name



3.  After successful login, the following screen will appear.

@AhsuyOBM MariaDBUser H Engllahu o

A E3 h

Backup Sets Report

o B p

Restore Utilities
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3.2 Login to AhsayOBM with 2FA using authenticator app

1. A shortcut icon of AhsayOBM should have been created on your Windows desktop after
installation. Double click the icon to launch the application.

Lo

AhsayOBM

2. Enter the Login name and Password of your AhsayOBM account provided by your
backup service provider, then click OK to login.

English W

@ AhsayOBM

Login name

a

M save password

3. One of the two authentication methods will be displayed to continue with the login:

=  Push Notification and TOTP when using Ahsay Mobile app

@ TOTP only

@ If Ahsay Mobile app was configured to use Push Notification and TOTP then there
are two 2FA modes that can be used:

e Push Notification (default)
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Push notification is the default 2FA mode. Accept the login request on Ahsay
Mobile to complete the login.

Two-Factor Authentication
Please approve notification request in one of registered Authenticator App.
..2 Waiting for response (00:04:38)

Authenticate with one-time password

Example of the login request sent to the Ahsay Mobile app.

Authorization Request

Proceed authorization request for
MariaDBUser

REJECT  ACCEPT

TOTP

However, if push notification is not working or you prefer to use one-time
passcode, click the Authenticate with one-time password link, then input the
one-time passcode generated by Ahsay Mobile to complete the login.

Two-Factor Authentication

Please approve notification request in one of registered Authenticator App.
Waiting for response (00:04:17)

Alternatively, input the one-time passcode generated in your Authenticator App.

5 8 7 7 9 5 (00:00:10)

Example of the one-time passcode generated in Ahsay Mobile.

Ahsay Mobile

AhsayOBM
MariaDBUser

587 795 =

14



@ TOTP only

Enter the one-time passcode generated by the authenticator app to complete the
login.

Two-Factor Authentication

Enter one-time passcode generated from authenticator app

6 1 5 3 3 1 (00:00:07)

Example of the one-time passcode generated in the third party authenticator app
Microsoft Authenticator.

AhsayOBM

MariaDBUser

One-time passwords enabled
® You can use the one-time password codes
generated by this app to verify your sign-ins

One-time password code

” 615331

4.  After successful login, the following screen will appear.

(® Ahsayosm MariaDBUser B engich [ @

ot [

Backup Sets Report

£ X e

Restore Settings Utilities

NOTE

If you have trouble logging in using the authenticator app please refer to Chapter 9 of the
AhsayOBM Quick Start Guide for Windows for more information.



https://www.ahsay.com/download/download_document_v8_obm-quickstart-windows.jsp

3.3 Login to AhsayOBM with 2FA using Twilio

1. A shortcut icon of AhsayOBM should have been created on your Windows desktop after
installation. Double click the icon to launch the application.
&
AhsayOBM
2.

Enter the Login name and Password of your AhsayOBM account provided by your
backup service provider, then click OK to login.

English v

@ AhsayOBM

Login name

W save password

3.  Select your phone number.

Two-Factor Authentication

Please select phone number to receive passcode via SMS message to continue login.

Austria (+43) - ***+**g588
Philippines (+63) - ***#%%*g123

Switzerland (+41) - ******4731

www.ahsay.com
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5.

www.ahsay.com

Enter the passcode and click Verify to login.

Two-Factor Authentication

SMS message with a passcode was already sent to the phone number Philippines (+63) - #*%%#%%5123
Please enter the passcode to continue login.

EUVS - (00:03:59)

Resend passcode

After successful login, the following screen will appear.

(®) Ahsayosm MariaDBUser B engich [ @

ot f

Backup Sets Report

£ 1 /

Restore Utilities



4 Creating a MariaDB Database Backup Set

1. Click the Backup Sets icon on the main interface of AhsayOBM.

L3

Backup Sets

2. Create a new backup set by clicking the Add button to created new backup set.

www.ahsay.com

(®) AhsayOBM

Backup Sets

Add new backup set

Sort by

Creation Time W

[m]

X
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3. Select the Backup set type and name your new backup set and enter the login
information for the MariaDB server then click Next to proceed.
® AhsayOBM _ O «

Create Backup Set

Name

| MariaDB Database Backup |

Backup set type

| o MariaDB Backup v

Login ID

| root |
Password

|
Host Port

| localhost || 3306 |

Path to mysgldump

| C:\Program Files\MariaDB 10.4\bin\mysgldump.exe |-

4. Inthe Backup Source menu, select the MariaDB databases you would like to backup.
Click Next to proceed.
@® AhsayOBM — ] ®

Backup Source

=0 § MariaDB

’ | chinook

] l information_schema
| mysql

| nation

O l performance_schema
| sportdb

| test

NOTE

The ‘information_schema’ and ‘performance_schema’ databases are MariaDB virtual system
databases, which contains information about the user databases on the MariaDB instance, are
automatically excluded from the backup source. They are read-only and cannot be backed up,
therefore they are grayed out and cannot be selected. .

www.ahsay.com 19




5. In the Schedule menu, you can configure a backup schedule for backup job to run
automatically at your specified time interval.
(®) Ahsay0OBM - O X

Schedule

Run scheduled backup for this backup set

on |

Existing schedules
Backup Schedule
Database;Daily (Everyday at 03:00)

Add

Click Add to add a new schedule or double click on the existing schedule to change the
values. Click Next to proceed when you are done setting.

New Backup Schedule

Name

Daily-1
Type

Daily v

Start backup

at V19 w121 »w

Stop

until full backup completed

Run Retention Policy after backup

NOTE

The default backup schedule is daily backup at 3:00 with the backup job will run until completion
and the retention policy job will be run immediately after the backup job.

www.ahsay.com 20




6. Select a backup mode and click the “+” sign icon to select a backup storage destination.

(® AhsayOBM

- [m] >

Destination

Backup mode

Sequential W

Existing storage destinations

+ Add new storage destination / destination pool

7. Select the backup storage destination. Click on OK to proceed.
Example: AhsayCBS server
® AhsayOBM

New Storage Destination / Destination Pool

Name

Destination storage

(3 AhsaycBs

www.ahsay.com
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8. Inthe Encryption window, the default Encrypt Backup Data option is enabled with an
encryption key preset by the system which provides the most secure protection.
(® AhsayOBM - O x

Encryption

Encrypt Backup Data

on |
Encryption Type

Default

Default

User password

Custom

You can choose from one of the following three Encryption Type options:

» Default — an encryption key with 44 alpha numeric characters will be randomly
generated by the system.

» User password — the encryption key will be the same as the login password of
your AhsayOBM at the time when this backup set is created. Please be reminded
that if you change the AhsayOBM login password later, the encryption keys of the
backup sets previously created with this encryption type will remain unchanged.

» Custom — you can customize your encryption key, where you can set your own
algorithm, encryption key, method, and key length.



® AhsayOBM - m] ®

Encryption

Encrypt Backup Data

on |
Encryption Type
Custom v
Algorithm
AES [~
Encryption key
sssese
Re-enter encryption key
sssese
Method
ECB (@ CBC

Key length
128-bit (®) 256-bit

NOTE

For best practice on managing your encryption key, refer to the following wiki article.
https://wiki.ahsay.com/doku.php?id=public:8015 faq:best practices_for _managing_encryption_key

Click Next when you are done setting.

9. If you have enabled the Encryption Key feature in the previous step, the following pop-up
window shows, no matter which encryption type you have selected.
(®) AhsayOBM — m] b

You are advised to write this encryption key down on paper and keep it in
a safe place. You will need it when you need to restore your files later.
Please confirm that you have done so.

Unmask encryption key
Copy to clipboard -

www.ahsay.com 23
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The pop-up window has the following three options to choose from:

» Unmask encryption key — The encryption key is masked by default. Click this
option to show the encryption key.

You are advised to write this encryption key down on paper and keep it in
a safe place. You will need it when you need to restore your files later.
Please confirm that you have done so.

B2ZAG/uUMvnxgvMA4DrmzBI9953z0M+FKw3VhESrTx)88=

Mask encryption key

Copy to clipboard

» Copy to clipboard — Click to copy the encryption key, then you can paste it in
another location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step.

10. Enter the Windows login credentials used by AhsayOBM to authenticate the scheduled or
continuous backup job and click Next to proceed.
(® Ahsay0BM

Windows User Authentication

Domain Name (e.g Ahsay.com) / Host Name

w2k16-std

User name

Administrator

Password

NOTE

If the backup schedule is turned off and the selected destination storage is not a network shared
drive, the Windows User Authentication screen will be automatically skipped. The Windows User
Authentication login credentials can be added or updated post backup set creation.




11. Backup set created.

www.ahsay.com

To start a manual backup job, click on Backup now.

(®) AhsayOEM - m]

Congratulations!

"MariaDB Database Backup" is successfully created.

Backup now Close

To verify the backup set settings, click on Close and then click on the MariaDB
backup set to complete the setup.

(®) AhsayOEM - m]

Backup Sets

Creation Time u

MariaDB Database Backup
Owner: w2k16-std
Newly created on Tuesday, October 20, 2020 14:43

MariaDB

25



(@ AhsayOBM — u] X
> .
» MariaDB Database B... General

Name
General | MariaDB Database Backup
Source owner
wzk16-std
Backup Schedule
o MariaDB
Destination
Login ID
Show advanced settings | " |
ool
Password
LIIILY] |
Host Port
| localhost || 3306 |
Path to mysgldump
| C:AProgram Files\MariaDB 10.4\bin\mysgldump.exe |-
W

Delete this backup set

12. Itis highly recommended to change the Temporary Directory. Select another location with
sufficient free disk space other than Dive C\Users\Administrator\temp.

Go to Others > Temporary Directory. Click Change to browse for another location.

(® AhsayOBM - m] X

ﬁ MariaDB Database B... Temporary Directory

Temporary directory for storing backup files

General [ortemp | change

21GB free out of total 39.51GB space in Dx
source Remove temporary files after backup

Backup Schedule ,
Compressions

Destination Select compression type
In-File Delta | Fast with optimization for local L¥]
Retention Policy Encryption
Command Line Tool Encryption key ~ essase
Copy to clipboard  Unmask encryption key

Reminder Algorithm AES

d d h | Method CBC
Bandwidth Contro Key length 256 bits

Hide advanced settings

Delete this backup set

It is recommended to check the Remove temporary files after backup to make sure the
spooled database files are cleaned up after each backup job to free up space on the
temporary drive. Otherwise, if the temporary drive runs out of space the database backup
job will not run.
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13. Optional: Select your preferred Compression type. By default, the compression is Fast
with optimization for local.

Go to Others > Compressions. Select from the following list:
e No Compression
e Normal
e Fast (Compressed size larger than normal)
e Fast with optimization for local

@ AhsayOBM - m] ®

Muﬁ MariaDB Database B... Temporary Directory

Temporary directory for storing backup files

General [ortemp | change

21GB free out of total 39.51GB space in D:

Source Remove temporary files after backup
Backup Schedule ,
Compressions
Destination Select compression type
In-File Delta Fast with optimization for local L¥]

No Compression

Retention Palicy Normal

Fast (Compressed size larger than normal)

Command Line Tool

Fast with optimization for local

Reminder Algorithm AES
i | Method CBC
Bandwidth Contro Key length 256 bits

Hide advanced settings
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5 Overview on the Backup Process

The following steps are performed during a backup job. For an overview of the detailed process for

Steps 3, 5, 11, and 13, please refer to the following chapters.
© Periodic Data Integrity Check (PDIC) Process (Step 3)

© Backup Set Index Handling Process

@  Start Backup Job (Step 5)

= Completed Backup Job (Step 13)

© Data Validation Check Process (Step 11)

~
Start backup job
J
3 p
Connection from the backup client to the Delta files are generated for MariaDB server
Establishing backup server is established. Generating (if required when in-file delta is enabled).
connection y delta files )
1 \ 9 ~
) . Data are compressed, encrypted, divided into
Encwptlon key is uploaded to the backup server individual data block size of 16 or 32 MB, and
Uep (ifenabled). ~ LU then uploaded to the backup destination(s).
encryption key y files )
2 10 ~
Physical .bak files (data blocks) that do not exist h The number of 16 or 32 MB data blocks, and the
in the index are removed from the backup e individual block size in the backup destination(s)
Running destination(s), then the statistics of both data validation is identical to the blocks transferred.
L s e area and retention area will be recalculated. J check s
11
3 ~\ ~
Running Pre-backup command is running (if configured). Running Retention policy job is running (if enabled).
pre-backup reter_tion )
command J policy
a4 \ 12 N
Latest index.db file and checksum files are Latest index files on the client computer are
downloaded from the backup destination(s) to saved to the backup destination(s), and client
PELLICERES  the temporary folder. [  log files are saved to the backup server.
files
J J
5 N 13 ~

Local file list is compiled according to the backup
source setting.

Running post-

Post-backup command is running (if configured).

backup
y, command J
14 ~
N .
Selected database(s) (including stored routines) If;:;oera;x:t?;i ': fcr;?:;?nftrﬁ:;::kaer:zfraw
’ are backed up to the temporary spool path using Removing ) g p P
CERELEN  the mysqldump utility. (e (if enabled).
temporary ) files J
spool path 15
N N\
Local and remote file lists are compared to
. identify new, updated, moved, or deleted files Backup job completed
Comparing and/or folders since the last backup job.
files ) )

8




5.1 Periodic Data Integrity Check (PDIC) Process

For AhsayOBM v8.3.6.0 (or above), the PDIC will run on the first backup job that falls on the
corresponding day of the week from Monday to Friday.

To minimize the impact of the potential load of large number of PDIC jobs running at the same
time on the AhsayCBS server, the schedule of a PDIC job for each backup set is automatically
determined by the result of the following formula:

PDIC schedule = %BackupSetiD% modulo 5

or
%BackupSetID% mod 5

The calculated result will map to the corresponding day of the week (i.e., from Monday to

Friday).
0 Monday
1 Tuesday
2 Wednesday
3 Thursday
4 Friday

NOTE: The PDIC schedule cannot be changed.
Example:

Backup set ID: 1594627447932

Calculation: 1594627447932 mod 5 =2

|2 | Wednesday

In this example:

e the PDIC will run on the first backup job that falls on Wednesday; or
o if there is no active backup job(s) running from Monday to Friday, then the PDIC will
run on the next available backup job.

NOTE

Although according to the PDIC formula for determining the schedule is %BackupSetID% mod 5,
this schedule only applies if the previous PDIC job was actually run more than 7 days prior.

Under certain conditions, the PDIC may not run strictly according to this formula. For example:

1. If AhsayOBM was upgraded to v8.5 (or above) from an older version v6, v7, or pre-
8.3.6.0 version. In this case, the PDIC job will run on the first backup job after upgrade.

2. If backup jobs for a backup set are not run on a regular daily backup schedule (for
example: on a weekly or monthly schedule), then the PDIC job will run if it detects that

the previous PDIC job was run more than 7 days ago.




Check

Data Integrity

which are more than
90 days old in the
backup destination(s)

LR
Removingindexfiles
from the backup
destination(s) which

are more than 90
days old

o /b0 /& 3
g k
Start Periodic Checkingindexfiles  Checking outdated No index-related

entriesin the index issues found
files if they physically
existin the backup

destination(s)

Check the index files in
the backup destination(s)
to determine if they were
more than 90 days old.

=» If YES, proceed too
=» If NO, proceed to o

@ Check the outdated

entries in the index files
for files and/or folders if
they physically exist in
the backup destination(s).

=» If YES, proceed to e
= If NO, proceed to e

A /el

. - :
Removing outdated  Storage Statistics
entriesin theindex  recalculated
files which do not A A
physically existin
backup destination(s)

o Storage Statistics for

Data area and
Retention area usage
will be recalculated.

o Periodic Data Integrity
check is completed.

o Index files with no issues
will be uploaded to the
current backup destination(s).

o The backup job process
will continue.

o Outdated entries in the

\
o

ﬁ

rd
-

ey
Periodic Data
Integrity Check
completed

Uploadingindex files
with noissuesto the
currentbackup
destination(s)

0
N
S |

Continue backupjob

Index files which are
more than 90 days old
will be removed from the
backup destination(s).

index files for files
and/folders which do not
physically exist in backup
destination(s) will be
removed.

www.ahsay.com
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5.2 Backup Set Index Handling Process
To minimize the possibility of index related issues affecting backups, each time index files are

downloaded from and uploaded to backup destination(s); the file size, last modified date, and
checksum is verified to ensure index file integrity.

5.2.1 Start Backup Job

AhsayOBM

N
AhsayOBM

\L
Index file received by AhsayOBM

L
i<} -0
 Redownload
— index file
e Check index
I N file size
(b ' of
A . >
kk AhsayCBS Backup Server o \k o k‘
- o @ —'e
Download Verify Check Check latest
index.db file N checksum modified date
00" of index.db file
aus @eﬁi
I 3 WEIN
a L{‘ % ﬁ o Redownload o Redownload
A index file index file
Cloud Destination
e Index file is rgtrieved from o Check modified date. Ifindex is valid,
the current directory (i.e., =) If latest modified date use the index.db file
Ahsa_yCl_BS, Cloud is correct, proceedto to compile file list for
Destination, FTP or SFTP). backup.
=» IfNOT, proceed to o
o Index file will be downloaded.
Verify Check checksum e Check index file size. o Index file will be
of index.db file. = Ifindex file size redownloaded.

is correct, proceedto

IfNOT, proceed to
-) If NOT, proceed to o ? o

=» If checksum o is correct, proceedto o Proceedto o




5.2.2

Completed Backup Job

@@
e@ uERTS
@aws n@ g
@(—‘3@.

Eor s

AhsayCBS Backup Server -QR - Cloud Destination

Index file uploaded to AhsayCBS

or Cloud Destination

. e
Index.db

AhsayOHM j

Index file AhsayOBM

\‘\ [ x ]

| Reupload
' index file

Check index
file size

of

h h
Q o Q
ﬁ - | |

- ©-
Check latest
modified date

Venfy Check
checksum
of index.db file

Reupload o Reupload
index file index file

e Index file from AhsayOBM is
uploadedto AhsayCBS, Cloud
Destination, FTP or SFTP.

e Verify Check checksum
of index.db file.

=) If checksum o

is correct, proceedto

=» IfNOT, proceed to o

o Check modified date.
=» |f latest modified date
is correct, proceedto o

=» If NOT, proceed to o

o Check index file size.

=) Ifindex file size
is correct, proceedto e

=» IfNOT, proceed to o

Index file is uploaded
correctly to AhsayCBS
or Cloud Destination.

Index file will be
reuploaded. Proceedto e
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5.3 Data Validation Check Process

As an additional measure to ensure that all files transferred to the backup destination(s) are
received and saved correctly, both the number of 16 or 32 MB data block files and the size of
each block file are checked again after the files are transferred.

S

@
0 _OERG
@ awsen @ea
) s
o \‘ @ L= AhsayCBS ~
Cloud Destination Backup Server Local Drive

NI e o
o (g v

Start Data Data block Data Validation Running
Validation Check size check Check complete Retention Policy

I

o|

)
B (x - [ai

e s

- Block size Block size Statistics
Missing block(s) not identical deletion T
Check the number of 16 or 32 MB Q Files in the missing block(s)
data blocksin the backup will be removed from the
destination(s) is identical to the index.db file.

number of blocks transferred.
0 Statistics will be updated
=» IfYES, proceedto 0 according to the files removed.

=» IfNO, proceedto ° Proceedto Q

Q Check the individual sizes 0 Block size that are not identical
of each data block in the will be removed from the backup
backup destination(s) is destination(s).

identical to the sizes of each
block transferred.

=) If YES, proceedto e Proceedto 0
=9 If NO, proceedto Q

Data validation check is complete.

Proceedto then

e Retention policy will run (if enabled).
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6 Running Backup Jobs

6.1 Login to AhsayOBM

Login to the AhsayOBM application according to the instructions in Chapter 3.

6.2 Start a Manual Backup

1. Click the Backup icon on the main interface of AhsayOBM.

0

el

Backup

2. Select the MariaDB Database backup set which you would like to start a manual backup.

(@ Ahsay0BM - O X

Please Select The Backup Set To Backup

Sort by

Creation Time W

MariaDB Database Backup
Owner: w2k16-std
Newly created on Tuesday, October 20, 2020 14:43

MariaDB




3.

4,

www.ahsay.com

If you would like to modify the In-File Delta type, Destinations, or Run Retention Policy
Settings, click on Show advanced option.

(® AhsayOBM

Choose Your Backup Options

MariaDB Database Backup

MarlaDBE

Backup set type
Database

Show advanced option

Previous Backup Cancel

Click on Backup to start the backup job.

(® AhsayOBM

Choose Your Backup Options

MariaDB Database Backup

MarlaDB

Backup set type
Database

In-File Delta type

() Full
() Differential
(®) Incremental

Destinations

v G AhsayCBS (Host: 125.5.184.164:80)

Retention Palicy
[ "] Run Retention Policy after backup

Hide advanced option




5.

www.ahsay.com

Backup job is completed.

(® AhsayOBM

Backup

MariaDB Database Backup

MarlaDB

AhsayCBS (Host: 125.5.184.164:80)
« Backup Completed Successfully

Estimated time left 0 sec

Backed up 458.04KB (1 file, 1 directory, 0 link)
Elapsed time 14 sec
Transfer rate 142.50Kbit/s
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6.3 Configure Backup Schedule for Automated Backup

1. Click on the Backup Sets icon on the AhsayOBM main interface.

£

Backup Sets

2. Select the backup set that you would like to create a backup schedule for.

® AhsayOBM - O b4

Backup Sets

Sort by

Creation Time

MariaDB Database Backup
Oowner: w2k16-std
Newly created on Tuesday, October 20, 2020 14:43

MariaDB




3.

4.
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Click Backup Schedule.

@ Ahsay0BM — m] X
@ MariaDB Database B... Schedule
Run scheduled backup for this backup set
General off I
Source

Backup Schedule

Destination

Show advanced settings

Turn on the backup schedule by switching the “Run scheduled backup for this backup
set” feature to On, then click the + icon next to Add new schedule.

@® AhsayOBM — O X
@ MariaDB Database B... Schedule
Run scheduled backup for this backup set
General on |
Source Existing schedules
Add new schedule

Backup Schedule

Destination

Show advanced settings

Delete this backup set
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The New Backup Schedule window will appear.

New Backup Schedule

Name
’ Daily-1
Type
Daily v
Start backup

lat |13 v]oow

Stop

until full backup completed w

[ "] Run Retention Policy after backup

In the New Backup Schedule window, configure the following backup schedule settings.

© Name - the name of the backup schedule.

© Type —the type of backup schedule. There are four (4) different types of backup
schedule: Daily, Weekly, Monthly and Custom.

o Daily — the time of the day or interval in minutes/hours which the backup

job will run.
New Backup Schedule
Name
|Dai|y-1
Type
| Daily v
Start backup

|at V|15 v|:4lv

Stop

until full backup completed w

Run Retention Policy after backup
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o Weekly — the day of the week and the time of the day or interval in
minutes/hours which the backup job will run.

Now Rarcl ~ ~hadiile
New Backup Schedule

Backup on these days of the week
[[sun [[JMon [JTue [Iwed [|Thu [ ]Fri [¥]sat
Start backup

iat VHZB vi:}oo v|

Stop

until full backup completed w

[¥] Run Retention Policy after backup

o Monthly - the day of the month and the time of that day which the backup
job will run.

New Backup Schedule

Name

| Monthly-1

Type
Monthly w

Backup on the following day every month

(@ Day Last w

) First w  Sunday ~

Start backup at

: on the selected days

Stop

I until full backup completed w

Run Retention Policy after backup
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[+

Custom — a specific date and the time of that date which the backup job

will run.

Name

Custom-1

Type
Custom w
Backup on the following day once

2020 || June v 31w

Start backup at
23 w159 w

Stop

Run Retention Policy after backup

Start backup — the start time of the backup job.

e}

o

at — this option will start a backup job at a specific time.

every — this option will start a backup job in intervals of minutes or hours.

Start backup
Stop 1 minute "
until full bg 2 minutes
3 minutes
Run Rets 4 minutes backup

5 minutes
& minutes
10 minutes
12 minutes

Start backup

eVErY W 1 minute b

Lal

Stop 30 minutes

i il - A

2 hours

Run Rete backup

3 hours
4 hours
6 hours
8 hours

12 hours v

Here is an example of a backup set that has a periodic and normal backup

schedule.
New Backup Schedule ackup Schedule
Name Name
Weekly-1 Weekly-2
Type Type
Wweekly w Weekly w1

Backup on these days of the week

sun | Mon |« Tue |« Wed | Thu |« Fri
Start backup
every w || 4hours W
Stop

until full backup completed

~| Run Retention Policy after backup

Backup on these days of the week

Sat| v Sun Mon Tue Wed
Start backup
at W21 w00 W
Stop

until full backup completed w

~| Run Retention Policy after backup

Thu

Fri

V| Sat

Figure 1.1

Figure 1.2

-' 2
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Figure 1.1 — Periodic backup schedule runs every 4 hours from Monday —
Friday during business hours

Figure 1.2 — Normal backup schedule runs at 21:00 or 9:00 PM on Saturday
and Sunday on weekend non-business hours

©  Stop - the stop time of the backup job. This only applies to schedules with start
backup “at” and is not supported for periodic backup schedule (start backup
“every”)

o until full backup completed — this option will stop a backup job once it is
complete. This is the configured stop time of the backup job by default.

o after (defined no. of hrs.) — this option will stop a backup job after a
certain number of hours regardless of whether the backup job has
completed or not. This can range from 1 to 24 hrs.

© Run Retention Policy after backup - if enabled, the AhsayOBM will run a
retention policy job to remove files from the backup destination(s) which have
exceeded the retention policy after performing a backup job. To save hard disk
guote in the long run, it is recommended to enable this option.

As an example, the four types of backup schedules may look like the following:

Schedule

Run scheduled backup for this backup set
on |

Existing schedules
ﬁ Daily-1
Daily (Everyday at 15:41)

E Weekly-1
Weekly - Saturday (Every week at 23:00)

E Monthly-1
Monthly - The Last Day (Every month at 23:00)

Custom-1
Custom (07/01/2020 at 23:59)

Add

6. Click Save to confirm your settings once done.



7 Restoring Data

The restore options available:

Original location — AhsayOBM will restore the database(s) from the backup destination
and apply them to the original production MariaDB instance.

Alternate location — AhsayOBM will restore the database(s) from the backup
destination and apply them to the either the original MariaDB instance or another
MariaDB instance on the production machine. This option can also be used to clone a
database by changing the database name.

Restore raw file — AhsayOBM will restore the database *.sql files to a location on the
local machine. Which then can be copied to another MariaDB server on another machine
for manual recovery.

7.1 Login to AhsayOBM

Login to the AhsayOBM application according to the instructions in Chapter 3 Login to
AhsayOBM.

7.2 Automatic MariaDB Database Restore

Restore files from your backup destination and automatically apply them to the MariaDB
database server in the original location.

1.
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Login to MariaDB Server using MariaDB Command Line Client and verify the database
instance is running.

Enter password: ****xxx*x%*

Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 76

Server version: 10.4.12-MariaDB mariadb.org binary distribution

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.
Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective

owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input
sStatement.

MariaDB [ (none)]> show databases;

Fm e +
| Database |
Fmm e +
| information schema |
| mysql |
| performance schema |
| sportdb |
| test |
Fm e +

5 rows in set (0.001 sec)

MariaDB [ (none) ]>




2. In the AhsayOBM main interface, click the Restore icon.

2,

Restore

3. Select the backup set that you would like to restore the MariaDB Database from.

(® AhsayOBM - m] X

Please Select The Backup Set To Restore

Sort by

Creation Time  w

MariaDB Database Backup
Owner: w2k16-std
Last Backup: Tuesday, October 20, 2020 15:47

MariaDB
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Select the storage destination that contains the MariaDB databases that you would like
to restore from.

® AhsayOBM

Select From Where To Restore

MariaDB Database Backup

MariaDB

AhsayCBS
Host: 125.5.184.164:80

Previous Cancel

Select to restore the MariaDB node from a specific backup job then select the files or
folders that you would like to restore. Click Next to proceed.

(® AhsayOBM

Select Your Databases To Be Restored

Select what to restore

Choose from files as of job & || 10/20/2020 w || Latest w
Folders Name Size Date madified
B @ AhsayCBS chinook 438KB 10/20/2020 16:03
t [0 = MariaDB nation 2ZMB 10/20/2020 16:04
(] sportdb 2MB 10/20/2020 16:04
(] test 1KB 10/20/2020 16:04

Restore raw file Items per page | 50 W | Page | 1/1 W

NOTE

To restore to either original or alternate location please unselect the MariaDB data node and
only select the databases only.
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Select to restore the MariaDB Databases to the Original location and click Next to

proceed.
@ Ahsay0BM - m] 4

Choose Where The Databases To Be Restored

Restore databases to
® Original location
Alternate location

Show advanced option

Previous Next Cancel

Confirm the temporary directory path is correct and then click Restore to proceed.
@ Ahszy0BM — m] X

Temporary Directory

Temporary directory for storing restore files

ChUsers\Administratoritemp Browse

Previous Restore Cancel
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8. After the MariaDB database(s) has been restored.

® Ahsay0BM - m]

MariaDB Database Backup

MarlaDB
AhsayCBS (Host: 125.5.184.164:80) ﬁ

G + Restore Completed Successfully
Estimated time left 0 sec
Restored 572.87KB (2 files)
Elapsed time 17 sec
Transfer rate 294.74Kbit/s
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9. Using MariaDB Command Line Client, you can list the restored databases and tables.
Example: Listing the tables in the database using show tables

MariaDB [ (none) ]> show databases;

| chinook |
| information schema |
| mysqgl |
| nation |
| performance schema |
| sportdb |
| test |

7 rows 1in set (0.001 sec)

MariaDB [ (none)]> show tables in chinook;

| |
| |
| customer |
| employee |
| genre |
| invoice |
| invoiceline |
| mediatype |
| playlist |
| playlisttrack |
| track |

11 rows in set (0.001 sec)

MariaDB [ (none)]> show tables in nation;

Fmm +
| Tables in nation |
Fmm +
| addresses |
| affiliations |
| awards |
| continents |
| countries |
Fmm e +

5 rows in set (0.000 sec)

MariaDB [ (none) ]>
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7.3 Manual MariaDB Database Restore

To restore the MariaDB databases from your storage destination to a location on disk and
manually recover the databases.

1. Inthe AhsayOBM main interface, click the Restore icon.

12,

Restore

2. Select the backup set that you would like to restore the MariaDB Database from.

@ Ahsay0BM — m] x

Please Select The Backup Set To Restore

Sort by

Creation Time w

MariaDB Database Backup
Owner: w2k16-std
Last Backup: Tuesday, October 20, 2020 16:03

MariaDB
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3.

Select the storage destination that contains the MariaDB databases that you would like
to restore from.

(® AhsayOBM

Select From Where To Restore

MariaDB Database Backup

MarlaDB

AhsayCBS
Host: 125.5.184.164:80

(C)

Previous Cancel

Select to restore the MariaDB database(s) from a specific backup job then select the files

or folders that you would like to restore and select the Restore raw file option. Click
Next to proceed.

® Ahsay0BM

Select Your Databases To Be Restored

Select what to restore

Choose from files as of job  w

10/20/2020 w || Latest w
Folders Name Size Date modified
E- @ AhsayCBS chinook 458KB 10/20/2020 16:03
[ =5 MariaDB nation 2MB 10/20/2020 16:04
sportdb 2MB 10202020 16:04
O test

1KB 10/20/2020 16:04

| Restore raw file

Items per page | 50 w | Page | 1/1 w

Search
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Select the location on the local machine you wish to restore the MariaDB database files
to. Click Next to proceed.

(® AhsayOBM

Choose Where The Databases To Be Restored

Restore databases to

C:restored

Verify checksum of in-file delta files during restore

Hide advanced option

Previous Next Cancel

Confirm the temporary directory path is correct and then click Restore to proceed.

@ Ahsay0BM

] X

Temporary Directory

Temporary directory for storing restore files

ChUsers\Administratoritemp

Previous Restore Cancel
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7. After the MariaDB database(s) has been restored.
@ Ahsay0BM

Restore

MariaDB Database Backup

MariaDB

AhsayCBS (Host: 125.5.184.164:80) &
G + Restore Completed successfully

Estimated time left 0 sec

Restored 148.67KB (1 file)

Elapsed time 10 sec

Transfer rate 139.68Kbit/s

8. Check the location on the local machine to verify the MariaDB database files have been
restored.

Example: Using Windows File Explorer

I = | MarizDB - ml X
Home Share View & o
» u & cut ) x l T New item ~ open - F Select all
Wl Copy path o -fj Easy access ~ Edit 10 Select none
Pinto Quick Copy Paste Move Copy Delete Rename MNew Properties
access E] Paste shortcut to to - falder - EF_‘\rwertsEIed:ion
Clipboard COrganize MNew Cpen Select
“ v » ThisPC » Local Disk(C:) » restored » MariaDB v | O Search MariaDB 02
~
MName Date modified Type Size
v 3 Quick access D
chinook.sql SOL File 459 KB
[ Desktop b X 4 : ;
[ nation.sqgl SOL File 2,401 KB
¥ Downloads [ sportdbasgl SOL File 2,024 KB
Documents b4
=] Pictures -
i Local Disk (C:) -
» [ This PC

7.3.1 Recovering MariaDB Databases

1. Login to MariaDB Server using MariaDB Command Line Client and verify the database
instance is running.

Enter password: ****x**
Welcome to the MariaDB monitor. Commands end with
Your MariaDB connection id is 90

Server version: 10.4.12-MariaDB mariadb.org binary
distribution

; or \g.

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and
others.
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Type 'help;' or '\h' for help. Type '\c' to clear the
current input statement.

MariaDB [ (none) ]> show databases,

| information schema |
| mysql |
| performance schema |

3 rows in set (0.00 sec)

MariaDB [ (none) ]>

2. Create the database names that need to be recovered.

Example: chinook, nation, and sportdb.

MariaDB [ (none)]> create database chinook;
Query OK, 1 row affected (0.003 sec)

MariaDB [ (none) ]> create database nation;,
Query OK, 1 row affected (0.003 sec)

MariaDB [ (none)]> create database sportdb;
Query OK, 1 row affected (0.003 sec)

3. Recover Databases

Repeat the following steps for all databases you wish to restore.

MariaDB [ (none) ]> use chinook;

Database changed

MariaDB [chinook]> source c:\restored\MariaDB\chinook.sqgl
Query OK, 0 rows affected (0.001 sec)

Query OK, 110 rows affected (0.00 sec)
Records: 110 Duplicates: 0 Warnings: 0

MariaDB [ (none)]> use nation;

Database changed

MariaDB [nation) ]> source c:\restored\MariaDB\nation.sql
Query OK, 0 rows affected (0.01 sec)

Query OK, 148 rows affected (1.9 sec)
Records: 148 Duplicates: 0 Warnings: 0

MariaDB [ (none)]> use sportdb;

Database changed

MariaDB [sportdb]> source c:\restored\MariaDB\sportdb.sqgl
Query OK, 0 rows affected (0.00 sec)

Query OK, 4079 rows affected (0.03 sec)
Records: 4079 Duplicates: 0 Warnings: 0

4. Check the database status

Example: Listing the tables in the database using show tables

MariaDB [ (none) ]> show databases;,
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| Database |

| chinook |
| information schema |
| mysqgl |
| nation |
| performance schema |
| sportdb |
| test]|

7 rows 1in set (0.06 sec)

MariaDB [ (none) ]> show tables in chinook;

| |
| |
| customer |
| employee |
| genre

| invoice |
| invoiceline |
| mediatype |
| playlist |
| playlisttrack |
| track |

11 rows in set (0.001 sec)

MariaDB [ (none) ]> show tables in nation;

Fm +
| Tables in nation
fom e +
addresses
affiliation phases
affiliations

| |
| |
| |
| affiliations documents

| affiliations events

| affiliations media

| american football action participants |
| american football action plays

| american football defensive stats |
| american football down progress stats |
| american football event states |
| american football fumbles stats |
| american football offensive stats |
| american football passing stats |
| american football penalties stats |
| american football rushing stats

| american football sacks against stats |
| american football scoring stats |
| american football special teams stats |
| american football team stats

| awards |
| baseball action contact details |
| baseball action pitches

| baseball action plays

| baseball action substitutions
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baseball defensive group
baseball defensive players
baseball defensive stats
baseball event states
baseball offensive stats
baseball pitching stats
basketball defensive stats
basketball event states
basketball offensive stats
basketball rebounding stats
basketball team stats
bookmakers

continents

core stats

countries

country languages

country stats

db info

display names

document classes

document contents

document fixtures

document fixtures events
document package entry
document packages
documents

documents media

event action fouls

event action participants
event action penalties
event action plays

event action substitutions
event states

events

events documents

events media

events sub_seasons

guests

ice hockey action participants
ice hockey action plays
ice hockey defensive stats
ice hockey event states
ice hockey offensive stats
ice hockey player stats
injury phases

key aliases

key roots

languages

latest revisions

locations

media

media captions

media contents

media keywords

motor racing event states
motor racing qualifying stats
motor racing race stats
outcome totals
participants events
penalty stats

periods
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| person event metadata |
| person phases |
| persons

| persons documents |
| persons media |
| positions |
| publishers |
| rankings |
| records |
| region areas |
| regions |
| roles |
| seasons |
| sites |
| soccer action fouls |
| soccer action participants

| soccer action penalties

| soccer action plays |
| soccer action substitutions |
| soccer defensive stats |
| soccer event states

| soccer foul stats |
| soccer offensive stats

| standing subgroups |
| standings |
| stats |
| sub_periods

| sub seasons |
| team phases |
| teams |
| teams documents |
| teams media |
| tennis action points

| tennis action volleys |
| tennis event states |
| tennis player stats

| tennis return stats |
| tennis service stats |
| tennis set stats |
| tennis team stats

| vips |
| wagering moneylines

| wagering odds lines |
| wagering runlines |
| wagering straight spread lines |
| wagering total score lines |
| weather conditions |

133 rows in set (0.004 sec)

MariaDB [ (none)]> show tables in sportdb;

e +
| Tables in sportdb
e +
addresses
affiliation phases
affiliations

affiliations events

|
|
|
affiliations documents |
|
affiliations media |
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american football action participants
american football action plays
american football defensive stats
american football down progress stats
american football event states
american football fumbles stats
american football offensive stats
american football passing stats
american football penalties stats
american football rushing stats
american football sacks against stats
american football scoring stats
american football special teams stats
american football team stats
awards
baseball action contact details
baseball action pitches

baseball action plays
baseball action substitutions
baseball defensive group

baseball defensive players
baseball defensive stats
baseball event states

baseball offensive stats

baseball pitching stats
basketball defensive stats
basketball event states
basketball offensive stats
basketball rebounding stats
basketball team stats

bookmakers

core stats

db info

display names

document classes

document contents

document fixtures

document fixtures events

document package entry

document packages

documents

documents media

event action fouls

event action participants

event action penalties

event action plays

event action substitutions

event states

events

events documents

events media

events sub seasons

ice hockey action participants
ice hockey action plays

ice hockey defensive stats

ice hockey event states

ice hockey offensive stats

ice hockey player stats

injury phases

key aliases

key roots
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| latest revisions

| locations

| media

| media captions

| media contents

| media keywords

| motor racing event states
| motor racing qualifying stats
| motor;racing_race_stats
| outcome totals

| participants events
| penalty stats

| periods

| person event metadata
| person phases

| persons

| persons documents

| persons media

| positions

| publishers

| rankings

| records

| roles

| seasons

| sites

| soccer action fouls
| soccer action participants
| soccer action penalties
| soccer action plays
| soccer action substitutions

| soccer defensive stats

| soccer event states

| soccer foul stats

| soccer offensive stats

| standing subgroups

| standings

| stats

| sub_periods

| sub seasons

| team phases

| teams

| teams documents

| teams media

| tennis action points

| tennis action volleys

| tennis event states

| tennis player stats

| tennis return stats

| tennis service stats

| tennis set stats

| tennis team stats

| wagering moneylines

| wagering odds lines

| wagering runlines

| wagering straight spread lines
| wagering total score lines

| weather conditions

124 rows in set (0.004 sec)
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7.4 Automatic MariaDB Database Restore (Alternative Location)

1. Login to MariaDB Server using MariaDB Command Line Client and verify the database
instance is running.

Enter password: ****x*x*

Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 90

Server version: 10.4.12-MariaDB mariadb.org binary
distribution

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and
others.

Oracle is a registered trademark of Oracle Corporation
and/or its

affiliates. Other names may be trademarks of their
respective

owners.

Type 'help;' or '\h' for help. Type '\c' to clear the
current input statement.

MariaDB [ (none)]> show databases;,

| chinook |
| information schema |
| mysql |
| nation |
| performance schema |
| sportdb |
| test |

7 rows in set (0.00 sec)

MariaDB [ (none) ]>

2. Inthe AhsayOBM main interface, click the Restore icon.

Restore



3.
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Select the backup set that you would like to restore the MariaDB Database from.

(® AhsayOBM — O X

Please Select The Backup Set To Restore

Sort by

Creation Time  w

MariaDB Database Backup
Owner: w2k16-std
Last Backup: Tuesday, October 20, 2020 16:49

MariaDB

Select the storage destination that contains the MariaDB databases that you would like
to restore from.

® Ahsay0BM - m] X

Select From Where To Restore

MariaDB Database Backup

MarlaDB

@ AhsayCBSs
Host: 125.5.184.164:80

Previous Cancel
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Select to restore the MariaDB node from a specific backup job then select the files or

folders that you would like to restore. Click Next to proceed.
(® AhsayOBM

Select Your Databases To Be Restored

Select what to restore

Choose from files as of job & || 10/20/2020 w || Latest w

Folders Name Size Date modified
- @ AhsayCBS chinook 458KE 10/20/2020 16:49
[0 —a/MariaDB [ Ination 2MB 10/20/2020 16:49
| sportdb 2MB 10/20/2020 16:49
[ ] test 1KB 10/20/2020 16:49

Restore raw file Items per page | 50 W | Page|1/1 w

Previous Next Cancel

NOTE

To restore to either original or alternate location please unselect the MariaDB data node and
only select the databases only.

Select to restore the MariaDB Databases to the alternate location and click Next to
proceed.

(® AhsayOBM

Choose Where The Databases To Be Restored

Restore databases to
Original location
@) Alternate location

Show advanced option
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7. Confirm the MariaDB database details such as Database name, Host, Port, Username,
and Password.

Example: To restore and clone a copy of the chinook database on the original server

with new name chinook_clone.
@ Ahsay0BM - m] P4

Alternate database

Database name | chinook_clone

Host localhost
Port 3306
Username root
Password sesene

Previous Next Cancel

8. Confirm the temporary directory path is correct and then click Restore to proceed.
® AhsayOBM - m] X

Temporary Directory

Temporary directory for storing restore files

C\Users\administratoritemp Browse

Previous Restore Cancel




9. After the MariaDB database(s) has been restored.

(® AhsayQBM — O x

Restore

MariaDB Database Backup

MariaDB

G AhsayCBS (Host: 125.5.184.164:80)

+ Restore Completed Successfully
Estimated time left 0 sec

Restored 148.67KB (1 file)
Elapsed time 8 sec
Transfer rate 168.70Kbit/s

10. Using MariaDB Command Line Client, you can list the restored databases and tables.

Example: Listing the tables in the restore cloned database using show tables
MariaDB [ (none)]> show databases;

| chinook |
| chinook clone |
| information schema |
| mysql |
| nation |
| performance schema |
| sportdb |
| test |

8 rows in set (0.001 sec)

MariaDB [ (none)]> show tables in chinook clone;

| album |
| artist |
| customer |
| employee |
| genre

| invoice |
| invoiceline

| mediatype |
| playlist |
| playlisttrack |
| track |

11 rows in set (0.001 sec)
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8 Contacting Ahsay

8.1 Technical Assistance

To contact Ahsay support representatives for technical assistance, visit the Partner Portal:
https://www.ahsay.com/partners/

Also use the Ahsay Wikipedia for resource such as Hardware Compatibility List, Software
Compatibility List, and other product information:
https://wiki.ahsay.com/

8.2 Documentation

Documentations for all Ahsay products are available at:
https://www.ahsay.com/jsp/en/downloads/ahsay-downloads documentation quides.jsp

You can send us suggestions for improvements or report on issues in the documentation by
contacting us at:
https://www.ahsay.com/partners/

Please specify the specific document title as well as the change required/suggestion when
contacting us.



