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1 Getting started

1.1 Introduction

This user guide aims to provide detailed information on backing up and restoring individual
mail items and public folder items stored in Microsoft Exchange Server 2007/2010/2013 with
AhsayOBM using the MS Exchange mail level backup set.

An MS Exchange mail level backup must be utilized in conjunction with full Information Store
backup (Exchange Database backup set), as mail level backup for Microsoft Exchange
Server is not designed to fully protect an Exchange Server, but to facilitate easy and fast
recovery of emails, contacts, calendars for individual mailboxes and public folder items.

AhsayOBM supports backup of mailboxes on both MS Exchange server in backup option for
Exchange Server deployed in standalone and Database Availability Group (DAG) setups.

1.2 What is this software?

Ahsay brings you specialized client backup software, namely AhsayOBM, to provide a set of
tools to protect your mailboxes and public folders on Microsoft Exchange Server
2007/2010/2013. This includes backup and recovery of individual emails, contacts, calendars
and other mail items in your mailboxes and public folders, with snapshots / versioning, and

retention policy to protect even email that you may have accidentally deleted from your
Exchange 2007/2010/2013 mailboxes or public folders.

1.3 System Architecture

Below is the system architecture diagram illustrating the major elements involved in the
backup process among the Microsoft Exchange Server, AhsayOBM backup client, AhsayCBS
backup server, and Cloud storage.

J. Replication 4

AhsayOBM

IIIIIEI lIIIIEEMﬁ IIIIIEIIII;
‘ l ' Qaﬂe ®
--- NTERNET @ = 0 9.:.:,'.53
<t/ > o & o mas

Cloud Storage

Local / Network Storage



1.4 Why should | use AhsayOBM to back up my Exchange
2007/2010/2013 Mailboxes and Public Folders?

We are committed to bringing you a comprehensive Exchange 2007/2010/2013 mail level
backup solution with AhsayOBM. Below are some key areas we can help make your backup
experience a better one.

Easy Setup % Professional Services

Setup is a few clicks away-our enhanced AhsayOBM v8 can be easily downloaded and
installed in just a few clicks. The refined user interface also provides user-friendly instruction
to guide you through installation, configuration, backup and restore. The intuitive setup
procedures together with instructions in this user guide makes the software installation and
operation easy even for layman users. That being said, if you do run into any problems during
setup, we are here to help out. Visit the URL below for details on technical assistance.

Ahsay Partner Portal

Professional Services

AhsayOBM Installation and Configuration Service

If you would like to save the time from reading through this document for setup, we have introduced this
service to take care of all the installation and setup for you. On top of the installation and setup services,
we also have a whole series of premium after-sales services to provide you with the best user
experience possible.

Valid Maintenance

Our Valid Maintenance provides you with professional and timely customer support along the way. You
are entitled to the Valid Maintenance for free during the first year of your service subscription, and
recurring annual fee at 20% of your annual subscription fee.

Refer to our Professional Services webpage for further details and subscription.

5 Fast and Efficient

We understand that backup could be a time and resources consuming process, which is why

AhsayOBM is designed with advanced technologies to make backup a fast and efficient
process.

We also understand that you may wish to run backup at a specified time interval of your
choice, that’'s why we also allow you to set your own backup schedules so that you can take
full control of the time when to perform backup.

© Multi-threading—this technology utilizes the computing power of multiple CPU cores for
creating multiple backup and restore threads to produce fast backup and restore
performance.

© Block Level Incremental Backup—-this technology breaks down the backup files into
multiple blocks and only the changed blocks will be backed up each time.


https://idp.ahsay.com/idp/Authn/RemoteUser
https://shop.ahsay.com/sms/catalogue/ListOffers.do?currentGroup=Installation%2c+Upgrade+and+Support+Services

_| Centralized Management Console

Our enriched features on the centralized web console offers you a one-stop location for
monitoring and managing your backup and restore, whether you are a system administrator
or backup user. Below is an overview of what you can do with it. For more details regarding
the setup and operations of the centralized management console, refer to the AhsayCBS
User’'s Guide for detalils.

Create backup set
Configure user settings
Configure backup settings

View and download backup and restore reports

© 0 0 ©

Monitor backup and restore live activities

o Cloud Destination Backup

To offer you with the highest flexibility of backup destination, you can now back up mail
objects to a wide range of cloud storage destinations. Below is a list of supported cloud
destinations.

:‘ZV;C’ Aliyun (pofH 2)* Microsoft Azure

EKHET CTYun (Eh{E KR A )

Microsoft OneDrive

dWs Amazon S3 Microsoft OneDrive for Business

pO D

OneDrive
for Business

amazon

webservices AWS 83 Compatible Cloud Storage (3 Rackspace
@ Wasabi n OpenStack
‘ Backblaze
N\ Dropbox
e Google Cloud Storage ® FTP
L Google Drive é SFTP

Cloud backup gives you two major advantages:

© Cloud Backup for Extra Protection — you can back up your MS Exchange mail
objects to a cloud destination of your choice. Utilizing cloud backup gives you an extra
layer of protection in the event of a local drive corruption, where you will still be able to
retrieve data from the cloud destination.

© Eliminate Hardware Investment — with the increasingly affordable cloud storage cost,
you can deploy on cloud platform and utilize cloud storage as your centralized data


https://download.ahsay.com/support/document/v8/guide_cbs_user_v8.pdf
https://download.ahsay.com/support/document/v8/guide_cbs_user_v8.pdf

repository, or simply expand your cloud storage as a backup destination without having
to invest on hardware.

>

———~ High Level of Security

We understand your Exchange mail objects may contain sensitive information that needs to
be protected, that is why your backup data will be encrypted with the highest level of security
measure.

© Un-hackable Encryption Key — to provide the best protection to your backup data,
you can turn on the encryption feature which will by default encrypt the backup data
locally with AES 256-bit truly randomized encryption key.

© Encryption Key Recovery — Furthermore, we have a backup plan for you to recover
your encryption key in case you have lost it. Your backup service provider can make it
mandatory for you to upload the encryption key to the centralized management console,
the encryption key will be uploaded in hashed format and will only be used when you
request for a recovery.

1.5 About This Document

151 Document
The document is divided into two main parts.

Part 1: Preparation for Exchange Mail-Level Backup & Restore

Requirements

Requirements for AhsayOBM, MS Exchange Server 2007/2010/2013, and
Windows Operating System.

Part 2: Perform Mail-Level Backup and Restore on MS Exchange Server

Standalone Backup Option

Create mail-level backup set, run mail-level backup job and restore mail-level
backup

Database Availability Group (DAG) Backup Option

Create mail-level backup set, run mail-level backup job and restore mail-level
backup

1.5.2 What should | expect from this document?

After reading through this documentation, you can expect to have sufficient knowledge to
set up your system to make mail-level backup of Exchange Server 2007/2010/2013 on
AhsayOBM, as well as to carry out an end-to-end backup and restore process.

1.5.3 Who should read this document?

This documentation is intended for backup administrators and IT professionals who are
responsible for the Exchange Server 2007/2010/2013 mail-level backup and restore.



2 Preparation for Backup and Restore

2.1 Advisory on Supported Protocol for Microsoft Exchange
Server 2013

This advisory will explain the supported protocol for the Microsoft Exchange Server 2013. It
will also discuss the difference of the old and new protocol to allow users to understand more
effectively.

Microsoft Exchange Server 2013 mail level backups which uses the protocol Messaging
Application Programming Interface (MAPI) will no longer be supported as of MS Exchange
2013 Cumulative Update 23 and later due to limitations and functionality issues with MAPI,
instead this will be replaced by EWS API.

What is the difference between Messaging Application Programming
Interface (MAPI) and Exchange Web Service (EWS) API?

MAPI is a client protocol that lets users access their mailbox by using Outlook or other MAPI
email clients originally designed by Microsoft in 1987.

EWS API is a newer protocol that allows programmers to access Microsoft Exchange items
such as calendars, contacts, and email.

Both are protocols introduced by Microsoft intended for client applications to access
information stored in MS Exchange. However, due to limitations with MAPI, it will be replaced
by the EWS API.

WARNING:

If you continue to use the MAPI backup mode and the MS Exchange Server 2013 is updated
to Cumulative Updated 23 and later, this will have an impact on the backup and restore:

0 Microsoft Exchange 2013 Mail Level backups will stop working

0 All items already backed will no longer be recoverable to Microsoft Exchange
2013

Furthermore, MAPI backup mode will not be fully functional after the MS Exchange 2013
Cumulative Update 20 or later is applied as MAPI is unable to access the Public Folder items
from MS Exchange 2013 Database. The following are the result of the unfunctional MAPI:

0 Inability to backup items in MS Exchange 2013 Public Folder Databases
0 Inability to restore items in MS Exchange 2013 Public Folder Databases

It is highly recommended to use the EWS API to avoid the above inconveniences on your
backup and restore process.



2.2 Requirement
You are strongly recommended to check all the settings below before you proceed with the MS
Exchange Mail Level 2007/2010/2013 backup and restore.

2.2.1 Software Requirement

Refer to the following article for the list of compatible operating systems and application
versions.

FAQ: Ahsay Software Compatibility List (SCL) for version 8.1 or above

2.2.2 Antivirus Exclusion Requirement

To optimize performance of AhsayOBM on Windows, and to avoid conflict with your
antivirus software, refer to the following KB article the list of processes and directory paths
that should be added to all antivirus software white-list / exclusion list:
https://wiki.ahsay.com/doku.php?id=public:8014 suggestion_on_antivirus_exclusions

NOTE
For AhsayOBM version 8.1 or above, the bJW.exe process is automatically added to Windows
Defender exclusion list for Windows 10 and 2016, during installation / upgrade via installer or
upgrade via AUA.

2.2.3 AhsayOBM Installation

The latest version of AhsayOBM must be installed on the MS Exchange Server hosting the
mailbox database.

For backup of mailboxes on MS Exchange Server 2013 Database Availability Group (DAG),
ensure the same AhsayOBM version is installed on all member servers.

For MS Exchange Server 2013, Database Availability Group (DAG) backup option is
available, please refer to Performing Mail Level Backup for Microsoft Exchange 2013 in
Database Availability Group (DAG) for details.

2.2.4 AhsayOBM Licenses

AhsayOBM licenses are calculated on a per device basis.

i.  For backup of mailboxes on a standalone Microsoft Exchange 2007/2010/2013
Server, one AhsayOBM license is required.

ii. For backup of mailboxes on a Microsoft Exchange Server 2013 DAG setup, the
number of AhsayOBM licenses required is equal to the number of members (nodes)
in the DAG. For example, if there are three members then three AhsayOBM licenses
are required.

Please contact your backup service provider for more details

2.2.5 Backup Quota Requirement

Make sure that your AhsayOBM user account has sufficient storage quota assigned to
accommodate the storage of additional Exchange mailbox and public folder items for the
new mail level backup set.

Please contact your backup service provider for more detalils.


https://wiki.ahsay.com/doku.php?id=public:8001_faq:ahsay_software_compatibility_list_scl_for_version_8.1_or_above&s%5b%5d=8001
https://wiki.ahsay.com/doku.php?id=public:8014_faq:suggestion_on_antivirus_exclusions&s%5b%5d

2.2.6 Network Drive Requirement
The login accounts for network drives must have read and write access permission to
ensure that backup and restore would be successful.
2.2.7 Microsoft Exchange Mailbox Add-On Module
One Microsoft Exchange Mailbox license is required for the backup of each user mailbox.
Make sure the Microsoft Exchange Mailbox feature has been enabled as an add-on module
in your AhsayOBM user account and there is sufficient Microsoft Exchange Mailbox license
quota to cover the backup of your mailboxes.
Please contact your backup service provider for more details.
Backup Set Settings of the client backup agent for this user.
Settings
Report Backup Client
Statistics ® AhsayOBM User AhzayACE User
Effective Policy
Add-on Modules
' Microsoft Exchange Server Microsoft SQL Server
vy "\‘"-.( MySQL Database Server E Oracle Database Server
+ ttm Lotus Domino st L otus Motes
vy E ‘Windows System Backup E ‘Windows System State Backup
Viiware n Hyper-V
| + E Microsoft Exchange Mailbox | 20 | ShadowProtect System Backup
Q NAS - QNAP m NAS - Synology
v, ﬂ Mobile {max. 10) vy @ Continuous Data Protection
+ Volume Shadow Copy vy u In-File Delta
OpenDirect ! Granular Restore m Office 365 Backup
MariaDE Database Server
2.2.8 Scheduled Backup for Exchange Server in Data Availability Group
(DAG) Option
Scheduled backup is required if you choose to backup MS Exchange server 2013 setup in
DAG option, as AhsayOBM on all DAG members will use the scheduled backup time to start
backups on all individual DAG members at the same time.
An MS Exchange server 2013 DAG backup cycle is considered complete only when
scheduled backup on all DAG members have been run successfully. A backup report will be
generated and emailed to the recipients when a complete MS Exchange server 2013 DAG
backup cycle has taken place.
Please keep in mind that manual backup will only be considered as individual mail level
backup, and therefore will not be counted as part of the DAG backup cycle.




2.2.9

2.2.10

2.2.11

Temporary Directory Folder

The Temporary Directory folder is used by AhsayOBM for storing backup set index files and
any incremental or differential delta files generated during a backup job. To ensure optimal
backup/restoration performance, the temporary directory folder is located on a local drive
with plenty of free disk space.

Backup Source

Ensure “Hide from Exchange address list” is unchecked for user mailboxes, otherwise
the mailbox will not be visible in the AhsayOBM backup source and therefore cannot be
selected for backup.

e~ |
I ail Flow Seftings I M ailbox Features I Calendar S ettings
tember OF I E-Mail Addiesses I tailbox Settings I
General | User Information I Address and Phane I Organization | Account
&@ Feter Koo

Organizational unit:  #2k10.lacal/Users

Last logged on by:

Total items:

Size [KB):

Mailbox database:  Maibox Database 0333251678
Airchive database:

Modified: Wednesday, October 25, 2017 2:50: 25 PM

Aliag:
Ipeter

I ™ Hide from Exchange address lists I

“iew and modify custom attributes: Custom Attibutes. .. |
57 | akK I Cancel | Spply | Help |

Mailbox Access Permission

The Active Directory account used to authenticate the backup must have full access to the
mailboxes. To grant full access right for the account, enter the following command in
Exchange Management Shell.

Open the Exchange Management Shell by clicking Start > Microsoft Exchange Server >
Exchange Management Shell.

Exchange Server 2007

Enter the following command in Exchange Management Shell

Get-MailboxServer | Add-ADPermission -User "%os username$'" -
AccessRights GenericAll -ExtendedRights ms-exch-store-
admin, receive-as,send-as —-InheritanceType All

%o0s_username% is the username of the operating system account for backup.

Example: granting permission to local account "system"

Get-MailboxServer | Add-ADPermission -User "system" -
AccessRights GenericAll -ExtendedRights ms-exch-store-
admin,receive-as,send-as —-InheritanceType All




Other useful commands:

© To show added permission for an AD account
|Get—MailbOXServer | Get-ADPermission -User

"o on |

©0S_username-s

Example, to show added permission for local account "system"
IGet—MailbOXServer | Get-ADPermission -User "system" |

© To remove permission from an AD account

Get-MailboxServer | Remove-ADPermission -User "3os username?"
- AccessRights GenericAll -ExtendedRights ms-exch-store-
admin,receive-as,send-as —-InheritanceType All

Example, to remove permission from local account "system"
Get-MailboxServer | Remove-ADPermission -User "system" -
AccessRights GenericAll -ExtendedRights ms-exch-store-
admin, receive-as,send-as —-InheritanceType All

Reboot the Exchange Server after executing the command.

Exchange Server 2010/ 2013

Enter the following command in Exchange Management Shell
Get-Mailbox | Add-MailboxPermission -User "%os username?"
-AccessRights FullAccess

%o0s_username% is the username of the operating system account for backup.

Example: granting permission to local account "system"

Get-Mailbox | Add-MailboxPermission -User "system" -
AccessRights FullAccess

Other useful commands:

© Remove permission from an AD account
Get-Mailbox | Remove-MailboxPermission -User "%os usernames"
AccessRights FullAccess

Example:
Get-Mailbox | Remove-MailboxPermission -User "system" -
AccessRights FullAccess

© To view the mailbox permission of a user
|Get—Mailbox | Get-MailboxPermission -User

"o on |

©0S_username-o

Example:
‘Get—Mailbox | Get-MailboxPermission -User "system" ‘

Reboot the Exchange Server after executing the command.

2.2.12 Windows User Account Permission

The Active Directory account used to authenticate the backup must be a member of the
following security groups.

Exchange Server 2007

© Microsoft Exchange Security \ Exchange Organization Administrators

© Microsoft Exchange Security \ Exchange Servers



© Users \ Domain Admins
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If this group are, .
this group can...
bunt for guest ...
K I
i ! Ok | Concel e | =
Exchange Server 2010 /2013
© Microsoft Exchange Security \ Organization Management
© Users \ Administrator
© Users \ Domain Admins
© Users \ Enterprise Admins
3 Administrator Properties ? —[a] x
File Action View Help Remote correl | Remote Deskiop Servicas Prefle | COM=
= n[m £ 8 Gonerdl | Addess | Account | Profile | Teleshonss | Ormarization
— Member CF Digin |  Envionment | Sessions
— Active Directory Users and Diescription -~
p ] Saved Cueries Mamber of Built-in account for ad...
4 33 qedlahsay.com Name Active Directory Domain Services Folder IMembers in this group
t ] Builtin i gad1 ahzay.com/ Buitin Members of this group ..
p [ Computers Deman Adming 5231 sheay com./Lsers Mernbers of this group ¢,
b 2] Domain Controller Domain Usarz ga21.ahsay.com/ Users Members in thi
I [ ForeignSecurityPrid Entemrize Admins qallahsay.com/Users Emists i greup <
b &1 LoadGen Objects Exchange Servers 0231 zhsay com/Microseft Exchange Secy =
b [7] Managed Service 4 Group Policy Creator Owners  gad1.ahsay.com// Users DNSA‘_:I”'""'EHME Gre.
b E] Microsoft Exchang| Orgarization Management  ga31 shsay com/Microseft Exchange Sect DN? clients Wh"laf.‘ per.,
= Users Schema Admins galzhsay.com/ Users Designated administrato
- <] i N All workstations and ser.,

All domain controllers i.,
All domain guests

Al domain users
Designated administrato
Members of this group ..

Primary group: Doman Users

There is no need to change Primany group unbess
_ you hawve Macintosh clients or POSIX-compliant
appications.

Set Primary Group

Mernbers in this group ¢
Built-in account for gue,

w

< [ m >

oK asty | [ Heb

Steps to check the current settings

1. Click Start > Control Panel > Administrative Tools, and then click Active Directory
Users and Computers.
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2. Browse to the organization unit containing the corresponding operating system
account.

3. Right click on the user and select Properties.

4, Select the Member Of tab to check on the membership setting.

2.2.13 Enabling Mailbox on Windows User Account

Make sure the Windows account used to authenticate the backup has a mailbox enabled.

Follow the steps below to verify.

Exchange Server 2007 / 2010

1. Click Start > Microsoft Exchange Server 2007/2010, and then click Exchange
Management Console.

2. Click to expand the Recipient Configuration menu tree, and then select Mailbox.
3. Right click on the user and select Properties.
4, Select the General tab to check the settings.

Make sure the Hide from Exchange address lists box is not checked.

Exchange Management Console [ =10] =|
5 e o T
o s Bl M © Aot | MemberOf | EMad Addesses
£7 Microsoft Exchange E Mailbox: Setfings ] Mail Flow Seftings | Mailbox Features I Actions
(& £ Organization Configuration [ General I User Information |  Addressand Phone | Organization | Haill .
(= 3 Server Configuration 1 .
2 5 Maibox - o m I Modify the Mawimum hum. .,
S Clent Access —: uii &G Fnd
2 Hub Transport
. Zim Unified Messaging 1 Orgarizational unt:  ahsayga local/Users i3 New Malbo, ..
= Redpient Configuration L
* &3 Maibox o ¢ Lostkggedonby:  AHSAYQA\Admistetor 5 Exportiist...
H4, Distribution Group L Total zems: #63 Ve 3
7 Mail Contact [}
3 Disconnected Malbax ] Size (KE) 20860 |0, Refresh
& Taokor : Exchange server:  winZk® Help
K Maibax database:  Firat Storage Group'\Maibox Database LT AR -
© Madfied: Trursday, May 05, 2011 73316 PM i3 Dieatle
7 Remove
Hlias: bd Move Maibox. ..
[Adbriristretor (g Enabie Urified Messaging. .
[™ Fide from Bxchange addvess lists % Manage Send As Permiss...
View and modfy cusiom attibutes. Custom Atiibutes... ¥ Manage Full Access Permi...
] eroperties
Help
| ok | ol | e || mep |
| | |

Note: A mailbox-enabled user is a Windows Active Directory user that has one or more
Exchange Server mailboxes associated with it.

Exchange Server 2013

Refer to the following article from Microsoft for more details on how to check if an account is
mailbox enabled.

https://docs.microsoft.com/en-us/exchange/create-user-mailboxes-exchange-2013-help



https://docs.microsoft.com/en-us/exchange/create-user-mailboxes-exchange-2013-help

2.2.14 Remote Exchange Management Shell

For setup on MS Exchange Server 2010 / 2013, the Remote Exchange Management Shell
must be enabled for the operating system account used for the backup.

Enter the following command in Exchange Management Shell to enable this feature.
>Set-User "$%os username$" -RemotePowerShellEnabled $True

Reboot the Exchange Server after executing the command.

Note: Remote Shell in Microsoft Exchange Server enables you to manage your server
running Exchange.

2.2.15 Collaboration Data Objects (CDO) 1.2.1
The latest version of CDO must be installed on the Exchange Server for the mail level

backup job to work properly.

Download and install the latest version CDO via the URL below. If you already have CDO
installed on the Exchange Server but are not sure if it is the latest version, you are
recommended to uninstall the current version and re-install via the URL below.

Exchange Server 2007 / 2010

© Exchange Server with MS Outlook 2007
https://www.microsoft.com/en-us/download/details.aspx?id=3671

© Exchange Server without MS Outlook 2007
https://www.microsoft.com/en-gb/download/details.aspx?id=42040

Exchange Server 2013

https://www.microsoft.com/en-gb/download/details.aspx?id=42040



https://www.microsoft.com/en-us/download/details.aspx?id=3671
https://www.microsoft.com/en-gb/download/details.aspx?id=42040
https://www.microsoft.com/en-gb/download/details.aspx?id=42040

2.2.16 LAN Manager Authentication Level
Exchange Server 2013

The LAN Manager Authentication level configured on the Exchange Server must be level 3
or above. Follow the steps below to check the settings.

1. Click Start > Control Panel > Administrative Tools, and then click Local Security
Policy.

xR Shartcut Tools

Home Share View Manage

T |E v Control Panel » All Contrel Panel ltems » Administrative Tools w O Search Administr., 2 |

“r Favorites li Name - Date modified Type ~
B Desktop El Internet Information Services (I13) 6.0 Manager 822/2013 250 PM Shortcut
% Downloads [a3 Internet Information Services {II5) Manager 222013 250 P Shortcut
| Recent places @, 15C5! Initiator Br22fAN3 25T PM Shortcut
# Local Security Policy 822/2013 254 PM  Shortcut
& This PC E‘ QDBC Data Sources (32-bit) 2NN TEEAM  Shortcut
i Desktop ODBC Data Sources (64-bit) 8/22/2013 259 PM  Shortcut
' Documents @ Performance Monitar B/22/MN3 252 PM  Shortcut
& Downloads @ Resource Menitor B22/2013 2252 PM Shortcut
B Music i Securty Configuration Wizard 8/22/2013245PM  Shorteut
£ Pictures [ Server Manager 8222013 255PM  Shorteut
B Videes [#); Services B2 AN3 254 PM  Shortcut
i Local Disk (C) | A aldils L
36 iterns 1 tem selected 1.09 KB

2. Under Security Settings, expand Local Policies > Security Options, then click
Network security: LAN Manager authentication level.

3. Make sure that the setting is configured to use NTLMv2, for example:

@ Send NTLMv2 response only
@ Send NTLMv2 response only. Refuse LM

@ Send NTLMv2 response only. Refuse LM & NTLM

& Local Security Policy = [l s
File Actien View Help

| =[m EE
e nm XE = Local Securty Settng | Exglsin |
T Security Settings ' ) ) Ikecurity Setting -~
b T3 Account Policies :‘i Hetwork securty: LAN Manager authertication level hisabled
4 g Local Policies = Enabled
b [ 4 Audit Policy hisabled
p [ 3 User Rights Assignme icabled
i Security Options | v| i cabled
b ] Windows Firewall with Ag Send LM & NTLM responses el !
T Network List Manager P Send LM & NTLM - use NTLMv2 session security # negotisted [netiegan, samiisarpc
et enag Send NTLM response orly bystem' CurrentControlS...
I Public Key Policies Send NTLMy2 response only erm\ CurrentControls..
b 7 Software Restriction Poli Send NTLMv2 response anly. Fefuse LM st .
b 1 Application Contrel Polid Send MTLMvZ response only. Refuse LM & NTLM Enabled
b 8, 1P Security Policies on Lo 1ot Defined
b = Advanced Audit Policy C| Hlossic - local users auth...
Enabled
ot Defined
Net Defined =
Mot Defined
Enabled L
Dizabled
Mot Defined
Negatiate signing
equire 128-bit encrypti...
equire 128-bit encrypti...
| ok || canea 2pply ot Defined |
< m | ot Defined ~
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2.2.17 Windows PowerShell 2.0 Engine

Make sure the Windows PowerShell 2.0 Engine is installed.

Exchange Server 2013

To install the feature:

1. Navigate to Server Manager > Manage, then select Add Roles and Features.

2. On the Select installation type screen, select Role-based or feature-based
installation.

3. Select the target server.

4, On the Select features screen, go to the Features option, check the box next to

Windows PowerShell 2.0 Engine.

DESTINATION SEAVER

Select features X201 43¢h201 Sdceal

Before You Begin Select one or more features to install on the selected server.

nsiallation Type Features Description
Sarver Selection L emmm e s e mm e ry Windews PewerShell 2.0 Engine :
Sepver Roles [V Windews Identity Foundation 3.5 (Installed) includes the corz companents fram
[0 Windowes Intemal Databaze Windows PowerShell 2.0 for ) ]

backward atibility with existing |

4 [H) Windows PawerShell (2 of 5 installed) W':-d 2 ;‘""”p ;I 'I":“‘ exsing

Confirmation indows PowerShell host H

[v] Wi
Windows PowerShe =
] Windews PowsrShell Dasired State Configurst]
[v] Windows PowerShell ISE [Installed)
[[] Windows PowerShell Web Accass
b W] Windowes Process Activation Service (2 of 3 installe
[ Windows Search Service H
1 Windews Server Backup -|H
[ Windeows Server Migration Tools
[ Windowes Standards-Based Storage Management
[ Windows TIFF IFitter

5 PowerShell 4.0 (Installed)

applications.

2.0 Engin

[<] W ;

< Previous Mext > | Install Cancel
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2.2.18 MS Exchange related Windows Services

Ensure that all MS Exchange related services have been started, particularly the MS
Exchange Information Store Services.

To verify this setting, launch the Services menu by clicking Start then typing “Services” in
the search box. All Exchange related services should be started by default, in case if it is not,
turn it on by right clicking the item and then select Start.

"_!?;_ S = . i
File Action View Help i
N E R R N
o Services (Local) ﬁ 5 Sel'!lg M 7 |
Microsoft Exchange Information Name * Desc ~
Store 4 Microsoft Exchange IMAP4 Prov
c s Microsoft Exchange IMAP4 Backend Prov
Stop the SECS ¢ \Microsoft Exchange Information Store Man
Restart the service Mt i
%, Microsoft Exchange Load Generator Menitoring Agent Mon
‘4 Microsoft Exchange Load Generator Remote Agent Enab
Description: % Microsoft Exchange Mailbox Assistants Perfc
Manages. the Mucmsoft 'Exchange ‘4 Microsoft Exchange Mailbox Replication Proc—{
Information Store. This includes e =
mailbox databases and public folder Microseft Exchange Mailbox Transport Delivery This| = |
databases. If this service is stopped, 4 Microseft Exchange Mailbox Transport Submission This
mailbox databases and public folder 5 picrosoft Exchange Migration Workflow Proc
databases on this computer are M £ Exch POP3 P
unavailable. If this service is disabled, o oso' Bxehange oV
any services that explicitly depends + Microsoft Exchange POP3 Backend Prov
on it will fail to start, %4 Microsoft Exchange Replication Thel
' Microsoft Exchange RPC Client Access Man v
< m | >
\ / - - |
\ Extended / Standard / |

2.2.19 MS Exchange Database Status
Ensure the MS Exchange Mailbox and Public Folder databases are mounted.

Example: MS Exchange 2010

[.‘n:hnnur_- Management Console

Fle Adbon  View Help
== d=
£3 mcrosoft Exchanos b= Mailbox L5 e | Actions
(% i Cwganization Conifiguration 3 =
: Mailbox -~ =
= 3 Server Configuration “F Create Filter — “
= ¥ Ex..
;. ?:rﬁttcss fones = I Rake I Jersbon I i
L : & col..
22+ Hub Transpart EWIHZKB Hub Transport, Chent Acc...  Version 8.1 (Build 240.6) (=& cal
Fim Unifeed Messaging [E
(= 3_, Reopient Configurabon View b
&= Tooha:
S WINZES & Re
Database Management: lw;bw,v | Heb
Hame | Database Fie Path | status -
=l _First Storage Group WINZKE
s Milbc: Databiese Ci\Program FiesiMerosaft\Exchang,..  Mounted 2 m
=l Second Storage Group - I
Public Folder [ atabase C-\Program F nge.. B m.
e
3 M.
od P
1] | 3| x|
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Example: MS Exchange 2013

Exchange admin center

recipients servers databases database availability groups  virtual directo
permissions
- 2 [< INTH
compliance management + 4 W re
MNAME & | ACTIVE ON SERVER SERVERS WITH COPIES STATUS

organization

Mailbox ... W2K12-MAIL1 W2K12-MAIL1.W2K12-MAIL2
protection Mailbox D...  W2K12-MAIL2 W2K12-MAILZ W2K12-MAIL1 Mounted
mail flow
mobile
public folders

unified messaging

servers

2.2.20 IlISAuthenticationMethods Setting

Verify if the [ISAuthenticationMethods is set to Basic only. If so, change the setting with the
commands below.

Exchange Server 2013

1. Click Start > Microsoft Exchange Server > Exchange Management Shell.

2. Enter the following command to check on the lISAuthenticationMethods setting:

‘ >Get-OutlookAnywhere

3. Ifitis setto {Basic} only, enter the following command to modify the setting:

>Set-OutlookAnywhere -Identity:"%Server$\Rpc (Default Web
Site)" -IISAuthenticationMethods Basic,NTLM,Negotiate

4. Reboot the Exchange server.

2.2.21 Connection to Exchange Management Shell (EMS) or Exchange
Management Console (EMC)

Confirm on the connection to the Exchange Management Shell (EMS) or Exchange
Management Console (EMC).

Ensure that the HTTP binding on the Default Web Site in Internet Information Services (1IS)
is correctly configured by following the steps below.

1. Click Start > Control Panel > Administrative Tools, and then click Internet
Information Services (lIS) Manager.



2.

3.

4.

www.ahsay.com

& » WIZRZX-T-30 » Sites » DefaultWeb Site »

Navigate to Default Web Site, then right-click and select Edit Bindings.

Eile View Help

Q- idi# |8

“i Start Page

e Default Web Site Home

Filter:

482 W12R2K-7-30 (QA3 T\ admini

¥ Application Pools

4@ Sites

&[] aspnet_client
b (P Autodiscover
b1 bin
b ecp
b EWS
b3 mapi
53 Microseft-Server-Aeti
b3 0AB
[ L? ‘owa
b (¥ PowerShell
| P Rpc
[ a Exchange Back End

4 ) Default Web Site

ne

ASPMET

) &

| =

MET MET
Authonzat.. Cempilation

| =

e 5

MET MET Profile
Globalization

9 A

JMET Trust
Levels

o

Connection Machine Key

JNET Errar
Pages

RS

NET Roles

=

JMET Users  Application

Settings

=

Pages and

ﬂ Explore
[Edit Permissions...
Edit Site
Bindings...
E| [Basic Settings...
View Applicstions
View Virtual Directories
Manage Website (a)
2 Restart
P Start
@ Stop
Browse Website
@ Browse 80 (http)
@] Browse 443 (https)
@ Browse 127.0.0.1:0 (http)
@] Browse 127.0.0.1:443 (hitps)

Advanced Settings...

[727] Features View |, Content View

Configure

Create a new binding that has no host name and a value of All Unassigned for the IP
address.

Type:

Site Bindings

IP address:

[nttp v | [An Unassigned

v“ﬂﬂ

Host namie:

Example: www contoso.com or marketing.contose.com

?|x|
|
.
e
a

Restart IIS.
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2.2.22 Net Framework 3.5 Features

If you are using Exchange server 2013 on Windows Server 2012, please install .Net

Framework 3.5 Features.

This feature can be enabled by accessing Server Manager > Dashboard > Add Roles and

Features Wizard > Feature Page.

Select features

Before You Begin

Installation Type

Features

Select one or more features to install on the selected server.

Server Selection

Server Roles b

b

[ICIN NET Framework 3.5 Features (Installed))

NET Framework 4.5 Features (Installed)

O Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[] BitLocker Network Unlock

[[] BranchCache

[] Ciient for NFS

[] Data Center Bridging

[] Enhanced Storage

Failover Clustering (Installed)

[[] Group Policy Management

Ink and Handwriting Services {Installed)
[ Internet Printing Client

[[] 1P Address Management (IPAM) Server

v

[>]

DESTINATION SERVER
w12x-7-23.g325.3hsay.com

Description

NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

<Previous|l Next > | | Install H Cancel

-
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3 Overview of MS Exchange Mail Level Backup
Process

The following steps are performed during an Exchange Mail Level backup job. For an overview of the

detailed process for Steps 3, 5, 10, and 12, refer to the following chapters:

© Periodic Data Integrity Check (PDIC) Process (Step 3)

© Backup Set Index Handling Process

i  Start Backup Job (Step 5)

=  Completed Backup Job (Step 12)

© Data Validation Check (Step 10)

Establishing
connection

1

Running
Periodic DIC

3

Running
pre-backup
command

4

Downloading
files

5

Compiling
file list

6

Comparing
files

7

www.ahsay.com

~
Start backup job
J
N\
Connection from the backup clientto the
backup server is established.
y,
\

Encryption key is uploaded to the backup server
(if enabled).

J

Physical .bak files (data blocks) that do not exist )
in the index are removed from the backup
destination(s), then the statistic of both data
area and retention area will be recalculated.

-
Pre-backup command is running (if configured).

y,

-
Latest index.db file and checksum files are
downloaded from the backup destination(s) to
the temporary folder

y,

‘
Local file listis compiled according to the
backup source setting.

/

-
Local and remote file lists are compared to
identify new, updated, moved or deleted files
and/or folders since the last backup job.

S

Uploading
=3

9

Data
validation
check

10

Running
retention

policy

11

Running
post-backup
command

13

Removing
temporary
files

14

Delta files are generated for modified files (if
required when in-file delta is enabled).

-
Data are compressed, encrypted, divided into
individual data block size of 16 or 32 MB, and
then uploaded to the backup destination(s).
S
‘

The number of 16 or 32 MB data blocks and the
individual block size in the backup destination(s)
is identical to the blocks transferred.

J

~

Retention policy job is running (if enabled).

Latest index files on the client computer are
saved to the backup destination(s) and client log
files are saved to the backup server

~
Post-backup command is running (if configured).

J

-
Temporary data is removed from the temporary
storage location specified in the backup set (if
enabled).

Backup job completed

1)



3.1 Periodic Data Integrity Check (PDIC) Process

For AhsayOBM v8.3.6.0 (or above), the PDIC will run on the first backup job that falls on the
corresponding day of the week from Monday to Friday.

To minimize the impact of the potential load of large number of PDIC jobs running at the same
time on the AhsayCBS server, the schedule of a PDIC job for each backup set is
automatically determined by the result of the following formula:

PDIC schedule = %BackupSetiD% modulo 5
or

%BackupSetID% mod 5

The calculated result will map to the corresponding day of the week (i.e., from Monday to

Friday).
0 Monday
1 Tuesday

2 Wednesday

3 Thursday

4 Friday

NOTE: The PDIC schedule cannot be changed.
Example:

Backup set ID: 1594627447932

Calculation: 1594627447932 mod 5 =2

2 Wednesday

In this example:
e the PDIC will run on the first backup job that falls on Wednesday; or

¢ if there is no active backup job(s) running from Monday to Friday, then the PDIC will run
on the next available backup job.

NOTE
Although according to the PDIC formula for determining the schedule is %BackupSetiID% mod 5,
this schedule only applies if the previous PDIC job was actually run more than 7 days prior.
Under certain conditions, the PDIC may not run strictly according to this formula. For example:

1. If AhsayOBM was upgraded to v8.5 (or above) from an older version v6, v7, or pre-8.3.6.0
version. In this case, the PDIC job will run on the first backup job after upgrade.

2. If backup jobs for a backup set are not run on a regular daily backup schedule (for example:
on a weekly or monthly schedule), then the PDIC job will run if it detects that the previous
PDIC job was run more than 7 days ago.




www.ahsay.com

&S
—Q
from the backup

are more than 90
days old

backup destination(s)

Removingindex files

destination(s) which

e > N S
. L
2
o 4
==
Start Periodic Checkingindexfiles  Checking outdated No index-related Periodic Data
Data Integrity whicharemorethan  entriesin the index issues found Integrity Check
Check 90 days old in the files if they physically completed

existin the backup
destination(s)

N

A [

Removing outdated
entriesintheindex  recalculated
files which do not A
physically existin

backup destination(s)

- N

o Check the index files in
the backup destination(s)
to determine if they were
more than 90 days old.

= If YES, proceed too
= If NO, proceed to @

o Check the outdated
entries in the index files
for files and/or folders if
they physically exist in
the backup destination(s).

=» If YES, proceed to o
=» If NO, proceed to o

I
vy

° Storage Statistics for
Data area and
Retention area usage
will be recalculated.

o Periodic Data Integrity
check is completed.

e Index files with no issues
will be uploaded to the
current backup destination(s).

o The backup job process
will continue.

Storage Statistics

Uploadingindexfiles
with no issues to the
currentbackup
destination(s)

N
(N
W

R

Continue backupjob

o Index files which are
more than 90 days old
will be removed from the
backup destination(s).

e Outdated entries in the
index files for files
and/folders which do not
physically exist in backup
destination(s) will be
removed.
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3.2 Backup Set Index Handling Process

To minimize the possibility of index related issues affecting backups, each time index

Start Backup Job

files are downloaded from and uploaded to backup destination(s); the file size,
3.2.1

last modified date, and checksum is verified to ensure index file integrity.

Index file received by AhsayOBM

AhsayOBM

AR

AhsayOBM

\\\ AhsayCBS Backup Server
—
6
- h
D load
inzi::.gg file @ T
A ©0 @ 2
= n e'.--:a'inamn
@Ly B o

Cloud Destination

o

of index.db file

o Redownload o Redownload

Index file is retrieved from

h
>0
n _ Redownload

index file
Check index
file size

of

h

Check latest
modified date

index file

the current directory (i.e.,
AhsayCBS, Cloud

Destination, FTP or SFTP).

o Index file will be downloaded.

Verify Check checksum
of index.db file.

= If checksum

is correct, proceedto o

=» IfNOT, proceed to o

Check modified date.
=» |f latest modified date
is correct, proceed to

=» If NOT, proceed to o

e Check index file size.
=p If index file size
is correct, proceedto o

=) IfNOT, proceed to o

Ifindex is valid,
use the index.db file

to compile file list for
backup.

Index file will be
redownloaded.

Proceedto o
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3.2.2

Completed Backup Job

cr.b

_,ilc

L2 ﬁ

AhsayCBS Backup Server -QOR - Cloud Destination

[ I
1\

Index file uploaded to AhsayCBS o
or Cloud Destination [

> O

aws ne @

N
n - Reupload
) index file
Check index
file size

of

AhsayOHM
N

SR
Index.db o —>
Verify Check Check latest
Index file AhsayDBM checksum modified date
of index.db file
o Reupload o Reupload
index file index file
e Index file from AhsayOBM is o Check index file size.
uploadedto AhsayCBS, Cloud =) Ifindex file size
Destination, FTP or SFTP. is correct, proceed to e
=) If NOT, proceed to o
@Verify Check checksum o Index file is uploaded

of index.db file. correctly to AhsayCBS

< If checksum or Cloud Destination.
is correct, proceedto o

=» IfNOT, proceed to o

o Check modified date. o Index file will be o
=) |f latest modified date reuploaded. Proceedto

is correct, proceedto o
=) If NOT, proceed to o
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3.3 Data Validation Check Process
As an additional measure to ensure that all files transferred to the backup destination(s) are
received and saved correctly, both the number of 16 or 32 MB data block files and the size of
each block file are checked again after the files are transferred.
@
e a LOERG
aws n @ @
@&y
‘ @ AhsayCBS
Cloud Destination Backup Server Local Drive
20 /0 10O e
o Qv &
-r
start Data Data block Data Validation Running
Validation Check size iheck Check complete Retention Policy
— 00— | et
x Zalinll
' Block si Block size Stastics
.. OCK size
Missing block(s) not identical deletion 0 T
e Check the number of 16 or 32 MB ° Files in the missing block(s)
data blocksin the backup will be removed from the
destination(s) is identical to the index.db file.
number of blocks transferred.
o Statistics will be updated
=» IfYES, proceedto @ according to the files removed.
=» IfNO, proceedto ° Proceedto e
0 Check the individual sizes G Block size that are not identical
of each data block in the will be removed from the backup
backup destination(s) is destination(s).
identical to the sizes of each Proceedto then
block transferred.
=) If YES, proceedto o Proceedto Q
=9 1fNO, proceedto 0
Data validation check is complete.
0 Retention policy will run (if enabled).




4 Logging in to AhsayOBM

Starting with AhsayOBM v8.5.0.0 there are several login scenarios depending on the setting of the
account you are using. The different scenarios will be discussed below:

© Login without 2FA

© Login with 2FA using authenticator app

© Login with 2FA using Twilio

4.1 Login to AhsayOBM without 2FA

1. A shortcut icon of AhsayOBM should have been created on your Windows desktop after
installation. Double click the icon to launch the application.

O

AhsayOBEM

2. Enter the Login name and Password of your AhsayOBM account provided by your
backup service provider, then click OK to login.

English v

@ AhsayOBM

Login name

Password

| save password

Show advanced option




3. After successful login, the following screen will appear.

www.ahsay.com

(® Ansayosm

0

[ B |

Backup Sets

(2 1

Restore Settings

xchangeUser ] eesn [ @

Report

/

Utilities
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4.2 Login with 2FA using authenticator app

1. A shortcut icon of AhsayOBM should have been created on your Windows desktop after
installation. Double click the icon to launch the application.

2. Enter the Login name and Password of your AhsayOBM account provided by your
backup service provider, then click OK to login.

English v

@ AhsayOBM

Login name

Password

W save password

Show advanced option

3. One of the two authentication methods will be displayed to continue with the login:

@ Push Notification and TOTP when using Ahsay Mobile app

@ TOTP only

@ If Ahsay Mobile app was configured to use Push Notification and TOTP then there
are two 2FA modes that can be used:

* Push Notification (default)

Push notification is the default 2FA mode. Accept the login request on Ahsay
Mobile to complete the login.

Two-Factor Authentication
Please approve notification request in one of registered Authenticator App.
... Waiting for response (00:04:36)

Authenticate with one-time password




Example of the login request sent to the Ahsay Mobile app.

Authorization Request

Proceed authorization request for
MSExchangeUser

REJECT  ACCEPT

« TOTP

However, if push notification is not working or you prefer to use one-time
passcode, click the Authenticate with one-time password link, then input the
one-time passcode generated by Ahsay Mobile to complete the login.

Two-Factor Authentication
Please approve notification request in one of registered Authenticator App.
* Waiting for response (00:03:57)

Alternatively, input the one-time passcode generated in your Authenticator App.

8 9 0 3 2 0 (00:00:23)

Example of the one-time passcode generated in Ahsay Mobile.

Ahsay Mobile

AhsayOBM
MSExchangeUser

890 320 s
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@ TOTP only

Enter the one-time passcode generated by the authenticator app to complete the
login.

Two-Factor Authentication

Enter one-time passcode generated from authenticator app

6 2 5 5 6 8 (00:00:18)

Example of the one-time passcode generated in the third party authenticator app
Microsoft Authenticator.

AhsayOBM
MSExchangeUser

One-time passwords enabled
% You can use the one-time password codes
generated by this app to verify your sign-ins

One-time password code

© 625 568

4. After successful login, the following screen will appear.

(® Ahsayosm MSExchangeUser [ eesn [ @

Iil :g all

Backup Sets Report

(2 1 /

Restore Utilities

NOTE

If you have trouble logging in using the authenticator app please refer to Chapter 9 of the
AhsayOBM Quick Start Guide for Windows for more information.

www.ahsay.com
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4.3 Login with 2FA using Twilio

1. A shortcut icon of AhsayOBM should have been created on your Windows desktop after
installation. Double click the icon to launch the application.

2. Enter the Login name and Password of your AhsayOBM account provided by your
backup service provider, then click OK to login.

English v

@ AhsayOBM

Login name

Password

W save password

Show advanced option

3. Select your phone number.

Two-Factor Authentication

Please select phone number to receive passcode via SMS message to continue login.

Austria (+43) - ****+*g5gg
Philippines (+63) - ***+**§123
Switzerland (+41) - ******4731




4. Enter the passcode and click Verify to login.

5. After successful login, the following screen will appear.

www.ahsay.com

Two-Factor Authentication

SMS message with a passcode was already sent to the phone number Philippines (+63) - #*###%#%5123
Please enter the passcode to continue login.

EUVS - (00:03:59)

Resend passcode

(®) Ahsayosm MSExchangeUser B engiish [ @

& [ I

Backup Sets Report

o 8

Restore Settings Utilities
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5 Performing Mail Level Backup for Microsoft
Exchange 2007/2010/2013 (MAPI Mode)

5.1 Creating Mail Level Backup Set for Microsoft Exchange
2007/2010/2013 (MAPI Mode)

IMPORTANT NOTE:

e Creation of MAPI Mail Level Backup Set for Microsoft Exchange 2013 Cumulative Update 23 or later
is no longer supported, to backup MS Exchange 2013 Cumulative Update 23 or later, an EWS
backup set must be created. Please refer to the Microsoft Exchange 2013/2016/2019 (EWS) Mail
Level Backup and Restore Guide.

e Creation of MAPI Mail Level Backup Set for Microsoft Exchange 2013 Cumulative Update 23 or
earlier is still supported for AhsayOBM v8.1.0.24 to v8.1.1.174 and v8.3.0.30 to v8.3.0.110.

e From AhsayOBM v8.3.0.111 or later the default backup mode for all versions of MS Exchange 2013
is EWS mode. There is no option on AhsayOBM to select MAPI mode. If MAPI mode is required for
Microsoft Exchange 2013 Cumulative Update 23 or earlier, then the backup set can only be created
using the AhsayCBS Web Console. Please see the instructions on Appendix A: Creating Mail
Level Backup Set for Microsoft Exchange 2013 using CBS Web Console.

1. Click the Backup Sets icon on the main interface of AhsayOBM.

Backup Sets

2. Create a new backup set by clicking the “+” icon next to Add new backup set.
3. Select the Backup set type as MS Exchange Mail Level Backup. The system will

automatically detect and select the Exchange Server version, make sure the version
selected is correct. Name your new backup set and then click Next to proceed.


https://www.ahsay.com/download/download_document_v8_obm-user-guide-exchange-2016.jsp
https://www.ahsay.com/download/download_document_v8_obm-user-guide-exchange-2016.jsp

e mwe I
Create Backup Set

Name

| Backup Set Name |

Backup set type

E MS Exchange Mail Level Backup L |

Version

| Microsoft Exchange Server 2007 w |

4. Inthe Backup Source menu, select the Mailbox Store and/or Public Folder Store for
backup. You can click to expand the mailbox/public folder store to select which
mailbox/folder to backup. You can also click Show mails to select individual mail to
backup. Click Next to proceed when you are done.

Backup Source

Folders To | Subject | Sent | Size
=) i W2K12-MAIL2 I Usert Merits of healthcare... 03/06/2019 15:45 10k
=0 [ﬁ Mailbox Store ~ = Users Potential hurdles for... 03/06/2019 15:44 9k
& W 5 Administrator (|3 Usert Merits of healthcare... 03/06/2019 15:39 8k
ﬁ Calendar =1 Admin@mail... Delivery Schedule 02/27/201915:16 3k

- 82 Contacts

[ C3 Conversatio
- F Deleted lte
(7 Drafts
512 03 Inbox

Jd Journal

@ lunk Email
|o] Notes

3 outbox

@ Sent Items
Tasks

£ 28 Backup (backy
£-[] 24 SharedMailbox
£ €8 User! (Userl@

£ 23 User2 (User2@
20 28 Userd (User3@
£ 28 Userd (Userd@ W
HearS [l learSmm

<

Show mails Items per page | 50 v | Page | 111 W |

Previous - Cancel

5. In the Schedule menu, you can configure a backup schedule for backup job to run
automatically at your specified time interval. By default, the Run scheduled backup for
this backup set option is disabled. Enable it, then click the “+” icon next to Add new



schedule. Click Next to proceed when you are done setting.

Schedule

Run scheduled backup for this backup set

oft [

6. Inthe Destination menu, select a backup destination where the backup mail will be
stored. Click the “+” icon next to Add new storage destination / destination pool.

Destination

Backup mode
Sequential w

Existing storage destinations

. Add new storage destination / destination pool

A v
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7.

8.

www.ahsay.com

Select the destination storage, then click OK to proceed.

New Storage Destination / Destination Pool

Name

Destination storage

| (9 AhsaycBs v

Click Next on the Destination menu page to proceed.

Destination

Backup mode

Sequential u

Existing storage destinations

AhsayCBS
Host: 10.90.10.12:443

N v

Previous Next Cancel

|
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9. Inthe Encryption window, by default the Encrypt Backup Data option is enabled with an
encryption key preset by the system which provides the most secure protection.

Encryption

Encrypt Backup Data

on C |
Encryption Type
Default v

User password

Custom

You can choose from one of the following three Encryption Type options:

» Default — an encryption key with 44 alpha numeric characters will be randomly
generated by the system

» User password — the encryption key will be the same as the login password of
your AhsayOBM at the time when this backup set is created. Please be reminded
that if you change the AhsayOBM login password later, the encryption keys of the
backup sets previously created with this encryption type will remain unchanged.

» Custom — you can customize your encryption key, where you can set your own
algorithm, encryption key, method and key length.

Encryption

Encrypt Backup Data

on A |

Encryption Type

Algorithm
AES v

Encryption key

*hkEkEx

Re-enter encryption key

xEXEXEX

Method
ECB (@ CBC
Key length
128-bit (@) 256-bit

NOTE
For best practice on managing your encryption key, refer to the following article.
https://wiki.ahsay.com/doku.php?id=public:8015_faq:best practices_for_managing_encryption_key
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Click Next when you are done setting.

10. If you have enabled the Encryption Key feature in the previous step, the following pop-up
window shows, no matter which encryption type you have selected.

You are advised to write this encryption key down on paper and keep it in
pl You will need it when you need to restore your files later.
nfirm that you have done so.

Unmask encryption key

Copy to clipboard

The pop-up window has the following three options to choose from:

» Unmask encryption key — The encryption key is masked by default. Click this
option to show the encryption key.

You are advised to write this encryption key down on paper and keep it in

a si ce. You will need it when you need to restore your files later.
Ple firm that you have done so.

rcX1MBE4brnZ 086eKOp6FeabuuRRI3qDXGIg5uUBXFOs=

Mask encryption key

Copy to clipboard

» Copy to clipboard — Click to copy the encryption key, then you can paste it in
another location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step



/

11. Enter the Windows login credentials for user authentication. Click Next to proceed.

Windows User Authentication

Domain Name (e.g Ahsay.com) / Host Name

| ga70.ahsay.com |

User name

|administratur |

Password

Previous Cancel

NOTE
The Windows User Authentication interface will show only if scheduled backup is enabled and set
successfully.

12. The following screen shows when the new backup set is created successfully.

Congratulations!

"Backup Set Name" is successfully created.

www.ahsay.com



13. Click Backup now to start a backup immediately, or you can run a backup job later by
following the instructions in Running Mail Level Backup Job for Microsoft Exchange
2007/2010/2013.

14. ltis highly recommended to set the temporary directory to another location other than
Drive C: (e.g. Drive E:). To do this, go to Backup Sets > Others > Temporary Directory
and click the Change button to browse for another location.

Temporary Directory

Temporary directory for storing backup files

E:\temp Change
77.56GB free out of total 99.48GB space in E:
'v| Remove temporary files after backup

15. Optional: Select your preferred Compression type. By default, the compression type is
Fast with optimization for local.

Go to Others > Compressions, then select from the following:
¢ No Compression
e Normal
e Fast (Compressed size larger than normal)

e Fast with optimization for local

Compressions

Select compression type

Fast with optimization for local L%

No Compression

Normal

Fast (Compressed size larger than normal)

Fast with optimization for local

Save Cancel



5.2 Running Mail Level Backup Job for Microsoft Exchange
2007/2010/2013

IMPORTANT NOTE:

Due to limitations with MAPI, MAPI backup mode is no longer supported on the MS Exchange Server
2013 Cumulative Updated 23 and later, this will have an impact on the backup and restore:

© Microsoft Exchange 2013 Mail Level backups will stop working.
] All items already backed will no longer be recoverable to Microsoft Exchange 2013.

Furthermore, MAPI backup mode will not be fully functional after the MS Exchange 2013 Cumulative
Update 20 or later is applied as MAPI is unable to access the Public Folder items from MS Exchange
2013 Database. This will have an impact on the backup and restore of public folder items:

o Inability to backup items in MS Exchange 2013 Public Folder Databases
] Inability to restore items in MS Exchange 2013 Public Folder Databases

1.

2.

3.

www.ahsay.com

Log in to AhsayOBM.

Click the Backup icon on the main interface of AhsayOBM.

0

el

Backup

Select the backup set which you would like to start a backup for.

Please Select The Backup Set To Backup

Backup Set Name

B Owner: w2k12-mail2
Newly created on Wednesday, February 27, 2019 15:17

Mailbox




4,

5.

www.ahsay.com

If you would like to modify the In-File Delta type, Destinations and Retention Policy
settings, click Show advanced option.

Choose Your Backup Options

Backup Set Name

Backup set type
Microsoft Exchange Mailbox

Show advanced option

Choose Your Backup Options

= Backup Set Name

by

Backup set type
Microsoft Exchange Mailbox

In-File Delta type

() Full

() Differential

(®) Incremental

Destinations

v @ AhsayCBS (Host: 10.90.10.12:443)
Retention Policy

D Run Retention Policy after backup

Hide advanced option

Click the Backup button to start the backup job.

- 2



6 Performing Mail Level Restoration for Microsoft
Exchange 2007/2010/2013

6.1 Restoring Mail Level Backup for Microsoft Exchange
2007/2010/2013

IMPORTANT NOTE:

e Due to limitations with MAPI, MAPI backup mode is no longer supported on the MS Exchange Server
2013 Cumulative Updated 23 and later, this will have an impact on the backup and restore:

© Microsoft Exchange 2013 Mail Level backups will stop working.
© All items already backed will no longer be recoverable to Microsoft Exchange 2013.

e  Furthermore, MAPI backup mode will not be fully functional after the MS Exchange 2013 Cumulative
Update 20 or later is applied as MAPI is unable to access the Public Folder items from MS Exchange
2013 Database. This will have an impact on the backup and restore of public folder items:

© Inability to backup items in MS Exchange 2013 Public Folder Databases
© Inability to restore items in MS Exchange 2013 Public Folder Databases

1. Inthe AhsayOBM main interface, click the Restore icon.

2. Select the backup set that you would like to restore mail from.
© AhsayOBM SE1IES

Please Select The Backup Set To Restore

Backup Set Name
'l"‘ Owner: wzk12-mail2
Last Backup: Wednesday, February 27, 2019 16:14

Mailbox




Select the backup destination that contains the mail(s) that you would like to restore.

=

©

AhsayOBM

Select The Destination From Which To Restor...

Backup Set Name

G AhsayCBS
Host: 10.90.10.12:443

Previous Cancel

www.ahsay.com

Click to expand the menu tree to select which mailbox to restore. You can also select

mail item(s) from a specific backup job or all mail items that you have backed up to

restore. Click Next to proceed.
(= To ]

0] AhsayOBM

Select Your Mail Objects To Be Restored

select what to restore

Choose from files as of job W || 02/27/2019 W || Latest w

Show filter
Folders From/To Subject Received/Sent Size
@ AhsayCBS
=0 § wzki2-MAIL2
- (2 Mailbox Store
=2 25 Administrator (.
¥ Calendar
185 Contacts
(][4 Conversatio
(& Deleted lter
-0 (7 Drafis
) £ Inbox
8 Journal
[ Junk Email

[ sent lkems

] Tasks

Items per page |50 w4 | Page - w
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5. Select to restore the mail to their Original mailbox, or to an Alternate mailbox.

@ Restore to Original Mailbox

Select the Original location option, then press Next to proceed.
O] AhsayOBM = I='-

Choose Where The Mail Objects To Be Restor...

Restore mail objects to
®) Original location

Alternate location Administrator (Administrator@qa70.ahsay.com)

Show advanced option

Previous Next Cancel

Click Show advanced option if you want to modify the Verify checksum of in-
file delta files setting.

® AhsayOBM = I='-

Choose Where The Mail Objects To Be Restor...

Restore mail objects to
®) Original location

Alternate location  Administrator (Administrator@ga70.ahsay.com)

Verify checksum of in-file delta files during restore

Hide advanced option

Previous Next Cancel

:
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@ Restore to Alternate Mailbox

You can choose to restore mailbox item(s) to another mailbox in the same
Exchange server. Select the Alternate location option and the desired mailbox
destination, then press Next to proceed.

In addition, you can also restore mailbox item(s) to a different Exchange server
of the same version. In this case, the restoration should be triggered by the

AhsayOBM on the destination Exchange server.
® AhsayOBM (=T =]

Choose Where The Mail Objects To Be Restor...

Restore mail objects to
Original location

@) Alternate location | Administrator (Administrator@ga70.ahsay.com) v

Administrator (Administrator@qga70.ahsay.com)

Verify checksum o
User1 (User1@qga70.ahsay.com)

Hide advanced option|
Userd (Userd@ga70.ahsay.com)

Limitation

If you are trying to restore the mailbox item to a destination mailbox which has a different
language setting than the original mailbox, AhsayOBM will attempt to restore mailbox
item(s) to their respective destination folder based on the translation listed below.

For folders such as ‘Calendar’ or ‘Notes’, a new folder ‘Calendar’ or ‘Notes’ will be

created.
Backup source Action Destination mailbox with Chinese
(English) as default language settings
Inbox Merge Hegle e
Outbox Merge ZFFE
Sent Items Merge TR
Deleted Items Merge HHBR A=
Drafts Merge i
Junk E-Mail Merge B BB E
Calendar Create new folder Calendar
Notes Create new folder Notes




7.

www.ahsay.com

Select the temporary directory for storing temporary files, such as delta files when

they are being merged, click Restore to start the restoration.
© AhsayOBM = [olx]

Temporary Directory

Temporary directory for storing restore files

C:\Users\administrator.QA70\temp Browse

Previous Restore ancel

The following screen with the text Restore Completed Successfully shows when the

restoration is completed.
® AhsayOBM SEIEN

Restore

Backup Set Name

G AhsayCBS (Host: 10.90.10.12:443) EL

+ Restore Completed Successfully
Estimated time left 0 sec

Restored 0 (0 file)
Elapsed time 13 sec
Transfer rate Obit/s




7 Performing Mail Level Backup for Microsoft
Exchange 2013 (MAPI) in Database Availability
Group (DAG)

7.1 License Requirement to Back up Exchange Mailboxes in DAG

environment
Each member in the DAG requires separate license for Microsoft Exchange Mailbox Add-on
Module. One license will be deducted from each installation of the AhsayOBM on the DAG

environment. Please check with your backup service provider if more Microsoft Mailbox Add-
On module is required.

7.2 Creating Mail Level Backup Set for Microsoft Exchange 2013 in
Database Availability Group (DAG)

IMPORTANT NOTE:

e Creation of MAPI Mail Level Backup Set for Microsoft Exchange 2013 Cumulative Update 23 or later
is no longer supported, to backup MS Exchange 2013 Cumulative Update 23 or later, an EWS
backup set must be created. Please refer to the Microsoft Exchange 2013/2016/2019 (EWS) Mail
Level Backup and Restore Guide.

e Creation of MAPI Mail Level Backup Set for Microsoft Exchange 2013 Cumulative Update 23 or
earlier is still supported for AhsayOBM v8.1.0.24 to v8.1.1.174 and v8.3.0.30 to v8.3.0.110.

e From AhsayOBM v8.3.0.111 or later the default backup mode for all versions of MS Exchange 2013
is EWS mode. There is no option on AhsayOBM to select MAPI mode. If MAPI mode is required for
Microsoft Exchange 2013 Cumulative Update 23 or earlier, then the backup set can only be created
using the AhsayCBS Web Console. Please see the instructions on Appendix A: Creating Mail
Level Backup Set for Microsoft Exchange 2013 using CBS Web Console.

e From AhsayOBM v8.5.4.x or later, creation of mail level backup set for Microsoft Exchange 2010 in
Database Availability Group has been desupported. However if there are existing backup sets
created prior to upgrading to AhsayOBM v8.5.4.x or later, the existing Microsoft Exchange 2010 DAG
backup set will still be available.

1. Click the Backup Sets icon on the main interface of AhsayOBM.

Backup Sets

2. Create a new backup set by clicking the “+” icon next to Add new backup set.
3. Select the Backup set type as MS Exchange Mail Level Backup and choose the correct
Exchange Server version with “Database Availability Group”. Enter the following:
» name of your new backup set
» hostname of all the DAG Member Server
» username and password of the Windows user account used for backup

Check “Access the internet through proxy” if required. Click Next to proceed.


https://www.ahsay.com/download/download_document_v8_obm-user-guide-exchange-2016.jsp
https://www.ahsay.com/download/download_document_v8_obm-user-guide-exchange-2016.jsp
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Create Backup Set

Name

| Backup Set Name |

Backup set type

E MS Exchange Mail Level Backup L~ |

Version

| Microsoft Exchange Server 2013 (DAG) W |

Host (DAG Member Server)

| IP address of DAG Member Server |.

| IP address of DAG Member Server |.

Username

| username |

Password

|:| Access the Internet through proxy

In the Backup Source menu, select the Mailbox Database for backup.

You can click to expand the mailbox database to select which mailbox to back up, and
then click Show mails to select individual mail to back up. Click Next to proceed when
you are done.

Backup Source

Folders From | Subject | Received | Size
=E-0E310.16.573 1 Administrator 123 05/06/2020 18:17 8KB
=} 1 Administrator  test 05/07/2020 12:42 B8KB

Administrator@c ¥ E7 test01 test 05/07/2020 15:45 TKB|

Inbox £ test02 test 05/07/2020 18:45 7KE
% Drafts 9 Microsoft Out... Delivery delayeditest...05/07/2020 19:06 20KE
[ Sent ltems =7 Microsaft Out... Delivery delayed:test...05/12/2020 02:10 18KB

Deleted Item [ E1 Microsaft Out... Undeliverable: test0... 05/12/2020 02:10 21KB

< o

Show mails Items per page Page |1/1 w

Previous




5. In the Schedule menu, you can configure a backup schedule for backup job to run
automatically at your specified time interval. By default the Run scheduled backup for
this backup set option is disabled. Enable it then click the “+” icon next to Add new
schedule. Click Next to proceed when you are done setting.

Schedule

Run scheduled backup for this backup set

or [

6. Inthe Destination menu, select a backup destination where the backup email will be
stored. Click the “+” icon next to Add new storage destination / destination pool.

Destination

Backup mode
Sequential w

Existing storage destinations

. Add new storage destination / destination pool

N v

www.ahsay.com
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Select the destination storage, then click OK to proceed.

New Storage Destination / Destination Pool

Name

Destination storage

| (9 Ahsayces

www.ahsay.com

Click Next on the Destination menu page to proceed.

Destination

Backup mode

Sequential u

Existing storage destinations

AhsayCBS
Host: 10.90.10.12:443

N v

Previous Next Cancel
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In the Encryption window, by default the Encrypt Backup Data option is enabled with an
encryption key preset by the system which provides the most secure protection.

Encryption

Encrypt Backup Data

on T |

Encryption Type

Default (¥

User password

Custom

You can choose from one of the following three Encryption Type options:

» Default — an encryption key with 44 alpha numeric characters will be randomly
generated by the system

» User password — the encryption key will be the same as the login password of
your AhsayOBM at the time when this backup set is created. Please be reminded
that if you change the AhsayOBM login password later, the encryption keys of the
backup sets previously created with this encryption type will remain unchanged.

» Custom — you can customize your encryption key, where you can set your own
algorithm, encryption key, method and key length.

Encryption

Encrypt Backup Data

on |
Encryption Type
Algorithm

AES W

Encryption key

TEEEAEEL

Re-enter encryption key

ThEkEkEEk

Method
ECB (@) CBC
Key length
128-bit (@) 256-bit

Note: For best practice on managing your encryption key, refer to the following
article.

- g



http://wiki.ahsay.com/doku.php?id=public:8015 faqg:best practices for managing
encryption_key

Click Next when you are done setting.

10. If you have enabled the Encryption Key feature in the previous step, the following pop-up
window shows, no matter which encryption type you have selected.

You are advised to write this encryption key down on paper and keep it in
a safe place. You will need it when you need to restore your files later.
Ple nfirm that you have done so.

Unmask encryption key
Copy to clipboard

The pop-up window has the following three options to choose from:

» Unmask encryption key — The encryption key is masked by default. Click this
option to show the encryption key.

You are advised to write this encryption key down on paper and keep it in
: place. You will need it when you need to restore your files later.
confirm that you have done so.

rcX1MBE4brnZ086eK0p6FeabuuRRi3gDXGIq5uBXFOs=

Mask encryption key

Copy to clipboard

» Copy to clipboard — Click to copy the encryption key, then you can paste it in
another location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step


http://wiki.ahsay.com/doku.php?id=public:8015_faq:best_practices_for_managing_encryption_key&s%5b%5d
http://wiki.ahsay.com/doku.php?id=public:8015_faq:best_practices_for_managing_encryption_key&s%5b%5d

11. Enter the Windows login credentials for user authentication. Click Next to proceed.

Windows User Authentication

Domain Name (e.g Ahsay.com) / Host Name

| ga70.ahsay.com |

User name

|admini5tratnr |

Password

Previous Next Cancel



12. The following screen shows when the new backup set is created successfully. Backup

13.

will run automatically at the configured scheduled time.

=
Congratulations!

"Backup Set Name" is successfully created.

You may click Backup now to start a backup immediately, however, manual backup will

not be counted as part of the DAG backup cycle. For more information, refer to
Scheduled Backup for Data Availability Group (DAG) Option.

On all other Exchange Servers within the same DAG, open the AhsayOBM and click the
same backup set, and make sure the Run scheduled backup for this backup set is

turned on in the Backup Schedule menu. Make sure you save the setting before exiting

the application.

Backup Set Name Schedule
oo
Run scheduled backup for this backup set
General on [l

Existing schedules

Source
I E&l o2 vy e 2200

=

Continuous Backup

Destination

In-File Delta

Retention Policy

Command Line Tool

Reminder

Bandwidth Control

Others

Hide advanced settings

Delete this backup set

54



14. Itis highly recommended to set the temporary directory to another location other than
Drive C: (e.g. Drive E:). To do this, go to Backup Sets > Others > Temporary Directory
and click the Change button to browse for another location.

Temporary Directory

Temporary directory for storing backup files

E:\temp
77.56GB free out of total 99.48GB space in E:
Remove temporary files after backup

15. Optional: Select your preferred Compression type. By default, the compression type is
Fast with optimization for local.

Go to Others > Compressions, then select from the following:
¢ No Compression
e Normal
e Fast (Compressed size larger than normal)

e Fast with optimization for local

Compressions

Select compression type

Fast with optimization for local v

No Compression

Normal

Fast (Compressed size larger than normal)

Fast with optimization for local

Save Cancel
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7.3 Configure Backup Schedule for Automated Backup

1.

4,

5.

www.ahsay.com

Click the Backup Sets icon on the AhsayOBM main interface.

2

Backup Sets

All backup sets will be listed. Select the backup set that you would like to create a
backup schedule for.

Go to the Backup Schedule tab. If the Run scheduled backup for this backup set
option is off, switch it On. Existing schedules will be listed if there is any. Click the Add
button to add a new backup schedule.

Schedule

Run scheduled backup for this backup set
on 1

Existing schedules

@ Backup Schedule

The New Backup Schedule window will appear.

New Backup Schedule

Name
I Daily-1
Type
Daily v
Start backup

ERI )

Stop

until full backup completed w

[ ] Run Retention Policy after backup

In the New Backup Schedule window, configure the following backup schedule
settings.

[+] Name — the name of the backup schedule.

56




()] Type — the type of backup schedule. There are four (4) different types of
backup schedule: Daily, Weekly, Monthly and Custom.

® Daily — the time of the day or interval in minutes/hours which the
backup job will run.

Jackup Schedule

Name

Daily-1
Type

Daily v
Start backup

at v|15v|:4lv

Stop

until full backup completed

Run Retention Policy after backup

® Weekly — the day of the week and the time of the day or interval in
minutes/hours which the backup job will run.

r } {
{ [aY

Name
IWeekly-1| ]

Type

; Weekly w

Backup on these days of the week

|_JSun | |Mon Tue Wed Thu Fri |/ Sat
Start backup

| at vV 23 w00 v

Stop

until full backup completed w

Run Retention Policy after backup

@ Monthly — the day of the month and the time of that day which the
backup job will run.

3ackup Schedule

AT

Name
Monthly-1

Type
Monthly w

Backup on the following day every month

® Day |Last w
First Sunday

Start backup at

23 w 1 00 w |onthe selected days

Stop

until full backup completed w

+| Run Retention Policy after backup
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®

Custom — a specific date and the time of that date which the backup

job will run.

Name

Custom-1

Type
Custom w

Backup on the following day once

2020 || June v 31w

Start backup at
23 w159 w

Stop

Jntil full backup completed

Run Retention Policy after backup

(1] Start backup — the start time of the backup job.

®

@

at — this option will start a backup job at a specific time.

every — this option will start a backup job in intervals of minutes or

hours.
Start backup
Stop 1 minute -
until full bg 2 MinUtes
3 minutes
Run Retg 4 minutes backup

5 minutes
6 minutes
10 minutes
12 minutes  ,

Start backup
every w || 1 minute W
Stop 30 minutes
until full b
2 hours
Run Retg 3 hours backup
4 hours
& hours
8 hours
12 hours v

Here is an example of a backup set that has a periodic and normal

backup schedule.

New Backup Schedule
Name

Weekly-1
Type

Wweekly w

Backup on these days of the week

ackup Schedule
Name

Weekly-2

Type

Wweekly w

Backup on these days of the week

sun | Mon |« Tue |« Wed | Thu |« Fri Sat| | ) Sun Mon Tue Wed Thu Fri |« Sat
Start backup Start backup
every w | |4 hours v at v 21 w00 v
Stop Stop
until full backup completed until full backup completed w
~| Run Retention Policy after backup +| Run Retention Policy after backup
Figure 1.1 Figure 1.2

- 4
."/




Figure 1.1 — Periodic backup schedule runs every 4 hours from
Monday — Friday during business hours

Figure 1.2 — Normal backup schedule runs at 21:00 or 9:00 PM on
Saturday and Sunday on weekend non-business hours

o Stop — the stop time of the backup job. This only applies to schedules with
start backup “at” and is not supported for periodic backup schedule (start
backup “every”)

]
L=

until full backup completed — this option will stop a backup job once
it is complete. This is the configured stop time of the backup job by
default.

after (defined no. of hrs.) — this option will stop a backup job after a
certain number of hours regardless of whether the backup job has
completed or not. This can range from 1 to 24 hrs.

The number of hours must be enough to complete a backup of all
files in the backup set. For small files in a backup, if the number of
hours is not enough to back up all files, then the outstanding files will
be backed up in the next backup job. However, if the backup set
contains large files, this may result in partially backed up files.

For example, if a backup has 100GB file size which will take
approximately 15 hours to complete on your environment, but you set
the “stop” after 10 hours, the file will be partially backed up and
cannot be restored. The next backup will upload the files from scratch
again.

The partially backed up data will have to be removed by running the
data integrity check.

As a general rule, it is recommended to review this setting regularly
as the data size on the backup machine may grow over time.

0 Run Retention Policy after backup — if enabled, the AhsayOBM will run a
retention policy job to remove files from the backup destination(s) which have
exceeded the retention policy after performing a backup job. To save hard
disk quote in the long run, it is recommended to enable this option.

As an example, the four types of backup schedules may look like the following:

Schedule

Run scheduled backup for this backup set

on |

Existing schedules

Daily-1
Daily (Everyday at 15:41)

ﬁ Weekly-1
Weekly - Saturday (Every week at 23:00)

ﬁ Monthly-1
Monthly - The Last Day (Every month at 23:00)

Custom-1
Custom (07/01/2020 at 23:59)

Add

6. Click Save to confirm your settings once done.
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8 Performing Mail Level Restoration for Microsoft
Exchange 2013 (MAPI) in Database Availability
Group (DAG)

IMPORTANT NOTE:

e Due to limitations with MAPI, MAPI backup mode is no longer supported on the MS Exchange Server
2013 Cumulative Updated 23 and later, this will have an impact on the backup and restore:

(/] Microsoft Exchange 2013 Mail Level backups will stop working.
(/] All items already backed will no longer be recoverable to Microsoft Exchange 2013.

o  Furthermore, MAPI backup mode will not be fully functional after the MS Exchange 2013 Cumulative
Update 20 or later is applied as MAPI is unable to access the Public Folder items from MS Exchange
2013 Database. This will have an impact on the backup and restore of public folder items:

© Inability to backup items in MS Exchange 2013 Public Folder Databases

© Inability to restore items in MS Exchange 2013 Public Folder Databases

8.1 Pre-restoration requirements

Refer to the following steps to restore individual items to the active database on the relevant
Microsoft Exchange server within the DAG.

The mail level restoration should be performed on the active database only. You can identify
the Exchange server with the active database from the Exchange Management Shell by
following the steps below.

Type the following command in the Exchange Management Shell.
Get-MailboxDatabase | ft name, server

It will show which Exchange server is hosting the active mailbox database. In the following
case, Mailbox Database 0225652647 is hosted on W2K12-MAIL1, while Mailbox Database
1667435441 is hosted on W2K12-MAIL2.

[PS] C:\>Get-MailboxDatabase | ft name, server

Name Server

Mailbox Database 0225652647 W2K12-MAILI
Mailbox Database 1667435441 W2K12-MAILZ2

When you can identify which Exchange server hosted the active database, you can logon to
that Exchange server to restore the database.



8.2 Restoring Mail for Exchange Server in DAG

1.

2.

3.
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In the AhsayOBM main interface, click Restore.

(2,

Restore

Select the backup set that you would like to restore mail from.

® AhsayOBM = I='-

Please Select The Backup Set To Restore

Backup Set Name
E Owner: w2k12-mail1,w2k12-mail2
Last Backup: Thursday, February 28, 2019 14:03
Mailbox

Select the backup destination that contains the mail that you would like to restore.

:
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@

AhsayOBM - [a=]

Select The Destination From Which To Restor...

Backup Set Name

O AhsayCBS
Host: 10.90.10.12:443

Previous Cancel

4. Click to expand the menu tree to select which mailbox to restore. You can also select

mail item(s) from a specific backup job or all mail items that you have backed up to
restore. Click Next to proceed.

® AhsayOBM - [el=]

Select Your Mail Objects To Be Restored

Select what to restore

Choose from files as of job w¢ || 02/28/2019 w || Latest w

Show filter

Folders
B @ AhsayCBS
=[] Microsoft Exchange
-0 @ wzk12-DAG
=0 & Mailbox Datahz
-0 5 Administrat

From/Ta Subject Received/Sent Size

Iltems perpage |50 W | Page - w

Select to restore mail to their Original mailbox, or to an Alternate mailbox.

5.
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Restore to Original Mailbox
Select the Original location option, then press Next to proceed.

0] AhsayOBM BEIES

Choose Where The Mail Objects To Be Restor...

Restore mail objects to
®) Original location

Alternate location Administrator (Administrator@ga70.ahsay.com)

Show advanced option

Restore to Alternate Mailbox

You can choose to restore mailbox item(s) to another mailbox in the same
Exchange server. Select the Alternate location option and the desired mailbox
destination, then press Next to proceed.

In addition, you can also restore mailbox item(s) to a different Exchange server
with the same version of Exchange server installed. In this case, the restoration

should be triggered by the AhsayOBM on the destination Exchange server.
® AhsayOBM [=To ]

Choose Where The Mail Objects To Be Restor...

Restore mail objects to
Original location

®) Alternate location | Administrator (Administrator@qa70.ahsay.com) [~

Administrator (Administrator@qa70.ahsay.com)

Show advanced optiol
User1 (User1@ga70.ahsay.com)

User4 (Userd@ga70.ahsay.com)




Limitation

If you are trying to restore the mailbox item to a destination mailbox which has a different
language setting than the original mailbox, AhsayOBM will attempt to restore item(s) to
their respective destination folder based on the translation listed below.

For folders such as ‘Calendar’ or ‘Notes’, a new folder ‘Calendar’ or ‘Notes’ will be

created.
Backup source Action Destination mailbox with Chinese
(English) as default language settings
Inbox Merge HegEee]
Outbox Merge TFE
Sent Items Merge T
Deleted Items Merge HHBRAYE
Drafts Merge = =
Junk E-Mail Merge B BB
Calendar Create new folder Calendar
Notes Create new folder Notes
6. Select the temporary directory for storing temporary files, such as delta files when

they are being merged, click Restore to start the restoration.

@©

AhsayOBM - [=]

Temporary Directory

Temporary directory for storing restore files

C:\Users\administrator.QA70\temp Browse
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7. The following screen with the text Restore Completed Successfully shows when the
restoration is completed.

Restore

Backup Set Name

AhsayCBS (Host: 10.90.10.12:443)

+ Restore Completed Successfully
Estimated time left 0 sec

Restored 0(0 file)
Elapsed time 13 sec
Transfer rate Obit/s
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9 Contact Ahsay

9.1 Technical Assistance

To contact Ahsay support representatives for technical assistance, visit the Partner Portal:
https://www.ahsay.com/partners/

Also use the Ahsay Wikipedia for resource such as Hardware Compatibility List, Software
Compatibility List, and other product information:
https://wiki.ahsay.com/

9.2 Documentation

Documentations for all Ahsay products are available at:
https://www.ahsay.com/jsp/en/downloads/ahsay-downloads documentation quides.jsp

You can send us suggestions for improvements or report on issues in the documentation by
contacting us at:
https://www.ahsay.com/partners/

Please specify the specific document title as well as the change required/suggestion when
contacting us.


https://www.ahsay.com/partners/
https://wiki.ahsay.com/
https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay_downloads_documentation_guides
https://www.ahsay.com/partners/

Appendix

Appendix A: Creating Mail Level Backup Set for Microsoft
Exchange 2013 using CBS Web Console
1. Log into the User Web Console.

Click the User icon on the User Web Console landing page.

€ AhsayCBS MSExchangeMail ¥ English

un

Live Activities

VM

N

Run Direct

3. Onthe Backup Set menu, click the + icon highlighted to create a bcakup set.

User Profile
Manage Backup Set
Backup Set

Settings + W ke

4. Select the type as MS Exchange Mail Level Backup, then name the backup set
Create Backup Set

General

MName

Sample Backup Set 01

Backup zet type

File Backup v

File Backup

IEM Lotus Domino Backup
IEM Lotus Notes Backup

MS Exchange Server Backup
MS SQL Server Backup

MS Hyper-V Backup

MS Windows System Backup
MySQL Backup

COracle Datahase Server Backup
ShadowProtect System Backup
MS Windows System State Backup
Viware Backup

Cloud File Backup

(Office 365 Backup
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Select the Exchange Server version. Make sure the version selected is correct.

Create Backup Set

General

MName

Sample Backup Set 01

Backup set type
MS Exchange Mail Level Backup ¥

Microsoft Exchange Server

\ersion

Microsoft Exchange Server 2013 v

For Microsoft Exchange Server 2013, you can pick a Mode, EWS and MAPI (Deprecated).

There are also available remarks for using the backup modes.

Mode
MAPI (Deprecated) -

MAF| (Deprecated)

If you pick the EWS backup mode, the following fields will be available:
e Host
e Username

e Password (Disabled)

Microsoft Exchange Server

Viersion

Microzoft Exchange Server 2013 v
Mode

EWS v
Remarks:

1. EWS backup mode is supported by v7 client in version 7.17.2.114 or ahove.

2. EWS backup mode is supported by v& client in version 8.3.0.96 or above.

3. MAPI backup mode is not fully funtional (unable to load Public Folder items), after MS Exchange Server 2013 CU 20 or above is applied.
4. MAPI backup mode is not supperted, after MS Exchange Server 2013 CU 23 or above is applied.

Host

Usermame

Fassword

Access the Internet through Proxy
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However, if you pick the MAPI (Deprecated) the availale fields for EWS will not be avaialble.

Microsoft Exchange Server

\ersion

Microsoft Exchange Server 2013 v

Mode
MAPI (Deprecated) v

Remarks:

1. EWS backup mode is supported by v7 client in version 7.17.2.114 or ahove.

2. EWS backup mode is supported by vB client in version 8.3.0.96 or above.

3. MAPI backup mode is not fully funtional (unable to load Public Folder items), after MS Exchange Server 2013 CU 20 or above is applied.
4. MAFI backup mode is not supperted, after MS Exchange Server 2013 CU 23 or above is applied.

6. Select the Backup Source. Input the path on Other Select Source by clicking the [+] sign. On
the other hand, if you want to include a path where it will not be included in the backup, input
the path on the Deselected Source by clicking the [+].

Backup Source

Other Selected Source
+ il

[[] | Path
Deselected Source

+ il

Path

Other Selected Source

Path

Deselected Source

Fath

Press the Save button at the bottom right corner to proceed when you are done with the
selection.

7. Inthe Schedule menu, you can configure a backup schedule for backup job to run
automatically at your specified time interval. By default, the Run scheduled backup for this
backup set option is disabled. Enable it, then click the “+” icon next to Add new schedule. Click
Next to proceed when you are done setting.



Schedule

Run scheduled backup for this backup set E

Manage schedule
+ i
Name Type

Backup Schedule Daily

Run scheduled backup on computers named

If you choose to turn this feature on, you may configure the following items.

» Name of the scheduled backup

» Backup schedule type

» Backup start time

» Run Retention Policy after backup

Backup Schedule

Details

Name
Daily Backup Schedule 01

Type
Daily A

Start backup at

Stop

Run Retention Policy after backup

Click at the bottom right corner to confirm the backup schedule once you finish setting.

Schedule

Run scheduled backup for this backup set -

Manage schedule
=+ il
Name Type

Daily Backup Schedule 01 Daily
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8. If you have chosen to Run the backup set on Client.

Destination

Backup Mode

Sequential | w

+ W

Hame

To define the backup destination, there are two options:

© In this menu, you can choose the Predefined Destination set by your backup service

provider. Click * to display the available destinations. Mark the checkbox of your

desired destination.
Add Destination

Acd predefined destination o this backup set below. If there are no predefined destinations created. you need to go lo "AnsayCBS > Backup Server > Bask > Predefined Destination” and create the appropnate destinations first

Hame
(@ *hsayces

Click at the bottom right corner to confirm your selection.

© If you would like to choose other backup destination other than the Predefined
Destination, proceed to the next step without making any setting here. You will have to
complete this backup set creation first, then log in to the AhsayOBM and configure the
backup destination from there. For further details, refer to Appendix A Set Backup
Destination on AhsayOBM for Backup Sets Created on AhsayCBS User Web
Console in the AhsayCBS User's Guide.

2 . : :
Press . at the bottom right corner to proceed when you are done with the setting.

9. Windows User Authentication

Add New Backup Set

Windows User Authentication

Domain Mame (e.g. mycompany.com) / Host Name

User name

Fassword




