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1 Overview
1.1 What is this software?

Ahsay brings you specialized client backup software, namely AhsayOBM, to provide a set of
tools to protect your Office 365 user accounts. This includes backup and recovery of individual
emails, contacts, calendars and other mail items in your Office 365 Outlook, files on OneDrive
and SharePoint, with snapshots / versioning, and retention policy to protect even items that
you may have accidentally deleted from your Office 365 user account.

1.2 System Architecture

Below is the system architecture diagram illustrating the major elements involved in the
backup process among the Office 365 service, AhsayOBM and AhsayCBS.

In this user guide, we will focus on the software installation, as well as the end-to-end backup
and restore process AhsayOBM (Agent-based).
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1.3 Why should I use AhsayOBM Run on Client (Agent-based)
solution to back up my Office 365 data?

We are committed to bringing you a comprehensive Office 365 backup solution with
AhsayOBM. Below are some key areas that we can help to make your backup experience a
better one.
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User-defined Backup Destination

Backup users have more options in assigning a backup destination (i.e. AhsayCBS, Cloud or
Predefined destinations, and standard and local destination).

Performance

Agent-based backup is performed on a physical machine or computer with resources that is
dedicated for backup and restore operations. Once the backup client is deployed on the machine,
the user has more control on the hardware which affects the overall backup and restore
performance.

The introduction of the Change Key API in v8.3.4.0 has significantly improved backup performance
for both Full and Incremental backup jobs, which means backup sets with large number of Office
365 accounts each incremental backup can be completed within hours.



Easy to Use
Agent-based backup solution has a traditional backup approach that is well understood by most

administrators and end users who would only need minimal effort and time to understand the
backup and/or restore operations.

Task-centered User Interface

Agent-based backup solution make it a good option for users to have more control on the individual
backup/restore and resources management.

System Logs Availability
System logs for data integrity check and space freeing up results is accessible for the end users

and can be reviewed anytime. Unlike with the agentless backup where system logs will only be
available upon request from the backup service provider.

Command Line Tool
Agent-based backup solution has a feature that allows user to configure a pre and/or post-backup

command which can be an operating system level command, script or batch file, or third-party
utilities that will run before and/or after a backup job.

Reminder Feature
With the agent-based backup, a reminder feature is provided which will display a backup

confirmation dialog box that will prompt user to run a backup job during machine log off, restart or
shut down when enabled.

More Restore Locations
Agent-based backup offers you three (3) restore locations such as the local machine, original

location (or the cloud storage where you backed up them), and alternate location (which is through
the same cloud storage but on a different folder).

Restore Filter

Agent-based backup has a restore filter feature which allows users to easily search directories, files,
and/or folders to restore.

Fast and Efficient

We understand that backup could be a time and resources consuming process, which is why
AhsayOBM is designed with advanced technologies to make backup a fast and efficient process.

We also understand that you may wish to run backup at a specified time interval of your choice,
that’s why we also allow you to set your own backup schedules so that you can take full control of
the time when to perform backup.

© Multi-threading — this technology utilizes the computing power of multiple CPU cores for

creating multiple backup and restore threads to produce fast backup and restore
performance.

www.ahsay.com




Backup job uses a maximum of 4 concurrent threads.
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Cloud Destination
As shown the technology translate into a total of 4 concurrent threads.

© Index File Structure — The index file structure has been re-designed to improve the backup
and restore performance.

Each Office 365 user will have its own individual index file instead of a single index file for all
users within the backup set.
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This new design eliminates any potential 1/O performance bottlenecks when the index files
are updated during each backup job, which can occur when using single index file structure
for multi-thread concurrent backup.

© Block Level Incremental Backup — this technology breaks down the backup files into
multiple blocks and only the changed blocks will be backed up each time.

Backup of Selected Items

To back up the Office 365 user accounts, the backup resources can be user level, site collection
level and even item level.

© Flexible backup options:

@  Only select the required users, specific site collection or items for backup.

© Flexible restore options:

@ Restore all the users or just one user or restore the whole site collection or just one
site or restore the whole user contents or just one item.

@ Restore items to the original location or an alternate location.



High Level of Security

We understand your Office 365 users may contain sensitive information that requires to be
protected, that is why your backup data will be encrypted with the highest level of security measure.

© Un-hackable Encryption Key — to provide the best protection to your backup data, you can
turn on the encryption feature which will be default encrypt the backup data locally with AES
256-bit truly randomized encryption key.

© Encryption Key Recovery — Furthermore, we have a backup plan for you to recover your
encryption key in case you have lost it. Your backup service provider can make it mandatory
for you to upload the encryption key to the centralized management console, the encryption
key will be uploaded in hashed format and will only be used when you request for a recovery.

Centralized Management Console

Our enriched features on the centralized web console offers you a one-stop location for monitoring
and managing your backup and restore. Below is an overview of what you can do with it. For more
details regarding the setup and operations of the centralized management console, refer to the
AhsayCBS User’s Guide for details.

Create/ update/ delete backup set

Restore backup set

Configure user settings

Configure backup settings

View and download backup and restore reports

Monitor backup and restore live activities

© 0 0 ¢ 0 0 ¢©

Monitor storage statistic


https://www.ahsay.com/download/download_document_v8_cbs-user.jsp

o Cloud Destinations Backup

To offer you with the highest flexibility of backup destination, you can now back up Office 365 user
to a wide range of cloud storage destinations. Utilizing cloud destination backup gives you an extra
layer of protection in the event of a local drive corruption, where you will still be able to retrieve

data from the cloud destination.

Below is a list of supported cloud destinations.
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Differences between a Run on Server and Run on Client Backup Set

The following table summarizes the differences in backup options available between a Run on
Server and Run on Client Office 365 backup set, and the tool to use (web console or client agent)
when performing a backup and restore:

Features/Functions Run on Client Run on Server
Office 365 Backup Set Office 365 Backup Set
General Settings v v
Backup Source v v
Backup Schedule v v
Destination .Ahs.,ayCBS, Predefined AhsayCBS ar)d Predefined
Destinations, Standard and Local Destinations only
Multiple Destinations v x
In-File Delta v v
Retention Policy v v
Command Line Tool AhsayOBM for Windows only X
Reminder Ahsayc\;\%rl\]/ldé Qgs(,)ag/lCCB for x
Bandwidth Control v v
IP Allowed for Restore v x
System Logs of Data Iqtegrity v x
Check and Space Freeing Up
Others v v
To Run a Backup AhsayOBM / AhsayACB AhsayCBS UzﬁlryWeb Console
To Run a Restore AhsayC')L\Eill\S/Ia/y gtés,syACB/ AhsayCBS UzﬁlryWeb Console

Aside from backup options, the table below shows other operations that can be performed using
web console and client agent:

Features/Functions Run on Client Run on Server

Office 365 Backup Set Office 365 Backup Set
Data Integrity Check v v
Space Freeing Up v v
Delete Backup Data v v
Decrypt Backup Data v X

NOTE

For more details on the Run on Server backup option, please refer to the following guides:
AhsayCBS v8 User Guide — Office 365 Run on Server (Agentless) Backup and Restore Guide

:


https://www.ahsay.com/download/download_document_v8_office-365-run-on-server.jsp

1.4 Why should | use AhsayOBM to backup/restore my Office
365 domain?

You may be wondering why you need to use AhsayOBM to backup/restore your Office 365.
Well, people assume that Microsoft is responsible for backing up everything from your
calendars and your emails to your files in SharePoint and OneDrive. As the backups
performed by Microsoft are to provide a system wide recovery rather than to facilitate the
recovery of individual items for the end user.

Let’s take a look at some of the Microsoft’s Office 365 backup capabilities and
limitations

[+

°
o

Microsoft is only responsible for the Office 365 infrastructure and uptime of the cloud
and apps with Office 365. So, if you are relying on Microsoft to protect your
organization from data loss, your data and organization are at high risk if you do not
implement additional data protection. These are some of the scenarios that
Microsoft is responsible for on their cloud platform:

e Hardware Failure
e Software Failure
e Natural Disaster
e Power Outage

On the other hand, Microsoft is not responsible in any of these scenarios, and you
have to face the harsh reality that there’s no guarantee a complete and speedy
restore incase these happens:

¢ Accidental Data Deletion (Human error)
e Malicious Attacks
¢ Viruses/Malware

Microsoft has a retention policy for mailbox and public folder that are only up to 14
days to 30 days. To support this, please refer to this article for more information:
Microsoft: Overview of retention policy.

Microsoft has set the same limitations for SharePoint Online and OneDrive. It only
stores deleted items for a period of 93 days, once you exceed the retention period,
the data is gone indefinitely.

End users do not have control over what were backed up and what can be restored.

End users have no direct access to their backup data of their Office 365
domains/accounts.

Now, let’s check the capabilities of AhsayOBM for Office 365

www.ahsay.com
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AhsayOBM ensures protection from data loss, ensuring that all information in your
Office 365 environment are protected to avoid disruptions to day-to-day operations.

We offer fully flexible retention policy that can be configured by days, weekly,
monthly, quarterly, years compare to Microsoft’s limited retention period which is 14
to 30 days only.

Using AhsayOBM, end user has access or control over items that will be backed up
or restore, whether it is individual item, calendar entries, notes or even corrupted
mailbox and more.

' .


https://docs.microsoft.com/en-us/microsoft-365/compliance/retention-policies

© AhsayOBM also provides multiple backup destinations from your Office 365 to your
local machine, to any of our supported cloud destinations, and to our AhsayCBS

Server.
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© Flexible restore is also a key feature of AhsayOBM that is designed to have multiple
restore options.

Restore your data to your local computer where the AhsayOBM is
running.

Local Machine

Note: This option only applies to restore of items such as files,
images, video, music and more from OneDrive and not items from

Outlook mailbox.

(o i (L EINET=1T I Restore your data to the original Office 365 account.

Restore your data to an alternate location of another Office 365

Alternate Location
account on the same domain.

Alternate Office Restore your data to an alternative Office 365 that has a different
365 Account domain.

© Ahsay has automated backups and manual (on demand) backups You are also able
to check the restore and backup status with corresponding backup and restore
reports.

www.ahsay.com




1.5

www.ahsay.com

About This Document

What is the purpose of this document?

This document aims at providing all necessary information for you to get started with setting
up your system for Office 365 backup and restore, followed by step-by-step instructions on
creating backup set, running backup job and restoring backed up data, using AhsayOBM.

The document can be divided into three (3) main parts.

Part 1: Preparing for Office 365 Backup & Restore

Requirements
Requirements on hardware & software for installation

Best Practices and Recommendations
Items recommended to pay attention to before backup and restore

Part 2: Performing Office 365 Backup

Logging in to Client Agent
Log in to AhsayOBM

Creating a Backup Set
Create a backup set usina AhsavOBM

Running a Backup Set
Run a backup set using the AhsayOBM

Configuring an Automated Backup
Configure backup schedule for automated backup

Part 3: Restoring Office 365 Backup

Restoring a Backup Set using AhsayOBM

Restore a backup using the AhsayOBM

What should | expect from this document?

After reading through this documentation, you can expect to have sufficient knowledge to set
up your system to backup Office 365 on AhsayOBM, as well as to carry out an end-to-end

backup and restore process.

Who should read this document?

This documentation is intended for backup administrators and IT professionals who are

responsible for the Office 365 backup and restore.
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2 Preparing for Backup and Restore

2.1 Hardware Requirement
To achieve the optimal performance when AhsayOBM is running on your machine, refer to the
following article for the list of hardware requirements.
FAQ: Ahsay Hardware Requirement List (HRL) for version 8.1 or above

2.2 Software Requirement
Make sure the operating system where you have the Office 365 installed is compatible with
the AhsayOBM. Refer to the following article for the list of compatible operating systems and
application versions.
FAQ: Ahsay Software Compatibility List (SCL) for version 8.1 or above

2.3 AhsayOBM Installation

For agent-based backup and restore, make sure that the latest version of AhsayOBM is
installed on your computer with Internet access for connection to your Office 365 account.

User should also stay up-to-date when newer version of AhsayOBM is released. To get our
latest product and company news through email, please subscribe to our mailing list.
https://www.ahsay.com/jsp/en/home/subscribe _mail list.jsp

2.4 Antivirus Exclusion Requirement

To optimize performance of AhsayOBM on Windows, and to avoid conflict with your antivirus
software, refer to the following Wiki article the list of processes and directory paths that should
be added to all antivirus software white-list / exclusion list:

FAQ: Suggestion on antivirus exclusions to improve performance of Ahsay software on
Windows

NOTE

The bJW.exe process is automatically added to Windows Defender exclusion list for Windows 10 and
2016, and 2019 during installation / upgrade via installer or upgrade via AUA.

2.5 Upgrade VMware Tools Requirement
To avoid unexpected java crash, if the Windows machine is a guest VM hosted on a VMware
Host then it is highly recommended that the VMware tools version installed on the guest VM
must be 10.0.5 or above.

Below is the warning message that will be displayed if the version of the VMware Tools is less
than 10.0.5.

4 Warning X

Tools version: 10.0.0.50046.

Q Please upgrade VMware Tools to 10.3.5 or higher to avoid unexpected java crash. Current VMware

NOTE
For more information about the upgrade of VMware Tools, refer to this article,

https://wiki.ahsay.com/doku.php?id=public:5288 ahsayobc crash on vm with vmware tools pre-
10.0.5.



https://wiki.ahsay.com/doku.php?id=public:8000_faq:ahsay_hardware_requirement_list_hrl_for_version_8.1_or_above&s%5b%5d=8000
https://wiki.ahsay.com/doku.php?id=public:8001_faq:ahsay_software_compatibility_list_scl_for_version_8.1_or_above&s%5b%5d=8001
https://www.ahsay.com/jsp/en/home/subscribe_mail_list.jsp
https://wiki.ahsay.com/doku.php?id=public:8014_faq:suggestion_on_antivirus_exclusions&s%5b%5d=antivirus&s%5b%5d
https://wiki.ahsay.com/doku.php?id=public:8014_faq:suggestion_on_antivirus_exclusions&s%5b%5d=antivirus&s%5b%5d
https://wiki.ahsay.com/doku.php?id=public:5288_ahsayobc_crash_on_vm_with_vmware_tools_pre-10.0.5
https://wiki.ahsay.com/doku.php?id=public:5288_ahsayobc_crash_on_vm_with_vmware_tools_pre-10.0.5

2.6 Add-on Module Requirement

Make sure that the Office 365 Backup feature has been enabled as an add-on module in your
AhsayOBM user account and there is enough Office 365 Backup license quota to cover the
backup of your users.

Please contact your backup service provider for more details. Below is a sample screen shot
of an AhsayOBM User with an add-on module of Office 365 with 20 licenses.

Backup Set Settings of the client backup agent for this user.
Settings
Report Backup Client
Statistics e AhsayOBM User AhsayACB User
Effective Paolicy
Add-on Modules
Microsoft Exchange Server Microsoft SQL Server
"\‘"-.( MySQL Database Server E Oracle Database Server
tetws. Lotus Domino tstws. Lotus Motes
E ‘Windows System Backup E ‘Windows System State Backup
Viiware n Hyper-V
E Microsoft Exchange Mailbox ShadowProtect System Backup
[=] nas-anap EH 1as - synalogy
vy E Mobile (max. 10) @ Continuous Data Protection
H;:- Volume Shadow Copy vy u In-File Delta
OpenDirect /! Granular Restore | vy m Office 365 Backup | 20
MariaDBE Database Server

The Ahsay licenses for the Office 365 module are calculated by the number of unique licensed
or unlicensed Office 365 user accounts. If same Office 365 account is backed up on multiple
backup sets with an AhsayOBM user account would be counted a one Office 365 license.

@ Each licensed or unlicensed Office 365 user account selected for backup requires
one Office 365 license.

@

Each Equipment Mailbox, Room Mailbox, or Shared Mailbox selected for backup
requires one Office 365 license.

@

If just only SharePoint Sites under the Site Collections and/or files of folders under
Public Folder are selected for backup, this requires only one Office 365 license.

However, if any items from either Outlook, Items from OneDrive, or Personal Sites under
Users are selected for backup, the Office 365 license count will be calculated based on the
number of the user account selected.

For more detailed examples about the Office 365 license requirement and usage, refer to
Appendix A: Example Scenarios for Office 365 License Requirement and Usage.




2.7 Access for AhsayCBS User Web Console

It is now possible to perform agentless backup and restore, which can be done via the
AhsayCBS User Web Console without using the AhsayOBM client agent. In order to access
the User Web Console, make sure you have Internet connection and a web browser installed
on your computer or mobile device.

Please contact your backup service provider for more details.

2.8 Backup Quota Requirement

Make sure that your AhsayOBM user account has sufficient quota assigned to accommodate
the storage of the Office 365 users for the new backup set and retention policy. Please
contact your backup service provider for more details.

To get an accurate estimate of the backup quota requirement, it is recommended to check the
actual usage of the Office 365 Organization in the Microsoft 365 Admin Centre. Please refer to
this link: Appendix I: Steps on How to view Item count and Storage used in Microsoft 365
Admin Center

2.9 Public Folder Backup

A licensed Exchange Administrator or a licensed user with Public Folder permission is
required, otherwise you will not be able to access the public folder to select items and for
backup or restore.

2.10 SharePoint Site Backup

To be able to backup Personal Sites and/or SharePoint Sites, ensure that you use Hybrid
Authentication when creating a backup set. Due to the current limitation with Microsoft API,
Modern Authentication is currently not suitable for backup sets with Personal Sites and/or
SharePoint Sites selected. As backup and restore of SharePoint metadata are not fully
supported.

2.11 Java Heap Size

The default Java setting heap 2048M, is sufficient for Office 365 backups based on the default
4 concurrent backup threads.

The Java heap size should only be increased if the number of current backup threads is
increased as more backup threads is expected to consume more memory. But this does not
guarantee that the overall backup speed will be faster since there will be an increased chance
of throttling.

As the value of 4 concurrent backup threads is found to be the optimal setting for Office 365
backups, to ensure best backup performance, minimal resource usage, and lowest probability
of throttling of Ahsay backup requests by Microsoft Office 365.

For more detailed information on how to increase the backup thread, please refer to this link:
Appendix H: Steps on How to Increase the Number of Concurrent Backup Threads.

2.12 AhsayOBM License Requirements

AhsayOBM licenses are calculated on a per device basis:

To backup users with one (1) backup client computer

Example: If one AhsayOBM is installed then, one AhsayOBM license is required.



To backup users with multiple backup client computers, the number of AhsayOBM licenses
required is equal to the number of devices.

Example: If there are ten (10) backup sets to backed-up across three (3) backup client
computers, then 3 AhsayOBM licenses are required.

2.13 Office 365 License Requirements

)]
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Office 365 Subscription Plan

The following subscription plans with Office 365 email services are supported to run
backup and restore on AhsayOBM or AhsayCBS User Web Console.

Office 365 Business Office 365 Business Essentials
Office 365 Business Premium Office 365 Enterprise E1
Office 365 Enterprise E3 Office 365 Enterprise E4
Office 365 Enterprise E5 Office 365 Education

Office 365 Subscription Status
Make sure your Office 365 subscription with Microsoft is active in order to enjoy all
privileges that come along with our backup services. If your account has expired,

renew it with Microsoft as soon as possible so that you can continue enjoy the Office
365 backup services provided by Ahsay.

When your account is expired, depending on your role, certain access restrictions will
be applied to your account. Refer to the URL below for more details.

Microsoft Office 365 Subscription Status

Restore Requirement

When restoring data of Office 365 user, the account which the data will be restored to
requires valid license(s):

@  Requires Exchange License

Example: Exchange Online Plan and Office 365 E3 are required when restoring
Outlook's / Public Folder's items.

®  Requires SharePoint License

Example: SharePoint Online Plan and Office 365 E3 are required when
restoring OneDrive's / Personal Site's items.

' &


https://support.office.com/en-us/article/What-happens-to-my-data-and-access-when-my-Office-365-for-business-subscription-ends-4436582f-211a-45ec-b72e-33647f97d8a3#BKMK_TrialEnds

2.14 Office 365 Permission Requirements

The basic permissions required by an Office user account for authentication of an Office 365
backup set is as follows:

Global Admin Role

Starting with AhsayOBM v8.3.6.0 or above, the Office 365 account used for
authentication must have Global Admin Role, since Modern Authentication will be
used.

This is to ensure that the authorization configuration requirements will be fulfilled
(e.g. connect to Microsoft Azure AD to obtain the App Access Token). To assign the
role, please refer to Ch. 2.14.1.

Term Store Administrator Role

The Term Store Administrator Role may be required for backup and restore of
SharePoint items. To assign the role, please refer to Ch. 2.14.2.

A member of Discovery Management security group

The Discovery Management security group must be assigned the following roles.
To assign the role, please refer to Ch. 2.14.3.

@  Applicationimpersonation
@  Legal Hold

@  Mailbox Import Export

@  Mailbox Search

@  Public Folders

Otherwise, proceed to grant all necessary permissions to the Office user account as shown
in the following chapters 2.14.1, 2.14.2, 2.14.3, 2.14.4, and 2.14.5.

www.ahsay.com
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2.14.1 Assigning Global Admin Role to Accounts

www.ahsay.com

To assign the Global Admin role to accounts, follow the steps below:

i. Click the App launcher in the upper left side then click Admin to go to the
Microsoft 365 admin center.

Office 365 O Search

Good afternoon

i Office 365 —

E Cutlook ‘ OneDrive

ii. Inthe Microsoft 365 admin center, on the left panel click Users. Find the
user you want to assign the Global Admin role and select Manage roles.

Microsoft 365 admin center

Ahsay Systermns Corparation Limited ) Dark mode

Home

@ .
Active users
R Users ~

| Active users
(D) Due to a recent increass in Teams wsage, when you assign a Teams license to a user it may take around 24 hours before
Contacts they'll be fully set up, Until then, you wan't be sble to assign Teams policies to them, and they might not have access to

sorme Teams features like calling and sudic conferencing. Check status
Guest users

Deleted users
Suggested actions (3)

o Groups v
8 siling 4 B, Addauser [ Usertemplates -+ TFiter | O kit =
& Setup

Display name Userrame |
& Customize navigation

KIMT Test 1 M Gshsaycom
=+ Show all

KMT Manila :  [aahsay.com




Q) Reset password () Block sign-in 2, Delete user

Account Devices Licenses and Apps Mail OneDrive
Username Last sign-in

Il 2ahsay.com No attempts in last 30 days
Manage username View last sign-in

Sign-out (1) Groups

) ) ) Manage groups
Sign-out of all Office 365 sessions.

Initiate sign-out

Roles

No administrator access

Manage roles

ii. Inthe Manage roles window, select Admin center access then check the
box beside Global admin. Click Save Changes to save the role you
assigned.

Manage roles

Admin roles give users permission to view data and complete tasks in admin centers. Give
users only the access they need by assigning the least-permissive role,

Learn more about admin roles

O User (no admin center access)

@ Admin center access

Global readers have read-only access to admin centers, while Global admins have
unlimited access to edit all settings. Users assigned other roles are more limited in
what they can see and do.

|:| Exchange admin (0)

Global admin (3)

M\ Your org has more than 100 global admins. Global admins are attacked twice as often as
other accounts, so you should have fewer than 5. To protect data and devices, assign a
limited role instead.See global admins.

| | Global reader (1)

[ Helndack admin ™
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2.14.2 Granting Term Store Administrator Role
To add Term Store Administrator role to the Office 365 user account used to
authenticate the Office 365 backup set.

i. Inthe SharePoint admin center, under Content services, click Term
store.

SharePoint admin center

SharePoint admin center o

Iﬁl Home
SharePeint file activity report Details

O sites ~

Last 30 days a5 of December13, 2020 (UTC) =
£  Polides v

0k
B Settings

10k
B4 Content senvices ~

‘ dﬁh o
11716/ 11z 115020 1z

Content type gallery
O Viewed or edited @ Synced Shared internally
&2 Migration O Shared externally

By Advanced w

SharePoint site usage report Dletails

Maore features

Last 30 days a5 of December 13, 2020 (UTC)

& OneDrive admin center o0

f Customize navigation 00

ii. Inthe tree view pane on the left, select the Taxonomy.

SharePoint admin center

IIf

Term store

N Home

L Search terms 11 Add term group
B stes ~

I & Taxonoimy Term store

% Poldes v

> BT eSRE&) ..
&) Settings

» £ 00.CO_TS Admins Edit
[

Content services N
? 3 abin e@e@@o
| Term store ~
P @ e @ @
Content type gallery

> B Group:
< Migration =

> B Grouph, |2
O,
o Advanocd v

dit
> [ ManagedMet_ Default language E
English

More features
> [ New Term [§...
Working languages
> B People
S OneDrive admin center

> 5 catest
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iii. Inthe Term store page, for Admins, select Edit. The Edit term store
admins panel appears.

SharePoint admin center

Edit term store admins

I @ Taxonomy Term store admins can create new term set Groups. assign users to the group manager role.
and manage the working languages for the term stoce

) Setting -@ahsay.com ]
B Content service " m {QA) 3 folders with 4959 items each

QA minimum set] Mixed Data

£ type galles I o hsay.com

iv. Enter the names or email addresses of the Office 365 user who you want to
add as term store admins. Select Save.

1)



2.14.3
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Granting Permission Discovery Management Group
This permission allows users added under the Members section of the
Discovery Management group (refer to Ch. 2.14.4 for setup) to back up and/or

restore user item(s) not only for their own account, but also the accounts of other
users in the same Members section.

i. Open https://outlook.office365.com/ecp

ii. Log in to the Office 365 as an account administrator.

BS Microsoft
Sign in

someone@example.com

MNo account? Create one!
Can't access your account?

Sign-in options

Back Next

BS Microsoft
someone@example.com

Enter password

D Keep me signed in

Forgot password?

20
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iii. Select the permissions menu on the left, then double click on Discovery
Management on the right.

dashboard

ecipients

permissions

agement

unified messaging

hybrid

Exchange admin center

admin roles user roles  Outlook Web App policies

+/uR PR
MNAME -

27677 Test
CLBAccessApprovers_1464052964
Compliance Management
DEV Backup Management
DEV Mailbox Search Only Management
DEV Public Folder Management
ExchangeServiceAdmins_-8106033
GlobalReaders_290520080
Help Desk
HelpdeskAdmins_440e9
Hygiene Management
matthew group
0365 MFA Applicationimpersonate
o ticn M.

Discovery Management

Members of this management role group
<an perform searches of mailboxes in the
Exchange organization for data that meets
specific criteria.

Assigned Roles
Applicationimpersonation
Legal Hold

Mailbox Import Export
Mailbox Search

Public Folders

Members

[QA-Admin account] Ahsay QA
Ahsay Services Demo
aszas

iv. Click the + icon under the Roles section. These are the following roles:

e Applicationlmpersonation
e Legal Hold

e Mailbox Import Export

e Mailbox Search

e Public Folders

*Name:

Discovery Management

Discovery Management

Description:

pecific criteria.

Members of this management role group can perform searches
lof mailboxes in the Exchange organization for data that meets

Legal Hold
Mailbox Import Export
Mailbox Search

Buhlic Falders

Members:
+ -

MNAME
exchange-administrator-U2
ahsay.qa

christopher

user01

qga.test.admin

Write scope:
[Defeult ~
Roles:

NAME -

| Applcationimpersoratin =

DISPLAY NAME -
[QA single T5GB file in Un...
[QA-Admin account] Ahs...
[QA-Auto] christopher
[QA-DataType] user01

[QA] gatest admin

| Save | ‘ Cancel |

v. Click Save to confirm and exit the setting.
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2.14.4 Granting Permission to Accounts for Creating Backup Set
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Open https://outlook.office365.com/ecp

Log in to the Office 365 as an account administrator.

BS Microsoft
Sign in

someone@example.com

No account? Create one!
Can't access your account?

Sign-in options

Back

Next

BS Microsoft
someone@example.com

Enter password

D Keep me signed in

Forgot password?

iii. Selectthe permissions menu on the left, then double click on Discovery
Management on the right.

dashboard
recipients
permissions

compliance management

public folders
unified messaging

hybric

Exchange admin center

admin roles user roles  Cutlook Web App palicies

+/amog
NAME

27677Test
CLBAccessApprovers_1464032084
Compliance Management

DEV Backup Management

DEV Mailbex Search Only Management
DEV Public Folder Management
Discovery Management
ExchangeServiceAdmins_-8106033
GlobalReaders_290520080

Help Desk

HelpdeskaAdmins_440e0

Hygiene Management

matthew group

0365 MFA Applicationlmpersonate

Organization Management

Discovery Management

Members of this management rale group
can perform searches of mailboxes in the
Exchange organization for data that meets
specific criteria.

Assigned Roles

Applicationimpersonation
Legal Hold

Mailbax Import Export
Mailbox Search

Public Folders

Members

[QA-Admin account] Ahsay QA
Ahsay Services Demo
asasa
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Discovery Management

*Name:

Discovery Management

Description:

Members of this management role group can perform searches
of mailboxes in the Exchange organization for data that meets
specific criteria.

Write scope:
| Default hd
Roles:

MNAME -

3

Applicationimpersonation
Legal Hold

Mailbox Import Export
Mailbox Search

Puhlic Enlders

Members:
+ -

NAME DISPLAY NAME -
exchange-admimistrator-U02 [QA single 13GE tile in Un...

ahsay.qa [QA-Admin account] Ahs...
christopher [QA-Auto] christophe

user(1 [QA-DataType] userdl
ga.test.admin [QA] gatest admin -

Save

Cancel

iv. You can now add users to this group. Click the + icon under the Members
section.
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v. Look for the username(s) of the account that you would like to add

permission for, then click add > OK to add the corresponding user(s) to the

permission group.

| x|
MAME & | DISPLAY NAME
performance-10000mails-user0006 [QA] File100000 -
performance-10000mails-user(007 [QA] 10000mails-user0007
performance-10000mails-user(008 [QA] 10000mails-user0008
performance-3MBattachment-user0001 [QA] 3MBattachment-user0001
performance-3MBattachment-user0002 [QA] 3MBattachment-user0002
performance-3MBattachment-user0003 [QA] 3MBattachment-user0003
performance-3MBattachment-user0004 [QA] 3MBattachment-user0004
performance-3MBattachment-user0005 [QA] 3MBattachment-user0005
performance-3MBattachment-user0006 [QA] 3MBattachment-user0006
performance-3MBattachment-user0007 [QA] 3MBattachment-user0007
performance-3MBattachment-user0008 [QA] 20095files
1 selected of 500 total
OK | | Cancel
vi. Click Save to confirm and exit the setting.
24




2.14.5 Granting Permission to restore all share link types to alternate
location in Office 365

To successfully restore all share link types to alternate location of the same
organization in Office 365, follow the settings below:

@  Allowing anonymous users to access application pages

i. Go to the alternate Site > in the left pane, select Site Contents > Site
Settings

Nl est_site_002 * Following
Public group | MBI £ 1 member

Home - + New v 4if Siteusage . Site workflows | &2 Site settings |l Recycle bin (0)

Conversations

Documents Contents  Subsites

Notebook

Pages

. MName Type tems Modified
Site contents

Recycle bin & Documents

Edit Y Form Templates Document library 0 5/28/2019 2:13 AM

ii. Go to Site Collection features

# EDIT LINKS

Bl Site Settings

Home Look and Feel
Quick launch

Conversations -
Navigation Elements

Documents Change the look
Notebook

Site Actions
Pages

Manage site features
Site contents Save site as template

Enable search configuration export

Recycle Bin Reset to site definition

# EDITLINKS
Site Collection Administration
Recycle bin

Search Result Sources
Search Result Types

search Query Rules

Search Schema

Search Settings

Search Configuration Import

Site collect

Site collection audit settings
Portal site connection

Site collection app permissions
Storage Metrics
Content type publishing

iii. Deactivate “Limited-Access user permission lockdown mode”
feature

7 EDITLINKS

Bl Site Settings - Site Collection Features

|— In Place Records Management

Activate
Enable the definition and declaration of records in place.
Library and Folder Based Retention
L.J Allows list administrators to override content type retention schedules and set schedules on vt

libraries and folders.

Limited-access user permission lockdown mode
L.J When this feature is enabled, permissions for users in the "limited access™ permissions level (such BZRIER
as Anonymous Users) are reduced, preventing access to Application Pages.

Open Decuments in Client Applications by Default

LJ Configures links to documents so they open in client applications instead of Web applications, by Activate

default.
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@  Allowing sharing to external users

i. Gotoyour Microsoft 365 Admin Center > All admin centers > in

the right pane select SharePoint

Microsoft 365 admin center

Admin centers

Security

Compliance

Azure Active Directory

g ® B & e e

2

All admin centers

/O Microsoft Search that ar= svailable for pe au s =
& sen o internal tools, documents, and pec O
ettings wek in Bing.
& setup Choose how Microsoft Stream warks for your organization.
) Stream your org
b~ Reports v
P OneDrive Control access and sharing settings, default storage, and allowed
= file types,
@ Health v
View activity and manage user licenses and data

Exchange
P Dynamics 365

SharePoint

T B Tesms

O Power Apps Apps, which enables us
your data and work acr

to create business apps
eb and mebile.

Get visibility into you
against threats, get r
security, and more.

scurity state, investigate and protect
mmendations on how to increase your

@ securty

Manage site collections,
and sharing.

t and library permissions, file storage

@ SharePoint

Use the Power Platform admin center to manage your
environment, manage capacity, monitor usage and perform other
admin operatio:

Configure messaging, conferencing, and external communication
options for your users.

Manage your Vammer netwark, set & usage policy, control external
network settings, and enable features like translation.

B Yammer

ii. Goto Sharing

Classic SharePoint

site collections

aamin

site Collections

ente

Loading

SharePoint admi

Active sites
-
@ (e Use this page to manage all your sites. Learn more 206,67 GB used of 442 TB
B sites ~
I ~+ Create | Export O Search sites = Classic sites
#  Policies ~ -
URL 7 Storage used (GB) Storage limit (GB) Storage used (%)
| Sharing |
Access control y.sharepoint.com 1244 20 4148%
Settings .fsites/15GBdataonly 026 200 013%
Content services o fsites/23509 000 10 002%
tes/23042_Res 000 10 003%
& Migraticn s
sites/25394 000 20 002
P Advanced ~
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iii. Under Sharing outside your organization, select “Allow sharing only

with the external users that already exist in your organization’s
directory” and click OK.

oint admin center

Sharing outside your organization
Control how users share content with people outside your organization.

Don't allow sharing outside your organization

| ® Allow sharing only with the external users that already exist in your organization's directory |
Allow users to invite and share with authenticated external users
Allow sharing to authenticated external users and using anonymous access links

Who can share outside your organization
Let only users in selected security groups share with authenticated external users

Default link type
Choose the type of link that is created by default when users get links. Learn more.

Direct - specific people
® Internal - only people in your organization
Anonymous Access - anyone with the link

sharing @ Use shorter links when sharing files and folders

Default link permission
Choose the default permission that is selected when users share. This applies to anonymous access, internal and direct
links.

If using Classic sites view, under External sharing the button must
be in line with “Existing guests” and click Save.

SharePoint admin center

Sharing

& Home Use these settings to control sharing at the organization level in SharePoint and OneDrive. Learn more
B sites v
g ~ External sharing
| sharing Content can be shared with:
fccess control @ SharePoint & OneDrive
Settings Anyone
Most permissive Users can share files and folders using links that don't require sign-in.
= .
Content services h New and existing guests
Guests must sign in or provide a verification codle.
& Migration
Existing guests
Only guests already in your organization's directory.
“  Advanced ~ ? ? g by in your org: Y.
I i I Only people in your organization
API access Least permissive

No exteral sharing allowed
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2.15 Data Synchronization Check (DSC) Setup

To compensate for the significant backup performance increase, there is a tradeoff made by
the Change Key API, which skips the checking of de-selected files in the backup source,
which over time can result in a discrepancy between the items or files/folders selected in the
backup sources and the those in the backup destination(s). However, the Change Key API will
continue to check for de-selected Office 365 user accounts or Site Collections. Un-selected
individual Office 365 user accounts or Site Collections detected during a backup job and will
be automatically moved to retention area.

To overcome this, it is necessary in some cases to run a Data Synchronization Check (DSC)
periodically. The DSC is similar to a regular Office 365 Change Key API backup job but with
the additional checking and handling of de-selected files and/or folders in the backup source.
So that it will synchronize the data in the backup source and backup destination(s) to avoid
data build-up and the freeing up of storage quota.

Here are the pros and cons of performing the data synchronization check.

Enabled Disabled

Backup time Since data synchronization check | As data synchronization check is

is enabled, it will only run on the disabled, the backup time will not be
set interval. For example, the affected.

default number of interval is 60

days.

The backup time for the data
synchronization job will take longer
than the usual backup as it is
checking the de-selected files
and/or folders in the backup
source and data in backup
destination(s).

Storage Management of storage quota will | Management of storage quota will be
be more efficient as it will detect less efficient even though files and/or
items that are de-selected and folders are already de-selected from
moved it to retention and will be the backup source, these files will
removed after it exceeds the remain in the data area of backup
retention policy freeing up the destination(s).

storage quota.




Data Synchronization Check Process

A A
ST, 0 /1y © S

backup destination(s) H l

~ B

No de-selected files and/or folders

Check for de-selected files and/or folders from o The files and/or folders which are already de-selected
backup source; Outlook, OneDrive, Personal in backup source are moved to retention area during

o B v/
B e : p
Start Data Check for de-selected Synchronize de-selected Data Synchronization
Synchronization files and/or folders files and/or folders in Check Completed
Check backup source with data

Continue backup job

Site, Public Folder, and Site Collections. synchronization.
= If YES, proceed to o e Data Synchronization Check is completed.
= If NO, proceed to o o Backup job continues
NOTE

To setup the Data Synchronization Check (DSC), refer to this Appendix G Setting the Data
Synchronization Check (DSC)
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2.16 Authentication

To comply with Microsoft’s product roadmap for Office 365, from AhsayOBM v8.3.6.0 or
above, Basic Authentication (Authentication using Office 365 login credentials) will no longer
be utilized. Instead all new Office 365 backup sets created will use either Modern
Authentication or Hybrid Authentication.

By second half of 2021, it will be a mandatory requirement for organizations still using Basic
Authentication or Hybrid Authentication to migrate to Modern Authentication.

Modern Authentication provides a more secure user authentication by using app token for
authentication aside from using the Office 365 login credentials. In order to use Modern
Authentication, the Office 365 account is registered under Global region and the Office 365
backup is configured to use Global region. As both Germany and China region do not support
Modern Authentication.

Existing backup sets using Basic Authentication created prior to AhsayOBM v8.3.6.0 can be
migrated to Hybrid Authentication or Modern Authentication. However, once the authentication
process is completed, the authentication can never be reverted back to Basic Authentication.
For more information on how to migrate to Hybrid Authentication or Modern Authentication
please refer to Appendix J: Migrating Authentication of Office 365 Backup Set. After the
upgrade to AhsayOBM v8.3.6.0 or above, the backup and restore process of existing Office
365 backup sets still using Basic Authentication will not be affected during this transition
period since Modern Authentication is not yet enforced by Microsoft.

In order to migrate existing backup sets to Hybrid Authentication or Modern Authentication
there are two (2) methods:

© The first method is the Office 365 account used for the backup set is assigned the
Global Admin role.

© The second method is the Office 365 account used for the backup set is an ordinary
account. When changing the settings of the backup set, the user can ask an Office 365
Global Admin account to login their credentials first to authorize the migration of
authentication. This is only required in migrating from Basic Authentication to Modern
Authentication. This only needs to be done once per backup set.

NOTE

Please note that Modern Authentication with enabled security in Azure Active Directory (AD) will be
made default if there is zero-usage on any Office 365 organization by October 2020.




To check the current authentication being used in your Office 365 backup set, see criteria
below:

O Basic Authentication

If you click on the backup set and the following pop up message is displayed, then the
backup set is using Basic Authentication.

In order to enhance security of Office 365 backup services, it is recommended that you
update the Office 365 backup setting to use modern authentication.

Update later

© Modern Authentication

Go to Backup Sets > backup set name > General > Change settings.

~
Run on Client Office ... General

Name
General | Run on Client Office 365 Backup Set
Source oumer

win08rZentbyol
Backup Schedule

o Office 365

Destination

Username
Show advanced settings mic

Region

Global L¥]

Access the Internet through proxy

Windows User Authentication

In the Office 365 credentials page, if the region is Global and the Username exists but
has no password, then the backup set is using Modern Authentication.

Office 365

Username

|_@ah5ay.0nmicr050ft.c0m |

Account password

App password
(Required if Office 365 Multi-Factor Authentication is enforced)

Backup scope

() Entire organization
(®) This Office 365 user only

Region

Global L

|:| Access the Internet through proxy
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© Hybrid Authentication

1. Thereis no pop up authentication alert.

2. In the Office 365 credentials page, if the region is Global and there is a Username
and Account password, then the backup set is using Hybrid Authentication.

Office 365
Username

_@ahsay.onmicrosoft.com

Account password
aeesee

App password
(Required if Office 365 Multi-Factor Authentication is enforced)

Backup scope
Entire organization
@ This Office 365 user only

Region

Global v

Access the Internet through proxy
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2.17 Supported Services

Below are the supported services of Office 365 Backup module. It is also specified in the table
some services that are currently not yet supported by the Office 365 Backup module.

[ (] Office 365 ]
ST 5 ST

v Yz |

\ Outlook ) Yammer )

é ) f )
@ || P ®
OneDrive Microsoft

\ Yy, Stream Y,

'

&l %

\_ Personal Site )

( ) )

> @ o) | ®
Microsoft Power
Slte Collectlons \ Apps Y,
\_ Microsoft Teams Yy




Below are the supported Outlook Mailbox types of Office 365 Backup.

Outlook Mailbox ]
4 N 4 A
Archive Mailbox @ Distribution ®
Group
e _J " )
. 4 N
.Dyr.iaml.c Equipment
Distribution .
Mailbox
L Group y \ y
4 3 4 )
Office 365 Group @ Public Folder @
e _J . J
d N f N
Pu:,:::ill;:’ljer @ Room Mailbox @
e _J " _J
r N f N
Security Group @ Shared Mailbox @
e v . J
" N
User Mailbox @
A v
4
n For backing up Public Folder, a licensed Exchange Administrator or a licensed user
with Public Folder permission is required

\_
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Below are the items that you can back up or restore from an Outlook mailbox.

Py

Folder Level

Archive

Clutter

Contacts

Deleted Items

External Contacts

Inbox

Junk Emails

Organizational
Contacts

PeopleCentricCon
versation Buddies

Recipient Cache

Search Folders

Social Activity
Notifications

Tasks

Supported?

@@@@@@@@@@@@@l

Calendar

Companies

Conversation
History

Drafts

GAL Contacts

Journal

Notes

Outbox

PersonMetaData

RSS Feeds

Sent Items

Sync Issues

Trash

Supported?

@@@@@@@@@@@@@l

AhsayOBM supports the folders types which are shown in the Outlook Web Access (OWA),
except the Conversation History because it is not related to mail objects.

www.ahsay.com
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Below are the items that you can back up or restore from OneDrive.

[N

OneDrive

a N

Folders

Access

Permissions

Recycle Bin

www.ahsay.com

R QUK

7~

.

Files

n

n

Albums

Tag

M

Supported?

z&af]l

36



Below are the Site Collections/Personal Site items that you can back up or restore from an
Office 365 backup set.

Site Collections / Personal Site

Announcements

Assets Libraries

Bright Banner Calendar

Contacts Custom Lists

Discussion
Boards

Data Connection
Libraries

External Lists Form Libraries

. Import
G | Sett
eneral settings Spreadsheets
Issue Tracking Links
Manage Site
Look and Feel &
Features

Permissions and

Newsfeed Management
Plc-ture-and Report Libraries
Libraries

Site Collection

IRy
—

SRR

Site Page
Features
Survey Version History
Wiki / Page
Libraries

@ n[ For the General Settings, only the List Name can be restored. ]

@B [ For the Look and Feel, only the Title can be restored. ]

For the Version History and Permissions and Management, the backup and
Q B restore are supported for OneDrive files and SharePoint documents

(Document Library) only. J J
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Below are the SharePoint Site Collections template that you can back up or restore from an

Office 365 backup set.

SharePoint Site Level Collection

Supported?

Team Site

Blog

Developer Site

Document Center

Records Center

Compliance
Policy Center

Community
Portal

Visio Process
Repository

Publishing Portal

Modern Team
Sites

@@@@@@@@@@l

Team Site (Classic
Experience)

Project Site

Community Site

eDiscovery
Center

(

usinessIntelligenc
Center

]

Enterprise Search
Center

Basic Search
Center

Enterprise Wiki

Modern
Communication
Site

Supported?

@@@@@@@@@l
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Below is the Site Column Type that you can back up or restore from an Office 365 backup set.

CalendarFolderType

ContactltemType

DistributionListType

MeetingCancellation
MessageType

MeetingRequestMessa
geType

MessageType

SearchFolderType

TaskType

Supported?

@@@@@@@@l

CalendarltemType

ContactsFolderType

FolderType

MeetingMessageType

MeetingResponseMess
ageType

PostltemType

TasksFolderType

UserConfigurationType

Supported?

@@@@@@@@l

Below are the items from the Public Folder that you can backup and restore from an Office

365 backup set.

Public Folders

Folders

Files

Y
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2.18 Maximum Supported File Size

The following table shows the maximum supported file size per item for backup and restore of
each service.

4 AY 4 N
Outlook
with or without attachments 150 MB
(applies to User mailbox, Room mailbox,
\ Shared mailbox, Equipment mailbox) JAN y
( N[ N
ﬁ Public Folders 150 MB
E] with or without attachments
. J \\ J
( N[ N
(. OneDrive 8 GB
. J U S
( N N
‘ Personal Site 8 GB
\, J \_ J
( Y4 N
E} Site Collections 8 GB
\, J \\ v

2.19 Limitations
2.19.1 Ahsay Limitations
© Modern Authentication

@  Modern Authentication is only supported for Office 365 account that is registered in
Global region and the Office 365 backup is configured to use Global region.

@  Migration to Modern Authentication is not supported on an Office 365 account without
a Global Admin role; or during the migration process, the Office 365 account used to
authenticate the migration does not have Global Admin role.

@  Backup and restore of the site features setting for SharePoint Site Collection and/or
Personal Site using Modern Authentication is not supported.

@  Due to limitations in Microsoft API, when using Modern Authentication, backup and
restore of SharePoint Web Parts and Metadata are not fully supported.

@  Backup sets using Modern Authentication do not support backup of external content
types (through the linkage from selected lists).



Backup sets using Modern Authentication do not support backup and restore of the
following:

o  Some list settings, currently known as Survey Options on survey list.

o  Feature setting for SharePoint Site and Personal Site.

© SharePoint

www.ahsay.com

Document Libraries, List Items and their default Column Types will be supported,
excluding customized Apps and SharePoint App Store applications.

Most of site lists will be supported, except for certain list types that will be skipped to
restore due to API limitation, for example is Microfeed in Classic Team Site.

Site logos will NOT be restored, it is suggested revisiting the site setting page and
manually add the missing images if necessary.

User-defined workflow templates will NOT be supported for backup and restore.
Recycle Bin will NOT be supported for backup and restore.

Most of Site level settings will NOT be restored, except for those essential to support
the successful restore of the backup items e.g. Manage Site Feature / Site Collection
Feature.

Most of List level settings (including List view) will NOT be restored, except for those
essential to support the successful restore of backup items, e.g. item checkout
settings. Following restore, it is suggested revisiting the relevant settings if necessary.
This may affect list column ordering and visibility after restoring.

Restoring External Data column is NOT supported if external content type has been
deleted via SharePoint Designer.

Restoring of multiple Value of managed metadata column when the key name
(column name) contains space is NOT supported.

Restoring of list with local managed metadata column to alternate location is NOT
supported.

The restore of SharePoint documents or folders with the following characters: / \ | * :
“ <> in item name to a Windows local computer is not supported. As Windows does
not support these characters for either a file or folder name.

Restoring Newsfeed items in Modern Team Site will not publish the items to
Homepage automatically, user will need to navigate to Site Content > Page Library>
click on each individual news item and “Post” the news one by one manually.

o  Backup User (except for Global Admin) may not have permission to back up the
site collection even if he/she can view it in the backup source tree. FOR EACH
site collection, the user can backup it only if he/she is assigned as a site admin
of that site collection.

. If the user is assigned as site admin of the root level site collection only,
he/she is not automatically added as site admin of other site collection
under that root level site collection (i.e. If user is to backup specific site
collection under the root, he/she has to be added as site admin of that
specific site collection under the root also).



. For site collection that can be viewed by user in the source tree which
he/she is not yet assigned as a site administrator:

o when user expand the node of that site collection, access denied
error pop up will be given.

o when user tick such site collection to backup, access denied error
will be given in the backup log.

© OneDrive

Backup and restore of file share links will be supported for OneDrive and SharePoint
Documents only, and only for restore to the same Office 365 organization.

Backup and restore of all versions will be supported for OneDrive and SharePoint
Documents only, except for ”.aspx“ files.

O Outlook

Online Archive Mailbox will NOT be supported for backup and restore.

For Outlook mail item, after using restore to original location to overwrite a mail item
(and hence id of the mail id is changed), then

o Inthe backup source tree of the same backup set:

e the original ticked item still use the old mail id to reference and becomes
red item.

. there is another item (with the latest mail id) created for that mail item

User will need to deselect the red item and tick the mail item again in the backup
source tree in order to do the next backup properly. As per development team, the
issue will not be handled as user's selected source should not be modified by system

© Restore to Alternate location

www.ahsay.com

Only administrator account or user account with administrative authority can restore
backup items to an alternate location.

If you are trying to restore item(s) from one user to an alternate location user,
AhsayOBM will restore the item(s) to their respective destination folder(s) with the
same name as the original folder(s).

Example: Item from Outlook of User-A will be restored to the Outlook of the alternate
location User-B; Item from SharePoint of User-A will be restored to the SharePoint of
the alternate location User-B.

Restore of item(s) in public folder to an alternate location public folder is not supported.

Example: Restore of item(s) in public folder from User-A to alternate location User-B
is not supported.

When restoring to alternate location, data type “Person or Group” will not be restored.
Following restore, it is suggested revisiting the relevant settings if necessary. This
also affects “Assigned To” column values of some list templates (e.g. Tasks list), and
“Target Audience” column values of some list templates (e.g. Content and Structure
Reports).



www.ahsay.com

@ If you are trying to restore item(s) from several users to an alternate location user,

AhsayOBM will restore the item(s) to their respective destination folder(s) in alternate
location user with the same name as the original folder(s).

- [l
|
—
[}

OneDrive

SharePoint

Example: Item from Outlook of User-A and User-B will be restored to the Outlook of
the alternate location User-C.

Restore to Alternate Office 365 account

If you are trying to restore item(s) from multiple Office 365 user account to an alternate Office
365 user account, AhsayOBM can only restore one Office 365 user account at a time.

Restore to Alternate Organization

@  Restoring of document library (including OneDrive) items 'Share Link to alternate
organization will trigger a warning message.
@  Skip to restore People and groups and Site permissions to alternate origination.

Restore data to a destination user which has a different language

If you are trying to restore the item to a destination user which has a different language setting
than the original user, AhsayOBM will restore item(s) to their respective destination folder
based on the translation listed below.

For folders such as ‘Calendar’ or ‘Notes’, a new folder ‘Calendar’ or ‘Notes’ will be created.

For folders in OneDrive and SharePoint, a new folder will be created.

Restore existing documents in checked-out status

Restoring of existing documents in checked out status is supported only when the user who
has checked out the file is the same user who is performing the restore.

Backup source (English) Action Destination User with Chinese as
default language settings

Inbox Merge egle e

Outbox Merge ZFFE

Sent Items Merge T

Deleted Items Merge MHBR A E

Drafts Merge HiE

Junk E-Mail Merge B3 EE R

Calendar Create new folder | Calendar

Notes Create new folder | Notes

OneDrive Folder

Create new folder

OneDrive Folder

SharePoint Folder

Create new folder

SharePoint Folder
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2.19.2 Microsoft Limitations
© Exchange Online

For more detailed information on the limitations of Exchange Online, please refer to
this Microsoft article, Exchange Online Limits. These are some of the limitations that
will be discussed in the Exchange Online Limits article:

=  Address book

Mailbox storage
Capacity alerts
Mailbox folder
Message

Receiving and sending
Retention

Distribution group

Journal, Transport, and Inbox rule

@ @ @ @ @ @ @ @ @

Moderation

@

Exchange ActiveSync

L] OneDrive

For more detailed information on the limitations of OneDrive, please refer to this
Microsoft article, OneDrive Limits. These are some of the limitations that will be
discussed in the OneDrive Limits article:

@  File name and path lengths
Thumbnails and previews
Number of items to be synced
Information rights management
Differential sync

Libraries with specific columns

@ @ @ @ @ @

Windows specific limitations
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https://docs.microsoft.com/en-us/office365/servicedescriptions/exchange-online-service-description/exchange-online-limits
https://support.office.com/en-us/article/invalid-file-names-and-file-types-in-onedrive-onedrive-for-business-and-sharepoint-64883a5d-228e-48f5-b3d2-eb39e07630fa?ui=en-US&rs=en-US&ad=US#individualfilesize

©  SharePoint

For more detailed information on the limitations of SharePoint Online, please refer to
this Microsoft article, SharePoint Online Limits. These are some of the limitations that
will be discussed in the SharePoint Online article:

®  Limits by plan

Feature Office 365 Business Essentials Office 365 Enterprise E1, E3, or E5, or Office 365
or Business Premium SharePoint Online Plan 1 or 2 Enterprise F1

Total storage per 178 plus 10 GB per license 1 TB plus 10 GB per license purchased3 178

organ\za‘tlon]- 2 purchased

Max storage per 25TB 25TE 25 T8°

site collection®

Site collections per 1 million® 1 million® 1 million
organization
Mumber of users Up to 300 1- 500,0007 1- 500,0007

=  Service limits for all plans, such as: items in lists and libraries, file size and
file path length, moving and copying across site collections, sync, versions,
SharePoint groups, managed metadata, subsites, etc.


https://docs.microsoft.com/en-us/office365/servicedescriptions/sharepoint-online-service-description/sharepoint-online-limits

2.20 Best Practices and Recommendations

The following are some best practices or recommendations we strongly recommend you
follow before you start any Office 365 backup and restore.

©
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Temporary Directory Folder Location (For backup and restore running on
AhsayOBM only)

Temporary directory folder is used by AhsayOBM for storing backup set index files
and any incremental or differential backup files generated during a backup job. To
ensure optimal backup/restoration performance, it is recommended that the temporary
directory folder is set to a local drive with sufficient free disk space.

Performance Recommendations

Consider the following best practices for optimized performance of the backup
operations:

@ Enable schedule backup jobs when system activity is low to achieve the best
possible performance.

@ Perform test restores periodically to ensure your backup is set up and
performed properly. Performing recovery test can also help identify potential
issues or gaps in your recovery plan. It is important that you do not try to
make the test easier, as the objective of a successful test is not to
demonstrate that everything is flawless. There might be flaws identified in the
plan throughout the test and it is important to identify those flaws.

Set Backup Destination

After creating the backup set-in Run-on Client mode on AhsayCBS user web console,
please remember to login AhsayOBM to set the backup destination if you want the
backup destination to be Local/ Mapped Drive/ Removable Drive.

Backup Destination

To provide maximum data protection and flexible restore options for agent-based
backup, it is recommended to configure:

@ At least one offsite or cloud destination

@ At least one local destination for fast recovery
Login AhsayOBM

After modifying the backup schedule setting of the Run on Client backup set on
AhsayCBS user web console, please remember to login to the AhsayOBM client once
to synchronize the changes immediately.

Periodic Backup Schedule

The periodic backup schedule should be reviewed regularly to ensure that the interval
is sufficient to handle the data volume on the machine. Over time, data usage pattern
may change on a production server, i.e., the number of new files which are created,
the number of files which are updated/deleted, and new users may be added etc.
schedule.
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Consider the following key points to efficiently handle backup sets with periodic
backup schedule.

@  Hardware — to achieve optimal performance, compatible hardware requirements
is a must. Ensure you have the backup machine’s appropriate hardware
specifications to accommodate frequency of backups,

» 50 that the data is always backed up within the periodic backup interval

e so that the backup frequency does not affect the performance of the
production server

@  Network — make sure to have enough network bandwidth to accommodate the
volume of data within the backup interval.

@  Retention Policy - also make sure to consider the retention policy settings and
retention area storage management which can grow because of the changes in
the backup data for each backup job.

Authentication

Although Microsoft has moved the enforcement date for Modern Authentication from
end of 2020 to the second half of 2021, since this new authentication is already
available starting with AhsayOBM v8.3.6.0 or above, it is recommended that backup
sets are migrated to Modern Authentication. All newly created Office 365 backup sets
on AhsayOBM v8.3.6.0 or above automatically use Modern Authentication.

However, due to the current limitation with Microsoft API, Modern Authentication is
currently not suitable for backup sets with Personal Sites and/or SharePoint Sites
selected. As a temporary workaround for Office 365 backup sets which require
backup of Personal Sites and/or SharePoint Sites selected should be migrated to
Hybrid Authentication until the issue has been resolved by Microsoft.

Large number of Office 365 users to Backup

In general, we recommend that each Office 365 backup set does not contain more
than 2000 Office 365 users, to ensure a daily incremental backup job completes within
24 hours assuming that only small incremental daily changes will be made on the
backup set.

However, the actual number of Office 365 users in a backup set may vary depending
on the total number of Outlook, OneDrive, and SharePoint items, as well as the total
size of these items. The actual number of Office 365 users in a backup set could be
considerably less or could be more than 2000.

For details on the actual item count and size of Office 365 user, it is recommended to
check in the Microsoft 365 Admin Centre, please refer to Appendix I: Steps on How to
view Item count and Storage used in Microsoft 365 Admin Center.

Also, by splitting up all the users into separate backup sets, the more backup sets, the
faster the backup process can achieve.

It is also a requirement that for every split backup sets should have its own unique
user account for authentication to minimize the probability of throttling from Microsoft.

Example: If there are 10 split backup sets, then there should be 10 unique user
accounts for authentication.

For more detailed example, refer to Appendix B: Example for backup of large numbers
of Office 365 users.




()] Concurrent Backup Thread

The value of 4 concurrent backup threads is found to be the optimal setting for Office
365 backups, to ensure best backup performance, minimal resource usage, and
lowest probability of throttling of Ahsay backup requests by Microsoft Office 365.

(1] Backup Source

For Office 365 backup sets there are two approaches for backup source selection.
Below are the sample screenshots of the selection All Office 365 users and Selective
365 user.

All Office 365 users Selective Office 365 user

Fnld.grs .. Folders
=[] %g* Users = Dm Office 365
& EEB@ahsay.onmicrosoft.com 50 ;::, Users
& IR ahsay.onmicrosoft.com 3 & IB@ahsay.onmicrosoft.com
I ahsay.onmicrosoft.com O & I C ohsay.onmicrosoft.com
I ahsay.onmicrosoft.com O & I @ ahsay.onmicrosoft.com
I ahsay.onmicrosoft.com ¥ & I @ ahsay.onmicrosoft.com

2 ahsay.onmicrosoft.com
I ahsay.onmicrosoft.com
D ahsay.onmicrosoft.com
I ahsay.onmicrosoft.com
D ahsay.onmicrosoft.com
I ahsay.onmicrosoft.com
I ahsay.onmicrosoft.com

I @ ahsay.onmicrosoft.com
I @ ahsay.onmicrosoft.com
I @ ahsay.onmicrosoft.com
I @ ahsay.onmicrosoft.com
N @ ahsay.onmicrosoft.com
I @ ahsay.onmicrosoft.com
I @ ahsay.onmicrosoft.com

CoCofoboboCooboCobobobo oo oo oo ol

L I o o o I R R o B A o R S R S R L
URRRARRARRARRARRARRARRARRRRR
® Eo Eo Lo Lo Co Co o Eo Lo Lo Lo Co = Eo Lo Lo Lo Lo
T ey S o Oy S I O S I O S I O B o
L& L)

& I ahsay.onmicrosoft.com

I o s ay.onmicrosoft.com | & I @ ahsay.onmicrosoft.com
I 3hsay.onmicrosoft.com ¥ & I @ ahsay.onmicrosoft.com
I @ ahsay.onmicrosoft.com O & I @ ahsay.onmicrosoft.com
I ahsay.onmicrosoft.com O & MO ohsay.onmicrosoft.com
IR0 ahsay.onmicrosoft.com O & NG ohsay.onmicrosoft.com
IR ohsay.onmicrosoft.com O & IO ahsay.onmicrosoft.com
I © o hsay.onmicrosoft.com O & NG ahsay.onmicrosoft.com
D ahsay.onmicrosoft.com @ o NSO :hsay.onmicrosoft.com
L

I © 2 hsay.onmicrosoft.com

@ All Office 365 users

If you tick the “Users” checkbox, all of the
automatically be selected.

@ Selective Office 365 user

sub Office 365 user accounts will

If you tick selective Office 365 user accounts, you will notice that the “Users”
checkbox is highlighted with gray color. This indicates that not all the users are
selected.
These are the Pros and Cons when selecting a backup source from all Office 365
users and selective Office 365 user.

All Office 365 users Selective Office 365 user
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Backup Set
Maintenance

The Admin does not need to
manage the backup set, i.e. to
select or unselect use when an
Office 365 user account was
added or removed, the
changes are automatically
updated in the backup source.

The Admin will have to select
or unselect users manually
when an Office 365 user
account was added or
removed, as the changes are
not automatically updated in
the backup source this can be
very time consuming.

If an Office 365 user account is
removed from the domain and

48




www.ahsay.com

the admin forgets to unselect
the Office 365 user account
from the backup source, then
this will cause a warning that
the user does not exist.

For more details on the backup
set maintenance, please see,
Appendix E: Example Scenario
for Backup Set Maintenance

Office 365 License

The backup user account must
have additional Office 365
license modules assigned to
cover any increases Office 365
users. Otherwise, if additional
users are added without
sufficient modules, then this
will cause backup quota
exceeded warning and
additional users will not be
backed up.

For more details on the
computation on the required
license, please see,
Appendix A: Example
Scenarios for Office 365
License Requirement and
Usage

This will allow the admin to
easily control or manage the
number of license modules
used for the backup set.

Backup Time All Office 365 user accounts Only selective Office 365 user
will be backed up. This means | accounts will be backed up.
the initial of full backup job will | This will mean the initial of full
take longer, any subsequent backup job will be faster, any
incremental backup will take subsequent incremental
longer. backup will be faster.

Storage As all Office 365 user accounts | As only selective Office 365

are backed up, more storage
will be required.

user accounts will be backed
up, the backup set will require
relatively less storage.
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3 Logging in to AhsayOBM

Starting with AhsayOBM v8.5.0.0 there are several login scenarios depending on the setting
of the account you are using. The different scenarios will be discussed below:

© Login without 2FA

O Login with 2FA using authenticator app

© Login with 2FA using Twilio

3.1 Login to AhsayOBM with no 2FA

1. Login to the AhsayOBM application user interface. Double click the AhsayOBM desktop
icon to launch the application.

AhsayOBM

2. Enter the Login name and Password of your AhsayOBM account then click OK to
login.

English v

@ AhsayOBM

Login name




3. After successful login, the following screen will appear.
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win0365_01 Y [Ensish B 0

(® Ansayosm

& [ l

Backup Sets

o

Settings

_ All instructions are there

Report

/v

Utilities

(2,

Restore

Sl



3.2 Login to AhsayOBM with 2FA using authenticator app

1. Login to the AhsayOBM application user interface. Double click the AhsayOBM desktop
icon to launch the application.

AhsayQBM

2. Enter the Login name and Password of your AhsayOBM account then click OK to
login.

@ AhsayOBM

Login name

Save password

3. One of the two authentication methods will be displayed to continue with the login:

@ Push Notification and TOTP when using Ahsay Mobile app

@ TOTP only

@ If Ahsay Mobile app was configured to use Push Notification and TOTP then
there are two 2FA modes that can be used:

* Push Notification (default)

Push notification is the default 2FA mode. Accept the login request on Ahsay
Mobile to complete the login.

Two-Factor Authentication
Please approve notification reguest in one of registered Authenticator App.
.2 Waiting for response (00:04:36)

Authenticate with one-time password
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Example of the login request sent to the Ahsay Mobile app.

Authorization Request

Proceed authorization request for
Win0365_01

REJECT  ACCEPT

TOTP

However, if push notification is not working or you prefer to use one-time
passcode, click the Authenticate with one-time password |ink then input

the one-time passcode generated by Ahsay Mobile to complete the login.

Two-Factor Authentication

Please approve notification request in one of registered Authenticator App.
"% Waiting for response (00:04:09)

Alternatively, input the one-time passcode generated in your Authenticator App.

2 0 7 0 3 0 | (o013

Example of the one-time passcode generated in Ahsay Mobile.

Ahsay Mobile

AhsayOBM
Win0365_01

207 030 2z
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@ TOTP only

Enter the one-time passcode generated by the authenticator app to complete the

login.

Two-Factor Authentication

Enter one-time passcode generated from authenticator app

9 9 9 3 4 1 (00:00:25)

Example of the one-time passcode generated in the third party authenticator app

Microsoft Authenticator.

AhsayOBM
Win0365_01

One-time passwords enabled
You can use the one-time password codes
generated by this app to verify your sign-ins

One-time password code

® 999 341

4. After successful login, the following screen will appear.

(® Ansayosm Win0365 01 H R

& F3 h

Backup Sets Report

(2 X Ve

Restore Settings Utilities

_ All instructions are there

NOTE

If you have trouble logging in using the authenticator app please refer to Chapter 9 of the
AhsayOBM Quick Start Guide for Windows for more information.

www.ahsay.com
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https://www.ahsay.com/download/download_document_v8_obm-quickstart-windows.jsp

3.3 Login to AhsayOBM with 2FA using Twilio

1. Login to the AhsayOBM application user interface. Double click the AhsayOBM desktop
icon to launch the application.

AhsayQBM

2. Enter the Login name and Password of your AhsayOBM account then click OK to
login.

@ AhsayOBM

Login name

N sa sword

3. Select your phone number.

Two-Factor Authentication

Please select phone number to receive passcode via SMS message to continue login.

AUStria (+43) - *F****G588
Philippines (+63) - ******§123
switzerland (+41) - ******4739




4. Enter the passcode and click Verify to login.

Two-Factor Authentication

SMS message with a passcode was already sent to the phone number Philippines (+63) - #*%%#%%5123
Please enter the passcode to continue login.

EUVS - (00:03:59)

Resend passcode

5. After successful login, the following screen will appear.

www.ahsay.com

(®) Ahsayosm

& f3

Backup Sets Report

o B /

Restore Settings Utilities
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4 Creating an Office 365 Backup Set

Starting with AhsayOBM v8.3.6.0, Basic Authentication will not be utilized anymore, but instead
there are two types of authentication that can be used in creating a backup set namely Modern
Authentication or Hybrid Authentication.

4.1 Modern Authentication
1. Inthe AhsayOBM main interface, click Backup Sets.

23

Backup Sets

2. Click the “+” icon next to Add new backup set.

Backup Sets

Creation Time w

Add new backup set
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3. Enter a Name for your backup set and select Office 365 Backup as the Backup set
type.

Create Backup Set

Name

| Client Run Office 365 Backup Set |

Backup set type

E File Backup ~
MS Windows System Backup .
MS Windows System State Backup
n MS Hyper-V Backup

E MySQL Backup

r) Office 365 Backup
E Oracle Database Server Backup

E ShadowProtect System Backup

VMware Backup v

Leave the Username and Account password blank and click Test.

Create Backup Set

Name

| Client Run Office 365 Backup Set |

Backup set type

Em Office 365 Backup L

Username

Account password

App password
(Required if Multi-Factor Authentication is enforced)

Region

Global L

|:| Access the Internet through proxy

Test v

Click I understand the limitation and confirm to proceed.

This will be using Modern Authentication without backup or restore functionality for
SharePoint Web Parts and Managed Metadata.

I understand the limitation and confirm to proceed
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Click Authorize to start the authentication process.

Click [Authorize] and in the pop-up browser window, sign in your Microsoft account
and authorize the backup application (if necessary), copy and paste the authorization

code to the textbox and hit [OK] to complete the authentication.

Sign in to your Microsoft account.

B8 Microsoft
Sign in

I s onmicrosoft.oom

Mo account? Create anel
Can't access your account?

Sign-in options

Back

B® Microsoft
« I -hsay.onmicrosoft.ocom

Enter password

Forgot rmy password

signin
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If MFA is enforced for the Office 365 user account used to authenticate the backup set,
enter the code and click Verify.

B8 Microsoft
I 5 sy onmicrosoft.com

Enter code

[ We texted your phone +30{ 32000003, Please
enter the code to signin,

083118

E] Don't ask again for 14 days
Having trouble? Sign in another way

More information

.I'I.I'I.E' ri f-_'g.l"

NOTE

The verification code is only required if the MFA status of an Office 365 account is
enforced.

Copy the authorization code.

AHITI]

Authorization Code for Microsoft 365

0.ASsA_IShkza7uEGrYiY111VMXiGI8nVBhARCgimGnR:

Please copy and paste the above Authorization Code
into Ahsay's product to complete the setup.

Go back to AhsayOBM and paste the authorization code. Click OK to proceed.

In the pop-up browser window, sign in your Microsoft account and
authorize the backup application (if necessary). copy and paste the
authorization code to the textbox and hit [OK] to complete the
authentication.

JBIIWZXNEthL]YgWVRKS820K82CjMghHtCzW7-XEdi4jN88qUVNHISSULKIAA
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Test completed successfully shows when the validation is successful. Press Next to
proceed to the next step.

Name
~
Client Run Office 365 Backup Set
Backup set type
m Office 365 Backup (V]
Username
I - - -2y onmicrosoft.com
Account password
App password
(Required if Multi-Factor Authentication is enforced)
Region
Global v
Access the Internet through proxy
« Test completed successfully hd

Verifying...




Please wait...

4. Inthe Backup Source menu, select the desired Outlook, OneDrive, Personal Site,
Public Folders or Site Collections for backup.

Backup Source

Select the items and folders that you want to backup

Outlook
OneDrive

Eg Personal Site

@ Public Folders
. Site Collections

would like to choose the items to backup

Or click I would like to choose the items to backup to choose the detailed items to
backup. Enable the Show items checkbox at the bottom left corner if you would like to
choose individual items for backup.



\dvanced Backup Source
Folders Name Date modified Size
=-0 [ office 365 @ (8 after upgrade 1 10/31/2017 18:35 3k
#- [ 4b Users © [y bopDD 11/02/2017 17:46 3k
#- [0 [E Public Folders @ [ www 11/02/2017 18:18 3k
#- [0 @ Site Collections ) (g EEEE 11/03/2017 09:51 3k
() £y RRRRR 11/03/2017 10:10 3k
@ [§y TEST MAIL 06/05/2018 11:56 3k
@ [£y test mail 06/05/2018 11:57 3k
| Show items Items per page |50 W | Page|1/1 w

If you will select a large number of items to backup, like 1000 items, you need to click
on these 1000 items to select/deselect them individually. Now there is a shortcut that
you can use to lessen the burden of selecting/deselecting every 1000 item. You can
select/deselect all 100 items at once by using the Shift key. As an example, we will
only show how to do this by selecting only 15 users which would fit in our screen.
Follow the steps below on how to do this:

i Select the first user.

Advanced Backup Source

Folders
£ 43 Users

o
>
v
&
=
o
-
3
9
e
]
-
—
n
e
3

I @ ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com

@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com

@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com

»Ee Lo Bo Lo Lo Lo Lo Lo Lo Lo Lo Lo Lo Lo Lo Lo Lo Lo Lo

CRCRCRCECRORORCRCRCRORCRCRCRO RO R CRC
jDo00o00000O0b000DL0000®

I @ ahsay.onmicrosoft.com W
I @ ahsay.onmicrosoft.com
|| show items
i.  Scroll down to the 15™ user.
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iii. Hold the Shift key then click the 15" user. All the 15 users are now selected.

Advanced Backup Source

Folders
=0

L]

o
[
v

1]
!-1
w

@ahsay.onmicrosoft.com

@Dahsay.onmicrosoft.com

@ahsay.onmicrosoft.com

@Dahsay.onmicrosoft.com
@Dahsay.onmicrosoft.com
Dahsay.onmicrosoft.com
@Dahsay.onmicrosoft.com

@Dahsay.onmicrosoft.com
@Dahsay.onmicrosoft.com
@Dahsay.onmicrosoft.com
ahsay.onmicrosoft.com
ahsay.onmicrosoft.com

@Dahsay.onmicrosoft.com
Dahsay.onmicrosoft.com

ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com

ID000RRERNERRRERNRRARARQE

e e e EE-E8

@ahsay.onmicrosoft.com

[ | Show items

[>

Below are example screenshots for the Users, Public Folders, and Site Collections.
© Users: include Outlook, OneDrive and Personal Sites

Advanced Backup Source

Folders
=~ [£] Office 365
=[] 4s® Users A
-0 & MM@ahsay.onmicrosoft.com -
#- () 2 Outlook
#-[_] @ OneDrive
#-0 B:'. Personal Site
*

) & Il@ahsay.onmicrosoft.com
[ & I @ahsay.onmicrosoft.com
-0 & Il@ahsay.onmicrosoft.com
1-() & Il@ahsay.onmicrosoft.com

o

&

© Public Folders: include public folders
Advanced Backup Source

Folders

=1 [ office 365

+ - '...'..' Users.

=[] [E Public Folders

F-[C] 5l OBC Public Folder
E-[C 75 OBC Public Folder 04
-] 5l OBC public folder 02
-] 7l OBC public folder 03
H-[C] 14l Pub-Test
£
£
£

t-[_] " Public Folder ends with space
t-[] e QA Public Folder 01
H-[_] " Special Folders created in Qutlook

© Site Collections: include Personal Sites and Site Collections

www.ahsay.com
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Advanced Backup Source

Folders
=0 b Site Collections
w0 5% ahsay-my.sharepoint.com ~
& 7} ahsay.sharepoint.com
&[] {7} ahsay.sharepoint.com/search I
B 5 ahsay.sharepoint.com/sites/BlogDemno
& 7% ahsay.sharepoint.com/sites/Cl
& (% ahsay.sharepoint.com/sites/ClTeam01
B 5 ahsay.sharepoint.com/sites/CITeam5ite
- % ahsay.sharepoint.com/sites/DEV
& 7} ahsay.sharepoint.com/sites/DevTest
- ﬁ ahsay.sharepoint.com/sites/Dev_u_o_x_SITE
&[] {7} ahsay.sharepoint.com/sites/EdenClassic?

5. Inthe Schedule menu, configure a backup schedule for backup job to run automatically
at your specified time interval. Slide the on/off button to turn on this feature, then click
Add new schedule to add a new schedule, then click Next to proceed afterward.

Schedule

Run scheduled backup for this backup set

or (.
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Schedule

Run scheduled backup for this backup set
on |

Existing schedules

+ Add new schedule

ew Backup Schedule
Name
Daily-2
Type
Daily v

Start backup

at
ckup completed

|_| Run Retention Policy after backup

In the New Backup Schedule window, configure the following backup schedule settings.

© Name - the name of the backup schedule.

© Type - the type of the backup schedule. There are four (4) different types of backup
schedule: Daily, Weekly, Monthly and Custom.



@ Daily — the time of the day when the backup job will run.

New Backup Schedule
Name

Daily-1

Type

Daily L%

Start backup

at W15 w4 W

Stop

until full backup completed w

Run Retention Policy after backup

@  Weekly — the day of the week and the time of the day when the backup job will
run.

New Backup Schedule

Name
|Weekly—‘|‘

Type
Weekly w

Backup on these days of the week

sun Mon Tue Wed Thu Fri |« Sat
Start backup
at W |23 w00 w
Stop

until full backup completed we

Run Retention Policy after backup

@ Monthly — the day of the month and the time of the day when the backup job
will run.

New Backup Schedule
Name

Monthly-1

Type

Monthly we

Backup on the following day every month

®) Day |Last w
First Sunday

Start backup at

23 & 1| 59 w | on the selected days

Stop

until full backup completed w

+| Run Retention Policy after backup
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@ Custom — a specific date and the time when the backup job will run.

New Backup Schedule

MName

Custom-1
Type
Custom w

Backup on the following day once
2019 || December w31 w
Start backup at

23 W 159 W

Stop

until full backup completed w

+| Run Retention Policy after backup

© Start backup — the start time of the backup job.

@ at — this option will start a backup job at a specific time.

@ every — this option will start a backup job in intervals of minutes or hours.

Start backup
every w | |1 minute [
Stop "
until full be 2 minutes
3 minutes
VI Run Rete 4 minutes
5 minutes
6 minutes
10 minutes
12 minutes

Start backup
every wf |1 minute W
Stop 30 minutes "
until full b
2 hours
| Run Retg 3 hours
4 hours
6 hours
8 hours
12 hours =

Here is an example of backup set that has a periodic and normal backup schedule.

v Backup Schedule
Name
Weekly-1

Type
Weekly w

Backup on these days of the week

New Backup Schedule
Name

Weekly-2

Type

weekly w

Backup on these days of the week

Sun | Mon | Tue | Wed |« Thu |Fri Sat | Sun Mon Tue Wed Thu Fri || Sat
Start backup Start backup
every W | 4 hours W at W21 w00 W
Stop Stop
until full backup completed until full backup completed w
+| Run Retention Policy after backup +| Run Retention Policy after backup
Figure 1.1 Figure 1.2

Figure 1.1 — Periodic schedule every 4 hours Monday - Friday during business hours
Figure 1.2 — Normal schedule run at 21:00 or 9:00 PM on Saturday & Sunday on
weekend during non-business hours
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© Stop — the stop time of the backup job. This only applies to schedules with start
backup “at” and is not supported for periodic backup schedule (start backup
iieveryﬂ)

@ until full backup completed — this option will stop a backup job once it is
complete. This is the configured stop time of the backup job by default.

@ after (defined no. of hrs.) — this option will stop a backup job after a certain
number of hours regardless of whether the backup job has completed or not.
This can range from 1 to 24 hrs.

The number of hours must be enough to complete a backup of all files in the
backup set. For small files in a backup, if the number of hours is not enough to
back up all files, then the outstanding files will be backed up in the next backup
job. However, if the backup set contains large files, this may result in partially
backed up files.

For example, if a backup set has 100GB file size which will take approximately
15 hours to complete on your environment, but you set the “stop” after 10 hours,
the file will be partially backed up and cannot be restored. The next backup will
upload the files from scratch again.

The partially backed up data will have to be removed by running the data
integrity check.

As a general rule, it is recommended to review this setting regularly as the data
size on the backup machine may grow over time.

© Run Retention Policy after backup — if enabled, the AhsayOBM will run a
retention policy job to remove files from the backup destination(s) which have
exceeded the retention policy after performing a backup job.

Click the [OK] button to save the configured backup schedule settings.

Click the [Next] button to proceed. Multiple backup schedules can be created.

Schedule

Run scheduled backup for this backup set
on 1

Existing schedules

= Daily-1
Daily (Every 4 hours)

E Weekly-1
Weekly - Saturday (Every 6 hours)

E Monthly-1
Monthly - The Last Day (Every month at 20:00)

E Custom-1
Custom (12/31/2020 at 21:00)

Add




In the Destination menu, select a backup destination where the backup data will be

6.
stored. Click the “+” icon next to Add new storage destination / destination pool.

Destination

Backup mode

Sequential W

Existing storage destinations

+ Add new storage destination / destination pool

Previous

NOTE
For more details on Backup Destination, refer to the following Wiki article for details:
FAQ: Frequently Asked Questions on Backup Destination

Select storage destinations.

New Storage Destination / Destination Pool

Destination storage
(@ AhsaycBs

C | AhsayCBS

& Wasabi-1

ﬂ Local / Mapped Drive / Network Drive / Removable Drive
aws AWS S3 Compatible Cloud Storage
& Google Drive



https://wiki.ahsay.com/doku.php?id=public:8002_faq:faq_on_backup_destination

You can choose a storage combination of the Local/Mapped Drive/Network
Drive/Removable Drive or Cloud storage. Click OK to proceed when you are done with
the settings.

www.ahsay.com

>

If you have chosen the Local / Mapped Drive / Network Drive / Removable
Drive option, click Change to browse to a directory path where backup data will
be stored, then click Test to validate the path. Test completed successfully

shows when the validation is done.

Name

Local-1

Destination storage

ﬂ Local / Mapped Drive / Network Drive / Removable Drive w

Path (Input local / network address or click [Change])
\\ I\ Users\Administrator\Documents\Sample! | | Change

This share requires access credentials

Test

Name

Local-1

Destination storage

ﬂ Local / Mapped Drive / Network Drive / Removable Drive w

Path (Input local / network address or click [Change])
\\ I \\Users\Administrator\Documents\Sample! | | Change

| This share requires access credentials

User name (e.g. domain\username)
Administrator

Password
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Name
Destination storage

ﬂ Local / Mapped Drive / Network Drive / Removable Drive
Path (Input local / network address or click [Change])

User name (e.g. domain\username)

Password

Testing access to destination...

Name

Local-1

Destination storage
ﬂ Local / Mapped Drive / Network Drive / Removable Drive w

Path (Input local 7/ network address or click [Change])
I U sers\Administrator\Documents\SamplesS | | €hange

| This share requires access credentials

User name (e.g. domain\username)
Administrator
Password

 Test completed successfully
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If you have chosen the AWS S3 Compatible Cloud Storage, select from the
destination storage then click OK. Enter the required details and click Test to
validate. Test completed successfully shows when the validation is done.

Storage Destination / Destination Poo
Name
AWSCompatible-1
Destination storage
aws AWS S3 Compatible Cloud Storage v
Host Port

Access Key ID

Secret Access Key

Bucket Name (please create this bucket manually first)

Connect with SSU/TLS

Access the Internet through proxy

Test

New Storage Destination / Destin
Name
AWSCompatible-1

Destination storage

aws AWS S3 Compatible Cloud Storage v
Host Port
s3.us-west-1.wasabisys.com 443

Access Key ID
NB8QKJZ39ELCJIC3CINBW

Secret Access Key

eeseee

Bucket Name (please create this bucket manually first)
kmtmanila

| Connect with SSUTLS

Access the Internet through proxy

Test
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Name

Destination storage

aws AWS S3 Compatible Cloud Storage

Host Port

Access Key ID

Secret Access Key

Bucket Name (please create this bucket manually first)

.: Testing access to destination...

N Storage Destination / Destination Pool
Name
AWSCompatible-1

Destination storage

aws AWS S3 Compatible Cloud Storage v
Host Port
s3.us-west-1.wasabisys.com 443

Access Key ID
N8QKJZ39ELCJ9C3CINBW

Secret Access Key

Bucket Name (please create this bucket manually first)

kmtmanila

| Connect with SSUTLS

Access the Internet through proxy

+ Test completed successfully

B ==

You can add multiple storage destinations. The backup data will be uploaded to all the

destinations you have selected in the order you added them. Press the icon to
alter the order. Click Next to proceed when you are done with the selection.
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Destination

Backup mode

Sequential u

Existing storage destinations

Local-1
C\Users\Administraton\Documents

@ GoogleDrive-1

e AhsayCBS
Host: 10.16.10.12:443

-~ v

Destination

Backup mode

Sequential  w

Existing storage destinations

Local-1
C\UserstAdministrator\Documents

e AhsayCBS
Host: 10.16.10.12:443

~ v
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7. In the Encryption window, the default Encrypt Backup Data option is enabled with an
encryption key preset by the system which provides the most secure protection.

Encryption

Encrypt Backup Data
on |

Encryption Type

Default u

Default

User password
Custom

You can choose from one of the following three Encryption Type options:

» Default — an encryption key with 44 alpha numeric characters will be randomly
generated by the system

» User password — the encryption key will be the same as the login password of
your AhsayOBM at the time when this backup set is created. Please be
reminded that if you change the AhsayOBM login password later, the encryption
keys of the backup sets previously created with this encryption type will remain
unchanged.

» Custom —you can customize your encryption key, where you can set your own
algorithm, encryption key, method and key length.

.
Encryption
Encrypt Backup Data
on =
Encryption Type
Custom u
Algorithm
.AES ™

Encryption key

EEEEEE

Re-enter encryption key

EEEEEE

Method

")ECB (®) CBC
Key length

) 128-bit (@) 256-bit




NOTE

For best practice on managing your encryption key, refer to the following Wiki article.
FAQ: Best practices for managing encryption key on AhsayOBM or AhsayACB?

Click Next when you are done setting.

8. If you have enabled the Encryption Key feature in the previous step, the following pop-
up window shows, no matter which encryption type you have selected.

advised to write this encryption key down on paper and keep it in
You will need it when you need to restore your files later.
nfirm that you have done so.

Unmask encryption key
Copy to dipboard

The pop-up window has the following three options to choose from:

» Unmask encryption key — The encryption key is masked by default. Click this
option to show the encryption key.

You are advised to write this encryption key down on paper and keep it in
You will need it when you need to restore your files later.
nfirm that you have done so.

rcX1MBE4brnZO86eK0Op6FeabUURRI3gDXGIQSUBXFOS=

Mask encryption key

Copy to clipboard

» Copy to clipboard — Click to copy the encryption key, then you can paste it in
another location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step.


https://wiki.ahsay.com/doku.php?id=public:5034_best_practices_for_managing_encryption_key

9. If you have enabled the scheduled backup option, you will be prompted to enter the
User Name and Password of the Windows account that will be running the backup.

Windows User Authentication

Domain Name (e.g Ahsay.com) / Host Name

|W2k'\ 6R2-std |

User name

I Administrator |

Password

Click Next to create the backup set.

10. The following screen is displayed when the new Office 365 backup set is created
successfully. Click Close to go back to main screen.

Congratulations!

"Client Run Office 365 Backup Set" is successfully created.
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11. Based on Best Practices and Recommendations, it is highly recommended to change
the Temporary Directory. Select another location with sufficient free disk space other
than Dive C.

Go to Others > Temporary Directory. Click Change to browse for another location.

m Client Run Office 365... Temporary Directory

Temporary directory for storing backup files

General B e
41.61GB free out of total 63.48GB space in E:

SOUrce |+] Remaove tempaorary files after backup

Backup Schedule _
Lompressions

Destination

Select compression type

|n_F||e Delta Fast with optimization for local W

Retention Policy

Command Line Tool

Reminder Algorithm AES
Method CBC

Bandwidth Control ey length o bite

Hide advanced settings

Delete this backup set

12. Optional: Select your preferred Compression type. By default, the compression is Fast
with optimization for local.

Go to Others > Compressions. Select from the following list:
e No Compression
e Normal
e Fast (Compressed size larger than normal)
e Fast with optimization for local

Backup Schedule
Compressions

Destination Select compression type

In-File Delta Fast with optimization for local v
No Compression

Retention Policy Normal
Fast (Compressed size larger than normal)

command tine ool

Reminder Algorithm AES

. Method CBC
Bandwidth Control

Key length 256 bits
Others
Hide advanced settings
Delete this backup set

www.ahsay.com 79




4.2 Hybrid Authentication

1. Inthe AhsayOBM main interface, click Backup Sets.

23

Backup Sets

2. Click the “+” icon next to Add new backup set.

Backup Sets

. Add new backup set

Sort by

Creation Time w




3. Enter a Name for your backup set and select Office 365 Backup as the Backup set

www.ahsay.com

type.

Create Backup Set

Name

| Client Run Office 365 Backup Set

Backup set type

E File Backup ~
MS Windows System Backup .
MS Windows System State Backup
n MS Hyper-V Backup

E MySQL Backup

r) office 365 Backup

E Oracle Database Server Backup
E ShadowProtect System Backup

VMware Backup v

Region and click Test.

If MFA is not enforced, enter the Username and Account password. Select the

Name

Create Backup Set

| Client Run Office 365 Backup Set

Backup set type
[ Office 365 Backup L4

Username

|_@ahsay.unmicrusuft.cum

Account password

R

App password
(Required if Multi-Factor Authentication is enforced)

Region

Global v

D Access the Internet through proxy

Test
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If MFA is enforced, enter the Username, Account password and App password

then click Test.

Create Backup Set

Name

| Client Run Office 365 Backup Set |

Backup set type

Em Office 365 Backup L

Username
|_@ahsay.nnmi(msnﬂ.cnm |

Account password

R |

App password
(Required if Multi-Factor Authentication is enforced)

[ |

Region

Global v

D Access the Internet through proxy

Test v

Enter the code sent to your mobile device and click Verify.

Office 365 Multi-Factor Authentication

A sms is sent to your mobile device, please type in the code shown in the sms message
| 358101 |

Use another method to authenticate

or
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If you click Use another method to authenticate link, select between Text or
Call.

Office 365 Multi-Factor Authentication

Select an authentication method

[ Text +XX XXXXXXXX23

QY call +XX XXXXXXXX23

* |f Text is selected, enter the code sent to your mobile device and click
Verify to proceed.

Office 365 Multi-Factor Authentication

A sms s sent to your mobile device, please type in the code shown in the sms message

| 358101 |

Use another method to authenticate

= |f Call is selected, you will receive a call from a third-party app. From there
follow the instructions to proceed with the authentication.

Office 365 Multi-Factor Authentication
Please answer the phone call to continue

£ Waiting for response...

e

NOTE

e The App password is only required if the MFA status of an Office 365
account is enforced.
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¢ If the MFA of the Office 365 user account will be enabled later on, it is
highly advisable to login to AhsayOBM and re-authenticate the Office 365
user account’s credential using the MFA App password. Otherwise the
scheduled backups of the Office 365 backup set will stop working.

Click Authorize to start the authentication process.

Click [Authorize] and in the pop-up browser window, sign in your Microsoft account
and authorize the backup application (if necessary), copy and paste the authorization
code to the textbox and hit [OK] to complete the authentication.

Sign in to your Microsoft account.

B Microsoft
Sign in

I - s . onmicrosoft.oom

Mo account? Create onel
Cant access your account?

Sign-in options

Back

B® Microsoft
« I -hsay.onmicrosoft.ocom

Enter password

Forgot my password

signin
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If MFA is enforced for the Office 365 user account used to authenticate the backup set,
enter the verification code sent to your mobile device and click Verify.

B8 Microsoft
_@ahsay.onmicrosoft.com

Enter code

[ We tewted your phone +30{22000000{23 Please
enter the code tosignin,

689795

Having trouble? Sign in another way

YWerify

NOTE

The verification code is only required if the MFA status of an Office 365 account is

AHITT]

Authorization Code for Microsoft 365

Copy the authorization code.

0.ASsA_IShkza7uEGrYiY 11M1VMXiGI8nVBhARCgimGnRi

Please copy and paste the above Authorization Code
into Ahsay's product to complete the setup.

Go back to AhsayOBM and paste the authorization code. Click OK to proceed.

In the pop-up browser window, sign in your Microsoft account and
authorize the backup application (if necessary), copy and paste the
authorization code to the textbox and hit [OK] to complete the
authentication.

1IhQVUYCIMSIMT4E3sd6VZ7Viv-6€2)5560PdgXMO-qQ-9A)4yQtOMCFMIAA
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Test completed successfully shows when the validation is successful. Press Next to
proceed to the next step.

Name
~
Client Run Office 365 Backup Set
Backup set type
m Office 365 Backup (V]
Username
I - - -2y onmicrosoft.com
Account password
e
App password
(Required if Multi-Factor Authentication is enforced)
Region
Global v
Access the Internet through proxy
« Test completed successfully hd

Verifying...
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Please wait...
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4. Inthe Backup Source menu, select the desired Outlook, OneDrive, Personal Site,
Public Folders or Site Collections for backup.

Backup Source

Select the items and folders that you want to backup

Outlook
OneDrive

Personal Site
Public Folders
Site Collections

would like to choose the items to backup

previous | [N

Or click | would like to choose the items to backup to choose the detailed items to
backup. Enable the Show items checkbox at the bottom left corner if you would like to
choose individual items for backup.

Advanced Backup Source
Folders Name Date modified Size
=-0 [ office 365 @ [§ after upgrade 1 10/31/2017 18:35 3k
#- [ 4b Users gy bDDDD 11/02/2017 17:46 3k
#-[ [E Ppublic Folders [y www 11/02/2017 18:18 3k
#- (0 @ Site Collections ) (63 EEEE 11/03/2017 09:51 3k
) (83 RRRRR 11/03/2017 10:10 3k
@ [§y TEST MAIL 06/05/2018 11:56 3k
@ [£y test mail 06/05/2018 11:57 3k
[v] Show items Items per page |50 W | Page|1/1 w

www.ahsay.com
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If you will select a large number of items to backup, like 1000 items, you need to click

on these 1000 items to select/deselect them individually. Now there is a shortcut th
you can use to lessen the burden of selecting/deselecting every 1000 item. You ca
select/deselect all 100 items at once by using the Shift key. As an example, we will
only show how to do this by selecting only 15 users which would fit in our screen.
Follow the steps below on how to do this:

i Select the first user.

at
n

Advanced Backup Source

Folders
a

c
w

T (]
! ’
w

ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com

@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com

)000000000000000000® ¢

PEEEHE00He0Heeesse0

items

[ ] show

i}

ii. Scroll down to the 15t user.

ii. Hold the Shift key then click the 15" user. All the 15 users are now selected.

Advanced Backup Source

Folders

c
W

1]
L}
!m

@ahsay.onmicrosoft.com

@Dahsay.onmicrosoft.com

@ahsay.onmicrosoft.com

@Dahsay.onmicrosoft.com
@Dahsay.onmicrosoft.com
Dahsay.onmicrosoft.com
@Dahsay.onmicrosoft.com
@Dahsay.onmicrosoft.com
@Dahsay.onmicrosoft.com
@Dahsay.onmicrosoft.com
ahsay.onmicrosoft.com

ahsay.onmicrosoft.com

@Dahsay.onmicrosoft.com

Dahsay.onmicrosoft.com

ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com
@ahsay.onmicrosoft.com

o
R EEEE--E a8 6888 0
ID000RRARRRRRAARARARRRESE

@ahsay.onmicrosoft.com

[ | Show items

[>
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Below are example screenshots for the Users, Public Folders, and Site Collections.

O Users: include Outlook, OneDrive and Personal Sites

Advanced Backup Source

Folders
=~ [ Office 365
- () ¥ Users
=~ & Il@ahsay.onmicrosoft.com
- 32 Outlook
#-[_] @ OneDrive
@[] @ Personal Site
#-[] & Il@ahsay.onmicrosoft.com
#-) & I @ahsay.onmicrosoft.com
#- & l@ahsay.onmicrosoft.com
#-) & Il@ahsay.onmicrosoft.com

© Public Folders: include public folders
Advanced Backup Source

Folders
=1 [E] Office 365
D:&.' Users
E}D E Public Folders
-] "4 OBC Public Folder
-] 4 OBC Public Folder 04
-] 4l OBC public folder 02
F-[C] 75 OBC public folder 03
-] 05 Pub-Test
-] 74l Public Folder ends with space
-] gl QA Public Folder D1
H-[[] 14 Special Folders created in Outlook

O Site Collections: include Personal Sites and Site Collections
Advanced Backup Source

Folders

=0 b Site Collections
w0 5% ahsay-my.sharepoint.com
& 7} ahsay.sharepoint.com
&[] {7} ahsay.sharepoint.com/search
B 5 ahsay.sharepoint.com/sites/BlogDemao
& 7% ahsay.sharepoint.com/sites/Cl
& (% ahsay.sharepoint.com/sites/ClTeam01
B 5 ahsay.sharepoint.com/sites/CITeam5ite
- % ahsay.sharepoint.com/sites/DEV
& 7} ahsay.sharepoint.com/sites/DevTest
- ﬁ ahsay.sharepoint.com/sites/Dev_u_o_x_SITE
&[] {7} ahsay.sharepoint.com/sites/EdenClassic?




5. Inthe Schedule menu, configure a backup schedule for backup job to run automatically
at your specified time interval. Slide the on/off button to turn on this feature, then click
Add new schedule to add a new schedule, then click Next to proceed afterward.

Schedule

Run scheduled backup for this backup set

ort P

Schedule

Run scheduled backup for this backup set
on = |

Existing schedules

. Add new schedule

91
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Name
Daily-2

Type
Daily v

Start backup

at

1(kup completed

Run Retention Policy after backup

© Name - the name of the backup schedule.

@ Daily — the time of the day when the backup job will run.

New Backup Schedule

Name

Daily-1

Type

Daily ~
Start backup

at W15 w41 W

Stop

until full backup completed w

Run Retention Policy after backup

In the New Backup Schedule window, configure the following backup schedule settings.

© Type — the type of the backup schedule. There are four (4) different types of backup
schedule: Daily, Weekly, Monthly and Custom.

@  Weekly — the day of the week and the time of the day when the backup job will

run.

:

92




www.ahsay.com

New Backup Schedule

Name
| Weekly—‘l‘

Type

Backup on these days of the week
[Jsun [ Imon [JTue [Iwed [ |Thu [ |Fri sat

Start backup

|at V||23 Vl:lOO Vl

Stop

|unti| full backup completed w |

Run Retention Policy after backup

will run.

New Backup Schedule

Name

| Monthly-1

Type

Backup on the following day every month

@oa s v]

(O First v Sunday W

Start backup at

: on the selected days

Stop

| until full backup completed w

Run Retention Policy after backup

@ Monthly — the day of the month and the time of the day when the backup job
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@ Custom — a specific date and the time when the backup job will run.

New Backup Schedule

MName

Custom-1
Type
Custom w

Backup on the following day once
2019 || December w31 w
Start backup at

23 W 159 W

Stop

until full backup completed w

+| Run Retention Policy after backup

© Start backup — the start time of the backup job.

@ at — this option will start a backup job at a specific time.

@ every — this option will start a backup job in intervals of minutes or hours.

Start backup
every w | |1 minute [
Stop "
until full be 2 minutes
3 minutes
VI Run Rete 4 minutes
5 minutes
6 minutes
10 minutes
12 minutes

Start backup
every wf |1 minute W
Stop 30 minutes "
until full b
2 hours
| Run Retg 3 hours
4 hours
6 hours
8 hours
12 hours =

Here is an example of backup set that has a periodic and normal backup schedule.

v Backup Schedule
Name
Weekly-1

Type
Weekly w

Backup on these days of the week

New Backup Schedule
Name

Weekly-2

Type

weekly w

Backup on these days of the week

Sun | Mon | Tue | Wed |« Thu |Fri Sat | Sun Mon Tue Wed Thu Fri || Sat
Start backup Start backup
every W | 4 hours W at W21 w00 W
Stop Stop
until full backup completed until full backup completed w
+| Run Retention Policy after backup +| Run Retention Policy after backup
Figure 1.1 Figure 1.2

Figure 1.1 — Periodic schedule every 4 hours Monday - Friday during business hours
Figure 1.2 — Normal schedule run at 21:00 or 9:00 PM on Saturday & Sunday on
weekend during non-business hours
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© Stop — the stop time of the backup job. This only applies to schedules with start
backup “at” and is not supported for periodic backup schedule (start backup
iievery!i)

@ until full backup completed - this option will stop a backup job once it is
complete. This is the configured stop time of the backup job by default.

@ after (defined no. of hrs.) — this option will stop a backup job after a certain
number of hours regardless of whether the backup job has completed or not.
This can range from 1 to 24 hrs.

The number of hours must be enough to complete a backup of all files in the
backup set. For small files in a backup, if the number of hours is not enough to
back up all files, then the outstanding files will be backed up in the next backup
job. However, if the backup set contains large files, this may result in partially
backed up files.

For example, if a backup set has 100GB file size which will take approximately
15 hours to complete on your environment, but you set the “stop” after 10 hours,
the file will be partially backed up and cannot be restored. The next backup will
upload the files from scratch again.

The partially backed up data will have to be removed by running the data
integrity check.

As a general rule, it is recommended to review this setting regularly as the data
size on the backup machine may grow over time.

© Run Retention Policy after backup — if enabled, the AhsayOBM will run a
retention policy job to remove files from the backup destination(s) which have
exceeded the retention policy after performing a backup job.

Click the [OK] button to save the configured backup schedule settings.

Click the [Next] button to proceed. Multiple backup schedules can be created.

Schedule

Run scheduled backup for this backup set
on 1

Existing schedules

= Daily-1
Daily (Every 4 hours)

E Weekly-1
Weekly - Saturday (Every 6 hours)

E Monthly-1
Monthly - The Last Day (Every month at 20:00)

E Custom-1
Custom (12/31/2020 at 21:00)

Add




In the Destination menu, select a backup destination where the backup data will be

6.
stored. Click the “+” icon next to Add new storage destination / destination pool.

Destination

Backup mode

Sequential W

Existing storage destinations

+ Add new storage destination / destination pool

Previous

NOTE
For more details on Backup Destination, refer to the following Wiki article for details:
FAQ: Frequently Asked Questions on Backup Destination

Select storage destinations.

New Storage Destination / Destination Pool

Destination storage
(@ AhsaycBs

C | AhsayCBS

& Wasabi-1

ﬂ Local / Mapped Drive / Network Drive / Removable Drive
aws AWS S3 Compatible Cloud Storage
& Google Drive



https://wiki.ahsay.com/doku.php?id=public:8002_faq:faq_on_backup_destination

You can choose a storage combination of the Local/Mapped Drive/Network
Drive/Removable Drive or Cloud storage. Click OK to proceed when you are done with
the settings.

www.ahsay.com

>

If you have chosen the Local / Mapped Drive / Network Drive / Removable
Drive option, click Change to browse to a directory path where backup data will
be stored, then click Test to validate the path. Test completed successfully

shows when the validation is done.

Name

Local-1

Destination storage

ﬂ Local / Mapped Drive / Network Drive / Removable Drive w

Path (Input local / network address or click [Change])
\\ I\ Users\Administrator\Documents\Sample! | | Change

This share requires access credentials

Test

Name

Local-1

Destination storage

ﬂ Local / Mapped Drive / Network Drive / Removable Drive w

Path (Input local / network address or click [Change])
\\ I \\Users\Administrator\Documents\Sample! | | Change

| This share requires access credentials

User name (e.g. domain\username)
Administrator

Password
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Name
Destination storage

ﬂ Local / Mapped Drive / Network Drive / Removable Drive
Path (Input local / network address or click [Change])

User name (e.g. domain\username)

Password

Testing access to destination...

Name

Local-1

Destination storage
ﬂ Local / Mapped Drive / Network Drive / Removable Drive w

Path (Input local 7/ network address or click [Change])
I U sers\Administrator\Documents\SamplesS | | €hange

| This share requires access credentials

User name (e.g. domain\username)
Administrator
Password

 Test completed successfully
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If you have chosen the AWS S3 Compatible Cloud Storage, select from the
destination storage then click OK. Enter the required details and click Test to
validate. Test completed successfully shows when the validation is done.

Storage Destination / Destination Poo
Name
AWSCompatible-1
Destination storage
aws AWS S3 Compatible Cloud Storage v
Host Port

Access Key ID

Secret Access Key

Bucket Name (please create this bucket manually first)

Connect with SSU/TLS

Access the Internet through proxy

Test

New Storage Destination / Destin
Name
AWSCompatible-1

Destination storage

aws AWS S3 Compatible Cloud Storage v
Host Port
s3.us-west-1.wasabisys.com 443

Access Key ID
NB8QKJZ39ELCJIC3CINBW

Secret Access Key

eeseee

Bucket Name (please create this bucket manually first)
kmtmanila

| Connect with SSUTLS

Access the Internet through proxy

Test
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Name

Destination storage

aws AWS S3 Compatible Cloud Storage

Host Port

Access Key ID

Secret Access Key

Bucket Name (please create this bucket manually first)

.: Testing access to destination...

Destination / Destination Pool

Name

AWSCompatible-1

Destination storage

aws AWS S3 Compatible Cloud Storage v
Host Port
s3.us-west-1.wasabisys.com 443

Access Key ID
N8QKJZ39ELCJ9C3CINBW

Secret Access Key

Bucket Name (please create this bucket manually first)

kmtmanila

| Connect with SSUTLS

Access the Internet through proxy

+ Test completed successfully

B ==

You can add multiple storage destinations. The backup data will be uploaded to all the
destinations you have selected in the order you added them. Press the icon to
alter the order. Click Next to proceed when you are done with the selection.
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Destination

Backup mode

Sequential u

Existing storage destinations

Local-1
C\Users\Administraton\Documents

@ GoogleDrive-1

e AhsayCBS
Host: 10.16.10.12:443

-~ v

Destination

Backup mode

Sequential  w

Existing storage destinations

Local-1
C\UserstAdministrator\Documents

e AhsayCBS
Host: 10.16.10.12:443

~ v
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7. In the Encryption window, the default Encrypt Backup Data option is enabled with an
encryption key preset by the system which provides the most secure protection.

Encryption

Encrypt Backup Data
on |

Encryption Type

Default u

Default

User password
Custom

You can choose from one of the following three Encryption Type options:

» Default — an encryption key with 44 alpha numeric characters will be randomly
generated by the system

» User password — the encryption key will be the same as the login password of
your AhsayOBM at the time when this backup set is created. Please be
reminded that if you change the AhsayOBM login password later, the encryption
keys of the backup sets previously created with this encryption type will remain
unchanged.

» Custom —you can customize your encryption key, where you can set your own
algorithm, encryption key, method and key length.

.
Encryption
Encrypt Backup Data
on =
Encryption Type
Custom u
Algorithm
.AES ™

Encryption key

EEEEEE

Re-enter encryption key

EEEEEE

Method

")ECB (®) CBC
Key length

) 128-bit (@) 256-bit




NOTE
For best practice on managing your encryption key, refer to the following Wiki article.
FAQ: Best practices for managing encryption key on AhsayOBM or AhsayACB?

Click Next when you are done setting.

8. If you have enabled the Encryption Key feature in the previous step, the following pop-
up window shows, no matter which encryption type you have selected.

You are advised to write this encryption key down on paper and keep itin
E You will need it when you need to restore your files later.
Please confirm that you have done so.

Unmask encryption key
Copy to dipboard

The pop-up window has the following three options to choose from:

» Unmask encryption key — The encryption key is masked by default. Click this
option to show the encryption key.

re advised to write this encryption key down on paper and keep it in
. You will need it when you need to restore your files later.
confirm that you have done so.

rcX1MBE4brnZ0O86eK0OpbFeabuuRRi3gDXGIq5uBXFls=

Mask encryption key

Copy to clipboard

» Copy to clipboard — Click to copy the encryption key, then you can paste it in
another location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step.


https://wiki.ahsay.com/doku.php?id=public:5034_best_practices_for_managing_encryption_key

9.

If you have enabled the scheduled backup option, you will be prompted to enter the

User Name and Password of the Windows account that will be running the backup.

Windows User Authentication

Domain Name (e.g Ahsay.com) / Host Name

|W2k'\ 6R2-std |

User name

I Administrator |

Password

10. The following screen is displayed when the new Office 365 backup set is created

www.ahsay.com

Click Next to create the backup set.

successfully. Click Close to go back to main screen.

Congratulations!

"Client Run Office 365 Backup Set" is successfully created.
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11. Based on Best Practices and Recommendations, it is highly recommended to change
the Temporary Directory. Select another location with sufficient free disk space other

than Dive C.

Go to Others > Temporary Directory. Click Change to browse for another location.

General

Source

Backup Schedule
Destination

In-File Delta
Retention Policy
Command Line Tool

Reminder

Bandwidth Control

Hide advanced settings

Delete this backup set

Temporary Directory

Temporary directory for storing backup files

|E:\
41.61GB free out of total 63.48GB space in E:

|+] Remaove tempaorary files after backup

Compressions
Select compression type

Fast with optimization for local W

Algorithm AES
Method CBC
Key length 256 bits

12. Optional: Select your preferred Compression type. By default, the compression is Fast

www.ahsay.com

with optimization for local.

Go to Others > Compressions. Select from the following list:

e No Compression

e Normal

e Fast (Compressed size larger than normal)

e Fast with optimization for local

Backup Schedule
Destination

In-File Delta
Retention Policy
Command Line Tool
Reminder

Bandwidth Control

Hide advanced settings

Delete this backup set

Compressions

Select compression type

Fast with optimization for local v

No Compression
Normal

Fast (Compressed size larger than normal)

Fast with optimization for local

Algorithm AES
Method CBC
Key length 256 bits
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5 Overview of Office 365 Backup Process

The following steps are performed during a backup job. For an overview of the detailed process for
Steps 3, 5, 10, and 12, refer to the following chapters:

© Periodic Data Integrity Check (PDIC) Process (Step 3)

© Backup Set Index Handling Process

@  Start Backup Job (Step 5)
@ Completed Backup Job (Step 12)
© Data Validation Check (Step 10)

Establishing
connection

1

Running
pre-backup
command

4

Downloading
files

5

Compiling
file list

6

Comparing
files

7

www.ahsay.com

~
Start backup job
V,
~
Initiated by AhsayOBM: Connection to the
Office 365 Server is established.
y,

\

Encryption key is uploaded to the backup server
(if enabled).

J

Physical .bak files (data blocks) that do not exist h
in the index are removed from the backup
destination(s), then the statistic of both data

area and retention area will be recalculated.

Pre-backup command is running (if configured).

Latest index.db file and checksum files are
downloaded from the backup destination(s) to
the temporary folder

Local file list of each individual mailbox or
OneDrive folder or SharePoint is compiled
according to the backup source setting.

Local and remote file lists are compared to
identify new, updated, moved or deleted files
and/or folders since the last backup job.

Uploading
i3

9

Data
validation
check

10

Running
retention
policy

11

Running
post-backup
command

13

Removing
temporary
files

14

Delta files are generated for modified files (if
required when in-file delta is enabled).

-
Data are compressed, encrypted, divided into
individual data block size of 16 or 32 MB, and
then uploaded to the backup destination(s).
S
-

The number of 16 or 32 MB data blocks and the
individual block size in the backup destination(s)
is identical to the blocks transferred.

J

Retention policy job is running (if enabled).

~

Latest index files on the client computer are
saved to the backup destination(s) and client log
files are saved to the backup server.

Post-backup command is running (if configured).

~

J

Temporary data is removed from the temporary
storage location specified in the backup set (if
enabled).

~

Backup job completed
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5.1 Periodic Data Integrity Check (PDIC) Process

For AhsayOBM v8.3.6.0 (or above), the PDIC will run on the first backup job that falls on the
corresponding day of the week from Monday to Friday.

To minimize the impact of the potential load of large number of PDIC jobs running at the
same time on the AhsayCBS server, the schedule of a PDIC job for each backup set is
automatically determined by the result of the following formula:

PDIC schedule = %BackupSetlD% modulo 5
or

%BackupSetID% mod 5

The calculated result will map to the corresponding day of the week (i.e., from Monday to

Friday).
0 Monday
1 Tuesday

2 Wednesday

3 Thursday

4 Friday

NOTE: The PDIC schedule cannot be changed.
Example:

Backup set ID: 1594627447932

Calculation: 1594627447932 mod 5 = 2

2 Wednesday

In this example:
e the PDIC will run on the first backup job that falls on Wednesday; or

¢ if there is no active backup job(s) running from Monday to Friday, then the PDIC will run
on the next available backup job.

NOTE
Although according to the PDIC formula for determining the schedule is %BackupSetiD% mod 5,
this schedule only applies if the previous PDIC job was actually run more than 7 days prior.
Under certain conditions, the PDIC may not run strictly according to this formula. For example:
1. If AhsayOBM was upgraded to v8.5 (or above) from an older version v6, v7, or pre-8.3.6.0
version. In this case, the PDIC job will run on the first backup job after upgrade.
2. If backup jobs for a backup set are not run on a regular daily backup schedule (for example:

on a weekly or monthly schedule), then the PDIC job will run if it detects that the previous
PDIC job was run more than 7 days ago.




A A
» o /@ 3
0 (¢ \ S
— » >

NN e
Start Periodic Checkingindexfiles  Checking outdated No index-related
Data Integrity whichare morethan  entriesin the index issuesfound
Check 90 days old in the files if they physically

backup destination(s)
a

S
— @
Removingindex files
from the backup
destination(s) which
aremorethan 90
days old

existin the backup
destination(s)

\
o v

—

-
-

ey

Periodic Data
Integrity Check
completed

0
\

A nl
—
Removingoutdated  Storage Statistics
entriesin theindex  recalculated

files which do not A A
physically existin
backup destination(s)

e Check the index files in
the backup destination(s)
to determine if they were
more than 90 days old.

=» If YES, proceed too
=» 1f NO, proceed to o

o Check the outdated
entries in the index files
for files and/or folders if
they physically exist in
the backup destination(s).

= If YES, proceed to o
=»1f NO, proceed to o

° Storage Statistics for
Data area and
Retention area usage
will be recalculated.

o Periodic Data Integrity
check is completed.

e Index files with no issues
will be uploaded to the
current backup destination(s).

o The backup job process
will continue.

o Index files which are

o Outdated entries in the

Uploadingindexfiles
with no issuesto the
currentbackup
destination(s)

&
S

Continue backupjob

more than 90 days old
will be removed from the
backup destination(s).

index files for files
and/folders which do not
physically exist in backup
destination(s) will be
removed.

www.ahsay.com
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5.2 Backup Set Index Handling Process

To minimize the possibility of index related issues affecting backups, each time index files are
downloaded from and uploaded to backup destination(s); the file size, last modified date,
and checksum is verified to ensure index file integrity.
5.2.1 Start Backup Job

AhsayOBM
N
AhsayOBM
‘\
Index file received by AhsayOBM LN
> i
® > O
h 3G k‘- I
_ Redownload
— * index file
e Check index
I — file size
(b ' of
]
LN LY Lk
\\ AhsayCBS Backup Server o kk o LN
h o 7# i |
B “OR- v ‘e
Download Verify Check Check latest
index.db file @ - checksum modified date
00, »*"Eg of index.db file
@ aws n e -
— 2L el
@ \‘é % o Redownload o Redownload
Cloud Destination index file index file
Index file is retrieved from
the current directory (i.e.,
AhsayCBS, Cloud

Check modified date.

=) |f latest modified date
Destination, FTP or SFTP).

Ifindex is valid,
use the index.db file
is correct, proceedto to compile file list for
backup.
=» IfNOT, proceed to o
@ Index file will be downloaded.
Verify Check checksum

of index.db file.
= If checksum

is correct, proceedto o
=» IfNOT, proceed to

e Check index file size.

=¥ [findex file size

Index file will be
redownloaded.
is correct, proceedto o

Proceedto @
=) [fNOT, proceed to
o [ x

www.ahsay.com
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5.2.2 Completed Backup Job
AhsayCBS
c"')
_,ilc
R aws n e @
ot 4 @& o g
AhsayCBS Backup Server -QOR - Cloud Destination
Index file uploaded to AhsayCBS Lk
or Cloud Destination [
> -
A
= 0
n - Reupload
) index file
Check index
file size
AhsayOBM 01
N h
- 0 [bo ¢
Index.db — - -
e Verify Check Check latest
Index file AhsayOBM checksum modified date
of index.db file
Reupload Reupload
o index file o index file
e Index file from AhsayOBM is o Check index file size.
uploadedto AhsayCBS, Cloud =) Ifindex file size
Destination, FTP or SFTP. is correct, proceedto ()
=) If NOT, proceed to o
@Verify Check checksum Indexfile is uploaded
ofindex.db file. correctly to AhsayCBS
< If checksum or Cloud Destination.
is correct, proceedto o
=» IfNOT, proceed to o
o Check modified date. Index file will be o
=) |f latest modified date reuploaded. Proceedto
is correct, proceedto o
=) If NOT, proceed to o
-




5.3 Data Validation Check Process

As an additional measure to ensure that all files transferred to the backup destination(s) are
received and saved correctly, both the number of 16 or 32 MB data block files and the size
of each block file are checked again after the files are transferred.

@
em _OERG
@ s ne 8
@‘-(‘@

AhsayCBS .
Cloud Destination Backup Server Local Drive

\’d. 0 0. e
o . @1_' @_’

Start Data Data block Data Validation Running
Validation Check size check Check complete Retention Policy

o " T " i
B (%W [ad

e ai Block size Block size Statistics
Missing block(s) not identical deletion T
o Check the number of 16 or 32 MB o Files in the missing block(s)
data blocksin the backup will be removed from the
destination(s) is identical to the index.db file.
number of blocks transferred.
o Statistics will be updated
=¥ IfYES, proceedto Q according to the files removed.
=» IfNO, proceedto ° Proceedto e
Q Check the individual sizes 0 Block size that are not identical
of each data block in the will be removed from the backup
backup destination(s) is destination(s).
identical to the sizes of each Proceedto then
block transferred.

=) If YES, proceedto o Proceedto @
=9 IfNO, proceedto e

Data validation check is complete.

° Retention policy will run (if enabled).




6 Running Backup Job

1. Login to AhsayOBM according to the instructions in Logging in to AhsayOBM.

2. Click the Backup icon on the main interface of AhsayOBM.

0

el

Backup

3. Backup sets can be sorted by Name or by Creation Time. By default, it is sorted by
Name. Select the backup set which you would like to start a backup for.

Please Select The Backup Set To Backup

Creation Time  w

Creation Time

n Client Run Office 365 Backup Set

Owner: w2k16R2-std
Newly created on Thursday, September 26, 2019 14:37

Office 365

Sample Backup Set 01
Owner: w2k16R2-std
Newly created on Thursday, September 26, 2019 15:47

Sample Backup Set 02
Owner: w2k16R2-std
Newly created on Thursday, September 26, 2019 15:48




4. If you would like to modify the In-File Delta type, Destinations and Retention Policy
Settings, click Show advanced option.

Choose Your Backup Options
m Client Run Office 365 Backup Set

Backup set type
Office 365

Show advanced option

Choose Your Backup Options

m Client Run Office 365 Backup Set

Backup set type
Office 365

In-File Delta type

() Full

() pifferential
() Incremental

Destinations

+ (@ AhsayCBS (Host: 10.16.10.14:443)
Retention Policy

|:| Run Retention Policy after backup

Hide advanced option
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5. Click Backup to start the backup and wait until the backup is finished.

e e EEE
Backup

m Client Run Office 365 Backup

G AhsayCBS (Host: 10.16.10.12:443) .

 Backup Completed Successfully
Estimated time left 0 sec

Backed up 591.47M (7,488 files, 3,723 directories, 0 link)
Elapsed time 35 min 13 sec
Transfer rate 2.43Mbit/s

6. Check the log of your back up by clicking this icon . It will show you the log of your

backup with corresponding date and time.
> :

Show | All
Type Time
0 The In-File Delta Backup feature is not enabled on this account. Please be aware that files are being backed up in their ent... 03718/2019 10:02:52
o Start [ Windows Server 2012 R2 (w2k16R2-std), AhsayOBM v8.1.0.50] 03/18/2019 10:03:06 ~
0 Saving encrypted backup set encryption keys to server.. 03/18/2019 10:03:09
0 Start Backup ... [In-File Delta: Full] 03/18/2019 10:03:10
©  Using Temporary Directory C:\Users\Administrator.obm\temp!1552638688861\0BS@1552874279148 03/18/2019 10:03:10
0 swon running pre-commands 03/18/2019 10:03:12
O Finished running pre-commands 03/18/2019 10:03:12
0 Downloading server file list (Office 365)... 03/18/2019 10:03:13
0 Downloading server file list (Office 365)... Completed 03/18/2019 10:03:13
0 [New Directory]... Office 365 03/18/2019 10:03:20
o [New Directory]... Office 365/Public Folders 03/18/2019 10:03:21
o [New Directory]... Office 365/Site Collections 03/18/2019 10:03:21
o Downloading server file list (Public Folders)... 03/18/2019 10:03:22
© Downloading server file list (Office 365/User N -hsay.com)... 03/18/2019 10:03:22
o Downloading server file list (Public Folders)... Completed 03/18/2019 10:03:22
@ Downloading server file list (Office 365/Users sy com)... Compieted 03/18/2019 10:03:22
© [New Directory)... Office 365/Site Collections/D301_ahsay-my. sharepoint.com%2fpersonal% 2 @3hsay.com) 03/18/2018 10:03:22
0 [New ctory]... Office 365/Users 03/18/2019 10:03:22
© (NewDirectory)... Office 365/Site Collections/D901_ahsay.sharepoint.com®¥; 2fteamsite 03/18/2019 10:03:22
0 (New Directory]... Office 365/Users/ e shsay com) 03/18/2019 10:03:22
0 Reading backup source from Public Folders... 03/18/2019 10:03:23
o Reading backup source from Office 365/Users/ [ RR=h<ay com) 03/18/201910:03:23  w
€ Backup E-mail Account: 3153y com) 03/18/2019 10:03:23
Logs per page Page | 1/368
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AhsayOBM supports Office 365 backup of individual account(s) which is not authenticated
with Office 365 Admin account or without Admin permissions. To change the settings, follow
the instructions below:

1. Click the Backup Sets icon on the AhsayOBM main interface.

Backup Sets

2. Select the backup set which you would like to update.

Backup Sets

Creation Time W

Run on Client Office 365 Backup Set
Owner: w2k16-std
Last Backup: Monday, September 20, 2021 13:51

Office 365

BackupSet_1
Owner: w2k16-std
Last Backup: Monday, September 20, 2021 15:15

Office 365

3. Click the Change settings button.
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Run on Client Office ... General

Name
General [ Run on Client Office 365 Backup Set

Source owner
w2k16-std
Backup Schedule
o Office 365
Destination
Username
Show advanced settings _
Region
Global v

Windows User Authentication
Domain Name (e.g Ahsay.com) / Host Name

[waki6-std ]

User name

Administrator w

4. “This Office 365 user only” is the configured backup scope by default. Select from the
two (2) options, then click Next to proceed.

Office 365

Username

-ahsay.onmicrosoﬂ.com |

Account password

App password
(Required if Office 365 Multi-Factor Authentication is enforced)

Backup scope

() Entire organization
(®) This Office 365 user only

Region

Global L

|:| Access the Internet through proxy

5. When the following pop-up window is displayed, click Authorize.
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Click [Authorize] and in the pop-up browser window, sign in your Microsoft account
and authorize the backup application (if necessary), copy and paste the authorization

code to the textbox and hit [OK] to complete the authentication.

6. Copy and paste the following authorization code to AhsayOBM, then click OK to

continue.
Anf11]

Authorization Code for Microsoft 365

0.ASsA_|Shkza7uEGrYiY111VMXiGI8nVBhARCgimGnR:

Please copy and paste the above Authorization Code
into Ahsay's product to complete the setup.

In the pop-up browser window, sign in your Microsoft account and
authorize the backup application (if necessary), copy and paste the
authorization code to the textbox and hit [OK] to complete the
authentication.

NMy3JurrBmms-pdi3fgPBamvxszfCzISHUjnZg70a0MsiVpaNeOkzj43CAA|

7. Click Save to apply the settings.
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m Run on Client Office ...

Source
Backup Schedule

Destination

Show advanced settings

Delete this backup set

General

Name

I Run on Client Office 365 Backup Set

Owner
w2k16-std

Office 365

Username

Region
Global v

Change settings

Windows User Authentication

Domain Name (e.g Ahsay.com) / Host Name

I w2k16-std

User name

Administrator
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View Report

To view the backup report(s), go back to the AhsayOBM main interface, then click
Report > Backup.

In the Backup Report screen, you can see the backup set with corresponding destination,
completion date and time, and status.

® AhsayOBM SEES

RepO rt Backup Report

From To
Backup 11 w | Mar w2019 » |18 w  Mar w 2019 w | Go
Restore Backup set W | Destination s | Completion Status v

Client Run Offi... (3 AhsayCBs Today 10:37 Completed

Usage d

No. of records per page |50 W Page 1/1 w
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Click the backup report and the summary of the backup will be displayed. You can also

click the View Log; this will redirect you to the log summary of your backup.
0] AhsayOBM [—[= ]

Report Backup Report

From To
Ba p 11 | Mar v 2019 v | |18 | Mar v | 2019 w Go
Restore Backup set W | Destination v | Completion Status v
Usage Backup set E] Client Run Office 365 Backup X
Destination (9 AhsaycBs
Job 03/18/2019 10:02
Time Today 10:02 - 10:37 (CST)
Status v Completed successfully
New files * 7488 [591.5M/591.5M (0%)]
Updated files * 0
Attributes Changed Files * 0
Moved files * 0
Deleted files * 0
* Unit = No of files [Total zipped size / Total unzipped size (compression ratio)]
View log

No. of records per page |50 W Page (1/1 w
© AhsayOBM [=[o |

Backup set | Client Run Office 365 Backup w Destination | AhsayCBS w
Log | 03/18/201910:02 w Show | All w

Type Log Time

0 The In-File Delta Backup feature is not enabled on this account. Please be aware that files are being backed up in their ent. 0311872019 10:02:52

© Start [ Windows Server 2012 R2 (w2k16R2-51d), AhsayOBM v8.1.0.50 ] 2019 10:03:06 ™

0 Saving encrypred backup set encryption keys to server 03/18/2019 10:03.09

© Start Backup .. [In-File Delta: Full] 019 10:03:10

© Using Temporary Directory C:\Users\Administrator.obmitemp\1552638688861\0B5@ 1552874279148 2019 10:03:10

© Start running pre-commands. 2019 10:03:12

© Finished running pre-commands 019 10:03:12

© Downloading server file list (Office 365)..

0 Dewnloading server file list (Office 365)... Completed

© [(New Directoryl... Office 365

© [(New Directoryl... Office 365/Public Folders

© (New Directory)... Office 365/Site Collections

© Downloading server file list (Public Folders)

0 Downloading server file list (Office 365/Users/ IR =hsay. com)... 019 10:03:22

0 Downloading server file list (Public Folders)... Completed 2019 10:03:22

© Downloading server file list (Office 365/Us /I = hsay.com)... Completed 019 10:03:22

0 [New Directory]... Office 365/5ite Collectio -'DEIO‘_ah’.ay-m-,'.Lhnrepom(.ccm"\E!persoml‘rzz_@shssy.:m}.. 019 10:03:22

0 [New Directory]... Office 365/ Users 2019 10:03:22

0 [Mew Directory]... Office 365/5ite Collections/D301_ahsay.sharepoint.com¥2fteams¥%2fieamsite 019 10:03:22

© [New Directoryl... Office 365/Users SN G = hs=y. com) 03/18/201910:03:22 W

) Reading backuo source from Public Folders 03182019 10:03:23
Logs per page |50 w Page | 1/368 w
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You can also search for backup reports from a specific period of date. For example, we
have the From date which is, 01 Mar 2019 and the To date which is, 18 Mar 2019.
Click the Go button to generate the available reports.

From To

01 » | Mar & 2019 w 18 & Mar w2019 w Go

If this is a valid range of dates, then backup report(s) will be displayed unless there
were no backup running on the specified dates. A message of No records found will
also be displayed.

From To
01 » Mar w2019 w» 03 w  Mar w2019 w GO
0] AhsayOBM [— o |
RepO rt Backup Report
From To
Backup 01 w | Mar w | 2019 » | (03 W™ || Mar w | | 2019 w Go
Restore Backup set W | Destination  w | Completion Status V]
No records found
Usage

No. of records per page | 50 v Page EI

A2




7 Restoring Office 365 Backup Set

Prior to performing the restoration, it is best to be knowledgeable on the options that AhsayOBM
can offer. Below are brief descriptions of the said features for you to be familiar with and utilize
each function. After this quick walkthrough you will see the step-by-step instructions with
corresponding screen shots on how to restore your data using the following options below.

For Office 365, you can restore items from,

©

o

Users
This is composed of data from Outlook, OneDrive, and Personal Site.

Site Collections
This is composed of one Top-level site, Subsites, and Public Folders.

Those items can be restored to,

o

[+

©

www.ahsay.com

Local Machine
Restore your data to your local computer where the AhsayOBM is running.

Note: This option only applies to restore of items such as files, images, videos, music
and more from OneDrive and not items from Outlook mailbox.

Original Location
Restore your data to the original Office 365 account.

Alternate Location

Restore your data to an alternate location, another O365 user account on the same
365 domain. Alternate location depends on source of the items. It can be from Users
or Site Collections.

Example #1:

Restore Items from Users

Office 365 Account: TestAccountABC@onecompany

Users: TestUserAccountOl@onecompany
TestUserAccount02@onecompany
TestUserAccount03@onecompany
TestUserAccount04@onecompany
TestUserAccountO5@onecompany

Explanation:

For the example above, we have the TestAccountABC@onecompany as our Office
365 account. For the alternate location, a dropdown list will be available and from
there you can choose from the following Office 365 accounts:

o TestUserAccount0Ol@onecompany
TestUserAccount02@onecompany
TestUserAccountO3@onecompany
TestUserAccountO4@onecompany
TestUserAccountO5@onecompany

O O O O

Example #2:

Restore Items from Site Collections

Office 365 Account: SampleAccountXYZ@twosquaretower

Site Collection / Site: blackbox.sharepoint.com/sites/EmptySitel
blackbox.sharepoint.com/sites/EmptySite2
blackbox.sharepoint.com/sites/EmptySite3



blackbox.sharepoint.com/sites/EmptySite4
blackbox.sharepoint.com/sites/EmptySite5

Explanation:

For the example above, we have the SampleAccountXYZ@twosquaretower as our
Office 365 account. For the alternate location, a dropdown list will be available and
from there you can choose from the following Site Collections / Sites:
blackbox.sharepoint.com/sites/EmptySitel
blackbox.sharepoint.com/sites/EmptySite2
blackbox.sharepoint.com/sites/EmptySite3
blackbox.sharepoint.com/sites/EmptySite4
blackbox.sharepoint.com/sites/EmptySite5

o O O O O

Alternate Office 365 Account
Last but not the least, you can restore your data to an alternate Office 365 account
that has a different domain.

Example:

Original Office 365 Account: TestAccountABC@onecompany
Alternate Office 365 Account: SampleAccountXYZ@twosquaretower
Explanation:

As you can see on the above example, we have two (2) Office 365 accounts with
different domain. The Original Office 365 account is what we used as the source of
our backup and can also use as the original location for restoration. For the alternate
Office 365 account, we need to use another Office 365 account that has a different
domain.

In case you also want to know how to restore an Office 365 backup using the AhsayCBS Web
Console, please refer to this guide: AhsayCBS v8 Run on Server Office 365 Backup & Restore

Guide
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7.1 Restore Backup with AhsayOBM

1. Login to AhsayOBM according to the instructions in Logging in to AhsayOBM.

2. Click the Restore icon on the main interface of AhsayOBM.

(2

Restore

3. Select the backup set that you would like to restore.

www.ahsay.com

©

AhsayOBM == -

Please Select The Backup Set To Restore

Sort by
Creation Time u
Client Run Office 365 Backup ~
Oowner: w2k16R2-std
Last Backup: Monday, March 18, 2019 10:02
Office 365
v
7
: 124



4. Select the backup destination that you would like to restore backed-up items to. In our
screenshot below, we have three (3) options namely, AhsayCBS, GoogleDrive-1, and

Local-1.
) AhsayOBM EETEN]

Select The Destination From Which To Restor...

m Client Run Office 365 Backup

@ AhsayCBSs
Host: 10.16.10.12:443
(_*‘5 GoogleDrive-1

Local-Destination-1
CAUsers\Administrator\Documents

5. Select to restore from Users or Site Collections. Click Next to continue.

7.1.1 From Users
For the backup data from Users
© AhsayOBM [—[o ]

Choose Where The Items To Be Restored From

Restore items from
®) Users
Site Collections

Previous Next Cancel




Select the item(s) you would like to restore. You can also choose to restore backed
up file from a specific backup job of your choice using the Select what to restore
drop-down menu at the top. Click Next to proceed when you are done with the
selection.

© AhsayOBM [= T |

Select Your Items To Be Restored

Select what to restore

Choose from files as of job W ||03/27/2019 w || Latest w

Show filter

Folders Name Date modified Size
=- @ Ahsay(BS

= 0 [ office 365
=] %b Users

=0 & ahsay.com
# () (48 Outlook

-7 @ OneDrive
&2 @a Personal Site
#-2 [ Public Folders

Restore to local computer Items per page | 50 v Page - w

Search

Select the destination you would like the mail objects to be restored.

7.1.1.1. Local machine

Tick the Restore to local computer checkbox and click Next to proceed.
© AnsayOBM [= =]

Select Your Items To Be Restored

Select what to restore

Choose from files as of job W || 04/11/2019 W || Latest v |

Show filter
Folders Name Date modified Size
=- @ AhsayCBS =l Catjpg 04/11/2019 04:18 490k
=0 [ office 365 @ &= Dogjpg 04/11/2019 04:18 A
=0 %k Users & || TestExcel-1.xlsx 04/11/201904:18 ™
204 @ahsay.com © L TestPPT-1.ppix 04/11/2019 04:18 31K
=-[ & OneDrive &) L] TestPPT-2.ppox 04/11/2019 04:18 31K
#- (] 1 - ManyFiles ) ] TestPPT-3.pptx 04/11/2019 04:18 31k
& 1 TestFiles @ |_] TestPPT-4.pptx 04/11/2019 04:18 31K
@ |_] TestPPT-5.pptx 04/11/2019 04:18 31K
) _| TestTXTFile-1.0t 04/11/201904:18 56Kk
) _| TestTXTFile-2.0xt 04/11/2019 04:18 56k
) | TestTXTFile-3.txt 04/11/2019 04:18 56k
&) || TestTXTFile-d.txt 04/11/2019 04:18 56K
) _| TestTXTFile-5.xt 04/11/2019 04:18 56k
) ] TestWord-1.doex 04/11/2019 04:18 12K
2 [5] TestWord-2.docx 04/11/2019 04:18 12
) 5] TestWord-3.docx 04/11/2019 04:18 12k,
&[] TestWord-4.docx 04/11/2019 04:18 12k
| Restore to local computer Items per page | 50 Vv | Page|1/1 w

Search
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Click the Browse button to select a path on where you want the items to
be restored on your local computer. Make sure it has enough space to
accommodate your restoration.

Also click the Show advanced option to configure other restore settings.
9 AnsayOBM B

Choose Where The Items To Be Restored

Restore items to

C:\Users\Administrator\Documents Browse

Show advanced option

Previous Next Cancel

Verify checksum of in-file delta files during restore

By enabling this option, the checksum of in-file delta files will be verified during the
restore process. This will check the data for errors during the restore process and
create a data summary of the in-file delta files which will be included in the report.
© AhsayOBM BEIE

Choose Where The Items To Be Restored

Restore items to

C:\Users\Administrator\Documents Browse

Verify checksum of in-file delta files during restore

Hide advanced option

Previous Next Cancel

Click Next to proceed.



Select the temporary directory for storing temporary files, such as delta
files when they are being merged, click Restore to start the restoration

Temporary Directory

Temporary directory for storing restore files

C:\Users\Administrator.obmitemp |-

Previous Restore

Restore is completed. Click the . to show the log of the restoration.

Restore

Client Run Office 365 Backup

G AhsayCBS (Host: 10.16.10.12:443) .

« Restore Completed Successfully
Estimated time left 0 sec

Restored 11.97M (38 files)
Elapsed time 44 sec

Transfer rate 5.91Mbit/s
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© AhsayOBM

Log.

3

Start [ AhsayOBM v8.1.1.50]

Downloading... "Office 365/Site Collections/ahsay-my sharepoint.com/personal
Downloading. iffice 365/Users)
Downloading... "Office 365/Site Collections/ahsay-my.sharepaint.com/personal
Downloading. iffice 365/Users/|
Downloading... "Office 365/Site Collections/ahsay-my.sharepoint.com/personal
Downloading. 365/MUsers)
Downloading... "Office 365/Site Collections/ahsay-my.sharepoint.com/personal
Downloading. ffice 365/Users:
Downloading... "Dffice 365/Site Collections/ahsay-my.sharepaint.com/personalf
Downloading,... "Office 365/Usersi
Downloading... "Office 365/Site Collections/ahsay-my.sharepoint.com/personal
Downloading... "Office 365/Users/)
Downloading... "Office 365/Site Collections/ahsay-my.sharepaint.com/personal
Downloading... "Office 365/Users|
Downloading... "Office 365/Site Collections/ahsay-my.sharepaint.com/persenal
Downloading. ffice 365/ Users/|
Downloading... "Office 365/Site Collections/ahsay-my.sharepaint.com/personal
Downloading... "Office 365/Users|
Downloading... "Office 365/Site Collections/ahsay-my.sharepoint.com/personal
Downleadine... "Office 365/Users:

2000000000000 000O000R0C

Logs per page |50 W

(@ahsay.comiOneDrive/TestFiles/ TestP!

Downloading... "Office 365/Site Collections/ahsay-my.sharepaint.com/personal || - 5=/ s s and Lib
Downloading.., "Office 365/Site Collections/ahsay-my. sharepoin(.cumipersana\—a"l'ﬂyn'Lists and Lib...
ahsayilists and Lib...
|@ahsay com(OneDrive/TestFiles/Cat jpg” (Total 490k bytes)
Jahsay/Lists and Lib...
ahsay.com/QneDrive/TestFiles/Dog,jpg” (Total 3.4M bytes)
ahsayiLists and Lib..
|@ahsay.com (OneDrive/TestFiles/TestExcel-1.xlsx" (Total 7.16M bytes)
ahsayilists and Lib...
ppu” (Total 31k bytes)
ahsayiLists and Lib
| @ahsay.com/OneDrive/TestFiles/ TestPPT-2 pptx” (Tatal 31k bytes)
jahsayiLists and Lib...
(@ahsay_com/OneDrive/TestFiles/TestPPT-3.pptx” (Total 31k bytes)
JahsayiLists and Lib..
(@ahsay com/OneDrive/TestFiles/TestPPT-4 ppx” (Total 31k bytes)
jahsay/Lists and Lib...
|@ahsay.com/OneDrive/TestFiles/ TestPPT-5.ppix” (Total 31k bytes)
jahsay/Lists and Lib..
|@ahsay.com/OneDrive/TestFiles/TestTXTFile-1.txt" (Total 56k bytes)
ahsay/Lists and Lib..
| @ahsay.com/OneDrive/TestFiles/TestTXTFile-2.txt" (Total 56k bvtes)

Show | All

Time
04/11/2019 11:37:57
04/11/2019 11:37:59
04/11/2019 11:38:01
04/11/2019 11:38:02
04/11/2019 11:38:03
04/11/2019 11:38:03
04/11/201911:38:03
04/11/2019 11:38:03
04/11/2019 11:38:05
04/11/2019 11:38:05
04/11/2019 11:38:06
04/11/2019 11:38:06
04/11/2019 11:38:07
04711/2019 11:38:07
04/11/2019 11:38:07
04/11/2019 11:38:07
04/11/2019 11:38:08
04/11/2019 11:38:08
04/11/2019 11:38:08
04/11/2019 11:38:08
04711/2019 11:38:09
04/11/2019 11:38:09
04/11/2019 11:38:09

page | 1/1

v

v

To check if the files from OneDrive are fully restored in the location

machine on the selected directory which is

C:\Users\Administrator\Documents, go to the Documents folder. There

should be an available Office 365 folder.

ERN A L Documents
Haome Share WView

Iy l'_:l

El

@ Move to /5 Delete ~ L i

y to =f Rename New
ol | folder

3 BH select all

Select none

o Invert selection

1 item

= T | 2 » ThisPC » Documents v O | Search Do... @
MName v Date modified Type Size
. Office 363 4/11/2019 11:37 AM File folder

29




Open the Office 365 folder and you will see a User folder. This includes
the selected Office 365 user account which is abc@ahsay.com and when
you open the Office 365 user account folder, you will see the OneDrive
folder.

Click the OneDirive folder and you will see the TestFiles folder.

Home Share View ~ 9

E i BE| Extra large icons &I Large icons [D}' [[] ttem check boxes d 9=

= £ i Y=
& Mediumicons 3fi Smallicons - (i~ [ File name extensions ol

e = fall Sort ., y Hide selected  Options

22 Details v by~ [ [ Hidden items items -

Panes Layout

Navigation
pa?\e' 3% st

Current view Show/hide

© - 17 1 ). « Users » I @ahsay.com » OneDrive » TestFiles

v 0] I Search Te... P

48 This PC Name Date modified Type Size
b ju Desktop = Cat 4/11/201911:18 AM  JPEG image 491 KB
4 || Documents = Dog 4/11/2019 11:18 AM  JPEG image 3,487KB
4 |, Office 365 | TestExcel-1.xisx 4/11/2019 11:18 AM  XLSX File 7,328KB
4 |, Users || TestPPT-1.pptx 4/11/201911:18AM  PPTX File 32K8
4 | I @:hsay.com | TestPPT-2.pptx 4/11/2018 11:18 AM  PPTX File 32KB
4 |, OneDrive . TestPPT-3.pptx 4/11/2019 11:18 AM  PPTX File 32K8
. TestFiles | TestPPT-4.pptx 4/11/2019 11:18AM  PPTX File 2K8
b 8 Downloads | TestPPT-5.pptx 4/11/2013 11:18 AM  PPTX File 32K8
b & Music | TestTXTFile-1 4/11/2019 11:18 AM  Text Document 57KB
b & Pictures . TestTXTFile-2 4/11/2019 11:18 AM  Text Document 57KB
b @ Videos | TestTXTFile-3 4/11/201911:18 AM  Text Document 57KB

Inside the TestFiles folder are files we have restored from OneDrive. This
includes Images, Microsoft Excel. Microsoft Word, PowerPoint
Presentations, and Text.

Home Share View ~ e

EH select an

oo Select none

‘EI m | Move to ?(Delets!v m : D 15

Co Paste . = MNew Properties
- Ll Copyto e folder P G~ Invert selection
Clipboard Organize Mew Open Select
- <« OneDrive » TestFiles v earch Te..,
© T | L « OneDrive » TestFil ¢ | | searchTe.. P

Name - Date modified Type Size
=] Cat 4/11/2019 11:18 AM  JPEG image 491 KB
[=] Dog 4/11/2019 11:18 AM  JPEG image 3487 KB
|| TestExcel-1xlsx 4/11/201911:18 AM  XLSX File 7,328 KB
|| TestPPT-1.pptx 4/11/201911:18 AM  PPTX File 32KB
|| TestPPT-2.pptx 4/11/201911:18 AM  PPTX File 32KB
|| TestPPT-3.pptx 4/11/201911:18 AM  PPTX File 32KB
|| TestPPT-4.pptx 4/11/201911:18 AM  PPTX File 32KB
|| TestPPT-5.pptx 4/11/201911:18 AM  PPTX File 32KB
- Test ile- /114, : ext Document ]

TestTXTFile-1 4/11/201911:18 AM  Text D 3TKE
| Test ile- 11/ : ext Document 7

TestTXTFile-2 4/11/201911:18 AM  Text D 3TKE
| Test ile- 11/ : ext Document 7

TestTXTFile-3 4/11/201911:18 AM  Text D 3TKE
| Test ile- 11/ : ext Document 7

TestTXTFile-4 4/11/2019 11:18 AM  Text D 5TKB
| Test ile- /114, : ext Document 7

TestTXTFile-3 4/11/201911:18 AM  Text D 5TKE
@ TestWord-1 4112019 11:18 AM - Office Open XML ... 12KB
@ TestWord-2 4112019 11:18 AM - Office Open XML ... 12KB
@ TestWord-3 4/11/2019 11:18 AM - Office Open XML ... 12KB
@ TestWord-4 4/11/2019 11:18 AM Office Open XML ... 12KB
@ TestWord-3 4/11/2019 11:18 AM Office Open XML ... 12KB
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Here is a preview of one of restored files from OneDrive.

W2

Home Share View Manage ~ 9

Picture Tools TestFiles = | [=H] 28

|| TestExcel-1.xlsx
| TestPPT-1.pptx
|| TestPPT-2.pptx
|| TestPPT-3.pptx
|| TestPPT-4.pptx
|| TestPPT-5.pptx
| TestTXTFile-1
|| TestTXTFile-2
|| TestTXTFile-3
|| TestTXTFile-4
|| TestTXTFile-5
[ TestWord-1

[ TestWord-2
[E] TestWord-3
[ TestWord-4
[ TestWord-5

18items  1item selected 3.40

E ﬁl &) Extra large icons (= Large icons - Bt
Medium icons % Small icons -
Navigation 8% L Current Show/ Options
pane~ & List view~  hide~ -
Panes Layout
‘@ v 41 I 1. « OneDrive » TestFiles v o| | Search Te.. @
=
Name Date modified Type Size
=] Cat 4/11/2019 11:18 AM  JPEG image 491 KB
| Dog 4/11/201911:18 AM  JPEG image 3,487 KB

File. v Print v E-mail Burn v Open v
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7.1.1.2 Original location

Select the item(s) you would like to restore. You can also choose to
restore backed up file from a specific backup job of your choice using the
Select what to restore drop-down menu at the top. Click Next to proceed
when you are done with the selection.

© AhsayOBM |;|i-

Select Your Items To Be Restored

Select what to restore

Choose from files as of job w || 04/11/2019 w || Latest w

Show filter
Folders From _Subject Received Size
= @ AhsayCBS B ves-New(2017-11-. 110520171053 13k
= O [E] office 365 M Tes: - Mew (2017-11-. 11052017 1147 136"

sers O /I Test- New(2017-11-..11/05/201712:39 13k

-F@ahsaycom ) /I Tes:-NewPublic Fol.. 110520171253 13k
B Outlook @ /I Test- New (2017-11-.., 11/052017 13:06 13k

Inbox DM Tesi-New(2017-11-.11/0572017 1328 13k

neDrive e M Tesc-New(2017-11-., 11/05/2017 1341 13k

| B Testfiles G/ Test-New(2017-1-. 110520171405 13k
-1 Personal Site 4 I Office 365 Me... Weekly digest: Office ..11/06/2017 16:03 59

-1 [E public Folders ¥ E] .. Support on SharePoi.. 11/07/201713:32 110k
¥ £ TesiTeamsite... You've joined the Tes...11/07/2017 16:15 397k
) ] TestTeamsSite... You've joined the Tes...11/07/2017 17:14 397k
| £ EdenTeamSite You've joined the Ede..11/07/2017 18:55 397k
| £ Microsoft Flow @R Microsoft Fl.. 11/09/201715:02 94k
] = EdenRestoreS... You've joined the Ede..11/09/2017 19.09 398k
YO oo 11102017 11556 19k,

< » @ EI Microsoft Flow FI Microsoft Flow .. 11/10/201715:02 89k
Restore to local computer Items per page |50 & | Page | 1/10+ w
search

Choose from the following three (3) options on where you want your items
to be restored. Select the Original location.

Also click the Show advanced option to configure other restore settings.
© AhsayOBM \;‘E-

Choose Where The Items To Be Restored

Restore items to
®) Original location
Alternate location
Alternate Office 365 account

Show advanced option

Verify checksum of in-file delta files during restore
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By enabling this option, the checksum of in-file delta files will be verified during the
restore process. This will check the data for errors during the restore process and
create a data summary of the in-file delta files which will be included in the report.

Click Next to proceed.

© AhsayOBM EEIEN]

Choose Where The Items To Be Restored

Restore items to
®) Original location
Alternate location
Alternate Office 365 account

Verify checksum of in-file delta files during restore

Hide advanced option

Select the temporary directory for storing temporary files, such as delta

files when they are being merged, click Restore to start the restoration
) AhsayOBM \;‘i-

Temporary Directory

Temporary directory for storing restore files

C:\Users\Administrator.obmitemp Browse

Previous Restore Cancel




Restore is completed. Click the El to show the log of the restoration.
@ AhsayOBM -

Restore

m Client Run Office 365 Backup

G AhsayCBS (Host: 10.16.10.12:443) &

« Restore Completed Successfully
Estimated time left 0 sec

Restored 13.81M (65 files)

Elapsed time 3 min 49 sec

Transfer rate 1.09Mbit/s

© AhsayOBM
Show | All v
Type Log Time

Start [ AhsayOBM v8.1.1.50 ] 04/12/2019 10:30:54
Initializing decrypt action.. 04/12/201910:3054 "™
Initializing decrypt action... Completed 04/12/2019 10:30:54
Downloading... "Office 365/Users I EZ 2hsay-comDutlook/inbox/Test Outbox (AAMKADQOYiYjISLTZhZ DEL... 04/12/2019 10:31:18

Downloading... "Office 365/Users | R 2hsay.comQutook/inbox/Welcome! There are already 7 or more gro...  04/12/2019 10:31:40

Downloading... "Office 365/User: ahsay.com/Dutlook/inbox/'Welcome! There are already 7 or more gro.. 04/12/2019 10:33:20

Downloading... “Office 365/User R =hs=y. com/Dutlook/inbox/Welcome! There are already 7 ormore gro..  04/12201910:3320  w
g =

(1]
(1]
(1]
0
0
@ Downloading... "Office 365/Users D :hsay.com/DutookinboxWelcome! There are already 7 or more gro...  04/12/2019 10:31:41
O Downloading.. "Office 365/Users R 2hsay.com/Outlook/nbox/9999-1 526105942 (AAMKADQUYIYISLTZh...  04/12/201910:31:42
© Downloading... "Office 365/Users D <hsay.com/Outlook/nbox/Welcome! There are already 7 or more gro...  04/12/2019 10:32:14
O Downloading... "Office 365/Users | 2hsay comDutookinbox/Welcome! There are already 7 or more gro...  04/12/2019 10:32:54
©  Downloading... "Office 365/Users [ EC =Sy com/Outookinbox/Test Outbox (AAMKADQOY]YjISLTZhZDER.. 04/12/2019 10:33:02
© Downloading.. "Office 365/Users RS ahsay. com/utlook/inboxWelcome! There are already 7 or more gro..  04/12/201910:33:16
© Downloading... "Office 365/Users | RE ohsay. com/utlook/inbox Welcome! There are already 7 or more gro..  04/12/201910:33:22
© Downloading.. "Office 365/Users{ RS =hsay.com/Outlook/nbox/9999-1 526105042 (AAMKADQOYJiYjISLTZh..  04/12/201910:33:24
© Downloading... "Office 365/Users R ahsay. com/Dutlook/inbox/Test Outbox (AAMKADQUYJIISLTZRZDE.. 041212019 10:3325
© Downloading.. “Office 365/Users | ahsay com/Outlook/nbox/Welcome! There are already 7 or mare gro...  04/12/2019 10:33:25
© Downloading.. “Office 365/Users{ R =hsay com/Outlook/nbox/Welcome! There are already 7 or mare gro...  04/12/2019 10:33:26
© Downloading... “Office 365/Users N ahsay comOutookinbax/8999-1526105942 (AAMKADQOYYYiISLTZh...  04/12/201910:33:26
© Downloading.. "Office 365/Users N ahsay. com/Outioak/inbox Test Outbox (AAMKADQUYUISLTZNZDEL. 04122019 10:33:26
© Downloading... "Office 3ESIUsErs_@ahsay,cum/OulluukJ Inbox/0999-1526105942 (AAMEKADQOYYiYjI5LTZh.. 04/12/2019 10:33:28
o Downloading... "Office 3ESIUsErs_@ahsay,mmlUullnnkd Inbax/Test Outbox (AAMEADQOY|iYjISLTZhZDEE... 04/12/2019 10:33:28
[i]
0
(i ]

Downloading... "Office 365/User: ahsay.com/Dutlook/Inbox/9999-1526105042 (AAMEADQOYIliYilSLTZh. . 04/12/2019 10:33:29

Logs per page | 50 v Page (1/14 w
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To check if the mails from Outlook and files from OneDrive are fully
restored in the original location, login and check the files in Outlook and
OneDrive. As you can see on our example screen shot below, CT account
is logged in and the Inbox from Outlook and TestFiles folder from
OneDrive are available.

Outlook
Search Mail and People O @ Mew |~ oo Try

My accounts x
(® Folders Inbox

v Favorites Next: No events for the next two days. _

- I SharePoint Online -2y com
v Inbox 587 Heads up! We noticed that you recently deleted a large Sign out of IM
Files a: enthy r d from the online e bir

Drafts 5
My profile
v Sent kems Office 365 Message Center
Message Center Major Change Update Notification Open another mailbex...
v Deleted Items 6 - it A e Ae D A -
Organization: AHSAY SYSTEMS CORPORATION LIMITED |
A My account
Archive
Wednesday -
~ Sign out
Archivel
Office365Reports@microsoft.com
Conl=c: Schedule-Weekly-MailTraffic
Conversation History Mail Traffic Report - Wi 19 to 8/4/19 Summary D

OneDrive

P & Share @ Copylink 4 Download [i] Delete -:- 1selected X @

My account X
Files
O Name Modified | Modified.. I )2 hs 2. com
My profile
© 17 “TestFiles P Yestedayatsteew [ My account
Sign out
@  CustDest 501 _
I Email attachments1 December 3, 2( [ ]
I  CustomizedAppName October 3, 2018 [ ]
I Documents Ma 18 | ]
M restore January 30,2018 _
@  Test_permission Tbe | ]

Open the TestFiles folder to check if the files are completely restored.

L N z
= OneDrive G / > N v o/ B
- A =z = s
jeo + New T Upload |2 Share - 1= Sort = @
My account X
Files > TestFiles
() Name Modified | Modified... I s ay.com
My profile
3
“Catipg Vesterday at —— My account
' Sign out
] “Dogjpg vesterdayateigen [
o
@] ~TestExcel-1.xIsx Yesterday at 8:18 PM _
N
@] ~TestPPT-1.pptx vesterdayat g1a oM ([
7] '\‘Tes(PPT~2.pp!x Yesterday at 8:18 PM | ]
N
@] “TestPPT-3.pptx Vesterdayatgison [N
oA
@ TestPPT-4pptx Vesterdayatgag e [ EEEEE




Here is a preview of one of the restored files from OneDrive.

& Share @ Copylink ' Download [i] Delete View original [} Copy to

10f18 Net > X Q@

My account X

I Q) 2hsay.com
My profile

My account

Sign out

www.ahsay.com
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7.1.1.3. Alternate location

Select the item(s) you would like to restore. You can also choose to restore
backed up file from a specific backup job of your choice using the Select
what to restore drop-down menu at the top. Click Next to proceed when
you are done with the selection.

©

Select what to restore
Choose from files as of job w
Show filter

Folders
=- @ Ahsay(BS
&0 [ office 365

B0 % Users

=0 [ Outlook
G Inbox
=[O & OneDrive
%) I TestFiles
4 By Persanal Site
50 [E Public Folders

<
Restore to local computer

Search

AhsayOBM

04/11/2019 w | Latest w

=0 2 2 hs2y.com

>

Test -

Test-
Test-
Test -
Test -
Test -
Test -
Test -

Subject
New (2017-11-
New (2017-11-
New (2017-41-...
MNew Public Fol...
New (2017-11-
MNew (2017-11-,
New (2017-41-..
New (2017-11-

¥ 7 Office 365 Me... Weekly digest: Office

9 - Srpor on SharePoi..
¥ EJ TestTeamSite... You've joined the Tes...
&7 [ TestTeamSite... You've joined the Tes..
¥l £ EdenTeamSite  You've joined the Ede..
& £ Microsoft Flow  ##B{ER Microsoft Fl..
&7 7 EdenRestoreS... You've joined the Ede.

M=

ants

¥ E3 Microsofi Flow I Microsoft Flow ..

Items per page | 50

v

Received
11/05/2017 10:53
11/05/2017 11:47
11/05/2017 12:39
11/05/2017 1253
11/05/2017 13.06
11/05/2017 13:28
11/05/2017 13:41
11/05/2017 14:05
11/06/2017 16:03
11/07/2017 13:32

072007 16:15

1072017 17:14
11/07/2017 18:55
11/09/2017 15:02
11/09/2017 19:09
1110/2017 11:56
1110/2017 15:02

Select Your Items To Be Restored

Size
13k

59k
110k
397k,
397k
397k,
94k
398k
19k
80k

Page | 1/10+ W

BE |

Choose from the following three (3) options on where you want your items

to be restored. Select the Alternate location.

Also click the Show advanced option to configure other restore settings.

©

AhsayOBM

=E |

Restore items to
Original location
@) Alternate location

Show advanced option

Alternate Office 365 account

Choose Where The Items To Be Restored

Verify checksum of in-file delta files during restore

137
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By enabling this option, the checksum of in-file delta files will be verified during the
restore process. This will check the data for errors during the restore process and
create a data summary of the in-file delta files which will be included in the report.

Click Next to proceed.
© AhsayOBM (=[O |

Choose Where The Items To Be Restored

Restore items to
Original location
& Alternate location
Alternate Office 365 account

Verify checksum of in-file delta files during restore

Hide advanced option

Select an Office 365 user account on which the data will be restored. Click

on the dropdown arrow to view the available Office 365 user accounts.
© AhsayOBM [=e x|

Alternate Location

Office 365 account
G ey com

User

|-@ahsay com v

:
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e Asmow  [-EmE
Alternate Location

Office 365 account
| I -y com

User

00-aaa@ahsay.com

@ahsay.com

Il @ahsay.onmicrosoft.com

I 2 hs 2y com

I ) 2 s 2y com

I ) 2 33y .com

I ) 2hsay.com

I ) 115 2y.com

) 2hsay.com o

(e | [ (] (o]

e msmow  [-[cH=m
Alternate Location

Office 365 account

_@ahsay,cnm

User
Iahsay onmicrosoft com L4

oo ] [ (] [

Click Next to proceed.
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Select the temporary directory for storing temporary files, such as delta
files when they are being merged, click Restore to start the restoration.

Temporary Directory

Temporary directory for storing restore files

C:\Users\Administrator.obmitemp |-

Previous Restore

Restore is completed. Click the . to show the log of the restoration.

Restore

G Client Run Office 365 Backup
Ome 1

AhsayCBS (Host: 10.16.10.12:443) .
« Restore Completed Successfully

Estimated time left 0 sec

Restored 116.64M (666 files)
Elapsed time 19 min 8 sec
Transfer rate 6.21Mbit/s
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® AhsayOBM

Show | All v
Type Log Time
Start [ AhsayOBM v8.1.1.50] 04/12/2019 10:43:27
Initializing decrypt action... 04/12/2010104327 ™
Initializing decrypt action... Completed 04/12/201910:43:27
Downloading... "Office 365/Users IO ahsay.onmicrosoft.com/Outlook/Inbox/mew/new3/new 23/Now that you're set... 04/12/2019 10:43:37
Creating new directory... "Office 365/Users T 3 h m/Outlook/Inb :_folder_000" 04/12/2019 10:43:39
Downloading... "Office 365/Users/ IO ahsay.onmicrosoft.com/Outlook/Inbox/test folder 000/test title (AAMKADQOY]... 04/12/2019 10:43:39
Creating new directory... "Office 365/Users/ I @ah: m/Outlook/Inb g" 04/12/2019 10:43:40
Downloading... "Office 365/Users/ @ ahsay.onmicr m/OutlockiInbox/testing/ £123 (AAMKADQOY]IV]ISL..  04/12/2019 10:43:41
Downloading... "Office 365/User .onmicr m/Outlook/Inb kly digest: Office 365 changes (AA.. 04/12/2019 10:43:41
Downloading... "Office 365/Users/ |2 ahsay.onmicrosoft.com/Outlook/Inbox/Weekly digest: Office 365 changes (AA... 04/12/2019 10:43:43

Downloading... "Office 365/Users @ ahsay.onmicrosoft.com/Outook/Inbox/Feedback survey — share your thaughts.
Downloading... "Office 365/Users/ G ahsay.onmicrosoft.com/Outlook/inbox/Please confirm your email subscription 04/12/2019 10:43:45
Downloading... "Office 365/Users/ @ ahsay.onmicrosoft.com/Outook/inbox/You've joined the ROS_Restore group (A 04/12/2019 10:43:48
Downloading... "Office 365/Users/NEME ahsay.onmicrosoft.com/Outook/inbox/You've joined the TonySiteRestore5 gro..  04/12/2019 10:43:49
Downloading... "Office 365/Users/ I @ahsay.onmicrosoft.com/Outlookiinbox/Suppart on SharePoint Add-in ‘Employe 04/12/2019 10:43:50
Downloading... "Office 365/Users/ M@ ahsay.onmicrosoft.com/Outlook/inbos | I 2= irvited you to ‘Edent 04/12/2019 10:43:51
Downloading... "Office 365/Users/ M@ ahsay.onmicrosoft.com/Outiook/Inbos N has invited you to 'Edenk. 04/12/2019 10:43:52

04/12/2019 10:43:45

Downloading... "Office 365/Users M@ ahsay.onmicrosoft.com/Outlook/inboz| has invited you to 'EdenC...  04/12/2019 10:43:53
Downloading... "Office 365/Users/ @ ahsay.onmicrosoft.com/Outlook/inbox/You've joined the sdfsdf group (AAMKA..  04/12/2019 10:43:54
Downloading... "Office 365/Users/ @ ahsay.onmicrosoft.com/Outlook/Inbox/You've joined the RO3_Restore group (A. 04/12/2019 10:43:55

Downloading... "Office 365/Users/ @ ahsay.onmicrosoft.com/Outlook/Inbox/You've joined the R04_Restore group (A. 04/12/2019 10:43:56
Downloading... "Office 365/Users/ @ ahsay.onmicrosoft.com/Outlook/inbox/You've joined the TestCollectionSite gro..  04/12/2019 10:43:57  w
Downloading... "Office 365/Users/@ME ahsay.onmicrosoft.com/Outlook/inbox/Season's greetings from Beyond Key Sy..  04/12/2019 10:43:58

EleEss s EEE RS EEEEEEEE

Logs per page |50 v Page |1/30 w

To check if the mails from Outlook and files from OneDrive are fully
restored in the original location, login and check the files in Outlook and
OneDrive. As you can see on our example screen shot below, cde is
logged in and the Inbox from Outlook and TestFiles folder from OneDrive
are available.

Outlook £ Search e

= + New message 3 Mark all as read
My account X
~  Favorites Focused  Other € Filter v
2 Inbox 585 Other: New conversations -@ahsay.onmlcmsoft.mm
Microsoft Online Services Team; Office 365... My profile
B Sent ltems My account
B Office365Reports@microsoft.com Open another mailbox
& Drafts Schedule-Weekly-MailTraffic Wed 10:14 PM Sign out
Mail Traffic Report - Weekly: 2/4/19 to 8/4/19...
[ Deleted ltems
B Office365Alerts@microsoft.com
Add favorite Low-severity alert: Elevation o... Tue 5:00 PM
A low-severity alert has been triggered A\ Ele...
> Folders
Hd Office365Alerts@microsoft.com
Low-severity alert: Elevation o... Mon 4/8
> In-Place Archive -CSV-lvyr A low-severity alert has been triggered A\ Ele...
Last week
>  Groups
g Office365Alerts@microsoft.com
Low-severity alert: Elevation o... Fri4/5
A low-severity alert has been triggered A\ Ele...
B® Office365Reports@microsoft.com
Schedule-Weekly-MailTraffic Thu 4/4
Mail Traffic Report - Weeldy: 27/3/19 to 2/4/1..
= =] 8 3
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OneDrive

pe |& Share @ Copylink - 1selected X (@D
My account X
Files

[ Name Modified - Il 2= hsay.onmicrosoft.com

My profile
|
® 7 TestFiles ! Yesterdayat 818 PM My account

Sign out

oo January 13

@ Document 1.docx January 13

@  rthdocx September 6, 2018

Drag files here to upload

OneDrive
pel + MNew ~ T Upload ~ |& Share - = ®
My account X
Files > TestFiles
[}  Name Modified - = say.onmicrosoft.com
) My profile
N
Pel “Catjpg Yesterday at 818 PM My account
Sign out
N
Fel “Dogipg Yesterday at 818 PM
;
@ “TestExcel-1xlsx Yesterday at 8:18 PM
N
@] "TestPPT-1.pptx Vesterday at 8:18 PM
|
@] “TestPPT-2pptx Vesterday at 8:13 PM
\
@] “TestPPT-3.ppix Vesterday at 8:13 PM
\
@] “TestPPT-4pptx Vesterday at 8:13 PM
|
@] “TestPPT-5ppix Vesterday at 8:13 PM
|
[ “TesthiTFile-1.6c Vesterday at 8:18 PM
N
B “TestTxTFile-2.txt Yesterday at 818 PM

Here is a preview of one of restored files from OneDrive.

& Share @ Copylink | Download [i] Delete & Vieworiginal [} Copyto -+ < Previous 20f18 Next » X @

My account X

2 hsay.onmicrosoft.com

My profile
My account
Sign out
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7.1.1.4. Alternate Office 365 Account

Select the item(s) you would like to restore. You can also choose to
restore backed up file from a specific backup job of your choice using the
Select what to restore drop-down menu at the top. Click Next to proceed
when you are done with the selection

® AnsayOBM (= T |
Select what to restore
Choose from files as of job w || 04/11/2019 w || Latest w
Show filter
Folders From Subject Received | Size
= @ AhsayCBS ) = . Test - New (2017-11-.. 11/05/2017 10:53 13k
=0 9flmr355 ¥ = Test- Mew (2017-11-.. 11/05/2017 11:47 13k
E-0 % Users sl ] Test- New(2017-11-.. 11/05/2017 12:39 13k
=0 & (@ahsay com ¥ = IR Test - New Public Fol.. 11/05/201712:53 13k
=0 P outlook ¥ = - Test - New (2017-11-.. 11/05/2017 13:06 13k
& =1 Inbox ] | Test- New(2017-11-.. 11/05/2017 13:28 13k
<[ & OneDrive < = Test- New(2017-11-.. 11/05/2017 13:41 13k
s I TestFiles ¥ = I Test- New (2017-11-.. 11/05/2017 14:05 13k
- B Personal Site ) E7 Office 365 Me... Weekly digest: Office .. 11/06/2017 16:03 59k
#-0) [E Public Folders ¥ 1 vijay.chouhan... Support on SharePai... 11/07/201713:32 110k
¥ 7 TestTeamsSite... You've joined the Tes...11/07/2017 16:15 397k
W) = TestTeamSite... You've joined the Tes..11/07/2017 17:14 397k
¥ 7 EdenTeamSite  You've joined the Ede..11/07/2017 18:55 397K
) E7 Microsoft Flow  @HD(BH Micrasoft Fl.. 11/09/2017 1502 94K
¥ E7 EdenRestoreS... You've joined the Ede..11/09/2017 19:09 298K
YO R oo 11102017 1156 19k,
< ) @I Microsoft Flow FIfl Microsoft Flow .. 11/10/201715:02 89
Restore to local computer Items per page 50 w | Page|[1/10+ w
Search

Previous Cancel Help

Choose from the following three (3) options on where you want your items
to be restored. Select the Alternate Office 365 Account.

Input the Username, Password, App password, and choose the region for
the other Office 365 account.

If the MFA of an alternate Office 365 account is enabled, then you are
required to input the App password. Otherwise, restoration will not be able
to proceed as it is mandatory.



[ aow  [-[=l=
Choose Where The Items To Be Restored

Restore items to

() original location

() Alternate location

(®) Alternate Office 365 account

Username
|-@ahsayba(kup.nnmicmsnft.mm |

Account password

App password
(Required if Multi-Factor Authentication is enforced)

Region

Global v

|| Access the Internet through proxy

Show advanced option

Choose from the following Region:
Region

Global W

China

Germany

Also, click the Show advanced option to configure other restore settings.

Choose Where The Items To Be Restored

Restore items to

() original location

() Alternate location

(®) Alternate Office 365 account

Username
|_@ahsaybackup.onmicrosoft.com |

Account password

App password
(Required if Multi-Factor Authentication is enforced)

Region

Global v

|:| Access the Internet through proxy

Show advanced option

Previous Cancel Help
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Verify checksum of in-file delta files during restore
By enabling this option, the checksum of in-file delta files will be verified during the
restore process. This will check the data for errors during the restore process and

create a data summary of the in-file delta files which will be included in the report.
e AhsayOBM ECTE |

Choose Where The Items To Be Restored

Original location A
Alternate location
®) Alternate Office 365 account

Username
_@ahsayba(kup.nnmi(msmﬁ.mm
Account password

esses

App password
(Required if Multi-Factor Authentication is enforced)

Region

Global v
Access the Internet through proxy

Test

verify checksum of in-file delta files during restore

Hide advanced option v

Previous Next ncel

Test completed successfully shows when the validation is successful,

then click Next to continue.
e AhsayOBM = [= x|

Choose Where The Items To Be Restored

Restore items to
Original location
Alternate location
#) Alternate Office 365 account

Username
‘ahsayba(kup.nnmicmsnﬁ.mm
Account password

seseee

App password
(Required if Multi-Factor Authentication is enforced)

Region

Global v
Access the Internet through proxy
« Test completed successfully

Show advanced option

Click Next to proceed.

Select an Office 365 user account on which the data will be restored. Click
on the dropdown arrow to view the available Office 365 user accounts.



Alternate Location

Office 365 account
l _@ahsayba(kup.nnmicrosaft.(om ‘

User

l-@ahsayba(kup.unmlcrosuft.(om v l

Rrevicus Eanee)

Alternate Location

Office 365 account

l_@ahsaybackup.nnmicrosuft.(om

User

- :h saybackup.onmicrosoft.com v

@ahsaybackup.onmicrosoft.com
I 2 hsaybackup.onmicrosoft.com

www.ahsay.com
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© AhsayOBM NEES

Alternate Location

Office 365 account

:@ahsaybatkup.unmicmsuﬁ.mm

User

I - hsaybackup.onmicrosoft.com W

Click Next to proceed.

Select the temporary directory for storing temporary files, such as delta

files when they are being merged, click Restore to start the restoration
® Ahsay0BM [=T= 5]

Temporary Directory

Temporary directory for storing restore files

C:\Users\Administratory.obmitemp Browse

Previous Restore Cancel

Restore is completed. Click the E‘ to show the log of the restoration.

:
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® AhsayOBM [=Ta ]
Restore

g Client Run Office 365 Backup

G AhsayCBS (Host: 10.16.10.12:443) Ek

« Restore Completed Successfully
Estimated time left 0 sec

Restored 116.64M (666 files)

Elapsed time 9 min 51 sec

Transfer rate 12.42Mbit/s

® AhsayOBM
Show | All v
Type Log Time

Start [ AhsayOBM v8.1.1.50] 04/12/2019 11:08:48
Initializing decrypt action... 04/12/201011:08:48 ™
Initializing decrypt action... Completed 04/12/2019 11:08:48
Creating new directory... "Office 365/Users I @ ahsaybackup.onmicrosoft.com/Outlook/inbax/Back-up” 04/12/201911:11:27

Fiice 365/Users MM @ ahsaybackup.onmicrosoft.com/Outlook/inbox/Back-up/ Verwerk”  04/12/2019 11
Office 365/Users (G ahsaybackup.onmicrosoft.com/Outlook/inbax/new” 04/12/2019 11
fice 365/Users MG ahsaybackup.onmicrosoft.com/Outlook/inbox/new/naw2” 04/12/2019 11:11:27
Creating new directory... "Office 365/UsersMEMSSSSERGahsaybackup.onmicrosoft.com/Outlook/Inbax/new/naw3” 04/12/2019 11:11:27
Creating new directory... "Office 365/Users SN @ahsaybackup.onmicrosoft.com/Outlok/Inbox/newinew3/newl23 04/12/2019 11:11:
Downloading... "Office 365/Users/ M @ ahsaybackup.onmicrosoft.com/Outlook/inbox/new/new3/newl 23/Now tha..  04/12/201911

Creating new directory.
Creating new directory.
Creating new directory...

SO000ooOoOCO00000o00Cee

Creating new directory... "Office 365/Users/ I @ ahsaybackup.onmicrosoft.com/Outlook/Inbox/test29456" 04112/2019 11

Creating new directory... "Office 365/Users SN @ ahsaybackup.onmicrosoft.com/Outlook/Inbox/test/123" 04/12/201911:11:33
Creating new directory... "Office 365/Users/ IG ahsaybackup.onmicrosoft.com/Outlook/Inbox/test/123/2356" 04/12/201911:11:33
Downloading... "Office 365/Users/ N @ hsaybackup.onmicrosoft.com/Outlook/inbox/Feedback survey —share yo..  04/12/2019 11:11:33
Downloading... "Office 365/Users/ IEMEND ohsaybackup.onmicrosoft.com/Outlook/Inbox/Feedback survey — share yo..  04/12/2019 11:11:33
Downloading... "Office 365/Users/ IEE ahsaybackup.onmicrosoft.com/Outlook/inbox/Feedback survey — share yo..  04/12/2019 11:11:34
Downloading... "Office 365/Users/ I @3hsaybackup.onmicrosoft.com/Outlook/Inbox/Feedback survey — share yo..  04/12/2019 11:11:35
Downloading... "Office 365/Users JD hsaybackup.onmicrosoft.com/Outlook/inbox/Feedback survey — share yo..  04/12/2019 11:11:35
Downloading... "Office 365/Users/ [l ©@ahsaybackup.onmicrosoft.com/Outlook/Inbox/Feedback survey —share yo..  04/12/2019 11:11:36
Downloading... "Office 365/Users N @ ahsaybackup.onmicrosoft.com/Outlook/Inbox/Feedback survey —share yo..  04/12/2019 11:11:36
Downloading... "Office 365/Users/ MG ahsaybackup.onmicrosoft.com/Outlook/Inbox/Feedback survey — share yo..  04/12/2019 11:11:36
Downloading... "Office 365/Users/ I @ahsaybackup.onmicrosoft.com/Outlook/inbox/Feedback survey — share yo..  04/12/201911:11:37
Downloading... "Office 365/Users/ I @ ahsaybackup.onmicrosoft.com/Outlook/Inbox/Feedback survey —share yo.. 04/12/2019 11:11:37

Logs per page |50 w Page ([1/16 W

To check if the mails from Outlook and files from OneDrive are fully
restored in the original location, login and check the files in Outlook and
OneDrive. As you can see on our example screen shot below, RC is
logged in and the Inbox from Outlook and TestFiles folder from OneDrive
are available.
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Search Mail and People ,O e Try the new Outloo

My accounts x
@® Folders Focused Other Filter v
v Favorites Next: No events for the next two days. % Agenda _
~ Ronnie Chan Other: New conversations = ahsayt ocof.
L=l o I =y backup.onmicrosof. ]
Office 365 Message Center; Microsoft Office 365... y R
~ Inbox 607 — SignoutofiM =
Drafts Office365Reports@microsoft.c...
Schedule-Weekly-MailTraffic Wed 7:14 My profile
Sent ltems 5

Mail Traffic Repart - Weekly: 2/4/19 to 8/

Open another mailbox...
v Deleted ltems
Tuesday

My account
Archive
Office365Alerts@microsoft.com Sign out
Conversation History
Low-severity alert: Elevation of Exchange ad Tue 2:00
Junk Email Alow-severity alert has been triggered A\ Elevation...
Notes Monday

OneDrive
£ & Share @ Copylink { Download [i] Delete --- 1selected X @
My account X
Files

I
hsaybackup.onm

[ Name Modified Modified... ansayBackup.onmi
My profile

= “TestFiles 8 Yesterday at 8:18 PM - My account
Sign out

Drag files here to upload

OneDrive
pel -+ New v 7T Uplead ~ |& Share @ Copylink - = @
My account X
Files > TestFiles
[ Name Medified Medified... I C ===y backup.onmi.|
My profile
Fd Catjpg vesterdayat 812 e [ My account
' Sign out
= “Dogjpg Yesterday at &:18 oM || |  EEEEE
al *TestExcel-1.xisx Yesterday at 8:18 PM _
76| *restPPT-1.ppix Yesterday at &1 oM [ I
78] restPPT-2.pptx Yesterday at 818 PM -
@] “TestPPT-3.pptx Yesterdayat 812 o [N
@] “TestPPT-4.pptx vesraayaeteov [
@) “TestPPT5ppix Vesterday atziz pv - [
[) esthTFile-1.txt Vesterday at 18 oM [
[ TestTXTFile-2.0xt vesterdayate1a ev [

Here is a preview of one of restored files from OneDrive.
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&> Share @ Copylink  Download [i] Delete & Vieworiginal [} Copyto ‘- 10f18 Next > X @

My account X

ahsaybackup.onmi,‘

My profile

My account
Sign out
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7.1.2 From Site Collections

=E |

© AhsayOBM

Choose Where The Items To Be Restored From

Restore items from
Users
@ site Collections

Select the item(s) you would like to restore. You can also choose to restore
backed up file from a specific backup job of your choice using the Select what
to restore drop-down menu at the top. Click Next to proceed when you are

done with the selection.
0] AhsayOBM

B |

Select Your Items To Be Restored

Select what to restore

Choose from files as of job w || 04/11/2019 & || 1438 w

Show filter

Folders Name Date modified Size

= @ AhsayCBS _sitelcon__jpg 03/29/2019 18&:19 2k
& O [E office 365 _sitelcon_png 02/28/2019 13:58 449

2~ B Site Collections
=10 () ahsay.sharepoint.com/sitesitest

= [ Lists and Libraries
- [y Form Templates
 Documents
&[4 [y Site Assets
[ Style Library

[ & Subsites

Restore to local computer Items per page |50 w4 | Page | 1/1 w

Search

Select the destination you would like the mail objects to be restored.

7.1.2.1 Local machine

Tick the Restore to local computer checkbox and click Next to proceed.
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e AnsayOBM EEES|

Select Your Items To Be Restored

select what to restore

Choose from files as of job & || 04/11/2019 & || 14:38 W

Show filter
Folders Name Date modified Size
= @ AhsayCES _sitelcon_jpg 03/20/201918:19 2k
& @ [ Office 365 _sitelcon_png  02/28/2019 13:58 449
- B Site Callections
£+ % ahsay.sharepointcomisitesftest
%+ [ Lists and Libraries
[ Form Templates
[ Documents
[ Site Assets
H [ Style Library
-0 5 Subsites
+ Restore to local computer Items per page | 50 W Page 1/1 w

Search

Click the Browse button to select a path on where you want the items to

be restored on your local computer. Make sure it has enough space to
accommodate your restoration.

Also, click the Show advanced option to configure other restore settings.
© AhsayOBM == ]

Choose Where The Items To Be Restored

Restore items to

C:\Users\Administrator\Documents

Show advanced option

Verify checksum of in-file delta files during restore

By enabling this option, the checksum of in-file delta files will be verified during the
restore process. This will check the data for errors during the restore process and
create a data summary of the in-file delta files which will be included in the report.
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Click Next to proceed.

[ awmew  [-EE
Choose Where The Items To Be Restored

Restore items to
lC:\Users\Adm|nis(ramr\Documems | -

[ ] verify checksum of in-file delta files during restore

Hide advanced option

Previous Next Cancel

Select the temporary directory for storing temporary files, such as delta
files when they are being merged, click Restore to start the restoration

Temporary Directory

Temporary directory for storing restore files

C:aUsers\Administratorv.obmitemp |-

Previous Restore Cancel
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Restore is completed. Click the El to show the log of the restoration.

@ AhsayOBM =
E Client Run Office 365 Backup
AhsayCBS (Host: 10.16.10.12:443) x
Restore Completed Successfully
Estimated time left 0 sec
Restored 91.05k (8 files)
Elapsed time 1 min 25 sec
Transfer rate 9.21kbit/s
) AhsayOBM
Show | All v
Type Log Time
0 Start [ AhsayOBM v8.1.1.50] 04/12/2019 11:35:15
0 Downloading... "Office 365/5ite Collections/ahsay.sharepoint.com/sites/test/Lists and Libraries/Form Templates/meta.lt” (Tot... 04/12/2019 11:35:18
© Downloading... "Office 365/Site Collections/ahsay:sharepoint.com/sites/test/Lists and Libraries/Documents/meta.lt’ (Total 1., 04/12/2019 11:35:18
© Downloading... "Office 365/Site Collections/ahsay.sharepoint.comisites/test/Lists and Libraries/Site Assetsimeta.lt” (Total 11k..  04/12/2019 11:35:19
© Downloading... "Office 365/Site Collections/ahsay.sharepoint.comisites/test/Lists and Libraries/Site Assets/_sitelcon_jpg" (T..  04A12/201911:35:19
© Downloading... "Office 365/Site Collections/ahsay:sharepoint.com/sites/test/Lists and Libraries/Site Assets/_sitelcon_jpg" (T. 04/12/2019 11:36:33
© Downloading... "Office 365/Site Collections/ahsay:sharepoint.com/sites/test/Lists and Libraries/Site Assets/_sitelcon_png" (.. 04/12/2019 11:36:33
0 Downloading... "Office 365/5ite Collections/ahsay.sharepoint.com/sites/test/Lists and Libraries/Site Assets/_sitelcon_png" (... 04/12/2019 11:36:36
) Downloading... "Office 365/Site Collections/ahsay.sharepoint.com/sites/test/Lists and Libraries/Style Library/meta.lt” (Total 1 04/12/2019 11:36:36
© Restore Completed Successfully 04/12/2019 11:36:37
Logs per page | 50 v Page [1/1 w
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To check if the files from the Site Collections are fully restored in the
location machine on the selected directory which is
C:\Users\Administrator\Documents, go to the Documents folder. There
should be an available Office 365 folder.
niEN-|
Haome Share View

E m !I Extra large icons &=| Large icons - I l?
m -_

i Mediumicons = small icons -
Mavigation . == X _ Cwurrent Show/ Options
pane -~ £E st i== Details T view~ hide~ -

Panes Layout

@ > 4 |_L| ¥ ThisPC » Documents » Office 365 » v C,| | Search Of... P

-

Name Date modified Type Size

| Site Collections 4/12/201911:30 AM  File folder
0 Users 4/11/201911:37 AM  File folder

2itemns 1 item selected

Open the Office 365 folder and you will see a Site Collections folder. This
includes the selected SharePoint site which is the ahsay.sharepoint.com.
Open the folder and you will see the sites, list and libraries, and subsites.

Home Share View

= 3 1= L Y - P -
= X% cut 8 [:°| x ] e Ed open - HH selectall
- [ Copy path : b - @Edit 58 Select none
Copy Paste Move Copy Delete Rename MNew Properties

[2] Paste shartcut to- to- EE Invert selection

folder
Clipboard Organize Mew Open Select

@ * 1 |_L| < sites b test b Lists and Libraries » Site Assets Y] C,| | Search Sit... 2

1% This PC Z MName - |' | Date modified Type Size
j Desktop =] _sitelcon__ 3/29/20196:19 PM JPEG image
_E Documents D _ sitelcon__ 2/28/2019 1:38 PM PMNG image
| Office 363
| Site Collections
| ahsay.sharepoint.com
. sites
U test
| Lists and Libraries
| Documents
| Form Templates
| Site Assets
| Style Library
| Subsites
L; Users
j Downloads
jh Music
_-ﬁ Pictures
i Videos

£, Local Disk (C3)

2items
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7.1.2.2 Original location

Select the item(s) you would like to restore. You can also choose to
restore backed up file from a specific backup job of your choice using the
Select what to restore drop-down menu at the top. Click Next to proceed

when you are done with the selection.
e AfsayOBM == |

Select Your ltems To Be Restored

Select what to restore
Choose from files as of job w || 04/11/2019 & || 14:38 W
Show filter

Folders Name Date modified Size
£ @ AhsayCBS Irem 1 01/14/2019 10:07
-0 [ Office 365 Item 3 01/14/2019 10:07
-1 @ Site Callections Item 2 01/14/2019 10:07
£+ [ ¢} ahsay.sharepoint.comisitesftest Item 4 01/14/201910:07
& @ M Lists and Libraries Item 5 01/14/2019 10:07
: [ Form Templates

DGR Documents

[ Site Assets

i @ Style Library

&-0 5 Subsites

[ 55 scenario_2

=0 [ Lists and Libraries
‘) [ Case Q34|

[ 55 Subsites

101 5, scenario 2 Restored1

[ 5 subsitet

[ 5 subsite10

Restore to local computer Items per page |50 W | Page | 1/1 W™

Search

Choose from the following three (3) options on where you want your items

to be restored. Select the Original location.
© AhsayOBM —[o

Choose Where The Items To Be Restored

Restore items to
®) Original location

Alternate location

Alternate Office 365 account
Mode

Overwrite when exist v

Show advanced option

Select a Mode.
o Overwrite when exist

If the data that you will be restoring is already available in the Office
365 account, then you have a choice to still overwrite the existing
data.



o Skip when exist

If the data you will be restoring is already available in the Office 365
account, then you have a choice to skip and move to the next one.

Mode

Overwrite when exist

Overwrite when exist

Skip when exist

Click the Show advanced option to configure other restore settings.

[e msow [
Choose Where The Items To Be Restored

Restore items to

(®) Original location

() Alternate location

() Alternate Office 365 account

Mode

Overwrite when exist v

Show advanced option

Verify checksum of in-file delta files during restore

By enabling this option, the checksum of in-file delta files will be verified during the
restore process. This will check the data for errors during the restore process and
create a data summary of the in-file delta files which will be included in the report.
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Click Next to proceed.

Choose Where The Items To Be Restored

Restore items to

(®) Original location

() Alternate location

() Alternate Office 365 account

Mode

l Overwrite when exist v

|1 verify checksum of in-file delta files during restore

Hide advanced option

Previous Next Cancel

Select the temporary directory for storing temporary files, such as delta
files when they are being merged, click Restore to start the restoration

Temporary Directory

Temporary directory for storing restore files

C:\Users\Administrator.obmitemp |-

Previous Restore Cancel
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Restore is completed. Click the El to show the log of the restoration.

[=T= ]

© AhsayOBM
g Client Run Office 365 Backup
AhsayCBS (Host: 10.16.10.12:443)
G + Restore Completed Successfully E\

Estimated time left 0 sec

Restored 5.87M (36 files)

Elapsed time 1 min 10 sec

Transfer rate 1.21Mbit/s

@ AhsayOBM -
Show | All v
Type Log
@  Start[AhsayOBM vE.1.1.50] 04/12/2019 12:01:30
© Downloading... "Office 365/Site Callec harepaint.c " (Total 326k bytes) 04/12/2019 12 ~
o Downloadin, Office 365/5ite Collect h harepoint.c ubsits nario_2/meta si” (Total 322k byres)  04/12/2019 12:
© Downloading... "Office 365/Site Collec hsay.sharepoint.com/si ists and Lib I (Total ... 04/12/201912:01:34
© Documentlibrary "Site Assets” already exist 04/12/2019 12:01:36
o Downloading... "Office 365/5ite Collections/ahsay.sharepoint.com/sites/test/Lists and Libraries/Site Assets/meta.lc” (Total ... 04/12/2019 12:01:36
o Downloadin, Office 365/5ite Collections/ahsay.sharepoint.com/sites/test/Lists and Libraries/Site Assets/meta.|f" (Total ... 04/12/201912:01:37
© Downloading... "Office 365/Site Callec harepoint,com/si ists and Li Ic" (Total .| 04/12/2019 12:01:38
© Downloading... "Office 365/Site Callections/ahsay.sharepoint.com/sites/test/Lists and Libraries/Site Assetsimeta.lf” (Total . 04/12/2019 12:01:39
© Downloading... "Office 365/Site Collections/ahsay.sharepoint.com/sites/testLists and Libraries/Site Assets/_sitelcon_jpg..  04/12/201912:
© Document "isitesitestSiteAssers/_sitelcon_jpg" already exist 04/12/2019 12
©  Updating File "fsites/test/SiteAssets/_sitelcon_jpg... 04/12/2019 12
© Downloading... "Office 365/Site Collec hsay.sharepoint.c Fil /_sitelcon_jpg" (Total 2k...  04/12/201912
@  File siteshest/SiteAssers/_sitelcon_jpg” is updated 04/12/2019 12
© Downloading... "Office 365/Site Callec harepaint.c ists and Li Assets/_sitelcon_pn.. | 04/12/2019 12:01:43
© Document "/sitesiest/SiteAssets/_sitelcon_png" already exist 04/12/2019 12:01:43
©) Updating File "/sitesftest/SiteAssets/_sitelcon_png".. 04/12/2019 12:01:43
© Downloading.. "Office 365/Site Callec harepaint,com/si i /_sitelcon_png" (Total 4., 04/12/201912:01:43
© File sitesitest/SiteAssets(_sitelcon_png" is updated 04/12/2019 12:01:44.
o Downloading... "Office 365/5ite Collections/ahsay.sharepoint.com/sites/testLists and Libraries/Site Assets/meta.lf” (Total ... 04/12/2019 12:01:44
© Downloading... "Office 365/Site Callec harepoint.com/si ists and Li Ic” (Total 04/12/2019 12:01:46
© Downloading... "Office 365/Site Callec harepaint.c ists and Li Assets/_sitelcon_jpg..  04/12/201912:0147 w4
) Undating Document "/sitesitest/SiteAssets/ sitelcon ipg"... 04/12/201912:01:48
Logs per page | 50 5] Page (1/2 w
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To check if the selected site from Site Collections is fully restored, login and
check the SharePoint. As you can see on our example screen shot below,
abc is logged in and the ahsay.sharepoint.com/sites/test is completely

restored.
SharePoint
My account X
M test v
I @ 2hsay.com
L Search this site + New 33 Page details My profile
My account

Home Sign out

News
Conversations

T Add
Documents =
Notebook
Pages e
Site contents
Recycle bin
0 > Keep your team updated with News on your team site
& mi X From the new team site home page you'll be able to quickly author a

Microsoft Teams new News Post - a status update, trip report, or even just highlight a d...

C unicate ur

Activity I
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7.1.2.3. Alternate Location

Select the item(s) you would like to restore. You can also choose to
restore backed up file from a specific backup job of your choice using the
Select what to restore drop-down menu at the top. Click Next to proceed

when you are done with the selection
e AfsayOBM == |

Select Your ltems To Be Restored

Select what to restore

Choose from files as of job w || 04/11/2019 & || 14:38 W

Show filter
Folders Name Date modified Size
£ @ AhsayCBS Irem 1 01/14/2019 10:07 0
-0 [ Office 365 Item 3 01/14/2019 10:07 0
-1 @ Site Callections Item 2 01/14/2019 10:07 0
£+ [ ¢} ahsay.sharepoint.comisitesftest Item 4 01/14/2019 10:07 0
& @ M Lists and Libraries Item 5 01/14/2019 10:07 0
: [ Form Templates
DGR Documents
[ Site Assets
i @ Style Library
&-0 5 Subsites
[ 55 scenario_2
=0 [ Lists and Libraries
‘) [ Case Q34|
[ 55 Subsites
101 5, scenario 2 Restored1
[ 5 subsitet
[ 5 subsite10
Restore to local computer Items per page |50 W™ | Page 1/1 W

Search

Choose from the following three (3) options on where you want your items
to be restored. Select the Alternate location.
© AhsayOBM —[o X

Choose Where The Items To Be Restored

Restore items to
Original location
®) Alternate location
Alternate Office 365 account

Mode

Overwrite when exist v

Show advanced option
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Select a Mode.
o Overwrite when exist

If the data that you will be restoring is already available in the
alternate location in the Office 365 account, then you have a choice
to still overwrite the existing data.

o Skip when exist

If the data you will be restoring is already available in the alternate
location in the Office 365 account, then you have a choice to skip
and move to the next one.

Mode

Overwrite when exist

Overwrite when exist

Skip when exist

Click the Show advanced option to configure other restore settings.

[e Amow =B
Choose Where The Items To Be Restored

Restore items to
_) Original location
(@) Alternate location
(_) Alternate Office 365 account

Mode

Overwrite when exist v

Show advanced option

Previous Next Cancel ‘

Verify checksum of in-file delta files during restore

By enabling this option, the checksum of in-file delta files will be verified during the
restore process. This will check the data for errors during the restore process and
create a data summary of the in-file delta files which will be included in the report.
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Click Next to proceed.
[e A [CEEE

Choose Where The Items To Be Restored

Restore items to

() Original location

(@) Alternate location

() Alternate Office 365 account
Mode

Overwrite when exist

[] verify checksum of in-file delta files during restore

Hide advanced option

Click Change to select an alternate Site Collection / Site on which the data
will be restored. Click on the dropdown arrow to view the available Sites.

Alternate Location

Office 365 account

I ) 2hsay.com

Site Collection / Site

[rrevous | [N [Goner ] [
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© AhsayOBM [=[o |

Change Site Collection / Site

=- [ office 365
=@ Site Collections

#- (2} ahsay-my.sharepoint.com

#- {3} ahsay.sharepoint.com

#- (%} ahsay.sharepoint.com/search

#- (%} ahsay.sharepoint.com/sites/BlogDemo

#- ('} ahsay.sharepoint.com/sites/Cl

#- {2} ahsay.sharepoint.com/sites/ClTeam01
4%} ahsay.sharepoint.com/sites/ClTeamSite
#- (Y ahsay.sharepoint.comisites/DEV
#- (3} ahsay.sharepoint.com/sites/DevTest
4 (¥ ahsay.sharepoint.com/sites/Dev_u_o_x SITE
#- (2} ahsay.sharepoint.com/sites/EdenClassicl
#- (Y ahsay.sharepoint.com/sites/EdenClassic2
#- (3} ahsay.sharepoint.com/sites/EdenClassic3
#1- {2} ahsay.sharepoint.com/sites/EdenCommunity
#- (%} ahsay.sharepoint.com/sites/EdenCommunity2
#- (%} ahsay.sharepoint.com/sites/EdenLanguage
#- (%} ahsay.sharepoint.com/sites/EdenLanguage2
#- (%} ahsay.sharepoint.com/sites/EdenRestoreSite
#- (%} ahsay.sharepoint.com/sites/EdenTeamSite
#- (%} ahsay.sharepoint.com/sites/EdenThemeSite
#- (%} ahsay.sharepoint.com/sites/EmptySite1
A A

Click Next to proceed.

o] AhsayOBM [=T= ]

Alternate Location

Office 365 account
G-y o

Site Collection / Site

Office 365/Site Collections/ahsay.sharepoint.com/sites/Em Change

Select the temporary directory for storing temporary files, such as delta
files when they are being merged, click Restore to start the restoration
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Temporary Directory

Temporary directory for storing restore files

C:\Users\Administrator.obmitemp |-

Restore is completed. Click the . to show the log of the restoration.

Restore

Client Run Office 365 Backup

G AhsayCBS (Host: 10.16.10.12:443) .

+ Restore Completed Successfully
Estimated time left 0 sec

Restored 5.87M (36 files)
Elapsed time 1 min 20 sec
Transfer rate 986.99kbit/s
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© AhsayOBM
Show | All v

Type Log Time

© Swrt[AhsayOBM v8.1.1.50] 04/12/2019 12:19:02

© Downloading... "Office 365/Site Collecti hsay.sharepoint.c " (Total 326k bytes) 041272019 12:19:04 "™
0 Downloading. yffice 365/Site Collecti hsay.sharepoint.c sites/scenario_2/meta.si” (Total 322k bytes) 04/12/201912:19:05

@ Creating Site "Scenario_2 (hups:/fahsay. point.comisic 1, Isi enario_2)"... 04/12/2019 12:19:06

© Site "Scenario_2 (https: point.c ptySite T, enario_2)" is created 04/12/201912:19:17

0 Downloading... "Office 365/Site Collecti hsay.sharepaint.c Lists and Libraries/Site Assets/meta.lt" (Total ... 04/12/201912:19:17

@ Document library "Site Assets” already exist 04/12/201912:19:18

© Downloading... "Office 365/Site Collections/ahsay sharepoint.c ists and Libraries/Site Assers/metalc” (Total .. 04/12/201912:19:18

0 Downloading... "Office 365/Site Collecti hsay.sharepoint.c Lists and Libraries/Site Assets/meta.lf" (Total ... 04/12/201912:19:19

0 ffice 365/Site Coll hsay.sharepaint.c Lists and Libraries/Site Assets/meta.lc” (Total ... 04/12/201912:19:20

0 ffice 365/Site Collections/ahsay.sharepoint.c ists and Libraries/Site Assers/metalf” (Total .. 04/12/2019 12:19:20

[i) Office 365/5ite Collecti hsay.sharepoint.c ists and Libraries/Site Assets/_sitelcon_jpg..  04/12/2019 12:19:21

@ Document “/sites/EmptySite1/SiteAssets/_sitelcon_jpg" already exist 04/12/201912:19:22

© Updating File *fsites/EmptySite 1 /SiteAssets/_sitelcon_jpg". 04/12/2019 12:19:22

© Downloading... "Office 365/Site Collections/ahsay sharepoint.c _sitelcon_jpg” (Total 2k .. 04/12/2019 12:19:22

@ File “isites/EmprySite1/SiteAssets/_sitelcon_jpg" is updated 04/12/201912:19:23

@ Dounloading... "Office 365/Site Collections/ahsay.sharepoint.c: Lists and Libraries/Site Assers/_sitelcon_pn 04/12/201912:19:23

© Document “sites/EmptySite1/SiteAssets/_sitelcon_png" already exist 04/12/201912:19:24

©  Updating File "/sites/EmptySite1/SiteAssets/_sitelcon_png"... 04/12/201012:19:24

0 Downloading... "Office 365/5ite Coll hsay.sharepaint.c Il Fil _sitelcon__png" (Total 44.., 04/12/201912 4

© File "Isites/EmptySite1/SiteAssets/_sitelcon_png" is updated 04/12/201912:19:25

© Downloading... "Office 365/Site Collecti hsay.sharepoint.c ists and Libraries/Site Assets/metalf’ (Total .. 04/12/201912:19:25 W
@) Downloading... "Office 365/Site Call hsay.sharepoint.c Lists and Libraries/Site Assets/meta.lc” (Total ... 04/12/201912:19:26

Logs per page |50 w Page ([1/2 w

To check if the selected site from Site Collections is fully restored, login
and check the SharePoint. As you can see on our example screen shot
below, abc is logged in and the contents in
ahsay.sharepoint.com/sites/test is completely restored in
ahsay.sharepoint.com/sites/EmptySitel.

S

EmptySitel * Following My account X
Public group £ 2 members
I
Q) 2 hsay.com
£ search -+ New 4% siteusage () Siteworkflows &} Site settings [i] Recycle bin (0) My profile
My account
Home Sign out

Contents  Subsites

Conversations.

Documents 0 Name Description
Notebook B  scenario2
Pages

Site contents
Recycle bin

Edit

@ Microsoft Teams
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7.1.2.4. Alternate Office 365 Account

Select the item(s) you would like to restore. You can also choose to
restore backed up file from a specific backup job of your choice using the
Select what to restore drop-down menu at the top. Click Next to proceed

when you are done with the selection.
e AfsayOBM == |

Select Your ltems To Be Restored

Select what to restore
Choose from files as of job w || 04/11/2019 & || 14:38 W
Show filter

Folders Name Date modified Size
= @ AhsayCBS Irem 1 01/14/2019 10:07
-0 [ Office 365 Item 3 01/14/2019 10:07
-1 @ Site Callections tem 2 01/14/2019 10:07
£+ [ ¢} ahsay.sharepoint.comisitesftest Item 4 01/14/201910:07
& @ M Lists and Libraries Item 5 01/14/2019 10:07

[ Form Templates

DGR Documents

[ Site Assets

i @ Style Library

&-0 5 Subsites

[ 55 scenario_2

=0 [ Lists and Libraries
‘) [ Case Q34|

[ 55 Subsites

101 5, scenario 2 Restored1

[ 5 subsitet

[ 5 subsite10

Restore to local computer Items per page |50 W | Page | 1/1 W™

Search

Choose from the following three (3) options on where you want your items
to be restored. Select the Alternate Office 365 Account.

Input the Username, Password, App password, and choose the region for
the other Office 365 account.
e AhsayOBM = [= x|

Choose Where The Items To Be Restored

Restore items to
Original location
Alternate location
@) Alternate Office 365 account

Username
I - saybackup.onmicrosoft.com
Account password

App password
(Required if Multi-Factor Authentication is enforced)

Region

Global v
Access the Internet through proxy
Test

Mode

Overwrite when exist [~

Show advanced option




Region

Global ¥

China

Germany

Select a Mode.
o Overwrite when exist

If the data that you will be restoring is already available in the
alternate Office 365 account, then you have a choice to still
overwrite the existing data.

o Skip when exist
If the data you will be restoring is already available in the alternate
Office 365 account, then you have a choice to skip and move to the
next one.

Mode

Overwrite when exist

Overwrite when exist

Skip when exist

Click the Show advanced option to configure other restore settings.
® AhsayOBM (==

Choose Where The Items To Be Restored

Restore items to

Original location

Alternate location

Alternate Office 365 account

Username

_@ahsayba(kup.nnmicmsnﬂ.mm

Account password

App password
(Required if Multi-Factor Authentication is enforced)

Region

Global v
Access the Internet through proxy
Test

Mode

Overwrite when exist

Show advanced option

Previous Next Cancel

Verify checksum of in-file delta files during restore

By enabling this option, the checksum of in-file delta files will be verified during the
restore process. This will check the data for errors during the restore process and
create a data summary of the in-file delta files which will be included in the report.
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Click Next to proceed.

e aeow  [-[=l=
Choose Where The Items To Be Restored

Restore items to

() original location

() Alternate location

(®) Alternate Office 365 account

Username
_@ahsayha(kup.nnmicmsnft.mm |

Account password

App password
(Required if Multi-Factor Authentication is enforced)

Region

|:| Access the Internet through proxy

Mode

| Overwrite when exist L4

D Verify checksum of in-file delta files during restore

Hide advanced option

Test completed successfully shows when the validation is successful,
then click Next to continue.

e asom  [-[a@
Choose Where The Items To Be Restored

Restore items to

() original location

() Alternate location

(®) Alternate Office 365 account
Username

|_@ahsayba(kup.nnmicmsnft.mm |

Account password

App password
(Required if Multi-Factor Authentication is enforced)

Region

|:| Access the Internet through proxy

+ Test completed successfully

Mode

| Overwrite when exist v

D Verify checksum of in-file delta files during restore

Hide advanced option
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Click Change to select an alternate Site Collection / Site on which the data

will be restored. Click on the dropdown arrow to view the available Sites.
© AhsayOBM \;‘E-

Alternate Location

Office 365 account
I 2 hsaybackup.onmicrosoft.com

Site Collection / Site

Change
=3
0] AhsayOBM (=[O |

Change Site Collection / Site

=- [ Office 365
=@ Site Collections
#- (2} ahsaybackup-my.sharepoint.com
#- (%} ahsaybackup.sharepoint.com

#- (%} ahsaybackup.sharepoint.com/search
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Alternate Location

Office 365 account
]_@ahsaybackup.onmlcrosoft.com |

Site Collection / Site

loffice 365/Site Collections/ahsaybackup.sharepoint.com l Change

] e

Click Next to proceed.

Select the temporary directory for storing temporary files, such as delta
files when they are being merged, click Restore to start the restoration

Temporary Directory

Temporary directory for storing restore files

C:\Users\Administratori.obmitemp

Previous Restore Cancel

ALzl




Restore is completed. Click the El to show the log of the restoration.

0] AhsayOBM -
Client Run Office 365 Backup
AhsayCBS (Host: 10.16.10.12:443)
G + Restore Completed Successfully E\
Estimated time left 0 sec
Restored 5.87M (36 files)
Elapsed time 1 min 31 sec
Transfer rate 800.42kbit/s
0] AhsayOBM
Show | All v
Type Log
@ Start [AhsayOBM v8.1.1.50] 04/12/2019 13:12:15
© Downloading... "Office 365/Site Collections/ahsay:sharepoint.comisites/test/meta.si” {Total 326k bytes) 04/12/2019 13: ~
o Downloading... "Office 365/5ite Collections/ahsay.sharepoint.com/sites/test/Subsites/scenario_2/meta si” (Total 322k byres)  04/12/2019 13;
@) Creating Site "Scenario_2 (hrtp backup.sharepoint.com, enario_2)". 04/12/201913:12:18
© site"Scenario_2 ( kup.sharepaint.com, enario_2)" is created 04/12/2019 13:12:27
o Downloading... "Office 365/Site Collections/ahsay.sharepoint.com/sites/test/Lists and Libraries/Site Assets/meta.lt" (Total ... 04/12/2019 13:12:27
o Creating Document library "Site Assets”... 04/12/201913:12:28
© Documentlibrary "Site Assets” is created 04/12/2019 13:12:29
© Downloading... "Office 365/Site Collections/ahsay.sharepoint.comisites/test/Lists and Libraries/Site Assetsimetalc” (Total .. 04/12/2019 13:12:30
0 Downloading... "Office 365/5ite Collections/ahsay.sharepoint.com/sites/test/Lists and Libraries/Site Assets/meta.lf" (Total ... 0412/201913:
© Downloading... "Office 365/Site Collections/ahsay.sharepoint.com/sites/test/Lists and Libraries/Site Assets/meta.lc” (Total 04/12/2019 13:
© Downloading... "Office 365/Site Collections/ahsay.sharepoint.comisites/test/Lists and Libraries/Site Assets/metalf’ (Total .. 04/12/2019 13
© |Downloading... "Office 365/Site Collections/ahsay.sharepoint.com/sites/test/Lists and Libraries/Site Assets/_sitelcon_jpg..  04/12/2019 13:
) Creating Document "fSiteAssets/_sitelcon_jpg' 04/12/2019 13:
© Downloading... "Office 365/Site Collections/ahsay.sharepoint.comisites/test/All Files/SiteAssets/_sitelcon_jpg" (Total 2k...  04/12/201913:12:
© Document "fSiteAssets/_sitelcon_jpg" is created 04/12/2019 13:12:36
) Downloading... "Office 365/Site Collections/ahsay.sharepoint.com/sites/test/Lists and Libraries/Site Assets/_sitelcon_pn. 04/12/2019 13:12:37
© Creating Document "/SiteAssets/_sitelcon_png'.. 04/12/2019 13:12:37
© Downloading... "Office 365/Site Collections/ahsay.sharepoint.comisites/test/All Files/SiteAssets/_sitelcon_png" (Total 4. 04/12/2019 13:12:37
0 Document "/SiteAssets/_sitzlcon_png" is created 04/12/201913:12:38
© Downloading... "Office 365/Site Collections/ahsay.sharepoint.comisites/test/Lists and Libraries/Site Assets/meta.lf” (Total .. 04/12/201913:12:38
© Downloading... "Office 365/Site Collections/ahsay:sharepoint.comisites/test/Lists and Libraries/Site Assets/meta.lc’ (Total .. 04/12/201913:12:40 ™
) Downloading... "Office 365/Site Collections/ahsay.sharepoint.com/sites/test/Lists and Libraries/Site Assets/ sitelcon .ipg. 04/12/201913:12:41
Logs per page | 50 w Page (1/2 w
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To check if the selected site from Site Collections is fully restored, login
and check the SharePoint. As you can see on our example screen shot
below, Ronnie Chan is logged in and the ahsay.sharepoint.com/sites/test
is completely restored in another Office 365 account.

SharePoint

BROWSE PAGE

My account X
H > Home
S Ce ﬂ a rl O_Z ahsaybackup.onr‘r
My profile
Categories My account
Events Welcome tO my blo' Personalize this Page
Thursday, April 11, 2019 )
Ideas Sign out
Opinions This is where I'll be sharing my thoughts on
ADD CATEGORY | might even share pictures, videos and link:
If I catch your interest, let me hear from you
Archives
april by- at 3:14 PM
OLDER POSTS O comments | Emailalink Edit

-
www.ahsay.com .



7.2 Restore Filter with AhsayOBM

This search feature allows you to search directories, files, folders, and mails. For Office 365, these
items can be search from Users and Site Collections.

© For Users, you can search Files, Folders, and Mails.
© For Site Collections, you can search Directories and Files.

To make it more flexible, the search feature offers filtering. You can add additional pattern upon
searching. Pattern includes the following criteria:

© Contains

These are Directories, Files, Folders, and Mails with the name containing the specific
letter or word.

© Exact
These are Directories, Files, Folders, and Mails with the exact or accurate name.
O Start With

These are Directories, Files, Folders, and Mails with the name starting with a specific
letter or word.

© Ends With

These are Directories, Files, Folders, and Mails with the name ending with a specific letter
or word.

It also has the Match Case function, which serves as an additional accuracy when searching for any
specific directories, files, folders, and mails.

For more detailed examples using the restore filter on AhsayOBM, refer to Appendix C: Example
Scenarios for Restore Filter using AhsayOBM.




Login to AhsayOBM according to the instructions in Login to AhsayOBM.

Click the Restore icon on the main interface of AhsayOBM.
Select the backup set that you would like to restore.

Select the backup destination that you would like to restore backed-up items to.

a > 0w nNpoPR

Select to restore from Users or Site Collections. Click Next to continue.

7.2.1 From Users

Choose Where The Items To Be Restored From

Restore items from
®) Users
Site Collections

Select the item(s) you would like to restore. You can also choose to restore backed-
up file from a specific backup job of your choice using the Select what to restore
drop-down menu at the top. Click Next to proceed.



Select Your Items To Be Restored

Select what to restore
Choose from files as of job wf || 03/05/2020 w || Latest w

Show filter

Folders Name Date modified Size
E- @ |AhsayCBS

& O [ office 365
[0 éz% Users
-7 [E Public Folders

Restore to local computer Items per page |50 W | Page - w

Search

Click the Search located below the Restore to local computer checkbox.

Restore to local computer

Search

Change the path if you want to restore items from other location. Click the Change
button then click OK to proceed.

Search

Look in
Change

Search subfolders
Kind Type Pattern
Files and Folders W | contains W Match case
Search
Name In Folder Size Date modified
Items per page |50 W Page - w
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Change Path

= f] Backup Server
= [ Office 365
&3 :.'." Users
#-[E Public Folders

Change Path

= 3 Backup Server
=[] Office 365
=48 Users
= & I @ ahsay onmicrosoft.com
# @Outlook
#- & OneDrive
#- @ Personal Site
#- 5 Public Folders

If you are going to search for specific mails, then click the Outlook to expand for

more selection. In our example below, Inbox of abc@ahsay.onmicrosoft.com is
selected.
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Change Path

= i Backup Server
=[] Office 365 ~
=I-4gh Users
= ;_@ahsay.onmicrosoﬂ.com
=2 Outlook
=3 123
Archive
Archivel
Contact
Empty_10000_20_part1
[&7] Folder - Contact ltems
Test
Test123
TestSent

new folder2
testd56
Inbox
(# Drafts
] Sent ltems
2] Deleted Items
Calendar
[ Contacts i

+
®
+
+
+
+
+
+
=2 new folder
®
+
+
+
+
+
+
+

Search
Look in

Office 365!U55rs;‘_@ahsay.onmicrusuﬁ com/Outlook/Inbox Change
| Search subfolders
Kind Type Pattern

Mail - Subject W | contains v Match case

Search
Name In Folder Size Date modified

items per page |50 W Page - W

OR

If you are going to search for specific files and/or folders, then click the OneDrive to
expand for more selection. In our example below, testBigFile-backup folder in
OnebDrive is selected.
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Change Path

Backup Server
[ office 365
=-4gb Users
=& _@ahsay.onmicrosoﬂ com
# m Outlook
=l @ OneDrive
-1 - ManyFiles
# testBigFile-backup
#- @3 Personal Site
# [ Public Folders

=

Search
Look in
Office 3SSIUsers_@ahsay.onmicrosoﬂ.com!OneDrivefDQ13_testBigFi\e—ba:kup Change
| Search subfolders
Kind Type Pattern
Match case

Files and Folders w | contains W

Search

Name In Folder Size Date modified

Items per page |50 w Page |- w

www.ahsay.com

Tick the Search subfolders checkbox if you want to include available subfolders

upon searching.

Look in
Office 365!Usersf-@ahsay onmicrosoft.com/OneDrive/D913_testBigFile-backup Change
Search subfolders
179




Look in
Office 365/U5ersﬁ-@ahsay onmicrosoft.com/CneDrive/D913_testBigFile-backup Change

| Search subfolders

Select from the following kind of files you want to search.

e Files and Folders
e Files only

e Folders only

¢ Mail — Subject

e Mail — From

e Mail-To
e Mail-CC
e Mail-BCC

e Mail — Received Date

e Mail — Sent Date

Search
Look in

Office 365/Users/ Q) 2hsay.onmicrosoft.com/Cutlook/Inbox Change
Search subfolders

Kind Type Pattern

Mail - Subject W | contains W Match case

~

Files and Folders
Files only
Folders only In Folder Size Date modified
Mail - From

Mail - To

Mail - CC

Mail - BCC .

Items per page |50 W Page |- w

Select from the following type of filtering you want to search.

e Contains
e Exact
e Starts With

e Ends With



Search

Look in

Office 365/Users/ G ahsay onmicrosoft. com/Qutlook/Inbox Change

Search subfolders

Kind Type Pattern

Mail - Subject L~ Match case
contains

Search
exact
Name starts with Size Date modified

ends with

Items per page |50 ™ Page - w

Enter a pattern you want and Tick the Match Case checkbox if you want to
accurately search for a specific file.

Kind Type Pattern

Mail - Subject & || contains W || Office 365 changes Match case
Kind Type Pattern

Mail - Subject v | contains  w || Office 365 changes V| Match case

Click the Search button and the result will be displayed.

www.ahsay.com
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Search
Look in
Office 365/Users

| Search subfolders

Kind Type Pattern
Files and Folders W || contains  w || arch
Search
Name In Folder Size

Items per page |50 W

Search

V

Look in
office 365/Users |l @2hsay.onmicrosoft com/Outiook/inbox

V| Search subfolders

Kind Type Pattern
Mail - Subject v || contains W || Office 365 changes
j——1
Searching .. Stop
Name In Folder

7 Weekly digest: Office 365 changes Office 365/Users [ @ ahsay.onmicrosoft.com/Outlo
Weekly dgest: Office 365 changes Office 365/ Users, (I @3hs3y.onmicrosoft.com/Outio
] Weekdy digest: Office 355 changes Office 365/Users [l @3hs3y.onmicrosoft.com/Outio
t: Office 365 changes Office 365/ Users/ I @3hsay.onmicrosoft com/Outio

exly digest: Office 365 changes Office 365/ Users/ [ l23hs=y-onmicrosoft com/Cutlo
Weekly digest: Office 365 changes Office 365/Users (R 3hsay.onmicrosoft com/Outlo
Weeldy digest: Office 355 changes Office 365/Users G shsay.onmicrosoft.com/Cutlo
] Weekly digest: Office 355 changes Office 365/Users IS D 3hsay.onmicrosoft.com/Cutlo
[7] Weekly digest: Office 365 changes Office 365/Users/ SEEEESEE® shsay.onmicrosoft.com/Cutlo
() [ Weeldy digest: Office 365 changes Office 365 /Users, (AR 3hs3y.onmicrpsoft. com/Outlo

Items per page | 50 v

Size

FRERNRIRASR

Change

| Match case

Date modified

Change

| Match case

Date modified
05/07/2018 12:05
05/07/2018 1205 ™
05/07/2018 12:12
05/07/2018 12:12
05/07/2018 12:06
07/03/2018 04:14
07/16/2018 03:44
05/07/2018 12:04
05/11/2018 10:52
05/11/2018 10:52

Page |1/2 w
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Search
Look in
ofiice 365/Users! | Il@2nsay.onmicrosoft com/Outiook/Inbox

V| Search subfolders

Kind Type Pattern
Mail - Subject v | contains W || Office 365 changes
Search

Name In Folder

: Office 365 changes Office 365/ Users,/ @ ahsay.onmicrosoft com/Cutlo
: Office 355 changes Office 365/User< R ahsay. onmicrosoft. com/Outio
: Office 365 changes Office 365/Users SR ahsay. onmicrosoft. com/Outio
: Office 365 changes  Office 365/Users, IR ah=ay.onmicrosoft. com/Outlo
: Office 365 changes Office 365/Users SRC hsay onmicrosoft. com/Outlo
: Office 365 changes Office 365/ User< SR =h=ay.onmicrosoft.com/Outlo
: Office 365 changes Office 365/ Users 2 =h=3y.onmicrosoft. com/Outlo
: Office 365 changes Office 365/ Users RS =hsay.onmicrosoft.com/Outlo
() : Office 365 changes Office 365/ Users 2 ah=3y.onmicrosoft com/Outlo
] £3 Weeky digest: Office 365 changes Office 365/Users IIRZ) 2hs3y.onmicrosoft.com/Outio

Items per page | 50 v

Size
7k

T
6%
6%
6%
pr-3
74
63k
70k
66k

Change

V| Match case

Date modified
05/07/2018 12:05
05/07/2018 12:05
05/07/2018 12:12
05/07/2018 12:12
05/07/2018 12:06
07/05/2018 04:14
07/16/2018 03:44
05/07/2018 12:04
05/11/2018 10:52
05/11/2018 10:52

Page
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v

Choose files by ticking each checkbox that you wanted to restore and click the OK

button.

Search

Look in

Office 365/Users/ @ ahsay.onmicrosoft. com/Outlook/Inbox
V| Search subfolders

Kind Type Pattern
Mail - Subject v || contains W || Office 365 changes
Search

Name In Folder
(] 7] WeeMy digest: Office 365 changes Office KSNSEYS_@ansay,onmicmsoﬂ com/Outio
[V 7] Weekly digest: Office 365 changes Office 365/Users @ ahsay.onmicrosoft com/Outio
(V) (5] Weekly digest: Office 365 changes Office 365/Users/ SR ahsay.onmicrosoft com/Outlo
(V] 57 Weeky digest: Office 365 changes Office 365/Users/ IR ) 2hs ay. onmicrosoft. com/Outlo
(V) (7] WeeKy digest: Office 365 changes Office 365/Users NG ahsay.onmicrosoft.com/Outio
[0 =3 Weekly digest: Office 365 changes Office 365/Users/ IS ahsay. onmicrosoft. com/Outlo
[0) 3 WeeKy digest: Office 365 changes Office 365/Users NG ahsay.onmicrosoft.com/Outio
[0 =) Weekly digest: Office 365 changes Office 365/Users/Jl@2hsay onmicrosoft com/Outio
[] =1 WeeKy digest: Office 365 changes Office 365/Users/ G ahsay.onmicrosoft. com/Outio
[C) (3] Weekly digest: Office 365 changes Office 365/Users {2 2hsay-onmicrosoft.com/Outlo

Items per page | 50 v

Size
71k
I3
6%
67
63k
7%
74
68k
70k
66k

Change

V| Match case

Date modified
05/07/2018 12:05
05/07/2018 12:05
05/07/2018 12:12
05/07/2018 12:12
05/07/2018 12:06
07/09/2018 04:14
07/16/2018 03:44
05/07/2018 12:04
05/11/2018 10:52
05/11/2018 10:52

Page |1/2 w
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The selected files will reflect on the Restore main screen.

proceed.

Click the Next button to

Select what to restore

Choose from files as of job u | 03/05/2020 w || Latest w

Show filter

Folders

El- @ AhsayCBS
& [0 [E] office 365
0 b Users

&0 =1 Inbox

-1 Back-up

O new

0 test29456
(1 test_folder_000
O

o

O

&

testing
test/123
test/123/2356
ders

238

@0 [ Public Fo

A

| Restore to local computer

Search

From
(J &3 Microsoft Onlin.,
7 Office 365 Mess...
0=

=s0& | @ahsay.onmicros LI £ Office 365 Mess...
-0 B Outlook 7 Office 365 Mess...

[ &1 Microsoft Office...
1 =3 Microsoft Office...
4l 7 Office 365 Mess...
E1 Office 365 Mess...
7 Office 365 Mess...
[ E3 Microsoft Onlin...

[ 3 Office 365 Mess...
1 E3 Microsoft Onlin...

[ £ Microsoft Onlin...

o=

[l £ Office 365 Mess...
[CJ &2 Microsoft Tech ...

Subject

TRRESE..

Weekly digest:...
Streamline yo...
Message Cent..
Weekly digest....
Your Office 36...

Your Office 36

Weekly digest....
Weekly digest...
Weekly digest....
New or modifi...
Weekly digest....
New or modifi...
New or medifi...
Update Alert! ...
Weekly digest...
Stay connecte...

Items per page | 50

Select Your Items To Be Restored

Received

03/29/2018 08...,
04/02/2018 03....
04/04/2018 15..
04/04/2018 22....
04/09/2018 04...
03/09/2018 11:...
03/09/2018 11

03/12/2018 03....
03/19/2018 03...
03/26/2018 02....
07/05/2018 02....
07/09/2018 04....
07/11/2018 06....
07/11/2018 06:..,
07/11/2018 15...
.07/16/2018 03....
07/16/2018 20....

v | Page 1/10+ W

Size
75k
7™
58K
66k
77k

83k
62k
67k

62k
72k

64k
56k
74k

L
65k

Select which location the items will be restored. Choose from the following options:

© Local machine — this option is located on the Restore main screen, lower left

part.
© Original location
© Alternate location
O Alternate Office 365 account

Click the Next button to proceed.

www.ahsay.com
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Choose Where The Items To Be Restored

Restaore items to
Original location

®) Alternate location
Alternate Office 365 account

Show advanced option

Previous Next Cancel

Alternate Location

Office 365 account

I 2:hsay com

User
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Input the temporary directory or click the Browse button to browse for the path. Click
the Restore button to start.

Temporary Directory

Temporary directory for storing restore files

CAUsers\Administratoritemp Browse

If restore is completed, the status of the activity should be, Restore Completed
Successfully.

Restore

E Client Run Office 365 Backup Set

AhsaycBS (Host: 125. NG ﬂ
@ + Restore Completed Successfully

Restored 203.41k (5 files)

Elapsed time 1 min 47 sec

Transfer rate  15.49kbit/s




7.2.2 From Site Collections

Choose Where The Items To Be Restored From

Restore items from
Users
®) Site Collections

Previous Next Cancel

Select the item(s) you would like to restore. You can also choose to restore backed-
up file from a specific backup job of your choice using the Select what to restore
drop-down menu at the top. Click Next to proceed.

Select Your Items To Be Restored

Select what to restore
Choose from files as of job W || 03/05/2020 w# || Latest w

Show filter

Folders. Name Date modified Size

E- @ |AhsayCBS
& O [ office 365
- @ site Collections

Restore to local computer Items per page |50 W | Page - w

Search

Previous Next Cancel

Click the Search located below the Restore to local computer checkbox.
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Restore to local computer

Search

Change the path if you want to restore items from other location. Click the Change
button then click OK to proceed.

Search

Look in
Change
Search subfolders
Kind Type Pattern

Files and Folders w | contains W Match case

Search

Name In Folder Size Date modified

Items per page |50 W Page |- w

Change Path

= ﬂ Backup Server.
=[] Office 365
#- @ site Collections

Tick the Search subfolders checkbox check if you want to include available
subfolders upon searching.



Search

Look in

Office 365/Site Collections Change

Search subfolders

Search

Look in

Office 365/Site Collections Change

| Search subfolders

Select from the following kind of files you want to search.
¢ Files and Directories
e Files Only

e Directories Only

Search

Look in

Office 365/Site Collections Change

| Search subfolders

Kind Type Pattern

Files and Directories w || contains V] Match case

Files and Directories

Files only
Directories only In Folder Size Date modified
Itemns per page | 50 v Page |- w




Select from the following type of filtering you want to search.
e Contains
e Exact

e Starts With

e Ends With
Search
Look in
Office 365/Site Collections Change

| Search subfolders

Kind Type Pattern

Files and Directories w Match case
contains

Search
exact
Name starts with Size Date modified

ends with

Itemns per page |50 W Page |- w

Enter a pattern you want and Tick the Match Case checkbox if you want to
accurately search for a specific file.

Kind Type Pattern

Files and Directories w || contains v || Documents Match case
Kind Type Pattern

Files and Directories w || contains w | | Documents | Match case
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Click the Search button and the result will be displayed.

www.ahsay.com

Search
Look in
Office 365/Site Collections

| Search subfolders
Type

Kind
contains

Files and Directories w

Search

MName

W

Items per page | 50

Search

Look in
Office 365/Site Collections

| Search subfolders
Kind
Files and Directories w
Searching ...

Name

Items per page | 50

Pattern

L Documents

In Folder Size

Type Pattern
contains v | Documents
Stop
In Folder

W

Change

| Match case

Date modified

Page

| Match case

Date modified

v

Change

o
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Search

Look in

Office 365/Site Collections

| Search subfolders

Kind

Type Pattern

Files and Directories w contains L Documents

Search

Name
[ [ Documents
) 9 My Documents
O @ Documents0L.pdf
[ € Documents02.pdf
[ € Documents03.pdf
[ € Documents04.pdf
[ @ Documents0s.pdf
[ € Documents0s.pdf
[ € Documents07.pdf
[ € Documents03.pdf

Items per page | 50

Search

Look in

In Folder Size
Office 365/Site Collections/D901_shsay.sharepoint.com®2fsites %2 ftest. ..
Office 365/Site Collections/D901_shsay.sharepoint.com%2fsites %2ftest...
Office 365/Site Collections/D901_ahsay.sharepoint.com % 2fsites % 2ftest... 17M
Office 365/Site Callections/D901_shsay.sharepoint.com¥:2fsites % 2ftest... 17M
Office 365/Site Collections/D901_shsay.sharepoint.com®2fsites%2ftest, .. 17M
Office 365/Site Collections/D901_shsay.sharepoint.com%2fsites%2ftest,.. 17M
Office 365/5ite Callections/D301_shsay.sharepoint.com¥:2fsites % 2ftest... 17M
Office 365/Site Callections/D901_shsay.sharepoint.com¥:2fsites % 2ftest... 17M
Office 365/Site Collections/D901_shsay.sharepoint.com®2fsites%2ftest, .. 17M
Office 365/Site Collections/D901_shsay.sharepoint.com % 2fsites % 2ftest... 17M

W

Office 365/Site Collections

| Search subfolders

Kind

Type Pattern

Files and Directories w || contains w || Documents

Search

Name
[0 [ Documents
[ My Documents
€ Documents01.pdf
€ Documents02.pdf
@ DocumentsD3.pdf
€ Documents04.pdf
€ Documents05.pdf
] @ Documents0s.pdf
O @ Dpocumentso7.pdf
() € Documents08.pdf

Items per page | 50

In Folder Size
Office 365/5ite Collections/D301_shsay.sharepaint. com % 2fsites e 2ftes. ..
Office 365/5ite Collections/D901_shsay.sharepaint, com % 2fsites % 2ftes. .
Office 365/Site Collections/0901_shsay.sharepoint. com%s2fsites % 2ftes...  17M
Office 365/Site Collections/D901_ahsay.sharepoint.com%2fsites%:2ftes... 1M
Office 365/5ite Collections/D901_shsay.sharepaint. com%e2fsites e 2ftes...  17M
Office 365/5ite Collections/D901_shsay.sharepaint, com%e2fsites % 2ftes...  17M
Office 365/5ite Collections/3901_shsay.sharepoint, com % 2fsites % 2ftes, ..  17M
Office 365/Site Collections/D901_ahsay.sharepoint.com%2fsites%:2ftes... 1M
Office 365/5ite Collections/D901_shsay.sharepaint. com%e2fsites e 2ftes...  17M
Office 365/5ite Collections/D901_ahsay.sharepaint, com % 2fsites % 2ftes. ..  17M

L

Change

| Match case

Date modified

05/02/2015 07:24
05/02/201 07:24
05/02/2018 07:24
05/02/2013 07:24
05/02/2013 07:24
05/02/201 07:24
05022013 07:24 vy
05/02/2012 07:24

Page 1/2 w

Choose files by ticking each checkbox that you wanted to restore and click the OK

Change

| Match case

Date modified

05/02/2013 07:24
05/02/201307:24
05/02/2013 07:24
05/02/2013 07:24
05/02/2013 07:24
05/02/201307:24
0502/201307:24  ag
05/02/2013 07:24

Page [1/2 w
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The selected files will reflect on the Restore main screen. Click the Next button to

proceed.
Select what to restore
Choose from files as of job u 03/05/2020 w || Latest w
Show filter
Folders Name Date modified Size
- @ AhsayCBS € Documents0.pdf 05/02/2019 07:24 1™
&+ [ office 365 € Documents02 pdf 05/02/2019 07:24 7M™
=0 B site Collections € Documents03.pdf 05/02/2019 07:24 17M
£ [0 7 ahsay.sharepoint.com/sites/test € DocumentsD4.pdf 05/02/2019 07:24 17M
E1-[0 [ Lists and Libraries € Documents0s.pdf 05/02/2019 07:24 17m
=+ 'y Documents [ € Documents06 pdf 05/02/2019 07:24 17M
-0 1 Testing files 1€ Documents07 pdf 05/02/2019 07:24 17M
~~ 07 My Documents 1 € Documents08.pdf 05/02/2019 07:24 17M
&1 Photos 1 € Documents09.pdf 05/02/2019 07:24 17M
1€ Documents10.pdf 05/02/2019 07:24 17M
1€ Documentst1 pdf 05/02/2019 07:24 17M
1 € Documents12.pdf 05/02/2019 07:24 17M
1 € Documents13.pdf 05/02/2018 07:25 17M
[ € Documents!4.pdf 05/02/2019 07:25 17M
1 € Documents15.pdf 05/02/2019 07:25 17M
1 € Documents16.pdf 05/02/2019 07:25 ™,
1 € Documents17.pdf 05/02/2018 07:25 17M
Restore to local computer Iltems perpage |50 W | Page |1/2 w
Search

Select which location the items will be restored. Choose from the following options:

© Local machine — this option is located on the Restore main screen, lower left
part.

© Original location
© Alternate location
O Alternate Office 365 account

Click the Next button to proceed.
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Choose Where The Items To Be Restored

Restaore items to
Original location
#) Alternate location
Alternate Office 365 account

Mode

Overwrite when exist

Show advanced option

Previous Next Cancel

Alternate Location

Office 365 account
I - oy cnmicrosoft com

Site Collection f Site

COffice 385/Site Collections/ahsay sharepoint com/sitesite.  Change
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Input the temporary directory or click the Browse button to browse for the path. Click
the Restore button to start.

Temporary Directory

Temporary directory for storing restore files

CUsersvadministratoritemp Browse

Previous Restore Cancel

If restore is completed, the status of the activity should be, Restore Completed
Successfully.

Restore

u Client Run Office 365 Backup Set

Office 355

G AhsayCBs (Host: 125. INENGNGEGINGE)

Restore Completed Successfully X
Restored 74.44M (17 files)

Elapsed time 7 min 6 sec

Transfer rate  1.49Mbit/s

M



8 Contacting Ahsay

8.1 Technical Assistance

To contact Ahsay support representatives for technical assistance, visit the Partner Portal:
https://www.ahsay.com/partners/

Also use the Ahsay Wikipedia for resource such as Hardware Compatibility List, Software
Compatibility List, and other product information:
https://wiki.ahsay.com/

8.2 Documentation

Documentations for all Ahsay products are available at:
https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay downloads documentation

quides

You can send us suggestions for improvements or report on issues in the documentation, by
contacting us at:
https://www.ahsay.com/jsp/en/contact/kbQuestion.jsp

Please specify the specific document title as well as the change required/suggestion when
contacting us.


https://www.ahsay.com/partners/
https://wiki.ahsay.com/
https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay_downloads_documentation_guides
https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay_downloads_documentation_guides
https://www.ahsay.com/jsp/en/contact/kbQuestion.jsp

Appendix

Appendix A: Example Scenarios for Office 365 License
Requirement and Usage

Scenario No. 1: Backing up Office 365 user accounts in multiple backup sets

The required Office 365 licenses are calculated by the number of Office 365 user accounts that you
want to backup.

Example No. 1: To back up one (1) Office 365 user account on multiple backup sets, only
one Office 365 license is needed.

Backup Set A user01l@company-office365.com
Backup Set B user01l@company-office365.com
Backup Set C user0l@company-office365.com

Example No. 2: To back up two (2) Office 365 user accounts on multiple backup sets, two
Office 365 licenses are needed.

Backup Set Name Office 365 User Account

Backup Set A user01l@company-office365.com

user02@company-office365.com

Backup Set B user01l@company-office365.com

Backup Set C user02@company-office365.com

Example No. 3: To back up three (3) Office 365 user accounts on multiple backup sets, two
Office 365 licenses are needed.

Backup Set Name Office 365 User Account

Backup Set A user01l@company-office365.com

user02@company-office365.com

user03@company-office365.com

Backup Set B user01l@company-office365.com

user02@company-office365.com

Backup Set C user03@company-office365.com
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Scenario No. 2: Backing up SharePoint Sites under Site collections in multiple backup sets.
The required Office 365 license is only one.

Example No. 1: To back up one (1) SharePoint site under Site Collection, only one Office
365 license is needed.

Backup Set A companyoffice365.sharepoint.com/user01
Backup Set B companyoffice365.sharepoint.com/user01
Backup Set C companyoffice365.sharepoint.com/user01

Example No. 2: To back up one (1) or two (2) SharePoint sites under Site Collection, only
one Office 365 license is needed.

Backup Set Name SharePoint Site

Backup Set A companyoffice365.sharepoint.com/user01

companyoffice365.sharepoint.com/user02

Backup Set B companyoffice365.sharepoint.com/user01

Backup Set C companyoffice365.sharepoint.com/user01

companyoffice365.sharepoint.com/user02

Example No. 3: To back up three (3) or more SharePoint sites under Site Collection, only
one Office 365 license is needed.

Backup Set Name SharePoint Site

Backup Set A companyoffice365.sharepoint.com/user01

companyoffice365.sharepoint.com/user02

companyoffice365.sharepoint.com/user03

Backup Set B companyoffice365.sharepoint.com/user01

Backup Set C companyoffice365.sharepoint.com/user01

companyoffice365.sharepoint.com/user02

companyoffice365.sharepoint.com/user03
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Scenario No. 3: Backing up files and/or folders under Public Folder in multiple backup sets.
The required Office 365 license is only one.

Example No. 1: To back up files and/or folders under Public Folder, only one (1) Office 365
license is needed.

Backup Set Name Files and/or Folders

Backup Set A Folder01

o microsoftword01.docx

o powerpointpresentation01.pptx
o spreadsheet01.xls

o notepad01.txt

o pictureOl.jpg

o picture02.jpg

Backup Set B Folder01

o microsoftword01.docx

o powerpointpresentation01.pptx
o spreadsheet01.xls

o notepad01.txt

o pictureOl.jpg

o picture02.jpg

Folder02

Folder03

Backup Set C Folder01

o microsoftword01.docx

o powerpointpresentation01.pptx
o spreadsheetO1.xls

o notepad01.txt

o pictureOl.jpg

o picture02.jpg

Folder02

Folder03

o microsoftword02.docx

o powerpointpresentation02.pptx
o spreadsheet02.xls

o notepad02txt

o picture05.jpg

o picture06.jpg
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Scenario No. 4: Backing up Office 365 User Accounts, files and/or folders under Public
Folder, and SharePoint sites under Site Collections in multiple backup sets.

The required Office 365 license will depend on the number of unique Office 365 accounts.

Example No. 1: To back up three (3) Office 365 user account, files and/or folders under
Public Folder, and SharePoint sites under Site Collections on multiple backup sets, three (3)
Office 365 licenses are needed.

Backup Set Name Office 365 User Account, SharePoint

Site, and Files and/or Folders

Backup Set A user01l@company-office365.com

Backup Set B user01l@company-office365.com

user02@company-office365.com

companyoffice365.sharepoint.com/user01

companyoffice365.sharepoint.com/user02

Backup Set C user01@company-office365.com

user02@company-office365.com

Folder01
o microsoftword01.docx
o powerpointpresentation01.pptx
o spreadsheet0l.xls
o notepad01.txt
o pictureOl.jpg
o picture02.jpg

Backup Set D user01l@company-office365.com

user02@company-office365.com

user03@company-office365.com

Folder01
o microsoftword01.docx
o powerpointpresentation01.pptx
o spreadsheet01.xls
o notepad01.txt
o pictureOl.jpg
o picture02.jpg

companyoffice365.sharepoint.com/user01

companyoffice365.sharepoint.com/user02
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Scenario No. 5: Backing up Office 365 User Accounts and Share Mailbox Accounts.

The required Office 365 license will depend on the number of unique Office 365 accounts.

Example No. 1: To back up three (3) Office 365 user account and three (3) Shared mailbox
accounts, six (6) Office 365 licenses are needed.

Office 365 User Account and Shared

Backup Set Name

Backup Set A

Mailbox Accounts

user01l@company-office365.com

user02@company-office365.com

user03@company-office365.com

sharedmailbox01@test-office365.com

sharedmailbox02 @test-office365.com

sharedmailbox03@test-office365.com
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Appendix B: Example for backup of large numbers of Office 365

users

Example: 10,000 Office 365 users needed to be backup. Since the maximum number of Office 365
users per backup set is 2,000, there are 2 options available. There are further options, but this will

involve a large number of backup sets and maintenance of these backup sets will be practical.

© Option 1 - 5 Backup Sets, each has 2,000 Office 365 Users
© Option 2 - 10 Backup Sets, each has 1,000 Office 365 Users
Option 1 -5 Backup Sets, each has 2,000 Office 365 Users

Backup Set Name User Number

Backup -Set-1 No.1 - 2000
Backup -Set-2 No0.2001 — 4000
Backup -Set-3 No. 4001 — 6000
Backup -Set-4 No. 6001 — 8000
Backup -Set-5 No. 8001 — 10000

Option 2 — 10 Backup Sets, each has 1,000 Office 365 Users

Backup Set Name User Number

Backup -Set-1 No.1 — 1000
Backup -Set-2 No0.1001 — 2000
Backup -Set-3 No. 2001 — 3000
Backup -Set-4 No. 3001 — 4000
Backup -Set-5 No. 4001 — 5000
Backup -Set-6 No. 5001 — 6000
Backup -Set-7 No. 6001 — 7000
Backup -Set-8 No. 7001 — 8000
Backup -Set-9 No. 8001 — 9000
Backup -Set-10 No. 9001 — 10000
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If Option 2 was selected, for the last backup set, Backup -Set-10, follow the instructions on how to

select the Office 365 users. Doing these steps will ensure that additional Office 365 users will be

automatically included in the backup set.

1. On the backup source, tick the checkbox for the root selection. This will select all the Office

365 users.

Folders
=[] 458 Users
Il 2ahsay.onmicrosoft com
2 zhsay.onmicrosofi.com
I 2:ahsay . onmicrosoft. com
@ ahsay. onmicrosoft com
I 2:ahsay. onmicrosoft. com
Wl @zhsay onmicrosoft com
Il 2 ahsay onmicrosoft.com
Il @ahsay onmicrosoft.com
-@ahsay .onmicrosoft.com
-@ahsay .onmicrosoft.com
-@ahsay .onmicrosoft.com
2 ahsay . onmicrosoft.com
Iz ahsay onmicrosoft.com
‘@,a hsay.onmicrosoft.com
= ahsay.onmicrosoft.com
IRz ahsay. onmicrosoft com
G ansay. onmicrosoft.com
Iz ahsay onmicrosoft.com
Il ahsay.onmicrosoft com
Il ahsay_onmicrosoft.com
« IR2ahsay onmicrosoft.com

+
NANRRAARAAARRERRARARRARNARREER
e CoCoCoCoBo Eo Co Eo Co C» Co» Co Co» Co Co Lo C» C» L= E»

-
R

2. Deselect the first 9000 Office 365 users.

\Qvancea Backup Source
Folders
= -‘;'- Users
4 :. -@ahsay.onm\crosoﬂ.com ~
+-| & EE@ahsay onmicrosoft com
+-) & I @ansay onmicrosoft. com
+-[ ] = I ahsay.onmicrosoft.com
+-) & E@anhsay onmicrosoft com
+-[] & W@ahsay.onmicrosoft.com
+- & I aanhsay onmicrosoft.com
+ [ & EE@ahsay.onmicrosoft.com
+-[] & W2ahsay.onmicrosoft.com
+ [ & EEB@ahsay onmicrosoft.com
+-[) & E@ahsay.onmicrosoft.com
+-[| & EER@ahsayonmicrosoft.com
+ [ & El@ahsay.onmicrosoft.com
+-[_] & WEm@ahsay.onmicrosoft.com
+-[] & EE@ahsay.onmicrosoft.com
+-[C] & EE@ahsay onmicrosoft.com
+-[_ & HEEganhsay.onmicrosoft.com
+-[] & EER@ahsay.onmicrosoft.com
+-_| & EER@ahsayonmicrosoft.com
+ [ & EEE@ahsay.onmicrosoft.com v
+-[] & EEB@ahsay onmicrosoft.com
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Appendix C: Example Scenarios for Restore Filter using

AhsayOBM

Scenarios No. 1: Items from Users

Location:

Example No. 1: Restore filter setting from an Office 365 user account’s outlook inbox

Office 365/Users/abc@ahsay.onmicrosoft.com/Outlook/Inbox

Search subfolders: RIGE

Kind:
Type:
Pattern:

Match Case:

Mail — Subject

Contains

Office 365 changes

True

Follow the step-by-step procedure indicated on Restore Filter with AhsayOBM.

©

AhsayOBM

Search

Look in
Office 365!Users.'ahsay.onmi crosoft.com/Outlook/Inbox
| Search subfolders

Kind Type Pattern
Mail - Subject w | | contains W || Office 365 changes
Search
Name In Folder Size

Items per page | 50w

e

Change

| Match case

Date modified

Page - w
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Search
Look in
Office 365!Usem_@ahsay.onmicrosoﬂ. com/Outlook/Inbox Change
| Search subfolders
Kind Type Pattern
Mail - Subject W || contains w | Office 365 changes | Match case

I
Searching ... Stop

MName Inv Folder Size Date modified

Itemns per page |50  w Page |- w

© AhsayOBM

Search
Look im
Office 365!U591mahsay.onmicrosoﬂ.com!OuIlook."Inbox Change
| Search subfolders
Kind Type Pattern
Mail - Subject v | contains  w || Office 365 changes | Match case
Search
MName In Folder Size Date modified
[¥] [ Weekly digest: Office 365 changes  Office 365/Users, (@ sh=ay .onmicrosoft.com/ 68k 10/11/2017 0407
[+#] 2] Weekly digest: Office 365 changes  Office 365 Users G sh=ay .onmicrosoft.com/ 61k 02/13/2018 15:45 ~
(] 5 Weekly digest: Office 365 changes  Office 365 /Users IS =h=ay .onmicrosoft.com/ 63 10/11/2017 04:07
[E7] weekly digest: Office 365 changes  Office 365/Users/ I & =hs =y cnmicrosoft. com/ 66k 10/17/2017 01:14
=7 Weekly digest: Office 355 changes  Office 365 /Users,/ G =hs=y.onmicrosoft. com/ 60k 10/24/201700:58
=1 Weekly digest: Office 355 changes  Office 365/Users /D =hsay .onmicrosoft.com/ Sk 13,/01/2017 00:19
[ Weekly digest: Office 365 changes  Office 365 /Users S =hsay onmicrosoft.com/ 5ok 11/10/2017 02:07
[¥] [£7] Weekly digest: Office 355 changes  Office 365 /Users /[l 2 =h==y onmicrosoft.com/ 5% 11/21/2017 00:28
[¥] [ Weekly digest: Office 365 changes  Office 365 /Users 2 ah=ay .onmicrosoft.com/ 6l 11/21/201700:23 W
[ 7] weekly digest: Office 365 chanoes  Office 365 Users/ M@ shssy.onmicrosoft. com/ 5% 02/13/2018 15:45
Items per page | 50 ~ Page |[1/2 w
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Explanation:

All mails under Office 365/Users/abc@ahsay.onmicrosoft.com/Outlook/Inbox that has a
subject and contains ‘Office 365 changes’ with match case set to true will be included upon
performing search.

As you can see on the screen shot above, the result panel contains the Name of the mail,
Directory of the mails which are indicated In-Folder column, Size of each mails, and Date
Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This
means that the filter will include all available subfolders in the Outlook Inbox upon searching.
And it will strictly search only the specified pattern and case which is the ‘Office 365
changes’.
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Example No. 2: Restore filter setting from an Office 365 user account’s OneDrive

Location: ‘ Office 365/Users/abc@ahsay.onmicrosoft.com/OneDrive

Search subfolders: ‘ True

Kind: Files and Folders

Type: Exact

Pattern: testBigFile-backup

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter with AhsayOBM

© AhsayOBM

Search
Look in
office 365/Users/ G 2hsay onmicrosoft.com/OneDrive Change
| Search subfolders
Kind Type Pattern
Files and Folders w | | exact w || testBigFile-backup | Match case
Search
Name In Folder Size Date modified
ltems per page |50 Page |- w
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0] AhsayOBM

Lookin

Office 365:’Users”ahsay.onmicrosoﬂ.comeneDrive Change
| Search subfolders
Kind Type Pattern

Files and Folders W || exact w || testBigFile-backup +| Match case

I
Searching ... Stop

MName In Folder Size Date modified

Iltems per page | 50 W Page |- w

[0) ‘AhsayOBM [= =]

Search
Look in

Office 365/Users/_@ahsay.onmmrosoft.com/OneDrive Change
V| Search subfolders
Kind Type Pattern

Files and Folders v | exact WV | | testBigFile-backup V| Match case

Search

Name In Folder Size Date modified

[V 7 testBigFile-backup office 365/Users/Jli@ansay.onmicrosoft. com/OneDrive

Items per page |50 W Page [ 1/1 w
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Explanation:

All files and folders under Office 365/Users/abc@ahsay.onmicrosoft.com/OneDrive that has
the exact pattern of ‘testBigFile-backup’ with match case set to true will be included upon
performing search.

As you can see on the screen shot above, the result panel contains the Name of the mail,
Directory of the mails which are indicated In-Folder column, Size of each mails, and Date
Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This
means that the filter will include all available subfolders in OneDrive upon searching. And it
will strictly search only the specified pattern and case which is the ‘testBigFile-backup’.



Example No. 3: Restore filter setting from an Office 365 user account’s personal site

Location: ‘ Office 365/Users/abc@ahsay.onmicrosoft.com/Personal Site

Search subfolders: ‘ True

Kind: Files and Folders

Pattern:

Type: ‘ contains

ppp

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter with AhsayOBM

Search
Look in
office 365/Users [l @2nsay.onmicrosoft com/Personal site Change
V| Search subfolders
Kind Type Pattern
Files and Folders v | contains W™ || ppp || Match case
Search
Name In Folder Size!  Date modified
Items per page |50 W Page - w

(]
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Se:

rch

vE]

Lock im

Cifica 365.Msery_@ahsay.onmiuusc-ﬁ.-:om.‘F’ersc-nEI Site
~| Search subfolders

Kind Type Pattern
Files and Folders W || contains w | | ppp
I
searching ... Stop
Mame In Falder

Items per page | 50 L

Size

Change

| Match case

Date modified

Search

Loak in
office 365/Users [ lll2=nsay onmicrosoft comiPersonal site
| Search subfolders

Kind

Type Pattern

Files and Folders W || contains W | ppp

Search
Name
1 |_] ppp-ppix
¥ |_] ppp-ppix
Il || ppp.pptx
v || ppp.ppbx
i |_] ppp.ppbx
= || ppp-petx
& || ppp-pptx

In Folder

Office 365/Users, [N G =h=ay. onmicroscoff.com/Persanal Site/D101_Lists and Librari..
Office 365/Users, |G =h==y onmicrosoft comPersonal Site/D101_Lists and Librari..
Office 365/Users, T =h=ay. onrmicrosoft.com/Personal Site/D101_Lists and Librari..
Office 365/Users [ =hsay.onmicrosoft.com/Personal Site/0101_Lists and Librari..
Office 365/Users R =hsay. onmicrasoft.com/Personal Site/D101_Lists and Librari..
Office 365/Users/ NG =hsay. onmicrosoft com/Personal Site/D101_Lists and Librari..
Office 365/Users, [R5 ===y onmicrosoft com/Personal Site/D101_Lists and Librari..

Items per page | 50 W

Size

-3 3R

Change

| Match case

Date modified
08/29/2018 15:53
08/20/2018 18:23
08/29/2018 18:28
08/29/2018 15:54
08/29/2018 17:03
08/29/2018 18:16
08/29/2018 18:19

Page [1/1 w
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Explanation:

All personal site under Office 365/Users/abc@ahsay.onmicrosoft.com/Personal Site that has
the pattern that contains with ‘ppp’ with match case set to true will be included upon
performing search.

As you can see on the screen shot above, the result panel contains the Name of the mail,
Directory of the mails which are indicated In-Folder column, Size of each mails, and Date
Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This
means that the filter will include all available subfolders in Personal Site upon searching.
And it will strictly search only the specified pattern and case which starts with ‘ppp’.



Scenarios No. 2: Items from Site Collections

Example No. 1: Restore filter setting from Site Collections

Location: ‘ Office 365/Site Collections

Search subfolders: [RIUE

Kind: Files and Directories

Type: Starts With

Pattern: A

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter with AhsayOBM.

& AnsayOEM (==
Search
Look in
Office 365/Site Collections Change

+| Search subfolders

Kind Type Pattern
Files and Directories w# || startswith w || A | Match case
Search
Mame In Folder Size Date modified
Items per page | 50 v Page |- w
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O] AhsayOBM

Search

Look in
Office 365/Site Collections Change
+| Search subfolders

Kind Type Pattern
Files and Directories w# || starts with w || A | Match case
—
Searching ... Stop
Mame In Folder Size Date modified
Items per page | 50 v Page |- w

0] AhsayOBM

Search

Look in
Office 365/Site Collections Change
+| Search subfolders

Kind Type Pattern
Files and Directories & || starts with w || A V| Match case
Search

Marme In Falder Size Date modified
ABS922B82-83406-4E49-B17B-9057BDF03503  Office 365/5ite Collections/D301_ahsay. sharepoint.com. ..
[#} AlternateMediaPlayer. xaml Office 365/Site Collections/D901_ahsay.sharepoint.com. .. 35k 09/29/2018 17:01
|Ra| AudioPreview.png Office 365/Site Collections/D901_ahsay.sharepoint.com. .. 13k 09/29/2018 17:01
Items per page |50 W Page |[1/1 w
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Explanation:

All SharePoint sites under Office 365/Site Collections that has the pattern that starts with ‘A’
with match case set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the mail,
Directory of the mails which are indicated In-Folder column, Size of each mails, and Date
Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This
means that the filter will include all available subfolders in Site Collections upon searching.
And it will strictly search only the specified pattern and case which starts with ‘A’.
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Example No. 2: Restore filter setting from Public Folders

Location: ‘ Office 365/Public Folders

Search subfolders: ‘ True

Kind: Files and Folders

Ends With

Pattern:

Type: ‘
\ t

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter with AhsayOBM.

0] AhsayOBM

Search

Look in
Office 365/Public Folders

+| Search subfolders

Kind Type Pattern
Files and Folders W  endswith w ||t
Search

MNarne In Folder Size

Items per page |50 W

B

Change

| Match case

Date modified

Page |- W
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Search

Look in

Office 365/Public Folders
+| Search subfolders
Kind

Files and Folders v

—
Searching ...

Name

Items per page |50 W

AhsayOBM

Type Pattern

endswith w ||t

Stop

In Folder Size

Change

| Match case

Date modified

Page |- W

Search

Look in

Office 365/Public Folders
+| Search subfolders
Kind

Files and Folders L%

Search

Name
i Pub-Test

Items per page |50 W

AhsayOBM

Type Pattern

endswith wr ||t

In Folder Size
Office 365/Public Folders

Change

| Match case

Date modified

Page [1/1 w
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Explanation:

All files and folders under Office 365/Public Folders that has the pattern that ends with ‘t’
with match case set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the mail,
Directory of the mails which are indicated In-Folder column, Size of each mails, and Date
Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This
means that the filter will include all available subfolders in Public Folder upon searching. And
it will strictly search only the specified pattern and case which ends with ‘1.



Appendix D: Setting Multi-Factor Authentication (MFA) in
Microsoft 365 Admin Center

What is a Multi-Factor Authentication (MFA)? It is an authentication method wherein a user will be
granted an access only after successfully presenting two or more evidences or proof of personal
information or identification. It also adds second layer of security to users upon logging in.

To enable MFA to any Office 365 user accounts, follow the steps below:

1. Login using an Office 365 Administrator credentials.

BY Microsoft
Sign in

I 5 - hs . onmi crosoft.com

Mo account? Create one!l
Can't access your account?

Sign-in options

Back

B8 Microsoft
< G Hsay onmicrosoft.oom

Enter password

Forgaot rmy passwaord

Signin




2. Click the Admin Center icon.

A

Admin

Office 365

Apps

Outlook

%

PowerPoint

-

Yammer

OneDrive

OneNote

N,
I/
Dynamics
365

Explore all your apps —>

Install Office

Word Excel
< S
SharePoint Teams
) 593
Flow Admin

My account X

Il 2hsay. onmicrosoft.com
My profile

My account

Sign out

3. Go to Users and select the Activ users from the ist.

Home

]
2 Users

| Active users
Contacts
Guest users

Deleted users

£ Groups

B Billing

Show all

& Customize Navigation

A7

Ahsay Systems Corpor:

Active user

A
£
Display name 1
[CI-10000-mail
v [CI-DataType]
v @) |
[CSV-CSST] Al
[CSV-CSST] Jo

My accounts x

Il @ahsay.onmicrosoft.com

My profile
My account

Sign out




4. There are two (2) modes of viewing the Active users.

Classic Mode — This is the default mode upon entering the Active users screen.

Mfc@;ﬂy]@}%gm'c ter
/S S/

? Home > Active user Ahsay Systems Corporation Li Try the preview
@ All users v Search users
el e/
& main S - fee 365
Da | | Woone nlic

= =
5 ——

a i r )
& r——

_ Yahsay.o ft.c ar

Vi —
@ _ -

Preview Mode — This is a new feature in the Office 365 Admin Center that offers
simplification to manage your Microsoft 365 and Office 365 services. It also has all the
capabilities of the classic mode.

Ahsay Systems Corporation Limited Preview on

Deleted users

£ Groups
B Billing
& Customize Navigation

+ Showall

@ Home .
Active users
A Users A
| Active users A, Add auser g2 Add multiple users () Refresh O Search Y Filter =
Contacts
Display name | Username Licenses
Guest users

;cn-mooo-mmll-

c1 -DataTypc',-

& |
icsv-cssT)
icsv-cssT [N

1

5. To go to the Multifactor Authentication screen, below are the steps for classic and preview

mode.

For the Classic Mode:

e Search and select an Office 365 user account. The user’s information will be

displayed.

www.ahsay.com

2241



www.ahsay.com

Home

Users

Active users

Contacts

Guest users

Deleted users

Groups

Resources

Billing

Support

Home > Active users

(s

Just want to add an email address?

We'll help you select the right option based
on your needs.

Ahsay Systems Corporation Li Try the preview

All users v — X ‘ y ort

65 E3

soft.com

Types of users

Learn how cre
this list unde

Different types of users and accounts can use
Office 365 in distinct ways.

In the lower part of the user’s information screen, look for the Manage multi-factor

authentlcatlon link. It is |n the More settlngs portion.

Users

Active users

Contacts

Guest users

Deleted users

Groups

Resources

Billing

Home

Users

Active users

Contacts

Guest users

Deleted users

Groups

Resources

Billing

Support

&ow‘\\\_\\\\\\\\\\\f o 8 2

O X

‘Iahsayonm\crosoﬂ com

none

Office 365 E

No groups for the user. Click edit to change
group membership.

Sign-in allowed

View and manage which devices this person has
Office apps installed on.

User (no admin access)

>|gn m allowed Edi

View and manage which devices this person has Edi
Office apps installed on.

User (no admin access) E
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For the Preview Mode:

e Inthe Active users screen, click the [...] ellipses.

e Select Setup multlfactor authentlcatlon from the list.

= Ahsay Systems Corporation Limited Preview on
@ Home .
Active users
R Users A
[ Active tsars R, Addauser of Add multiple users () Refresh O Search Y Filter =
Contacts L Export Users
Display name 1 ~ Licenses
Guest users @ Reset a password
i Office 365 E3
Deleted users tct-10000-mail] I @ Delete a user s
A < [CI»DataType]. @3 Setup multifactor authentication Urikicense
£ Biling v & ficrosot Team
& Customize Navigation [CSV-CSST] - -; onmicrosoft.com Microsoft Teams
[csv-cssT) N I - hs2y.onmicrosoft.com Microsoft Teams
(csv-cssT| NN I - -0 icrosoft.com Microsoft Teams

6. The multi-factor authentication screen will be displayed.
/ )

multi-factor authentication
users service settings
vp Multi-Factor Auth status:  Any v
DISPLAY NAME USER NAME :;L;SUI:ACTOR AUTH
— =
Select a user
— _—
| | ]
i -
ataType . -
8 |
] ]

Note: The two (2) modes will go to the same screen.

7. You can search and select one or more Office 365 user accounts. There is also a drop-down
list available for multi-factor authentication status namely, Disabled, Enabled, and
Enforced.



multi-factor authentication
users service settings

Note: only users licensed to use Microsoft Online Services are eligible for Multi-Factor Authentication. Learn more about how to license other users.
Before you begin, take a look at the multi-factor auth deployment guide.

bulk update

View: | Sign-in allowed users v |esv X| Multi-Factor Auth status: [ Any v

MULTI-FACTOR|

DISPLAY NAME USER NAME STATUS Enabl
enabled
« 2 2hszy.cnmicrosoft.com Disabled Enforced -

| ] I > - 52y onmicrosoft.com Disabled

-@ahsay onmicrosoft.co
_ _@ahsay‘onmcroscft.(om Disabled
[ ] _@ahsay‘onnﬂicroscft.com Disabled quick steps

.. Enable

[ ] I > hs2y.onmicrosoft.com Disabled

Manage user settings
icsv1 [ I @ 2hsay.onmicrosoft.com Disabled

e Disabled — This status refers to the users who are not yet enrolled in the MFA. This
is the default status.

e Enabled — This status refers to the users who are enrolled in the MFA, but changes
have not yet taken effect.

e Enforced — This status refers to the users who are enrolled in the MFA has
completed the registration process.

8. Upon selecting a user, on the right side of the screen it will show you a link to enable the

www.ahsay.com

MFA. Click the Enable link to proceed.

multi-factor authentication
users service settings

Note: only users licensed to use Microsoft Online Services are eligible for Multi-Factor Authentication. Learn more about how to license other users.
Before you begin, take a look at the multi-factor auth deployment guide.

bulk update
View: | Sign-in allowed users ¥ (csv-ivy X Multi-Factor Auth status: | Any v

MULTI-FACTOR AUTH
v DISPLAY NAME USER NAME

STATUS
| I @ 2hsay-onmicrosoft.com Disabled _
-:i'ahsay onmicrosoft.cc
quick steps
Enable

Manage user settings

I = = hsay.onmicrosoft.co

quick steps
Enable

Manage user setfings
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9. A warning message will be displayed. Click the enable multi-factor auth button to proceed.
Otherwise, click the cancel button to abort.

©

About enabling multi-factor auth

Please read the deployment guide if you haven't already.

If your users do not regularly sign in through the browser, you can send them to this link to register for multi-factor
auth: https://aka.ms/MFASetup

enable multi-factor auth

10. If you select enable multi-factor auth, the screen below shows the successful enabling of
MFA for the Office 365 user account that you selected.

Updates successful

Multi-factor auth is now enabled for the selected accounts.

11. To finish the setup for the MFA, login using the MFA enabled Office 365 user account.



a5 Microsoft
Sign in

I @:hsay.onmicrosoftcom

No account? Create one!
Can’'t access your account?

Sign-in options

Back Next

BS Microsoft
< 2 :zhsay.onmicrosoft.com

Enter password

Forgot my password

12. Upon logging in, there will be a message that will require you to provide more information to
keep your account safe. Click Next to proceed.

BS Microsoft
Il @:say.onmicrosoft.com

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

Next

:
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13. The Additional security verification screen will be displayed. Select one (1) option you
want for the security of your account. You can choose from the three (3) options,
Authentication phone, Office phone, and Mobile app.

=' Microsoft

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?
Authentication phone v
Select your country or region v
Phone number can contain only the digits 0-9, dash, space, period and parentheses.

Method

Send me a code by text message

®  Callme

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply. ‘

©2019 Microsoft  Legal | Privacy

e Authentication phone
o Enter valid mobile number.
o Select a method

= Send me a code by text message
= Callme

B2 Microsoft

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

Authentication phone v
Philippines (+63) -
Method

®  Send me a code by text message

Call me

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply. ‘

©2019 Microsoft  Legal | Privacy

e Office phone — This option is disabled. Please ask your administrator if you need to

update your office phone number.

www.ahsay.com
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14.

B Microsoft

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

‘ Office phone v ‘

Extension|
Contact your admin if you need to update your office number. Do not use a Lync phone.

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply

©2019 Microsoft  Legal | Privacy

e Mobile app

o Select which option you like upon using the mobile app

= Receive notifications for verification

Use verification code

If you have selected the first option which is the Authentication phone with a method of
Send me a code by text, you will receive a text message containing the verification code
Ensure that you have indicated a valid mobile number.

< Microsoft

‘ 290128

Use this code for Microsoft verification

BE Microsoft

©2019 Microsoft

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 2: We've sent a text message to your phone at +|||| | N NNNEE

When you receive the verification code, enter it here

290128

legal | Privacy

www.ahsay.com
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2% Microsoft

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 3: Keep using your existing applications

In some apps, like Outlook, Apple Mail, and Microsoft Office, you can't use a phone to secure your account. To use these apps,
you'll need to create a new "app password” to use in place of your work or school account password. Learn more
Get started with this app password:

shizrztthigaribg Ty

®2019 Microsoft  Legal | Privacy

15. To verify if it's working, login using the MFA enabled Office 365 user account.

a5 Microsoft
Sign in
-@ahsay.onmicrosoﬁ.com

No account? Create one!

Can’t access your account?

Sign-in options

Back Next

16. Upon logging in, there will be a message that will require you to provide the code that have
been sent to your personal mobile number. Click Verify to proceed.

www.ahsay.com
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B® Microsoft

-@a hsay.onmicrosoft.com

Enter code

[ We texted your phone +XX XXXXXXXX79. Please
enter the code to sign in.

code

Having trouble? Sign in another way

More information

< Microsoft

‘ 501311
Use this code for Microsoft verification 3 5.5 py

Delete

B® Microsoft

-@a hsay.onmicrosoft.com
Enter code

[ We texted your phone +XX XXXXXXXX79. Please
enter the code to sign in.

501311

Having trouble? Sign in another way

More information

www.ahsay.com

230



17. After the verification process, the screen will be automatically redirected to the Office 365

Main screen.
Office 365 Lo & 7 o
My account X
Apps
m . 2 2hsay.onmicrosoft.com
My profile
Outlook OneDrive Word Excel My account
Sign out
SharePoint
Explore all your apps =




Appendix E: Example Scenario for Backup Set Maintenance

Scenario: Office 365 user account does not exist warning message

This is the sample warning message if the user does not exist. If a user is removed from the domain
and the Admin did not manually unselect the user from the backup source, then during backup job
there will be a warning that the user does not exist. The warning will appear on the backup log.

Backup job is completed with warning(s). Check the backup log for the warning message.

Client Run Office 365 Backup Set 04

Offce 365

G AhsaycBs (Host: 125. IR

i, Backup completed with warning(s)

Backed up 452.27KB (1 file, 0 directory, 0 link)
Elapsed time 59 sec

Transfer rate  12.80Kbit/s

Backup log contains a warning message.

. Backup source “Office 365/U5ers/-t:ﬂahsay.onmicrosoﬁ.com" does not exist |

Type Log Time
© Start[AhsayOBM v8.33.20] 12/14/2020 12:02:09
o Saving encrypted backup set encryption keys to server... 12/14/202012:02:09 N
o Start Backup ... [In-File Delta: Full] 12/14/2020 12:02:10
0 Using Temporary Directory C:\Users\Administrator\temp\1607218891610\0BS@1607221983183 12/14/2020 12:02:10
0 Start running pre-commands 12/14/2020 12:02:23
0 Finished running pre-commands 12/14/2020 12:02:23
(i) Downloading server file list (Office 365)... 12/14/2020 12:02:23
o Download valid index files from backup job “"Current” to "C:\Users\Administrator\temp\1607218891610\0BS@160722198... 12/14/2020 12:02:23
0 Downloading server file list (Office 365)... Completed 12/14/2020 12:02:23
e ol 20 R ieesbbegCinterval = -1) 12/14/2020 12:02:28
l. Backup source "Office 365/UsersJlf@ahsay.onmicrosoft.com” does not exist ! 12/14/2020 12:02:29
— e - = 12/14/2020 12:02:31
0 Download valid index files from backup job "Current” to "C:\Users\Administrator\temp\1607218891610\0BS@160722198... 12/14/2020 12:02:31
© Downloading server file list JIllll2=say.onmicrosoft.com)... Completed 12/14/2020 12:02:31
0 Reading backup source fror ] nsay.onmicrosoft.com. 12/14/2020 12:02:32
(i) Reading backup source fron{ Il ansay. onmicrosoft.com.. Completed 12/14/2020 12:02:32
0 Start validating the presence and size of backup data in destination "AhsayCBS".. 12/14/2020 12:02:32
o Finished validating the presence and size of backup data in destination "AhsayCBS" 12/14/2020 12:02:32
0 Saving encrypted backup file index to 1607218891610/blocks/subindex/cc13cf62-567f-3023-b83d-cf00fd0c91ff at destinat... 12/14/2020 12:02:33
o Saving encrypted backup file index to 1607218891610/blocks/2020-12-14-12-02-09/subindex/cc13cf62-567f-3023-b83d-cf... 12/14/2020 12:02:33
o Deleting temporary file C:\Users\Administrator\temp\1607218891610\0BS@1607221983183 12/14/2020 12:02:34
o Downloading server file list (Office 365/Site Collections/D901_ahsay-my.sharepoint.com%2fpersonal%2fyuk_support_clou... 12/14/202012:0235
0 Download valid index files from backup job "Current” to "C:\Users\Administrator\temp\1607218891610\0BS@160722198... 12/14/2020 12:02:35
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Appendix F: Example Scenario for Data Synchronization Check
(DSC) with sample backup logs

Selection of root folder vs Selective files and/folders

Selective

Root Selection Files and/Folders

i m Office 365
280

| Lcloudbacko.biz
o ﬂi Outlook O ‘OneDnve
Fi ‘ OneDrive =
&
o Vs 4] -
N U
- .
5| & Personal Site D -
£ public Folder

[ E> Site Collections

Root Selection

Selecting the root folder automatically selects all the files and/or folders under all Office 365 user
accounts including the Public Folder and Site Collections. On the comparison image above, the
checkbox for the root folder “Office 365" is ticked.

Data synchronization check is not required when using root selection backed up. As during a backup
job any deleted files in the backup source will be automatically move to retention area.

Below is a sample screenshot of the backup source with root selection.

Folders

=- [ Office 365
[ % Users
-V E Public Folders
-7 @ Site Collections

Folders
=W [ Office 365
=@ '.:..‘ Users
=V & HEl2ahsay.onmicrosoft.com
4 [P Outlook
+- | @ OneDrive
+- ) @3, Personal Site




Selective Files and/or Folders

When the root folder is not selected, and the files and/or folders are selected individually. If the files
and/or folders are subsequently un-selected from the backup source. The backup job will not pick up
the changes of the de-selected files and/or folders, they will not be moved the retention area but

remain in the data area. In the long run this could result in a build-up of data in the backup

destinations(s).

On the comparison image above, the “OneDrive” checkbox is greyed out because there is only one

file and one f

older selected.

Data synchronization check is highly recommended to perform to synchronize de-selected files
and/folders in the backup source with the backup destination(s). This will ensure that there will be no

data build up on the backup destination(s).

Below is the sample screenshot of the backup source with selective files and/or folders.

Folders Name Date modified Size
#- Sll2ahsay.onmicrosoft.biz M =] Cat.jpg 04/11/2019 05:18 490KB
4] :..@ahsay,onmmrosoft‘biz (J &= Dog.jpg 04/11/2019 05:18 3MB
8- .’..@ahsay‘onmlcrosoft.buz W | TestExcel-1.xlsx 04/11/2019 05:18 7MB
#-00 & ahsay.onmicrosoft.biz ¥ | TestPPT-1.pptx 04/11/201905:18 31KB
=3 .’.Eahsay,onmmosoﬁ.b.z @ | | TestPPT-2.pptx 04/11/2019 05:18 31KB
+- (] [§3 Outlook @ || TestPPT-3.pptx 04/11/2019 05:18 31KB
=-[[) @ OneDrive () | TestPPT-4.pptx 04/11/2019 05:18 31KB
#-(J 0 Ahsay [ | TestPPT-5.pptx 04/11/2019 05:18 31KB
#-) 7 Artachments ¥ || TestTXTFile-1.txt 04/11/201905:18 56KB
#-[C] 1 BrainCap M || TestTXTFile-2.txt 04/11/201905:18 56KB
#-(J %% Cloud W | TestTXTFile-3.txt 04/11/2019 05:18 56KB
#-0 CloudDocuments (] || TestTXTFile-4.txt 04/11/201905:18 56KB
#-[_] Notebooks () || TestTXTFile-5.txt 04/11/2019 05:18 56KB
#-(J B Photo @ [5) TestWord-1.docx 04/11/2019 05:18 12KB
#- (] 1 Screenshots @ [5) TestWord-2.docx 04/11/2019 05:18 12KB
#-[CJ 1 Site Collections # [ TestWord-3.docx 04/11/2019 05:18 12KB
%[0 1 TestFiles ([ TestWord-4.docx 04/11/2019 05:18 12KB
# [ backupSTOR (0 [7) TestWord-5.docx 04/11/2019 05:18 12KB
#-] I testBigFile-backup
#-(J 1 testBigFile-restore
+- [ B Personal Site
L 4 )
Only selected files and/or folders are selected in OneDrive. Also, the Office 365 user account is
greyed out as this indicates that not all items are selected.
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NOTE: Selective Files and/or Folders only applies to files and/or folders under Outlook, OneDrive,
Personal Site, Public Folders, and Site Collections. This is NOT applicable for User Level.

This is an example of selective files and/folders from OneDrive.

Folders Name Date modified Size
&0 & wahsay.onmicrosoft.biz = Catjpg 04/11/2019 05:18 490KB
&0 :..@ahsay.onmicrosoft.biz A = Dog.jpg 04/11/2019 05:18 3MB
- SH2ahsay.onmicrosoft.biz || TestExcel-1.xlsx 04/11/2019 05:18 7MB
&0 .’..@ahsay.onmicrosoft.biz | TestPPT-1.pptx 04/11/2019 05:18 31KB
=-0 :.Ewahsay.onmicrosoft.biz || TestPPT-2.pptx 04/11/2019 05:18 31KB
#- [ [@9 Outlook __| TestPPT-3.pptx 04/11/2019 05:18 31KB
= [J & OneDrive [ || TestPPT-4.pptx 04/11/2019 05:18 31KB
#-(J ¥ Ahsay (J | TestPPT-5.pptx 04/11/2019 05:18 31KB
#-[] 1 Auachments @ || TestTXTFile-1.txt 04/11/2019 05:18 56KB
&) ¥ BrainCap M || TestTXTFile-2.txt 04/11/2019 05:18 56KB
#-(J ¥ Cloud M || TestTXTFile-3.txt 04/11/2019 05:18 56KB
#-[] ¥ CloudDocuments ) || TestTXTFile-4.txt 04/11/2019 05:18 56KB
#-[) B Notebooks [0 || TestTXTFile-5.txt 04/11/201905:18 56KB
#-[J ¥ Photo [5] TestWord-1.docx 04/11/2019 05:18 12KkB
#-[J 1" Screenshots [5) TestWord-2.docx 04/11/2019 05:18 12KB
@[] 17 Site Collections [5] TestWord-3.docx 04/11/2019 05:18 12KB
&[0 I TestFiles O [5) TestWord-4.docx 04/11/2019 05:18 12KB
@[] W backupSTOR 0 [7) TestWord-5.docx 04/11/2019 05:18 12KB
[ﬁ testBigFile-backup
#-(J 1 testBigFile-restore :
@[] @3 Personal Site
< I
This is an example of selective files and/folders from Site Collections.
Folders Name Date modified | Size
=0 {3} ahsay.sharepoint.com/sites/test [ @ DocumentsO1.pdf 05/02/2019 16:24 17MB
&- @ [ Lists and Libraries A @ @ DocumentsO2.pdf 05/02/201916:24  17MB™N
[i::-] [ "' Form Templates oe Documents03.pdf 05/02/2019 16:24 17MB!
#-[J [T Managed Metadata oe Documents04.pdf 05/02/2019 16:24 17MB.
=0 r Documents ¢ Documents05.pdf 05/02/2019 16:24 17MB
- =-[0 1 Testing files (J @ Documents06.pdf 05/02/2019 16:24 17MB
@ 1 My Documents (J @ DocumentsO7.pdf 05/02/201916:24  17MB
i -0 Photos Ve Documents08.pdf 05/02/2019 16:24 17MB:
[i-]- [ ", Site Assets oe Documents09.pdf 05/02/2019 16:24 17MB
&[] @ Site Pages o€ Documents10.pdf 05/02/2019 16:24 17MB.
#-[J ' Style Library (] @ Documents11.pdf 05/02/201916:24  17MB
Pom-0 % Subsites oe Documents12.pdf 05/02/2019 16:24 17MB
#-0 5 ahsay.sharepoint.com/sites/test-del ¢ Documents13.pdf 05/02/2019 16:25 17MB
#-[_] {2} ahsay.sharepoint.com/sites/test-doc-center @ Documentsi4.pdf 05/02/2019 16:25 17MB
#-[] £} ahsay.sharepoint.com/sites/test-using-web [0 @ Documents15.pdf 05/02/201916:25  17MB
#=-0 ﬁ ahsay.sharepoint.com/sites/test001 O ‘ Documents16.pdf 05/02/2019 16:25 17MB
#-[J (%} ahsay.sharepoint.com/sites/test1 B ) @ Documents17.pdf 05/02/2019 16:25 17MB
#-[] (%} ahsay.sharepoint.com/sites/test111 @ Documents18.pdf 05/02/2019 16:25 17MB
&) 2} ahsay.sharepoint.com/sites/test2 () @ Documents19.pdf 05/02/201916:25  17MB
- I:] ﬁ ahsay.sharepoint.com/sites/test2018 Vv ‘ DocumentsZO.pdf 05/02/2019 16:25 17MB
#-J ﬁ ahsay,sharepoin[_com/si[es/tes[22 O ‘ Documents21.pdf 05/02/2019 16:25 17MB
[ 4 )] @ Documents22.pdf 05/02/2019 16:25 17MB
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On the sample backup log, it shows that data synchronization check is enabled and runs for the first

time.

)

Log
Start [ AhsayOBM v8.3.3.20 ]

sl=felelelledeluls [eof pladedudmleded

Saving encrypted backup set encryption keys to server...

Start Backup ... [In-File Delta: Full]

Using Temporary Directory C\Users\Administrator\temp\160721889161000BS@1607221983183
Start running pre-commands

Finished running pre-commands

Downloading server file list (Office 365)...

Cosalaad filalici/Oiiica 2650 Complaiad

Run Office 365 Data Synchronization Check (15t time) ]

[MNew Directory]... Office 365/5ite Collections

[Mew Directory]... Office 365/Users

[New Directary]... Office 365/Users/| N -

[MNew Directory]... Office 365/5ite Collections/D901_ahsay-my.sharepoint.com¥2fpersonal¥2fyuk_support_cloudbacko_biz
Downloading server file list (JG:ah==y onmicrosaft.com).,.,

Downloading server file list (JElGah=sy comicrosoft.com)... Completed

Reading backup source from Iz =hs=y crmicrosoft com

Backup E-mail Account: |G =hsay.onmicroscft.com

Reading backup source frum‘ahsay.oﬂmi[msnﬂ.cnm.. Completed

Time
12/06/2020 11:33:25
12/06/2020 11:33:25
12/06/2020 11:33:26
12/06/2020 11:33:26
12/06/2020 11:33:28
12/06/2020 11:33:28
12/06/2020 11:33:28
12/06/2020 11:33:28
12/06/2020 11:33:34
12/06/2020 11:33:35
12/06/2020 11:33:35
12/06/2020 11:33:37
12/06/2020 11:33:37
12/06/2020 11:33:37
12/06/2020 11:33:39
12/06/2020 11:33:39
12/06/2020 11:33:40
12/06/2020 11:33:40
12/06/2020 11:33:40

D)

On the sample backup log, it shows the countdown until the next data synchronization check which
is in two (2) days. The interval set is three (3) days.

cooD

n] i leted
Run Office 365 Data Synchronization Check
[@ahsay onmicrosoft com)...

Download valid index files from backup job "Current” to "C:\Users\Administrator\temp\1607218891610\0B5@160722198...

Downloading server file list (Jlll@=hsay onmicrosoft.com)... Completed

Reading backup source from G ahsay.onmicrosoft.com...

Reading backup source from [Jlll@ahsay.onmicrosoft.com... Completed

Start validating the presence and size of backup data in destination "AhsayCBS"...
Finished validating the presence and size of backup data in destination "AhsayCBS"

12/08/2020 12:23:46
12/08/2020 12:23:53
12/08/2020 12:23:57
12/08/2020 12:23:57
12/08/2020 12:23:57
12/08/2020 12:23:58
12/08/2020 12:23:58
12/08/2020 12:23:59
12/08/2020 12:23:59

Type Log Time
© start[AhsayOBMvE3.3.20] 12/06/2020 11:53:50
':' Saving encrypted backup set encryption keys to server.., 12/06/202011:5350 "™
':' Start Backup ... [In-File Delta: Full] 12/06/2020 11:53:51 B
@ Using Temporary Directory C:\Users\Administrator\temp\1607218891610\0BS@1607221983183 12/06/2020 11:53:51
':. Start running pre-commands 12/06/2020 11:53:53
© Finished running pre-commands 12/06/2020 11:53:53
© Downloading server file list (Office 365)... 12/06/2020 11:53:53
‘:’ Download valid index files from backup job "Current” to "C:\Users\Administrator\temp\16072188916100\0B5@160722198... 12/06/2020 11:53:53
. ‘ e ‘ 12/06/2020 11:53:53
I ‘:’ Office 365 Data Synchronization Check will be run after 2 day(s) 12/06/2020 11:53:58
" e 12/06/2020 11:54:05
‘:. Download valid index files from backup job "Current” to "C:\Users\Administrator\temp\1607218891610\0B5@160722198... 12/06/2020 11:54:05
o Downloading server file list (Il @2hsay onmicrosoft.com)... Completed 12/06/2020 11:54:05
© Reading backup source from I @ hsay onmicrosoft com... 12/06/2020 11:54:06
© Reading backup source from @ nsay.onmicrosoft.com... Completed 12/06/2020 11:54:06
© Startvalidating the presence and size of backup data in destination “AhsayCBS"... 12/06/2020 11:54:07
0 Finished validating the presence and size of backup data in destination "AhsayCBS" 12/06/2020 11:54:07
On the sample backup log, it shows the countdown is done and data synchronization check is
running.
Type Log Time
© Start[AhsayOBMvB.3.3.20] 12/08/2020 12:23:43
o Saving encrypted backup set encryption keys to server... 12/08/2020 12:23:43 ~
0 Start Backup ... [In-File Delta: Full] 12/08/2020 12:23:44
o Using Temporary Directory C:\Users\Administrator\temp\1607218891610\0B5@1607221983183 12/08/2020 12:23:44
o Start running pre-commands 12/08/2020 12:23:46
© Finished running pre-commands 12/08/2020 12:23:46
0 Downloading server file list (Office 365)... 12/08/2020 12:23:46
) Download valid index files from backup job "Current” to "C:\Users\Administrator\temp\16072188091610\0BS@160722198... 12/08/2020 12:23:46

www.ahsay

.com
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On the sample backup log, it shows that data synchronization check is disabled.

www.ahsay

Type | Log Time
© start[AhsayOBMv8.3.3.20] 12/08/2020 16:03:39
o Saving encrypted backup set encryption keys to server... 12/08/2020 16:03:39 ™
0 Start Backup ... [In-File Delra: Full) 12/08/2020 16:03:41
i B sing Temporary Directory C:\Users\Administrator\temp\1607218891610\0BS@1607221983183 12/08/2020 16:03:41
o Start running pre-commands 12/08/2020 16:03:59
o Finished running pre-commands 12/08/2020 16:03:59
0 Downloading server file list {Office 365)... 12/08/2020 16:03:59
€) Download valid index files from backup job “Current” to "C:\Users\Administratoritemp\1 60721889161 0\0BS@160722198... 12/08/2020 16:03:59
SUESERERE S E TR RV S SO SO N RO 12/08/2020 16:03:59
o Office 365 Data Synchronization Check is disabled (Debug option - Office365.D5CInterval = -1) I 12/08/2020 16:04:05
ST 12/08/2020 16:04:07
0 Download valid index files from backup job "Current™ to "C:\Users\Administratoritemp\1607218891610\0OB5@160722198... 12/08/2020 16:04:07
o Downloading server file list (Il =hssyonmicrosoft com)... Completed 12/08/2020 16:04:07
) Reading backup source from|J@=hssy.onmicrosef com. 12/08/2020 16:04:08
©) Reading backup source from{Jl@s=hsay cnmicrasof.com... Completed 12/08/2020 16:04:08
o Start validating the presence and size of backup data in destination "AhsayCBS"... 12/08/2020 16:04:09
.com
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Appendix G: Setting the Data Synchronization Check (DSC)

Data Synchronization Check (DSC) is enabled by default and will run every 60 days.
Assumption: AhsayOBM Installation path is C:\Program Files\AhsayOBM

To disable the data synchronization check, follow the instructions below:

Make sure there are no active backup or restore job running.

Close AhsayOBM UI.

Stop the Ahsay Online Backup Manager services

Go to C:\Program Files\AhsayOBM\ folder.

Open cb.opt file using a text editor such as Notepad or Notepad++.
Add this line, Office365.DSClnterval=-1

A value of -1 indicates data synchronization check is disabled.

7. Start the Ahsay Online Backup Manager services

o gk wbd

To check if the data synchronization check is enabled, follow the instructions below:

Go to C:\Program Files\AhsayOBM\ folder.
Open cb.opt file using a text editor such as Notepad or Notepad++.
Look for this line, Office365.DSClnterval=xx.

Note:

If xx is a positive value this indicates the data synchronization check is enabled and
represents the interval number of days until the next run of data synchronization check.
-OR-

If the interval value is not -1.
To adjust the interval number of days, follow the instructions below:

Make sure there are no active backup/restore job running.

Close AhsayOBM UL.

Stop the Ahsay Online Backup Manager services

Go to C:\Program Files\AhsayOBM\ folder.

Open cb.opt file using a text editor such as Notepad or Notepad++.

o gk w b

Change the interval number.
For example:
Current interval: Office365.DSClnterval=60
Updated interval: Office365.DSClinterval=10
Explanation:

On the current interval, the number of days is 60. While, the updated interval, the number
of days is reduced to 10.

WARNING!

If the interval value is 0, Office365.DSClnterval=0, then the Data Synchronization Check (DSC) will
run for every backup job.

7. Start the Ahsay Online Backup Manager services



Appendix H: Steps on How to Increase the Number of Concurrent

Backup Threads
Assumption: AhsayOBM Installation path is C:\Program Files\AhsayOBM

To increase the number of concurrent backup threads, follow the instructions below:
1. Make sure there are no active backup or restore job running.

Close AhsayOBM UL.

Stop the Ahsay Online Backup Manager services

Go to C:\Program Files\AhsayOBM\ folder.

Open afc.opt file using a text editor such as Notepad or Notepad++.

o gk w

Add this parameter,

obx.core.backup.file.BackupResourceManager.maxConcurrentSubCmd=xx

A xx value indicates the number of threads. Minimum thread is 1.

NOTE

Increasing the number of concurrent backup threads does not guarantee that the
overall backup speed will be faster since there will be an increased chance of
throttling by Microsoft Office 365.

7. Start the Ahsay Online Backup Manager services.
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Appendix I: Steps on How to view Item count and Storage used in
Microsoft 365 Admin Center

To view the item count and storage size of Office 365 user account based on the usage for
Exchange (Outlook), OneDrive, and SharePoint, follow the instructions below:

1. Login to the Office 365 (https://login.microsoft.com).

2. Go to Microsoft 365 admin center.

Office 365 PR @
Apps Install Office
@ Qutlook . OneDrive S
ﬂ Word I’ Excel
=
m PowerPoint [I OneNote
a SharePoint ﬁ Teams
Ny, .
E’ Yammer [# Dynamics 365
@ Power Autom.. H:‘ Admin
n Azure Bﬁ Add-Ins
i
ans
All apps

3. On the Microsoft 365 admin center, click Show all then click the dropdown arrow for the
Reports and select Usage.

Microsoft 365 admin center Microsoft 365 admin center i1 Microsoft 365 admin center

Home Home @ Home

Users Users Users

Groups Groups Groups

Billing Roles Roles

o cas
Setup Resources Resources

[l v Billing
Customize navigation

Support Support

- Show all

Settings Befifies

Gp
Setup Setup

Reports
= Reports

Health Productivity Score
Usage

Security & compliance

Health
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https://login.microsoft.com/

4. Onthe Usage screen, select a report you want to view.

Select a report »

7 days 30 days 90 days 180 days

Active users

W Office 365 W Exchange ® OneDrive B SharePoint ® Skype for Business @ Yammer ® Microsoft Teams

62112020 7152020 71912020

Usage

Exchange

7 days 30 days 90 days 180 days

Forms
Microsoft Teams

Office 365

m Office 365 ® Exchange ® OneDrive ® SharePoint ® Skype for Business ® Yammer ® Microsoft Teams

Drive

SharePaint

<

Skype for Busi

0
812172020 7I5/2020 711972020
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5. For Exchange, go to Mailbox usage.

Usage

Exchange

7 days 30 days 90 days 180 days

Email activity
Email app usage
Mailbox usage
Forms
m Office 365 ® Exchange ® OneDrive ® SharePoint ® Skype for Business ® Yammer ® Microsoft Teams

Microsoft Teams

Office 365

O

OneDrive

SharePoint

Skype for B 4 < ég é

Yammer 7i5/2020 711912020

7 days 30 days 90 days 180 days

Mailbox Storage Quota Data as of: Monday, July 20, 2020 (UTC)

Number of total and active user mailboxes L Export
120

100

20

60

40

20

0

6/21/2020 7152020 711912020

® Total W Active

Highlighted columns are, Item count and Storage used (MB).

© Item count — number of mailbox items in Outlook per Office 365 user account

© Storage used (MB) — storage used in MB size per Office 365 user account

Details L Export
Username = Lastactivily date (UTC) =] ltem count = | Storage used (MB} = | Quota status =
I @ ahsay. onmicrosoit.com 9597 1,383l Good (under limits)
I & =h=ay. onmicrosoft.com 9,607 1,383l Good (under limits)

:ahsay.onmicrosofi.com 09634 1,383 Good (under limits)
ahsay.onmicrosoft. com 9,597 1,383 Good (under limits)
I & 2 s 2y onmicrosoft.com 9,597 1,323 Good (under limits)

ahsay onmicrosoft com 9,585 1,3 Good (under limits)
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6. For OneDrive, go to Usage

Usage

Exchange

7 days 30 days 90 days 180 days

Forms
Microsoft Teams
Office 365

m Office 365 ® Exchange ® OneDrive ® SharePoint ® Skype for Business ® Yammer B Microsoft Teams

OneDrive

Activity

Usage
SharePoint
Skype for B

Yammer
7/5/2020

71972020

Help

7 days 30 days 90 days 180 days

Accounts Storage

Data a5 of: Monday, July 20, 2020 (UTC)

Number of total and active files L Export

500K
450K
400K
350K
300K
250K
200K
150K
100K
50K
0| OO n A A 0 0—0—O—, A O A N oA A n oA On A A o~ A 00—
12112020 71512020 7H912020

u Total files ® Active files

OneDrive

Help

7 days 30 days 90 days 180 days

Accounts  Files

Data as of: Monday, July 20, 2020 (UTC)

Amount of storage used [ Export
29TB
28TB
2.8TB
27TB
27TB
26TB
26TB
25TB

6/21/2020 7152020 7i19/2020

m Storage used

Highlighted columns are, Files and Storage used (MB).

© Files — number of files in OneDrive per Office 365 user account

© Storage used (MB) — storage used in MB size per Office 365 user account

Details ="
URL =

Owner principal name & = Last activity date (UTC) = | Files

Active files = | Storage used (MB)

https://ahsay- N
P / -@ahsay.onm\cmsuﬂ.cam Tuesday, July 14, 2020 8 49

R

my.sharepoint.com/personal/..
hitps://ahsay-
mysharepoint com/personal/... [Jl@=hsay oomicrosoftcom - Monday, February 17, 2020 11,021 o 5,697
sharepoint001
hitps:/fahsay- -Qansay onmicrosoftcom  Tuesday, July 14, 2020 0 29 2
my.sharepoint.com/personal/... -
h //ahsay-
e, N =<y onmicrosoft com - Monday, July 20, 2020 28,226 604 47882

my.sharepoint.com/personal/.

https://ahsay- _
P Y NGy onmicrosoft com  Tuesday, July 07, 2020
r.sharepoint.com/personal/...

w
o
~
I~
&

45
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7.

www.ahsay.com

For SharePoint, go to Site usage.

Usage

Exchange
Forms

Microsoft Teams
Office 365
OneDrive

SharePoint
Activity
Site usage
Skype for Business

Yammer

7 days

30 days

m Office 365 ® Exchange

71512020

90 days

180 days

OneDrive ® SharePoint ® Skype for Business @ Yammer ® Microsoft Teams

7i19/2020

10K

Storage

Pages

7 days

30 days

90 days

180 days

Help

Data as of: Sunday, July 19, 2020 (UTC)

L Export

6/20/2020

71472020

m Total files W Active files

7/18/2020

SharePoint site usage v Help

7 days 30 days 90 days 180 days

Sites  Files Data as of: Sunday, July 19, 2020 (UTC)

Amount of storage used + Export

242GE

233GB

224GB

214GB

205GB

196GB

186GB

6/20/12020 71412020 711812020
W Storage used
Highlighted columns are, Files and Storage used (MB).
© Files — number of files in SharePoint per Office 365 user account
© Storage used (MB) — storage used in MB size per Office 365 user account
Details L Export
Site URL =| sz sres e = lLastactivity date (.= | Files = | Active files Storage used (MB] = || Pageviews =

https://ahsay.sharepoint.c... Ml 2:hsay.onmicrosoft.com Monday, June 15, 2020 7 3 0
https://ahsay.sharepoint.c... I G =hs=y.onmicrosoft.com Thursday, February 13, 2020 6 2 0
https://ahsay.sharepoint.c... | @3hsay.onmicrosoft.com Friday, October 04, 2019 4 2 0
https://ahsay.sharepoint.c... _@ahsay.u"mic'asnﬂ‘cum Sunday, October 06, 2019 5 2 0
https://ahsay.sharepoint.c... I :hsay.onmicrosoft.com Thursday, July 16, 2020 8 10 7
https://ahsay.sharepaint.c... I ®=hsay.onmicrosoft.com Thursday, February 06, 2020 6 3 0
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Appendix J: Migrating Authentication of Office 365 Backup Set

Starting with AhsayOBM v8.3.6.0 or above, existing backup sets are suggested to be migrated to
use Modern Authentication. This will ensure that moving forward there will be no backup and restore
issues to be encountered once Microsoft implements its product roadmap for Modern Authentication.
This only needs to be done once per Office 365 user account.

Existing Office 365 backup sets may have been created using an ordinary Office 365 account or an
Office 365 account with the Global Admin role. The following are the required Office 365 account
that must be used to authorize the migration of authentication of the existing Office 365 backup set:

© When migrating to Hybrid Authentication, any type of Office 365 account may be used to
authorize the migration of authentication.

© When migrating to Modern Authentication, if the existing Office 365 backup set was created
using an ordinary Office 365 account, an Office 365 account with a Global Admin role is
required to be used to login their credentials to authorize the migration of authentication.

The following are the two (2) migration scenarios:

© Basic Authentication to Hybrid Authentication

© Basic Authentication to Modern Authentication

@ using an ordinary Office 365 account

@ using an Office 365 account with Global Admin role

NOTE

Due to the current limitation with Microsoft API, Modern Authentication is currently not suitable for backup
sets with Personal Sites and/or SharePoint Sites selected. As a temporary workaround for Office 365
backup sets which require backup of Personal Sites and/or SharePoint Sites selected should migrate to
Hybrid Authentication until the issue has been resolved by Microsoft.

To migrate a backup set from Basic Authentication to Hybrid Authentication, follow the
instructions below:

1. Logout all Office 365 account on the default browser before starting the migration of backup
set.

2. Inthe AhsayOBM main interface, click Backup Sets.

Backup Sets




3. Select the backup set that you want to migrate to Hybrid Authentication.

Backup Sets

Sort by

Creation Time u

Run on Client Office 365 Backup Set
Owner: w2k12rs1
MNewly created on Tuesday. September 15, 2020 10:11

Office 365

4. Click Continue.

In order to enhance security of Office 365 backup services, it is recommended that you
update the Office 365 backup setting to use modern authentication.

5. Click Authorize.

Click [Authorize] and in the pop-up browser window, sign in your Microsoft account
and authorize the backup application (if necessary), copy and paste the authorization

code to the textbox and hit [OK] to complete the authentication.

6. Sign in to your account.

B5 Microsoft
Sign in

I 5 s . onmicrosoft.oom

Mo account? Create onel
Cant access wour account?

Sign-in options

Back




B® Microsoft
<« G Hsay.onmicrosoft.com

Enter password

Forgot rmy password

signin

If MFA is enforced, enter the verification code sent to your mobile device and click Verify.
Otherwise proceed to the next step.

B® Microsoft
I -2 hsay.onmicrosoft.com

Enter code

[ We texted your phone +X3 JOGOG00023.
Please enter the code to sign in.

947582

Having trouble? Sign in another way

NOTE

The verification code will only be required if the MFA status of an Office 365 account is
enforced.




8. Copy the authorization code.

ARITT]

Authorization Code for Microsoft 365

0.ASsA_IShkza7uEGrYiY111VMXiGI8nVBhARCgimGnRi

Please copy and paste the above Authorization Code
into Ahsay's product to complete the setup.

9. Go back to AhsayOBM and paste the authorization code. Click OK to proceed.

In the pop-up browser window, sign in your Microsoft account and
authorize the backup applicat f necessary). copy and paste the
authorization code to the te and hit [OK] to complete the
authentication.

FUMR1Q5QjoBAG3_xeAJUQNQYSUAQ|5X5G0GDUBERAGNOb]FFCXHHBXIIAA

Cancel

10. Click Save to finish the migration.

A
'J Run on Client Office ... General
Name
General | Run on Client Office 365 Backup Set
Source UK
w2k12rs1
Backup Schedule
o Office 365
Destination
Username
Show advanced settings I &2 hsay.onmicrosoft.com
Region
Global v
Windows User Authentication v

Delete this backup set




To migrate a backup set from Basic Authentication to Modern Authentication using an ordinary
Office 365 account, follow the instructions below:

1. Logout all Office 365 account on the default browser before starting the migration of backup
set.

2. Inthe AhsayOBM main interface, click Backup Sets.

F3

Backup Sets

3. Select the backup set that will be migrated.

Backup Sets

Sort by

Creation Time u

Run on Client Office 365 Backup Set
Owner: w2k12rs1
Newly created on Tuesday, September 15, 2020 10:11

Office 365

4. Click Continue.

9 In order to enhance security of Office 365 backup services, it is recommended that you
update the Office 365 backup setting to use modern authentication.

Update later

5. Click Authorize.

Click [Authorize] and in the pop-up browser window, sign in your Microsoft account
and authorize the backup application (if necessary), copy and paste the authorization

code to the textbox and hit [OK] to complete the authentication.




6. Ask your administrator to sign in using an Office 365 account with Global Admin role in order
to migrate the backup set.

@8 Microsoft
Sign in

I s oy onmicrosoft.oom

Mo account? Create anel
Cant access your account?

Sign-in options

Back

a5 Microsoft
« Iz -hsay.onmicrosoft.com

Enter password

Forgot my passward

signin




7. If MFA is enforced, enter the verification code sent to your mobile device and click Verify.
Otherwise proceed to the next step.

B8 Microsoft
I -2 hsay.onmicrosoft.com

Enter code

[ We texted your phone +X3 JOGO00Z3.
Please enter the code to sign in.

947582

Having trouble? Sign in another way

NOTE

The verification code will only be required if the MFA status of an Office 365 account is
enforced.

8. Copy the authorization code.

ARITT]

Authorization Code for Microsoft 365

0.ASsA_IShkza7uEGrYiY111VMXIiGI8nVBhARCgimGnR:

Please copy and paste the above Authorization Code
into Ahsay's product to complete the setup.

9. Go back to AhsayOBM and paste the authorization code. Click OK to proceed.

In the pop-up browser window, sign in your Microsoft account and
authorize the backup application (if necessary). copy and paste the
authorization code to the textbox and hit [OK] to complete the
authentication.

gDIUcD9qgg-fy_6DRzOMBIDshsIhNVIyadtwsrxej8XwK-tSnRbS-XxUWXUpHIAA
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10. Click Save to finish the migration.

A
!il_ Run on Client Office ... General
Name
General I Run on Client Office 365 Backup Set
Source RIS
w2k12rs1
Backup Schedule
o Office 365
Destination
Username
Show advanced settings [ e
Region
Global v
Windows User Authentication v

Delete this backup set

To migrate a backup set with Basic Authentication to Modern Authentication using an Office
365 account with a Global Admin role, follow the steps below:

1. Logout all Office 365 account on the default browser before starting the migration of backup
set.

2. Inthe AhsayOBM main interface, click Backup Sets.

F3

Backup Sets

3. Select the backup set that will be migrated.

Backup Sets

Sort by

Creation Time u

Run on Client Office 365 Backup Set
Owner: w2k12rs1
MNewly created on Tuesday. September 15, 2020 10:11

Office 365

4. Click Continue.

In order to enhance security of Office 365 backup services, it is recommended that you
update the Office 365 backup setting to use token-based authentication.

Update later




5. Click Authorize

Click [Authorize] and in the pop-up browser window, sign in your Microsoft account

and authorize the backup application (if necessary), copy and paste the authorization
code to the textbox and hit [OK] to complete the authentication.

6. Signin to your account.

@8 Microsoft
Sign in

I s oy onmicrosoft.oom

Mo account? Create onel
Can't access wour account?

Sign-in options

Back

B® Microsoft
« I s ay.onmicrosoft.com

Enter password

Forgot my password

signin

www.ahsay.com

Cancel
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7. If MFA is enforced, enter the verification code sent to your mobile device and click Verify.
Otherwise proceed to the next step.

B8 Microsoft
I -2 hsay.onmicrosoft.com

Enter code

[ We texted your phone +X3 JOGO00Z3.
Please enter the code to sign in.

947582

Having trouble? Sign in another way

NOTE

The verification code will only be required if the MFA status of an Office 365 account is

AHITT]

Authorization Code for Microsoft 365

8. Copy the authorization code.

0.ASsA_IShkza7uEGrYiY111VMXiGI8nVBhARCgImGnR:

Please copy and paste the above Authorization Code
into Ahsay's product to complete the setup.

9. Go back to AhsayOBM and paste the authorization code. Click OK to proceed.

In the pop-up browser window, sign in your Microsoft account and
authorize the backup application (if necessary). copy and paste the
authorization code to the textbox and hit [OK] to complete the
authentication.

FVMR1QSQj0BAG3_xeAJUQNQYSUAQ]SXSGOGDUBERAGNOB)FFCXHHBXIIAA
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10. Click Save to finish the migration.

~
I‘]. Run on Client Office ... General
Name
General | Run on Client Office 365 Backup Set
Source ouner
w2k12rs1
Backup Schedule
o Office 365
Destination
Username
Show advanced settings & 2 hsay.onmicrosoft.com
Region
Global v

Access the Internet through proxy

Windows User Authentication




Appendix K: Steps on How to Change the Office 365
Authentication

After upgrading to AhsayOBM v8.3.6.0 or above, all newly created Office 365 backup sets will
automatically start using Modern Authentication. However, if the user has selected Personal Sites
and/or SharePoint Sites for Office 365 backup, this will not be possible on an Office 365 backup set
using Modern Authentication due to limitations with Microsoft API. To resolve this issue, a change
from Modern Authentication to Hybrid Authentication is needed. Please refer to Chapters 2.18.1 and
2.18.2 for the complete list of backup and restore limitations using Modern Authentication.

Once the backup and restore of SharePoint Web Parts and Metadata is fully supported using
Modern Authentication, Office 365 backup sets using Hybrid Authentication can be changed back to
Modern Authentication.

The following are the two (2) types of authentication change:

© Modern Authentication to Hybrid Authentication

© Hybrid Authentication to Modern Authentication

To change the authentication from Modern Authentication to Hybrid Authentication, follow the
instructions below:

1. Logout all Office 365 account on the default browser before starting the authentication change
of the backup set.

2. Inthe AhsayOBM main interface, click Backup Sets.

Backup Sets

3. Select the backup set that you want to change to Hybrid Authentication.

Backup Sets

Sort by

Creation Time u

Run on Client Office 365 Backup Set
u Owner: w2k12rs1

Newly created on Tuesday, September 15, 2020 10:11

Add




4. Inthe Backup Set Settings, click Change settings under the Office 365 screen.

A
Run on Client Office ... General
Name
General I Run on Client Office 365 Backup Set
Source DS
w2k12rs1
Backup Schedule
o Office 365
Destination
Username
Show advanced settings I
Region
Global v
Windows User Authentication v

5. In the Office 365 credentials page, input the Office 365 Account password then click Next.

Office 365
Username

ﬁ@ahsay.nnmicmsnﬂ.mm |

Account password

App password
(Required if Office 365 Multi-Factor Authentication is enforced)

Backup scope

() Entire organization
(®) This Office 365 user only

Region

Global v

|:| Access the Internet through proxy

6. Click Authorize to start the authentication change process.

Click [Authorize] and in the pop-up browser window, sign in your Microsoft account
and authorize the backup application (if necessary), copy and paste the authorization
code to the textbox and hit [OK] to complete the authentication.
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7. Sign in to your account.

@8 Microsoft
Sign in

I s oy onmicrosoft.oom

Mo account? Create anel
Cant access your account?

Sign-in options

Back

a5 Microsoft
<« G Hsay.onmicrosoft.com

Enter password

Forgot rmy password

signin
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8. If MFA is enforced, enter the verification code sent to your mobile device and click Verify.
Otherwise proceed to the next step.

B8 Microsoft
I -2 hsay.onmicrosoft.com

Enter code

[ We texted your phone +X3 JOGO00Z3.
Please enter the code to sign in.

947582

Having trouble? Sign in another way

NOTE

The verification code will only be required if the MFA status of an Office 365 account is
enforced.

9. Copy the authorization code.

ARITT]

Authorization Code for Microsoft 365

0.ASsA_IShkza7uEGrYiY111VMXiGI8nVBhARCgIMGnR:

Please copy and paste the above Authorization Code
into Ahsay's product to complete the setup.

10. Go back to AhsayOBM and paste the authorization code. Click OK to proceed.

In the pop-up browser window, sign in your Microsoft account and
authorize the backup application (if necessary). copy and paste the
authorization code to the textbox and hit [OK] to complete the
authentication.

JBIIWZXNEthL]YgWVRKS820K82CjMghHtCzW7-XEdi4jN88qUVNHISSULKIAA
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11. Click Save to finish the authentication change of the backup set.

A
Run on Client Office ... General
Name
General | Run on Client Office 365 Backup Set
Source QWIS
w2k12rs1
Backup Schedule
o Office 365
Destination
Username
Show advanced settings e
Region
Global v
Windows User Authentication v

Delete this backup set

To change the authentication from Hybrid Authentication to Modern Authentication, follow the
instructions below:

1. Logout all Office 365 account on the default browser before starting the authentication change
of the backup set.

2. Inthe AhsayOBM main interface, click Backup Sets.

2

Backup Sets

3. Select the backup set that you want to change to Modern Authentication.

Backup Sets

Sort by

Creation Time u

Run on Client Office 365 Backup Set
G Owner: w2k12rs1

Newly created on Tuesday, September 15, 2020 10:11

Office 365
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4. Inthe Backup Set Settings, click Change settings under the Office 365 screen.

Run on Client Office ...

General

Source
Backup Schedule

Destination

Show advanced settings

Delete this backup set

General

Name

I Run on Client Office 365 Backup Set

Owner
w2k12rs1

Office 365
Username
[ E

Region

Global v

Windows User Authentication S

5. Inthe Office 365 credentials page, remove the Account password then click Next.

Office 365

Username

|_@ahsay.unmicrusuft.cum |

Account password

App password

(Required if Office 365 Multi-Factor Authentication is enforced)

Backup scope

() Entire organization

(®) This Office 365 user only
Region

Global L4

D Access the Internet through proxy

6. Click | understand the limitation and confirm to proceed.

£ This will be using Modern Authentication without backup or restore functionality for
d &‘ SharePoint Web Parts and Managed Metadata.

| understand the limitation and confirm to proceed
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7. Click Authorize to start the authentication change process.

Click [Authorize] and in the pop-up browser window, sign in your Microsoft account
and authorize the backup application (if necessary), copy and paste the authorization

code to the textbox and hit [OK] to complete the authentication.

8. Signin to your account.

B Microsoft
Sign in

I 5 s . onmicrosoft.com

Mo account? Create onel
Cant access your account?

Sign-in options

Back

B5 Microsoft
<« G hsay.onmicrosoft.com

Enter password

Forgot my passward

signin
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9. If MFA is enforced, enter the verification code sent to your mobile device and click Verify.
Otherwise proceed to the next step.

B8 Microsoft
I -2 hsay.onmicrosoft.com

Enter code

[ We texted your phone +X3 JOGO00Z3.
Please enter the code to sign in.

947582

Having trouble? Sign in another way

NOTE

The verification code will only be required if the MFA status of an Office 365 account is
enforced.

10. Copy the authorization code.

ARITT]

Authorization Code for Microsoft 365

0.ASsA_IShkza7uEGrYiY111VMXiGI8nVBhARCgIMGnR:

Please copy and paste the above Authorization Code
into Ahsay's product to complete the setup.

11. Go back to AhsayOBM and paste the authorization code. Click OK to proceed.

In the pop-up browser window, sign in your Microsoft account and
authorize the backup application (if necessary). copy and paste the
authorization code to the textbox and hit [OK] to complete the
authentication.

JBIIWZXNEthL]YgWVRKS820K82CjMghHtCzW7-XEdi4jN88qUVNHISSULKIAA
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12. Click Save to finish the authentication change of the backup set.

A
Run on Client Office ... General
Name
I Run on Client Office 365 Backup Set
Source QWIS
w2k12rs1
Backup Schedule
o Office 365
Destination
Username
Show advanced settings I = isay.onmicrosoft.com
Region
Global v
Windows User Authentication v

Delete this backup set




