AHITTT™ Ahsay Backup

Ahsay Online Backup Manager v8
Quick Start Guide for Windows

Ahsay Systems Corporation Limited

4 November 2021

A Wholly owned subsidiary of
re Development Company Limited
HKEx Stock Code: 8290

www.ahsay.com



Copyright Notice

© 2021 Ahsay Systems Corporation Limited. All rights reserved.

The use and copying of this product is subject to a license agreement. Any other use is prohibited. No part of this publication
may be reproduced, transmitted, transcribed, stored in a retrieval system or translated into any language in any form by any
means without prior written consent of Ahsay Systems Corporation Limited. Information in this manual is subject to change
without notice and does not represent a commitment on the part of the vendor, Ahsay Systems Corporation Limited does not
warrant that this document is error free. If you find any errors in this document, please report to Ahsay Systems Corporation
Limited in writing.

This product includes software developed by the Apache Software Foundation (https://www.apache.org/).

Trademarks

Ahsay, Ahsay Cloud Backup Suite, Ahsay Online Backup Suite, Ahsay Offsite Backup Server, Ahsay Online Backup Manager,
Ahsay A-Click Backup, Ahsay Replication Server, Ahsay BackupBox Firmware, Ahsay Universal Backup System and Ahsay
NAS Client Utility, Ahsay Mobile are trademarks of Ahsay Systems Corporation Limited.

Amazon S3 is a registered trademark of Amazon Web Services, Inc., or its affiliates.

Apple and Mac OS X, macOS, and iOS are registered trademarks of Apple Computer, Inc.

Dropbox is a registered trademark of Dropbox Inc.

Google Cloud Storage, Google Drive, Google Authenticator, and Android are registered trademarks of Google Inc.
Wasabi Hot Cloud Storage is a registered trademark of Wasabi Technologies Inc.

Backblaze B2 Cloud Storage is a registered trademark of Backblaze Inc.

MariaDB is a registered trademark of MariaDB Corporation AB.

Lotus, Domino, and Notes are registered trademark of IBM Corporation.

Microsoft Windows, Microsoft Exchange Server, Microsoft SQL Server, Microsoft Hyper-V, Microsoft Azure, OneDrive,
OneDrive for Business, Microsoft Authenticator, and Microsoft Office 365 are registered trademarks of Microsoft Corporation.

Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may be trademarks of their respective
owners.

Oracle 11g, Oracle 12c, Oracle 18c, Oracle 19c, and MySQL are registered trademarks of Oracle Corporation.
Rackspace and OpenStack are registered trademarks of Rackspace US, Inc.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo and JBoss are registered trademarks of Red Hat, Inc.
www.redhat.com in the U.S. and other countries.

Linux is a registered trademark of Linus Torvalds in the U.S. and other countries.
Ubuntu is a registered trademark of Canonical Ltd.
ShadowProtect is a registered trademark of StorageCraft Technology Corporation.

VMware ESXi, vCenter, and vVSAN are registered trademarks of VMware, Inc.

All other product names are registered trademarks of their respective owners.

Disclaimer

Ahsay Systems Corporation Limited will not have or accept any liability, obligation or responsibility whatsoever for any loss,
destruction or damage (including without limitation consequential loss, destruction or damage) however arising from or in
respect of any use or misuse of reliance on this document. By reading and following the instructions in this document, you
agree to accept unconditionally the terms of this Disclaimer and as they may be revised and/or amended from time to time by
Ahsay Systems Corporation Limited without prior notice to you.

www.ahsay.com



https://www.apache.org/

Revision History

Date

Descriptions

Type of modification

7 April 2021

Updated Ch. 10; Added sub-chapters for the
detailed process diagrams in Ch. 10.1, 10.2,
10.2.1, 10.2.2 and 10.3

New / Modifications

30 April 2021

Updated Ch. 8.6.3; Added new diagrams for the
detailed process of Data Integrity Check (DIC)
and updated screenshots for the Rebuild index
option in Ch. 8.9.1; Updated description of Space
Freeing Up in Ch. 8.9.2; Updated description of
Delete Backup Data in Ch. 8.9.3; Added notes
for Periodic Data Integrity Check (PDIC) in Ch.
10.1

New / Modifications

25 May 2021

Added requirements in Ch. 3.10; Updated Ch.
6.1, 6.2.1 and Ch. 6.2.2; Updated screenshots of
the Profile menu in Ch. 8.1.1 to 8.1.7; added
Mobile Backup in Ch. 8.8.3

New / Modifications

18 June 2021 Added notes on free trial registration and save New
password options in Ch. 7.1, 7.2, 7.3, 8.1.5, 8.1.6
and Appendix E

9 August 2021 Updated windows user authentication discussion  Modification

inCh. 8.5

4 November 2021

Added 2FA registration steps in Ch. 7; Modified
login steps to AhsayOBM in Ch. 8; Added unable
to login with 2FA scenario in Ch. 9; Modified
screenshots and added Re-pair with
authenticator feature in Ch. 10.1.6; Updated
screenshots, added browse files and change
location in Ch. 10.8.3

New / Modifications

www.ahsay.com



Table of Contents

L OVBIVIBW ittt ettt e e e e e e e et e et b e e e e e e e e e eeeban e e e e e e eeeeaensnnneeeeeeeeeenees 1
1.1 Whatis thiS SOftWAIE? ... 1

1.2 System ArCRItECIUIE ... e e e 1

1.3 MODile BACKUP SEIVET ..o 2

1.4  Two-Factor AUtNENTICALION .......ccoeveieieeeeeeeeeee e 5

2 Requirements for Ahsay Mobile app ....cccuvveiiiiiiiiiiee e 7
2.1 Backup Software Version ReqUIrEMENT.............oovuiiiiiiiiieeeieeeiiee e 7

P22 (=1 01V /o ] Q@0 ] =T ox 1 o o 1R 7

2.3 Android and iOS Version ReQUINEMENT...........ccuvviiiiiiiiiiiiiiiiiiieieeeeeeeeeeeeeeee e 7

3 Requirements for AhsayOBM on WINAOWS ........couviiiiiiiiiiiiiecie e, 8
3.1 Hardware REQUIEMENTS ......iii i i i e et e e et s s e e e e e e e e st e s e e e e aeeaannes 8

3.2 SOftWAre REQUITEIMENES. ... .uuiiiiiiiiiiiiiitiiieieeiieieeeabeeeeee bbb beebeeebebeseeeeebeesbenaeennnnnnnes 8

3.3 Antivirus EXClUSION REQUIFEMENT........uuuuiiiiiiiiiiiiiiiiiiiiiiiiiiebieeeeieebeeeeeeeeeeseeeeeeeenennee 8

3.4 Upgrade VMware TooIls REQUIFEMENT ..........oovuiiiiiiii it e e eanens 8

3.5 Temporary Directory REQUIFEMENTS ........cceeiiiiiiiiiiii i eee i e e et e e e e aanees 9

3.6 Network Drive REQUITEMENTS .........uuuuuiiiiiiiiiiiiiiiiiiiiiienieeesnnnnnssnsesssnesnenesseenaeneenenene 9

3.7 FIreWall SEINGS. ....ccci i e e e e e e e e a e e aaaeaanee 9

3.8 Two-Factor Authentication REQUIFEMENLES ..........uceeiiieeiiiiiiicies e e e e eeeens 9

3.9 Mobile Backup REQUITEMENTS ........uuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiibibbeaeeeeebeeeeeeeeeeeeeeeeeeeeenene 9
3.10 Network BandwWidth .............oiiiiiiiiiiiies et e e e e eeeeaanees 9

R 0 I R 10110 9
Enhanced Network DrVe SUPPOIT........uuiiii e 9

3.12 Best Practices and RecoOmMmMeNdationsS..............uuuuuuuuiueiiiiiiiiiiiiiiiiiieniiieiieieeeneenenne 10
3.12.1 Periodic Backup Schedule .............ccooiviiiiiiiiiiiiiiiiiiiiieeeeeeeeeee 10

3.12.2 Set up of both Periodic and Continuous Backup Schedule ..................... 10

3.12.3 Periodic Backup Schedule vs. Continuous Backup Schedule ................. 10

3.12.4 Temporary Directory Folder LOCation..............cuuvvviiiiiiiiiiiiiiiiiiiiiiiiieeeeee, 11

4 Get Started With ARSAYOBM........ouiiiiii e 12
5 OPENDIrECE RESTOIE .ttt e e e s 13
5.1 What is OpenDireCt RESIOIE?......co oo 13

5.2 How does OpenDirect Restore WOrk? ..........ccouvviviiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeee 14

5.3 Benefits of using OpenDireCt RESIOIE ..........ccovvviiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeee 15

T o | B 1T (=] 1T o] £ 16
5.4.1 Supported Backup MOdUIES ...........coomiiiiiiii e 16



5.4.2 LiCeNSE REQUITEMENTS ....ovvuuiiiiceii et e et s e e e e e e eearee s e e e e aeaeanee 16

5.4.3 Backup QUOLA StOTAQE......ceviriiiiiiiiiiiiiiiiiiiiiiee ettt ettt 16
5.4.4 Windows Operating SYSeM........coiviiiiiiiiiiiiiiiiiiiiieeeeeeeeeeee e 16
5.4.5 Available Spare Drive LEHEr .......coooviiiiiii i 16
5.4.6 Network REQUIFEMENTS .....uuuiii it e e e e aaeees 16
547 Other DEPENUENCIES ......ceviiiiiiiiiiiiiiiiiiiieee ettt 17
B5.4.8  PeIMUSSIONS ..cutiiiiiieeeee et e e e ettt e e e e e e e e e eeea s e e e e e e e eeeaeennaaaeeeaeeennnes 17
6 Download and Install ARSAYOBM ........coouiiiiiiiiiie e 18
6.1 Download ANSAYOBM .........cuuiiiii i e e 19
6.2 InStall ANSAYOBM ......cooiiiiiiiiiiiiiieeeeeeeee e 20
6.2.1 Online Installation using EXE online installer ............cccccccvvviiiiiiiiiiinnnnn. 20
6.2.2 Offline Installation using ZIP offline installer................cccviiiiiini i, 26
6.3 ANSAYOBM SEIVICES ......oiiiiiiiei e e e e e e e e e e r e e e 32
6.4 Mobile Backup Server (MBS) Status Check and Ahsay Mobile app Connection
CRECK. .., 34
7 Register device for 2FA in ANSAYOBM .........uuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieieanens 36
7.1 Using Ahsay Mobile AUtNENTICALON............covvviiiiiiiiiiiiiiiiiee 36
7.1.1  Without Mobile Add-on Module ............coeiiiiiiiiiicee e 36
7.1.2  With Mobile Add-0n MOdUIE ............cooeviiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeee 49
7.2 Using Microsoft AUtNENLICALON ...........ccvvviiiiiiiiiiiiiiiieieeeeeeeeeee e 55
7.3 Using Google AUtNENTICALON ........cceviiiiiiiiiiiiiiiiieeeeeeee ettt 63
8 L0ogging in t0 ANSAYOBM ......coiiiiiiieeecc e 70
8.1 Login to AhsayOBM WithOUt 2FA...... ... 70
8.2 Login to AhsayOBM with 2FA using Ahsay Mobile Authenticator ........................ 71
8.3 Login to AhsayOBM with 2FA using Microsoft Authenticator.............ccccccceeeeeenn.. 76
8.4 Login to AhsayOBM with 2FA using Google Authenticator...............ccccvvvvieeeeen... 79
8.5 Login to AhsayOBM with 2FA using TWIliO .........ccuviiiiiiiiiiieee e, 81
9 Unable to log in to AhsayOBM With 2FA ... 84
10 ANSAYOBM OVEIVIEW ..ccoeiiiiiiiiiiiiiiiieiiieeeeeeeee ettt ettt 86
0 R o o) 1= PP 87
IO R = o =T - | P 87
10.1.2 CONLACES ..ttt ettt et e e et et e e e e et e e e e et e e e e eaa e aaae 89
IO R I 1 0 TN o ] U= P 91
10.1.4 ENCryption RECOVEIY .....ccooeeeeeeeeeeeeeeeeeeee e 92
IO T = TS 1o T o 92
IO R G U 11 g1 o o= 11 o o 94
10.1.7 SECUNLY SEIINGS ...coie i e 103



O T2 = T To U=V =SSP 104

0 I 010 1 = 11 [ o S 104
104 BACKUP ..o e 105
10.5 BaACKUP SEIS.....ciiiiiiiiiii et e e e e e et a e e e e a 105
BaCKUP St SEtNGS.....ciiiieiiiiiee et e e et e e e e e e a 106

O G =T oo PP PPPPPRT 160
10.6.1 BACKUP -ttt ettt 160

10.6.2 RESIONE ...t e ettt e e e e aa s 164

L10.6.3 USAQE .. iiiiiiiiiiiiii ettt r e an 168

LO.7 RESIOIE ..ttt e e ettt e e e et e e e e et e e e et e e e et e e eraans 170
O ST =Y 1] o = USSP 170
O RS T T . (0 )Y PP 170

10.8.2 WiINAOWS EVENE LOG ..o oo 172

10.8.3 Mobile BaCKUP ..o 173

L0.9 UBITIES 1uvvvteiieee e e e eeeite ettt e e e e e e et e e e e e e e s st tb e e e e e eeeaaannnsnnneaaaaeeeaaanns 183
10.9.1 Data Integrity ChECK .......ccceiiiiiiiei e 183

10.9.2 Space Freeing UpP ....ccoo oo 200

10.9.3 Delete BaCKUup Data..........ccoeeeeeieiieeeeeeeeeeeeeee e 203

10.9.4 Decrypt Backup Dat@........ccccoeuiiiuiiiiiieeccieeiee et 209
10.200N0NNE HEIP oo 212
LO.11SYSIEM TTAY .. eeiieeetiiie e e ettt ettt e e e e et e e et e e e e e e e e e rr b e e e e e e e eennnea s 213

11 Create a BacCKUP Sel....ccoo oo 219
12 Overview on the Backup ProCess...........ccocciiiiiiiiiiiiic e 230
12.1 Periodic Data Integrity Check (PDIC) ProCeSS ........veeeieeeiiiiiiiiieee e 231
12.2 Backup Set Index Handling ProCess ..........coooviiiiiiiiiiie 233
12.2.1 Start BaCKUP JOD ... 233

12.2.2 Completed Backup JOD...........oouviiiiiiiicce e 234

12.3 Data Validation ChecCk ProCESS........ccooeviiiiiiieeee e 235

13 RUN BACKUP JODS ..ccoiiiiiiiiiiiiiiee e 236
13.1 Login to ARSAYOBM .......coooiiiiieeieee e 236
13.2 Start a Manual BaCKUP ........couuieiiee e 236

O e LSy (0 ] < D=1 = N 239
14.1 RESIOrE METNOM .....ceeieiie e e e s eaaeas 239
I A I = To [ 0 g F= L =TS (o] = 239

14.1.2 OPenDIreCt RESIOIE .....cciii i e e 247

I ] (o] N (= SRR 252

15 Mobile Backup and Restore to AhsayCBS and Predefined Destination ... 257



15.1 Create a File BaCKUP SEel ......oouvuiiiiiieiiieeee e 257

15.2 RUN @ BACKUP JOD ... 267
15.3 RESIOIE DALA.....ceuu ittt et e et a e e e e eaeans 270
ST B @ gTo [T F= 1 oo { o] o S 271
15.3.2 Alternate LOCAtION ......ccoeeeeeeeeeeeeee e 278

16 COoNtACT ANSAY .ooiiiiiiiiiiiiiiieee e 286
16.1 Technical ASSISTANCE ......cccieiiiiiieie e e et e e e e e e eneenas 286
16.2 DOCUMENTALION .....cciiiieeee e 286
Y o o =T o 1 G 287
Appendix A:  Uninstall ARSAYOBM..........coiiiiiiiiieiis et e e e e aaeees 287
Appendix B: Example Scenarios for Restore Filter ............ccccccoiiiiiiiiiiiiiiiiiiiiiiiiiiens 290
Appendix C: BatCh FlES ..........uiiiii e 299
RUNCB.DAL ... 299
RUNCONFIQUIALOr.DAL. ... 305
LiStBACKUPSEL. DAL ... 309
RUNBACKUPSEL.DAL ..o e 310
ListBackupJob.bat ... 316

= TS] (0] = o - | 319
DECIYPL.DAL ... 325
RunDatalntegrityCheck.bat.............ooooiiiiii e 331
Appendix D: Example Scenarios for the Reminder ...........cccooeeeeiiiiiiiiiiiieeee, 336
WINAOWS LOG Off . 336
WINAOWS RESTAI. ... 337
WiINAOWS SNULAOWN ... 338
Scenario 1 (Windows Log Off + Enabled Locking Workstation)......................... 339
Scenario 2 (Windows Log Off + Unselected Locking Workstation).................... 340
Scenario 3 (Windows Restart + Enabled Locking Workstation)......................... 341
Scenario 4 (Windows Restart + Unselected Locking Workstation).................... 342
Scenario 5 (Windows Shutdown + Enabled Locking Workstation) .................... 343
Scenario 6 (Windows Shutdown + Unselected Locking Workstation)................ 344
Appendix E: Create Free Trial Account in AhsayOBM ..........ccooiiiiiiiiiiiiiiiiiiieeeeeeeee 345
Appendix F:  How to Manage Network Drives which are not set in Windows............. 349



1 Overview

1.1 What is this software?

Ahsay brings you specialized client backup software, namely AhsayOBM, to provide a
comprehensive backup solution for protecting file(s) / folder(s) on your machine and extend
protection to both Android and iOS mobile devices, with a wide variety of backup destinations
(major cloud storage service providers, FTP/SFTP, local drive, etc.) of your choice.

1.2 System Architecture
Below is the system architecture diagram illustrating the major elements involved in the
backup process among the backup machine AhsayOBM, Ahsay Mobile app and AhsayCBS.
NOTE
The first mobile backup may take up a few hours to back up all the photos and videos from your
device. Subsequent backups will take less time. Please do the following for the first mobile backup to
prevent any interruption during backup process:
e For Android, disable screen lock or timeout
e ForiOS, disable auto-lock
e  Turn off all power saving modes
e Connect to power source
L ]
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1.3 Mobile Backup Server

Starting with AhsayOBM v8.5.0.0, the Mobile Backup Server (MBS) will be utilized to handle
mobile backup and restore of Ahsay Mobile app. Itis an integral part of AhsayOBM.

System Diagram

The Mobile Backup Server (MBS) will be activated automatically when a mobile device
installed with the Ahsay Mobile app is successfully registered for mobile backup with
AhsayOBM. Afterwards, it will be automatically restarted whenever the AhsayOBM services
is restarted or when the AhsayOBM machine is rebooted or powered on. The MBS will be
deactivated when all mobile devices have deregistered from the mobile backup settings and
the AhsayOBM services is restarted.

The MBS will use the following port ranges, TCP Port: 54000 to 54099, UDP Port: 54200 to
54299, Protocol: Http, for the request of Ahsay Mobile app.

The default TCP and UDP ports are 54000 and 54200, if these ports are already in use by
other applications or services, then the MBS will automatically acquire another port.

The actual TCP and UDP port can be seen on AhsayOBM when pairing a mobile device for
mobile backup.

Mobile Backup Feature Setup Wizard
Please scan the QR code to register your mobile device with your backup account for following feature:

|¢| Mobile Backup

Please make sure below 2 ports are not blocked by any Firewall
settings before pairing your mobile device for backup

TCP Port: 54000
UDP Port: 54200




Photos and videos are stored either in mobile device’s internal memory or SD Card. These
are selected as backup source using the Ahsay Mobile app and will be backed up to the local
destination of a Ahsay machine, that can be a Hard Drive, Flash Drive, and/or Network Drive
in their ORIGINAL format unencrypted. For Android, photos and videos will retain all EXIF.

While for iOS, photos and videos will retain most of the EXIF including, capture date, location,
and lens.
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If storage of photos and videos to a predefined destination is required, then this can be done
using AhsayOBM to perform a secondary backup and restore of the photos and videos on the
local drive to the predefined destination.

To backup and restore photos and/or videos from the Ahsay Mobile app to AhsayOBM then
AhsayCBS and/or Predefined Destination is a two-step process.

1st; Backup of photos and/or videos from Ahsay Mobile app to AhsayOBM local destination.

2"d: Create a File backup set using AhsayOBM, using the local backup destination as the
backup source, and then backup this backup set to AhsayCBS and/or Predefined Destination.
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1.4 Two-Factor Authentication

New two-factor authentication implemented on AhsayOBM v8.5.0.0 onwards, to include
support for TOTP (Time-based One-time Password) and Push notification authentication
using the Ahsay Mobile app to provide additional security for the user login process. Since
aside from logging in with just a username and password, if two-factor authentication is
enabled for the account, there will be an added step that is needed to be able to log in.

Upon initial login to AhsayOBM, you will have an option to setup two-factor authentication or
skip the setup and do it later. If you continue the setup of two-factor authentication, it will be
automatically enabled for your account. Several mobile devices may be added for
authentication.

For logins with two-factor authentication enabled, you will be asked to select the method that
you would like to use. This depends on the authenticator app used, you will either accept the
login request in the Ahsay Mobile app or enter a one-time password generated in the third-
party TOTP authenticator app such as Google Authenticator, Microsoft Authenticator,
LastPass etc.

?

AhsayOBM

Plaase select one Twa-Factor

[ Rt

m Inpust ome-time passward genersted

3t APD from “Wobileuser”

AhsayOBM - Two-Factor Authentication (2FA)

AhsayCBS PNS

Public PNS
Send Push Notification ‘

Ahsay Mobile app Third-party TOTP
Authenticator App

Approve Notification

Input the one-time password

— Allinstructions are there
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This illustrates the registration of mobile devices for Two-Factor Authentication.

®

AhsayOBM

Dgin name

OBMWIn

AhsayOBM Login

@smovosm

. All instructions are there

Register mobile device(s)
Go to Settings > Authentication

Two-Factor Authentication

Require Authenticator App te sign in your account during start up
on q

Registered Mobile Devicels)

Two-Factor Authentication

Enter county code and phone number

Enter verification code sent to phone number

Third-party TOTP
Ahsay Mobile app  Authenticator App

Scan QR code Enter one-time password

lzard

Two-Factor Authentication Feature Setup

Please scan the QR code to register your mobile device with your backup account for following feature:

P (e.8. Authy, Duo. Google)

l

Factor Authentication

Using other TOTP Authenticator

Require Authenticator App to sign in your account during start up

on |

Registered Mobile Device(s)

m Galaxy A70 %
E MabileUser X
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2 Requirements for Ahsay Mobile app

2.1 Backup Software Version Requirement
© Download and install the latest version of AhsayOBM v8.5.0.0 or above.

© Download and install the latest version of Ahsay Mobile app on the Play Store for
android mobile devices and on the App Store for iOS mobile devices.

2.2 Network Connection

Ensure that the Ahsay Mobile app is connected to the same local network as the AhsayOBM
machine. Failure to do so will prevent you from performing backup and/or restore.

2.3 Android and iOS Version Requirement

© For android device, android version must be 8 or above.

© For apple device, iOS version must be 12.0.0 or above.



3 Requirements for AhsayOBM on Windows

3.1 Hardware Requirements

Refer to the link below for details of the minimum and recommended requirements for
installing AhsayOBM:
FAQ: Ahsay Hardware Requirement List (HRL) for version 8.1 or above

3.2 Software Requirements

Refer to the following article for the list of compatible operating systems and Hyper-V
platforms:
FAQ: Ahsay Software Compatibility List (SCL) for version 8.1 or above

Refer to the following article for the list of compatible operating system for OpenDirect and
Granular Restore:
FAQ: Ahsay Software Compatibility List (SCL) for Granular and OpenDirect Restore

3.3 Antivirus Exclusion Requirement

To optimize performance of AhsayOBM on Windows, and to avoid conflict with your antivirus
software, refer to the following wiki article the list of processes and directory paths that should
be added to all antivirus software white-list / exclusion list:
https://wiki.ahsay.com/doku.php?id=public:8014 suggestion_on_antivirus _exclusions

NOTE
The bJW.exe process is automatically added to Windows Defender exclusion list for Windows 10 and
2016 / 2019, during installation / upgrade via installer or upgrade via AUA.

For mobile backups, the mobile backup destination must also be added to all antivirus
software white-list / exclusion list.

3.4 Upgrade VMware Tools Requirement

To avoid unexpected java crash, if the Windows machine is a guest VM hosted on a VMware
Host then it is highly recommended that the VMware tools version installed on the guest VM
must be 10.0.5 or above.

Below is the warning message that will be displayed if the version of the VMware Tools is less
than 10.0.5.

& Warning X

g Please upgrade VMware Tools to 10.3.5 or higher to avoid unexpected java crash. Current VMware

Tools version: 10.0.0.50046.

NOTE
For more information about the upgrade of VMware Tools, refer to this article

https://wiki.ahsay.com/doku.php?id=public:5288 ahsayobc crash on vm_ with vmware tools pre-
10.0.5.
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https://wiki.ahsay.com/doku.php?id=public:8001_faq:ahsay_software_compatibility_list_scl_for_version_8.1_or_above
https://wiki.ahsay.com/doku.php?id=public:5250_faq:ahsay_software_compatibility_list_scl_for_granular_and_opendirect_restore
https://wiki.ahsay.com/doku.php?id=public:8014_faq:suggestion_on_antivirus_exclusions&s%5b%5d
https://wiki.ahsay.com/doku.php?id=public:5288_ahsayobc_crash_on_vm_with_vmware_tools_pre-10.0.5
https://wiki.ahsay.com/doku.php?id=public:5288_ahsayobc_crash_on_vm_with_vmware_tools_pre-10.0.5

3.5 Temporary Directory Requirements

The temporary directory is used for various purposes, such as storage of temporary spooled
file (for database specific backup type in AhsayOBM), remote file list, local file list, temporary
delta file and other files of temporary nature.

It is strongly recommended to use a local drive instead of a network drive to ensure optimal
backup/restore performance.

3.6 Network Drive Requirements

The login accounts for network drives must have read and write access permission to ensure
that backup and restore would be successful.

3.7 Firewall Settings

Make sure that your firewall settings allows network traffic through the following domain
and/or ports:

» For AhsayOBM to function correctly must allow outbound connections to *.ahsay.com
via port 80 and 443.

» For mobile backup inbound / outbound network traffic must be allowed through the
following default ports: HTTP port: 54000 and UDP port: 54200.

The actual ports used may be different, please refer to Chapter 1.3: Mobile Backup
Server (MBS) for more details.

3.8 Two-Factor Authentication Requirements

Please refer to the Ahsay Mobile App User Guide for Android and iOS — Chapter 2.4 for
details of the minimum and recommended requirements for using Two-Factor Authentication
on Ahsay Mobile app.

3.9 Mobile Backup Requirements

Please refer to the Ahsay Mobile App User Guide for Android and iOS — Chapter 2.5 for
details of the minimum and recommended requirements for installing the Ahsay Mobile app.

3.10 Network Bandwidth

10 Mbps or above connection speed.

3.11 Limitations

Enhanced Network Drive Support

© For network drives which have not been already setup or mapped in Windows.

© Temporary folder location is not supported with individual login credentials but can still be
setup separately using existing Windows User Authentication login.

© It also does not support Pre-Backup and Post-Backup Commands.
© Not supported on “Restore Raw file” and “Restore to local computer” options.

© Not supported for mobile backup destinations.


http://download.ahsay.com/support/document/v8/guide_ahsay_app_user_v8.pdf
http://download.ahsay.com/support/document/v8/guide_ahsay_app_user_v8.pdf

3.12 Best Practices and Recommendations

3.12.1 Periodic Backup Schedule

The periodic backup schedule should be reviewed regularly to ensure the interval is
sufficient to handle the data volume on the machine. Over time, data usage pattern
may change on a production server, i.e., the number of new files created, the number
of files which are updated/delete, new users may be added etc.

When using periodic backup schedules with small backup intervals such as backup
every 1 minute, 2 minutes, 3 minutes etc. although the increased backup frequently
does ensure that changes to files are captured regularly which allows greater
flexibility in recovery to a point in time.

Consider the following key points to efficiently handle backup sets with periodic
backup schedule.

e Hardware — to achieve optimal performance, compatible hardware requirements
is a must. Ensure you have the backup machine’s appropriate hardware
specifications to accommodate frequency of backups,

o so that the data is always backed up within the periodic backup interval

o so that the backup frequency does not affect the performance of the
production server

e Storage — ensure you have enough storage quota allocated based on the amount
of new data and changed data you will backup.

Retention Policy — also make sure to consider the retention policy settings and
retention area storage management which can grow because of the changes in the
backup data for each backup job.

3.12.2 Set up of both Periodic and Continuous Backup Schedule

On a Windows platform, although it is possible to setup both Periodic backup
schedule and Continuous backup schedules on a File backup sets, it is recommended
to only use one schedule as only one schedule backup job can run at any one time.

For example, a backup job is started by the Periodic backup schedule and is running,
if a Continuous backup is scheduled to run, the backup job will be skipped and vice
versa.

3.12.3 Periodic Backup Schedule vs. Continuous Backup Schedule

The following table shows the comparison between a periodic and continuous backup
schedule.

Periodic Backup  Continuous Backup

Schedule Schedule
Will run whether or not a change on x
the backup source is made

Features

Exclude system files from the backup

Run Retention Policy after backup & x




Only apply to files smaller than (MB)
size

Exclude Filter

v
v

Supported on all operating systems
(i.e. Windows, MacOS, Linux,
FreeBSD, QNAP, and Synology)

Only supported on
Windows operating
system

Supports all backup set types

X
X
v
v

Only supports File
Backup Sets

3.12.4 Temporary Directory Folder Location

www.ahsay.com

Temporary directory folder is used by AhsayOBM for storing backup set index files
and any incremental or differential backup files generated during a backup job.

To ensure optimal backup/restoration performance, it is recommended that the
temporary directory folder is set to a local drive with sufficient free disk space.

ALl




_

4 Get Started with AhsayOBM

This quick start guide will walk you through the following 6 major parts to get you started with using
AhsayOBM.

Download and Install

Download and install AhsayOBM
on your Windows machine

Launch the App
Launch and log in to AhsayOBM

Setup 2FA and/or Mobile Backup

Register mobile device for 2FA and/or

mobile backup (optional)

Create a Backup Set

Create a backup set according to
your preference

Run Backup Jobs
Run the backup job to backup data

Restore Data

Restore backed up data to your system

www.ahsay.com 12




5 OpenDirect Restore

5.1 What is OpenDirect Restore?

OpenDirect restore is an additional restore options for restoring files from a Windows File
backup set. The OpenDirect restore method makes use of the granular restore technology to
make selective restore of individual files from a large compressed or image file, for example
zip, RAR, ISO files, without the need to restore the compressed or image file first, to give you
a fast and convenient file restore solution.

During the OpenDirect restore process, the files/folder can be viewed and/or copied from the
Windows File Explorer on the Windows machine you are performing the restore. OpenDirect
restore is only supported on File backup sets created and backed up using AhsayOBM on
Windows platform with OpenDirect restore feature enabled.

IMPORTANT

OpenDirect restore requires an additional OpenDirect / Granular Restore add-on module
license to work. Contact your backup service provider for further details.




5.2 How does OpenDirect Restore work?

Backup Destination

[ N S —_—y
o = o pEmas
A

4
.
saast

EEA SRS EAE AR REAS RS A RS EEAS R RS R ERE R RS

Local Drive | Cloud Destination AhsayCBS
FTP | SFTP
- ¢ 8g< /= @_
/ OR- g v @ Bl or [ Ahsayces
- | — L
T T

:
B
_
= |-

Backup Destination with the file(s) backed up

www.ahsay.com

Mounting tool is used
to expose the file(s) as
a system volume

\
o

, . directly on AhsayOBM or ina
File System Driver file explorer on the computer

where AhsayOBM is installed

111111

OpenDirect
Restore
request sent

Individual file/folder is shown ..... .1 -

* Suppar anly
Windaws
platfonm

Files can also be viewed
andlor copied directly to
your Windows machine from
the Windows File Explorer
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5.3 Benefits of using OpenDirect Restore

Comparison between OpenDirect File Restore and Traditional File Restore

OpenDirect Restore

Introduction

OpenDirect restore allows you to quickly access individual files from a large compressed or
image file by viewing and/or copying files from the file explorer on the Windows you are
performing the restore, without having to fully restore the whole compressed or image file first.

Pros

As opposed to the traditional restore where you have to restore the entire
Restore of Entire | compressed or image file first before you can access any individual file in it,
Compressed File | OpenDirect restore allows you to view and download individual files from a
Not Required compressed or image file, without having to restore compressed file or
image file first.

When restoring a large compressed or image file, sometimes, you may only
Ability to Restore | need to restore individual file(s) out of the entire file, therefore, OpenDirect
Selected Files restore gives you the flexibility to restore selective file(s) quickly, so it saves
you time and effort to achieve your restore goal.

Cons

To ensure optimal restore performance, the backup of the files in an
OpenDirect file backup set will NOT be encrypted and compressed,
therefore, you may have to take these factors in consideration when
selecting this restore option.

No Encryption
and
Compression

Traditional Restore

Introduction

The traditional restore method restores the entire compressed file or image file. Backed up data
can only be accessed when complete restore is performed.

Pros
Backup Wl.th Backup file(s) are compressed, therefore in smaller file size, and
Compression and . o
_ encrypted before being uploaded to the backup destination.
Encryption

Cons

As the entire compressed or image file must be restored before you can
Slower Recovery access any individual files, restore time could be long if the file size is
large




5.4 Requirements

5.4.1 Supported Backup Modules

OpenDirect restore is only supported on File backup sets created and backed up
using AhsayOBM on Windows platform with OpenDirect restore feature enabled

5.4.2 License Requirements

An OpenDirect / Granular restore add-on module license is required per backup set
for this feature to work. Contact your backup service provider for more details

5.4.3 Backup Quota Storage

As compression is not enabled for OpenDirect file backup sets, to optimize restore
performance the storage quota required will be higher than non-OpenDirect file
backup sets. Contact your backup service provider for details

5.4.4 Windows Operating System

AhsayOBM must be installed on a 32 bit or 64-bit Windows Operating System as
libraries for OpenDirect only supports Windows platform.

Windows 2008 R2 SP1 or above | Windows 2012 Windows 2012 R2
Windows 2016 Windows 7 SP1 or above Windows 8
Windows 8.1 Windows 10 Windows 2019

5.4.5 Available Spare Drive Letter

One spare drive letter must be available on the Windows machine for the OpenDirect
restore process, as the compressed file or image is mounted on Windows as a logical
drive. AhsayOBM will automatically take the next available drive letter in alphabetical

order for the compressed or image file.

NOTES
1. The Windows drive letters A, B, and C are not used by OpenDirect restore.

2. The OpenDirect restore assigned drive letter(s) will be released once you exit from
AhsayOBM UL.

5.4.6 Network Requirements

Recommended minimum network speed is at least 100Mbps download speed.

The network bandwidth requirements will increase in proportion to the size of the
compressed file/image and or the incremental delta chain length to ensure optimal
performance. Working with limited network bandwidth may severely affect the
granular restore performance.

You can use an online network speed test website (e.g., www.speedtest.net) to get
an idea of the actual bandwidth of the machine



http://www.speedtest.net/

5.4.7

5.4.8

www.ahsay.com

Other Dependencies

The following dependencies are restore-related. Therefore, they will be checked by
AhsayOBM only when an OpenDirect restore is performed. Absence of these
elements will not affect the backup job but would cause the restore to fail.

© Microsoft Visual C++ 2015 Redistributable (x86) / (x64)
https://www.microsoft.com/en-us/download/details.aspx?id=48145

© Update for Universal C Runtime in Windows
https://support.microsoft.com/en-us/help/2999226/update-for-universal-c-runtime-
in-windows

© For Windows 7 and Windows Server 2008 R2 only

Microsoft Security Advisory 3033929
https://technet.microsoft.com/en-us/library/security/3033929.aspx

Permissions

The Windows login account used for installation and operation of the AhsayOBM
client machine requires Administrator privileges.

- ' Lé


https://www.microsoft.com/en-us/download/details.aspx?id=48145
https://support.microsoft.com/en-us/help/2999226/update-for-universal-c-runtime-in-windows
https://support.microsoft.com/en-us/help/2999226/update-for-universal-c-runtime-in-windows
https://technet.microsoft.com/en-us/library/security/3033929.aspx

6 Download and Install AhsayOBM

There are two installation modes of AhsayOBM, online installation and offline installation. Below is the
table of comparison between online installation and offline installation.

Online Installation Offline Installation

Installation > Takes more time as it needs to » Takes less time as all the

Time

download the binary and
component files (80MB to 132MB
depending on operating system)
each time the installation is run.

Online installer size is 6KB to

necessary binary and component
files are already available in the
offline installer and offline installer
can be downloaded once but
reused many times.

connection may lead to
unsuccessful installation.

Ensures the latest version of the
product is installed.

3.5MB depending on operating » Offline installer size is 50MB to

system as it contains only the initial 195MB depending on operating

installation package files. system as it contains all the
necessary binary and component
files.

Deployments Suitable for single or small amount | » Suitable for multiple or mass

of device installations. device installations.

Suitable for sites with fast and » Suitable for client sites with

stable internet connection as metered internet connections as

internet connection is needed each once the offline installer is

time when an installation is run. downloaded, internet connection is

. . . not needed each time when an
A slow internet connection will . C
. . L installation is run.
result in longer installation time and
interrupted, or unstable internet » May need to update the product

version after installation if an older
offline installer is used.

www.ahsay.com
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6.1 Download AhsayOBM

1. In aweb browser, click the blue icon on the top right corner to open the download page
for the AhsayOBM installation package file from your backup service provider's website.

2. Inthe Windows section under the AhsayOBM tab of the download page, you can
choose between two installation methods:

e Online installation using EXE online installer

o Offline installation using ZIP offline installer

JNEEVS VI AnsayAcB | Mobile | m

=- Windows

I.*l EXE online installer

l-!‘ ZIP offline installer




6.2 Install AhsayOBM

6.2.1 Online Installation using EXE online installer

1. Go to the download page of your backup service provider’'s website and
download the AhsayOBM EXE online installer.

€ AhsayCBS English

=. Windows

| I!l EXE online installer

d‘ ZIP offline installer

2. Double-click the icon of the AhsayOBM installation package .exe file you have
downloaded.

3. Click Run once you see the following message.
x

Do you want to run this file?

@ Name: ...s\shsa ski bm-win-443-10.3. 1.8-https.exe
Publisher: Ahsay Systems Corporation Limited

Type: Application

From: C:\Users\ahsay\Desktop\obm-win-443-10.3.1.8-ht...

Rn  [[ Cancel |

V' Always ask before opening this file

l-"'\» While files from the Intemet can be useful, this file type can
\'} potentially ham your computer. Only run software from publishers
you trust. What's the risk?




4. The following dialog box will appear only if User Account Control is enabled.
Click Continue to start the installation.

User Account Control

Q ;] A program needs your permission to continue

If you started this program, continue.

Ahsay Online Backup Client Installer
m Ahsay Systems Corporation Limited

User Account Control helps stop unauthorized changes to your computer,

5. Click Next to continue.

@AhsayOBM

Welcome to the AhsayOBM Setup
Wizard

This will install AhsayOBM on your computer.

It is recommended that you close all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

Next > Cancel

www.ahsay.com 21




6. Select | accept the agreement after reading the license agreement, then click
Next to proceed.

i

License Agreement

Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Terms of Use -
1. All softwares provided by Ahsay Systems Corporation is on an "as is” basis
with no warranties of any kind and Ahsay Systems Corporation will not be liable

for any damages of any kind arising from the use.Ahsay Systems Corporation

further disclaims all warranties, express and implied, including without limitation,

any implied warranties of merchantability or fitness for a particular purpose.

2. Ahsay Systems Corporation grants you a non-exclusive, non-transferable,
royalty-free, limited license to use the binary form of the software provided by

Ahsay Systems Corporation for personal use only. Redistribution of programs

owned by Ahsay Systems Corporation, unless explicitly granted by Ahsay

Systems Corporation , is strictly prohibited. ;l

{+ | accept the agreement

" |1do not accept the agreement

< Back Next = Cancel l

7. Choose the installation directory. Then, click Next to continue.
1]

Select Destination Location
Where should AhsayOBM be installed?

‘ Setup will install AhsayOBM into the following folder.
«

To continue, click Next. If you would like to select a different folder, click Browse.

Browse... I

At least 249.2 MB of free disk space is required.

< Back Next = Cancel

www.ahsay.com
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8. Select the program group to which the software will be installed. The default
setting is “Anyone who uses this computer’. The following are the difference

between the two settings:

e Anyone who uses this computer — the AhsayOBM System Tray icon will
be available to all Windows users and backup notifications will be
displayed on the Windows System Tray. For more information, please

refer to Chapter 10.11 System Tray.

e Me Only — the AhsayOBM System Tray icon will not be available and
backup notifications will not be displayed on the Windows System Tray.

NOTE

application.

Once the program group setting has been chosen and the installation completed; if you
need to change the setting, this will require an uninstallation and re-installation of the

Click Next to proceed.

Select Additional Tasks
Which additional tasks should be performed?

=101

then click Next.

Please select the program group to which the software will be installed
¢ Anyone who uses this computer

" Me Only

Select the additional tasks you would like Setup to perform while installing AhsayOBM,

< Back Next >

Cancel

23
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9. The installation will start after you click Install.

10.

i

Ready to Install
Setup is now ready to begin installing AhsayOBM on your computer.

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

Destination location: ;I
C:\Program Files\AhsayOBM

Additional tasks:
Please select the program group to which the software will be installed
Anyone who uses this computer

f o

< Back Install Cancel

The component files will be downloaded first during installation.

Setup - AhsayOBM m]
@

Downloading additional files
Flease walt while 2elup downloads addbional files_

Total progress: 5239 MB /9592 MB (54%)
Current file: 19.93 MB / 21 42 MB (33%)

File: app-native-win-cbm. 7z
Speed 36 MBiz

Status: Downloading

Elapaed time: 000011

Rermnining time: 000012

24
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11. Click Finish to complete the installation.

@AhsayOBM

R

Completing the AhsayOBM Setup
Wizard

Setup has finished installing AhsayOBM on your computer.
The application may be launched by selecting the installed
icons.

Click Finish to exit Setup.

[V Launch AhsayOBM

Finish

25




6.2.2 Offline Installation using ZIP offline installer

1. Go to the download page of your backup service provider’'s website and
download the AhsayOBM ZIP offline installer.

c AI’WSEJ}-’CBS English

JUSEWSL- VI AhsayAcB || Mobile | m

=. Windows

I!l EXE online installer

| ‘!‘ ZIP offline installer

2. Extract the offline installation package file (obm-win.zip) you have downloaded.

Tl
:

Open
Open in new window
abm- Extract All...

[&f  Edit with Motepad ++
Open with...

Share with 4

Restore previous versions

Zend to 3
Cut

Copry

Create shortcut
Delete

Rename

Properties
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3. Select a destination and extract files.

[
) 1, Bxtract Compressed (Zipped) Folders

Select a Destination and Extract Files

Files will be extracted to this folder:

CihldsershAdministrator\Desktopiobm-win

Showe extracted files when complete

[ Extract ] l Cancel ]
. Launch the installer named obm-win you have extracted from the zip format file.
(]
obm-win
. Click Run once you see the following message.
Open File - Security Wfarning @
We can’t verifpy who created thiz file. Are you sure you want to
run thiz hle?
@ Mame: QotJalimabm-win, exe
Type: Application
From:  QdJalinwobm-win, exe
Run ] [ Cancel

K T | Thiz file iz in a location autside your local nebwark, Files from

,G,- locations wou don't recagnize can harm yaur PC. Only run thiz file if

- wou trugt the location, what's the sk ?

- 4
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6. The following dialog box will appear only if User Account Control is enabled.

Click Yes to start the installation.

g User Account Control E

want to allow the following program from an
wn publisher to make changes to this computer?

Program name:  chc-win.exe

Publisher: Unknown
File origin: Hard drive on this computer
(%) Show details Yes No

Change swwhen these notifications appear

. Click Next to continue.
ﬂ Setup - ShsaeOBR

@ AhsayOBM

(=] = =]

Welcome to the AhsayOBM Setup
Wizard

Thiz will install AhsayOBM on your computer.

It iz recommended that vou close all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

I [Mext = I’ Cancel
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8. Select | accept the agreement after reading the license agreement. Then, click
Next to proceed.

E!Setup-.ﬂ.hsa}fOBM o] B S|

License Agreement
Fleasze read the fallowing important infarmation before continuing.

Pleaze read the following License Agreement. You must accept the terms of this
agresment before continuing with the installstion.

Terms of Use -
1. &l zoftwares provided by Ahsay Systems Corporation iz on an "az is" basis
with no wwarranties of any kind and &Ahsay Systems Corporation will not be liable
for any damages of any kind arizing from the use Ahsay Zystems Corparation
further dizclaims all warranties, express and implied, including without limitation,
any implied warranties of merchantabilty or fitness for & particular purpose.

2. Ahsay Systems Corporation grants yvou & non-exclusive, non-transferable,
rovalty-free, limted icense to use the binary form of the software provided by
Ahzay Systems Corporation for personal use only. Redistribution of programs
owned by Ahsay Systems Corporation, unless explicitly granted by Ahsay
=watems Corporation | is strictly prohibited.

m

(@) | accept the agreement

11 do not accept the agreement

= Back “ Mext = ]’ Cancel

9. Choose the installation directory. Then, click Next to continue.

a
@
£3

E‘ Setup - ShsayOBR

Select Destination Location
Where should AhssyOBM be installed?

Setup will install AhzayOBM into the following folder.

To continue, click Mext. If you waould like to zelect a different folder, click Browese.

CProgram Files\Ahzay OB

At least 3655 MB of free disk space is required.

= Back “ Mext = l’ Cancel




10. Select the program group to which the software will be installed. The default
setting is “Anyone who uses this computer”. The following are the difference
between the two settings:

e Anyone who uses this computer — the AhsayOBM System Tray icon will
be available to all Windows users and backup notifications will be
displayed on the Windows System Tray. For more information, please
refer to Chapter 10.11 System Tray.

e Me Only — the AhsayOBM System Tray icon will not be available and
backup notifications will not be displayed on the Windows System Tray.

NOTE

Once the program group setting has been chosen and the installation completed; if you
need to change the setting, this will require an uninstallation and re-installation of the
application.

Click Next to proceed.
E Setup - Ahsay OB = & [

Select Additional Tasks
Which additional tasks should be performed?

Zelect the additional tazks you wwould like Setup to perfarm while installing AhzaywOBM,
then click Mext.

Pleaze zelect the program group to which the software will be installed
@ Anvyone who uses this computer

1 Me Only

= Back ” Mext = ]’ Cancel




11. The installation will start after you click Install.

HE Setup - Ahsay OB EIE

Ready to Install
Setup iz now ready to begin installing AhssyOBM on your computer.

Click Install ta continue with the installation, or click Back it vou want to revies ar
change any settings.

Destination location:
COProgram Files\WAhsay OB

Additional tasks:
Pleaze select the program group to which the software wil be installed

Anyane who uzes this computer

= Back “ Inztall I ’ Cancel l
12. Click Finish to complete the installation.
ﬂSetup-.ﬂ.hsa}fDBM = |£”£|
@AhsuyOBM Completing the AhsayOBM Setup
Wizard

Setup has finizshed instaling Ahzay0BM on your compLter.
The application may be launched by selecting the installed
icons.

Click Finizh to exit Setup.

Launch Ahsay OB

www.ahsay.com Sl




6.3 AhsayOBM Services

The AhsayOBM Services is a key component which regulates and controls several important
functions on AhsayOBM.

Function Description

Scheduled Backups Ensures that backup jobs which are setup to run at a certain
date and/or time are started.

Continuous Backups Ensures that Continuous backups are run according to the
(Windows platform only) backup interval.

Mobile Backup Server Ensures that registered mobile devices can perform
(MBS) backups to AhsayOBM.

The MBS will be activated when a mobile device is
registered for mobile backup on AhsayOBM.

The MBS will be deactivated when all mobile devices have
been deregistered from the mobile backup settings and the
AhsayOBM services is restarted.

Therefore, it is very important to ensure the AhsayOBM Services are running after:
e anew AhsayOBM installation
e an AhsayOBM software update
e the machine was rebooted
e the machine is powered on
e the machine wakes up from hibernation or standby mode

Otherwise, all of the functions above will stop working.

www.ahsay.com 32




To check if the AhsayOBM Scheduler Service is running properly on the local machine, go to
start menu and search for Services.

Apps

O services -

b &
Best match

Services
=~ App

B. Component Services

Search suggestions

ee web results

Settings (1)

pe) servicesl

Filters ~~

Look for the Ahsay Online Backup Manager Services on the list. The status should be

“‘Running”, and the Startup Type should be “Automatic”.

i Application Layer Gateway Service
G Application Management

1), AppX Deployment Service (AppXSVC)
G AssignedAccessManager Service

<

Provides support for 3rd par...
Processes installation, remo...
Provides infrastructure supp...

AssignedAccessManager Lo...

Manual
Manual
Manual
Manual (Trigger Start)

& Services - O
File Action View Help
e|E =B »renmn
2 Sewvices (Local) |[" <1 Services (Local)
Select an item to view its description.  Mame Description Status Startup Type Log On As
G ActiveX Installer (Axinsts) Provides User Account Cont... Manual Local System
& Ahsay A-Click Backup Services Continuous Backup and Sch... Running  Automatic Local System
& Ahsay Cloud Backup Suite Running _Automatic Local System
' Ahsay Online Backup Manager Services Continuous Backup and Sch... Running  Automatic Local System
"0 Allloyn Router Service Routes Alllayn messages for... Manual (Trigger Start) Local Service
& App Readiness Gets apps ready for use the f... Manual Local System
& Application Identity Determines and verifies the i... Manual (Trigger Start) Local Service
& Application Information Facilitates the running of int.. Running  Manual (Trigger Start) Local System

Local Service
Local System
Local System
Local System

" Bxtended /4 Standard

www.ahsay.com
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6.4 Mobile Backup Server (MBS) Status Check and Ahsay Mobile
app Connection Check

Before starting a backup on your mobile device, check the following first:

1. Check HTTP port, IP address and UDP port in the running.txt file. Go to \Program
Data\AhsayOBM\mbs.

Example: C:\ProgramData\AhsayOBM\mbs

1 = | mbs — [m| X
Home Share View e

= v 4 <« (C:) » ProgramData » AhsayOBM » mbs

v O Search mbs

ol MName Date modified Type Size

7 Quick access
hn.dat 11/19/2020 3:10 PM DATFil 4KE
3 Downloads - chnea '

chn.lck 11/19 PM LCK File OKB
B9 Desiaop VI6PR0502PM Tt Document o
= Documents | user.dat 11/19/2020 5:13 DATFile 1 KB

= Picture

NOTE

If the “running.txt” file does not exist, then the MBS is not running. Restart the
AhsayOBM services.

After opening the file it will show the HTTP port, IP address and UDP port which are in
actual use by the MBS.

- O bt
File Edit Format View Help

{"http-port”:"54000", "http-addr”:["16.90.0.141","192.168.254.148" ], "udp-Port" : "54200"}

2. Open a command prompt and check if the IP address captured in the running.txt file is
the correct IP address of the machine where AhsayOBM is installed.

BN Command Prompt

Wireless LAN adapter Wi-Fi:




3. To verify the actual HTTP port used by MBS, type the command netstat -an|more.

BN Administrator: Command Prompt —

TEH
TE)
TEH
TE)
TEH
TE)
TEH
TE)
TEH
TE)
TEH
TE)
TEB
TE)
TEB
TE)
TEB

4. Make sure that your firewall setting allows network traffic through the following HTTP and
UDP ports to ensure that the communication between your machine and mobile device is
successful: HTTP Port: 54000 to 54099 and UDP Port: 54200 to 54299. Otherwise,
mobile backup and restore will not work.

5. To perform a status check on the MBS. Open a browser on the AhsayOBM machine and
type the IP address, followed by the TCP port.

For example: If the HTTP port used is 54000, http://192.168.254.148:54000, you should
get the following result which shows “Running” status. This means the MBS is running.

In the AhsayOBM machine
& C A Notsecure | 192.168.254.148:54000

Funning

6. To run a connection test between the mobile device and machine open a browser in your
mobile device and type the IP address followed by the TCP port.

For example: If the HTTP port used is 55000, http://192.168.254.148:54000, you should
get the following result which shows “Running” status. This means the Ahsay Mobile app
can successfully connect to the MBS and both backup and restore can proceed on the
mobile device.

In the mobile device

{y A 192.168.254.148:54000 (2)
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7 Register device for 2FA in AhsayOBM
Starting with AhsayOBM v8.5.0.0, you will find two new features introduced with this latest version
which are the Mobile Backup and Two-Factor Authentication.

There are two types of Authenticator that can be used to register a device for 2FA in AhsayOBM such
as Ahsay Mobile Authenticator and Third-party TOTP Authenticator (e.g., Microsoft Authenticator,
Google Authenticator, Authy, Duo, and LastPass Authenticator, etc.).

2FA registration steps using the different types of authenticator will be discussed in this chapter.

. Using Ahsay Mobile Authenticator

»  Supports two types of authentication:

i)  Push Notification
iy TOTP

»  Can be configured to support two 2FA modes:

i)  Push Notification and TOTP (default mode)
or
i) TOTP only

. Using Microsoft Authenticator

° Using Google Authenticator

7.1 Using Ahsay Mobile Authenticator
To register a device for 2FA in AhsayOBM using Ahsay Mobile, here are the two scenarios:

O Without Mobile Add-on Module

© With Mobile Add-on Module

7.1.1 Without Mobile Add-on Module

To register a device for 2FA without Mobile Add-on Module, please follow the steps
below:

1. A shortcut icon of AhsayOBM will be available on your desktop after installation.
Double-click the icon to launch the application.

O

AhsayCEM

2. The Free Trial Registration option may be displayed when you login for the first
time. If you want to create a free trial account please proceed to Appendix E.
Otherwise, click Login if you already have an AhsayOBM account.



English u

@ AhsayOBM

The Best On-Premises & Cloud
Backup Software

r Login

NOTE
The Free Trial Registration option may not be available. This depends on the settings of
your backup service provider. Please contact your backup service provider for more
information.

3. The Show advanced option may not be available if the backup server settings
are already setup by your backup service provider. Please contact your backup
service provider for more information.

English W

@ AhsayOBM

Login name
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If Show advanced option is clicke, this will be displayed.

Backup Server

https W | [10.3.121.11 v

Proxy (HTTP)

Use proxy to access the Internet

Off [ |

4. Enter the login name and password of your AhsayOBM account provided by your
backup service provider. Then, click OK to log in.

@ AhsayOBM

Login name

NOTE

The Save password option may not be available. This depends on the settings of your
backup service provider. Please contact your backup service provider for more
information.
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5. You will have the option to set up your 2FA. Click Setup Now.

New Ahsay Mobile App, Free of
Charge!

:
S y
Keep Hackers Off }

All hackers delete backup data after ‘ =
compromising a machine. Use Two-Factor

Authentication (2FA) to keep hackers off 4 2 2
your backup data and turn ransomware

harmless. \

Skip Feature Setup Setup Now

If you do not want to set up the 2FA feature, click the Skip Feature Setup link. If
you click Yes in the pop-up message that will be displayed, it will skip to step 8.
Otherwise, click No to continue with the set-up of the 2FA feature.

© Areyou sure you want to skip the setup for Mobile feature for now?
You can go to User Profile to configure Mobile feature at anytime.

6. Download the Ahsay Mobile app from the App Store / Google Play Store.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and
scan the same QR code to complete the device registration.

@ Ahsay Mobile

# Download on the GETITON
@& App Store ® Google Play

Prerequisites

- Please use the latest Mobile App version

Not able to scan QR code? Click here to pair with TOTP secret key
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7. Ahsay Mobile supports two types of authentication method:

www.ahsay.com

> Push Notification
> TOTP

Ahsay Mobile can be configured to support two 2FA modes:

» Push Notification and TOTP (default mode)
or
» TOTP only
Push Notification and TOTP (default mode)
To configure Push Notification and TOTP 2FA with Ahsay Mobile, simply
scan the displayed QR code using the Ahsay Mobile app.

App Download and Device Pairing
Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and
scan the same QR code to complete the device registration.

Ahsay Mobile

# Download on the \. GETITON
@& App Store ‘ Google Play

Prerequisites

- Please use the latest Mobile App version

Not able to scan QR code? Click here to pair with TOTP secret key

In this example, the Ahsay Mobile app is installed on a mobile device
named “Androidv10”.

@ Ahsay Mobile




Tap OK to continue.

QR Code detected!
Register Androidv10 with MobileUser ?

CANCEL 0K

Once the device is successfully paired, the following message will be
displayed in the Ahsay Mobile app. You can set up a recovery number
here that will be used in case of “Authentication Recovery” procedure
by tapping OK. Otherwise, tap LATER to set it up later on.

For first time activation of 2FA, device
needs to pair with a verified phone
number for account recovery. Click OK
to setup now.

LATER OK

iii. After successful scan of the QR code, you have now registered Ahsay
Mobile for Push Notification and TOTP 2FA. Click OK to continue.

Mobile Setup
You have registered Androidv10 for the following feature:

)
Two-Factor Authentication

Phone number verification for account recovery

iv. In the Ahsay Mobile app, go to 2FA then enter the phone number for account
recovery. Tap Enter recovery phone number.

NOTE
Although push natification and TOTP will still work if the recovery phone number
registration is not completed, it is still strongly recommended to complete step iv as you
will not be able to access the AhsayOBM if you lose your mobile device which also
means loss of access to backup data.




Ahsay Mobile
::::iylzzh:er A
045 003 2

Enter recovery phone number

- — o,

&g
® o &%

Home Backup 2FA

dore

Select your country code and enter your phone number. Tap Send SMS
verification code.

Done
Paraguay (+595)
Peru (+51)
Philippines (+63)
Pitcairn Islands (+64)
Poland (+48)
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Enter the verification code sent to your mobile device.

MobileUser
Enter a valid phone number, you will need
this for account recovery,
+63  ~ [
Verification code
ASFA - 245748 (04:32)

Example of verification code:

Verification successful

Verification Code: ASFA-245748

Your phone number for account recovery is successfully verified.

AhsayOBM
MobileUser

o— (o'l

&

He Backup 2FA Vo

[olo)]

1o
]

AhsayOBM
MobileUser

746 980 2=

o, 5 (g}
6 e

folcy —
¢ & 8 =
ckup M

Home B 2FA
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TOTP only

To configure a TOTP only 2FA with Ahsay Mobile, click the “Not able to
scan QR code? Click here to pair with TOTP secret key” link.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and
scan the same QR code to complete the device registration.

@ Ahsay Mobile

# Download on the GETITON

& App Store § P Google Play

Prerequisites

- Please use the latest Mobile App version

Not able to scan QR code? Click here to pair with TOTP secret key

After clicking the “Not able to scan QR code? Click here to pair with TOTP
secret key” link, the QR code for the TOTP only authenticator will be displayed.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and
scan the same QR code to complete the device registration.

Ahsay Mobile

# Download on the GETITON

& App Store | P® Google Play

Show Secret Key

Enter one-time passcode generated from authenticator app

‘ (00:00:26)

Display name: | Ahsay Mobile
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To show the secret key, click the Show Secret Key link to display the 16-
character alphanumeric secret key. The display name will be “Ahsay Mobile” by
default.

|Secret Key: QIP2 6Y3P U6FS WZ7T

Enter one-time passcode generated from authenticator app

(00:00:24)

Display name: | Ahsay Mobile

ii. Inthe Ahsay Mobile app, go to 2FA. Tap the Not able to scan QR code? link.

Ahsay Mobile

Scan the QR code displayed in your application Key in the Secret Key provided by the app
(supports two-factor authentication, mobile
device backup etc.)

X Connect using Secret Key

Username

Cancel

Not able to scan QR code? oot
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iv. Enter the Username and Secret Key shown in the AhsayOBM then tap
Connect. Once the device is paired successfully, tap OK to continue.

X Connect using Secret Key

Key in the Secret Key provided by the app

Ahsay Mobile

Device paired successfully

Scan QR Code

v. Enter the one-time passcode from the Ahsay Mobile app.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App. launch it and
scan the same QR code to complete the device registration.

@Ahsay Mobile

Download on the GETITON
®& App Store ® Google Play

Secret Key: QIP2 6Y3P UGFS WZ7T

Enter one-time passcode generated from authenticator app

5 1 8 2 7 3 (00:00:15)

Display name: | Ahsay Mobile |
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Example of the one-time passcode generated by Ahsay Mobile:

Ahsay Mobile

a AhsayOBM .
MobileUser
Q TOTP (Manual input) N
Ahsay Mobile
518 273 s

- o,

felo]
& &

Home Backup 2FA

5
3

vi. Once the registration is successful, the following screen will be displayed.
You have now registered Ahsay Mobile for TOTP only 2FA.

Mobile Setup

You have registered Ahsay Mobile for the following feature:

Two-Factor Authentication
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NOTE
In case device pairing takes a while, session timeout message will be displayed. Just
click OK to resume with the device pairing.

Mobile Setup

Due to session timeout, Two-Factor Authentication feature failed to be configured.

Click [OK] to configure the feature again.

8. After successful pairing, the following screen will appear.

(® Ahsayosm MobileUser | engisn v 5 )

0

Rl

Backup Sets

(2

Restore Utilities
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7.1.2 With Mobile Add-on Module

To register a device for 2FA with Mobile Add-on Module enabled, please follow the
steps below:

1. A shortcut icon of AhsayOBM will be available on your desktop after installation.
Double-click the icon to launch the application.

2. The Free Trial Registration option may be displayed when you login for the first
time. If you want to create a free trial account please proceed to Appendix E.
Otherwise, click Login if you already have an AhsayOBM account.

English u

@ AhsayOBM

The Best On-Premises & Cloud

Backup Software

or Login

NOTE

The Free Trial Registration option may not be available. This depends on the settings of

your backup service provider. Please contact your backup service provider for more
information.




3. The Show advanced option may not be available if the backup server settings
are already setup by your backup service provider. Please contact your backup
service provider for more information.

@ AhsayOBM

Login name

MobileUser
P rd

W save password

If Show advanced option is clicke, this will be displayed

Backup Server

hitps W | |10.3.121.11 v

Proxy (HTTP)

Use proxy to access the Internet

off [ |




4. Enter the login name and password of your AhsayOBM account provided by your
backup service provider. Then, click OK to log in.

English V]

@ AhsayOBM

Login name

MobileUser
P rd

NOTE

The Save password option may not be available. This depends on the settings of your
backup service provider. Please contact your backup service provider for more
information.

5. You will have the option to set up your 2FA and mobile backup if the Mobile Add-
on Module is enabled in the backup account. Click Setup Now.

New Ahsay Mobile App, Free of
Charge!

Backup Your Mobile

Easily backup photos and videos to your
PC or Mac through Wi-Fi. Stop paying for
public cloud storage when local storage is
free and MORE secured.

Keep Hackers Off

All hackers delete backup data after
compromising a machine. Use Two-Factor
Authentication (2FA) to keep hackers off
your backup data and turn ransomware
harmless.

Setup Now




6. Download the Ahsay Mobile app from the App Store / Google Play Store. Ensure
that the displayed Prerequisites are met.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App. launch it and
scan the same QR code to complete the device registration.

@ Ahsay Mobile

£ Download on the GETITON
@& App Store * Google Play

Prerequisites

- Please use the latest Mobile App version

- Please make sure below 2 ports are not blocked by any Firewall settings
TCP Port: 54000
UDP Port: 54200

Not able to scan QR code? Click here to pair with TOTP secret key

7. By using the Ahsay Mobile app, tap Next and scan the QR code displayed in
AhsayOBM.

@ Ahsay Mobile

Scan the QR code displayed in your
application (supports two-factor
authentication, mobile device backup etc.)

Ahsay Mobile

@ English

Cancel

Tap OK to continue.

QR Code detected!

Register Androidv10 with MobileUser ?

CANCEL 0K
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Once the device is successfully paired, the following message will be displayed
in the Ahsay Mobile app. Click OK to continue.

Device paired successfully

You may now configure the device
content e.g Photos, Video, 2FA
Accounts(if registered) to be included
for backup

0K

Once the device is successfully paired, the following message will be displayed
in the Ahsay Mobile app. You can set up a recovery number here that will be
used in case of the “Authentication Recovery” procedure by tapping OK. You
may refer to Phone number verification for account recovery in Chapter 7.1.1 for
the following setup. Otherwise, tap LATER to set it up later on.

For first time activation of 2FA, device
needs to pair with a verified phone
number for account recovery. Click OK
to setup now.

LATER OK

8. After successful scan of the QR code, you have now registered Ahsay Mobile for
2FA (Push Notification and TOTP) and Mobile Backup. Click OK to continue.

Mobile Setup

You have registered Androidv10 for the following feature:

I:I Mobile Backup (Add new device for backup without migration)
Two-Factor Authentication

You can go to the backup page in Mobile App "Ahsay Mobile" to start Mobile Backup.
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9. After successful pairing, the following screen will appear.

(® Ansayosm MobileUser Y ensish v i)

& 3 l

Backup Sets Report

£ X />

Restore Utilities
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7.2 Using Microsoft Authenticator

To register a device for TOTP 2FA in AhsayOBM using Microsoft Authenticator, please follow
the steps below:

1. Download and install the Microsoft Authenticator from the Play Store for android
devices or the App Store for iOS devices.

¢ Q

~ Microsoft
v Authenticator

Microsoft Corporation

4.7% (23] 10M+
347K reviews 25 MB Rated for 3+ @ D

Install

Authenticator

3. Tap Add account.

Let's add your first account!

For further assistance, see the Help section
in the menu.

Already have a backup?
Sign in to your recovery account

Begin recovery

(] e

Authenticator Passwords
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4. Select Other account (Google, Facebook, etc.).

What kind of account are you adding?

= Personal account

= Work or school account

ﬂ Other account (Google, Facebook, etc.)

5. Allow permission to take pictures and record video.

O]

Allow Authenticator to take
pictures and record video?




6. Set up the account by selecting from the following methods: Scan the QR code or
Enter code manually.

Method 1: Scan the QR code

i. Scan the QR code on AhsayOBM.

< Add account

Your account pravider will display & QR code.

OR ENTER CODE MANUALLY

Example of the displayed QR code:

App Download and Device Pairing

Two-Factor Authentication is enabled for helping safeguard access to your account, please use the below authenticator
app to scan the QR code to complete the device registration.

~
Microsoft Authenticator

# Download on the GETITON
@& App Store * Google Play

Show Secret Key

Enter one-time passcode generated from authenticator app

‘ (00:00:14)

Display name: | Microsoft Authenticator
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i. The AhsayOBM account is successfully added to Microsoft Authenticator and the
mobile device is registered in AhsayOBM.

Authenticator

@ AhsayOBM 5
MohileUser

iii. Once the account is added to Microsoft Authenticator, enter the one-time
passcode generated from the authenticator app to AhsayOBM.

App Download and Device Pairin

o
o

Two-Factor Authentication is enabled for helping safeguard access to your account, please use the below authenticator
app to scan the QR code to complete the device registration.

B Microsoft Authenticator

’ ownload on the GETITON
@& App Store *® Google Play

Show Secret Key

Enter one-time passcode generated from authenticator app

8 3 6 3 9 | (oo:00:18)

Display name: | Microsoft Authenticator
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Example of the one-time passcode generated:

MobileUser
MobileUser

One-time passwords enabled

You can use the one-time password codes
generated by this app to verify your sign-ins

One-time password code

® 836 379

iv. The device is successfully registered for TOTP 2FA in AhsayOBM using
Microsoft Authenticator. Click OK to continue.

Mobile Setup

You have registered Microsoft Authenticator for the following feature:

Two-Factor Authentication
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Method 2: Enter Code Manually

i. Tap OR ENTER CODE MANUALLY.

< Add account

Your sccount provider will display 2 QR code.

OR ENTER CODE MANUALLY

ii. Click the Show Secret Key link in the AhsayOBM to display the Secret Key which

must be entered manually in the Microsoft Authenticator.

Show Secret Key

Enter one-time passcode generated from authenticator app

Display name: | Microsoft Authenticator

(00:00:17)

Cancel

| Secret Key: ZUGD UWSE UFAH FOI4

Enter one-time passcode generated from authenticator app

Display name: | Microsoft Authenticator
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(00:00:07)

Cancel
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iii. On the Microsoft Authenticator app, input an account name, then enter the

<  Add account

Account name

Secret key

=T
<& Add account

MobileUser

ZUGDUWSEUFAH FOI4|

FINISH

displayed Secret Key in the AhsayOBM. Tap FINISH to proceed.

iv. Once the account is added to Microsoft Authenticator, enter the one-time

passcode generated from the authenticator app to AhsayOBM.

App Download and Device Pairing

app to scan the QR code to complete the device registration.

a Microsoft Authenticator

# Download on the -« GETITON
& App Store Google Play

Secret Key: ZUGD UWSE UFAH FOI4

Enter one-time passcode generated from authenticator app

8 3 6 3

7

9

Display name: | Microsoft Authenticator

- 4
."/

Two-Factor Authentication is enabled for helping safeguard access to your account, please use the below authenticator

(00:00:18)

Cancel
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Example of the one-time passcode generated:

MobileUser
MobileUser

One-time passwords enabled

° You can use the one-time password codes
generated by this app to verify your sign-ins

One-time password code

® 836 379

v. The device is successfully registered for TOTP 2FA in AhsayOBM using
Microsoft Authenticator. Click OK to continue.

Mobile Setup

You have registered Microsoft Authenticator for the following feature:

Two-Factor Authentication

7. After successful pairing, the following screen will appear.

(@ Ahsayosm MobileUser P eneisn v i )

& [

Backup Sets Report

(2 1 /

Restore Settings Utilities
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7.3 Using Google Authenticator

To register a device for TOTP 2FA in AhsayOBM using Google Authenticator, please follow
the steps below:

1. Download and install the Google Authenticator from the Play Store for android
devices or the App Store for iOS devices.

¢ Q
- Google
G Authenticator
Google LLC
3.9% 50M+
330K reviews 6.8 MB Rated for 3+ ©® Downloads

2. Launch the Google Authenticator app.

Authenticator

3. Set up the account by selecting from the following methods: Scan the QR code or
Enter a setup key manually.

Method 1: Scan the QR code

i. Tap Scan a QR code.
é

&

Setup your first account

Use the QR code or setup key in your 2FA settings (by
Google or third-party service). If you're having trouble,
go to g.co/2sv

E] Scan a QR code

Enter a setup key

Import existing accounts?
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Allow permission to take pictures and record video.

©

Allow Authenticator to take
pictures and record video?

Scan the QR code on AhsayOBM.

Place QR code within red lines
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Example of the displayed QR code:

App Download and Device Pairing

Two-Factor Authentication is enabled for helping safeguard access to your account, please use the below authenticator
app to scan the QR code to complete the device registration.

# Google Authenticator

# Download on the GETITON
& App Store ® Google Play

Show Secret Key

Enter one-time passcode generated from authenticator app

(00:00:02)

Display name: | Google Authenticator |

Cancel

iv. The AhsayOBM account is successfully added to Google Authenticator and the
mobile device is registered in AhsayOBM.

Google Authenticator

AhsayOBM (MobileUser)

210 763 ¢




v. Once the account is added to Google Authenticator, enter the one-time passcode
generated from the authenticator app to AhsayOBM.

App Download and Device Pairing

Two-Factor Authentication is enabled for helping safeguard access to your account. please use the below authenticator
app to scan the QR code to complete the device registration.

‘ Google Authenticator

# Download on the GETITON
@& App Store * Google Play

Show Secret Key

Enter one-time passcode generated from authenticator app

2| ] e][7][s] [z

(00:00:15)

Display name: | Google Authenticator |

Cancel

Example of the one-time passcode generated:

Google Authenticator :

AhsayOBM (MobileUser)

210 763 ¢

vi. The device is successfully registered for TOTP 2FA in AhsayOBM using
Google Authenticator. Click OK to continue.

Mobile Setup
You have registered Google Authenticator for the following feature:

Two-Factor Authentication




Method 2: Enter a setup key manually

i. Tap Enter a setup key.
é

=

Setup your first account

Use the QR code or setup key in your 2FA settings (by
Google or third-party service). If you're having trouble,
go to g.co/2sv

E] Scan a QR code

Enter a setup key

Import existing accounts?

ii. Click the Show Secret Key link in the AhsayOBM to display the Secret Key
which must be entered manually on the Google Authenticator.

Show Secret Key

Enter one-time passcode generated from authenticator app

(00:00:02)
Display name: | Google Authenticator |
|Se(ret Key: ZUGJ KYFG CKI2 WG)Y
Enter one-time passcode generated from authenticator app
(00:00:07)
Display name: | Google Authenticator |

Cancel

www.ahsay.com 67




www.ahsay.com

iii. On the Google Authenticator app, input an account name, then enter the
displayed Secret Key in the AhsayOBM. Tap Add to proceed.

14 Enter account details

Account

Key

Time based = m

£ Enter account details
Account
MobileUser
Key
ZUGJKYFGCKIZWGJY]| (]
Time based ~ Add

iv. Once the account is added to Google Authenticator, enter the one-time

passcode generated from the authenticator app to AhsayOBM.

App Download and Device Pairing

app to scan the QR code to complete the device registration.

‘ Google Authenticator

# Download on the GETITON
@& App Store *® Google Play

Secret Key: ZUG) KYFG CKI2 WG)Y

Enter one-time passcode generated from authenticator app

2 6 3 2

5

1

Display name: | Google Authenticator

-’w‘

Two-Factor Authentication is enabled for helping safeguard access to your account, please use the below authenticator

(00:00:15)

Cancel
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Example of the one-time passcode generated:

Google Authenticator E

MobileUser

263 251 O

v. The device is successfully registered for TOTP 2FA in AhsayOBM using Google
Authenticator. Click OK to continue.

Mobile Setup

You have registered Google Authenticator for the following feature:

Two-Factor Authentication

4. After successful pairing, the following screen will appear.

(@ Ahsayosm MobileUser P eneisn v i )

0

[ B |

Backup Sets

12,

Restore Utilities
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8 Logging in to AhsayOBM

Login steps without 2FA and with 2FA using the different types of authenticator will be discussed in
this chapter.

° Login to AhsayOBM without 2FA

. Login to AhsayOBM with 2FA using Ahsay Mobile Authenticator
>  Push Notification and TOTP 2FA

» TOTP only 2FA

. Login to AhsayOBM with 2FA using Microsoft Authenticator

. Login to AhsayOBM with 2FA using Gooqgle Authenticator

. Login to AhsayOBM with 2FA using Twilio

8.1 Login to AhsayOBM without 2FA

When logging in to AhsayOBM without two-factor authentication, please follow the steps
below:

1. Double-click the icon to launch the application.

O

AhsayQEM

2. Enter the login name and password of your AhsayOBM account provided by your backup
service provider. Then, click OK to log in.

English (V]

@ AhsayOBM

Login name

user
a vorad

NOTE

The Save password option may not be available. This depends on the settings of
your backup service provider. Please contact your backup service provider for more
information.
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After successful login, the following screen will appear.

@nsayomm <o ] T ©

3.

Backup Sets Report

(2 o Ve

Utilities

Restore

8.2 Login to AhsayOBM with 2FA using Ahsay Mobile

Authenticator
When logging in to AhsayOBM with two-factor authentication using Ahsay Mobile
Authenticator, please follow the steps below:

1. Double-click the icon to launch the application.

o,

AhsayCEM

2. Enter the login name and password of your AhsayOBM account provided by your
backup service provider. Then, click OK to log in.

www.ahsay.com
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English V]

@ AhsayOBM

Login name

NOTE
The Save password option may not be available. This depends on the settings of your
backup service provider. Please contact your backup service provider for more
information.
Please refer to the Ahsay Mobile App User Guide for Android and iOS — Appendix
A: Troubleshooting Login if you are experiencing problems logging into AhsayOBM
with Two-Factor Authentication using Ahsay Mobile app.

3. Select the authentication method to continue with the login.
o Push Notification and TOTP (default mode)

Example of the 2FA alert screen on AhsayOBM after login with correct
username and password:

Two-Factor Authentication
Please approve notification request in one of registered Authenticator App.
#** Waiting for response (00:04:22)

Authenticate with one-time password

Push natification is the default 2FA mode. Accept the login request on the
Ahsay Mobile app to complete the login.


http://download.ahsay.com/support/document/v8/guide_ahsay_app_user_v8.pdf
http://download.ahsay.com/support/document/v8/guide_ahsay_app_user_v8.pdf

Example of the login request sent to the Ahsay Mobile:

Authorization Request

Proceed authorization request for
MobileUser

REJECT  ACCEPT

However, if push notification is not working or you prefer to use one-time
password instead, click the “Authenticate with one-time password” link,
then input the one-time password generated from Ahsay Mobile to complete
the login.

Two-Factor Authentication
Please approve notification request in one of registered Authenticator App.
s, Waiting for response (00:04:05)

Alternatively, input the one-time passcode generated in your Authenticator App.

IE |Z] |Z| (00:00:20)

Unable to login
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Example of the one-time password generated by Ahsay Mobile:

@ Ahsay Mobile

AhsayOBM
MobileUser

253 410 =

-— g,

olo) —
& & =

Home Backup 2FA More

. TOTP only

Example of the 2FA alert screen on AhsayOBM after login with correct
username and password.

Input the one-time password generated by Ahsay Mobile to complete the
login.

Two-Factor Authentication

Enter one-time passcode generated from authenticator app

] (5 (2] [ [2] [2] o

Unable to login
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Example of the one-time password generated by Ahsay Mobile:
Ahsay Mobile
g TOTP (Manual input) .
Ahsay Mobile

459 128 ==

>
lolo)
il
11|

NOTE

If you are unable to log in using any of the authentication method, please refer to
Chapter 9 Unable to log in to AhsayOBM with 2FA.

4. After successful login, the following screen will appear.

(® Ansayosm MobileUser [ engisn v i

0

[ B |

Backup Sets

(2

Restore Utilities
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8.3 Login to AhsayOBM with 2FA using Microsoft Authenticator

When logging in to AhsayOBM with two-factor authentication using Microsoft Authenticator,
please follow the steps below:

1. Double-click the icon to launch the application.

O

AhsayCOEM

2. Enter the login name and password of your AhsayOBM account provided by your backup
service provider. Then, click OK to log in.

@ AhsayOBM

Login name

Password

W save password

Show advanced option

NOTE
The Save password option may not be available. This depends on the settings of your
backup service provider. Please contact your backup service provider for more
information.
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3. Enter the one-time passcode generated from the Microsoft Authenticator app.

Two-Factor Authentication

Enter one-time passcode generated from authenticator app

(00:00:08)

Unable to login

Example of the one-time passcode generated:

One-time passwords enabled
You can use the one-time password codes
generated by this app to verify your sign-ins

One-time password code

® 594 621

Two-Factor Authentication

Enter one-time passcode generated from authenticator app

5 9 4 6 2 1 (00:00:21)

Unable to login
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4.

www.ahsay.com

After successful login, the following screen will appear.

t7 n English u o

@AhsayOBM

A E

Backup Sets

o [ &

Restore Utilities
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8.4 Login to AhsayOBM with 2FA using Google Authenticator

When logging in to AhsayOBM with two-factor authentication using Google Authenticator,
please follow the steps below:

1. Double-click the icon to launch the application.

O

AhsayCOEM

2. Enter the login name and password of your AhsayOBM account provided by your backup
service provider. Then, click OK to log in.

® AhsayOBM

Login name

MobileUser

NOTE

The Save password option may not be available. This depends on the settings of your
backup service provider. Please contact your backup service provider for more

information.




3.

www.ahsay.com

Enter the one-time passcode generated from the Google Authenticator app.

Two-Factor Authentication

Enter one-time passcode generated from authenticator app

(00:00:08)

Unable to login

Example of the one-time passcode generated:

Google Authenticator $

AhsayOBM (MobileUser)

210 763 ¢

Two-Factor Authentication

Enter one-time passcode generated from authenticator app

III 0 IZI EI (00:00:15)

Unable to login
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4.  After successful login, the following screen will appear.

(@ Ahsayosm MobileUser JPJ eneisn v i )

Backup Sets Report

(2 1 /

Restore Utilities

8.5 Login to AhsayOBM with 2FA using Twilio

When logging in to AhsayOBM for user accounts using Twilio, please follow the steps below:

1. Double-click the icon to launch the application.

o,

AhsayCEM

2. Enter the login name and password of your AhsayOBM account provided by your backup
service provider. Then, click OK to log in.

English w

@ AhsayOBM

Login name

WindowsTestAccount

Password

W save password

81
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NOTE

The Save password option may not be available. This depends on the settings of your
backup service provider. Please contact your backup service provider for more information.

3. Select your phone number to receive the passcode.

Two-Factor Authentication

Please select phone number to receive passcode via SMS message to continue login.

Philippines (+63) - ***#***g123

4. Enter the passcode and click Verify to log in.

Two-Factor Authentication

SMS message with a passcode was already sent to the phone number Philippines (+63) - ******5123
Please enter the passcode to continue login.

XIUA - | 158074 (00:04:30)

Resend passcode

www.ahsay.com
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5. After successful login, the following screen will appear.

(® Ahsayorm windowsTestAccount |} ()

& o h

Backup Sets Report

£ 1 />

Restore Settings Utilities

All instructions are there
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9 Unable to log in to AhsayOBM with 2FA

AhsayOBM supports Unable to login feature for users who were not able to accept the notification
request from the Ahsay Mobile app and/or cannot obtain the TOTP code from Ahsay Mobile on the
subsequent login to AhsayOBM.

Here are the three scenarios after clicking the Unable to login link:

e No recovery number was registered on Ahsay Mobile for the 2FA account

e "Authentication Recovery" procedure

e Unable to perform the "Authentication Recovery" procedure

Two-Factor Authentication
Please approve notification request in one of registered Authenticator App.
*** Waiting for response (00:04:50)

Authenticate with one-time password

Unable to login

1. Norecovery number was registered on Ahsay Mobile for the 2FA account

If no recovery number was registered on Ahsay Mobile for the 2FA account, then
the following message will be displayed "Please contact your backup server
administrator for assistance" in gaining access to your AhsayOBM account.

i Please contact your backup server administrator for assistance.
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3.

"Authentication Recovery" procedure

If a recovery number was registered on Ahsay Mobile for the 2FA account, then
select the registered mobile device to perform the following "Authentication
Recovery" procedure.

Authentication Recovery

Please select one authenticator to perform recovery.

Androidv10

Unable to login/Do not have any Authenticator App(s)

NOTE

For the detailed steps in performing Authentication Recovery, please refer to the Ahsay
Mobile User Guide for Android and iOS — Appendix A: Troubleshooting Login.

Unable to perform the "Authentication Recovery" procedure

If you are not able to perform the "Authentication Recovery" procedure, click the
Unable to login/Do not have any Authenticator App(s) link, then the following
message will be displayed "Please contact your backup server administrator for
assistance" in gaining access to your AhsayOBM account.

i Please contact your backup server administrator for assistance.
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10 AhsayOBM Overview

(®) Ahsayosm

0

fnd

Backup Sets

£ 1

Restore Settings Utilities

AhsayOBM main interface has nine (9) icons that can be accessed by the user, namely:

Profile

Lanquage
Information
Backup
Backup Sets
Report

Restore

Settings

Utilities
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10.1 Profile

The Profile icon shows the settings that can be modified by the user. The features that will be
shown will depend on if the user accounts was using Twilio Two-Factor Authentication in prior
to upgrading to v8.5.0.0 or above and continues to use Twilio.

WindowsTestAccount H

There are seven (7) available features:

> General
Contacts
Time Zone

Encryption Recovery

vV VYV V V

Password (Only shown for backup accounts created prior to AhsayOBM v8.5.0.0 and
using Twilio for two-factor authentication.)

Authentication

Security Settings (Only shown for backup accounts created prior to AhsayOBM
v8.5.0.0 and using Twilio for two-factor authentication.)

10.1.1 General

The General tab displays the user’s information.

P rOﬂ | e User Information
Login name WindowsTestAccount
General Display name
Contacts
Time Zone

Encryption Recovery

Authentication

Control Description

Login name Name of the backup account.

Display name Display name of the backup account upon logging in to the
AhsayCBS User Web Console.
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This will be the General tab for old backup account using Twilio for two-factor
authentication.

PI’OfI|e User Information
Login name WindowsTestAccount
Contacts

Last Successful Login

Time Zone
Time: 10/09/2020 17:53 (CST)

Encryption Recovery IP address: 180 NI 31
Phone number (MFA): 63- I

Browser / App: Windows / Chrome

Password
Security Settings

Control ‘ Description
Login name Name of the backup account.
Display name Display name of the backup account upon logging in to the
AhsayCBS User Web Console.
Time The date and time the user last logged in.
IP address The IP address used to log in.

Phone number (MFA) | The phone number where sms authentication will be sent
when 2FA is enabled.

Browser / App The browser or app used to log in in to AhsayCBS User Web
Console or AhsayOBM.
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10.1.2 Contacts

This refers to the contact information of the user. You can also add multiple contacts or
modify existing contact information. Having this filled in will help in sending backup and
daily reports and even recovered backup set encryption key in case it was forgotten or

lost.
P I’Ofl | e Contacts
Existing contacts
General 45 Add new contact
Contacts
Time Zone

Encryption Recovery

Authentication

Save Cancel

To add a new contact, follow the instructions below:

1. Click the [+] plus sign to add a new contact.

+ Add new contact

2. Complete the following fields then click the [OK] button to return to the main screen.

¢ Name
e Email
e Address

e Company

e Website
e Phonel
e Phone 2

:
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New Contact

MName

Email

D Send me encrypted email (S/MIME)

Address
Company

Website

3. Click the [Save] button to store the contact information.

www.ahsay.com

Profile

Contacts

Existing contacts

General n samplename

sample_email@mail.com

Contacts Add

Time Zone

Encryption Recovery

Authentication

Save Cancel
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10.1.3 Time Zone

The time zone indicated.

PI’OfI |e Time Zone
GMT+08:00 (CST) W

General

Contacts

Time Zone

Encryption Recovery

Authentication

Save Cancel

To modify the time zone, follow the instructions below:
1. Select from the dropdown list.

GMT=+05:00 (C5T) W

GMT+08:00 (HKT)
GMT+08:00 (KRAT)
GMT=08:00 (MYT)
GMT+08:00 (PHT)
GMT=08:00 (5GT)

GMT+08:00 (ULAT) |
GMT=08:00 (W5T)
GMT+09:00 (IRKST) -

2. Click the [Save] button to save the updated time zone.

\
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10.1.4 Encryption Recovery
Backup set encryption key can be recovered by turning this feature on.

NOTE: This option may not be available. Please contact your backup service provider for
more details.

P I’Oﬂ | e Encryption Recovery

Wwith this option enabled, you can recover your backup set encryption keys by
sending a request to us.

on |

General
Contacts
Time Zone

Encryption Recovery

Authentication

Save Cancel

10.1.5 Password

Login password can be modified anytime. Tick the [Save Password] box to bypass the
password entry upon opening the AhsayOBM.

PrOf”e Password
. Change Password .
General - :
|| save password
Contacts
Time Zone

Encryption Recovery

Password

Security Settings
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NOTE

The Save password option may not be available. This depends on the settings of your backup
service provider. Please contact your backup service provider for more information.

To modify the password, follow the instructions below:

1. Click [Change Password].

Change Password

2. Enter the current password, then click [Next].

Change Password

Please confirm current password

3. Enter the New Password and re-enter, then click the [OK] button to return to the main
screen.

Change Password

New Password

Re-enter password

4. Click the [Save] button to store the updated password.

www.ahsay.com
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10.1.6 Authentication

You can use the Authentication function to:

» Change the “Password”.

> Enable or disable the “Two-Factor Authentication”.

» Add one or more device(s) registered for Two-Factor Authentication (2FA).

NOTE

Please refer to the Ahsay Mobile App User Guide for Android and iOS — Chapter
6.3.1 for the detailed step-by-step procedure.

» Remove one or more device(s) registered for Two-Factor Authentication (2FA).

» Re-pair mobile device with AhsayOBM account.

> View details of the “Last Successful Login”.

NOTE
For Two-Factor Authentication (2FA), you can register your mobile device on both Ahsay Mobile
app and a third-party authenticator apps (e.g., Authy, Duo, Google Authenticator, Microsoft
Authenticator, and LastPass Authenticator).

P rOﬂ |e Password
Change Password
General
Save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery
off | |

Authentication

Last Successful Login

No login record
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Password

Login password can be modified anytime. Tick the Save Password box to bypass the
password entry upon opening the AhsayOBM.

Profile Password
" Change Password
General ! |
| Save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery -
off ]

Authenticatio

Last Successful Login

No login record

NOTE

The Save password option may not be available. This depends on the settings of your
backup service provider. Please contact your backup service provider for more information.

www.ahsay.com
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To change the password, follow the instructions below:

1. Click the Change Password.

Profile Password
Cha Password
General = |
[ ] save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery
off |

Authentication

Last Successful Login

Mo login record

2. Enter the current password.

Change Password

Please confirm current password
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3. Enter the new password and re-enter it for authentication purposes. Click OK to return
to main screen.

Change Password

New Password

Re-enter password

4. Click Save to store the settings.

Profile password
Change Password
General : :
| Save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery
off | |

Authentication

Last Successful Login

Mo login record

Save Cancel
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Two-Factor Authentication
To enable the two-factor authentication feature, follow the instructions below:

NOTE
The Ahsay Mobile app or a third-party authenticator app is needed for 2FA.

1. Goto Profile > Authentication > Two-Factor Authentication.

Profile Password
Change Password
General ' '
Save password
Contacts

Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

off [ |

Encryption Recovery

Authentication

Last Successful Login

Mo login record

Cance

2. Swipe lever to the right to turn it on.

For the detailed step-by-step procedure on how to add a mobile device, please refer to
Ahsay Mobile App User Guide for Android and iOS — Chapter 6.3.1

P rOﬂ | e Password
Change Password |
General I
| Save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery

on q
Authentication Registered Mobile Device(s)

Add

Last Successful Login

No login record

Save Cancel
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To remove a mobile device, follow the instructions below:

1. Click the M putton on the right side of the registered mobile device. In this example, we
are going to delete the mobile device named “Androidv10”.

PI’OfI |e Password
Change Password
General
Save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery

on T |
Authentlcatlon Registered Mobile Device(s)

Androidv10
E Ahsay Mobile

Add

et Sriccec<fil | o
asSt SUCCessSiul LOg

No login record

Cancel

2. A confirmation message will appear, click Yes to proceed. Otherwise, click No.

Are you sure you want to delete the registered Mobile Device for Two-Factor
Authentication feature?

=




3. Mobile device is successfully removed.

Profile Password
Change Password
General
Save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery

Oon q
Authentication Registered Mobile Device(s)
E Ahsay Mobile T

Add

Last Successful Login

No login record

Save

To disable the two-factor authentication feature, follow the instructions below:

NOTE
Sliding the switch to right hand side will only turn off the two-factor authentication but it will
not automatically delete the registered mobile device(s) for Two-Factor Authentication. If you
need to delete the registered mobile device(s), this must be done manually first before
disabling Two-Factor Authentication.

1. Swipe the lever to the left to turn it off.

PI’OfI|e Password
Change Password
General
Save password
Contacts

Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery

Oon q
Authentication Registered Mobile Device(s)
E Ahsay Mobile i

Add

Last Successful Login

No login record

2. Click Save to save the settings.

\
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P I’Oﬂ | e Password

Change Password
General | I
[ ] save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery
off [ |

Authentication

Last Successful Login

Mo login record

Re-pair with authenticator

AhsayOBM supports “Re-pair with authenticator” feature that enables user to re-pair their
AhsayOBM account with Ahsay Mobile Authenticator as long as the mobile device used for
the 2FA is still registered in AhsayOBM. This feature is used when:

1. The registered profile for the 2FA is removed from the Ahsay Mobile app

2. The Ahsay Mobile app is accidentally uninstalled from the mobile device

Profile password
Change Password
General
Save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery

on q
Authentication Registered Mobile Device(s)

D Androidv10

Add

Re
Ahsay Mobi

Last Successful Login

No login record
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Last Successful Login

Displays the Date, Time, IP address, and Browser / App the user last logged in and the
registered Mobile Device.

© Time — the date and time the user last logged in.
© |IP address — the IP address used to log in.

© Browser / App — the browser or app used to log in to AhsayCBS User Web Console or
AhsayOBM.

O Mobile Device — the name of the device used for authentication when 2FA is enabled.

P I’Oﬂ | e Password
General == .

Save password
Contacts

Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery

on C_ |

A 11 1y

Authentication Registered Mobile Device(s)
0 L x
 add

Last Successful Login

Time: 07/12/2020 17:23 (SGT)
IP address: 175.176.33.236
Browser / App: OBM

Mobile Device: Redmi

Save Cancel

Below is the screenshot if there is no login record yet.

P I’Ofl I e Password
Change Password
General :
v Save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery

on —1

Registered Mobile Device(s)

E Ahsay Mobile User X

Iﬂ Redmi B
Add

Last Successful Login

No login record
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10.1.7 Security Settings

The Security Settings option is for backward compatibility with Twilio Two-Factor
Authentication. It will only be visible if Twilio Two-Factor Authentication was
enabled on the user account on pre-v8.5.0.0 AhsayOBM versions.

Phone numbers that will be used for sending sms authentication will be listed here and
will show the status if it is verified or not. You can also add phone numbers here that can
be used for sending the sms authentication.

Pl’Ofl|e Security Settings

Phone numbers for SMS authentication
General Philippines (+63) - NN Verified [
Contacts Add
Time Zone

Encryption Recovery

Password

Security Settings

1. Click [Add].

Add

2. Select the country and enter the phone number, click [Add].

Security Settings

Please enter a new phone number for SMS authentication

Andorra (+376) w | 1234567890 |

3. Click the [Save] button to save the phone number.

:
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P I’Oﬁ | = Security Settings

Phone numbers for SMS authentication

General phitippines (+63) - [ verite [ X
Contacts Philippines (+63) -_ Mot verified |3
Time Zone | CiC] |

Encryption Recovery

Password

Security Settings

T

10.2 Language

The list of available languages depends on the backup service provider.

English W

2l

Euskara

Catala
Cesky
Dansk
Nederlands

Suomi -

10.3 Information

The Information icon displays the product version and system information of the machine
where the AhsayOBM is installed.

[

:
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Version

Virtual Machine
Vendor

Live Threads
Daemon Threads
Total Threads Started

Heap Size

Operating System
Architecture

Number of Processors
Committed Virtual Memory
Physical Memory

Swap Space

VM Arguments

Class Path
Library Path

BAnt Clace Dath

10.4 Backup

© 2020 Ahsay Systems Corporation. All Rights Reserved.

(® Ansayosm

8.5.2.18

Open)DK 64-Bit Server VM Version 25.181-b13
Oracle Corporation

14 (Current) / 20 (Peak)
10
45

51.882 kbytes (Current) / 1,864,192 kbytes (Maximum)

Windows 10 Version 10.0

amd64

8

428,808 kbytes

13,201,472 kbytes (Free) / 20,776,988 kbytes (Total)
21,282,140 kbytes (Free) / 31,493,148 kbytes (Total)

-Djava.library.path=..\X64 -Dsun.java2d.noddraw

-Dsun.nio.PageAlignDirectMemory=true -Xrs -Xms128m -Xmx2048m
-XX:MaxDirectMemorySize=1024m

.cb.jar

. \X64 v

FADranram Cilac\AhesunRAMiumiliklracaiirrac isrC\Draaram

Close

This feature is used to run the backup set/s.

el

Backup

To start backing up, follow the instructions on Chapter 13 Run Backup Jobs

10.5 Backup Sets

A backup set is a place for files and/or folders of your backed up data. This feature allows the
user to select files individually or an entire folder to backup. It is also used to delete backup

set/s.

Backup Sets

To create or modify a backup set, follow the instructions on Chapter 11 Create a Backup Set

www.ahsay.com
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Backup Set Settings

Below is the list of configurable settings under a Backup Set:
e General
e Source

e Backup Schedule

e Continuous Backup

e Destination
(Advanced settings)
e In-File Delta

e Retention Policy

e Command Line Tool

e Reminder

e Bandwidth Control

e Others

General

This feature allows the user to modify the backup set name and manage the Windows User
Authentication login credentials in the backup set.

E Backup Set Sample General
MName
General | Backup Set Sample
Owner
Source
w2k16R2-std
Backup Schedule

. Windows User Authentication
Continuous Backup

Domain Name (e.g Ahsay.com) / Host Name

Destination | w2k16R2-std |

Show advanced settings User name

| Administrator |

Password

Delete this backup set
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Backup Set Name
To modify the name of a backup set, follow the steps below:

1. Inthe Name field, enter a new backup set name.

General

Name

Oowner
w2k16R2-std

2. Click the [Save] button to save the updated backup set name.

® AhsayOBM - O X
m Sample Backup Set 01 General
Name
General I Sample Backup Set 01
Source owner
w10-pro
Backup Schedule

) Windows User Authentication
Continuous Backup

Domain Name (e.g Ahsay.com) / Host Name

Destination [wio-pro |
Show advanced settings User name
I Administrator I
Password
— |

NOTE
In assigning a backup set name, make sure that it does not have an identical name.
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Windows User Authentication

To successfully perform backup and restore operations, AhsayOBM requires both read and
write permission to all the files/folders selected in the backup source.

The Windows User Authentication login credentials are used by the AhsayOBM to ensure it
has sufficient permission to access files and/or folders selected in the Backup Source, the
temporary folder location, and the backup destination if it is a network drive accessible from
backup machine via LAN, especially when running scheduled backup jobs, as the default
Windows account used by the AhsayOBM scheduler service is a local system account which
does not have access to network resources.

Windows User Authentication Windows User Authentication
Domain Name (e.g Ahsay.com) / Host Name Domain Name (e.g Ahsay.com) / Host Name
w2k16R2-std w2k16R2-std
User name User name

Administrator username@outlook.com
Password Password

a0 aseeee

or

If files and/or folders selected are located on network drive(s), the login credentials for the
Windows User Authentication must have permission to access network resources, (e.g.,
an administrator account).

If the machine is a file server shared by multiple users, then the AhsayOBM will require
login credentials with read/write permissions to access all the selected files and/or folders
in the backup source (e.g., an administrator account).

For AhsayOBM installed on Microsoft Windows version 8, 8.1 and 10, using the Microsoft
account for Windows User Authentication is supported, e.g., username@outlook.com.

Some users prefer to use a pin to log in to Windows, this cannot be used for the Windows
User Authentication. The pin can only be used for logging in to Windows and is not
applicable for the Windows User Authentication. The password of the account must be
provided instead of the pin to access files and/or folders in the backup source.

Field ‘ Description

Domain Name The domain or host name of the machine.

Username

Login username used by the AhsayOBM to access files and/or
folders selected in the backup source.

Password

Login password used by the AhsayOBM to access files and/or
folders selected in the backup source.
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Source

This feature allows the user to select files and/or folders in the backup source to back up.

m Sample Backup Set

General
Backup Schedule
Continuous Backup

Destination

Show advanced settings

Delete this

Backup Source

Select the files and folders that you want to backup

[ 1==) Desktop
| m My Documents

["1 R4 Favorites
. Outlook

. Windows Live Mail

Filter

v

Apply filters to the backup source

ot ‘.

v

I I would like to choose the files to backup

There are three (3) different ways to select files and/or folders to back up:

A 4

Option Description

This allows the user to back up files and/or folders in the
selected backup source entirely.

Quick or Shortcut

Filter

This allows the user to select or exclude files and/or folders
from the backup job.

Advanced Backup Source

This allows the user to select files and/or folders individually
to back up.
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Quick or
Shortcut

Filter

Advanced
Backup
Source



Option 1: Quick or Shortcut

This option allows the user to quickly select a backup source to be backed up.

Backup Source
Select the files and folders that you want to backup

Desktop
m My Documents

B3 Favorites
. Outlook

. Windows Live Mail

If any of the following backup source is selected and the Backup Schedule is enabled, the
Windows User Authentication will prompt the user to enter the login password. To select a
backup source without entering the login password, the backup schedule must be disabled.

Desktop Va
My Documents F
Favorites ’\(
Outlook ﬂfl
Windows Live Mail - |

Windows User Authentication

Domain Name (e.g Ahsay.com) / Host Name

| w7-pro [

User name

| Administrator ’

Password

NOTE
During the creation of backup set, if this type of backup source (Quick or Shortcut) is selected and
the Schedule is set to “on”, the Windows User Authentication screen will be displayed. You will
need to enter the login password, otherwise, the creation of backup set will not continue.




To know the locations of the folder(s) that will be backed up for each selected backup source,
refer to the following table:

Backup Source Description

If Desktop is selected, all files and/or folders in the following

Desktop s location will be backed up:

%UserProfile%\Desktop

If Documents is selected, all files and/or folders located in
the following location will be backed up:

%UserProfile%\Documents

If the Follow Link is enabled, all files and/or folders located

in the following locations will also be backed up:
My Documents

%UserProfile%\Music
%UserProfile%\Pictures

%UserProfile%\Videos

NOTE: The Follow link is enabled by default.

If Favorites is selected, all files and/or folders located in the

Favorites \ following location will be backed up:

%UserProfile%o\Favorites

If Outlook is selected, all files and/or folders located in the
Outlook ﬂZI following location will be backed up:

%UserProfile%\AppData\Local\Microsoft\Outlook

If Windows Live Mail is selected, all files and/or folders

: located in the following location will be backed up:
Windows Live Mail = _ _ _ _
— %UserProfile%\AppData\Local\Microsoft\Windows Live

Mail

To select files and/or folder to back up using the Quick or Shortcut option, follow the steps
below:

1. Select a backup source.

Backup Source
Select the files and folders that you want to backup

Desktop
v [&] My Documents

B3 Favorites
. Outlook

. Windows Live Mail




2. The Outlook and Windows Live Mail will be disabled if they were not installed on the
machine.
Backup Source

Select the files and folders that you want to backup
[]}=] Desktop
| m My Documents

O II Favorites
. Outlook

. Windows Live Mail

3. Click the Save button to store the selected backup source.
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Option 2: Filter

The Filter Backup Source is an alternative way to select a backup source which does not
require Windows User Authentication login password even if the backup schedule is enabled
unless the filter backup source is located on a network drive.

Filter
Apply filters to the backup source

Off |

The following options in the filter backup source does not require Windows User
Authentication login password:

Apply this filter to all files/folders in

All hard disk driv
ard disk drives All hard disk drives

#) This folder only (Input local / network address or click [Change])

SpeCiﬁC folder Change

To select files and/or folders to back up using the Filter Backup Source, follow the steps
below:

1. Swipe the lever to the right to turn on the filter setting.
Ler

Apply filters to the backup source
on e |

2. Click the [+] button to create filter.

Existing filters

+ Add new filter

3. Assign a desired name to the backup filter.

New Backup Filter

Name

Filter-1

4. Select from the options below.
For each of the matched files/folders under top directory
®) Include them

Exclude them
Exclude all unmatched files/folders

Match file/folder names by

#) Simple comparison | ends with  w

Regular expression (UNIX-style)
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5. Inthis example, all files and/or folders that end with the letter X’ will be included to the
backup job. You can add multiple patterns here.

Existing patterns to match

N

6. Select whether you would like to apply the filter to all files and/or folders in all hard disk
drives or to a specific folder only. If “This folder only’ is selected, click the [Change] button
to select the specific folder or input the local / network address that you would like to
apply the filter to.

Apply this filter to all files/folders in
All hard disk drives
®) This folder only (Input local / network address or click [Change])

W10.3.0.124\est Change

This share requires access credentials

Apply to
| File Folder

7. If “This share requires access credentials’ is checked, enter the User name and Password
of the local or network drive. This checkbox will only be enabled if a local or network
address is detected.

~f| This share requires access credentials

User name (e.g. domain\username)
username
Password

8. Click the [OK] button to save the created filter, then click the [Save] button to save the
settings. Once you run a backup, all files and/or folders that match the applied filter will be
backed up.

Multiple backup filters can be created by clicking the [Add] button.

Existing filters

Filter-1
T fUsers/admin/Desktop

Filter-2
T fUsers/admin/Documents

Add

NOTE
For more details about backup source file filtering, please refer to Chapter 4.1 Create a backup
set with filter in the Ahsay Online Backup Manager v8 Backup Source File Filter Guide.



http://download.ahsay.com/support/document/v8/guide_obm_filters_v8.pdf

Option 3: Advanced Backup Source

The Advanced Backup Source is another way to select a backup source which does not
require Windows User Authentication login password even if the backup schedule is enabled
unless the advanced backup source is located on a network drive.

Advanced Backup Source

Folders

=118 This PC

‘0 &, Local Disk {C:)
[ &3 CD Drive (D)
‘M Network

-/ Libraries

Show files

Add network address

The following table shows the list of options in the Advanced Backup Source which require
and does not require Windows User Authentication login password:

Advanced Backup
Source

Description

Local Disk =~ | Does not require Windows User Authentication login password.

Requires Windows User Authentication login password. For
. B network drive/s, you will need to enter the login credentials
Network drive / . e .
which has permission to access network resources in order to
back up selected files and/or folders.

Does not require Windows User Authentication login password.

NOTE: This type of backup source may not be supported on
other versions of Windows.

Libraries
This feature is not supported on:
Windows 10
Windows 8.1
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Windows 8 and
Windows Server 2012 R2
Supported on:
Windows 7

Windows Server 2016 and
Windows Server 2008 R2

Add
network
address

@

Requires Windows User Authentication login password. For
network drive/s, you will need to enter the login credentials
which has permission to access network resources in order to
back up selected files and/or folders.

To select files and/or folders using the Advanced Backup Source, follow the steps below:

1. Inthe Source window, select ‘I would like to choose the files to backup’.

Ywould

ke to choose the files to backup

There are two (2) ways to select files and/or folders, one is when the files and/or folders
are located in the local machine and another way is when the files and/or folders are
located in the network.

© Inthe Advanced Backup Source window, select ‘Show files’ to display the files inside

each folder, then select the files and/or folders that you would like to back up.

A

[

E
B
E

Folders
[y

[ el Ly e
#-[] |. Perflogs

i-0 Program Files
i- Program Files (;
i-0 ProgramData

=0 L restored

20 1030124
PO rest
[ )i 125.5.184.7¢

=+ L Users

[ 1) Administrate
& | Defaul
[ 1 Public

[+

-6

<

Add network address

i-] )L Windows

&[] & CD Drive (D)
Network

18 CLOUD-BACKUPSRY
1% tselient

[#- = Libraries

| Show files

-~

<

Advanced Backup Source

Name
€ Copy of obs-user-guide-oem

| Copy of ODBC
= | Copy of ODBCINST
|| Copy of OEWABLog

|_| Copy of rps-admin-guide-50.doc

(O 24 firefox

55 Google Chrome
|| imsins.BAK

O ﬁ IsUninst

O || jautoexp.dat

[ (£ MozillaUninstall
|| mozver.dat

B NOTEPAD

| nsregdat

O abm_help

O € obs-admin-guide-old
11 obs-user-guide-50
G‘ obs-user-guide-oem

€ obs-user-guide
S Y S P

Size
2,521 ..
1KB
5KB
2KB
189 KB
39,477..
43,827..
SKB
300KE
7KB
97 KB
12 KB
65 KB
1KB
1,976 ...
1,075 ..
2,540 ...
2,521 ..
2,481 ...

ERTT

Items per page | 50

Date modified
0B/15/2005 11:42
12/14/2005 13:35
09/02/2004 16:37
07/04/2005 18:46
06/07/2006 18:51
11/06/2017 11:16
12/01/2017 13:57
06/28/2005 20:39
10/29/1998 16:45
02/18/2002 07:35
07/05/2005 19:29
02/14/2006 17:28
08/12/2004 12:00
07/05/2005 19:29
08/11/2005 17:53
06/17/2005 12:06
03/10/2006 11:35
0B/15/2005 11:42
11/01/2005 17:49

4R EAANE AN E

L

W | Page|1/1 w
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If the files and/or folders are located in a network drive, click the ‘Add network
address’ link. Enter the network address.

Network Address

Network address (e.g. \\servername.domain\path)

Input the details of network address, and click [OK] to proceed.

If access credentials are required to access the network, then check the “This share
requires access credentials’ checkbox. The checkbox will only be enabled once the
network address is entered. Enter the User name and Password of the network drive

and click the [OK] button.

username

Password

«f| This share requires access credentials

User name (e.g. domain\username)

By default all the files inside the folder in the network drive is selected for backup.
But there is still an option to deselect files that you do not want to be included in the

backup.

Folders

(=18 This PC
- () iy Local Disk (C:)
&-[J & CD Drive (D:)

€ Network

-4 Libraries

#-[2 B2 \125.5.184.23\Share
T \125.5.184.23\testfiles

V| Show files

Add network address

Advanced Backup Source

Name

[5] AhsayACB_UserGuideforWindows_versi...

[5] AhsayCBS_version7_UserGuide

|| AhsayCloudFileBackupSolution_v10.pptx
__| AhsayCloudFileBackupSolution_v7.pptx
|| AhsayCloudFileBackupSolution_v8.pptx
|_| AhsayCloudFileBackupSolution_v9.pptx
AhsayOBM_version7_QuickStartGuide
M| AlertMessageFive

M| AlertMessageFour

M AlertMessageOne

M| AlertMessageThree

[V [Ra] AlertMessageTwo

@ [5] BackupSet_2015

[5) BackupSet 2016

[ BackupSet_ 2017

[ BackupSet 2018

@ [5] BackupSet_2019

|_| BackupSolution

|| File snapshot testing

File snapshot testing1

. File snapshot testing2
|| File snapshot testing3

Size
15KB
15KB
39KB
39KB
39KB
39KB
15KB
3kB
3kB
3KB
3KB
3KB
15KB
15KB
15KB
15KB
15KB
8kB
8KB
8KB
8KB
8KB

Items per page | 50

Date modified
07/10/2018 17:24
07/10/2018 17:24 A
03/18/2019 15:06
03/18/2019 15:06
03/18/2019 15:06
03/18/2019 15:06
07/10/2018 17:24
02/28/201912:10
02/28/201912:10
02/28/201912:10
02/28/201912:10
02/28/201912:10
07/10/2018 17:24
07/10/2018 17:24
07/10/2018 17:24
07/10/2018 17:24
07/10/2018 17:24
12/17/2018 14:27
12/17/2018 14:27
01/15/201910:12
01/15/2019 10:12
01/15/2019 10:12

v

V| Page | 1/1 w
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NOTE
» There must be a specific folder that is shared in the network drive that will be
entered in the network address e.g. \\125.5.184.23\Share

» Temporary folders location are not supported for individual login credentials but
can still be setup separately using existing Windows User Authentication login.

Click the [OK] button to save the selection, then click the [Save] button to store settings.

In selecting files and/or folders to back up, the three (3) options can be used simultaneously.
For more details, please refer to the example scenarios below:

Scenario 1 (Quick or Shortcut + Filter)

You can use the quick or shortcut option and apply filter to the selected backup source at the
same time. To use this type of combination, follow the steps below:

1. Choose a backup source.

Backup Source
Select the files and folders that you want to backup

Desktop
! [&] my Documents

B3 Favorites
Outlook

Windows Live Mail




2. Create a filter which will be applied to the backup source.

Existing filters

_|_ Add new filter

Name

Filter-1

For each of the matched files/folders under top directory
®) Include them
_) Exclude them

[ ] Exclude all unmatched files/folders

Match file/folder names by
(@) Simple comparison | ends with W

_) Regular expression (UNIX-style)

Existing patterns to match

j

Apply this filter to all files/folders in
(@) All hard disk drives
_) This folder only (Input local / network address or click [Change]) v

3. Click the [OK] button to save the created filter, then click the [Save] button to store
settings.
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Scenario 2 (Quick or Shortcut + Advanced Backup Source)

You can use the quick or shortcut option and select files and/or folders in the advanced
backup source at the same time. To use this type of combination, follow the steps below:

1. Choose a backup source.

Backup Source

Select the files and folders that you want to backup

Desktop
4 m My Documents

B3 Favorites
H Outlook

H windows Live Mail

2. In the source window, click ‘I would like to choose the files to backup’ and select the files
and/or folders that you would like to back up. Or click ‘Add network address’ to backup
files and/or folders located in a network drive.

would like to choose the files to backup

Folders Name Size Date modified

T 20 ] perlogs € Copy of obs-user-guide-oem 2521..  08/15/2005 11:42
a0 ngragm fiee T Copy of ODBC 1KB 1211420051335 ™

%01 L Program Files Copy of DDBCINST SKE  09/02/2004 16:37

401 L ProgramDate || Copy of DEWABLog 2KB  07/04/2005 18:46

B0 ) restored Ll Copy of rps-admin-guide-50.doc 189 KB 06/07/2006 18:51

S0 L 1030124 || D B firefox 39477 11/06/2017 11:16

L ID test gl_,j Google Chrome 43,.827.. 12/01/2017 1357

: . ) || imsins.BAK SKE  06/28/2005 20:39

g D l_',‘s;f‘s'md'?‘ ¥ IsUninst 300KE  10/29/1998 16:45

20) | Administray | | autoexp.dat 7KE  02/18/200207:35

O B Defautt O &5 MozilaUninstall 97KE  07/05/200519:20

&0 . Public [ |_] mozver.dat 12KB  02/14/2006 17:28

01 1} Windows B NOTEPAD 65KB  08/12/200412:00

%0 €D Orive (D) || nsreg.dat 1KB  07/05/2005 19:29

e BT o mm

e obs-admin-guide-of K |

‘:; itﬁ:i’BACKUPSRV v 141 obs-user-guide-50 2,540 .. 03/10/2006 11:35

-2 Librarles € obs-user-guide-cem 2,521..  08/15/2005 11:42
€ obs-user-guids 2481 . 11/01/2005 17:49 v

< > = o tnen £ imne an.sc
| Show files Items per page |50 W™ | Page 1/1 w

Add network address

3. Click the [OK] button to save the selection, then click the [Save] button to save settings.



Scenario 3 (Filter + Advanced Backup Source)

You can use the filter backup source and select files and/or folders in the advanced backup
source at the same time. To use this type of combination, follow the steps below:

1. Create afilter.

Filter

Apply filters to the backup source

on C |

Existing filters

Filter-1
Ch\UsersiAdministrator\Desktop

Add

2. Inthe source window, click ‘I would like to choose the files to backup’ and select the files
and/or folders that you would like to back up. Or click ‘Add network address’ to backup
files and/or folders located in a network drive.

would like to choose the files to backup
Advanced Backup Source
Folders Name Size Date modified
T R0 retione € Copy of obs-user-guide-oem 2521..  08/15/2005 11:42
! ang:j; fles Copy of ODBC 1KE 1201420051335 M
Program Files Copy of DDBCINST 5KB  09/02/2004 16:37
.01 ). ProgramData || Copy of DEWABLog 2KB  07/04/200518:46
E‘ B restored L Copy of rps-admin-guide-50.doc 189 KB 06/07/2006 18:51
B L 1030124 D;_g__')firefﬂx 39.477..  11/06/2017 11:16
LB [ e e P56 oemsianns 0
i L Imsins.| i
D. Q;:f‘s'mm‘ ¥ 1sUninst 300KB  10/29/1998 1645
U B0 0 Administrag 5 L iauroexp.dat 7KB  02/18/200207:35
: @0 " Default [[J 25 MozillaUninstall 97 KB 07/05/2005 19:29
C B0 Public O || mozver.dat 12KB  02/14/2006 17:28
&0 ! Windows @ NOTEPAD 65KB  08/12/2004 12.00
208 P Drive (D) L nsregdat 1KB  07/05/2005 19:29
o E i et Tors. oaranos 1206
F obs-admin-guide-ol B !
_‘:; itﬁ:i_EACKUPSRV |4 abs-user-guide-50 2,540..  03/10/2006 11:35
- :ﬁ‘\_\branas Yoe obs-user-guide-oem 2,521.. 08/15/2005 11:42
€ obs-user-guide 2481.. 110120051743 V¥
< b S Jeon 1ne1 2 imnnE A
~| Show files Items per page | 50 W | Page 1/1 w

Add network address

3. Click the [OK] button to save the selection, then click the [Save] button to store settings.



Backup Schedule

This feature allows the user to assign a backup schedule for the backup job to run
automatically.

m Daily Backup-1 Schedule
Run scheduled backup for this backup set
General on e |

Source Existing schedules
Backup Schedule

Backu p Schadule Paivittain (Jokapaivainen varten 20:00)
Add

Continuous Backup

Destination

Show advanced settings

Delete this backup set

Backup Schedule

Name

‘ Backup Schedule

Type
Daily

Start backup

‘at vHZO VHOO v{

Stop

’ until full backup completed w ‘

[v] Run Retention Policy after backup

Delete this backup schedule
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To configure a backup schedule, follow the steps below:

1. Swipe the lever to the right to turn on the backup schedule setting. The backup schedule
is configured as “Daily at 20:00” by default.

Schedule

Run scheduled backup for this backup set

on ]

Existing schedules
Backup Schedule
Daily (Everyday at 20:00)

2. Select an existing backup schedule to modify or click the [Add] button to create a new
one.

Existing schedules
Backup Schedule
Daily (Everyday at 20:00)

Add

3. Inthe New Backup Schedule window, configure the following backup schedule settings.

New Backup Schedule
Name
Daily-1
Type
Daily v
Start backup

at V14 w10 W

Stop

until full backup completed w

Run Retention Policy after backup

© Name - the name of the backup schedule.

© Type —the type of backup schedule. There are four (4) different types of backup
schedule: Daily, Weekly, Monthly and Custom.
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Daily — the time of the day or interval in minutes/hours when the backup job will

run.

ew Backup Schedule

W
Name

Daily-1

Type

Daily L¥]

Start backup

at v 15 w141 W
Stop

until full backup completed w

Run Retention Policy after backup

Weekly — the day of the week and the time of the day or interval in
minutes/hours when the backup job will run.

New Backup Schedule

Mame

| Weekly-‘l‘

Type
Weekly w

Backup on these days of the week
sun Mon Tue Wed Thu

Start backup

at W23 w100 W

stop
until full backup completed w

Run Retention Policy after backup

Fri

| Sat

Monthly — the day of the month and the time of that day which the backup job

will run.

New Backup Schedule
Name

Monthly-1

Type

Monthly w

Backup on the following day every month

®) Day |Last w
First Sunday

Start backup at
23 & 1| 59 w | on the selected days

Stop

until full backup completed w

+| Run Retention Policy after backup
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Custom — a specific date and the time of that date when the backup job will run.

New Backup Schedule

MName

Custom-1

Type
Custom  w
Backup on the following day once

2019 || December w |31 w

Start backup at
23 W 1|59 W

Stop

until full backup completed w

+| Run Retention Policy after backup

© Start backup — the start time of the backup job.

www.ahsay.com

at — this option will start a backup job at a specific time.

every — this option will start a backup job in intervals of minutes or hours.

Start backup
cvery v
Stop 1 minute ~
until full bg 2 MINUtes
3 minutes
Run Retg 4 minutes backup
5 minutes
6 minutes
10 minutes
12 minutes

Start backup
every w || 1minute  w
Stop 30 minutes "
until full b
2 hours
Run Retg 3 hours backup
4 hours
& hours
8 hours
12 hours v

Here is an example of a backup set that has a periodic and normal backup

schedule.

K

New Backup Schedule

Name
Weekly-1

Type
Wweekly w

Backup on these days of the week
sun | Mon |« Tue |« Wed | Thu |« Fri

Start backup
every w || 4hours W
Stop

until full backup completed

~| Run Retention Policy after backup

T =

w Backup Schedule

Name
Weekly-2

Type
Weekly w

Backup on these days of the week

Figure 1.1

Sat | Sun Mon Tue Wed Thu Fri | Sat
Start backup
at W21 w100 W
Stop
until full backup completed w
+| Run Retention Policy after backup
Figure 1.2
125
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Figure 1.1 — Periodic backup schedule runs every 4 hours from Monday —
Friday during business hours

Figure 1.2 — Normal backup schedule runs at 21:00 or 9:00 PM on Saturday and
Sunday on weekend non-business hours

© Stop - the stop time of the backup job. This only applies to schedules with start
backup “at” and is not supported for periodic backup schedule (start backup “every”)

until full backup completed — this option will stop a backup job once it is
complete. This is the configured stop time of the backup job by default.

after (defined no. of hrs.) — this option will stop a backup job after a certain
number of hours regardless of whether the backup job has completed or not.
This can range from 1 to 24 hrs.

The number of hours must be enough to complete a backup of all files in the
backup set. For small files in a backup, if the number of hours is not enough to
back up all files, then the outstanding files will be backed up in the next backup
job. However, if the backup set contains large files, this may result in partially
backed up files.

For example, if a backup has 100GB file size which will take approximately 15
hours to complete on your environment, but you set the “stop” after 10 hours,
the file will be partially backed up and cannot be restored. The next backup will
upload the files from scratch again.

The partially backed up data will have to be removed by running the Data
Integrity Check.

As a general rule, it is recommended to review this setting regularly as the data
size on the backup machine may grow over time.

© Run Retention Policy after backup — if enabled, the AhsayOBM will run a retention
policy job to remove files from the backup destination(s) which have exceeded the
retention policy after performing a backup job.

Click the [OK] button to save the configured backup schedule settings.
Click the [Save] button to save settings.

Multiple backup schedules can be created.

Schedule
Run scheduled backup for this backup set

on T |

Existing schedules

Daily-1
Daily (Everyday at 18:00)
E Weekly-1
Weekly - Saturday (Every week at 23:00)

Monthly-1

Monthly - The Last Day (Every month at 23:59)
ﬁ Custom-1

Custom (12/31/2019 at 23:59)

Add
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Continuous Backup

This feature provides backup for selective data whenever a change is made. This feature is
disabled by default.

E Data Backup Continuous Backup

Backup whenever a change is made

General off | .
Source
Backup Schedule

Continuous Backup

Destination

Show advanced settings

Delete this backup set

To enable the continuous backup, follow the steps below:

1. Swipe the lever to the right to turn on the continuous backup setting.

Continuous Backup

Backup whenever a change is made

on =

2. ltis recommended to select this option to avoid backing up files that are marked as
system files.

Backup set type
File

Do not backup files defined as system files

3. Define how often the continuous backup job will run. The backup time interval can be set
from 1 minute to 12 hours.
Define how often backup run

30 minutes w
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This applies the continuous backup on small regular update files. The file size can range
from 25MB to unlimited MB.

Only apply to files smaller than

4096 v  MB

NOTE
For large file size, the continuous backup may not run with a short time interval. You may need
to adjust the continuous backup time interval (in step 3).

This allows the user to create an exclude filter to exclude files and/or folders from the
backup job. Click the [Add] button to create an exclude filter.

Exclude Filter

Existing Exclude Filters

b Add new exclude filter

If an exclude filter is created, click the [OK] button to save the created exclude filter, then
click the [Save] button to save the configured continuous backup settings.

NOTE

Only File backup sets on Windows operating system will support Continuous Backup Schedule
on v8.3.4.0 (or above)

All v7 and pre-v8.3.4.0 Windows non-File backup sets with Continuous Backup Schedules will
be automatically converted to periodic backup schedules after upgrading to v8.3.4.0 (or above)




Destination

This feature allows the user to select a backup mode and add an additional storage
destination.

m Data Backup Destination

Backup mode

Genera

Source Existing storage destinations
@ AhsayCBS
Backup Schedule Host: 127.0.0.1:443

Continuous Backup

Show advanced settings

AW

Delete this backup set

There are two (2) different types of backup mode:

Backup mode Description

Sequential This is the configured backup mode by default. This backup mode
q will run a backup job to each backup destination one by one.
This backup mode will run a backup job to all backup destinations
Concurrent .
simultaneously.

Comparison between Sequential and Concurrent Backup mode

Backup mode Pros Cons
» Takes less resources in the | > Backup job is slower than in
local machine (e.qg., concurrent mode since the
Sequential memory, CPU, bandwidth, backup job will upload the
etc.) to complete a backup backup data to the selected
job. backup destinations one at a
time.
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» Backup job is faster than in | » Requires more resources in
Sequential mode. the local machine (e.qg.
memory, CPU, bandwidth,
Concurrent > Maximum number of etc.) to complete a backup
concurrent backup job.
destinations can be
configured.

To modify the backup mode, follow the steps below:
1. Go to Backup Sets, then choose a backup set.
2. Select the [Destination] tab in the backup set settings.

3. Click the drop-down button to select a backup mode.

Destination
Backup mode

Sequential w

4. If “Concurrent” is selected, click the drop-down button to select the no. of maximum
concurrent backup destination.

Maximum concurrent backup destinations

2 L%

5. Click the [Save] button to save the selected backup mode.
To add a new storage destination, follow the steps below:

1. Click the [Add] button.

Existing storage destinations
O AhsayCBS
Host: 127.0.0.1:80

Add

2. Click the drop-down button to select a backup destination.

New Storage Destination / Destination Poo
Name
Destination storage

(9 Ahsaycss v
[c] Ahsayces

ﬂ Local / Mapped Drive / Network Drive / Removable Drive

3. Ifthe Local / Mapped Drive / Network Drive / Removable Drive is selected, click the
[Change] button to select a new storage destination or input the local or network address.
Check ‘This share requires access credentials’ if required then click the [Test] button to
validate access to it.



Destination storage

| ﬂ Local / Mapped Drive / Network Drive / Removable Drive w |

Path (Input local / network address or click [Change])

|\\1 0.3.0.124\test |-

This share requires access credentials

User name (e.g. domain\username)

|admin |

Password

4. |If there is an added storage destination, click the [OK] button to save the added one.
Then click the [Save] button to save the updated backup mode and the added storage
destination.

NOTE
The error below will appear if ‘This share requires access credentials’ is hot checked and
access credentials are setup in the storage destination.

X [Exception] Access is denied due to invalid credentials

Select Show advanced settings to modify the In-File Delta, Retention Policy, Command Line
Tool, Reminder, Bandwidth Control, and other configurable items.

E Data Backup Destination

Backup mode

General Sequential W

Source Existing storage destinations
e AhsayCBS

Backup Schedule Host: 127.0.0.1:443

Continuous Backup

Destination

Show advanced settings
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In-File Delta

In-file delta technology is an advanced data block matching algorithm which is capable to pick
up the changes (delta) of file content between two files.

E Backup Set Sample In-File Delta
Enable In-File Delta incremental / differential backup
General A on
Default type
Source
Incremental W
BaCkUp SChedL‘”e Show advanced settings

Continuous Backup

Destination

Retention Policy
Command Line Tool
Reminder

Bandwidth Control

Others

Delete this backup set

There are two (2) default types of In-File Delta:

In-File Delta Type Description

The delta is generated by comparing with the last uploaded full
Differential file only. Delta generated with this method will grow daily and
uses more bandwidth.

This is the configured In-file delta by default. The delta is
generated by comparing with the last uploaded full of delta file.
Delta generated with this method is smaller and uses the least
bandwidth.

Incremental
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Comparison between Incremental and Differential In-File Delta

In-File Delta Type Pros
» Backup speed is faster than
Full backup.
» Restoration is faster than
Differential data backup with

Incremental In-File Delta.

Less storage space is need
than a Full backup.

Cons

» Backup process is slower than

Incremental In-File Delta
backup.

Restoration is slower than data
backup with Full backup.

» Backup process is fastest
among all three (3) types;
Full, Differential, and

Incremental
Incremental .
» Least storage space is

required.

Restoration is slowest among
all three (3) types; Full,
Differential, and Incremental.

For restoration, the full file and
all deltas that does not chain
up to the required point-in-time
may result to broken delta
chain.

To configure the In-File Delta settings, follow the steps below:

1. Swipe the lever to the right to enable the In-File Delta.
n-File De

la

Enable In-File Delta incremental / differential backup

on 1

2. Click the drop-down button to choose an In-File Delta type, then click Show advanced

settings to display all configurable items.
Default type

Incremental we

Show advanced settings

3. Click the drop-down button to specify the In-File Delta block size. This is configured as

“Auto” by default.
In-File Delta block size

Aufo W | Bytes

4. Click the drop-down button to select how much of the file size (MB) the In-File Delta logic
will apply to. By default, the In-File Delta logic is configured to apply to files larger than 25

MB.
Only apply In-File Delta to files larger than

25 v | MB

:
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5. A full file will be uploaded when either of these conditions is met. This setting can also be

configured.

«f | Mumber of deltas is over 100

| Failed to generate delta file

Upload full file when either of these conditions is met

+f | Delta ratio (delta file size / full file size) is over | 50w

© This allows the user to configure a different In-File Delta setting to override the default

In-File Delta.

Weekly variations — for example, you set Sunday to perform a full backup, for
the rest of the week, a backup based on the default In-File Delta will be run.

Sunday Full
Monday Full

Tuesday Full

Wednesday Full

Weekly variations for overriding default type

Thursday
Friday

Saturday

Full

Full

Full

Yearly variations — for example, you set a particular day in January to perform
a full backup, for the rest of the year, a backup based on the default In-File Delta

will be run.

| January Full

| February  Full

March Full
April Full
May Full
June Full

July
August
September
October

November

| December

Yearly variations for overriding default type and weekly variations

Full

Full

Full

Full

Full

Full

This allows the user to specify which day of the selected months in yearly
variations the backup job will be run. (e.g., First of January, March, May...)

® Day 1

First

Day of the selected months in yearly variations

6. Click the [Save] button to save the modified In-File Delta settings.
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Retention Policy

When the AhsayOBM identifies files and/or folders that are deleted, updated, or with updated
permission/attributes during a backup job, these files and/or folders will then be moved from
the data area to the Retention area.

Retention area is a place used as a temporary destination to store these files (deleted,
updated, or with updated permission/attributes during a backup job). Files and/or folders in
the retention area can still be restored.

The Retention Policy is used to control how long these files remain in the retention area
when they are removed which can be specified in the number of days, weeks, months, or
backup jobs. Retained data within all backup destinations (e.g., AhsayCBS, local drive,
SFTP/FTP, and cloud storage) are cleared by the retention policy job.

The default Retention Policy setting for a File Backup Set is 7 days, but the appropriate
Retention Policy setting depends on individual, contractual, or regulatory requirements.

m Backup Set Sample Retention Policy
How to retain the files in the backup set. which have been deleted in the
Genera| ~ backup source
®) Simple
Source Advanced

Backup Schedule :eepthe dEIEtEdﬁES fo[:ay{s} v
Continuous Backup

Destination

In-File Delta

Command Line Tool

Reminder

Bandwidth Control

Others

Delete this backup set

NOTE
There is a trade-off between the retention policy and backup destination storage usage. The higher
the retention policy setting, the more storage is used, which translates into higher storage costs.
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There are two (2) different types of Retention Policy:
Type Description
A simple retention policy is a basic policy where the retained files (in the

Simple retention area) are removed automatically after the user specifies the
number of days or backup jobs.

An advanced retention policy defines a more advanced and flexible policy
Advanced where the retained files (in the retention area) are removed automatically
after a combination of user defined policy.

Comparison between Simple and Advanced Retention Policy

Control Simple Advanced
Can keep the deleted files within 1 to Not applicable
Backup Jobs 365 backup job(s)
Can keep the deleted files within 1 to (_:an kgep the deleted
Days 365 day(s) files within 1 to 365
¥ day(s)
» Daily
» Weekly
. » Monthly
T Not licabl
ype ot applicable » Quarterly
» Yearly
» Custom
User-defined name Not applicable Applicable

WARNING
When files and/or folders in the retention area exceed the Retention Policy setting, they are
permanently removed from the backup set and cannot be restored

To configure a Simple Retention Policy, follow the steps below:

1. Go to Backup Sets, then select a backup set.

2. Click the [Retention Policy] tab in the Backup Set Settings.

w

Select [Simple] from the options, then click the drop-down button to define the number of
day(s) or job(s) which the deleted files will be retained. This is configured as seven (7)
days by default.

Retention Policy

How to retain the files in the backup set which have been deleted in the backup
source
e Simple

Advanced

Keep the deleted files for

7 W | Day(s) w

4. Click the [Save] button to save the configured retention policy settings.



To configure an Advanced Retention Policy, follow the steps below:

1. Go to Backup Sets, then select a backup set.
2. Click the [Retention Policy] tab in the Backup Set Settings.

3. Select [Advanced] from the options, then click the [Add] button to create.

Retention Policy

How to retain the files in the backup set, which have been deleted in the backup
source

Simple
e Advanced

Existing advanced retention policies

+ Add new advanced retention policy

4. Assign a desired name to the retention policy.

New Retention Policy

Name

Daily-1

5. Click the drop-down button to display the retention type, then select one.
Type
Daily v

D

Weekly
Monthly
Quarterly
Yearly

Custom

6. Click the drop-down button to specify the period on which the deleted files will be kept in
the backup set.

The past number of days on which different versions of your files are retained

7. Click the [OK] button to save the configured advanced retention policy, then click [Save]
to save the settings.



For further details about how to configure an advanced retention policy for each type (Daily,
Weekly, Monthly, Quarterly, Yearly), refer to the examples below:

Example no. 1: To keep the retention files for the last seven (7) days:

Name

Daily-1

Type

Daily u

7 v

The past number of days on which different versions of your files are retained

Example no. 2: To keep the retention files for the last four (4) Saturdays:

Name

Weeky-1

Type
Weekly u

The days within a week on which different versions of your files are retained
sun Mon Tue Wed Thu Fri || Sat

The number of weeks to repeat the above selection

4 L

Example no. 3: To keep the retention files for the 15t day of each month for the last three

(3) months:

Name

Monthly-1

Type

Monthly u

e Day|1 w
First Sunday

The number of months to repeat the above selection

3 v

The day within a month on which different versions of your files are retained

Example no. 4: To keep the retention files for the 15t day of each quarter for the last four

(4) quarters:

Name

Quarterly-1

Type

Quarterly u

The day within a quarter on which different versions of your files are retained

®Day 1 w
First Sunday

Months of quarter

January, April, July, October v

The number of quarters to repeat the above selection

4 W
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e Example no. 5: To keep the retention files for the 1st day of each year for the last seven
(7) years:

Name

| Yearly-1 |

Type

The day within a year on which different versions of your files are retained

Oy~
ool v

() First v | Sunday v

(O Sunday v of Weekl W

The number of years to repeat the above selection

NOTE
Multiple advanced retention policy can be created.
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There are three (3) ways to run the Retention Policy:

e Backup Scheduler
e Manual Backup

e Space Freeing Up

Backup Scheduler (Recommended)

To run a retention policy job after a scheduled backup job, follow the steps below:

1. Click the [Backup Schedule] tab in the backup set settings.

m Daily Backup

General
Source
Continuous Backup

Destination

Show advanced settings

Delete this backup set

Schedule
Run scheduled backup for this backup set
on = |
Existing schedules
Backup Schedule
Daily (Everyday at 20:00)

Save Cancel

2. Select an existing backup schedule or add a new one.

m Daily Backup

General
Source
Continuous Backup

Destination

Show advanced settings

Delete this backup set

www.ahsay.com

Schedule

Run scheduled backup for this backup set

on =

Existing schedules
Backup Schedule
Daily (Everyday at 20:00)

Save Cancel
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3. Inthe Backup Schedule window, select ‘Run Retention Policy after backup’ to run a
retention policy job after a scheduled backup job.

Backup Schedule

Name
Backup Schedule

Type
Daily

Start backup at

20 w00 v
Stop

until full backup completed w

[ Run Retention Policy after backup

Delete this backup schedule

www.ahsay.com
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Manual Backup

To run a retention policy job after a manual backup, follow the steps below:

1. Click the Backup icon in the AhsayOBM main interface.

0

e

Backup

2. Select the backup set that you would like to back up and run the retention policy job on.

Please Select The Backup Set To Backup

Sort by

Creation Time  w

Backup Set Sample
Owner: W7-pro
Last Backup: Monday, September 30, 2019 15:14

Daily Backup
Qwner: wW7-pro
Last Backup: Monday, September 30, 2019 15:21

142
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3. Click Show advanced option to display other settings.

Choose Your Backup Options

E Backup Set Sample

Backup set type
File

Show advanced option

Previous Backup Cancel

4. Select ‘Run Retention Policy after backup’ to run a retention policy job after a backup job.

Choose Your Backup Options

E Backup Set Sample

Backup set type
File

In-File Delta type

() Full
() Differential
(®) Incremental

Destinations

4 @ AhsayCBS (Host: 10.90.30.22:80)
Retention Policy

Run Retention Policy after backup

Hide advanced option




Space Freeing Up

To run a retention policy job manually via backup client interface, follow the steps below:

1. Click the Utilities icon in the AhsayOBM interface.

Utilities

2. Select the [Space Freeing Up] tab in the Utilities settings.

Ut|||t|eS Free Up Storage Space
To remove obsolete files from your backup destination according to your retention
Data mtegﬂty Check policy setting to free up your storage space, select backup set(s), destination(s) and
then press Start.
Space Fr‘eeing Up Select a backup set
| Backup Set Sample v |

Delete Backup Data

Select a destination

Decrypt Backup Data K v
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3. Select the corresponding backup set and destination (e.g. AhsayCBS, local drive, cloud
storage) where you want the retention policy job to run on.

Ut| | |t| es Free Up Storage Space

To remove obsolete files from your backup destination according to your retention

Data Integrity Check policy setting to free up your storage space, select backup set(s), destination(s) and
then press Start.

Space Freeing Up Select a backup set

| Daily Backup v
Delete Backup Data

Select a destination

Decrypt Backup Data

AhsayCBS

Local-1 (C\WUsers\administrator\DocumentsiNew folder)

GoogleDrive-1

4. Click the [Start] button to run the retention policy job.

UtI|ItIeS Free Up Storage Space

To remove obsolete files from your backup destination according to your retention

Data Integr’ity Check policy setting to free up your storage space, select backup set(s), destination(s) and
then press Start.

Space Freeing Up Select a backup set

| Daily Backup W |
Delete Backup Data

Select a destination

Decrypt Backup Data [ Ansaycas 9

NOTE
For more details about Space Freeing Up, please refer to Space Freeing Up in Chapter 10
AhsayOBM Overview.
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Command Line Tool

This feature allows the user to configure a pre-backup or post backup command which can
be: an operating system level command, a script or batch file, or third-party utilities to run
before and/or after a backup job.

e.g., Connecting to a network drive and disconnecting a network drive, stopping a third-party
database (not officially supported by Ahsay) to perform a cold backup, and restarting a third-
party database after a backup.

E Backup Set Sample Pre-Backup Command Line Too

Existing custom commands to run before backup

General + Add new pre-backup command line tool
Source
Backup Schedule Post-Backup Command Line Too

Existing custom commands to run after backup

Continuous Backup _
+ Add new post-backup command line tool

Destination

In-File Delta

Retention Policy

Command Line Tool
Reminder
Bandwidth Control

Others

Hide advanced settings

Requirements and Best Practices
Error and Exception Handling

Each pre-backup command or batch file should have an error and exception handling. If a
pre-backup command contains an error, although an unhandled error may not hinder the
backup job process, and the backup job is successful, it will result to a status indicating
completed backup with warning(s). For more details about backup report status, please refer
to Backup Reports in Chapter 10 AhsayOBM Overview.

Command or Batch File Compatibility

Make sure that each command (pre-backup and post-backup) are tested thoroughly before
including them to the backup job.

Scheduled Backup

If the scheduled backup job is set to stop after x no. of hours, make sure that the duration of
the running backup job will not be affected. You may need to adjust the number of hours in
the backup schedule configuration. Please refer to Backup Schedule for more details.

:
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Pre-backup Command Limitation

A Windows reboot or shutdown must not be used in the pre-backup command. Otherwise, the
machine will shut down immediately that will result to a status indicating “Backup not yet
finished”, which can be viewed in the AhsayCBS User Web Console. Please refer to
AhsayCBS Backup Reports for more details.

User Profile Backup
Backup Set N
i Backup Report for This User
Settings
View | Today
C
— Backup Set Destination Start Time End Time Status
atistics
E Sample-2(1567584589206) @ AhsayCBS 04-Sep-2019 16:20 - Backup not yet finished
EeEivel gy E Daily Backup(1567576033951) @ AhsayCBS 04-Sep-2019 14:43 - Backup not yet finished

Post-backup Command Recommendation

It is recommended to include a timeout for a post-backup command to shut down the
machine. The timeout must be adjusted until when the AhsayOBM sends the backup job
status to the AhsayCBS.

In this example, the configured post-backup command is to shut down the machine that has a
timeout set to ninety (90) seconds. The machine will shut down automatically after the
specified time.

Post-Backup Command Line Tool

Name

Post-Backup-1
Working Directory

i Change
Command

shutdown /s /t 90

This is to ensure that the AhsayOBM has enough time to complete the backup process in
order to send the backup job status to the AhsayCBS before the machine shuts down. See
screenshot below:

Show | All v
Type Log Time
&) [NewFile]... 53% of "C\Users\Administrator\Desktop\New folder\photo-1493246507139-01e8fad9978e jpg" 09/05/2019 12:05:54
o [New File]... 65% of "C:\Users\Administrator\Desktop\New folder\photo-1493246507139-91e8fad3978e.jpg" 09/05/201912:0554 A
o [New File]... 76% of "C:\Users\Administrator\Deskrop\New folder\photo-1493246507139-01 e8fad3978e.jpg" 09/05/2019 12:05:54
0 [Mew File]... 88% of "C:\Users\Administrator\Desktop\New folder\photo-1493246507139-01e8fad9978e.jpg" 09/05/2019 12:05:54
o [New File]... 100% of "C:\Users\Administrator\Desktop\New foldertphoto-1493246507139-91e8fad9978e jpg" 09/05/2019 12:05:54
0 Total NewFiles =35 09/05/2019 12:05:55
o Total New Directaries =5 09/05/2019 12:05:55
O Total NewLinks = 0 09/05/2019 12:05:55
0 Total Updated Files = 0 09/05/2019 12:05:55
o Total Attributes Changed Files =0 09/05/2019 12:05:55
) Total Deleted Files =0 09/05/2019 12:05:55
0 Total Deleted Directories =0 09/05/2019 12:05:55
) Total Deleted Links = 0 09/05/2019 12:05:55
0 Total Moved Files =0 09/05/2019 12:05:55
o Deleting Shadow Capy snapshot for valume "WAWalume{dBb4117e-f9e7-11e6-9e11-806e6f6e69631" 09/05/2019 12:05:56
o Deleting Shadow Copy snapshot for volume "C\" 09/05/2019 12:05:56
0 Saving encrypted backup file index to 156765618078%/blocks at destination AhsayCBS... 09/05/2019 12:05:57
o Saving encrypted backup file index to 1567656180789/blocks/2019-08-05-12-05-38 at destination AhsayCBS... 09/05/2019 12:05:57
o Start running post-commands 09/05/2019 12:05:58
o [Post-Backup-1] shutdown /s ft 90 09/05/2019 12:05:58
o Finished running post-commands 09/05/2019 12:05:59
0 Deleting temporary file C\Users\Administratoriternp\1567656180789\0B5@ 1567656260848 09/05/201912:05:59
o Backup Completed Successfully 09/05/2019 12:05:59
Logs per page | 50 L Page |2/2 w
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NOTE

For more details about detailed backup report, please refer to Backup Reports in Chapter 10
AhsayOBM Overview.

There are three (3) fields in the command line tool:

Field Description

The user-defined name of the pre-backup or post-backup
command.

Name

The location in the local machine which the pre-backup or
Working Directory post-backup command will run at, or the location of the
command or created batch file.

The pre-backup or post-backup command which can be
defined as a native command or command to execute a
batch file, command, or a VBScript (exclusively for
Windows).

Command
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Pre-backup Command

A pre-backup command is used to execute an action or process before the start of a backup
job. To create a pre-backup command, follow the steps below:

1. Click the [Add] button.
Pre-Backup Command Line Tool

Existing custom commands to run before backup

+ Add new pre-backup command line tool

2. Assign a desired name to the pre-backup command.

New Pre-Backup Command Line Too
Name

Pre-Backup-1

3. Click the [Change] button to locate the working directory of the command.
Woarking Directory

A Change

4. Input a command to be run before a backup job. In this example, the pre-backup
command will connect to a network drive before the backup process.
Command

net use WW16_SPD2013\share

5. Click the [OK] button to save the created pre-backup command, then click the [Save]
button to save settings.

6. Once the backup job is complete, click the [Q button to display the backup report log
where you can check if the pre-backup command has run successfully.

Show | All v
Type Log Tirne
o The In-File Delta Backup feature is not enabled an this account. Please be aware that files are being backed up in their entirety in thi... 09/05/2019 17:34:57
o Start [ AhsayOBM v&.1.1.50] 09/05/2019 173457 ™
€ saving encrypted backup set encryption keys to server.. 09/05/2019 17:34:57
o Start Backup ... [In-File Delta: Full] 09/05/2019 17:34:58
o Using Temporary Directory C:\Users\Administratoritemp!1567675046400\0B5@ 1567675101121 09/05/2019 17:34:58
© start running pre-commands 09/05/2019 17:34:58
o [Connect share] net use WW16_SPD2013\share 09/05/2019 17:34:58
o [Connect share] Local name 09/05/2019 17:34:58
o [Connect share] Remote name  YW16_5PD2013\share 09/05/2019 17:34:58
o [Connect share] Resource type  Disk 09/05/2019 17:34:58
o [Connect share] Status 0K 09/05/2019 17:34:58
o [Connect share] # Opens 1 09/05/2019 17:34:58
o [Connect share] # Connections 1 09/05/2019 17:34:58
o [Connect share] The command completed successfully. 09/05/2019 17:34:58
o [Connect share] 09/05/2019 17:34:58
o Finished running pre-commands 09/02/2019 17:34:58
o Downloading server file list... 09/05/2019 17:34:58
© Downloading server file list.. Completed 09/05/2019 17:34:59
o Start creating Shadow Copy Set. 09/03/2019 17:35:00
© shadow Copy Set successfully created 09/05/2019 17:35:02
©  Reading backup source from hard disk... 09/05/2019 17:35:03
o Getting all files which have been moved... 09/05/2019 17:35:04
o Getting all files which have been moved... Completed 09/05/2019 17:35:04
©  Reading backup source from hard disk... Completed 09/05201917:3504
o [New Directory]... C\UserstAdministrator\Desktop\New folder (3) 09/05/2019 17:35:04
Logs perpage |50 w Page |[1/2 w
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Post-backup Command

A post-backup command is used to execute an action or process after a backup job. To
create a post-backup command, follow the steps below:

1. Click the [Add] button.

Post-Backup Command Line Tool

Existing custom commands to run after backup

4L Add new post-backup command line tool

2. Assign a desired name to the post-backup command.

New Post-Backup Command Line Too
Name

Post-Backup-1

3. Click the [Change] button to locate the working directory of the command.
Warking Directory

c Change

4. Input a command to be run after a backup job. In this example, the post-backup
command will disconnect a network drive after the backup process.
Command

net use * /delete fyes

5. Click the [OK] button to save the created post-backup command, then click the [Save]
button to save the settings.



6. Once the backup job is complete, click the . button to display the backup report log
where you can check if the post-backup command has run successfully.

!
=
5

COOCOOCO00000C000OOOROR

Logs per page

Log
Total New Files = 20
Total New Directories =5
Total Mew Links =0
Total Updated Files = 0
Total Attributes Changed Files =0
Total Deleted Files = 0
Total Deleted Directories = 0
Total Deleted Links = 0
Total Moved Files = 0
Deleting Shadow Copy snapshot for volume "WAVolume{dB8b4117e-f9e7-11e6-9e11-B06e6fGef063N"
Deleting Shadow Copy snapshot for volume "C:\"
Saving encrypted backup file index to 1567676544679/blocks at destination AhsayCB5...

Saving encrypted backup file index to 1567676544679/ blocks/2019-09-05-17-43-58 at destination AhsayCES..

Start running post-commands

[Post-Backup-1] net use * /delete /yes
[Post-Backup-1] You have these remote connections:
[Post-Backup-1]

[Post-Backup-1] WW16_SPD2013\share
[Post-Backup-1] Continuing will cancel the connections.
[Post-Backup-1]

[Post-Backup-1] The command completed successfully.
[Post-Backup-1]

Finished running post-commands

Deleting temporary file C\Users\Administratoritemp'1567676544679\0B5@1567676569092
Backup Completed Successfully

Show

Time
09/05/2019 17:44:13
09/05/2019 17:44:13
09/05/2019 17:44:13
09/05/2019 17:44:13
09/05/2019 17:44:13
09/05/2019 17:44:13
09/05/2019 17:44:13
09/05/2019 17:44:13
09/05/2019 17:44:13
09/05/2019 17:44:13
09/05/2019 17:44:13
09/05/2019 17:44:14
09/05/2019 17:44:14
09/05/2019 17:44:15
09/05/2019 17:44:15
09/05/2019 17:44:15
09/05/2019 17:44:15
09/05/2019 17:44:15
09/05/2019 17:44:15
09/05/2019 17:44:15
09/05/2019 17:44:15
09/05/2019 17:44:15
09/05/2019 17:44:15
09/05/2019 17:44:15
09/05/2019 17:44:15

Page

<

NOTE

Multiple commands (pre-backup and post-backup) can be created in the Command Line Tool
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Reminder

This feature is enabled by default. When enabled, a backup confirmation dialog box will
prompt the user to run a backup job during Windows log off, restart or shut down.

E Backup Set Sample Reminder
Remind me to backup during Windows log off or shut down
General on C |
Source
Backup Schedule

Continuous Backup
Destination

In-File Delta
Retention Policy
Command Line Tool
Bandwidth Control
Others

Hide advanced settings

Detee ths ackup se

To enable the Reminder setting, follow the steps below:
1. Go to Backup Sets, then select a backup set.

2. Choose the [Reminder] tab in the backup set settings.
3. Swipe the lever to the right to turn on the reminder.

4. Click the [Save] button to save settings.

NOTES

1. This feature is not supported on Windows 10, Windows Server 2016, and Windows Server
20109.

2. The dialog box will only appear if there is a backup set with enabled Reminder setting.
3. The dialog box will only be displayed for four (4) seconds.

4. If there are multiple backup sets displayed, you cannot select one (1) backup set to back up.
It is recommended to only enable the Reminder setting for the backup sets you regularly
back up.
For more detailed examples of the reminder feature, please refer to Appendix D: Example Scenarios
for the Reminder.
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Bandwidth Control

This option allows the user to limit the amount of bandwidth used by backup traffic between
specified times. This feature is configured as disabled by default.

E Daily Backup~2 Bandwidth Control
Limit the transfer rate when performing backup and restore tasks
General off |
Source
Backup Schedule

Continuous Backup
Destination

In-File Delta
Retention Policy

Command Line Tool

Reminder

Bandwidth Control

Others

Hide advanced settings

There are two (2) different modes in assigning a bandwidth control:

Bandwidth Control Type | Description

Independent Each backup and restore has its assigned bandwidth.

All backup and restore operations are sharing the same
Share assigned bandwidth.

NOTE
Share mode does not support performing backup job on multiple destinations concurrently.
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To enable the bandwidth control setting, follow the steps below:

1. Swipe the lever to the right to turn on the bandwidth control.

Bandwidth Control

on e |

Limit the transfer rate when performing backup and restore tasks

2. Select a bandwidth control mode.

Mode
#) Independent
) Share

3. If you want to add a modified bandwidth control, click the [Add] button.

Existing bandwidth controls

+ Add new bandwidth control

4. Complete the following fields:
e Name
e Type

e Maximum transfer rate

Field ‘ Description
Name The name of the bandwidth control set.
Type The type of enforced bandwidth control period.

Maximum Transfer rate

The maximum bandwidth used.

New Bandwidth Control

Name

| Bandwidth Control-1

Type
(@) Always
() Only within this period

Maximum transfer rate

100 v || Kibits v‘

5. Click the [OK] button to save the created bandwidth control set, then click the [Save]

button to save settings.
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Others

Below is the list of other configurable options under the advanced backup set settings:

Temporary Directory

Follow Link

Volume Shadow Copy

File Permissions

OpenDirect
Compressions
Encryption

Delete this backup set

A
m Data Backup Temporary Directory

Temporary directory for storing backup files

General A l C:\Users\Administrator\temp l _

17.78GB free out of total 38.71GB space in C:
Remove temporary files after backup

Source

Backup Schedule :
Follow Link

Continuous Backup Follow link of the backup files

on 1

Destination

In-File Delta Volume Shadow Copy

Enable Windows' Volume Shadow Copy for open file backup

on o

Retention Policy

Command Line Tool

_ File Permissions
Reminder

Backup files' permissions

Bandwidth Control on

Others OpenDirect




Temporary Directory
The AhsayOBM uses the temporary directory for both backup and restore operations.

For a backup job, it is used to temporarily store:

Temporary Directory
Temporary directory for storing backup files

E:\temp Change
57.31GB free out of total 60GB space in E

| Remove temporary files after backup

e Backup set index files. An updated set of index files is generated after each backup. The
index files are synchronized to each individual backup destination at the end of each
backup job.

¢ Incremental/Differential delta files generated during backups.
For arestore job, it is used to temporarily store:
e Full and Incremental/Differential delta files retrieved from the backup destination.

e Merging of the Full and Incremental/Differential delta files as part of the restore process.

NOTES
1. For best practice, the temporary directory should be located on a local drive for optimal
backup and restore performance.
2. It should not be located on:

o Windows System C:\ drive, as the C:\ drive is used by Windows and other
applications. There will be frequent disk I/O activity which may affect both backup
and restore performance.

o A network drive, as it could affect both backup and restore performance.

commended to select the ‘Remove temporary files after backup’ option on the backup set to keep the
temporary drive clear.

To change the temporary directory, follow the steps below:

1. Click the [Change] button to select a directory path for storing temporary data.

Temporary Directory

8
Temporary directory for storing backup files

E:\temp Change

57.31GB free out of total 60GB space in E

| Remove temporary files after backup

Click the [Save] button to save settings.



Follow Link

This feature allows the user to enable or disable the follow link which defines the NTFS
junction or symbolic link during a backup job. This option is enabled by default.

Follow Link

Follow link of the backup files

on T |

NOTE
Applicable for File Backup Sets only.

Volume Shadow Copy

This feature allows the AhsayOBM to use the Windows Volume Shadow Copy service to
create a snapshot of the selected files and/or folders on the local drive(s) of the machine, so
that the AhsayOBM can continue to back up files even if they are opened and/or have been
updated by the user. This feature is enabled by default.

Volume Shadow Copy

Enable Windows' Volume Shadow Copy for open file backup

Oon q

WARNING
1. To use the Volume Shadow Copy, the license module must first be enabled on your backup
user account. Otherwise, just enabling this setting on the AhsayOBM will not activate this
feature and can result in possible backup errors if the backup job encounters an open file.
Please contact your backup service provider for more details.
2. Volume Shadow Copy does not support open file backups on network drives.

File Permissions

This option defines whether to back up operating system file permission of the data selected
as backup source. This option is enabled by default.

File Permissions

Backup files' permissions

on 1

NOTE
Applicable for File Backup Sets only.




OpenDirect

This feature is used to add additional restore options in restoring files from a File Backup Set.
This feature can only be enabled during the creation of backup set. For more details about
OpenDirect Restore, please refer to Chapter 5 OpenDirect Restore.

OpenDirect

Support of opening backup data directly without restoration

WARNING

1. To use this feature, the OpenDirect license module must first be enabled with the correct
number of modules on your user account. If you enable this setting on the AhsayOBM
without an OpenDirect license, or your account does not have enough OpenDirect licenses,
then your backup job will not run. Please contact your backup service provider for more
details.

2. When OpenDirect is enabled, to optimize restore performance, both compression and
encryption will be disabled for this backup set. Therefore, it is not recommended to assign
your backup destination on a cloud or on an offsite location.

3. Once the OpenDirect is enabled and the setting is saved, it cannot be disabled without re-
creating the backup set.

Compressions

This feature is used to enable the compression of data during a backup job. When the
compression is enabled, the AhsayOBM will compress all files before it is backed up to the
backup destination(s). Newly created backup sets are configured to use Fast with
optimization for local by default.

Compressions
select compression type

Fast with optimization for local W

There are four (4) different data compression types:
e No Compression

e Normal

e Fast (Compressed size larger than normal)

e Fast with optimization for local

NOTE
The compression type can be changed anytime even after a backup job. The modified
compression type will be applied on the next run of a backup.




Encryption

This feature allows the user to view the current encryption settings. The encryption settings
can only be enabled or disabled during the creation of backup set.

Encryption

Encryption key sncese
unmask encryption key

Algorithm AES
Method CBC
Key length 256 bits

To view the encryption key of the backup set, follow the steps below:

1. Go to Backup Sets, then select a backup set.
2. Click the [Others] tab in the backup set settings.

3. Inthe Encryption, select ‘Unmask encryption key’ to display the encryption key of the
backup set.

Encryption

Encryption key eescee

|:.A.4:wrr=a:w encryption keyl
Algorithm AES
Method CBC
Key length 256 bits

Encryption

I Encryption key AbcDefGhi1234 I

Viask encryption key
Algorithm AES
Method CBC
Key length 256 bits
NOTE
For more details about encryption settings, please refer to step no. 13 in Chapter 11 Create a
Backup Set.




10.6 Report

This feature allows the user to view the backup and restore reports.

Report

There are three (3) functions available for this feature:

» Backup
> Restore
» Usage

10.6.1 Backup

This shows the backup reports. There are four (4) filters that can be applied on this

feature:

e Date

e Backup Set
e Destination

e Status

Report

Restore

Usage

www.ahsay.com

Backup Report

From To

16 W | Jul W | 2019 W

Backup set w | Destination
m default-backu... (3 AhsayCBs
E default-backu... (@ AhsayCss

E default-backu... (@ AhsayCss

No. of records per page |50 v

23 W | |Jul

W [|2019 w

w | Completion
Today 13:17
Today 13:17
Today 13:16

Go

Status v

Completed

Completed

Page |1/1 w

160



www.ahsay.com

You can filter and view the backup report using the Date filter.

Report

Restore

lUsage

Backup Report

From To
16 W [ Jul W | 2019 w 23 w | |Jul w2019 W Go
Backup set W | Destination w | Completion Status
E default-backu... @ AhsayCBS Today 13:17
E default-backu... @ AhsayCBS Today 13:17 Completed
m default-backu... G AhsayCBS Today 13:16 Completed

No. of records per page |50 v

You can filter and view the backup report using the Backup set filter.

Page (1/1 w

Report

Restore

Usage

Backup Report

From To
16 s [[Jul w2019 W 23 v |Jul W | 2019 W Go
Backup set w | Destination w | Completion Status
Backup set @ AhsayCBS Today 13:17
default-backup-set-| (3 Ansaycss Today 13:17 Completed
default-backup-set-| (@ ansayces Today 13:16 Completed
default-backup-set-|
No. of records per page |50 v Page

171 -

161



www.ahsay.com

You can filter and view the backup report to your selected storage location using the

Destination filter.

Report Backup Report
From To
Bad«-;up 16 w | [Jul w2019 w | |23 w | Jul W |[2019 w Go
Restore Backup set v Completion Status v
m default-backu... JEEgE{] Today 13:17
Usage
m default-backu... | AhsayCBS Today 13:17 Completed
m default-backu... | ANSAYCBS Today 13:16 Completed
AhsayCBS
No. of records per page |50 v Page 1/1 w
Clo:

You can filter and view the backup report with the same status using the Status filter.

Report

Backup Report

No. of records per page | 50 (V]

From To
Backup 16 w |l ul w2019 v (23 v U w
Restore Backup set w | Destination w | Completion
default-backu... @ AhsayCBS Today 13:17
Usage =
m default-backu... @ AhsayCBS Today 13:17
m default-backu... (& AhsayCss Today 13:16

2019 W Go

Status

Completed
Interrupted

Page 1/1 w
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To view the backup log, follow the instructions below:

1. Select and click the backup report, then click the [View log] button.

Re p O I’t Backup Report

From To

16 W || Jul w2019 W 23 W

2019 W Go

Restore Backup set w | Destination v | Completion Status ]
Usage m default-backu... (3 AhsayCBS Today 13:17

m default-backu... (3 AhsayCBS Today 13:17 Completed

Backup set m default-backup-set-name-1 X

Destination (@ AhsaycBs

Job 07/23/2019 13:16

Time Today 13:16 - 13:16 (CST)

Status « Completed successfully

New files * 35 [305.3k/439.4k (30%)]

Updated files * 0

Attributes Changed Files * 0

Moved files * 0

Deleted files * 0

* Unit = No of files [Total zipped size / Total unzipped size (compression ratio)]

View log

No. of records per page |50 (V]

2. Backup set, Destination, Log Date and Time, and Status can also be filtered as well
as the number of logs per page.

000000000000000000003

o

Backup set | default-backup-set-name-1 w

Log | 07/23/2019 13116 W

Log

Start [ Windows Server 2008 R2 (w2k8r2-std), AhsayQBM v7.17.0.50 ]

Saving encrypted backup set encryption keys to server..

Start Backup ... [In-File Delta: Full]

Using Temporary Directory C\Users\Administrateritemph1562858927672\085@1563858051206
Start running pre-commands

Finished running pre-commands

Downloading server file list...

Downloading server file list... Completed

Start creating Shadow Copy Set..

Shadow Copy Set successfully created

Reading backup source from hard disk..

[Mew Directoryl... Ci\

[New Directory]... C\Users

[Mew Directory]... C:\Users\Administrator

[Mew Directory]... C\Users\Administrater\Decuments

[Mew Directoryl... GiUsers\AdministratoriMusic

Reading backup source from hard disk... Completed

[Mew File]... 100% of "C:\Users\Administrator\Documents\AhsayACE_UserGuideforWindows_version7.docx”
[Mew Directory]... C:\Users\Administrator\Pictures

[Mew Directory]... C:\Users\AdministratoriVideos

[New File]... 100% of

UserstAdministrator\DocumentsiAhsayCBS_version7_UserGuide.docx”

Logs per page |50 W

Destination | AhsayCBS w

Show | All v

Tirme
07/23/2019 13:16:08

07/23/2018 13:16:08 ~

07/23/2018 13:16:10
07/23/201912:16:10
07/23/2019 13:16:10
07/23/2019 13:16:10
07/23/2018 13:16:10
07/23/2018 13:16:10
07/23/2019 13:16:11
07/23/2013 12:16:14
07/23/2013 13:16:14
07/23/2018 13:16:16
07/23/2018 13:16:16
07/23/2019 13:16:16
07/23/2019 13:16:16
07/23/2018 13:16:16
07/23/2018 13:16:16
07/23/2019 13:16:16
07/23/2019 13:16:16
07/23/2012 13:16:16
07/23/2018 13:16:16

Page | 1/2 w

163



10.6.2

Restore

This shows the restore reports. There are four (4) filters that can be applied on this

feature:

e Date

e Backup Set
e Destination

e Status

Report

Restore Report

www.ahsay.com

From To
Backup 16 w|ju w2019 w
Restore Backup set w | Destination
default-backu... (3 AhsayCBs
Usage o)
E default-backu... (3 AhsayCBS
No. of records per page | 50 (V]

23 w || Jul

Today 13:52
Today 13:52

W[ 2019 W Go

Status v
Completed

Completed

Page (1/1 w

164



You can filter and view the restore report using the Date filter.

Report

Backup

Restore

Usage

Restore Report

From

16 w || Jul W | 2019 w

2019 w Go

Backup set

w | Destination

m default-backu... (3 AhsayCBs
E default-backu... (@ AhsayCBS

No. of records per page | 50

To
23 w  [Jul W
w | Job
Today 13:52
Today 13:52

~

Status v
Completed
Completed

Page |1/1 w

You can filter and view the restore report using the Backup set filter.

Report

Backup

Restore

Usage

www.ahsay.com

Restore Report

From

2019 W

16 w | Jul W

Backup set (V]

Backup set

No. of records per page |50

To

Destination

23 w || Jul W™
W | Job
Today 13:52

(3 AhsayCBs

default-backup-set-| (§ Ahsaycss Today 13:52
default-backup-set|

v

2019 w Go
Status v
Completed
Completed
Page |1/1 w
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You can filter and view the restore report to your selected storage location using the

Destination filter.

Report

Backup

Usage

Restore Report

From To
16 W | Jul W || 2019 W 23 w || Jul W
m default-backu... JEIEG] Today 13:52

m default-backu... | AhsayCBS Today 13:52
AhsayCBS

No. of records per page | 50 [~

2019 W

Go
Status v
Completed
Completed
Page |1/1 w
Clo

You can filter and view the restore report with the same status using the Status filter.

Report

Backup

Restore

Usage

Restore Report

From To
16 w | Jul & | 2019 W 23 W |[Jul W
Backup set W | Destination w | Job
E default-backu... @ AhsayCBS Today 13:58
E default-backu... @ AhsayCBS Today 13:52
m default-backu... @ AhsayCBS Today 13:52

No. of records per page |50 v

2019 W

Go
Status
Completed
Completed

Page |1/1 w
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To view the restore log, follow the instructions below:

1. Select and click the restore report, then click the [View log] button.

Re p O rt Restore Report
From To
BaCkUD 16 w | Jul w2019 & | (23 v [Jul w2019 ™ Go
Restore Backup set w | Destination v | Job Status v
Backup set default-backup-set-name-1
Usage P D i
Destination (@ AhsayCBs
Job 07/23/2019 13:58
Time Today 13:58 - 13:58 (CST)
Status + Completed successfully
Downloaded files* 0
* Unit = No of files (Download size)
View log
m default-backu... (3 AhsayCBS Today 13:52 Completed
m default-backu... G AhsayCBS Today 13:52 Completed
No. of records per page |50 ~ Page [1/1 w

2. Backup set, Log Date and Time, and Status can also be filtered as well as the

number of logs per page.

Backup set | default-backup-set-name-1 w#

Log | 07/23/2019 13:58 w

Type Log

©  Stort[ Windows Server 2008 R2 (w2k&r2-std), Ahsay0EM v7.17.0.50 ]

0 Initializing decrypt actien...

@) Initislizing decrypt action... Completed

©  same file "CaUsers\AdministratorDocumentsiMy Music” exists already.
©  same file "CiUsers\Administrator\Documents\My Pictures” exists already.
©  same file "CiUsers\Administrater\Documents\My Videos” exists already.
@) Restore Completed Successfully

Logs per page |50 W

Show | All

Timne
07/23/2019 13:58:28
07/23/2019 13:58:28
07/23/2019 13:58:2¢
07/23/2019 13:58:2¢
07/23/2019 13:58:2¢
07/23/2019 13:58:29
07/23/2019 13:58:30

Page | 1/1

w
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10.6.3Usage

This allows the user to view the storage and usage information in a graphical view for
each backup set and backup destination by date.

RepOI’t Usage

Select a destination
Backup (3 Host: 10.16.10.11:80 v
Restore Select a backup set

E default-backup-set-name-1 [~

16 W | Jul W | 2019 W 23 v |Jul w2019 W Go

Size (KB)
=2
I

0716/
OF/TI2018 —
071812018 —
711512018 —
0772012018 —
72112019 —

07/22/2015 —)
7232019

Date

default-backup-set-name-1

e Storage statistics

Total Size: displays the total amount of backed up data on the backup
destination

The storage statistics of a backup set is updated every time the following
functions are run:

1. Backup job

2. Periodic Data Integrity Check (PDIC)

3. Data Integrity Check (DIC)

4. Space Freeing Up

5. Delete Backup Data




Example:

The data transfer statistics will pop up when mouse pointer moves over a specific date.

Report Usage
Select a destination
Ba(kup (@ Host: 10.16.10.11:80 v
Select a backup set
Restore °
E default-backup-set-name-1 v
Ubage From To
16 & [ Jul w2019 w 23 w | |Jul w2019 W Go
350
30— o
A
250 Date 07/23/2019
Destination ~ AhsayCBS
Gaeo-| Backupset  defaultbackup-setname1
= Total Size 3053k
5150 Data transfer
Backup 3053k
Resore 0
107 Utiities 0
50— r
T ! T ! ! ! T
2 2 2 2 2 2 2
g il El Bl El g g il
) 5 S g Ed El ] )
5 5 5 5 5 5 5 5
Date
default-backup-set-name-1

o Data Transfer statistics:

» Backup: displays the amount of data transferred to the backup
destination for backups

» Restore: displays the amount of data transferred from the backup
destination for restores

» Utilities: displays the amount of data transferred from the backup
destination, when a Data Integrity Check (DIC) is run with the
“‘Run Cyclic Redundancy Check (CRC) during data integrity
check" option selected
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10.7 Restore

This feature is used to restore backed up files to its original or alternate location.

Restore

To restore backed up files, follow the instructions on Chapter 14 Restore Data.

10.8 Settings

This feature allows the user to enable the Proxy Settings and Windows Event Log.

Settings

There are three (3) functions available for this feature:
» Proxy
» Windows Event Log

» Mobile Backup

10.8.1 Proxy

When this feature is on, AhsayOBM will use a proxy to gain access to the internet.

To enable the Proxy Settings, follow the instructions below:

1. Slide the lever to the right to turn it on.
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Settings Proxy (HTTP)

Use proxy to access the Internet
Proxy off | .

Windows Event Log

Mobile Backup

NOTE: Mobile Backup is available if the mobile add-on module is enabled on the user

profile. Please contact your backup service provider for details.

Complete the following fields:
e [P address

e Port

e LoginlID

e Password

Settings Proxy (HTTP)

Use proxy to access the Internet
Proxy on

Windows Event Log IP address

Mobile Backup Login ID

Password

Save Cancel



3. Click the [Test Connection] button to validate the connection.

4. Click the [Save] button to store the settings.

10.8.2 Windows Event Log

When this feature is on, all AhsayOBM system log information will be written under
Applications and Services Logs. User may access them through Windows event
viewer in the local machine.

Settings

m
1e)

VA A A e D
Windows Ev

nt Log

Write AhsayOBM's logs to Windows Event Log. It will be placed under the

Proxy "AhsayOBM" application log. Activities of backup, restore, and triggered utilities will
: be logged

Windows Event Log on = |

Maobile Backup Event level

[1@error [ | 4 warning [ 1@ Info

Event sources

[ profile |1 service (CDP & Scheduler)
[ ] LoginsLogout [ | Software Update

|| Backup [ Report

[ Restore [] utilities

==

NOTE: This feature is only applicable for Windows OS.

Mobile Backup is available if the mobile add-on module is enabled on the user profile.
Please contact your backup service provider for details.



10.8.3 Mobile Backup

Mobile Backup (Only available if the mobile add-on module is enabled on the user profile.
Please contact your backup service provider for details.)

You can use the Mobile backup function to:

» Add one or more device(s) registered for mobile backup.

NOTE
Please refer to the Ahsay Mobile App User Guide for Android and iOS — Chapter 7
for the detailed step-by-step procedure.

» View backed up photos and videos saved in the mobile backup destination.

» Change the mobile backup destination location to:

* new location in the same machine

* new machine

» Remove one or more device(s) registered for mobile backup.

NOTE
For the restore of photos, videos and 2FA accounts to an alternate mobile device, the other mobile
devices must be registered first for mobile backup on AhsayOBM.
* Restore to a different mobile device on the same operating system.

* Restore to a different mobile device on another operating system, i.e., Android to iOS or
iOS to Android.

Settl ﬂgS Mobile Backur
Registered Mobile Device(s)
Proxy e

Windows Event Log

Mobile Backup
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View backed up photos and videos saved in the mobile backup destination

To view backed up photos and videos saved in the mobile backup destination, follow the
instructions below:

1. Either click the link under the registered mobile device or click the Browse icon on
the right side of the registered mobile device.

Settings Mobile Backup

Registered Mobile Device(s)

Proxy A32
D D:\MobileBackup1\A32\1631157758805 ...

Windows Event Log * Add or migrate device

Mobile Backup

2. A new window will be displayed, double-click the blocks folder. Double-click the
folder named in this format “YYYY-MM-DD-hh-mm-ss” which is the date and time of
the backup, this contains the folders where the photos and videos are saved.

T \ |, « MobileBackupl » A32 » 1631157758805 » v c,\ [ search 1631157758805 2 |
¢ Favorites Name Date modified Type Size
B Desktop [ 1. blocks 9/9/20211212PM _ File folder

& Downloads

| Recent places

(©  + 1 [« A3 » 1631157758805 » blocks » v & [ search blocks »
.
+r Favorites Name Date modified Type Size
B Desktop ‘ J. 2021-09-09-12-12-05 9/9/2021 1212 PM File folder
& Downloads %] Backup 9/9/2021 12:12 PM Data Base File 136

=] Recent places

(€)1 |l « 1631157758305 » blocks » 2021-09-09-12-12-05 » v & [ sesrch2021-08-09-12-12.. B
¢ Favorites Name Date modified Type Size
B Desktop | ko 9/9/202112:12PM  File folder
& Downloads

= Recent places

® + 1 [ « blocks » 2021-09-09-12-12-05 » 0 v & [ searcho »
3¢ Favorites | — — — —
B Desktop e e e e e
18 Downloads 000000 000001 000002 000003 000004

| Recent places

3. Once done, click the [X] button to exit.
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Change mobile backup destination location to new location in the same
machine

These are scenarios upon changing the mobile backup destination to a new location in
the same local machine:

Move to a new location in the same machine with enabled Free up space.

If Free up space is enabled on the Ahsay Mobile app, it is strongly
recommended to copy the previously backed-up photos, videos and 2FA
accounts to the new location to prevent missing data. As some of the backed-up
photos, videos and 2FA accounts have already been removed from the mobile
device.

In case the previously backed-up photos, videos and 2FA accounts were not
copied to the new location, even though the backup will re-upload all the photos,
videos and 2FA accounts again from the mobile device, this will not include the
photos, videos and 2FA accounts removed by the Free up space feature.

Move to a new location in the same machine with disabled Free up space.

If Free up space is disabled on the Ahsay Mobile app, there are two (2) options
available, copy the previously backed-up photos, videos and 2FA accounts to
the new location or continue to back up in the new location.

In case the previously backed-up photos, videos and 2FA accounts were not
copied to the new location, the backup will re-upload all the photos, videos and
2FA accounts again from the mobile device.

To change the mobile backup destination to another drive or folder on the AhsayOBM
machine, follow the instructions below:

Example: Change backup destination from
C:\Users\Administrator\Documents\AhsayOBM\%registered_mobile_device%\%ba
ckupsetiD% to D:\MobileBackupl

1.

From the old location, secure a copy of the previously backed-up photos, videos
and 2FA accounts.

Copy the previously backed-up photos, videos and 2FA accounts from the original
location to the new mobile backup destination (if applicable).

Go to Settings > Mobile Backup. Click the Edit icon on the right side of the
registered mobile device.
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In this example, the old mobile backup destination is

C:\Users\Administrator\Documents\AhsayOBM\%registered_mobile_device%!\
%backupsetiD%.

Settlr‘lgS Mobile Backup

Registered Mobile Device(s)

Proxy A32
D C:\Users\Administrator\Documents\AhsayOBM\A32\... . . .
Windows Event Log _

Mobile Backup

4. Change path for Backup Destination screen will be displayed. Select a new
mobile backup destination then click OK.

In this example, the new mobile backup destination will be D:\MobileBackup1.

SetU ﬂgS Mobile Backup

Registered Mobile Device(s)

Proxy A32

C:\Users\Administrator\Documents\AhsayOBM\A32\.. - 7

T}
Windows Event Log

Mobile Backup Lok n': | g New Volume (0:)
@ . hotfix
<
RecentlItems | | J| MSSQL
L shared
! L system
Desktop AU user
DOGEIIB\B
This PC
% Folder pame: D: 1 ] I oK |
| Network | Filesoftype: |AlFies v [Ccaneel |
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5. Click Save to store the change made.

Mobile backup destination is successfully changed to D:\MobileBackupl. All
mobile backups will now be saved to this destination.

Settings Mobile Backup
Registered Mobile Device(s)
Prox A32
y D D:\MobileBackup11A32\1631157758805 ...
Windows Event Log  add or migrate device

Mobile Backup

NOTE

The %registered_mobile_device% and %backupsetID% will be appended
automatically to the new mobile backup destination.

6. Resume backup of photos and videos.

@ Ahsay Mobile o
A32

Last Backup Yesterday, 12:04:55

oloy —
& ol o =

Home Backup 2FA More

L



Change mobile backup destination location to new machine

Move to a new machine with enabled or disabled Free up space due to upgrade.

If the machine needs upgrading, the previously backed-up photos, videos and 2FA

accounts are still available.

If Free up space is enabled on the Ahsay Mobile app, it is strongly recommended to
copy the previously backed-up photos, videos and 2FA accounts to the new machine to
prevent missing data. As some of the backed-up photos, videos and 2FA accounts have

already been removed from the mobile device.

Even if Free up space is disabled, it is recommended to copy the previously backed-up
photos, videos and 2FA accounts to the new machine otherwise the photos, videos and

2FA accounts on the mobile device will be backed-up again from scratch.

» If the machine is lost/stolen, changing the mobile destination is not supported as it is required
to re-register your mobile devices on AhsayOBM and perform backup of photos, videos and

NOTE

2FA accounts again.

Windows machine etc.

Changing the mobile backup destination to a new machine with a different operating system
is supported, e.g. from a Windows machine to macOS machine or macOS machine to

www.ahsay.com

To change the mobile backup destination to a new machine, follow the instructions

below:

Example: Changing the mobile backup destination from an old Windows machine to a

new macOS machine.

1. On the new machine, install AhsayOBM.

0

AhsayOBM

2. Copy the .obm folder from the old Windows machine to the new macOS machine.

“ Home

Share View

« 3 v 9 » ThisPC > Windows-5D (C) » Users > [
~
Name Date modified Type
# Quick access
12/05/2021 3:05 pm File folder
@& OneDrive .cbm 121 6:15 pm File folder
0 Thic br ; U Ubjects 4/06/2020 10:41 pm File folder
e0e & admin
¢ H = EENERE = Q
Favorites Namea Date Modified Size Kind
@ AirDrop
>
E Al My Files . -
¢ iCloud Dri... | »
yﬁ,; Applicatio... » -
» N
[ Desktop S ]
[ Documents » B obm 6:39 PM --  Folder
o Do » [N Alternate Folder 3721 == Folder
» [ cpremp\ 4/28/21 -~ Folder
Devices p |0 Desktop 4427121 == Folder
Q Ahsay.. = » [B] Documents 4427)21 -- Folder
¢ [ Downloads 3:35 PM -- Folder




3. Copy the previously backed-up photos, videos and 2FA accounts from the old
machine to the new mobile backup destination.

NOTE

During machine upgrade, make sure to uninstall the AhsayOBM from the old
machine to avoid any interruptions while backing up on the new machine.

4. Restartthe AhsayOBM Services because copying the .obm folder on a newly
installed AhsayOBM will not trigger the MBS.

#cd /Applications/AhsayOBM. app/bin
#sh StopScheduler.sh
#sh Scheduler.sh

5. Login to AhsayOBM. Enter the login name and password of your AhsayOBM
account. Then, click OK to log in

@ AhsayOBM

Login name

. Save password

Show advanced option

6. Go to Settings > Mobile Backup. Click the Edit icon on the right side of the
registered mobile device.



7. A new screen will be displayed, select the new mobile backup destination then click
Open.
In this example, the new mobile backup destination will be
/Users/admin/Documents/MobileBackupl.

SettlngS Mobile Backup
Registered Mobile Device(s)
Proxy Redmi Note 8 @ 2 i

D:\MobileBackup1\Redmi Note 8\1621332909429

Mobile Backup

O H< > E 0D | &=~ Documents S ] a Q, Search
Favorites Name ~  Date Modified Size  Kind
< iCloud Drive » Bl MobileBackup1 Today, 5:56 PM ~~ Folder
A Applicat » [ MobileBackup2 Today, 5:11 PM -~ Folder
ppiicatians » [ Photos Apr 27, 2021, 11:52 AM - Folder
[=] Desktop » [ Test Files Apr 27, 2021, 12:23 PM -~ Folder
8 Documents » [ Videos Apr 27, 2021, 11:48 AM -~ Folder
o Downloads
Tags
® Red
@ Orange
Yellow
® Green
® Blue
@ Purple
® Gray

New Folder Cancel Open

8. Click Save to store the changes made.

Mobile backup destination is successfully changed to
/Users/admin/Documents/MobileBackupl. All mobile backups will now be saved
to this destination.

Sett|ngs Mobile Backup
Registered Mobile Device(s)
Redmi Note 8
Proxv {Users/admin/Documents/MobileBackupl/Redmi Note 8/1621... . . .

Mobile Backup Add or migrate device

=

NOTE

The %registered_mobile_device% and %backupsetiD% will be appended
automatically to the new mobile backup destination.
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9. Resume backup of photos and videos.

@ Ahsay Mobile o |

Redmi Note 8

Last Backup a minute ago

Il. Backup

M e—
e & B =

Home Backup 2FA More

NOTE
For instructions on changing the mobile backup destination of:
» amacOS machine to a Windows machine please refer to Ch.9.8.2 of the
AhsayOBM v8 Quick Start Guide for Mac.
» aLinux machine to a Windows machine please refer to Ch. 9.8.2 of the
AhsayOBM v8 Quick Start Guide for Linux (GUI).

Remove one or more device(s) registered for Mobile Backup
To remove a mobile device, follow the instructions below:

1. Click the Delete icon on the right side of the registered mobile device.

SettiﬂgS Mobile Backug

Registered Mobile Device(s)

Proxy A32
D C:\Users\Administrator\Documents\Ahsa... . . .
Windows Event Log Add or migrate device

Mobile Backup

181


https://www.ahsay.com/download/download_document_v8_obm-quickstart-mac.jsp
https://www.ahsay.com/download/download_document_v8_obm-quickstart-linux-gui.jsp

2. A confirmation message will appear, click Yes to proceed. Otherwise, click No.

Are you sure you want to delete the registered Mobile Device for Mobile Backup

" feature?
Once deleted, the backed-up mobile device data will also be deleted.

B

3. Mobile device is successfully removed along with any photos, videos and 2FA
accounts backed up in the mobile backup destination.

. o
Settings
Registered Mobile Device(s)

Proxy Add or migrate device

Windows Event Log

Mobile Backup

=] [Sscest] [Fos]



10.9 Utilities

This allows the user to perform quality check on the backed up data, free up storage from

obsolete files, delete, and decrypt backed up data.

Utilities

There are four (4) options available for this feature:
o Data Integrity Check
e Space Freeing Up
e Delete Backup Data

e Decrypt Backup Data

10.9.1 Data Integrity Check

The Data Integrity Check (DIC) is used to identify the data in the backup set that has
index-related issues, remove any corrupted file(s) from the backup destination(s) to
ensure the integrity of the backup data and its restorability, and update the storage

statistics.

For an efficient management of overall storage size of the backup destination(s), the data
integrity check job will perform check for the backup destination(s) to remove old index
files that are more than ninety (90) days old in the backup job folder(s).

There are four (4) options in performing the Data Integrity Check:

Option 1

J Run Cyclic Redundancy Check (CRC) during data integrity check

| Run Cyclic Redundancy Check (CRC) during data integrity check For CheCkmg of index and
o data.
|| Rebuild index
start
Option 2

For checking of index and
integrity of files against the

L Rebuildindex checksum file generated at
start the time of the backup job.
Option 3

For checking and rebuilding
of index.

www.ahsay.com
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Run Cyclic Redundancy Check (CRC) during data integrity check

| Rebuild index

Start

Option 4

«| Run Cyclic Redundancy Check (CRC) during data integrity check

| Rebuild index

Start

For checking of index,
integrity of files against the
checksum file generated at
the time of the backup job,
and rebuilding of index.

The following diagrams show the detailed process of the Data Integrity Check (DIC) in

four (4) modes:

Disabled Run Cyclic Redundancy Check (CRC) and Rebuild index - (Default

e Option1
mode)
e Option 2

Enabled Run Cyclic Redundancy Check (CRC) and Disabled Rebuild index

e Option 3

Disabled Run Cyclic Redundancy Check (CRC) and Enabled Rebuild index

e Option 4

Enabled Run Cyclic Redundancy Check (CRC) and Rebuild index
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Option 1 - Data Integrity Check (DIC) Process with Run Cylic Redundancy Check (CRC)

and Rebuild index DISABLED (Default mode)

°|
B

Removing data

blocks that do not
existin the index

|

)

Removingindex files
from the backup
destination(s) which
aremore than 90
days old

A h N h
O /80 /80 /& &
— o I b
Start Data Checking data Checking index files Checking outdated No index-related
Integrity Check blocksin the which are more than entriesin the index issues found
backup 90 days old in the files if they physically
destination(s) backup destination(s)  existin the backup

destination(s)

01 o

A °. 8
/\/

_lllll — I’

Removingoutdated  Storage Statistics Data Integrity

Check completed

entries in the index recalculated
files which do not A A
physically existin

backup destination(s)

www.ahsay.com

°Check the data blocks (.bak
files) located in the backup
destination(s) if they exist in
the index.
= If YES, proceed to o

=» If NO, proceed to °

°Check the index files in the
backup destination(s) to
determine if they were more
than 90 days old.

= If YES, proceed to
= If NO, proceed to °

°Check the outdated entries in
the index files for files and/or
folders if they physically exist
in the backup destination(s).

= If YES, proceed to
= If NO, proceed to o

ostorage Statistics for Data
area and Retention area
usage will be recalculated.

e Data integrity check is
completed.

1

N

91k

Uploadingindexfiles
with noissuesto the
currentbackup
destination(s)

v

Data Integrity Check
(TESTMODE) user
prompt

°Index files with no issues
will be uploaded to the
current backup destination(s).

° Data blocks (.bak files) that do
not exist in the index and
partially uploaded orphan files
will be automatically removed
from the backup destination(s).

o Index files which are more than
90 days old will be removed
from the backup destination(s).

°Outdated entries in the index
files for files and/or folders
which do not physically existin
the backup destination(s) will
be removed.

=¥ |f the backup data
matches either of the
criteria, proceed to o

=» If NOT, proceed to o

o(TEST MODE) confirmation
screen will prompt user to
proceed with the corrective
actions (recommended).

=» If the user selects YES, then
the changes will be applied

=» If the user selects NO, then
the deletion of data will be
discarded

E‘ By default, (TEST MODE)
confirmation screen will only
prompt if either of the
criteria below matches the
backup data:

+ deleted number of
backup files is over 1,000

+ deleted number of
backup files size is over
512 MB (in total)

+ deleted number of
backup files is over 10%
of the total backup files
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Option 2 - Data Integrity Check (DIC) Process with Run Cylic Redundancy Check (CRC)
ENABLED and Rebuild index DISABLED

A
e /&0

.
N

—

—

W N W
S S S

a;k

el

Start Data Checking data
Integrity Check blocksinthe
backup

N
N

"‘ "' "‘

destination(s)

o|

-

Removing data
blocksthatdo not
existin the index

Checking index files
which are more than
90 days old in the
backup destination(s)

o|

i

Removing indexfiles
from the backup
destination(s) which

Checking outdated
entriesin the index
files if they physically
existin the backup
destination(s)

o
A

L —

entries in the index
files which do not

aremorethan 90 physically existin
days old backup destination(s)
*

Removing outdated

» »

w
s 9 O

Downloadingall files Checking theintegrity No index-related

from the backup of the files againstthe issuesandno
destination(s) to the file corrupted files
AhsayOBMclient found
machine l
l\ o, &
— \
/\/ —l
il |— @&
o= — i
—_—

Storage Statistics Data Integrity

Removing corrupted
recalculated Check completed

files

000

| a

Uploadingindex files

with noissuesto the

01\

currentbackup
destination(s)

Data Integrity Check
(TESTMODE) user
prompt

eCheckthe data blocks (.bak

files) located in the backup
destination(s) if they exist in
the index.

=» If YES, proceed to 0

=» If NO, proceed to o

QCheckthe index files in the

backup destination(s) to
determine if they were more
than 90 days old.

-» If YES, proceed to
=» If NO, proceed to e

°Checkthe outdated entries in

the index files for files and/or
folders if they physically exist
in the backup destination(s).

=» If YES, proceed to
=» If NO, proceed to 0

e For Run on Client (agent-

based) backup sets, files in
the backup set are
downloaded from the backup
destination(s) to the
AhsayOBM client machine.
For Run on Server
(agentless) backup sets,

proceed to

e Check the integrity of files in

the backup destination(s)
against the checksum file
generated at the time of the
backup job.
=¥ If any discrepancy is
FOUND, proceed to
=¥ If NO discrepancy is
found, proceed to o
o Storage Statistics for Data
area and Retention area
usage will be recalculated.

e Data integrity check is
completed.

Olndex files with no issues
will be uploaded to the

current backup destination(s).

OOutdated entries in the index
files for files and/or folders
which do not physically existin
the backup destination(s) will
be removed.

=¥ If the backup data
matches either of the
criteria, proceed to a

4 NOT, proceed to 0

\; By default, (TEST MODE)
confirmation screen will only
prompt if either of the criteria
below matches the backup
data:

+ deleted number of backup

files is over 1,000

deleted number of backup

files size is over 512 MB (in

total)

deleted number of backup

files is over 10% of the total

backup files

o (TEST MODE) confirmation
screenwill prompt user to
proceed with the corrective
actions (recommended).
=? If the user selects YES, then
the changes will be applied

=» If the user selects NO, then
the deletion of data will be
discarded

° Data blocks (.bak files) that do °Corrumed files will be

not exist in the index and

partially uploaded orphan files

automatically removed from
the backup destination(s).

will be automatically removed
from the backup destination(s).

° Index files which are more than

90 days old will be removed

from the backup destination(s).
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Option 3 - Data Integrity Check (DIC) Process with Run Cylic Redundancy Check (CRC)

DISABLED and Rebuild index ENABLED

\ \ \
N o o

———

el

N
N

0

Removingindexfiles
from the backup
destination(s) which
aremorethan 90
days old

11y

Removing outdated
entries in the index
files which do not
physically existin
backup destination(s)

Removing data
blocks that do not
existin the index

g

)

X

Start Data Checking data Checking index files Checking outdated Checking the index No index-related
Integrity Check blocks in the which are more than entriesin the index and datablocks to issues found
backup 90 days old in the files if they physically detectif corrupted
destination(s) backup destination(s)  existin the backup index or broken data
destination(s) blocks existin the
backup destination(s)
| | | 1 o
A\ A A A > L8
— |y
/\/lv —
H B P |laill— o~
—_— e— |

Data Integrity

Rebuildi d Storage Statistics
ebuilding corrupte g Check completed

indexand broken recalculated

data blocks
t o
N

000

Uploadingindex files

Ol\

with noissuesto the
currentbackup
destination(s)

oy,

Data Integrity Check
(TESTMODE) user
prompt

°Check the data blocks (.bak
files) located in the backup
destination(s) if they exist in
the index.
=% If YES, proceed to °

=» If NO, proceed to °

o Data integrity check is
completed.

°Check the index files in the
backup destination(s) to
determine if they were more
than 90 days old.

=% If YES, proceed to
=» If NO, proceed to e

°Check the outdated entries in
the index files for files and/or
folders if they physically exist
in the backup destination(s).

= If YES, proceed to
=¥ If NO, proceed to o

GCheckthe index and data
blocks in the backup
destination(s) to identify
corrupted index and broken
data blocks.
=» |f corrupted index and

broken data blocks are
FOUND, proceed to o

be removed.
=¥ If the backup data

=» If NO corrupted index =¥ If NOT, proceed to

and broken data blocks
are FOUND, proceed to e

eStorage Statistics for Data
area and Retention area
usage will be recalculated.

elndex files with no issues
will be uploaded to the
current backup destination(s).

° Index files which are more than
90 days old will be removed
from the backup destination(s).

°Outdated entries in the index
files for files and/or folders .
which do not physically exist in
the backup destination(s) wil

matches either of the
criteria, proceed to a

a(TEST MODE) confirmation

screen will prompt user to

proceed with the corrective

actions (recommended).

=» |f the user selects YES, then
the changes will be applied

= |f the user selects NO, then
the deletion of data will be
discarded

°Data blocks (.bak files) that do oCOrrupted index and broken
not exist in the index and
partially uploaded orphan files
will be automatically removed
from the backup destination(s).

data blocks (.bak files)
identified will be rebuilt.

\ By default, (TEST MODE)
confirmation screen will only
prompt if either of the criteria
below matches the backup
data:

« deleted number of backup

files is over 1,000

deleted number of backup

files size is over 512 MB

(in total)

« deleted number of backup
files is over 10% of the
total backup files

www.ahsay.com
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Option 4 - Data Integrity Check (DIC) Process with Run Cylic Redundancy Check (CRC)
and Rebuild index ENABLED

ll*t

]

[N

v

Data Integrity

prompt

OCheckihe data blocks (.bak
files) located in the backup
destination(s) if they exist in
the index.
=» If YES, proceed to o

= If NO, proceed to o

QChecklhe index files in the
backup destination(s) to
determine if they were more
than 90 days old.
= If YES, proceed to

= If NO, proceed to e

°Check the outdated entries in
the index files for files and/or
folders if they physically exist
in the backup destination(s).

=»If YES, proceed to
= If NO, proceed to o

o For Run on Client (agent-
based) backup sets, files in
the backup set are
downloaded from the backup
destination(s) to the
AhsayOBM client machine.
For Runon Server
(agentless) backup sets,
proceed to

Check

(TESTMODE) user

o Check the integrity of files in
the backup destination(s)
against the checksum file
generated at the time of the
backup job.
=» If any discrepancy is

FOUND, proceed to
=»|f NO discrepancy is
found, proceed to o
°Check the index and data
blocks in the backup
destination(s) to identify
corrupted index and broken
data blocks.
=¥ If corrupted index and
broken data blocks are
FOUND, proceed to

=¥ If NO corrupted index
and broken data blocks.

are found, proceed to

e Storage Statistics for Data
area and Retention area
usage will be recalculated.

o Data integrity check is
completed.

olndex files with no issues
will be uploaded to the
current backup destination(s).

h A h b A A h
S > 0 S > 0 § S
g O /80 ¢ r KN LN N &
Start Data Checking data Checking indexfiles  Checki D gallfiles C g Checkingtheindex  No index-related
Integrity Check blocksin the whichare morethan  entriesin theindex  from the backup of the files againstthe and datablocks to issuesandno
backup 90 days old in the files if they phy )to the file detectif corrupted  corrupted files
) backup existinthebackup ~ AhsayOBMclient index or brokendata  found
destination(s) machine blocks existin the
backup destination(s)
> L
a (N [N —_—
(7= S /~/| —
J il | ——— ~
2] e —
Data Integrity

Removing data Removingindexfiles ~ Removingoutdated g corrupted Storage Statistics Check completed
blocks that do not from the backup entries in the index files corruptedindexand ~ recalculated

existin the index destination(s) which files which do not broken datablocks °

are more than 90 physically existin
days old backup destination(s)

Uploading index files
with noissues to the
currentbackup
destination(s)

°Data blocks (.bak files) that do QCorrupled index and broken

not exist in the index and
partially uploaded orphan files
will be automatically removed
from the backup destination(s).

°lndex files which are more than
90 days old will be removed
from the backup destination(s).

°0u‘kdaied entries in the index
files for files and/or folders
which do not physically exist in
the backup destination(s) will
be removed.

=¥ |f the backup data
matches either of the
criteria, proceed to o

=» If NOT, proceed to o

e (TEST MODE) confirmation
screen will prompt user to
proceed with the corrective
actions (recommended).
=» If the user selects YES, then
the changes wil be applied

= If the user selects NO, then
the deletion of data will be
discarded

° Corrupted files will be
automatically removed from
the backup destination(s).

data blocks (.bak files)
identified will be rebuilt.

17 By default, (TEST MODE)
confirmation screen will only
prompt if either of the criteria
below matches the backup
data:

« deleted number of backup
files is over 1,000

+ deleted number of backup
files size is over 512 MB
(in total)

+ deleted number of backup
files is over 10% of the
total backup files
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Utilities

Data Integrity Check

Space Freeing Up
Delete Backup Data

Decrypt Backup Data

Data Integrity Check

perform health check for your backed up data to ensure the data integrity and
restorability

Select a backup set
All v

Run Cyclic Redundancy Check (CRC) during data integrity check

Rebuild index

Start

1.

NOTES

Data Integrity Check CANNOT fix or repair files that are already corrupted.

Data Integrity Check can only be started if there is NO active backup or restore

job(s) running on the backup set selected for the DIC job. As the backup, restore
and data integrity check are using the same index for read and write operations.
Otherwise, an error message will be displayed in the post-DIC to indicate that the
data integrity check is completed with error(s) and had skipped a backup set with

an active backup job.

www.ahsay.com
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The following screenshot is an example of a Data Integrity Check completed with error(s).
A Data Integrity Check is run on a backup set with an active backup job running which
resulted the Data Integrity Check to stop with error(s). Clicking the View log button will
display the details of the Data Integrity Check job error(s).

Ut|||t|e5 Data Integrity Chec

Perform health check for your backed up data to ensure the data integrity and
Data Integrity Chec restorability

Select a backup set

Space Freeing Up Al v

De\ete Backup Data Run Cyclic Redundancy Check (CRC) during data integrity check
Rebuild index

Decrypt Backup Data

X Data Integrity Check is completed with error(s)

View log

Log | 14/04/2021 10:59 w# Show | All w
Type Log Time
@ Start[AhsayDBM vE5.0.126] 14/04/2021 10:50:35
@) Startdata integrity check on all backup sets, cre disabled, rebuild index disabled 14/04/2021 10:59:35
€3 Skipped Backup Set = "default-backup-set-name-1". Reason = "Backup job "default-backup-set-name-1" is still running.” 14/04/2021 10:59:35
@ Startprocessing data integrity check on backup set= "default-backup-set-name-2" destination= "AhsayCBS" 14/04/2021 10:59:35
o Download valid index files from backup job "Current” to "C\Users\Administratoritemp'1618360079628\0B5@ 1618369104630, 14/04/2021 10:59:37
o INT_CHECK_VACUUM_INDEX 14/04/2021 10:59:37
@ INT_CHECK VACUUM_INDEX... Completed 14/04/2021 10:50:37
@)  Esisting statistics of backup set= "default-backup-set-name-2" destination= "AhsayCBS": Data area compressed size: 13.57MB...  14/04/2021 10:58:38
@) Recalculated statistics of backup set= "default-backup-set-name-2" destination= "AhsayCBS": Data area compressed size: 13.5..  14/04/2021 10:58:38
@  The statistics of backup set= "default-backup-sername-2" destination= "AhsayCBS" is correct. 14/04/2021 10:59:38
@ saving the integrity check result. 14/04/2021 10:50:38
o Saving encrypted backup file index to 1618369079628/blocks at destination AhsayCBS... 14/04/2021 10:59:39
@ Data integrity check on backup set= "default-backup-set-name-2" destination= "AhsayCBS" is completed 14/04/2021 10:59:40
€3 Skipped Backup Set = "default-backup-set-name-1". Reason = "Backup job "default-backup-set-name-1" is still running.” 14/04/2021 10:59:41
€3 Finished data integrity check with error on all backup sets, cre disabled, rebuild index disabled 14/04/2021 10:59:41
@ Completed data integrity check on all backup sets, cre disabled, rebuild index disabled 14/04/2021 10:59:41

Logs per page |50 W Page |[1/1 W
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To perform a Data Integrity Check, follow the instructions below:

1. Go to the Data Integrity Check tab in the Utilities menu.

Utilities

Data Integrity Check
Space Freeing Up
Delete Backup Data

Decrypt Backup Data

Data Integrity Check
perform health check for your backed up data to ensure the data integrity and
restorability

Select a backup set

All
Run Cyclic Redundancy Check (CRC) during data integrity check
Rebuild index

2. Click the drop-down button to select a backup set.

www.ahsay.com

Utilities

Data Integrity Check
Space Freeing Up
Delete Backup Data
Decrypt Backup Data

Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and
restorability

Select a backup set

Backup_1

Backup_2

Start

191



3. Click the drop-down button to select a backup destination.

UU | |t|eS Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and

Select a backup set
Space Freeing Up Backup_2 v
Delete Backup Data Select a destination

All v
Decrypt Backup Data

AhsayCBS

Start

4. Unchecked Run Cyclic Redundancy Check (CRC) and Rebuild index options is the
default setting of data integrity check.

UU | |t| es Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and
Data Integrity Check restorability

Select a backup set
Space Freeing Up Backup_2 v

Select a destination

Delete Backup Data
AhsayCBS ~ ‘

Decrypt Backup Data

[] rRun Cyclic Redundancy Check (CRC) during data integrity check

Rebuild index
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Run Cyclic Redundancy Check (CRC)

When this option is enabled, the DIC will perform check on the integrity of the files on
the backup destination(s) against the checksum file generated at the time of the
backup job.

If there is a discrepancy, this indicates that the files on the backup destination(s) are
corrupted and will be removed from the backup destination(s). If these files still exist
on the client machine on the next backup job, the AhsayOBM will upload the latest
copy of the files.

However, if the corrupted files are in the retention area, they will not be backed up
again as the source file has already been deleted from the client machine.

The time required to complete a data integrity check depends on the number of
factors such as:

e number of files and/or folders in the backup set(s)

¢ bandwidth available on the client computer

e hardware specifications of the client computer such as, the disk I/O and CPU
performance

NOTES

1. For user(s) with metered internet connection, additional data charges may be
incurred if the Cyclic Redundancy Check (CRC) is enabled. As CRC data
involves downloading the data from the backup destination(s) to the client
machine in order to perform this check.

2. To find out how much data is downloaded from the backup destination(s) for the
CRC check, please refer the value for Utilities in the Data Transfer statistics on
chapter 10.6.3.

Rebuild index
When this option is enabled, the data integrity check will start rebuilding corrupted
index and/or broken data blocks if there are any.

Click the [Start] button to begin the Data Integrity Check.

Data Integrity Check will start running on the selected backup set(s) and backup
destination(s).



Ut|||t|eS Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and
Data |ﬂ‘[egﬂ‘[_\/ Check restorability
Select a backup set

Space Freeing Up Backup_2 v

De‘ete Backup Data Select a destination

AhsayCBS [¥]

Decrypt Backup Data

7. Once the DIC is completed, click the View log button to check the detailed process of
the data integrity check.

Ut|||t|e5 Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and
Data Integrity Check restorability
Select a backup set

Space Freeing Up [ Backup_2 v

Select a destination

Delete Backup Data
|AhsayCBS v |

Decrypt Backup Data

[ Run Cyclic Redundancy Check (CRC) during data integrity check

[ Rebuild index
+ Data Integrity Check is completed successfully

8. The detailed log of data integrity check process will be displayed.
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Log

=
5
]

Bl =R

14/04/202111:33 W

Log
Start [ AhsayOBM w8.5.0.126 ]

Start data integrity check on backup set "Backup_2(1618369079628)", "AhsayCBS(1618369104630)", cre disabled, rebuild inde...

Start processing data integrity check on backup set= "Backup_2" destination= "AhsayCB5"

Dawnload valid index files from backup job "Current” to "C\Users‘\Administratoriternp'1618369079628\0BS@1618369104630...

INT_CHECK VACUUM_INDEX
INT_CHECK VACUUM INDEX... Completed
Existing statistics of backup set= "Backup_2" destination= "AhsayCBS"; Data area compressed size: 13.57MB, Data area unco..,

Recalculated statistics of backup ser= "Backup_2" destination= "AhsayCB5" Data area compressed size: 13.57MB, Data area u...

The statistics of backup set= "Backup_2" destination= "AhsayCB5" is correct.

Saving the integrity check resulr.

Saving encrypted backup file index to 1618369079628/blacks at destination AhsayCES...
Data integrity check an backup set= "Backup_2" destination= "AhsayCB5" is completed

Finished data integrity check on backup set "Backup_2(1618360079628)", "AhsayCBS5(1618260104630)", cre disabled, rebuild i...
Completed data integrity check on backup set "Backup_2(1618369079628)", "AhsayCB5(1618269104630)", crc disabled, rebuil...

Logs per page |50 W

Show | All

Tirme

14/04/2021
14/04/2021
14/04/2021
14/04/2021
14/04/2021
14/04/2021
14/04/2021
14/04/2021
14/04/2021
14/04/2021
14/04/2021
14/04/2021
14/04/2021
14/04/2021

Page

11:3317
11:3317
11:33117
11:3318
11:3318
11:3318
11:3319
11:3319
11:3319
11:33:19
11:33:20
11:33:21
11:33:21
11:33:21
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The following options can be used for further viewing of the detailed DIC log:

Log filter
Show filter
Logs per page
Page

Log | 14/04/202111:33 w |

Type

elelels]alls]olelslelelele

Log
Start [ AhsayOBM v8.5.0.126 ]
Start data integrity check on backup set "Backup_2(1618369079628)", "AhsayCBS(1618369104630)", crc disabled, rebuild inde
Start processing data integrity check on backup set= "Backup_2" destination= "AhsayCBS”

Download valid index files from backup job "Current” to "C:\Users\Administrator\itemp\1618369079628\0BS@1618369104630.

INT_CHECK_VACUUM_INDEX
INT_CHECK_ VACUUM_INDEX... Completed
Existing statistics of backup set= "Backup_2" destination= "AhsayCBS": Data area compressed size: 13.57MB, Data area unco...

Recalculated statistics of backup set= "Backup_2" destination= "AhsayCBS": Data area compressed size: 13.57MB, Data area u...

The statistics of backup set= "Backup_2" destination= "AhsayCBS" is correct
Saving the integrity check result

Saving encrypted backup file index to 1618369079628/blocks at destination AhsayCBS...

Data integrity check on backup set= "Backup_2" destination= "AhsayCBS" is completed

Finished data integrity check on backup set "Backup_2(1618369079628)", "AhsayCBS(1618369104630)", crc disabled, rebuild i

Completed data integrity check on backup set "Backup_2(1618369079628)", "AhsayCBS(1618369104630)", crc disabled, rebuil..

Logs per page | 50

Show | All

Time

14/04/2021
14/04/2021
14/04/2021
14/04/2021
14/04/2021
14/04/2021
14/04/2021
14/04/2021
14/04/2021
14/04/2021
14/04/2021
14/04/2021
14/04/2021
14/04/2021

11:33:117
11:33:17
11:33:17

1:33:18
11:33:18
11:33:18
11:33:19
11:33:19
11:33:19
11:33:19
11:33:20
11:33:21
11:33:21
11:33:21
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Control Screenshot Description

Log filter ] This option is used to
Log | 01/21/2020 16:23 W display the logs of the
W 10/02/2019 16:34 s previous data integrity
i ] check jobs.
o 10/02/2019 16:56
g 10/10/2019 15:50
o 01/18/202017:27
g 01/21/2020 13:07
o 01/21/2020 13:08 |=
g 01/21/2020 16:23
o 01/21/2020 16:23 7
Show filter This option is used to sort
Show | All v the data integrity check log
by its status (i.e., All,
Information, Warning, and
01| Information Error).
. With this filter, it will
01{ Warning t_ this filter, it be
01 easier to sort the DIC logs
01 Error by its status especially for
longer data integrity check
logs.
Logs per This option allows user to

page Logs per page | 50 control the displayed
number of logs per page.

Page This option allows user to
navigate the logs to the

next page(s).

Data Integrity Check Result
There are two possible outcomes after the completion of a data integrity check:

e Data Integrity Check is completed successfully with no data corruption or
index-related issues detected,;
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e Corrupted data (e.g. index files, checksum files and/or broken data blocks)
has been detected

The screenshot below shows an example of a data integrity check log with NO data
corruption or index-related issues detected.

Log | 14/04/2021 11:33 W Show | All (¥
Type Log Time
o Start [ AhsayOBM +8.5.0.126 ] 14/04/2021 11:3317
o Start data integrity check on backup set "Backup_2(1618369079628)", "AhsayCBS(1618369104630)", cre disabled, rebuild inde... 14/04/2021 11:3317
@  Start processing data integrity check on backup set= "Backup_2" destination= "AhsayCES" 14/04/2021 11:33:17
o Download valid index files from backup job "Current” to "C\Users\Administratoritemp\1618369079628\0B5@1618369104630... 14/04/2021 11:23:18
o INT_CHECK_VACUUM_INDEX 14/04/2021 11:23:18
o INT_CHECK_VACUUM_INDEX... Completed 14/04/2021 11:33:118
o Existing statistics of backup set= "Backup_2" destination= "AhsayCBS": Data area compressed size: 13.57MB, Data area unco... 14/04/2021 11:33119
o Recalculated statistics of backup set= "Backup_2" destination= "AhsayCBS": Data area compressed size: 13.57MB, Data area u... 14/04/2021 11:33:119
o The statistics of backup set= "Backup_2" destination="AhsayCBS5" is correct. 14/04/2021 11:33:19
©  saving the integrity check resul, 14/04/2021 11:33:19
o Saving encrypted backup file index to 1618369079628/blocks at destination AhsayCBS.. 14/04/2021 11:23:20
o Data integrity check on backup set= "Backup_2" destination= "AhsayCB5" is completed 14/04/2021 11:33:21
o Finished data integrity check on backup set "Backup_2(1618369079628)", "AhsayCB5(1618369104630)", cre disabled, rebuild i... 14/04/2021 11:33:21
o Completed data integrity check on backup set "Backup_2{1618369079628)", "AhsayCBS(1618363104630)", cre disabled, rebuil... 14/04/2021 11:33:21

Logs per page |50 w4 Page |[1/1 w

If any index-related error(s) or data corrupted item(s) is found, the (TEST MODE)
confirmation screen will be displayed.

The result of data integrity check (TEST MODE) is as follow. No actions are performed yet. Data
corrupted items, checksum incorrect items and index broken data blocks will be deleted. Are
you sure you want to continue?

Backup set: Backup_1
Items found in | Data corrupted | Index broken
ndex ms data bl
AhsayCBS 11 (45.7MB) 6 (45.7MB) 26.6KB) Incorrect

Destination

* File count (File size)

This is to inform the user of the following details:

e Backup set that contains an error
e Backup Destination
e ltems found in index
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e Data corrupted items
¢ Index broken data blocks
e  Statistics (i.e. Correct or Incorrect)

Test Mode confirmation

The (TEST MODE) confirmation screen will ONLY appear if either of the criteria
below matches the backup data during the data integrity check process:

e deleted number of backup files is over 1,000
e deleted number of backup file size is over 512 MB (in total)
e deleted number of backup files is over 10% of the total backup files

Otherwise, the Data Integrity Check job will automatically take corrective actions.

There are three (3) options on the (TEST MODE) confirmation screen:

Control Screenshot Description

Yes Corrupted data (e.g. index files, checksum files
= and/or broken data blocks) will be deleted and
storage statistics will be updated.

No No action(s) will be taken and a message will
prompt.

View log : The detailed log of the data integrity check process
will be displayed.

Clicking No will display the following screen:

o  Data Integrity Check was completed in TEST MODE only. NO changes have been
updated.
You are recommended to continue in order to delete data corrupted items, checksum
incorrect items, index broken data blocks and rebuild the index.
Are you sure you want to exit?

If the [Exit] button is clicked, the data integrity check result will be discarded.

If the [Back] button is clicked, it will go back to the (TEST MODE) confirmation
screen.
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NOTES

1. It is strongly recommended to apply corrective actions when the (TEST MODE)
confirmation screen pops up (clicking the Yes button). This is to ensure that the
remaining corrupted file(s) will be removed from the backup destination(s),
therefore on the next backup job, these files are backed up again if they are still
present on the client machine. However, if the corrupted files are in retention
area, then they will not be backed up again as the source file has already been
deleted from the client machine.

2. If the DIC detects data blocks (.bak files) in the backup destination(s) that do not
have related index entries, then these physical data blocks will be automatically
removed from the backup destination(s) without the (TEST MODE) prompt.

Aside from viewing the Data Integrity Check logs directly on AhsayOBM client, they
can also be viewed on the file system of the AhsayOBM client machine. For
AhsayOBM on Windows, the DIC logs are located in the following directory:

%UserProfile%\.obm\system\integrityCheck

AN A IntegrityCheck
Home Share View

E [ Preview pane Extra large icons =] Large icons JI [=] Group by ~ [] 1tem check boxes

m Details pane i{ﬂ Medium icons 5 Small icons - [ED Add columns = [ File name extensions
Mavigation oo 3= n — Sort

pa?w. HE List H=2 Details - by~ [05ize all columns to fit ] Hidden items

Panes Layout Current view Show/hidg
:(-:l - 1“| . » ThisPC » Local Disk (C) » Users » Administrator » .obm » system » IntegrityCheck v O
-

MName Date modified Type Size

| 2019-10-02-15-35-10 Text Document 2KB

| 2019-10-02-15-36-16 Text Document 2KB

| 2019-10-02-15-58-21 Text Document 2KB




10.9.2 Space Freeing Up

This feature is used to remove obsolete file(s) from your backup set and destination
(manually start retention policy). After the Space Freeing Up job is completed, the storage
statistics of the backup set(s) are updated.

To perform Space Freeing Up, follow the instructions below:

1. Select a backup set from the drop-down list.

N
U’EI|I’E|€S Free Up Storage Space

To remove obsolete files from your backup destination according to your retention
Data Integrity Check policy setting to free up your storage space, select backup set(s), destination(s) and

then press Start.

Space Freeing Up Select a backup set

Delete Backup Data

default-backup-set-name-1

Decrypt Backup Data

default-backup-set-name-2

default-backup-set-name-3

If you select a specific backup set, then you will also have to select a specific
destination or all destinations.

Ut| | |t|eS Free Up Storage Space
To remove obsolete files from your backup destination according to your retention
Data Iﬂtegrity Che(k policy setting to free up your storage space, select backup set(s), destination(s) and

then press Start.

Space Freeing Up Select a backup set

default-backup-set-name-1 ~
Delete Backup Data

Select a destination

Decrypt Backup Data Al hd

All

AhsayCBS
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If you select All backup sets, then there is no need to select a destination.

Ut|||t|e5 Free Up Storage Space

To remove obsolete files from your backup destination according to your retention

Data Integrity Check policy setting to free up your storage space, select backup set(s), destination(s) and
then press Start.

Space Freeing Up Select a backup set

B

Delete Backup Data

Decrypt Backup Data

2. Click the [Start] button to perform space free up.

Ut| | |t| es Free Up Storage Space

To remove obsolete files from your backup destination according to your retention

Data Integrity Check policy setting to free up your storage space, select backup set(s), destination(s) and
then press Start.
SPEJCE' Fr’eeiﬂg U p Select a backup set
Al v ]
Delete Backup Data
Start

Decrypt Backup Data

3. Space freeing job will start running on the selected backup set(s) and backup
destination(s).



Ut|||t|eS Free Up Storage Space

To remove obsolete files from your backup destination according to your retention

Data Integrity Check policy setting to free up your storage space, select backup set(s). destination(s) and
then press Start.

ce Fr’eeiﬂg U p Select a backup set
default-backup-set-name-1 [~

Delete Backup Data

Select a destination

Decrypt Backup Data Al v

¢ Start processing space freeing up on backup set= "default-backup-set-name-1 (1...

4. The status will be shown once completed. Click the [View log] button to see the
detailed report of the space freeing up job.

Ut|||t|eS Free Up Storage Space

To remove obsolete files from your backup destination according to your retention

Data Integrity Check policy setting to free up your storage space, select backup set(s). destination(s) and
then press Start.

Space Freeing Up Select 3 backup set
| default-backup-set-name-1 L |

Delete Backup Data

Select a destination

Decrypt Backup Data [ v

« Space freeing up is completed successfully
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Log | 07/23/2019 15115 W Show | All W
Type Lo, Tirme
o Start space freeing up on backup set "default-backup-set-name-1(1563858937672)" all destination 07/23/2019 15:15:33
) Start processing space fresing up on backup set= "default-backup-set-name-1 (1563858937672)" destination= "Ahsay(BS (15..  07/23/2019 15:15:33
o Saving encrypted backup file index to 1563858937672/blocks at destination AhsayCBS... 07/23/2019 15:15:35
0 Space freeing up en backup set= "default-backup-set-name-1 (1563858927672)" destination= "AhsayCBS (1563858951806)" i... 07/23/2019 15:15:37
o Finished space freeing up on backup set "default-backup-zer-name-1(1563858937672)" all destination 07/23/201% 15:15:37

Logs per page | 50 ~ Page (1/1 w

Close

10.9.3 Delete Backup Data

This feature is used to permanently delete backed up data from a backup set(s),
destination(s), backup job, or delete all backed up data. After the data is deleted, the
storage statistics of the backup set(s) are updated.

To perform deletion of backup data, follow the instructions below:
1. Select a backup set from the drop-down list.

Ut|||t|eS Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This

Data mtegr—n—_y Check action will physically delete the selected data regardless the defined retention
policy. Therefore, make sure you know what you are deleting and NO undo will be
available afterward.

Space Freeing Up

Delete Backup Data

Decrypt BaCkUD Data Sample Backup Set 02

Sample Backup Set 01

Select a backup set

NOTE: This will only delete the backed up files in a backup set(s) and destination(s),
but the backup set and destination will remain.

-
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If you select a specific backup set, then you will also have to select a specific
destination or all destinations.

Ut|||t|es Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This

Data Integr’ity Check action will physically delete the selected data regardless the defined retention
policy. Therefore, make sure you know what you are deleting and NO undo will be
available afterward.

Space Freelng Up Select a backup set

Delete Backup Data Sample Backup Set 01 v

Select a destination
Decrypt Backup Data

All v

AhsayCBS

If you select All backup sets, then there is no need to select a destination.

Ut|||t|eS Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This

Data Integrity Check action will physically delete the selected data regardless the defined retention
policy. Therefore, make sure you know what you are deleting and NO undo will be
available afterward.

Space Freeing Up

Select a backup set

Delete Backup Data Al v |

Decrypt Backup Data B

2. If you choose to delete All backup set(s), the following message will be displayed. By
clicking Yes, all backed up files from the selected backup set(s) and destination(s)
will be deleted.



o Delete all backup set files?

If you select a specific backup set, you will have an option to choose a destination.

Ut|||t|eS Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This
action will physically delete the selected data regardless the defined retention
policy. Therefore, make sure you know what you are deleting and NO undo will be
available afterward.

Data Integrity Check

Space Free‘ ﬂg Up Select a backup set

Delete Backup DEIE! Sample Backup Set 01 v

Select a destination
Decrypt Backup Data

All v

AhsayCBS

If you select a specific destination, there are two (2) available options for the type of
files you wish to delete.

e Delete all backed up data
e Choose from ALL files



UtI|ItIeS Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This

Data Imegrity Check action will physically delete the selected data regardless the defined retention
policy. Therefore, make sure you know what you are deleting and NO undo will be
available afterward.

Space Freelng Up Select a backup set

Delete Backup Data Sample Backup Set 01 ¥

D B k D Select a destination
ecrypt ACKUp ata AnsaycEs -

Select what to delete

Delete all backed up data w

Delete all backed up data

Choose from ALL files

Delete all backed up data
If you choose this option, the following message will be displayed. By clicking Yes, all
backed up data from the selected backup set(s) and destination(s) will be deleted.

2 Delete all files (Sample Backup Set 01 - AhsayCBS)?




Choose from ALL files

If you choose this option, you can select to delete any file(s) in the backup set.

Data Integrity Check

available afterward.

Space Fr’eelng Up Select a backup set

Delete Bac p Data Sample Backup Set 02

Select a destination

Decrypt Backup Data AhsayCBS

Select what to delete

Choose from ALL files

Folders
B @ AhsayCBS
B0
-0l root
&~ . Documents
L. TestFiles

Ut|||t|eS Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This
action will physically delete the selected data regardless the defined retention
policy. Therefore, make sure you know what you are deleting and NO undo will be

L

MName
__ Attendance_2017.doc
| BackupSet_001 - Copy (2).mt
_ BackupSet 001 - Copy - Co..
| BackupSet_001 - Copy.txt
| BackupSet_001.txt
BackupSet_ 002 - Copy.txt
| BackupSet_002.txt
| BackupSet 003 - Capy (2).txt
| BackupSet_003 - Capy - Co...

FEERNEREEE

Size
14MB
56KB
S6KB
56KB
S6KB
56KB
S6KB
56KB
S6KB

3. Click the [Delete] button, then click [Yes] to start the deletion of files.

Date rodified
20/08/2019 00:00
11/04/2019 00:00
11/04/2019 00:00
11/04/2019 00:00
11/04/2019 00:00
11/04/2019 00:00
11/04/2019 00:00
11/04/2019 00:00
11/04/2019 00:00

available afterward.

Space Freeing Up

Select a backup set

Delete Ba kUp Data Sample Backup Set 02

Select a destination

Decrypt Backup Data

select what to delete

Delete all backed up data

Delete

Ut|||t|eS Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This
Data mtegrlty Check action will physically delete the selected data regardless the defined retention
policy. Therefore, make sure you know what you are deleting and NO undo will be

~
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2 Delete all files (Sample Backup Set 02 - AhsayCBS)?

4. Files are successfully deleted.

T
Utilities
Delete backed up data of a specific backup set from a specific destination. This
Data Iﬂtegrity Check action will physically delete the selected data regardless the defined retention
policy. Therefore, make sure you know what you are deleting and NO undo will be
available afterward.

Space Freeing Up

Select a backup set

Delete Backup Data Sample Backup Set 02 ¥

Select a destination

Decrypt Backup Data

Select what to delete

Delete all backed up data w

+ Files deleted successfully
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10.9.4 Decrypt Backup Data

This feature is used to restore raw data by using the data encryption key that was set for

the backup set.

To perform decryption of backup data, follow the instructions below:

1. Click the [Browse] button to locate the path of the backup set ID / blocks folder.

Utilities
Data Integrity Check

Space Freeing Up
Delete Backup Data

Decrypt Backup Data

Decrypt Backup Data

Please enter the path to the [<backup set ID>/blocks] folder which contains the
backup files that you want to decrypt.
Browse

Temporary directory for storing restore files

C\Users\administratori.obmitemp

Decrypt

2. Click the [Browse] button to re-select the temporary folder for the decrypt process.
Then click the [Decrypt] button to begin.

Utilities
Data Integrity Check

Space Freeing Up
Delete Backup Data

Decrypt Backup Data

www.ahsay.com

Decrypt Backup Data

Please enter the path to the [<backup set ID=/blocks] folder which contains the
backup files that you want to decrypt.

C:\Program Files\AhsayCBS\user\WindowsTestAccount\156385304408( Browse

Temporary directory for storing restore files

C:\Users\Administrator\.obm\temp

Decrypt
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3. Select files to be decrypted.

Select Your Files To Be Restored
Select what to restore
Choose from files as of job W ||07i25i2019 L~ || Latest w |
Show filter
Folders Mame | Size | Date modified
5 B decrypr_destination Links
=i CA = Bingurl 1KB  02/09/2018 11:22
= 0] | Users desktop.ini 1KB  02/09/2018 11:22
=0 & Administrator
(-0 7 Favorites
Search Items per pagel 50 W | Page |‘\ M w |

4. Choose the location where the decrypted files will be restored to.

Choose Where The Files To Be Restored

Restore files to

(®) Original location
() Alternate location Browse

Show advanced option

Previous Restore Cancel
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5. The status will be shown once completed.

Restore

m default-backup-set-name-3

decrypt_destination (C:\Program Files\AhsayCBS\wser\WindowsTestAccount) .

+ Restore Completed Successfully
Estimated time left 0 sec

Restored 0 (0 file)
Elapsed time 1 sec
Transfer rate Obit/s

Close
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10.100nline Help

This allows the user to view the summary of information and instructions of each available

features in AhsayOBM.

Profile

General
Contacts

Time Zone

Encryption Recovery

Password
Change Password

Save password

Profile

Key:

Field

Please confirm
current
password.

New Password

Reenter
Password

Save password

You can modify the your login password or by pass the password checking.

Modify the login password.

To modify the login password settings:

1. Click on the 'Change Password'.

2. Enter your current password, click [Next] to continue.

3. Enter your new password. -
4. Reenter your new password for verification, click [OK] to continue.

Description

The box for your current password entry. You need to type in the correct
password before you can change a new password.

The text box for your new password.

The text box for you to reenter new password, this is to verify the New
Password' entry. If both 'New Password' and ‘Reenter Password do not
match, you will be promoted to enter the password again.

By pass the password entry when you open the AhsayOBM interface.

www.ahsay.com
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10.11System Tray

If AhsayOBM is installed in the computer, you will see an AhsayOBM icon in the taskbar at
the lower right corner of the screen.

O]

o © @ s T [ 3ssem M

When you right-click the AhsayOBM icon, a control menu will pop-up.

Open

Backup

Backup and Logaoff
Backup and Restart
Backup and Shutdown
Backup and Standby
Backup and Hibernate

. . . . .

Help
Shop Runming Backup k

(oW

Exik

L O =

Ahsay OBM system tray has ten (10) controls:

www.ahsay.com

Open

Backup

Backup and Logoff
Backup and Restart
Backup and Shutdown
Backup and Standby
Backup and Hibernate
Help

Stop Running Backup

Exit

:
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Open

Select this option to open the AhsayOBM login screen.

Backup

Backup and Logaoff
Backup and Restart
Backup and Shutdown
Backup and Standby
Backup and Hibernate

R . . .

Help
Stop Runming Backup ®

Exit

oW e Ty

www.ahsay.com

@ AhsayOBM

Login name

WindowsTestAccount

Password

M save password

Show advanced option

English
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Backup

If you want to perform a backup without going to the interface, hover the mouse to this option
and select the backup set you want to back up.

&l Backup Sets

Backup and Logaoff
Backup and Restart
Backup and Shutdown
Backup and Standby
Backup and Hibernate

default-backup-set-name-1
default-backup-set-name-2
default-backup-set-name-3

Help
Stop Running Backup

Exit
|_' SR < =

Backup and Logoff

Select this option if you want to logoff Windows after a manual backup job is done.

Al Backup Sets

Backup and Restart 3
Backup and Shutdown  #
»
2

default-backup-set-name-1
default-backup-set-name-2
default-backup-set-name-3

Backup and Standby
Backup and Hibernate

Help
Stop Running Backup,  k

Exik

Backup and Restart

Choose this option if you want the machine to restart after a manual backup job is done.

Open

Backup r

Backup and Logoff r

&l Backup Sets Backup and Restart 3
3

3

3

Backup and Shutdown
Backup and Standby
Backup and Hibernate

def ault-backup-set-name-1
def aulk-backup-set-name-2
default-backup-set-name-3

Help
Stop Running Backup  k

Exit
=T TRy T T

-
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Backup and Shutdown

Choose this option if you want the machine to shut down after a manual backup job is done.

Open

Backup

Backup and Logaff
Backup and Restart
All Backup Sets Backup and Shutdown
Backup and Standby
Backup and Hibernate

default-backup-set-name-1
default-backup-sek-name-2
default-backup-sek-name-3

Help
Stop Runming Backup k

Exit

Backup and Standby

Choose this option if you want the machine to go on standby after a manual backup job is
done.

Open

Backup »

Backup and Logoff k

Backup and Restart »

Backup and Shutdown  *

All Backup Sets 5 »
I

Backup and Hibernate
default-backup-set-name-1 "
default-backup-set-name-2 Help
default-backup-sek-name-3 Stop Running Backup k

Exit
|_(§7_m—;lﬂwll=r|lf

Backup and Hibernate

Choose this option if you want the machine to hibernate after a manual backup job is done.
This will be disabled if hibernate mode is not available on the Windows version you are using.

Open

Backup

Backup and Logoff
Backup and Restart
Backup and Shutdown
Backup and Standby

Help
Stop Runming Backum  k

T vy vy v wr

Exit
|_(!7'!i = e




Help
This tab will show you the function of each backup option.

Open

Backup
Backup and Logoff
Backup and Restart

Backup and Shutdown

& Backup - Backup Mow
! || Backup and Logoff - Backup and then Logoff Windows
—  Backup and Restart - Backup and then Restart Computer
Backup and shutdown - Backup and then shutdown Compuker
- Backup and Standby - Backup and then Stand By Computer
Backup and Hibernate - Backup and then Hibernate Computer
Stop Running Backop #

Backup and Standby
Backup and Hibermate

=]

Exit
| ¥ = W T e

Stop Running Backup

Use this option if you wish to stop a running manual, continuous or scheduled backup.

Open

Backup

Backup and Logaoff
Backup and Restart
Backup and Shutdown
Backup and Standby

Backup and Hibernate

Help
default-backup-set-name-2 Stop Running Backup

This option will be disabled if there is no backup job running.

Backup

Backup and Logoff
Backup and Restart
Backup and Shutdown
Backup and Standby
Backup and Hibernate

Help
Stop Running Backup

Exik
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Exit
Select this option if you want to close the application including the AhsayOBM icon at the
taskbar.

Open

Backup

Backup and Logoff
Backup and Restart
Backup and Shutdown
Backup and Standby
Backup and Hibernate

Help
Stop Running Backum  k

Exit




11 Create a Backup Set

Starting with v8.3.4.0 and onwards, network drive support has been enhanced which will allow users
to access different network drives not limited to Windows-based backup source. This enhancement
will support:

© Network drives with different login credentials instead of limited to Windows User
Authentication login or network drives without login credential.

© Network drives without the need for them to be setup first on Windows.

© Network drives as Backup Source (including filter), Backup Destination and Restore Location
(Original or Alternate).

1. Click the Backup Sets icon on the AhsayOBM main interface.

L3

Backup Sets

2. Create a new backup set by clicking the “+” icon next to Add new backup set.

Backup Sets

Add new backup set

3. When the Create Backup Set window appears, name your new backup set, and select the
Backup set type. Then, click Next to proceed.

Create Backup Set

Name

| File Backup| |

Backup set type
m File Backup v .




4. Inthe Backup Source window, select the files and folders for backup. Click | would like to
choose the files to backup to select individual files for backup.

Backup Source

Select the files and folders that you want to backup

[] | Desktop
m My Documents
O u Favorites

. Qutlook

. windows Live Mail

Filter

Apply filters to the backup source
or (.

would like to choose the files to backup

5. Inthe Advanced Backup Source window there are three (3) ways to select file(s) and folder(s)
for back up:

i.  Select folder(s) to back up all files in the folder(s). Click OK to save the selection and
close the Advanced Backup Source window.

Advanced Backup Source

Folders.

=18 This PC

= [0 iy Local Disk (C:)
B[] | Perflogs

-1 L. Program Files
B[ }! Program Files (xB6)
E . ProgramData
AhsayOBM
Applications
CETFilter
Microsoft

>

Mazilla

gemu-ga

regid.1991-06.com.microsoft
stored

o FETEETEEE

. Users
/]

B Administrator
Default

I 5
ki
| Public
i
In
W

OO0R==00000&

[
O &@-

Windows

ADFS
: AppCompat w
@[ | apppatch

[ ] show files

-
B

=
=0

Add network address
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i. Back up only individual file(s) instead of all files in the selected folder(s). Check the
Show files checkbox at the bottom of the screen. A list of files will appear on the right-
hand side. Select the checkbox(es) next to the file(s) to back up. Then, click OK to save
your selections and close the Advanced Backup Source window.

Advanced Backup Source
Folders Name Size Date modified
- (8l This PC [ L Mew folder
B[ iy Local Disk () ™ 01 L4 Archived files 1KB  08/01/201912:02 ™
#-[] | Perflogs O 14 Archived files_2 1KB  08/01/201912:02
#-(J | Program Files | 0 [Ma| box image 2KB  08/01/201912:09
#-J | Program Files (3 @] box image_2 2KB  D8/01/201912:08
=~ | ProgramData (& Copy of the Sample image 0KB  08/01/201913:38
& [ | AhsayoBM || Data OKB  08/01/2019 13:41
@0 | Applications [ @l Diagram 74KB  08/01/201913:36
#-[ J. CBTFileer || Excel filexlsx 7KB 08/01/2019 12:00
& [l Microsoft [ File_1.pptx OKB  08/01/201912:00
&0 ) Mozilla [ ] File_2.pptx OKB  08/01/201912:00
& | gemu-ga O L] File_3.pprx 0KB  08/01/2019 12:00
&) ) regid.1991- || File_4.ppex 0KB  08/01/201913:40
w0 |} restored (1@ guide_ach_guickstart_mac_v8 7.455.  05/23/2019 16:42
-0 ) Users € guide_acb_quickstart_win_v8 7,805 05/24/2019 10:33
&0 J} Administrat @ guide_obm_quickstart_bsd_v8 1,701. 05/24/2019 10:51
O obm € guide_obm_quickstart_mac_v8 7,743 . 05/23/2019 16:44
@0} AppData € guide_obm_quickstart_nix_cli_v8 1,777 05/24/2019 11:48
@[] 55 Contacts () @ guide_abm_quickstart_qnap_v& 4,061 05/24/2019 11:02
£ Bl Deskrop o, (1 @ guide_abm_quickstart_syn_v3 3,962. 05/24/2019 11:04
--D . BD (] @ guide_obm_quickstart_win_v8 7,931 05/23/2019 16:43 v
< > @ guide_obm_user_oracle_win_v8 3,013 06/04/2019 14:58
| Show files Items per page | 50 W | Page | 1/1 w

Add network address

iii. Back up file(s) and/or folder(s) located in a network drive. Click the Add network
address link at the botton of the screen. In the Network Address window, enter the

network address.

Network Addr

Pl ] gy
i L
S

-

Input the details of network address, and click [OK] to proceed.

Metwork address (e.g. \\servername.domainipath)

Once a network address is entered, This share requires access credentials will be
enabled. Check the box beside it if access credentials are required to backup and enter
the User name and Password. Otherwise leave it unchecked and click OK.

username

Password

| This share requires access credentials

User name (e.g. domain\username)

www.ahsay.com
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The network drive will now be added and automatically selected. There is still an option
to select only specific file(s) to back up by checking the Show files checkbox. Click OK
to save your selections and close the Advanced Backup Source window.

Advanced Backup Source
Folders Name Size Date modified
E---;_-; This PC [ file-example_PDF_500_kB 459 KB 03/03/202012:49
] é, Local Disk (C:) _| file-sample_100kB.doc 98 KB 03/03/2020 12:45
] \_JU CD Drive (D)} [ file-sample_150kB 140 KB 03/03/2020 12:48
W Network D file-sample_1MB 1,003 KB 03/03/202012:46
o Libraries _| file-sample_500kB.doc 492 KB 03/03/2020 12:46
! T_ W125.5.184.78\sample _| file_example_PPT_250kB.ppt 333KB 03/03/2020 12:48
|| file_example_PPT_S00kB(1).ppt 315 KB 03/03/202012:48
__| file_example_PPT_S00kB.ppt 515 KB 03/03/2020 12:47
| file_example_XLS_10.xls 9KB 03/03/2020 12:46
| file_example_XL5_100.xls 20KB 03/03/202012:47
_| file_example_XL5_1000.xIs 137KB 03/03/2020 12:47
| file_example_XLS_50.xls 14 KB 03/03/2020 12:47
V| Show files Items per page | 50 W Page 1/1 w

NOTE

Once a network drive is added, its network credentials may still be edited. For instructions on
how to do this please refer to Appendix F: How to Manage non-Windows based Network Drives.

6. Inthe Backup Source window, click Next to proceed.

7. When the Schedule window appears, you can configure a backup schedule to automatically run
a backup job at your specified time interval. In the Schedule window, the Run scheduled backup
for this backup set is On by default.

» Inthe default backup schedule, there will be a scheduled backup that will be
performed daily at 8pm. You can leave it as is or you can modify it by clicking on
the existing backup schedule.

Schedule

Run scheduled backup for this backup set
on |
Existing schedules
Backup Schedule
Daily (Everyday at 20:00)

Add
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If you want to add another schedule, click o | When the New Backup Schedule

window appears, specify your backup schedule. Then, click OK to save your
changes and close the New Backup Schedule window.

New Backup Schedule
Name

Daily-1

Type

Daily (V]

Start backup

at W13 w100 w
stop

until full backup completed w

+| Run Retention Policy after backup

8. In case you have added a schedule, it will be shown in the Schedule window. Click Next to
proceed when you are done setting.

9. The Destination window will appear.

Destination

Backup mode

Seguential W

Existing storage destinations

+ Add new storage destination / destination pool

Select the appropriate option from the Backup mode dropdown menu.

» Sequential (default value) — run backup jobs to each backup destination one by
one

» Concurrent — run backup jobs to all backup destinations at the same time

To select a backup destination for the backup data storage, click i next to Add new storage
destination / destination pool.
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10. In the New Storage Destination / Destination Pool window, select the destination storage.
Then, click OK to confirm your selection.

Destination storage

(2 AhsayCBs v

If Local / Mapped Drive / Network Drive / Removable Drive is selected, you need to specify
the path by clicking Change to select the path or you can manually enter it. Once a network
address is entered, This share requires access credentials check box will be enabled. Check
the box beside it if access credentials are required to connect to the storage destination and
enter the User name and Password. Otherwise, leave it unchecked and click Test to check the

connection. Click OK to add the storage destination.

Name

Local-1

Destination storage
E Local / Mapped Drive / Network Drive / Removable Drive w

Path (Input local / network address or click [Change])

W125.5.184.23\Share Change

| This share requires access credentials

User name (e.g. domaintusername)
username

Password

Test




11. In the Destination window, your selected storage destination will be shown. Click Next to
proceed.

Destination

Backup mode

Seguential w

Existing storage destinations

G AhsayCBS
Host: 125.5.184.171:80
Local-1
'125.5.184.23\Share

Add

-~

12. If you wish to enable the OpenDirect Restore feature, make sure you turn on the OpenDirect
restore switch in this menu. Click Next to proceed.

OpenDirect

OpenDirect

on .

support of spening backup data directly without restaration.

When OpenDirect is enabled, to optimize restore performance both compression and encryption will
be disabled for this backup set.

Once OpenDirect is enabled and the setting is saved. it cannot be disabled without re-creating the
backup set,

NOTES

1. Once the OpenDirect Restore feature is enabled and the backup set is saved, it is NOT
possible to disable it afterwards, and vice versa. A new backup set will have to be
created again if you wish to do so.

2. Itis possible to enable both OpenDirect restore and Run Direct restore at the same time.
However, AhsayOBM restore job will only allow either OpenDirect or Run Direct to run,
but not to run concurrently.

3. OpenDirect restore requires an additional OpenDirect restore module license to work.
Contact your backup service provider for further details.

4. OpenDirect restore might not be available, this depends on your backup service provider
settings. Contact your backup service provider for more information.




13. IMPORTANT: If you have enabled the OpenDirect Restore, backup data will not be compressed
and encrypted to optimize restore performance, therefore you can skip to step 16.

In the Encryption window, the default Encrypt Backup Data option is enabled with an
encryption key preset by the system which provides the most secure protection.

Encrypt Backup Data

Encryption

on |
Encryption Type
Default W

User password

Custom

You can choose from one of the following three Encryption Type options:

>

>

www.ahsay.com

Default — an encryption key with 44 alpha numeric characters will be randomly
generated by the system

User password — the encryption key will be the same as the login password of your
AhsayOBM at the time when this backup set is created. Please be reminded that if you
change the AhsayOBM login password later, the encryption keys of the backup sets
previously created with this encryption type will remain unchanged.

Custom — you can customize your encryption key, where you can set your own
algorithm, encryption key, method, and key length.

Encryption

Encrypt Backup Data

on C |
Encryption Type
Algorithm

AES v

Encryption key

FEEALE

Re-enter encryption key

*hEEEEL

Method
ECB (®) CBC
Key length
128-bit (@) 256-bit
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NOTE: For best practice on managing your encryption key, refer to the following Wiki article.
http://wiki.ahsay.com/doku.php?id=public:8015 faq:best practices for managing encryption k
ey

Click Next when you are done setting.

14. If you have enabled the Encryption Key feature in the previous step, the following pop-up
window shows, no matter which encryption type you have selected.

You are advised to write this encryption key down on paper and keep it in
a safe . You will need it when you need to restore your files later.
nfirm that you have done so.

Unmask encryption key
Copy to clipboard

The pop-up window has the following three options to choose from:

» Unmask encryption key — The encryption key is masked by default. Click this option to
show the encryption key.

You are advised to write this encryption key down on paper and keep it in
a safe place. You will need it when you need to restore your files later.
Please confirm that you have done so.

rcX1MBE4brnZ086eKOp6FeabuuRRi3gDXGoq5uBXFOs=

Mask encryption key

Copy to clipboard

» Copy to clipboard — Click to copy the encryption key, then you can paste it in another
location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step.


http://wiki.ahsay.com/doku.php?id=public:8015_faq:best_practices_for_managing_encryption_key
http://wiki.ahsay.com/doku.php?id=public:8015_faq:best_practices_for_managing_encryption_key

15. The following screen prompts you to enter the Windows login credentials for user authentication
if you have enabled the Schedule Backup feature in step 8.

Windows User Authentication

Domain Name (e.g Ahsay.com) / Host Name

domain name

User name

user name

Password

NOTE

If you have selected to back up individual folder(s) / file(s) on your local computer’s drive in step 5, the
Windows User Authentication request will be bypassed and therefore the screen shown above will not
display even though the Schedule Backup feature has been turned on.

It is recommended to enter the information of user with Administrator privilege to support backup of
network drives.

16. Upon successful creation of the backup set, the following screen will appear. You can click
Backup now to back up your data or click Close to exit.

Congratulations!

"File Backup” is successfully created.

17. Based on Best Practices and Recommendations, it is highly recommended to change the
Temporary Directory. Select another location with sufficient free disk space other than Drive C.
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Go to Others > Temporary Directory. Click Change to browse for another location.

m File Backup

General

Source

Backup Schedule
Continuous Backup
Destination

In-File Delta
Retention Policy
Command Line Tool

Reminder

Bandwidth Control

Delete this backup set

Temporary Directory

Temporary directory for storing backup files

| Ch\Users\Administrator\temp

77.56GB free out of total 99.48GB space in C:
Remove temporary files after backup

Follow Link

Follow link of the backup files

on ll

Volume Shadow Copy

Enable Windows' Volume Shadow Copy for open file backup

on

File Permissions

Backup files' permissions

on =il

OpenDirect

~

18. Optional: Select your preferred Compression type. By default, the compression is Fast with

optimization for local.

Go to Others > Compressions. Select from the following:

e No Compression

e Normal

e Fast (Compressed size larger than normal)

e Fast with optimization for local

Retention Policy
Command Line Tool

Reminder

Bandwidth Control

Delete this backup set

www.ahsay.com

Compressions

Select compression type

Fast with optimization for local v

MNo Compression

Normal

Fast (Compressed size larger than normal)

Fast with optimization for local
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12 Overview on the Backup Process

The following steps are performed during a backup job. For an overview of the detailed process for

Steps 3, 5, 10, and 12, please refer to the following chapters.

© Periodic Data Integrity Check (PDIC) Process (Step 3)

© Backup Set Index Handling Process

> Start Backup Job (Step 5)

» Completed Backup Job (Step 12)

© Data Validation Check Process (Step 10)

~
Start backup job
J
=
Connection from the backup client to the
S| backup server is established. Generating
connection y delta files
1 8
3
Encryption key is uploaded to the backup server
Uploading (if enabled). Uploading
encryption key ) files
2 9
Physical .bak files (data blocks) that do not exist h
in the index are removed from the backup e
Running destination(s), then the statistics of both data validation

L e area and retention area will be recalculated. ) check
10

3 A

Pre-backup command is running (if configured). Running
pre-backup retention
command y, policy

a . 11

Latest index.db file and checksum files are
downloaded from the backup destination(s) to

DCLGIBELILER  the temporary folder. Saving files
files y

Running

5 12

~

Local file list is compiled according to the backup
source setting.

Compiling backup
file list y command
6 13
3\
Local and remote file lists are compared to
identify new, updated, moved, or deleted files Removing
ELLEUUEEN  and/or folders since the last backup job. temporary

files y, files
7 14

\
Delta files are generated for modified files
(if required when in-file delta is enabled).
J
\
Data are compressed, encrypted, divided into
individual data block size of 16 or 32 MB, and
then uploaded to the backup destination(s).
J
~

The number of 16 or 32 MB data blocks, and the
individual block size in the backup destination(s)
is identical to the blocks transferred.

Running post-

J
N
Retention policy job is running (if enabled).
J
~
Latest index files on the client computer are
saved to the backup destination(s), and client
log files are saved to the backup server.
J
~

Post-backup command is running (if configured).

J

-
Temporary data is removed from the temporary
storage location specified in the backup set

(if enabled).

Backup job completed




12.1 Periodic Data Integrity Check (PDIC) Process

For AhsayOBM v8.3.6.0 (or above), the PDIC will run on the first backup job that falls on the
corresponding day of the week from Monday to Friday.

To minimize the impact of the potential load of large number of PDIC jobs running at the same
time on the AhsayCBS server, the schedule of a PDIC job for each backup set is
automatically determined by the result of the following formula:

PDIC schedule = %BackupSetlD% modulo 5
or
%BackupSetID% mod 5

The calculated result will map to the corresponding day of the week (i.e., from Monday to

Friday).

0 Monday

1 Tuesday

2 Wednesday
3 Thursday

4 Friday

NOTE: The PDIC schedule cannot be changed.
Example:

Backup set ID: 1594627447932

Calculation: 1594627447932 mod 5 =2

|2 | Wednesday

In this example:

e the PDIC will run on the first backup job that falls on Wednesday; or
o if there is no active backup job(s) running from Monday to Friday, then the PDIC will
run on the next available backup job.

NOTES

Although according to the PDIC formula for determining the schedule is %BackupSetID% mod 5,
this schedule only applies if the previous PDIC job was actually run more than 7 days prior.

Under certain conditions, the PDIC may not run strictly according to this formula. For example:

1. If AhsayOBM was upgraded to v8.5 (or above) from an older version v6, v7, or pre-
8.3.6.0 version. In this case, the PDIC job will run on the first backup job after upgrade.

2. If backup jobs for a backup set are not run on a regular daily backup schedule (for
example: on a weekly or monthly schedule), then the PDIC job will run if it detects that
the previous PDIC job was run more than 7 days ago.

3. Every time a data integrity check (DIC) is run, the latest PDIC run date is reset, the next
PDIC job will run after 7 days.

4. The PDIC job will not run if there are no files in both the data and retention areas. For
example: a newly created backup set with no backup job history or a backup set where
all the data has been deleted using the Delete Backup Data feature.

5. The PDIC job will not run on a backup set that contains any data which still in v6 format.
It will only run if all v6 data format on a backup set has undergone data migration to v8
block format.




Check

Start Periodic
Data Integrity

L\

Qg

Checking index files
which are more than
90 days old in the
backup destination(s)

A

LR
—Q
Removingindex files
from the backup
destination(s) which
aremorethan 90
days old

A N
l A
.
Checking outdated No index-related

entriesin the index issues found
files if they physically
existin the backup

destination(s)

A |zl
N— r
Removing outdated  Storage Statistics
entriesin theindex  recalculated
files which do not A A

physically existin
backup destination(s)

o Check the index files in

the backup destination(s)
to determine if they were
more than 90 days old.

= If YES, proceed too
= If NO, proceed to o

@ Check the outdated

entries in the index files
for files and/or folders if
they physically exist in
the backup destination(s).

=» If YES, proceed to o
=» If NO, proceed to o

o Storage Statistics for
Data area and
Retention area usage
will be recalculated.

o Periodic Data Integrity
check is completed.

o Index files with no issues
will be uploaded to the
current backup destination(s).

o The backup job process
will continue.

o5

k4
Periodic Data

Integrity Check
completed

Uploadingindexfiles
with no issues to the
currentbackup
destination(s)

0
N
R

Continue backupjob

Index files which are
more than 90 days old
will be removed from the
backup destination(s).

o Outdated entries in the

index files for files
and/folders which do not
physically existin backup
destination(s) will be
removed.
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12.2

Backup Set Index Handling Process

To minimize the possibility of index related issues affecting backups, each time index files are

downloaded from and uploaded to backup destination(s); the file size, last modified date, and
checksum is verified to ensure index file integrity.

12.2.1 Start Backup Job
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AhsayOBM

y 8
AhsayOBM

Index file received by AhsayOBM

- (X

Ahs2yCES n _ Redownload
pr— ~ index file
e Check index
I e file size
(b ' of
(]
\ > 0O -
\k AhsayCBS Backup Server o \k LN
ﬁ L
Download Verify Check Check latest
index.db file @ - checksum modified date
A 0o --v*"ﬁg of index.db file
@ aws n @e
p WS
@ "{5 % O o Redownload o Redownload
inati index file index file
Cloud Destination

Index file is retrieved from
the current directory (i.e.,
AhsayCBS, Cloud
Destination, FTP or SFTP).

o Check modified date.

=» |f latest modified date
is correct, proceed to

=» [fNOT, proceed to o

If index is valid,

use the index.db file

to compile file list for
backup.

o Index file will be downloaded.

o Verify Check checksum

e Check index file size.
of index.db file.

=¥ Ifindex file size

o Index file will be

redownloaded.

=) If checksum is correct, proceedto o Proceedto o
is correct, proceedto o
, proceed to
IfNOT, p d
=» IfNOT, proceed to o
-~
- 2 233




12.2.2 Completed Backup Job

or Cloud Destination

Index file uploaded to AhsayCBS

@

e@_,ilc
@aws n@ g
@(—‘3@.

Eor s

AhsayCBS Backup Server -QR - Cloud Destination

AhsayOBM

> 0

Index.db <

—
Index file

AhsayOBM

S x )

7

n | Reupload
' index file

Check index

Check latest
modified date

Verify Check
checksum
of index.db file

Reupload o Reupload
index file index file

e Index file from AhsayOBM is
uploadedto AhsayCBS, Cloud
Destination, FTP or SFTP.

e Verify Check checksum
of index.db file.

=) If checksum o

is correct, proceedto

=» IfNOT, proceed to o

o Check modified date.
=» |f latest modified dateo

is correct, proceedto

=» If NOT, proceed to o

o Check index file size.
=) Ifindex file size o

is correct, proceedto

=» IfNOT, proceed to o

Index file is uploaded
correctly to AhsayCBS
or Cloud Destination.

o Index file will be
reuploaded. Proceedto e
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12.3Data Validation Check Process

As an additional measure to ensure that all files transferred to the backup destination(s) are
received and saved correctly, both the number of 16 or 32 MB data block files and the size of
each block file are checked again after the files are transferred.

9

@
e 0 WERT
aws @ 8
amazon
@ L ‘ g
‘ @ AhsayCBS
Cloud Destination Backup Server Local Drive
Q—> @ \
-
start Data Data block Data Validation Running
Validation Check size jheck Check complete Retention Policy
A G( @ |
Ne—
e ai Block size Block size Statistics
Missing block(s) not identical deletion 1
Check the number of 16 or 32 MB ° Files in the missing block(s)
data blocks in the backup will be removed from the
destination(s) is identical to the index.db file.

number of blocks transferred.
o Statistics will be updated
=¥ If YES, proceedto 0 according to the files removed.

=» IfNO, proceedto ° Proceedto Q

0 Check the individual sizes G Block size that are not identical
of each data block in the will be removed from the backup
backup destination(s) is destination(s).

identical to the sizes of each
block transferred.

=) If YES, proceedto ° Proceedto 0
=9 If NO, proceedto 0

Data validation check is complete.

Proceedto then

0 Retention policy will run (if enabled).
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13 Run Backup Jobs

13.1 Login to AhsayOBM

Login to the AhsayOBM application according to the instructions in Chapter 8 Logging in to
AhsayOBM.

13.2 Start a Manual Backup

Click the Backup icon on the main interface of AhsayOBM.

1.
Backup
2. Select the backup set which you would like to start a backup for. In case you want to

modify the In-File Delta type, Destinations and Retention Policy settings, click Show
advanced option.

Please Select The Backup Set To Backup

Sort by

Creation Time w

Backup Set Sample

Owner: w7-pro
Last Backup: Monday, September 30, 2019 15:14

Daily Backup
owner: w7-pro
Last Backup: Monday, September 30, 2019 15:21
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When advanced options are shown, it is recommended that you tick the checkbox next to
Run Retention Policy after backup in the Retention Policy section at the bottom. This
will help you save hard disk quota in the long run. In the In-File Delta type section, the
following three options are available;

E Daily Backup

Backup set type
File

In-File Delta type
Full
Differential
®) Incremental
Destinations
@ AhsayCBS (Host: 10.16.10.30:80)
Retention Policy
| Run Retention Policy after backup

Alde aavanced option

»  Full — A full backup captures all the data that you want to protect. When you run
a backup job for the first time, AhsayOBM will run a full backup regardless of the
in-file delta setting.

» Differential — A differential backup captures only the changes made as
compared with the last uploaded full file only (i.e. changes since the last full
backup, not since the last differential backup).

» Incremental — An incremental backup captures only the changes made as
compared with the last uploaded full or delta file (i.e. changes since the last
incremental backup).

3. Click Backup to start the backup job. The status will be shown.

AhsayCBS (Host: 10.16.10.30:80)
G [New File] C\Users\Administrator\Documents\Test Files\cbs-win-v717252.zip (70%) X
Estimated time left 46 sec (405.98M)
Backed up 80.94M (7 files, 332 directories, 0 link)
Elapsed time 22 sec
Transfer rate 72.88Mbit/s

4. When the backup is completed, the progress bar will be green in color and the message
“Backup Completed Successfully” will appear.

AhsayCBSs (Host: 10.16.10.30:80) B‘

]
G + Backup Completed Successfully

Estimated time left 0 sec

Backed up 399.12k (22 files, 5 directories, 0 link)

Elapsed time 8 sec
Transfer rate 503.27kbit/s
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You can click the ﬁ View icon on the right-hand side to check the log. A window will pop
up to show the log. Click Close to exit the pop-up window.

Backup set | Daily Backup w Destination | AhsayCBS w
Log | 09/30/2019 15:34 w Show | All w
Type Log Time
The In-File Delta Backup feature is not enabled on this account. Please be aware that files are being backed up in their ent... 09/30/2019 15:34:22
Start [ AhsayOBM v8.3.0.0] 09/30/201915:34:22 ™
Saving encrypted backup set encryption keys to server... 09/30/2019 15:34:22
Start Backup ... [In-File Delta: Full] 09/30/2019 15:34:23
Using Termpaorary Directory ChUsers\Administratoriternp\ 156982801327 110BS@ 1569828075210 09/30/2019 15:34:23
Start running pre-commands 09/30/2019 15:34:
Finished running pre-commands 09/30/2019 13:3.
Downloading server file list... 09/30/2019 15:3
Downloading server file list... Completed 09/30/2019 13:3.
Contact your service provider to enable [Volume Shadow Copy] support 09/30/2019 15:3

Reading backup source fram hard disk. 09/30/2019 15:34:
Reading backup source from hard disk... Completed 09/30/2019 15:3
[MNew Directory]. Gt 09/30/2019 12:34:26
[New Directory]... C\Users 09/30/2019 15:3
[MNew Directory]... C\Users\Administrator 09/30/2019 13:34:
[Mew Directory]... C\Users\Administrator\Documents 09/30/2019 15:3

200000000000000000000

[MNew Directory]... C\Users\Administrator\DocumentsiTest Files 09/30/2019 12:3
[Mew File]... 100% of "C\Users\Administrator\Documents\Test Files\Copy of the Sample image.bmp” 09/30/201915:3
[Mew File]... 100% of "C\Users\Administrator\Documents\Test Files\Data. " 09/30/2019 13:3
[New File]... 21% of "C\Users\Administrator\Documents\Test Files\Diagram.png” 09/30/2019 15:34; [¥]
[New Filel... 32% of "C\Users\Administrator\Documents\Test Files\Diagram.png” 09/30/2019 15:34:27
Logs per page |50 W Page [1/2 w
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14 Restore Data

14.1 Restore Method

There are two restore methods available, the traditional restore and OpenDirect restore.
OpenDirect restore applies only to File backup sets with OpenDirect feature enabled.

For more details on the differences of the two restore methods, refer to Benefits of using
OpenDirect Restore.

14.1.1

1.

www.ahsay.com

Traditional Restore

Log in to the AhsayOBM application according to the instructions in section Chapter 8
Logging in to AhsayOBM.

Click the Restore icon on the AhsayOBM main interface.

(2,

Restore

All the available backup sets for restore will be listed. Select the backup set that you
would like to restore data from.

Please Select The Backup Set To Restore

sort by

Creation Time w

Backup Set Sample
Owner: W7-pro
Last Backup: Monday, September 30, 2019 15:14

File

Daily Backup
Owner: w7-pro
Last Backup: Monday, September 30, 2019 15:35




4. Select where you would like to restore your data from.

Select The Destination From Which To Restor...

E Daily Backup

G AhsayCBS
Host: 10.16.10.30:80

Select Normal restore.

Please Choose A Restore Mode

Restore mode
®) Normal restore
) Open backup data directly without restoration (OpenDirect)

6. Select to restore files from a specific backup job, or from all files available, then select

www.ahsay.com

the files or folders that you would like to restore.
There are two options from the Select what to restore dropdown menu:

Choose from files as of job — This option allows you to select a backup version
from a specific date and time to restore.

Select what to restore

Choose from files as of job w || 09/30/2019 W | Latest w#

Choose from files as of job

Choose from ALL files

Marme

Select what to restore

Choose from files as of job w || 09/30/2019 & || Latest w#

Show filter 09/30/2019

Select what to restore

Choose from files as of job w || 09/30/2019 w || Latest w

Show filter

15:57
Folders Ma
- @ AhsayCBS O& e 15:56
sO& )
@~ Ju Users 15:52
15:43
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» Choose from ALL files — This option allows you to restore all the available
backup versions for this backup set. Among all the available backup versions,
you can even select only some of the backup versions of a file to restore.

Select Your Files To Be Restored

Select what to restore

Choose from ALL files v
Show filter
Folders MName Size Date modified

E|@ AhsayCBS 5| Test files.rtf 1KB 09/30/2019 15:57
E}D £ ch Test files.rtf 1KB 09/30/2019 15:55
E||:| J Users Test files.rtf 1KB 08/01/2019 13:40
EID A Administrator Z Test files_2.rtf 1KB 09/30/2019 1557
E||:| | Documents Test files_2.rtf 1KB 09/30/2019 15:55
- ) TestFile Test files_2.rtf 1KB  08/01/2019 13:40
| Text files.tt 2KB 09/30/2019 15:57
Text files.txt 1KB 09/30/2019 15:55
Text files.txt OKB 08/01/201912:02

The following is an example showing all the available backup versions of the file
Test files.rtf. The latest version is shown in solid black color and all the previous
versions are shown in grey color. You can identify the file version from the Date
modified column.

Marme Size Date modified
= Test files.rtf 1KE 09/30/2019 15:57
Test files.rtf 1KE 09/30/2019 15:55
Test files.rtf 1KE 08/01/201913:40
5| Test files_2.rtf 1KE 09/30/2019 15:57
Test files_2.rtf 1KE 09/30/2019 15:55
Test files_2.rtf 1KE 08/01/201913:40
|| Text files.txt 2KE 09/30/2019 15:57
Text files.txt 1KB 09/30/201915:55
Text files.txt 0 KB 0B/01/201912:02

When the restore is done, you will see all the selected backup versions in the
restore destination. The latest backup version has the file name as the original
file, while the previous versions have the time stamps added to their file names
for easy identification.

Marne Date modified Type Size

5| Testfiles 973042019 3:57 P Rich Text Docu... 1kB
5| Testfiles_2 973042019 357 P Rich Text Docu... 1kE
%] Testfiles_2_2019-09-30-15-43-06 87172019 140 PRA Rich Text Daocu... 1kE
%] Test files_2_2019-09-30-15-56-12 97302019 3:55 PR Rich Text Docu... 1kB
5| Test files_2019-09-20-15-43-06 8/1/2019 1:40 PR Rich Text Daocu... 1kE
5| Test files_2019-09-30-15-56-12 0730/2019 3:56 PR Rich Text Docu... 1kE
) Testfiles 97302018 35T PN Text Docurment 2 kB
| Tesxtfiles_2019-09-30-15-43-06 87172019 12:02 P Text Document 0kB
| Testfiles_2019-09-30-15-56-12 0730/2019 3155 PR Text Document 1kE

7. Click the Show files checkbox to select individual files for restoration. Click Next to
proceed when you are done with the selections.



8. Select to restore the files to their Original location, or to an Alternate location.
Then, click Next to proceed.

Original location — The backed up data will be restored to the computer running
AhsayOBM under the same directory path as on the machine storing the backup
source. For example, if the backup source files are stored under Users/[User’s
Name]/Downloads folder, the data will be restored to Users/[User’s
Name]/Downloads as well on the computer running AhsayOBM.

Choose Where The Files To Be Restored

Restore files to
®) Original location

Alternate location

Show advanced option

Alternate location — You can choose to restore the data to a location of your
choice on the computer where AhsayOBM is running or to a network drive.

i. To restore to a location of your choice on the computer where AhsayOBM is
running, click Browse. Select the location and click OK.

Choose Wher® — =4
Look in: alternate b4 o E-
£ -
s
Restore files to Recent Iiems
Original location -
®) Alternate location | C:\Userd| Ty
Domméns
Show advanced option L,.h..,
This PC Folder name : | C:\Users\Administrator\Desktop\alternate
p
(H\ Files of type: Al Files -

ii. To restore to a network drive, enter the network address where you want the
backup files to be restored.

Choose Where The Files To Be Restored

Restore files to
Original location

@) Alternate location | W125.5.184.23\alternate| Browse

This share requires access credentials

Show advanced option




Check the box beside This share requires access credentials if the
network drive was set up with password. Enter the User name and Password.

Choose Where The Files To Be Restored

Restore files to
Original location

®) Alternate location | 1£125.5.184.23\restored Browse

| This share requires access credentials

User name (e.g. domainiusername)
username

Password

Show advanced option

9. Click Show advanced option to configure other restore settings:
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Restore files to
®) Criginal location

Alternate location

Show advanced option

Restore file permissions
Delete extra files
~ | Follow Link
Resolve Link
Verify checksum of in-file delta files during restore

Hide advanced option

> Restore file permissions

Restore file permissions are disabled by default. When you perform a file restore
on shared files or folders using a shared computer, it is recommended that you
enable Restore file permissions by ticking the checkbox so that the files restored
will not be fully accessible to everyone using the shared computer.

> Delete extrafiles
By enabling this option, the restore process will attempt to synchronize the
selected restore source with the restore destination, making sure the data in the
restore destination is exactly the same as the restore source. Any data created
after backup will be treated as “extra files” and will be deleted from the restore
source if this feature is enabled.
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Example:

i) Two files are created under the Document folder 01, namely doc 1 & doc 2.

Document folder 01

Mame ~

doc 1.docx L Files created initially
doc 2.docx

i) A backup is performed for folder Document folder 01.

iii) Two new files are created, namely doc 3 & doc 4.

Document folder 01

1 doc 1.docx
& doc 2.docx iles created

= doc 3.docx
= doc 4.docx

packup

]» Files created AFTER backup

iv) A restore is performed for the Document folder 01, with Delete extra files
option enabled.

v) Since doc 3 & doc 4 have never been backed up, therefore they will be
deleted from Document folder 01, leaving only the two files that have been
backed up.

Docurnent folder 01

E| doc 1.docx
=| doc 2.docx

]» Files remain after restore

WARNING

Please exercise extra caution when enabling this feature. Consider what data in
the restore destination has not been backed up and what impact it would cause if
those data is deleted.

Prior to the data restore and synchronization, a warning message shows as the
one shown below. Only clicking Yes will the “extra file” be deleted. You can click
Apply to all to confirm deleting all the “extra files” at a time.

> Follow Link (Enabled by default)
When this option is enabled, not only the symbolic link or junction point will be
restored, the directories and files that the symbolic link or junction point links to
will also be restored.

The table below summarizes the behaviors when a restore is performed with
different settings.

Follow Link Restore to Behavior

Original Symbolic link or junction point is restored to the

Enabled . - :
location original backup location.
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Target directories or files are also restored to
the original backup location.

Symbolic link or junction point is restored to the
Alternate | location specified.

location Target directories or files are also restored to
the alternate location specified.

Symbolic link or junction point is restored to the
Original original backup location.

location Target directories or files are NOT restored to
the original backup location.
Disabled

Symbolic link or junction point is restored to the
Alternate | location specified.

location Target directories or files are NOT restored to
the alternate location specified.

» Resolve link (Only for restoring to Alternate Location)

This option must be used in conjunction with the Follow Link option. When this
option is enabled, the symbolic link, as well as the directories and files that the
symbolic link links to will also be restored in the alternate location you have
chosen. That means the symbolic link will point to the alternate location instead of
the original location.

The table below summarizes the behaviors when a restore is performed with this
option turned on and off.

Resolve Link Behavior

Symbolic link is restored to the alternate location specified,
with its target directories and files also restored to the same
Enabled location in their relative path.

Target of the link is updated to the new relative path. In
other word, the link now points to the new alternate location.

Symbolic link is restored to the alternate location specified,
with its target directories and files also restored to the same

location in their relative path.
Disabled
However, target of the link is NOT updated to the new

relative path. In other word, the link still points to the original
location.

Verify checksum of in-file delta files during restore

Verify checksum of in-file delta files during restore is disabled by default. When
you perform restore for non-RunDirect backup set, you can enable the feature by
ticking the checkbox so that the checksum of in-file delta files will be verified. As
the feature will make the restore process time longer, it is recommended to
enable the feature only if you want to verify if the merged file were correct.
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10. Click Next to proceed when you are done with the settings.

11. Select the temporary directory for storing temporary files, such as delta files, when
they are being merged.

By default, the temporary files are stored under the temp directory of the user profile
directory. In case the same directory path does not exist in the computer you are
running AhsayOBM, you have to click Browse to define a new location for storing the
temporary files. Otherwise, you will not be able to perform a restore.

Temporary Directory

Temporary directory for storing restore files

C:\Users\ahsay\temp Browse

12. Click Restore to start the restore. The status will be shown.

13. When the restore is completed, the message “Restore Completed Successfully” will
appear.

AhsayCBS (Host: 10.16.10.30:80) B‘
G + Restore Completed Successfully

Estimated time left 0 sec

Restored 402.10k (28 files)

Elapsed time 9 sec

Transfer rate 898.28kbit/s

You can click the I& view icon on the right-hand side to check the log. A window will
pop up to show the log. Click Close to exit the pop-up window.

Show | All v
Type Log Time
@ Start[AhsayDEM v8335] 03/05/2020 14:45:12
0 Initializing decrypt action... 03/05/2020 14:45:12 ~
0 Initializing decrypt action... Completed 03/05/2020 14:4512
0 Creating new directory.. "W125.5.184.23\restored\125.5.184.23" 03/05/2020 14:45:13
0 Creating new directory... "W125.5.184.23\restored'125.5.184.23\5hare" 03/05/2020 14:45:14

14. In the Restore window, click Cancel to close the Restore window.

15. To exit AhsayOBM, click the “x” on the top right corner. A message will appear to ask
for your confirmation. Click Yes to close the application. If you wish to run AhsayOBM
again, you will then have to launch it again.




14.1.2 OpenDirect Restore

This restore method applies to backup sets created with OpenDirect restore enabled only.

IMPORTANT

Before you proceed with the OpenDirect Restore, make sure the following dependencies are
fulfilled. Failure to do so may cause the restore to fail.

© Microsoft Visual C++ 2015 Redistributable (x86) / (x64)
https://www.microsoft.com/en-us/download/details.aspx?id=48145

© Update for Universal C Runtime in Windows
https://support.microsoft.com/en-us/help/2999226/update-for-universal-c-runtime-in-
windows

© Microsoft Security Advisory 3033929 (for Windows 7 and Windows Server 2008 R2)
https://technet.microsoft.com/en-us/library/security/3033929.aspx

1. Log in to the AhsayOBM application according to the instructions in section Login to
AhsayOBM.

2. Click the Restore icon on the AhsayOBM main interface.

(2,

3. All the available backup sets for restore will be listed. Select the backup set that you
would like to restore data from.

Please Select The Backup Set To Restore

sort by

Backup Set Sample

Owner: w7-pro

Last Backup: Monday, September 30, 2019 15:14
File

Daily Backup

Owner: w7-pro

Last Backup: Monday, September 30, 2019 15:57
File

OpenDirect Backup

owner: wW7-pro

Last Backup: Wednesday, October 02, 2019 11:06
File

Creation Time w#



https://www.microsoft.com/en-us/download/details.aspx?id=48145
https://support.microsoft.com/en-us/help/2999226/update-for-universal-c-runtime-in-windows
https://support.microsoft.com/en-us/help/2999226/update-for-universal-c-runtime-in-windows
https://technet.microsoft.com/en-us/library/security/3033929.aspx

4. Select where you would like to restore your data from.

Select The Destination From Which To Restor...

m OpenDirect Backup

G AhsayCBS
Host: 10.16.10.30:80

5. Select Open backup data directly without restoration (OpenDirect).

Please Choose A Restore Mode

Restore mode
Normal restare
®) Open backup data directly without restoration (OpenDirect)

Show advanced option

You may select the Read timeout limit by clicking Show advanced option.

Read timeout limit

Default V]

Default otion

Unlimited

This selection defines the duration when the OpenDirect restore session will be
disconnected if there is no response from the mounted compressed or image file.

© Default — This setting should be suitable for compressed or image file located on
a local, removable, or network drive. The time out value is15 seconds.

© Unlimited — the connection will not be time out when this is selected. This
selection is recommended under the following usage:

Backup destination is a cloud stroage.
AhsayCBS over the Internet.

A large compressed or image file with large incremental delta chain.

NOTE

If in doubt or unsure about the compressed or image file size or network stability, it is
recommended to use Unlimited.

Click Next to proceed when you are done with the selection.



6. Select to restore files from a specific backup job, or from all files available, then select
the files or folders that you would like to restore.

Select Your Files To Be Restored

Select what to restore

Choose from files as of job w# || 10/02/2019 w# || Latest w

Falders Marme Size Date modified
Bl @ AhsayCBS 1, OpenDirect Restore 01 zip 347 KB 10/02/2019 11:03
é--Dﬁ, o) i, OpenDirect Restore 02.zip 271 KB 10/02/2019 11:04
&3 b Users i, OpenDirect Restore 03.zip 212 KB 10/02/2019 11:03

BD A Administrator

""" | Documents

7. Select a temporary directory for storing restore files, then click Restore to start the
OpenDirect restore.

Temporary Directory

Termparany directory for storing restare files

D:ATemp Browss

8. Click Restore to start the restore. The status will be shown.

9. The following screen shows when you perform OpenDirect restore for this backup set
on this machine for the first time only. Make sure you click Yes to confirm mounting
the file(s) on this machine. Clicking No will exit the restore process.

o Virtual File System Driver - Driver is not installed, Install?

W Apply to all



10. You will be prompted to select drive letter where you wish the mounted files to be
mapped on your machine, click OK when you have finished selection.

Please choose a drive letter, and also add the drive to exception list of antivirus or
security software in advance.

11. The selected drive letter will be mapped and prompted in the Windows Files Explorer
with the files you wish to restore shown.

——,
OU |_ v Computer » OpenDirect (E:) »

COrganize - Share with = Mew folder

0 Fawvorites Marme
B Cesktop j C_
4 Downloads

5l Recent Places

()

12. You can now click on the files to view them directly from here, which will be in read-
only mode.

v C_ v Users » Administrator » Documents »

Marre Date modified Type Size
1) OpenDirect Restore 01 10/2/2019 11:03 AW Compressed (zipp... 3147 KB
1) OpenDirect Restore 02 10/2£2019 11:04 AWM Compressed (zipp... 211kB
1) OpenDirect Restore 03 10/2£2019 11:03 AWM Carmpressed (zipp... 212 kB

If it is a zipped file, you can directly click on it to see all the individual files inside.

C_ » Users » Administrator » Docurnents » OpenDirect Restore 01 ¢ OpenDirect Restore 01

Marme Type Compressed size Password ...
B boximage PMG irmage 2KB Mo
B boximage_2 PMG irmage 2KB Mo
& Copy of the Sample image Bitrnap image 0KE Mo
| Data Text Document 0KE Mo
R Diagram PMG irmage T4EE Mo
| Excel filexls= LS File KB Mo
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You may also copy individual file(s) you wish to restore toyour local machine.

C_ » Users » Administrator » Docurments » OpenDirect Restore 01 » OpenDirect Restore 01
-~
Marme Type Compressed size Paszsword ..,
|| box irmage PMG irmage 2KE Mo
|| boximage_2 PMG irmage 2KE Mo
& Copy of the Sarmple image Bitrmap irmage OKE Mo
| | Data Tewt Dacurmemnt OKE Mo
B Diagram Open ge T4KE Mo
|| Excelfilexdsx Capy GKE Mo
| File_1.ppte . . E kB Mo
| ] File_2.ppt roperies - 1KE Mo

13. The mounted drive letter cannot be ejected from the Windows File Explorer, it will
only be closed when you exit AhsayOBM.

a4 Cormputer
- &, Local Disk (C3)
4 OpenDirect (B
allc

» ) Users

14. When you have finished restoring the necessary files, you can go back to AhsayOBM
and click Cancel to exit the OpenDirect Restore.

OpenDirect

E OpenDirect Backup

AhsayCBS (Host: 10.16.10.30:80)

G Mounting virtual file system...Completed
Elapsed time 10 min 11 sec
Transfer rate  Obit/s

= OpenDirect (E:) Q

o Areyou sure to stop the OpenDirect?

Stop the OpenDirect




IMPORTANT

1. As aresult of the limitation of the virtual file system library, the mapped drive will only be
unmounted from your machine when you exit AhsayOBM. In other words, each
OpenDirect restore session on AhsayOBM can only mount and unmount once.

2. OpenDirect restore of file backup sets:

»  Will not show up on the Restore Status tab in Live Activities of the backup
service provider AhsayCBS. Restore Status tab in Live Activities only applies
to the restore performed directly through AhsayOBM.

»  Will not generate restore reports or report email on backup service provider
AhsayCBS.

»  Will not generate restore log on AhsayOBM.

14.2 Restore Filter
This search feature allows you to search directories, files, and folders.

To make it more flexible, the search feature offers filtering. You can add additional pattern
upon searching. Pattern includes the following criteria:

© Contains
These are Directories, Files, and Folders with the name containing the specific letter

or word.

© Exact
These are Directories, Files, and Folders with the exact or accurate name.

© Start With
These are Directories, Files, and Folders with the name starting with a specific letter or
word.

© Ends With
These are Directories, Files, and Folders with the name ending with a specific letter or
word.

It also has the Match Case function, which serves as an additional accuracy when searching
for any specific directories, files, folders, and mails.

For more detailed examples using the restore filter on AhsayOBM, refer to Appendix B:
Example Scenarios for Restore Filter.




1 Log into AhsayOBM according to the instructions in Chapter 8 Logging in to AhsayOBM.

2 Click the [Restore] icon on the main interface of AhsayOBM.

3 Select the backup set that you would like to restore.

Please Select The Backup Set To Restore
Sample Backup Set 01
Owner: w2k16R2-std
D Last Backup: Tuesday, August 20, 2019 14:57
Sample Backup Set 02
Owner: w2k16R2-std
D Newly created on Tuesday, August 20, 2019 14:51

Sample Backup Set 03
Owner: w2k16R2-std
Newly created on Tuesday, August 20, 2019 14:51

4  Select the backup destination that you would like to restore backed up items to.

Select The Destination From Which To Resto...

E Sample Backup Set 01

@ AhsayCBS
Host: 10.16.10.12:443




5 Click the [Search] located on the lower left side of the screen.

Select Your Files To Be Restored

Select what to restore

Choose from files as of job w || 08/20/2019 s || Latest w
Show filter

Folders Name Size Date modified
= @ AhsayCES O
= iy
= Users

search Iltems per page | 50 w | Page 1/1 w

Previous Next Cancel

6 Click the [Change] button to change the path of the restore items from other location.

Search
Look in
Change
+| Search subfolders
Kind Type Pattern
Files and Directories w || contains  w Match case
Search
Mame In Folder Size Date modified
Items per page | 50 v Page |- w




Change Path

= 5 Backup Server
5 iy O\
-8 Users
= A Administrator
= | Documents

TestFiles

~earch
Look in

C:\Users\Administrator\DocumentsiTestFiles Change

Search subfolders

Kind Type Pattern
Files and Directories w# || contains  w Match case
Search
MName In Folder Size Date modified
Items per page | 50 v Page |- W

255
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7 Tick the [Search subfolders] to include available subfolders upon searching.

Search subfolders

| Search subfolders

8 Select from the following Kind of files you want to search.
e Files and Directories
e Files only
e Directories
9 Select from the following Type of filtering you want to search.
e Contains
e Exact
e  Starts With
e Ends With

10 Enter a pattern you want and tick the [Match case] box if you want to accurately search
for a specific file.

Pattern

Match case
Pattern
Sheet | Match case

11 Click the [Search] button and the result will be displayed.

Search

12 Check all the items or check a specific item that you want and click the [OK] button to
proceed and you will return to the restore main screen.



15 Mobile Backup and Restore to AhsayCBS and
Predefined Destination

To do a mobile backup and restore to AhsayCBS and Predefined Destination, follow the steps:

© Backup photos and videos from Ahsay Mobile app to AhsayOBM local destination. For
more detailed information, check Ahsay Mobile App User Guide for Android and
iOS = Chapter 10.

© Create a File Backup Set on AhsayOBM and follow these setup:

o Backup source should be photos and videos backed up in AhsayOBM local
destination. Example: D:\Backup\Redmi

o Backup destination should be to AhsayCBS and Predefined Destination.
Examples of predefined destinations: Google Drive, OneDrive, Wasabi, etc.

© Run a Backup Job on AhsayOBM.

© Restore Data on AhsayOBM. This can be from Original or Alternate location.

15.1 Create a File Backup Set

1. Click the Backup Sets icon on the main interface of AhsayOBM.

Backup Sets

+

2. Create a new backup set by clicking next to Add new backup set.

Backup Sets

Sort by

Creation Time  w

Add new backup set

_|_

3. When the Create Backup Set window appears, name your new backup set, and select the File
Backup set type. Then, click Next to proceed.

Create Backup Set

Name

Sample Mobile Backup Set

Backup set type
m File Backup v



http://download.ahsay.com/support/document/v8/guide_ahsay_app_user_v8.pdf
http://download.ahsay.com/support/document/v8/guide_ahsay_app_user_v8.pdf

4. In the Backup Source window, select the mobile backup source for backup. Click | would like
to choose the files to backup.

Backup Source

Select the files and folders that you want to backup
O Desktop
[l m My Documents
[l n Favorites
B outiook

Filter

Apply filters to the backup source
or (.

1 would like to choose the files to backup

Previous Next Cancel

In the Advanced Backup Source window, select the mobile backup source.

In this example, Redmi folder is selected. The mobile backup source is in Local Disk (D:).

Advanced Backup Source

Folders
- This PC
e Windows-SSD (C:)
&[0 wa Local Disk (D:)
=-0 | | Backup
[ iPhone6s
Redmi
- Newwork
@y Libraries

[ ] show files

Add network address
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Alternatively, if you want to back up only specific files instead of all files in your selected
folder(s), select the Show files checkbox at the bottom of the screen. A list of files will appear
on the right-hand side. Select the checkbox(es) next to the file(s) to back up. Then, click OK to
save your selections and close the Advanced Backup Source window.

Advanced Backup Source
Folders Name Size Date modified
- This PC O [s] 000000,pg 262KB  02/10/2020 23:44
@[ Windows-SSD (C:) O [s] 000001.jpg 2MB 1311020201032 A
&) ua Local Disk (D) O [s] 000002.png 3MB 131020201033 |}
=-0 || Backup O [s] 000003 pg 3MB  13/10/2020 10:33
@[] | iPhonebs O [s] 000004.png 1MB  13/10/2020 10:33
-0 || Redmi O [s] 000005.jpg 5MB  13/10/2020 10:33
&-[0 || 1604388040346 O [=] 000006.jpg 4AMB  13/10/2020 10:34
&0 ] blocks O [s] 000007.png 1MB  13/10/2020 10:34
&-0 [ ] 2020-11-04-11-16-04 O [s] 000008.png 2MB  13/10/2020 10:34
-0 Hlo O [«] 000009.pg 3MB  13/10/2020 10:35
@-0 | | 2020-11-04-11-22-53 (O [s] 00000a.png 2MB  13/10/2020 10:35
@-(J | | 2020-11-04-11-30-38 [ [&] 00000b.gif 4MB  14/10/2020 15:33
#-00 | | 2020-11-04-11-44-39 O [s] 00000c.gif 5MB  14/10/2020 15:33
@] | | 2020-11-04-11-45-20 [ [8] 00000d.gif 9MB  14/10/2020 15:34
&g Network O [s] 00000e gif 8MB  14/10/2020 15:34
- T Libraries O [s] 00000f.gif 11MB  14/10/2020 15:35
O [s] 000010.bmp 70MB  14/10/2020 15:38
O [s] 000011.bmp 69MB  14/10/2020 15:41
O [s] 000012.bmp 86MB  14/10/2020 15:41
O [&] 000013.bmp 60MB  14/10/2020 15:42
O [«] 000014.heic TMB  14/10/202015:43
(O [s] 000015.heic SMB  14/10/2020 15:44
[V Show files Items per page |50 ~ | Page ’ 171 w

Add network address

In the Backup Source window, click Next to proceed.

5. In the Schedule window, the Run scheduled backup for this backup set is Off by default. You
can configure a backup schedule to automatically run a backup job at your specified time
interval.

Schedule

Run scheduled backup for this backup set

off [ |

Swipe the switch to the right to enable the schedule then click Add to add a new schedule.

Schedule

Run scheduled backup for this backup set
on e |
Existing schedules

4= Add new schedule




When the New Backup Schedule window appears, specify your backup schedule. Then, click

OK to save your changes and close the New Backup Schedule window.

Name

New Backup Schedule

I Daily-1

Type

Start backup

o vl

Stop

| until full backup completed w |

Run Retention Policy after backup

In case you have added a schedule, it will be shown in the Schedule window. Click Next to
proceed when you are done setting.

Previous Next Cancel

www.ahsay.com

Schedule

Run scheduled backup for this backup set
on C |

Existing schedules

ﬁ Daily-1
Daily (Everyday at 12:14)

E Weekly-1
Weekly - Monday&Tuesday (Every week at 12:15)

260



6. The Destination window will appear. Select the appropriate option from the Backup mode

dropdown menu.
» Sequential (default value) — run backup jobs to each backup destination one by one
» Concurrent — run backup jobs to all backup destinations at the same time

To select a backup destination for the backup data storage, click ™ next to Add new storage
destination / destination pool.

Destination

Backup mode

Sequential w

Existing storage destinations
. Add new storage destination / destination pool

A v

In the New Storage Destination/Destination Pool window, select AhsayCBS or a Predefined
destination. Then, click OK to confirm your selection.

New Storage Destination / Destination Pool

Name

Destination storage

(9 Ahsaycss v

&> Wasabi-1
E Local / Mapped Drive / Network Drive / Removable Drive
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In the Destination window, your selected storage destination will be shown. Click Next to
proceed.

Destination

Backup mode

Existing storage destinations

e AhsayCBS
Host: I 50
N

7. The OpenDirect Restore feature should be disabled. Click Next to proceed.

OpenDirect

OpenDirect

ot (.

Support of opening backup data directly without restoration.

When OpenDirect is enabled, to optimize restore performance both compression and encryption will
be disabled for this backup set.

Once OpenDirect is enabled and the setting is saved, it cannot be disabled without re-creating the
backup set.
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8. In the Encryption window, the default Encrypt Backup Data option is enabled with an
encryption key preset by the system which provides the most secure protection

Encryption

Encrypt Backup Data

on |
Encryption Type

Default

Default

User password
Custom

You can choose from one of the following three Encryption Type options:

» Default — an encryption key with 44 alpha numeric characters will be randomly
generated by the system

» User password — the encryption key will be the same as the login password of your
AhsayOBM at the time when this backup set is created. Please be reminded that if you
change the AhsayOBM login password later, the encryption keys of the backup sets
previously created with this encryption type will remain unchanged.

» Custom — you can customize your encryption key, where you can set your own
algorithm, encryption key, method, and key length.

Encryption

Encrypt Backup Data
on C |
Encryption Type

Custom W

Algorithm

Encryption key

*eteee

Re-enter encryption key
sssnes

Method

e ECB CBC

Key length
8 128-bit 256-bit

Click Next when you are done setting.



9. If you have enabled the Encryption Key feature in the previous step, the following pop-up
window shows, no matter which encryption type you have selected.

You are advised to write this encryption key down on paper and keep itin
a safe place. You will need it when you need to restore your files later.
Please confirm that you have done so.

Unmask encryption key
Copy to clipboard

The pop-up window has the following three options to choose from:

» Unmask encryption key — The encryption key is masked by default. Click this option to
show the encryption key.

You are advised to write this encryption key down on paper and keep it in
a safe place. You will need it when you need to restore your files later.
Please confirm that you have done so.

T0j/DUMs/GnTh22d3teFx+9rtSGogb4+xcLm2YnxbVE=

Mask encryption key

Copy to clipboard

» Copy to clipboard — Click to copy the encryption key, then you can paste it in another
location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step.

10. The following screen prompts you to enter the Windows login credentials for user
authentication if you have enabled the Schedule Backup feature in step 5.

Windows User Authentication

Domain Name (e.g CloudBacko.com) / Host Name

| Lenovo |

User name

| |

Password

Previous Next Cancel



11. Upon successful creation of the backup set, the following screen will appear. You can click
Backup now to back up your data or click Close to exit.

Co

"Sample Mobil

ngratulations!

e Backup Set" is successfully created.

12. It is highly recommended to change the Temporary Directory. Select another location with
sufficient free disk space other than C:\Users\Ahsay\Temp.

Go to Others > Temporary Directory. Click Change to browse for another location.

m Sample Mobile Back...

General

Source

Backup Schedule
Continuous Backup
Destination

In-File Delta
Retention Policy
Command Line Tool

Reminder

Bandwidth Control

Hide advanced settings

Delete this backup set

www.ahsay.com

~
Temporary Directory

Temporary directory for storing backup files

| DAAhsay\Temp

1.49GB free out of total 2.71GB space in D:
Remove temporary files after backup

Follow Link

Follow link of the backup files

on

Volume Shadow Copy

Enable Windows' Volume Shadow Copy for open file backup

on

File Permissions

Backup files' permissions

on

OpenDirect

Support of opening backup data directly without restoration

Save Cancel
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13. Optional: Select your preferred Compression type. By default, the compression is set Optimal
for Local (Low CPU Usage) Go to Others > Compressions.

Select from the following list:
e No Compression
e Normal
e Fast

e Optimal for Local (Low CPU Usage)

Destination .
Compressions
|H*F|‘e DE|ta Select compression type
Retention Policy o Compression hd
No Compression
Command Line Tool Normal
. Fast (Compressed size larger than normal)
Reminder )
Optimal for Local (Low CPU usage)
Bandwidth Control Algorithm AES

Method CBC

Others

Hide advanced settings

Key length 256 bits

Delete this backup set

14. Optional: It is recommended to disable the In-File Delta as the files are relatively small, photos
and videos are also not updated.

m Sample Mobile Back... In-File Delta
Enable In-File Delta incremental / differential backup
General off [ .
Source
Backup Schedule

Continuous Backup
Destination
Retention Policy
Command Line Tool
Reminder
Bandwidth Control
Others

Hide advanced settings

Delete this backup set
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15.2 Run a Backup Job
1. Click Backup on the main interface of AhsayOBM.

0

Ll

Backup

2. Select the backup set that you would like to start a backup job for. In case you want to modify
the In-File Delta type, Destinations and Retention Policy settings, click Show advanced option.

Please Select The Backup Set To Backup

Sort by

Creation Time W

Sample Mobile Backup Set
D Owner: Lenovo

Newly created on Wednesday, 4 November 2020 12:21
File

Choose Your Backup Options

m Sample Mobile Backup Set

Backup set type
File

Show advanced option
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3. When advanced options are shown, it is recommended that you tick the checkbox next to Run
Retention Policy after backup in the Retention Policy section at the bottom.

This will help you save hard disk quota in the long run. In the In-File Delta type section, it is
recommended to run in Full as a full backup captures all the data that you want to protect.
When you run a backup job for the first time, AhsayOBM will run a full backup regardless of the
in-file delta setting.

Choose Your Backup Options
E Sample Mobile Backup Set

Backup set type
File

In-File Delta type

eme
Destinations

v @ AhsayCBS (Host: 125.5.184.164:80)
Retention Policy

Run Retention Policy after backup

Hide advanced option

4. Click Backup to start the backup job. The status will be shown.

Backup
E Sample Mobile Backup Set

AhsayCBS (Host: 125.5.184.164:80) F .
[New File] D:\Backup\Redmi\1607332254879\blocks\2020-12-07-17-13-05\0\000033)... a
Estimated time left 59 sec (52.27MB)

Backed up 31.18MB (51 files, 7 directories, 0 link)
Elapsed time 9 sec
Transfer rate 7.34Mbit/s
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5. When the backup is completed, the progress bar will be green in color and the message
“Backup Completed Successfully” will appear.

Backup
E Sample Mobile Backup Set

AhsayCBS (Host: 125.5.184.164:80)
G + Backup Completed Successfully .
Estimated time left 0 sec
Backed up 83.46MB (188 files, 7 directories, 0 link)
Elapsed time 2 min 45 sec
Transfer rate 4.44Mbit/s

6. You can click the ®& View icon on the right-hand side to check the log. A window will pop up to
show the log. Close the pop-up window when you finish reading it.

Type | Log | Time
o Start [ AhsayOBM v8.5.0.16] 08/12/2020 10:55:53
o Saving encrypted backup set encryption keys to server.. 08/12/2020 10:55:53 ~
o Start Backup ... [In-File Delta: Full] 08/12/2020 10:55:55
o Using Temporary Directory C\UserstAhsayttempt160739535810210B5@ 1607395532694 08/12/2020 10:55:55
© Start running pre-commands 08/12/2020 10:55:57
@) Finished running pre-commands 0B/12/2020 10:55:57
0 Downloading server file list... 08/12/2020 10:55:57
€ Downloading server file list... Campleted 08/12/2020 10:55:58
€ Contactyour service provider to enable [Volume Shadow Copy] support 08/12/2020 10:55:59
€ Reading backup source from hard disk... 08/12/2020 10:55:59
o [New Directory]... Dit 08/12/2020 10:56:00
€ [New Directoryl.. DABackup 08/12/2020 10:56:00
o [New Directory]... Di\Backup\Redmi 08/12/2020 10:36:00
o [New Directory]... D:\Backup\Redmit1607332254879 08/12/2020 10:56:00
o [New Directary]... D\Backup\Redmit1607332254873\hlocks 08/12/2020 10:56:00
0 [New Directory]... D:\Backup\Redmit1607332254879\blocks\2020-12-07-17-13-05 08/12/2020 10:56:00
o [New Directary]... D\Backup\Redmit1607332254873\hlocks\2020-12-07-17-13-05\0 08/12/2020 10:56:00
0 [New File]... 10% of "D:\Backup\Redmil1607332254879'blocks\2020-12-07-17-13-05\01000000.jpg" 08/12/2020 10:56:00
o [New File]... 209 of "D:\Backup\Redmit1607332254879'blocks\2020-12-07-17-13-05\0\000000.jpg" 08/12/2020 10:56:00
0 [New File]... 30% of "D:\Backup\Redmil1607332254879'blocks\2020-12-07-17-13-05\0\000000.jpg" 08/12/2020 10:56:00
o [New File]... 40% of "D:\Backup\Redmit1607332254879'blocks\2020-12-07-17-13-05\01000000.jpg" 08/12/2020 10:56:00
o [New File]... 50% of "D:\Backup\Redmit1607332254879'blocks\2020-12-07-17-13-05\01000000.jpg" 08/12/2020 10:56:00 [~
€ NewFile]... 60% o \Backup'\Redmi\1607332254879blocks\2020-12-07-17-13-05\04000000.jpg"

Logs per page
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15.3 Restore Data

There are two (2) options to restore data from AhsayCBS and Predefined Destination to the
mobile device, Original location, and Alternate location.

© Original location - data will be restored on the original location which is the backup
destination for your mobile device.

Using this option, you can perform seamless restore to your mobile device as the
location is the same with the mobile backup destination.

© Alternate location - data will be restored on an alternate location which can be setup
anywhere in the AhsayOBM local machine. If you choose this option then restoring to
your mobile device will have to be manually done. There are two (2) options available:

» Option 1: Copy the restored data from alternate location to original location
which is the backup destination for your mobile device. You can now use
the Ahsay Mobile app to restore the photos and videos back to your mobile
device.

» Option 2: Copy the restored data from the alternate location to your Android
or iOS mobile device.

Examples:

* [For an Android device, you need to plug your cable and transfer the
restored data from the alternate location to your mobile device
storage.

* [For an iOS device, you need to transfer the restored data from the
alternate location to iCloud.

Restore to alternate location is not supported on another AhsayOBM machine. Options 1 and
2 must be on the original machine where the backups were performed.

In case the original machine is no longer available, AhsayOBM will be able to restore the
photos and videos from AhsayCBS or Predefined Destination to the mobile backup
destination folder. However, as the mobile devices were not originally paired with the new
installation or machine, the mobile devices will not be able to restore the photos and videos
from the AhsayOBM.



15.3.1 Original Location
1. Click the Restore icon on the main interface of AhsayOBM.

(2,

Restore

2. All the available backup sets for restore will be listed. Select the backup set that you would like
to restore data from.

Please Select The Backup Set To Restore

Sort by

Creation Time w

Sample Mobile Backup Set
Owner: Lenovo
Last Backup: Wednesday, 4 November 2020 12:56

File

3. Select where you would like to restore your data from.

Select From Where To Restore

m Sample Mobile Backup Set

G AhsayCBS
Host: I =0




4. Select to restore files from a specific backup job, or from all files available. Then, select the files
or folders that you would like to restore.

There are two options from the Select what to restore dropdown menu:

Select Your Files To Be Restored

Select what to restore

Choose from files as of job W || 08/12/2020 w || Latest w

Show filter

Folders Name Size Date modified
- @ AhsayCBS O wa DA
B0 e DA
@~ | | Backup

Search Items per page |50 W | Page | 1/1 w

Previous Next ncel

» Choose from files as of job — This option allows you to select a backup version from a
specific date and time to restore.

Select what to restore

Choose from files as of job  w# || 08/12/2020 w || Latest w

Choose from files as of job

Choose from ALL files

Mame

= @ AhsayCES O D
B0 e DA
- Backup

Select what to restore

Choose from files as of job W || 08/12/2020 w || Latest w

Show filter 08/12/2020
Folders Ml
= @ AhsayCBS 0w DA

B am DA

-0 Backup

Select what to restore

Choose from files as of job w || 08/12/2020 w

Latest

Show filter
10:55
Folders MNa
B @ AhsayCBS O = DA
B e DA

-0 Backup

www.ahsay.com 212




» Choose from ALL files — This option allows you to restore all files for this backup set.

Search

Select what to restore

Choose from ALL files V]
Show filter
Folders
B @ AhsayCBS

B DA

B Backup
E| Redmi
E| 1607332254879
E| blocks
Ié! 2020-12-07-17-13-05

0

MName

[s] 000000, jpg

[&] 000001 heic
[&] 000002 heic
[&] 000003 heic
[&] 000004 heic
[&] 000005 heic
[&] 000006, pg
[&] 000007 jpg
<] 000008 jpg
<] 000009, pg
[&] 000002 jpg
<] 0000Objpg
<] 00000c.jpg

<] 000004 jpg
[&] 00000e jpg
[&] 00DOOEjpg

[&] 000010,pg
[&] 000011 jpg
[&] 000012.ipg

Size

262KB

TMB

SMB

2MB

3MB

SMEB
304KB
172KB
253KB
248KB
251KB
152KB
115KB
112KB
151KB
27BKB
141KB
139KB
139KB

Items per page | 50 W

Date modified
02/10/2020 23:44
14/10/202015:43 "™
14/10/2020 15:44
14/10/2020 15:44
14/10/2020 15:44
14/10/202015:45
21/10/2020 10:29
21/10/202010:33
21/10/2020 10:34
22/10/202009:50
22/10/202009:51
22/10/202014:55
22/10/2020 14:55
22/10/2020 14:56
22/10/2020 14:56
22/10/202017:00
27/10/2020 09:30

27M0/202009:42 W

2710/2020 09:42

Page |[1/4 w

Click Next to proceed when you are done with the selections.

Select to restore the files to Original location. Then, click Next to proceed.

The backed up data will be restored to the computer running the AhsayOBM under the same

directory path as on the machine storing the backup source.

For example, if the backup source files are stored under Users/[User’'s Name]/Downloads
folder, the data will be restored to Users/[User’'s Name]/Downloads as well on the computer
running the AhsayOBM.

Restore files to
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@) Original location

Alternate location

Show advanced option

-’w‘

Choose Where The Files To Be Restored

o | I [ (]

203



6. Click Show advanced option to configure other restore settings:

Restore files to
@ Original location

Alternate location

Show advanced option

Choose Where The Files To Be Restored

Restore files to
@) Original location

Alternate location

Restore file permissions
Delete extra files
| Follow Link
Verify checksum of in-file delta files during restore

Hide advanced option
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Restore file permissions

Restore file permissions are disabled by default. When you perform a file restore on
shared files or folders using a shared computer, it is recommended that you enable
Restore file permissions by ticking the checkbox so that the files restored will not be fully
accessible to everyone using the shared computer.

Delete extra files

By enabling this option, the restore process will attempt to synchronize the selected
restore source with the restore destination, making sure the data in the restore
destination is exactly the same as the restore source. Any data created after backup will
be treated as “extra files” and will be deleted from the restore source if this feature is
enabled.

WARNING
Please exercise extra caution when enabling this feature. Consider what data in the restore
source has not been backed up and what impact it would cause if those data were deleted.
Prior to the data restore and synchronization, a warning message shows as the one shown
below. Only clicking Yes will the “extra file” be deleted. You can click Apply to all to confirm
deleting all the “extra files” at a time.




» Follow Link (Enabled by default)
When this option is enabled, not only the symbolic link or junction point will be restored,
the directories and files that the symbolic link or junction point links to will also be
restored.

The table below summarizes the behaviors when a restore is performed with different

settings.
Follow Link ‘ Restore to ‘ Behavior

Symbolic link or junction point is restored to the

Original original backup location.

location Target directories or files are also restored to the
original backup location.

Enabled

Symbolic link or junction point is restored to the

Alternate location specified.

location Target directories or files are also restored to the
alternate location specified.
Symbolic link or junction point is restored to the

Original original backup location.

location Target directories or files are NOT restored to the
original backup location.

Disabled

Symbolic link or junction point is restored to the

Alternate location specified.

location Target directories or files are NOT restored to the
alternate location specified.

»  Verify checksum of in-file delta files during restore

Verify checksum of in-file delta files during restore is disabled by default. You can enable
the feature by ticking the checkbox so that the checksum of in-file delta files will be
verified. As the feature will make the restore process time longer, it is recommended to
enable the feature only if you want to verify whether the merged files were correct.

Click Next to proceed when you are done with the settings.

7. Select the temporary directory for storing temporary files, such as delta files, when they are
being merged. By default, the temporary files are stored under the temp directory of the user
profile directory. In case the same directory path does not exist in the computer you are running
AhsayOBM, you have to click Browse to define a new location for storing the temporary files.
Otherwise, you will not be able to perform a restore.

Temporary Directory

Temporary directory for storing restore files

D:\Ahsay\Temp Browse




8. Click Restore to start the restore. The status will be shown.

Restore

E Sample Mobile Backup Set

G AhsayCBS (Host: 125.5.184.164:80)

Restoring... D:\Backup\Redmi\1607332254879blocks\2020-12-07-17-13-05\04000036.... _
Estimated time left 41 sec (51.12MB)

Restored 32.19MB (52 files)

Elapsed time 43 sec

Transfer rate 5.13Mbit/s

9. When the restore is completed, the progress bar will be green in color and the message
“Restore Completed Successfully” will appear.

Restore

E Sample Mobile Backup Set

AhsayCBS (Host: 125.5.184.164:80)
G + Restore Completed Successfully IEL
Estimated time left 0 sec
Restored 83.32MB (188 files)
Elapsed time 1 min 42 sec
Transfer rate 6.98Mbit/s

M



10. You can click the I& View icon on the right-hand side to check the log. A window will pop up to
show the log. Close the pop-up window when you finish reading it.

Show | All v
Type Log Time
© start[AhsayOBM v8.5.0.16] 08/12/2020 12:49:27
© nitializing decrypt action... 08/12/2020 12:49:27 ™
€ Initializing decrypt action... Completed 08/12/2020 12:49:27
€ Creating new directory... "Di\Backup\Redmi” 08/12/2020 12:49:29
) Creating new directory... "Di\Backup\Redmil1607332254879" 08/12/2020 12:49:29
© Creating new directory... "Di\Backup\Redmit1 607332254879 blocks" 08/12/2020 12:49:29
@) Creating new directory... “Di\Backup\Redmit1 607332254879\blocks\2020-12-07-17-13-05" 08/12/2020 12:49:29
© Creating new directory... "Di\Backup\Redmit1 607332254879 blocks\2020-12-07-17-13-05\0" 08/12/2020 12:49:29
© Downloading... "D:\Backup\Redmit1607332254879\blacks\2020-12-07-17-13-05\01000000.jpg" (Total 261K bytes) 08/12/2020 12:49:29
) Downloading... "D:\Backup\Redmil1 607332254879\blocks\2020-12-07-17-13-05\0100000 1. heic” (Total 6.88M bytes) 08/12/2020 12:49:29
© Downloading... "D:\Backup\Redmitl 607332254879\blocks\2020-12-07-17-13-05\01000002.heic” (Total 477M bytes) 08/12/2020 12:49:29
) Downloading... "D:\Backup\Redmit1 607332254879\blocks\2020-12-07-17-13-05\01000003.heic” (Total 2.06M bytes) 08/12/2020 12:49:49
© Downloading... "D:\Backup\Redmitl 607332254879 \blocks\2020-12-07-17-13-05\01000004.heic” (Total 2.76M bytes) 08/12/2020 12:49:50
) Downloading... "D:\Backup\Redmit1 607332254879\blacks\2020-12-07-17-13-05\01000005.heic” (Total 5.14M bytes) 08/12/2020 12:50:08
© Downloading... "D:\Backup\Redmit1 607332254879\blocks\2020-12-07-17-13-05\0\000006.jpg" (Total 304K bytes) 08/12/2020 12:50:08
) Downloading... "D:\Backup\Redmit1607332254879\blacks\2020-12-07-17-13-05\01000007.jpg" (Total 171K bytes) 08/12/2020 12:50:08
© Downloading... "Di\Backup\Redmit1 607332254879\blocks\2020-12-07-17-13-05\0\000008.ipg" (Total 252K bytes) 08/12/2020 12:50:08
€ Downloading... "D:\Backup\Redmit 607332254879 \blacks\2020-12-07-17-13-05\01000009.jpg" (Total 247K bytes) 08/12/2020 12:50:08
) Downloading... "D:\Backup\Redmi\1607332254879\blocks\2020-12-07-17-13-05\0\00000a.jpg” (Total 251K bytes) 08/12/2020 12:50:08
© Downloading... "D:\Backup\Redmit 607332254879\blocks\2020-12-07-17-13-05\0100000b.jpg" (Total 152K bytes) 08/12/2020 12:50:08
) Downloading... "D:\Backup\Redmi\1 607332254879\blocks\2020-12-07-17-13-05\0\00000¢.jpg” (Total 115K bytes) 08/12/2020 12:50:08
© Downloading... "D:\Backup\Redmit1 607332254879\blocks\2020-12-07-17-13-05\0100000d.jpg" (Total 112K bytes) 08/12/2020 12:50:08  w#
) Downloading... "D:\Backup\Redmit1 607332254879 \blacks\2020-12-07-17-13-05\0100000e.ipg" (Total 151K bytes) 08/12/2020 12:50:08
Logs per page | 50 (V] Page |[1/4 w

11. You can restore the restored data from the original location to your mobile device by using the
Ahsay Mobile app.

Original location: D:\Backup\Redmi

=lo - O %
Home  Share  View [2]

« “ 4 || > ThisPC > Local Disk (D) > Backup > Redmi » 1607332254870 > blocks » 2020-12-07-17-13-05 > 0 v o O Search0
Name Date Type Size Tags @
7 Quick access
[s] 000000.jpg JPG File
22 Dropbex 5] 000002,jpg IPG File
& OneDrive [&] 00000b.jpg PG File
[] 00000z jpg PG File
58 This PC [w] 000004 jpg IPG File
] 30 Objects [&] 0000ejpg PG File
I Desktop =] ooooot.jpg PG File
Android device iOS device
® Ahsay Mobile o @ Ahsay Mobile o
My Redmi My iPhone6s
Last Backup Last Backup 2 minutes ago

[Eloy
@ !

lome Backup A M

Home Backup Mare

www.ahsay.com 2T




15.3.2 Alternate Location
1. Click the Restore icon on the main interface of AhsayOBM.

(2,

Restore

2. All the available backup sets for restore will be listed. Select the backup set that you would like
to restore data from.

Please Select The Backup Set To Restore

Sort by

Creation Time w

Sample Mobile Backup Set
Owner: Lenovo
Last Backup: Wednesday, 4 November 2020 12:56

File

3. Select where you would like to restore your data from.

Select From Where To Restore

m Sample Mobile Backup Set

G AhsayCBS
Host: I =0




4. Select to restore files from a specific backup job, or from all files available. Then, select the files
or folders that you would like to restore.

There are two options from the Select what to restore dropdown menu:

Select Your Files To Be Restored

Select what to restore

Choose from files as of job W || 08/12/2020 w || Latest w

Show filter

Folders Name Size Date modified
- @ AhsayCBS O wa DA
B0 e DA
@~ | | Backup

Search Items per page |50 W | Page | 1/1 w

Previous Next ncel

» Choose from files as of job — This option allows you to select a backup version from a
specific date and time to restore.

Select what to restore

Choose from files as of job  w# || 08/12/2020 w || Latest w

Choose from files as of job

Choose from ALL files

Mame

= @ AhsayCES O D
B0 e DA
- Backup

Select what to restore

Choose from files as of job W || 08/12/2020 w || Latest w

Show filter 08/12/2020
Folders Ml
= @ AhsayCBS 0w DA

B am DA

-0 Backup

Select what to restore

Choose from files as of job w || 08/12/2020 w

Latest

Show filter
10:55
Folders MNa
B @ AhsayCBS O = DA
B e DA

-0 Backup
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Choose from ALL files — This option allows you to restore all files for this backup set.

Select what to restore

Choose from ALL files V]
Show filter
Folders
E|@ AhsayCBS
B = D
=0 | | Backup
- Redmi

=8 1607332254879
- blocks
2020-12-07-17-13-05
E 0

Search

Click Next to proceed when you are done with the selections.

5. Select to restore the files to Alternate location. You can choose to restore the data to a
location of your choice on the computer where AhsayOBM is running. Then, click Next to

FERRAARERNARERRRRERER

MName

[&] 00000, jpg
[&] 000001 heic
[&] 000002.heic
&] 000003 heic
[&] 000004 heic
[&] 000005 heic
[&] 000006, jpg
[s] 000007 jpg
[s] 000D0DB.jpg
[s] 00000, jpg
[s] 000D0Da.jpg
[s] 000D0Ob.jpg
[&] 00DOOC.jpg
[&] 000DDDM jpg
[&] D0DODe jpg
&] DDDOOFjpg
[&] D0D010.jpg
[&] 000011 ,jpg
[&] 000012.ipg

Items per page | 50

Size

262KB

TMB

SMB

2MB

3MB

SMEB
304KB
172KB
253KB
248KB
251KB
152KB
115KB
112KB
151KB
228KB
141KB
139KB
139KB

Date modified
02/10/2020 23:44
14/10/202015:43 "™
14/10/2020 15:44
14/10/2020 15:44
14/10/2020 15:44
14/10/202015:45
21/10/2020 10:29
21/10/2020 10:33
21/10/2020 10:34
22/10/2020 09:50
22/10/2020 09:51
22/10/2020 14:55
22/10/2020 14:55
22/10/2020 14:56
22/10/2020 14:56
22/10/202017:00
27/10/2020 09:30
27110/202009:42 W
27/10/202009:42

W Page |[1/4 w

proceed.

www.ahsay.com

Choose Where The Files To Be Restored

@ Change Path

Restore files to Lookin:

Documents

v BeFER-

Original location

®) Alternate location | D:\Doc =

Show advanced option .

‘ Folder name :

Files of ype :

D:\Documents

Al Files
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6. Click Show advanced option to configure other restore settings:

e Al

Show

Restore files to
Original location

ternate location | D:\I

advanced option

Choose Where The Files To Be Restored

Restore files to
Original location

@) Alternate location | D:\Documents Browse

Restore file permissions
Delete extra files
| Follow Link
Resolve Link
Verify checksum of in-file delta files during restore

Hide advanced option

www.ahsay.com

Restore file permissions

Restore file permissions are disabled by default. When you perform a file restore on
shared files or folders using a shared computer, it is recommended that you enable
Restore file permissions by ticking the checkbox so that the files restored will not be fully
accessible to everyone using the shared computer.

Delete extra files

By enabling this option, the restore process will attempt to synchronize the selected
restore source with the restore destination, making sure the data in the restore
destination is exactly the same as the restore source. Any data created after backup will
be treated as “extra files” and will be deleted from the restore source if this feature is
enabled.

WARNING
Please exercise extra caution when enabling this feature. Consider what data in the restore
source has not been backed up and what impact it would cause if those data is deleted.
Prior to the data restore and synchronization, a warning message shows as the one shown
below. Only clicking Yes will the “extra file” be deleted. You can click Apply to all to confirm
deleting all the “extra files” at a time.




» Follow Link (Enabled by default)
When this option is enabled, not only the symbolic link or junction point will be restored,
the directories and files that the symbolic link or junction point links to will also be
restored.

The table below summarizes the behaviors when a restore is performed with different

settings.
Follow Link ‘ Restore to ‘ Behavior

Symbolic link or junction point is restored to the

Original original backup location.

location Target directories or files are also restored to the
original backup location.

Enabled

Symbolic link or junction point is restored to the

Alternate location specified.

location Target directories or files are also restored to the
alternate location specified.
Symbolic link or junction point is restored to the

Original original backup location.

location Target directories or files are NOT restored to the
original backup location.

Disabled

Symbolic link or junction point is restored to the

Alternate location specified.

location Target directories or files are NOT restored to the
alternate location specified.

» Resolve Link

This option must be used in conjunction with the Follow Link option. When this option is
enabled, the symbolic link, as well as the directories and files that the symbolic link links
to will also be restored in the alternate location you have chosen. That means the
symbolic link will point to the alternate location instead of the original location.

The table below summarizes the behaviors when a restore is performed with this option
turned on and off.

Resolve :
Behavior

Link

Symbolic link is restored to the alternate location specified, with its
target directories and files also restored to the same location in their
relative path. Target of the link is updated to the new relative path.
In other word, the link now points to the new alternate location.

Enabled

Symbolic link is restored to the alternate location specified, with its
target directories and files also restored to the same location in their
Disabled relative path. However, target of the link is NOT updated to the new
relative path. In other word, the link still points to the original
location.
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»  Verify checksum of in-file delta files during restore

Verify checksum of in-file delta files during restore is disabled by default. You can enable
the feature by ticking the checkbox so that the checksum of in-file delta files will be
verified. As the feature will make the restore process time longer, it is recommended to
enable the feature only if you want to verify whether the merged files were correct.

Click Next to proceed when you are done with the settings.

7. Select the temporary directory for storing temporary files, such as delta files, when they are
being merged. By default, the temporary files are stored under the temp directory of the user
profile directory. In case the same directory path does not exist in the computer you are running
AhsayOBM, you have to click Browse to define a new location for storing the temporary files.
Otherwise, you will not be able to perform a restore.

Temporary Directory

Temporary directory for storing restore files

D:\Ahsay\Temp Browse

8. Click Restore to start the restore. The status will be shown.

Restore

E Sample Mobile Backup Set

G AhsayCBS (Host: 125.5.184.164:80) X
I

Restoring... D:ADocuments\D_\Backup\Redmi\1607332254879'blocks\2020-12-07-17-1...
Estimated time left 0 sec (63.50MB)

Restored 19.82MB (6 files)

Elapsed time 4 sec

Transfer rate Obit/s

9. When the restore is completed, the progress bar will be green in color and the message
“Restore Completed Successfully” will appear.

Restore

E Sample Mobile Backup Set

AhsayCBS (Host: 125.5.184.164:80) B\
+ Restore Completed Successfully

Estimated time left 0 sec

Restored 83.32MB (188 files)

Elapsed time 10 sec
Transfer rate 81.29Mbit/s




10. You can click the I& View icon on the right-hand side to check the log. A window will pop up to
show the log. Close the pop-up window when you finish reading it.

Show | All v
Type Log Time

Start [ AhsayOBM v8.5.0.16 ] 08/12/2020 13:10:04
Initializing decrypt action.. 08/12/202013:1004 ™
Initializing decrypt action... Completed 08/12/2020 13:10:04
Creating new directory. ADocuments\D_\Backup\Redmit1607332254879" 08/12/2020:13:10:05
Creating new directory. ‘\Documents\D_\Backup\Redmi\1607332254879blocks" 08/12/2020 13:10:05
Creating new directory, ADocuments\D_\Backup\Redmit160733225487%\blocks\2020-12-07-17-13-05" 08/12/202013:10:05
Creating new directory... "D:\Documents\D_\Backup\Redmi\1607332254879\blocks\2020-12-07-17-13-05\0" 08/12/2020 13:10:05

Downloading,

D:\DocumentstD_\Backup\Redmit160733225487%\blocks\2020-12-07-17-13-05\0\000000.jpg" (Total 261K...  08/12/2020 13,
\Documents\D_\Backup\Redmi\160733225487%\blocks\2020-12-07-17-13-0501000001.heic” (Total 6. 08/12/202013
D:\DocumentstD_\Backup'\Redmit160733225487%\blocks\2020-12-07-17-13-05\0\000002.heic" (Total 4.7... 08/12/2020 13:10:05
"D:\DocumentsiD_\Backup\Redmit160733225487%\blacks\2020-12-07-17-13-05\01000003.heic" (Tatal 2.0... 08/12/2020 13:10:06
Di\DocumentsiD_\Backup\Redmit160733225487%blocks\2020-12-07-17-13-05\0\000004. heic” (Total 2.7... 08/12/2020 13:10:07
"Di\DocumentstD_\Backup\Redmit160733225487%\blocks\2020-12-07-17-13-05\0\000005.heic" (Total 5.1... 08/12/2020 13:10:07
\Documentsh\D_\Backup\Redmit160733225487%\blocks\2020-12-07-17-13-0\0\000006,jpg" (Total 304K...  08/12/2020 13:10:07
‘\DocumentstD_\Backup\Redmit160733225487%blocks\2020-12-07-17-13-05\0\000007 jpg" (Total 171K..  08/12/2020 13:10:07
\Documents\D_\Backup\Redmi\1607332254879\blocks\2020-12-07-17-13-05\0\000008.jpg" (Total 252K... 08/12/2020 13:10:07
\DocumentshD_\Backup\Redmit160733225487%\blocks\2020-12-07-17-13-05\01000009.jpg" (Total 247K..  08/12/202013
\Documents\D_\Backup\Redmi\1607332254879\blocks\2020-12-07-17-13-05\0100000a.jpg" (Total 251K... 08/12/202013
D:\DocumentstD_\Backup\Redmit160733225487%blocks\2020-12-07-17-13-0510\00000b.jpg" (Total 152K...  08/12/2020 13:10:08

"Di\DocumentsiD_\Backup\Redmit160733225487%\blacks\2020-12-07-17-13-05\0000000c jpg" (Tatal 115K... 08/12/2020 13:10:08

Di\DocumentsiD_\Backup\Redmit160733225487%blocks\2020-12-07-17-13-05\0\00000d.jpg" (Total 112K...  08/12/2020 13:10:08

"Di\DocumentstD_\Backup\Redmit160733225487%\blocks\2020-12-07-17-13-0510000000e.jpg" (Total 151K...  08/12/202013:110:08  we
D:i\DocumentsD \Backup\Redmit1607332254879\blocks\2020-12-07-17-13-05\0\00000F ipg” (Total 228K...  08/12/2020 13:10:08

Downloading..
Downloading..
Downloading...

Downloading..
Downloading..
Downloading...

SOCoOCCOCOoooonooooaot

Logs per page |50 W Page [1/4 w

11. These are the steps to restore the restored data from the alternate location to your mobile
device.

Option 1: Copy the restored data from alternate location to original location which is the
backup destination for your mobile device.

Example:

Alternate location: D:\Documents

=10 - o X
Home  Share  View (2]
« © 4 [ | « Documents > D_ > Backup > Redmi > 1607332254879 » blocks » 2020-12-07-17-13-05 » O v o £ Search0
Name Date. Type Size Tags @
s Quick access
=] 000000,pg JPG File
&2 Dropbox [=] 00D0D=.jpg JPG File
& OncDrive =] 00000b.jpg PG File
=] 00000cpg JPG File
~ [ This PC [=] 0o000d jog JPG File
D Objects =] 0000Dejpg PG File
[ Desktop [] 00000fjpg PG File
) Documents |<] 0000a0jpg IPGFile
=] 0000a1,pg JPG File
& Downloads
=] 000022,pg JPG File
J Music =] 0000a3,jpg PG File
=] Pictures (] 000034,pg IPG File
- o x
Share  View (2]
« v 4 [ > ThisPC > Local Disk (D) » Backup > Redmi > 1607332254673 > blocks > 2020-12-07-17-13-05 > 0 v o £ Search0
Nome " Date Tpe Size Tags o
s Quick access B
=] 000000.jpg PG File
& Dropbox [=] 00000a.pg JPG File
& OneDrive [=] 00000b jpg JPG File
=] 00000c.jpg PG File
[ This PC [&] 00000d jpg JPG File
3D Objects [&] 00000e.jpg JRG File
B Deskiop [&] 00000 jog JPG File

You can now use the Ahsay Mobile app to restore the photos and videos back to
your mobile device.
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Option 2: Copy the restored data from the alternate location to your Android or iOS mobile
device.

Examples:

© For an Android device, you need to plug your cable and transfer the restored
data from the alternate location to your mobile device storage.

Alternate location: D:\Documents

www.ahsay.com

| slo - [m] X
Home Share View
« v 4 ||« Documents » D_ » Backup > Redmi » 1607332254879 » blocks > 2020-12-07-17-13-05 > 0 v ©| O Ssearcho
Neme Date Type Size Togs
s Quick access
(] 00000Dpg 11:44 pm JRG File 262K8
&F Dropbox [£] 000002 jpg am JPG File 232K8
52
& Onedrive [&] 00000b,jpg pm IPG File 153KB
(] 00000c jpg pm JPG File 116KB
~ B This PC (] 00000d.jpg pm JRG File 113K8
7 30 Objects [5] 00000ejpg pm IPGFile 152 Ke
B Desktop (=] 00000tjpg pm JPG File 298
Documents (5] 000020,pg am JPG File 71K8
(] 000021 jpg am JRG File 308 KB
4 Downloads b
(] 000022jpg am JPG File 149 K8
D Music [&] 000023 pg am IPG File 239KB
=] Pictures [5] 000024 jpg JPG File 162 K8

Mobile device storage: Redmi Note 8 Internal storage and SD Card

= | Redmi Note 8

Home

Share

View

1 all > ThisPC > RedmiNote 8

# Quick access
&# Dropbox
@& OneDrive

= This PC

Internal shared storage

SanDisk SO card

© For an iOS device, you need to transfer the restored data from the alternate
location to iCloud.

Alternate location: D:\D_\Backup

| sle -
Home Share View
<« v 4 [ <« Documents > D_ » Backup > Redmi » 1607332254379 » blocks > 2020-12-07-17-13-05 » 0 v o £ Search 0
Name Date Type Size Tags
s Quick access
(5] 000000,jpg IPG File 262K8
&* Dropbox [s] 00000z, jpg IPG File 252K8
@ Onediive (5] 00000b.jpg JPG File 153KB
(] 00000 jpg JPG File 116 K8
v B ThisPC [5] 00000d.jpg IPG File 113KB
30 Objects (5] 00000 jpg JPG File 152K8
B Desictop (5] 00000t jpg JPG File 29K8
Documents [&] 0000s0,jpg PG File 171 KB
3 Download [5] 0000at jpg IPG File 308KB
ownloads
(5] 0000a2 jpg IPG File 149K8
D Music
(5] 0000e3 jpg JPG File 239K8
=] Pictures [&] 0000s4,jpg 26" JPG File 162 KB
® iCloud - X
M iCloud Drive
‘ * Photos Options...
Mail, Contacts, Calendars, and Tasks
\
iCloud With Outlook
Bookmarks
M Opii
v ptions...
AkiSam Tom With Chrome
aki.sam.tom@gmail.com
You have 5.00 GB of iCloud storage.
I 497 GB Storage
Account details... iCloud Help
Sign out Apply Close
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16 Contact Ahsay

16.1 Technical Assistance

To contact Ahsay support representatives for technical assistance, visit the Partner Portal:
https://www.ahsay.com/partners/

Also use the Ahsay Wikipedia for resource such as Hardware Compatibility List, Software
Compatibility List, and other product information:
https://wiki.ahsay.com/

16.2 Documentation

Documentations for all Ahsay products are available at:
https://www.ahsay.com/jsp/en/downloads/ahsay-downloads documentation guides.jsp

You can send us suggestions for improvements or report on issues in the documentation by
contacting us at:
https://www.ahsay.com/partners/

Please specify the specific document title as well as the change required/suggestion when
contacting us.


https://www.ahsay.com/partners/
https://wiki.ahsay.com/
https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay_downloads_documentation_guides
https://www.ahsay.com/partners/

Appendix

Appendix A:

Uninstall AhsayOBM

Follow the steps below to uninstall AhsayOBM from your Windows.

1. Go to Control Panel > Programs and Features > Uninstall a program, then look for
AhsayOBM and double click on it.

Adjust your computer’s settings View by:  Category v

A\

-,

System and Security
Review your computer's status
Back up your computer

Find and fix problems

Network and Internet
M View network status and tasks
Choose homegroup and sharing eptiens

./ Hardware and Sound
View devices and printers

User Accounts

'@' Change account type

Appearance and Personalization
Change the theme

Change desktop background
Adjust screen resclution

Clock, Language, and Region
Change keyboards or other input methods

PXA,

Add a device

7 Programs
h 4 Uninstall a program

- el programs

Uninstall or change a program

Ease of Access
Let Windows suggest settings

Optimize visual display

Te uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Organize *  Uninstall = - @
MName = Publizher Installed On  Size Verzion
2 7-Zip 15.14 (x64) Igor Pavlow 3/18/2016 472 MB 1514
A Adobe Flash Player 16 ActiveX Adobe Systems Incorporated 5/28/2015 6.00 MB  16.0.0.28
Adobe Reader XI(11.0.16) MUI Adobe Systems Incerporated 5/31/2016 643 MBE 11016
@AhsayACB Ahsay Systems Corporation 2/3/2017 248 MB 7920
@AhsayOBM Ahsay Systems Corporation 2/6/2017 245 MB 7820
2. The following dialog box will appear only if User Account Control is enabled. Click Continue
when you see the following message.
@ Windows needs your permission to continue
If you started this action, continue.
E:‘r Uninstall or change an application
h ‘4J Microsoft Windows
v' Details Continue Cancel
User Account Control helps stop unauthorized changes to your computer.,
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3. Click Yes to confirm and proceed with the uninstallation.

5% Areyou sure that you want to completely remove AhsayOBM and all of
WY its components?

4, When you see the following screen:

Uninstall Status
Please wait while Ahsay0BM is removed from your computer.

Uninstaling AhsayOBM...

-
Uninstall

4% Do you want to keep all user settings and encryption keys for this
WY application ?

» Choose Yes to keep all user settings and the encryption keys associated with the
users. If you are likely to install AhsayOBM on the same machine in the future again,
the user settings, e.g., login details, backup sets and so forth will remain in
C:\Users\[username]\.obm by default. The screen capture below shows the folders
remain in the machine after uninstallation.

P - ==
6"\} I . C:\UJsers\ahsay\.obm LI @J ISear:h [@J
File Edit View Tools Help
Organize ¥ 1= Views ~ @
Favorite Links Name | -| Date modified | ~| Type |+ size ||
| cache 11/25/2016 12:4... File Folder
I Documents | config 11/25/2016 12:5...  File Folder
[E pictures | ipc 11/25/2016 12:5... File Folder
@ music 1. log 12/15/2016 3:35... File Folder
More » | statistics 11/25/2016 12:5... File Folder
| system 11/25/2016 12:5... File Folder
Folders ~

» Choose No to delete all user settings and encryption keys with this uninstallation.
Please be reminded that the encryption keys are not retrievable once they have been
deleted unless the encryption keys have been uploaded to AhsayCBS server, and
therefore it will no longer be possible for backup user to recover their encryption key
in case they do not have a separate written record.
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If there is a Run Direct restore running at the time of the AhsayOBM uninstallation, the following
screen prompts to alert you the NFS service is in use.

» Select No if you do not wish to force uninstall the NFS service. AhsayOBM will be
uninstalled without affecting the NFS service, where the Run Direct restore will not
be interrupted.

» Select Yes to force uninstall the NFS service. Both AhsayOBM and NFS service
will be uninstalled from the machine. The VM running Run Direct restore and the
datastore are both unmounted from the VMware server.

AhsayOBM Uninstall 2

Uninstall Status
Please wait whie AhzayOBN is removed from your computer.

Uninstaling AhsayCOBH. ..

Uninstall Ii‘

Installer has detected that MF5 service is in use. Do you want to force
uninstall MF5 service now?

The following screen prompts when the uninstallation is completed.

“ N
AhsayOBM Uninstal .S

:I AhsayOBM was successfully removed from your computer,

(Optional) For a complete removal of all AhsayOBM-related files in your machine, please go to
C:\Program Files and manually remove the AhsayOBM folder.

o - . . S
G\ 9> I |, C:\Program Files _:I @] IS":aer"- @J
File Edit View Tools Help
Organize v = Views v [nOpen 23 Share @
Favorite Links Name = I -I Date modified l v| Type l vl Size I vl -
|) AhsayACB 11/28/2016 3:52PM File Folder
I/ Documents 'J} AhsayOBM 12/15/2016 7:27PM  File Folder _—
E Pictures | . AhsayOBM NFS 12/15/2016 7:27 PM File Folder
m Music | ) CloudBacko Home 10/26/2015 10:08 AM  File Folder
More . Common Files 2/18/2013 9:51 AM File Folder
.. Internet Explorer 2/14/2013 5:29 PM File Folder
Folders Al K ava 2/18/2013 9:50 AM File Folder ~|




Appendix B: Example Scenarios for Restore Filter

Example No.1: Restore filter setting from C:\Users\Administrator\Documents\TestFiles with filter type
Contains

Location: C:\Users\Administrator\Documents\TestFiles

Search subfolders: True

Kind: Files and Directories

Type: Contains

Pattern: Set

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter.

Search
Look in

C:\Users\Administrator\Documents\TestFiles Change
+| Search subfolders

Kind Type Pattern

Files and Directories w# || contains W || Set +| Match case

Search
MName In Folder Size Date modified
Items per page | 50 W Page - w
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Search
Look in
C\Users\Administrator\Documents\TestFiles Change
v Search subfolders
Kind Type Pattern

Files and Directories W || contains W || Set | Match case

—
Searching ... Stop

Name In Folder Size Date modified

Items per page |50 W Page - w

Search
Look in

C\UserstAdministrator\Documents\TestFiles Change
V| Search subfolders
Kind Type Pattern

Files and Directories w || contains  w || Set | Match case

Search
Name In Folder Size Date modified

O || BackupSet_001.txt Cr\Jsers\Administrator\Documents\TestFiles 57KB 04f11/2019 11:18

O || BackupSet_002.txt C:\Jsers\Administrator \Documents\TestFiles 57KB 04f11/2019 11:18

O || BackupSet_003.txt C:\Jsers\Administrator \Documents\TestFiles 57KB 0411/2015 11:18

(] || BackupSet_004.txt C:\Users\Administrator\Documents\TestFiles 57KB 04/11/2019 11:18

O || BackupSet_005.txt C:\Jsers\Administrator \Documents\TestFiles 57KB 04f11/2019 11:18
Items per page |50 W Page | 1/1 W

Explanation:

All files and directories under C:\Users\Administrator\Documents\TestFiles that has the pattern that
contains with ‘Set’ with match case set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the file or directory,
Directory which are indicated In-Folder column, Size, and Date Modified.



The restore filter setting includes the Search subfolder and Match case set to true. This means that

the filter will include all available subfolders in \TestFiles upon searching. And it will strictly search

only the specified pattern and case which starts with ‘Set’.

Example No.2: Restore filter setting from C:\Users\Administrator\Documents\TestFiles with filter type

Starts With

Location:

C:\Users\Administrator\Documents\TestFiles

Search subfolders: True

Kind: Files

Starts With

Type:

Pattern: A

Match Case:

Follow the step-by-step procedure indicated on Restore Filter.

Search

Look in
C:\Users\Administrator\Documents\TestFiles

| Search subfolders

Kind Type Pattern
Files only W | |startswith w || A | Match case
Search
Name In Folder Size Date modified
Items per page | 50 v Page |- w

Change
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Search
Lookin
C\Users\Administrator\DocumentsiTestFiles

+| Search subfolders

Kind Type Pattern
Files only W | startswith w | A
——
searching ... Stop
Name In Folder Size

Items per page | 50 W

Search
Look in
CAUserstAdministrator\Documents\TestFiles

+| Search subfolders

Kind Type Pattern
Files only w || startswith w || A
Search
Name In Folder Size

C:\Users\Administrator \Documents \TestFiles 431KB
Ci\Users\Administrator \DocumentsTestFiles 431KB
Ci\Users\Administrator \Documents\TestFiles 431KE
C:\Users\Administrator \Documents{TestFiles 491KB

|| i AlertMessage0001.1pg
[T (=] AlertMessage0002.jpg
[T (=] AlertMessage0003.jpg
[ [&] AlertMessage0004.jpg

O =] AlertMessage0005.1pg C:\Users\Administrator \Documents TestFiles 431KB
I} || Attendance_2014.doc Ci\Users\Administrator\Documents\TestFiles 14,520 KB
I} || Attendance_2015.doc Ci\Users\Administrator \Documents\TestFiles 14,520 KB

] || Attendance_2016.doc
[] | | Attendance_2017.dac
[ | | Attendance_2018.dac

C:\Users\Administrator \Documents{TestFiles 14,520 KB
C:\Users\Administrator \Documents \TestFiles 14,520 KB
C:\Users\Administrator \Documents TestFiles 14,520 KB

Items per page |50 W

Explanation:

Change

| Match case

Date modified

Page |- w

Change

| Match case

Date madified
04/11/2019 11:18

04/11/2015 11:18 A
04/11/2013 11:18
04/11/2019 11:18
04/11/2019 11:18
08/20/2013 14:27
08/20/2013 14:27
08/20/2013 14:27
08/20/2013 14:27
08/20/2019 14:27

Page|1/1 w

All files and directories under C:\Users\Administrator\Documents\TestFiles that has the pattern that

starts with ‘A’ with match case set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the file, Directory

which are indicated In-Folder column, Size, and Date Modified.
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The restore filter setting includes the Search subfolder and Match case set to true. This means that
the filter will include all available subfolders in \TestFiles upon searching. And it will strictly search
only the specified pattern and case which starts with ‘A’.

Example No.3: Restore filter setting from C:\Users\Administrator\Documents\TestFiles with filter type

Ends With

Location:

Search subfolders:

C:\Users\Administrator\Documents\TestFiles

True

Kind: Files and Directories

Ends With

Type:

Pattern: g

Match Case:

Follow the step-by-step procedure indicated on Restore Filter.

Search

Look in
C\Users\Administrator\Documentsi\TestFiles
| Search subfolders

Kind Type Pattern

Files and Directories w | | endswith w || g

Search

Name In Folder Size

| Match case

Date modified

Items per page |50 W™ Page |- w

Change
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Search

Explanation:

Search

Look in
CiUserssAdministratoriDocuments\TestFiles
| Search subfolders
Kind Type Pattern

Files and Directories w || endswith w ||g

—
searching ... Stop

MName In Folder Size

Items per page |50 W™

Look in
C\Users\Administrator\DocumentsiTestFiles
+| Search subfolders
Kind Type Pattern

Files and Directories w | endswith w || g

Search

Name In Folder Size
[ (=] AlertMessagenon1.jpg C:\Users\Administrator|Documents|TestFiles
[ =] Alertiessage0002.jpg C:\Users\AdministratorDocuments \TestFiles
I} [&=] AlertMessage0003.jpg Ci\Users\Administrator\Documents TestFiles
[ [=] AlertMessagenn04.jpg C:\Users\AdministratoriDocuments\TestFiles
I} =] AlertMessage0005.jpg Ci\Users\Administrator\Documents\TestFiles

Items per page |50 W

491 KB
491KB
491KB
491KB
491 KB

Change

| Match case

Date modified

Page |- w

Change

| Match case

Date modified
04/11/2019 11:18
04/11/2019 11:18
04/11/2019 11:18
04/11/2019 11:18
04/11/2019 11:18

Page [1/1 w

All files and directories under C:\Users\Administrator\Documents\TestFiles that has the pattern that

ends with ‘g’ with match case set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the files and
directories, Directory which are indicated In-Folder column, Size, and Date Modified.
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The restore filter setting includes the Search subfolder and Match case set to true. This means that
the filter will include all available subfolders in \TestFiles upon searching. And it will strictly search
only the specified pattern and case which starts with ‘g’.

Example No.4: Restore filter setting from C:\Users\Administrator\Documents\TestFiles with filter type

Exact

Location:

Search subfolders:

Kind:

Type:

Pattern:

Match Case:

C:\Users\Administrator\Documents\TestFiles

True

Files and Directories

Exact

SpreadSheet_05.xIsx

True

Follow the step-by-step procedure indicated on Restore Filter.

Search

Look in

+| Search subfolders
Kind

Items per page | 50

CUsers\AdministratoriDocuments\TestFiles Change

Type Pattern

Files and Directories w | | exact w || SpreadSheet_05.xlsx | Match case

Search

Name In Folder Size Date modified

v Page |- w
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Search

Explanation:

Search

Look in
CaUsers\Administrator\Documents\TestFiles

+| Search subfolders

Kind Type Pattern
Files and Directories w || exact w | | SpreadSheet_05.xIsx
——
searching ... Stop
Name In Folder

Items per page |50 W

Look in
C\Users\administrator\Documentsi\TestFiles

+| Search subfolders

Kind Type Pattern
Files and Directories w || exact w || SpreadSheet_05.xIsx
Search

Name In Folder
O || Spreadsheet_D5.xlsx C:\Users\Administrator\DocumentsTestFiles

Itemns per page | 50 L~

Size

Size

9KB

Change

| Match case

Dare modified

Page | - W

Change

+| Match case

Date modified
08/20/2019 14:31

Page |[1/1 w

All files and directories under C:\Users\Administrator\Documents\TestFiles that has the pattern that

has the exact pattern ‘SpreadSheet_05.xIsx’ with match case set to true will be included upon

performing search.

As you can see on the screen shot above, the result panel contains the Name of the files and
directories, Directory which are indicated In-Folder column, Size, and Date Modified.
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The restore filter setting includes the Search subfolder and Match case set to true. This means that
the filter will include all available subfolders in \TestFiles upon searching. And it will strictly search
only the specified pattern and case which starts with ‘SpreadSheet_05.xIsx’.
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Appendix C: Batch Files

Below is the list of batch files which can be used as an alternative way to run the AhsayOBM.

¢ RunCB.bat

e RunConfigurator.bat

e ListBackupSet.bat

e RunBackupSet.bat

e ListBackupJob.bat

e Restore.bat

e Decrypt.bat
e RunDatalntegrityCheck.bat

RunCB.bat
This allows the user to open the AhsayOBM without clicking the AhsayOBM icon.

On the command prompt (cmd), export the batch file to a text editor using the following script.

C:\Program Files\AhsayOBM\bin>notepad RunCB.bat

C:\Program Files\AhsayOBM\bin>

Configure the following parameters:

e SETTING_HOME - this is the directory to your setting home. If not set, the directory will be
"C:\Users\USER\.obm" by default.

e.g. SET SETTING_HOME="C:\Users\John\.obm"

o DEBUG_MODE - this parameter is used to enable or disable the debug mode when opening
the AhsayOBM application.

e.g. SET DEBUG_MODE="--debug"
or SET DEBUG_MODE=""

@ECHO OFF

REM ############4##A##AH#A##A###E RunCB.bat #H###########AH#A#AH#AE#AS
REM # You can use this batch to run the backup client application

REM #########4#HHAFAFAHAHAHAHA A A A HAHRHRFA R R A A A AR AR AR
REM #################### Start: User Defined Section ##########H##F##H
REM —-—-—=——=——— === ———————— SETTING HOME ——=————=———=———=======-=
REM | Directory to your setting home. Default to

REM | "C:\Users\USER\.obm" when not set.

REM | e.g. SET SETTING HOME="C:\Users\John\.obm"

REM ———=—— == ——mm
SET SETTING HOME=""

REM - —-———— === ———————————— DEBUG MODE  —=====———=——————————---=
REM | Enable/Disable debug mode

REM | e.g. SET DEBUG MODE="--debug"

REM | or SET DEBUG_MODE:""

REM —————————
SET DEBUG_MODE=""




REM #################### END: User Defined Section ##################H
SET EXE DIR=%CD%
SET APP HOME=. .
SET JAVA HOME=$APP HOME$\jvm
SET JAVA_EXE=9JAVA_HOME%\bin\bJW.exe
SET JAVA LIB PATH=-Djava.library.path=%APP HOME$\bin
SET PAT =9JAVA_HOME%\bin;%PATH%
IF "%PROCESSOR ARCHITECTURE%"=="x86" (

SET "DEP LIB PATH=X86"

SET JAVA OPTS=-Xms1l28m -Xmx768m -XX:MaxDirectMemorySize=512m -
Dsun. javaZd.noddraw -Dsun.nio.PageAlignDirectMemory=true

) ELSE (

SET "DEP LIB PATH=X64"

SET JAVA OPTS=-Xms128m -Xmx2048m -XX:MaxDirectMemorySize=1024m -

Dsun. javaZd.noddraw -Dsun.nio.PageAlignDirectMemory=true
)
SET PATH=%APP HOME$\bin\$DEP LIB PATH%;%JAVA HOME$\bin;$PATH%

SET CLASSPATH=%APB_HOME%\bin;%APR_HOME%\bin\cb.jar
REM #############A#ARAHARARARA A RAAFAFAFAHAHARA R A A A A AA A F AR R HAHS
ECHO -
ECHO APP HOME=3%APP HOME<%
ECHO SETTING HOME=3%SETTING HOME?%
ECHO JAVA HOME=%JAVA HOME%
ECHO JAVA EXE=%JAVA EXE%
ECHO JAVA OPTS=%JAVA OPTS?%
ECHO JAVA LIB PATH=%JAVA LIB PATH%
ECHO PATH=%PATH?%
ECHO CLASSPATH=%CLASSPATH?
ECHO -
@ECHO ON
SJAVA EXE% $JAVA LIB PATH% -cp $CLASSPATHS% 3%JAVA OPTS% Gui $%DEBUG MODE$%
SAPP HOME?% 3$SETTING HOME?3
@ECHO OFF
CD "3EXE DIR%"
IF "3APP HOME3"==".." PAUSE
@ECHO ON

Once the parameters are configured, save the changes, and close the text editor. Proceed back to
cmd and enter RunCB.bat.

C:\Program Files\AhsayOBM\bin>RunCB.bat

APP HOME=. .
SETTING HOME=""

JAVA HOME=..\jvm

JAVA EXE=..\jvm\bin\bJW.exe

JAVA OPTS=-Xms128m -Xmx2048m -XX:MaxDirectMemorySize=1024m -
Dsun. javaZd.noddraw -Dsun.nio.PageAlignDirectMemory=true




JAVA LIB PATH=-Djava.library.path=..\bin

PATH=. .\bin\X64;..\jvm\bin,;..\jvm\bin;C:\Program Files (x86)\Common
Files\ Oracle\Java\javapath;C:\Windows\system32;C:\Windows;C: \Windows\
System32\Wbem;C: \Windows\System32\WindowsPowerShell\vl.0\;C:\Program
Files\Microsoft SQL Server\Client SDK\ODBC\110\Tools\Binn\;C:\Program
Files (x86)\Microsoft SQL Server\120\Tools\Binn\;C:\Program
Files\Microsoft SQL Server\120\DTS\Binn\,;C:\Program
Files\PuTTY\CLASSPATH=..\bin;..\bin\cb. jar

C:\Program Files\AhsayOBM\bin>..\jvm\bin\bJW.exe -
Djava.library.path=..\bin -cp ..\bin;..\bin\cb.jar -Xmsl28m -Xmx2048m -
XX:MaxDirectMemorySize=1024m-Dsun.java 2d.noddraw -Dsun.nio. PageAlignDi
rectMemory=true Gui "" .. ""

If the debug mode is ENABLED, more technical information will be displayed for troubleshooting
purposes.

C:\Program Files\AhsayOBM\bin>RunCB.bat

APP HOME-=. .

SETTING HOME=""

JAVA HOME=..\jvm

JAVA EXE=..\jvm\bin\bJW.exe

JAVA OPTS=-Xms128m -Xmx2048m -XX:MaxDirectMemorySize=1024m -Dsun.javaZd.
noddraw -Dsun.nio.PageAlignDirectMemory=true

JAVA LIB PATH=-Djava.library.path=..\bin PATH=..\bin\X64,;..\jvm\bin;..
\jvm\bin;C:\Program Files (x86) \Common Files\Oracle\Java\javapath;C:
\Windows\system32;C:\Windows;C: \Windows\System32\Wbem;C: \Windows
\System32\WindowsPowerShell\vl.0\,;C:\Program Files\Microsoft SQL
Server\ClientSDK\ODBC\110\Tools\Binn\;C:\Program Files (x86) \Microsoft
SQL Server\120\Tools\Binn\,;C:\Program Files\Microsoft SQL
Server\120\Tools\Binn\;C:\Program Files\Microsoft SQL
Server\120\DTS\Binn\,;C:\Program Files\PuTTY\CLASSPATH=..\bin;..
\bin\cb. jar

C:\Program Files\AhsayOBM\bin>..\jvm\bin\bJW.exe -
Djava.library.path=..\bin -cp..\bin;..\bin\ch.jar -Xmsl28m -Xmx2048m -
XX:MaxDirectMemorySize=1024m -Dsun.javaZd.noddraw -

Dsun.nio.PageAlignDirectMemory=true Gui "--debug”" .. ""

Adding file:/C:/Program$20Files/AhsayOBM/bin/../bin/asm-3.1.jar to
classpath ...OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/../bin/bcmail-jdkIl5on-
1.51.j5ar to classpath ... OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/../bin/bcpkix-jdkl5on-
1.51.j5ar to classpath ... OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/../bin/bcprov-jdkl5on—-
151.j5ar to classpath ... OK
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Adding file:/C:/Program$20Files/AhsayOBM/bin/.
to classpath OK

Adding file:/C:/Program%20Files/AhsayOBM/bin/.
util-1.1.jar to classpath OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/.
1.0.0.1.jar to classpath OK

Adding file:/C:/Program%20Files/AhsayOBM/bin/.
1.6.jar to classpath OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/.
to classpath OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/.
1.1.3.jar to classpath OK

Adding file:/C:/Program%20Files/AhsayOBM/bin/.
to classpath OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/.
classpath OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/.
1.7.5.jar to classpath OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/.
3.0.3.1.jar to classpath OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/.
3.0.3.jar to classpath OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/.
to classpath OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/.
classpath... OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/.
1.19.1.jar to classpath OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/.
jackson2-1.19.1.jar to classpath OK
Adding file:/C:/Program$20Files/AhsayOBM/bin/.
drive-v2-rev158-1.19.1.jar to classpath OK
Adding file:/C:/Program$20Files/AhsayOBM/bin/.
1.19.0.jar to classpath OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/.
jackson2-1.19.0.jar to classpath OK
Adding file:/C:/Program$20Files/AhsayOBM/bin/.
1.19.0.jar to classpath OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/.
to classpath OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/.
4.3.5.jar to classpath OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/.
to classpath OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/.
to classpath OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/.
2.2.3.jar to classpath OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/.
2.7.4.jar to classpath OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/.
OK

2.2.3.jar to classpath

./bin/cab-parser-2.9. jar
./bin/cab-parser-dorkbox-
./bin/cabinet-maker-
./bin/commons-codec-
./bin/commons-io-2.5.jar
./bin/commons-logging-
./bin/commons-net-3.3.jar
./bin/dom4j-1.6.1.jar to
./bin/dropbox-core-sdk-
./bin/dropbox-core-sdk-
./bin/dropbox-core-sdk-
./bin/fluent-hc-4.3.5. jar
./bin/forms-1.3.0.jar to
./bin/google-api-client-
./bin/google-api-client-
./bin/google-api-services-
./bin/google-http-client-
./bin/google-http-client—-
./bin/google-oauth-client-
./bin/httpclient-4.3.5.5ar
./bin/httpclient-cache-
./bin/httpcore-4.3.2.jar
./bin/httpmime-4.3.5. jar
./bin/jackson-annotations-
./bin/jackson-annotations-

./bin/jackson-core-
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Adding file:/C:/Program$20Files/AhsayOBM/bin/.

./bin/jackson-core-

2.7.4.jar to classpath ... OK

Adding file:/C:/Program%20Files/AhsayOBM/bin/../bin/jackson-core-asl-
1.9.13.jar to classpath ... OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/../bin/jackson-databind-
2.2.3.jar to classpath ... OK

Adding file:/C:/Program%20Files/AhsayOBM/bin/../bin/jackson-databind-
2.7.4.jar to classpath ... OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/../bin/jackson-jaxrs-
1.9.2.j7ar to classpath ... OK

Adding file:/C:/Program%20Files/AhsayOBM/bin/../bin/jackson-mapper—-asl-
1.9.13.jar to classpath ... OK

Adding file:/C:/Program%20Files/AhsayOBM/bin/../bin/jackson-xc-1.9.2.jar
to classpath ... OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/../bin/java-xmlbuilder-
0.4.jar to classpath ... OK

Adding file:/C:/Program%20Files/AhsayOBM/bin/../bin/javax.mail.jar to
classpath ... OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/../bin/jcifs-1.3.18.jar to
classpath ... OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/../bin/jdokan-20170627.jar
to classpath ... OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/../bin/jdom-1.1.3.jar to
classpath ... OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/../bin/jersey-apache-
client4-1.18.1.jar to classpath ... OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/../bin/jersey-bundle-
1.18.1.j5ar to classpath ... OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/../bin/jersey-multipart-
1.18.1.jar to classpath ... OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/../bin/jettison-1.1.jar to
classpath ... OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/../bin/jsch-0.1.50.jar to
classpath ... OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/../bin/jsch-0.1.54.1.j5ar to
classpath ... OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/../bin/json simple-1.1.jar
to classpath ... OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/../bin/jsr305-1.3.9.jar to
classpath ... OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/../bin/log4j-1.2.17.jar to
classpath ... OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/../bin/microsoft-
windowsazure-api-0.4.6.jar to classpath ... OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/../bin/microsoft-
windowsazure-storage-sdk-1.0.0.jar to classpath OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/../bin/microsoft-
windowsazure-storage-sdk-6.0.0.1.jar to classpath ... OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/../bin/microsoft-

windowsazure-storage-sdk-6.0.0.jar to classpath
Adding file:/C:/Program$20Files/AhsayOBM/bin/.

java-5.0.8-bin.jar to classpath ... OK

OK

./bin/mysqgl-connector-
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Adding file:/C:/Program$20Files/AhsayOBM/bin/.
java-5.1.46-bin.jar to classpath OK
Adding file:/C:/Program$20Files/AhsayOBM/bin/.
classpath OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/.
20150730.jar to classpath OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/.

./bin/mysqgl-connector-
./bin/ojdbcé.jar to
./bin/org. json-

./bin/serviet-api.jar to

classpath OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/../bin/sinetfactory.jar to
classpath . OK

Adding file:/C:/Program$20Files/AhsayOBM/bin/../bin/yavijava.jar to
classpath . OK

Adding file:/C:/Program$20Files/AhsayOBM/jvm/1ib/charsets.jar to
classpath OK

Adding file:/C:/Program$20Files/AhsayOBM/jvm/1ib/jce.jar to

classpath OK

Adding file:

/C:/Program$20Files/AhsayOBM/jvm/1ib/jfxswt.jar to

classpath . OK
Adding file:/C:/Program$20Files/AhsayOBM/jvm/1ib/jsse.jar to
classpath OK

Adding file:

classpath

Adding file:

classpath
Adding file
OK

/C:/Program$20Files/AhsayOBM/jvm/lib/management-agent.jar to
. OK

/C:/Program$20Files/AhsayOBM/jvm/1ib/resources. jar to

. OK

:/C:/Program%20Files/AhsayOBM/jvm/1ib/rt.jar to classpath

Eventually, the

AhsayOBM login screen will be displayed.

©

AhsayOBM

English

@ AhsayOBM

Login name

Password

Show advanced option

www.ahsay.com
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RunConfigurator.bat

This allows the user to run the AhsayOBM through cmd. Export the batch file to a text editor using
the following script.

C:\Program Files\AhsayOBM\bin>notepad RunConfigurator.bat

C:\Program Files\AhsayOBM\bin>

Configure the following parameters:

o SETTING_HOME - this is the directory to your setting home. If not set, the directory will be
"C:\Users\USER\.obm" by default.

e.g. SET SETTING_HOME="C:\Users\John\.obm"

o DEBUG_MODE - this parameter is used to enable or disable the debug mode when opening
the AhsayOBM application.

e.g. SET DEBUG_MODE="--debug"
or SET DEBUG_MODE=""

@ECHO OFF

REM ###############AFH#AFH#AHH#####E RunOBC.bat #############HH#H#HFHAHFHAHH#HS
REM # You can use this batch to run the backup client application

REM #########AHAHAFAFAFARARAHH A A AHAHRHRFAFA R AR H A A AHAH AR RS
rtHEFFA A A A A A AAAA#AAH  Start: User Defined Section ##################H#F#H#

REM —-—-—=====—=———————————————————— SETTING HOME —===———=—=————=——————=——-
REM | Directory to your setting home. Default to

REM | "C:\Users\USER\.obm" when not set.

REM | e.g. SET SETTING HOME="C:\Users\John\.obm"

REM —-——=—=——=—= == —
SET SETTING_HO ="

REM —-—-—=——=———————————————————————— DEBUG MODE ——————————————————————-—
REM | Enable/Disable debug mode

REM | e.g. SET DEBUG MODE="--debug"

REM | or SET DEBUG MODE=""

REM ——————————mm

SET DEBUG _MODE=""
REM #################### END: User Defined Section ##################H
SET APP HOME=..
SET JAVA HOME=$APP HOME$\jvm
SET JAVA EXE=%JAVA HOME$\bin\bJW.exe
SET JAVA OPTS=-Xms128m -Xmx768m -Dsun.javaZd.noddraw -
Dsun.nio.PageAlignDirectMemory=true
SET JAVA_LIB_PATH:—Djava.library.pathngPB_HOME%\bin
SET PATH:%JAVA_HOME%\bin;%PATH%
IF "3PROCESSOR ARCHITECTURE?3"=="x86" (
SET "DEP LIB PATH=X86"
) ELSE (
SET "DEP LIB PATH=X64"
)
SET PATH:%APR_HOME%\bin\%DER_LIB_PATH%;%JAVA_HOME%\bin;%PATH%
SET CLASSPATH:%APB_HOME%\bin;%APR_HOME%\bin\cb.jar
REM #########AFHAHAFHAFAFHAFHAFAFHAFAAHAFHAFAFHAF A HAFHAFAFHAF A HAFHAFAS




ECHO -

ECHO APP_HOME=%APP HOME$

ECHO SETTING HOME=$SETTING HOME$

ECHO JAVA HOME=$JAVA HOME$

ECHO JAVA EXE=$%JAVA EXE$

ECHO JAVA OPTS=%JAVA OPTS$%

ECHO JAVA LIB PATH=$%JAVA LIB_PATH$
ECHO PATH=$PATHS

ECHO CLASSPATH=$CLASSPATH$

ECHO -

@ECHO ON

$JAVA EXE$ $JAVA LIB PATHS -cp $CLASSPATH$ $JAVA OPTS$ Gui --config
$DEBUG_MODE$ $APP_HOME$ $SETTING HOME$

@ECHO OFF

CD "ZAPP HOME3"

IF "3%APP HOME3"==".." PAUSE
@ECHO ON

Save the changes and close the text editor. Proceed back to cmd and enter RunConfigurator.bat.
The AhsayOBM login menu will be displayed.

C:\Program Files\AhsayOBM\bin>RunConfigurator.bat

APP_HOME=. .

SETTING HOME=""

JAVA HOME=..\jvm

JAVA EXE=..\jvm\bin\bJW.exe

JAVA OPTS=-Xms128m -Xmx768m -Dsun.javaZd.noddraw -
Dsun.nio.PageAlignDirectMemory=true

JAVA LIB PATH=-Djava.library.path=..\bin
PATH=..\bin\X64,;..\jvm\bin;..\jvm\bin;C:\Program Files (x86) \Common
Files\Oracle\Java\javapath,;C:\Windows\system32;C:\Windows;C: \Windows\Sys
tem32\Wbem,;C: \Windows\System32\WindowsPowerShell\vl.0\;C:\Program
Files\Microsoft SQL Server\Client SDK\ODBC\110\Tools\Binn\;C:\Program
Files (x86)\Microsoft SQL Server\120\Tools\Binn\;C:\Program
Files\Microsoft SQL Server\120\Tools\Binn\;C:\Program Files\Microsoft
SQL Server\120\DTS\Binn\;C:\Program
Files\PuTTY\CLASSPATH=..\bin;..\bin\cb. jar

C:\Program Files\AhsayOBM\bin>..\jvm\bin\bJW.exe -
Djava.library.path=..\bin -cp..\bin;..\bin\cbh.jar -Xmsl28m -Xmx768m -

Dsun. javaZd.noddraw -Dsun.nio.PageAlignDirectMemory=true Guli --config
mmn mmn

Config file found




(1). Login

(2) . Change Network Settings
(3). Forgot Password

(4). Quit

Your Choice:

If you want to modify the network settings before logging in, select option (2) from the login menu.

Login Menu

(1). Login

(2). Change Network Settings
(3). Forgot Password

(4). Quit

Your Choice: 2

Network Setting

(1) . Backup Server URL [127.0.0.1]
(2). Port [-1]

(3). Protocol [http]

(4). Proxy Setting [Not in Use]
(5). Save and Return

(6). Discard and Return

Your Choice:

Otherwise, select option (1). Input your login name and password to log in. After a successful login,
the AhsayOBM main menu will be displayed.

Login Menu

(1). Login

(2) . Change Network Settings
(3). Forgot Password

(4). Quit

Your Choice: 1
Login Name : Win OBM

PaSSWOrd : F Ak A Ak Ak kA kA kA kA

Please wait while verifying user account with server...




Your profile has been downloaded and updated.

Main Menu

(1). List Backup Sets

(2). Delete Backup Set

(3) . Export Backup Set Settings to XML

(4). Import Backup Set Settings from XML

(5). Generate new Backup Set Settings Template
(6) . Change Language [English]

(7). Update Profile Settings

(8). Quit

Your Choice:

If the password is forgotten, choose (3) on the login menu and input your login name. A link will be
sent to the email you provided in the AhsayCBS server to reset the user account password.

Login Menu
(1). Login
(2) . Change Network Settings
(3). Forgot Password
(4). Quit

Your Choice: 3

Login Name : Win OBM

Select option (4) to exit the AhsayOBM.

Login Menu

(1). Login

(2). Change Network Settings
(3). Forgot Password

(4). Quit

Your Choice: 4
Exit Configurator Utility

Press any key to continue




ListBackupSet.bat

This allows the user to see the list of existing backup set/s under the backup account. Enter
ListBackupSet.bat to display the list of available backup sets with their backup set ID.

C:\Program Files\AhsayOBM\bin>ListBackupSet.bat

APP HOME=. .

SETTING HOME=

JAVA HOME=..\jvm

JAVA EXE=..\jvm\bin\bJW.exe

JAVA OPTS=-Xms128m -Xmx768m -Dsun.javaZd.noddraw -
Dsun.nio.PageAlignDirectMemory=true

JAVA LIB PATH=-Djava.library.path=..\bin PATH=..\jvm\bin;C:\Program
Files (x86)\Common Files\Oracle\Javal\javapath;C:\Windows\system32,;C:
\Windows;C:\Windows\System32\Wbem,;C: \Windows\System32\WindowsPowerShell
\v1.0\,;C:\Program Files\Microsoft SQL Server\Client
SDK\ODBC\110\Tools\Binn\;C:\Program Files (x86)\Microsoft SQL
Server\120\Tools\Binn\;C:\Program Files\Microsoft SQL Server\120\
Tools\Binn\;C:\Program Files\Microsoft SQL Server\120\DTS
\Binn\,;C:\Program Files\PuTTY\CLASSPATH=..\bin;..\bin\cb. jar

Listing all backup sets under this backup account

C:\Program Files\AhsayOBM\bin>..\jvm\bin\bJW.exe -
Djava.library.path=..\bin -cp..\bin;..\bin\cb.jar -Xmsl28m -Xmx768m -
Dsun. java2d.noddraw -Dsun.nio.PageAlignDirectMemory=true
ListBackupSet

BackupSet Name= Data Backup, ID= 1562897045523

BackupSet Name= File Backup, ID= 1561974801639

C:\Program Files\AhsayOBM\bin>PAUSE

Press any key to continue




RunBackupSet.bat

This allows the user to run a backup. Export the batch file to a text editor using the following script.
C:\Program Files\AhsayOBM\bin>notepad RunBackupSet.bat

C:\Program Files\AhsayOBM\bin>

Make sure that the following parameters are set accordingly:

o BACKUP_SET - this is the backup set which you would like to run. There are two (2) options

to specify the backup set; using the backup set name or the backup set ID. If the backup set
name is not in English, use the backup set ID.

e.g. SET BACKUP_SET="FileBackupSet-1"
or SET BACKUP_SET="1119083740107"

You can leave this parameter blank if you only have one (1) backup set.
e.g. SET BACKUP_SET=""

If having multiple backup sets, you must specify which backup set you would like to be run.

o BACKUP_DESTS - this is the destination(s) of the backup set which you will run. There are
two (2) options to specify the destination; using the destination name or the destination ID. If
the destination is not in English, use the destination ID.

e.g. SET BACKUP_DEST="Local-1”
or SET BACKUP_DEST="1119083740107"

Multiple destinations can be specified in a comma-separated format or you can indicate
"ALL" to run a backup for all destinations.

e.g. SET BACKUP_DESTS="Destination-1,Destination-2"
or SET BACKUP_DESTS="ALL"

¢ BACKUP_TYPE - this is the backup set type. This does not need to be changed if backing
up a file backup set.

Options available: FILE/DATABASE/DIFFERENTIAL/LOG

e.g. SET BACKUP_TYPE="FILE" for file backup
or SET BACKUP_TYPE="DATABASE" for Full database backup

or SET BACKUP_TYPE="DIFFERENTIAL" for Differential database backup
or SET BACKUP_TYPE="LOG" for Log database backup

For MSExchange 2010 BackupSet:

e.g. SET BACKUP_TYPE="DATABASE" for Full database backup

or SET BACKUP_TYPE="DIFFERENTIAL" for Differential database backup
or SET BACKUP_TYPE="LOG" for Incremental database backup
or SET BACKUP_TYPE="COPY" for Copy database backup

o SETTING_HOME - this is the directory to your setting home. If not set, the directory will be
"C:\Users\USER\.obm" by default.

e.g. SET SETTING_HOME="C:\Users\John\.obm"




o DELTA_MODE - this is used to set the In-File Delta mode when running a backup.

e.g. SET DELTA_MODE="I" for Incremental In-file delta backup
or SET DELTA_MODE="D" for Differential In-file delta backup
or SET DELTA_MODE="F" for Full File backup
or SET DELTA_MODE="" for using backup set in-file delta setting

¢ CLEANUP_MODE - same as the retention policy job and space freeing up, this parameter is

used to remove obsolete files from your backup destinations after a backup has been run.
Options available: ENABLE-CLEANUP/DISABLE-CLEANUP

e.g. SET CLEANUP_MODE="ENABLE-CLEANUP"
or SET CLEANUP_MODE="DISABLE-CLEANUP"

¢ DEBUG_MODE - this parameter is used to enable or disable the debug mode when there is

a backup job running.
Options available: ENABLE-DEBUG/DISABLE-DEBUG

e.g. SET DEBUG_MODE="ENABLE-DEBUG"
or SET DEBUG_MODE="DISABLE-DEBUG"

@ECHO OFF

REM ################## RunBackupSet.bat ############HF##AFHFFAAAFFFAFS
REM # You can use this batch to run any of your backup sets from the
REM # command line. Just customize the '"User Defined Section" below with
REM # your values for your backup action.

REM ###############AHARAHARAREA A A AFAFAFARARA R R A A AA AR AR RAHAHS
REM #################### START: User Defined Section #################H
REM —————mm o mmm oo BACKUP SET ————————————m o~
REM | The name or ID of the backup set that you want to run.

REM | If backup set name is not in English, please use ID instead.

REM | e.g. SET BACKUP_SET:"1119083740107"

REM | or SET BACKUP SET="FileBackupSet-1"

REM |

REM | You can leave this parameter blank if you have only 1 backup set.
REM ——————————mm
SET BACKUP_SET=""

REM —-—-—-—————————————————————————— BACKUP DESTS —=====——————————————=—-=
REM | The 1list of name or ID of the backup destinations that you want to
REM | run. If backup destination name is not in English, please use ID
REM | instead.

REM | e.g. SET BACKUP_DESTS:"I 740107119083"

REM | or SET BACKUP DESTS="Destination-1,Destination-2"

REM | or SET BACKUP DESTS="ALL"

REM |

REM | You can specify multiple destinations in comma-separated format,
REM | or use "ALL" to run backup for all destinations.

REM ——————————mm
SET BACKUP_DESTS="ALL"

REM -—-———— === ——————— BACKUP _TYPE —=—=—————————————————-
REM | Set backup type. You don't need to change this if you are backing




REM
REM
REM
REM
REM
REM
REM
REM
REM
REM
REM
REM
REM
REM
REM
SET
REM
REM
REM
REM
REM
SET
REM
REM
REM
REM
REM
REM
REM
REM
REM
SET
REM
REM
REM
REM
REM
REM
REM
SET
REM
REM
REM
REM
REM
REM
SET
REM
SET
SET
SET
SET
SET

lup a file back set.

| Options available: FILE/DATABASE/DIFFERENTIAL/LOG

| e.g. SET BACKUP TYPE="FILE" for file backup

| or SET BACKUP TYPE="DATABASE" for Full database backup

| or SET BACKUP TYPE="DIFFERENTIAL" for Differential database
| backup or SET BACKUP TYPE="LOG" for Log database backup

!

| For MSExchange 2010 BackupSet

| e.g. SET BACKUP TYPE="DATABASE" for Full database backup

| or SET BACKUP TYPE="DIFFERENTIAL" for Differential database
| backup

| or SET BACKUP TYPE="LOG" for Incremental database

| backup or SET BACKUP TYPE="COPY" for Copy database

| backup

BACKUP_TYPE="FILE"

—————————————————————————————— SETTING HOME —————————————————————-—
| Directory to your setting home. Default to

| "C:\Users\USER\.obm" when not set.

| e.g. SET SETTING HOME="C:\Users\John\.obm"

SETTING _HOME=""

——————————————————————————————— DELTA MODE —=—====———=—=—————————--=
| Set In-File Delta mode.

| Options available: Incremental/Differential/Full (I/D/F)

| e.g. SET DELTA MODE="I" for Incremental In-file delta backup
| or SET DELTA MODE="D" for Differential In-file delta backup
| or SET DELTA MODE="F" for Full File backup

| or SET DELTA MODE="" for using backup set in-file delta

| setting

DELTA MODE=""

—————————————————————————————— CLEANUP MODE —======———=—==——==—=———-=
| You can enable Cleanup mode to remove obsolete files from your
| backup destinations after backup.

| Options available: ENABLE-CLEANUP/DISABLE-CLEANUP

| e.g. SET CLEANUB_MODE:"ENABLE—CLEANUP"

| or SET CLEANUP MODE="DISABLE-CLEANUP"
CLEANUP_MODE="DISABLE-CLEANUP"

——————————————————————————————— DEBUG MODE  —====—==——=—=————=—————-=
Set Debug mode.

Options available: ENABLE-DEBUG/DISABLE-DEBUG

e.g. SET DEBUG MODE="ENABLE-DEBUG"

or SET DEBUG MODE="DISABLE-DEBUG"

DEBUG MODE="DISABLE-DEBUG"

#H## AR AR A A A HA#AH##H  END: User Defined Section ###################H
APP HOME=. .

JAVA HOME=%APP_HOMES%\jvm

JAVA EXE=%JAVA HOME$\bin\bJW.exe

JAVA LIB PATH=-Djava.library.path=%APP HOME$\bin

PATH=3%JAVA HOME$%\bin;$PATH$S




SET CLASSPATH=%APE_HOME%\bin;%APE_HOME%\bin\Cb.jar
IF "%PROCESSOR ARCHITECTURES%"=="x86" (
SET "DEP LIB PATH=X86"
SET JAVA OPTS=-Xms128m -Xmx768m -XX:MaxDirectMemorySize=512m -
Dsun. javaZd.noddraw -Dsun.nio.PageAlignDirectMemory=true
) ELSE (
SET "DEP LIB PATH=X64"
SET JAVA OPTS=-Xms128m -Xmx2048m -XX:MaxDirectMemorySize=1024m -
Dsun. javaZd.noddraw -Dsun.nio.PageAlignDirectMemory=true
)
SET PATH=%CD%\%APE_HOME%\bin\%DEE_LIB_PATH%;%PATH%
REM #########4#4######HFHAHAEHAHAFAFAFAHAAAHARARA A A A A A A HAH AR AR EAHS
ECHO -
ECHO APP HOME=%APP HOME<%
ECHO SETTING HOME=3%SETTING HOME?%
ECHO JAVA HOME=%JAVA HOME%
ECHO JAVA EXE=%JAVA EXE%
ECHO JAVA OPTS=%JAVA OPTS%
ECHO JAVA LIB PATH=%JAVA LIB PATH%
ECHO PATH=%PATHS
ECHO CLASSPATH=%CLASSPATH?

ECHO -
ECHO Running Backup Set - '3BACKUP SET%'
@ECHO ON

SJAVA EXES $JAVA LIB PATH% -cp $CLASSPATH% $JAVA OPTS?% RunBackupSet
$APP HOME?% 3$BACKUP SET?% $BACKUP DESTS% $BACKUP TYPE?% 3%SETTING HOME$%
SDELTA MODE?% 3$CLEANUP MODE?% $DEBUG MODE$%

@ECHO OFF

CD SAPP HOME%

IF "3%APP HOME3"==".." PAUSE

@ECHO ON

NOTE

If some parameters are not configured, the backup job will run with the default backup settings.

Save the changes and close the text editor. Proceed back to cmd and enter RunBackupSet.bat.

C:\Program Files\AhsayOBM\bin>RunBackupSet.bat
APP_HOME=. .
SETTING HOME=""

JAVA HOME=..\jvm

JAVA EXE=..\jvm\bin\bJW.exe

JAVA OPTS=-Xms128m -Xmx2048m -XX:MaxDirectMemorySize=1024m -
Dsun. java2d.noddraw -Dsun.nio.PageAlignDirectMemory=true

JAVA LIB PATH=-Djava.library.path=..\bin PATH=C:\Program
Files\AhsayOBM\bin\..\bin\X64,;..\jvm\bin;C:\Program Files (x86) \Common
Files\Oracle\Java\javapath;C:\Windows\system32,;C: \Windows;C: \Windows\
System32\Wbem;C: \Windows\System32\WindowsPowerShell\vl.0\;C:\Program
Files\Microsoft SQL Server\Client SDK\ODBC\110\Tools\Binn\;C:\Program
Files (x86)\Microsoft SQL Server\120\Tools\Binn\,;C:\Program




Files\Microsoft SQL Server\120\Tools\Binn\;C:\Program Files\Microsoft
SQL Server\120\DTS\Binn\;C:\Program
Files\PuTTY\CLASSPATH=..\bin;..\bin\ch. jar

Running Backup Set - '""' ..

C:\Program Files\AhsayOBM\bin>..\jvm\bin\bJdW.exe -
Djava.library.path=..\bin -cp ..\bin;..\bin\cb.jar -Xmsl28m -Xmx2048m -
XX:MaxDirectMemorySize=1024m -Dsun.javaZd.noddraw -
Dsun.nio.PageAlignDirectMemory=true RunBackupSet .. "" "ALL" "FILE" ""
" "DISABLE-CLEANUP" "DISABLE-DEBUG"

[2019/07/12 12:50:20] [info] [-] Start [ AhsayOBM v8.2.1.18 ]
[2019/07/12 12:50:20] [info] [-] Saving encrypted backup set encryption
keys to server...

[2019/07/12 12:50:22] [info] [1562897364604] Start Backup ... [In-File
Delta: Incrementall]

[2019/07/12 12:50:22] [info] [1562897364604] Using Temporary Directory
C:\Users\Administrator\temp\1562897045523\0BS@1562897364604
[2019/07/12 12:50:22] [info] [-] Start running pre-commands
[2019/07/12 12:50:22] [info] [-] Finished running pre-commands
[2019/07/12 12:50:22] [info] [1562897364604] Downloading server file
list...

[2019/07/12 12:50:22] [info] [1562897364604] Downloading server file
list... Completed

[2019/07/12 12:50:23] [info] [1562897364604] Reading backup source from
hard disk...

[2019/07/12 12:50:25] [info] [1562897364604] Getting all files which
have been moved...

[2019/07/12 12:50:25] [info] [1562897364604] Getting all files which
have been moved... Completed

[2019/07/12 12:50:25] [info] [1562897364604] Reading backup source from
hard disk... Completed

[2019/07/12 12:50:25] [info] [1562897364604] Total New Files = 0
[2019/07/12 12:50:25] [info] [1562897364604] Total New Directories = 0
[2019/07/12 12:50:25] [info] [1562897364604] Total New Links = 0
[2019/07/12 12:50:25] [info] [1562897364604] Total Updated Files = 0
[2019/07/12 12:50:25] [info] [1562897364604] Total Attributes Changed
Files = 0

[2019/07/12 12:50:25] [info] [1562897364604] Total Deleted Files = 0
[2019/07/12 12:50:25] [info] [1562897364604] Total Deleted Directories
0

[2019/07/12 12:50:25] [info] [1562897364604] Total Deleted Links = 0
[2019/07/12 12:50:25] [info] [1562897364604] Total Moved Files = 0
[2019/07/12 12:50:26] [info] [1562897364604] Saving encrypted backup
file index to 1562897045523/blocks at destination AhsayCBS...
[2019/07/12 12:50:26] [info] [1562897364604] Saving encrypted backup
file index to 1562897045523/blocks/2019-07-12-12-50-20 at destination
AhsayCBS. ..

[2019/07/12 12:50:27] [info] [-] Start running post—-commands
[2019/07/12 12:50:27] [info] [-] Finished running post-commands
[2019/07/12 12:50:27] [info] [1562897364604] Deleting temporary file
C:\Users\Administrator\temp\1562897045523\0BS@1562897364604




[2019/07/12 12:50:27] [info] [1562897364604] Backup Completed
Successfully

Press any key to continue




ListBackupJob.bat

This allows the user to display the list of backup jobs under a specific backup set. Enter the
following script to export the batch file to a text editor.

C:\Program Files\AhsayOBM\bin>notepad ListBackupJob.bat

C:\Program Files\AhsayOBM\bin>

Configure the following parameters:

e BACKUP_SET - this is the backup set which you would like to be displayed. There are two (2)
ways to specify the backup set; using the backup set name or the backup set ID. If the
backup set name is not in English, use the backup set ID.

e.g. SET BACKUP_SET="FileBackupSet-1"
or SET BACKUP_SET="1119083740107"

You can leave this parameter blank if you only have one (1) backup set.

e.g. SET BACKUP_SET=""

o BACKUP_DEST - this is the destination of the backup set which you would like to be
displayed. There are two (2) ways to specify the backup destination; using the destination
name or the destination ID. If the destination is not in English, use the destination ID.

e.g. SET BACKUP_DEST="Local-1"
or SET BACKUP_DEST="1119083740107"

You can leave this parameter blank if you only have one (1) backup destination.

e.g. SET BACKUP_DEST=""

@ECHO OFF

REM ################## ListBackupJdob.bat ###########H###AFHFFAASHA#ASS

REM # You can use this batch to list all backup jobs which ran under #

REM # this backup set. #

REM #############A#AHARARARARARARAAFAFAFAFAHARA AR A A A AAAFAFAFARAHAHS

REM #################### Start: User Defined Section ################HE

REM —————mm o mmm oo BACKUP SET ——————————————————————

REM | The name or ID of the backup set that you want to run

REM | If backup set name is not in English, please use BackupSetID

REM | e.g. SET BACKUP_SET:"1119083740107"
\
\
!

REM or SET BACKUP SET="FileBackupSet-1"

REM

REM You can leave this parameter blank if you have only 1 backup set.
REM ———=——————mm
SET BACKUP_SET="File Backup"

REM —-—-—-——————————————————————————— BACKUP DEST —==—===——————————————--=
REM The name or ID of the destination that you want to 1ist

REM If destination name 1is not in English, please use DestinationID

REM or SET BACKUP DEST="CBS"
REM

|
!
REM | e.g. SET BACKUP DEST="1119083740107"
!
!




REM | You can leave this parameter blank if you have only 1 destination.
REM ———————mmmmm
SET BACKUP_DEST=""

REM #################### END: User Defined Section ###################H
REM ###########4#4####HFHAHAEHAHAFAFAFAHAHAHAEARA A A A A HAH AR AR HAHS
REM # SCRIPT USAGE

REM #########AHAHAHAFAHARARARA A AAAAAAAHAFRFA R AA A A HAHA R RS
REM # Input Arguments will overwrite the above settings

REM # defined in 'User Defined Section'.

IF NOT %1.==. SET BACKUP SET=%1

IF NOT %2.==. SET BACKUP DEST=3%2

REM ##################HFHAHAEHAHAFAFAFAHAHAHARARA A A A AR HAH AR R EA S
SET APP HOME=. .

SET SETTING HOME=

SET JAVA_HOME=%APB_HOME%\jvm

SET JAVA_EXE=%JAVA_HOME%\bin\bJW.exe

SET JAVA OPTS=-Xms128m -Xmx768m -Dsun.javaZd.noddraw -
Dsun.nio.PageAlignDire

ctMemory=true

SET JAVA_LIB_PATH=—Djava.library.path=9APR_HOME%\bin

SET PATH=%JAVA_HOME%\bin;%PATH%

SET CLASSPATH=%APB_HOME%\bin;%APB_HOME%\bin\cb.jar

REM ###############AHAHARARARA A RAAFAFAFARARARARARA A A A AA AR R R HAHS
ECHO -

ECHO APP HOME=3%APP HOME<%

ECHO SETTING HOME=3%SETTING HOME?%

ECHO JAVA HOME=3%JAVA HOME?3

ECHO JAVA EXE=%JAVA EXE%

ECHO JAVA_OPTS:QJAVA_OPTS%

ECHO JAVA LIB PATH=%JAVA LIB PATH$%

ECHO PATH=%PATH?%

ECHO CLASSPATH=%CLASSPATH?

ECHO -
ECHO Listing all backup jobs for Backup Set - '$BACKUP SET%'
@ECHO ON

$JAVA EXE% $JAVA LIB PATH% -cp $CLASSPATHS $JAVA OPTS% ListBackupJob --
app-home=%APP HOME?$ --backup-set=%BACKUP SET% --backup-

dest=%BACKUP DEST% —--setting-home=%SETTING HOME$%

PAUSE

NOTE

You can only select one (1) backup set and one (1) destination at a time.

Save the changes and close the text editor. Proceed back to cmd and enter ListBackupJob.bat.
The list of backup jobs under the specified backup set will be displayed.

C:\Program Files\AhsayOBM\bin>ListBackupJob.bat

APP HOME=. .
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SETTING HOME=
JAVA HOME=..\jvm
JAVA EXE=..\jvm\bin\bJW.exe

JAVA OPTS=-Xms128m -Xmx768m -Dsun.javaZd.noddraw -
Dsun.nio.PageAlignDirectMemory=true

JAVA LIB PATH=-Djava.library.path=..\bin PATH=..\jvm\bin;C:\Program
Files (x86) \Common Files\Oracle\Java\javapath;C:\Windows\system32,;C:
\Windows;C:\Windows\System32\Wbem,;C: \Windows\System32\WindowsPowerShell
\v1.0\,;C:\Program Files\Microsoft SQL Server\Client SDK\ODBC\110\Tools
\Binn\,;C:\Program Files (x86)\Microsoft SQL

Server\120\Tools\Binn\ ;C:\Program Files\Microsoft SQL
Server\120\Tools\Binn\ ;C:\Program Files\Microsoft SQL
Server\120\DTS\Binn\;C:\Program
Files\PuTTY\CLASSPATH=..\bin;..\bin\ch. jar

Listing all backup jobs for Backup Set - '"File Backup"'

C:\Program Files\AhsayOBM\bin>..\jvm\bin\bJW.exe -
Djava.library.path=..\bin -cp..\bin;..\bin\ch.jar -Xmsl28m -Xmx768m -
Dsun. javaZd.noddraw -Dsun.nio.PageAlignDirectMemory=true ListBackupJob -
-app-home=.. --backup-set="File Backup'" --backup-dest="" --setting-home=
File Backup [1562220462692]

2019-07-05-11-31-41

2019-07-04-20-00-00

2019-07-04-14-08-13

C:\Program Files\AhsayOBM\bin>PAUSE

Press any key to continue

-
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Restore.bat

This allows the user to restore backed up data. Enter the following script to export the batch file to
a text editor.

C:\Program Files\AhsayOBM\bin>notepad Restore.bat

C:\Program Files\AhsayOBM\bin>

Configure the following parameters:

o BACKUP_SET - this is the backup set which you would like to restore. If the backup set
name is not in English, use the backup set ID.

e.g. SET BACKUP_SET="FileBackupSet-1"
or SET BACKUP_SET="1119083740107"

o DESTINATION - this is the destination where you want to restore the backed up data from. If
the destination is not in English, use the destination ID.
e.g. SET DESTINATION="Local-1"
or SET DESTINATION="1119083740107"
You can leave this parameter blank if you only have one (1) backup destination.
e.g. SET DESTINATION=""
¢ RESTORE_TO - this is the location where the files will be restored.

e.g. SET RESTORE_TO=" C:\Temp"

¢ RESTORE_FROM - this is the selected file or directory on the backup server which you
would like to restore.

e.g. SET RESTORE_FROM=" C:\Users"

o POINT_IN_TIME — this is the point-in-time snapshot (of a successful backup) that you want to
restore from the backup server. Use "Current" for the latest backup snapshot. You can
retrieve the point in time by using the ListBackupJob.bat.

e.g. SET POINT_IN_TIME="2006-10-04-12-57-13"
or SET POINT_IN_TIME="Current"

¢ RESTORE_PERMISSION - set this to “Y” if you want to restore file permissions. Otherwise,
indicate “N” if you do NOT want to restore file permissions.

e.g. SET RESTORE_PERMISSION="N"

o SKIP_INVALID_KEY — set this to “Y” if you want to skip restore file with an invalid key. Set
this to "N" if you want to prompt user to input the correct key.

e.g. SET SKIP_INVALID_KEY="N"

e SYNC_OPTION - set this to "Y" if you want to enable the sync option. Set this to "N" if you do
NOT want to enable sync option. Leave this blank if you want to prompt user for a selection.



e.g. SET SYNC_OPTION="N"
REPLACE_EXISTING_FILE — set to "--all" to replace all existing file(s) of the same filename.
Set this to "--none" to skip all existing file(s) with the same filename. Leave this blank if you
want to prompt user for a selection.

e.g. SET REPLACE_EXISTING_FILE="--all"

SETTING_HOME - this is the directory to your setting home. If not set, the directory will be
"C:\Users\USER\.obm" by default.

e.g. SET SETTING_HOME="C:\Users\John\.obm"
FILTER - this parameter is used to filter the files that you want to restore.
e.g. SET FILTER="-Pattern=.txt-Type=exact-Target=toFile"
TEMP_DIR - this is the directory where you would like to store the restore files temporarily.
e.g. SET TEMP_DIR="C:\Temp"
VERIFY_CHKSUM - set this to "Y" if you want to verify the in-file delta file checksum during
restore. Otherwise, set this to "N" if you do NOT want to verify the in-file delta file checksum

during restore.

e.g. SET VERIFY_CHKSUM="N"

REM
REM
REM
REM
REM
REM
REM
REM
REM
REM
REM
REM
REM
REM
SET
REM
REM
REM
REM
REM
REM
REM
REM
REM
REM
SET

@ECHO OFF

#HARHAHAAAH A AR A A HAAAHA# A HH##H  Restore.bat ##########H###AEHF#AEHS
# You can use this batch file to restore backup files using command-
# line. Just customize the "User Define Section" below with values

# for your restore action.
HAHAAHAAHAAHAAHAAHAAHAAAA A RAA A RAARAAAAARAARAA AR AR AR A AR AR AHA A
FREFAFHAFFAFFAFFAHFH#H  Start: User Defined Section ############H#####
——————————————————————————————— BACKUP SET —=————————mm—m oo
| The name or ID of the backup set that you want to restore.

| If backup set name is not in English, please use ID instead.

| e.g. SET BACKUP SET="1119083740107"
\
\
!

or SET BACKUP SET="FileBackupSet-1"

You can leave this parameter blank if you have only 1 backup set.
BACKUP_SET=""
—————————————————————————————— DESTINATION —-——————————————————————
| The name or ID of the backup destination that you want to restore
| from.
| If backup destination name is not in English, please use ID
| instead.
| e.g. SET DESTINATION="1740107119083"
| or SET DESTINATION="Destination-1"
\
| You can leave this parameter blank if you have only 1 destination.
DESTINATION=""




REM
REM
REM
REM
REM
SET
REM
REM
REM
REM
SET
REM
REM
REM
REM
REM
REM
REM
REM
REM
SET
REM
REM
REM
REM
SET
REM
REM
REM
REM
SET
REM
REM
REM
REM
REM
REM
SET
REM
REM
REM
REM
REM
SET
REM
REM
REM
REM
REM
SET
REM

——————————————————————————————— RESTORE TO ———=————————————————————
| Directory to where you want files to be restored

| Use "\\\\" instead of "\\" when you specify a UNC path

| set to "" to restore files to original location

| e.g. SET RESTORE TO="C:\Temp"

—————————————————————————————— RESTORE FROM ———==———=————————————=
| File/Directory on the backup server that you would like to restore
| e.g. SET RESTORE FROM="C:\Data"

RESTORE FROM=" C:\Users\Administrator\Desktop\Data backup"
————————————————————————————— POINT IN TIME ——————————————————————
| The point-in-time snapshot (successful backup) that you want to

| restore from the backup server.

| Use "Current" for the latest backup

| snapshot e.g. SET POINT IN TIME="2006-10-04-12-57-13"

\ or SET POINT IN TIME="Current"

\

l

You can retrieve the point in time by using the ListBackupJob.bat

——————————————————————————— RESTORE PERMISSION ——=-—=-——————————————
| set to "Y" if you want to restore file permissions

y p
| set to "N" if you do NOT want to restore file permissions

y p

———————————————————————————— SKIP INVALID KEY ——=———=—————————————
| set to "Y" if you want to skip restore file with invalid key
| set to "N" if you want to prompt user to input a correct key

—————————————————————————————— SYNC OPTION —==—=—————————m—m—m— o
Delete extra files

l

| set to "Y" if you want to enable sync option

| set to "N" if you do NOT want to enable sync option
\

set to "" to prompt for selection

————————————————————————— REPLACE EXISTING FILE —=—-=——-=——————————
| set to "--all" to replace all existing file(s) of the same

| filename set to "--none" to skip all existing file(s) with the same
| filename set to "" to prompt for selection

—————————————————————————————— SETTING HOME ——————————=———=—==—====-=
| Directory to your setting home. Default to

| "C:\Users\USER\.obm" when not set.

| e.g. SET SETTING HOME="C:\Users\John\.obm"

SETTING _HOME=""

OPTION:




REM | Filter out what files you want to restore

REM | -Pattern=xxx-Type=yyy-Target=zzz

REM | where xxx 1s the filter pattern,

REM | yyy 1is the filter type, whice can be one of the following:
REM | [exact | exactMatchCase | contains | containsMatchCase|
REM | startWith | startWithMatchCase | endWith |

REM | endWithMatchCase] |

REM | zzz 1s the filter target, which can be one of the following:
REM | [toFile | toFileDir | toDir]

REM |

REM | e.g. SET FILTER="-Pattern=.txt-Type=exact-Target=toFile"

REM ———=——————mm
SET FILTER=""

REM —-—-—=—=—=—— === ——————— TEMP DIR —=====———————————————————
REM | Directory to where you want to store restore files temporarily
REM | Use "\\\\" instead of "\\" when you specify a UNC path

REM | set to "" to use the temporary directory in the backup set

REM | e.g. SET TEMP DIR="C: \Temp"

REM ———==——— === —
SET TEMP DIR=""

REM —-—-————=—————— - ——————— VERIFY CHKSUM ————=———————————————-—--=
REM set to "Y" if you want to verify in-file delta file checksum

REM during restore

l
|
REM | set to "N" if you do NOT want to verify in-file delta file
REM | checksum during restore
REM ———==—= === ——
SET VERIFY CHKSUM="N"
REM #################### END: User Defined Section ##################H
SET APP HOME=..
SET JAVA_HOME:QAPP_HOME% \jvm
SET JAVA EXE=%JAVA HOME$\bin\bJW.exe
SET JAVA LIB PATH=-Djava.library.path=8%APP HOME$\bin
SET PATH:%JAVA_HOME% \bin,; $PATH%
SET CLASSPATH=%$APP HOME$\bin;$APP _HOME%\bin\cb.jar
IF "3PROCESSOR ARCHITECTURES%"=="x86" (
SET "DEP_LIB_PATH:XS 6"
SET JAVA OPTS=-Xmsl128m -Xmx768m -XX:MaxDirectMemorySize=512m -
Dsun. java2d.noddraw -Dsun.nio.PageAlignDirectMemory=true
) ELSE (
SET "DEP_LIB_PATH:X64 "
SET JAVA OPTS=-Xms128m -Xmx2048m -XX:MaxDirectMemorySize=1024m -
Dsun. java2d.noddraw -Dsun.nio.PageAlignDirectMemory=true
)
SET PATH=%CD%\$APP HOME$\bin\$DEP LIB PATHS;$PATH$
REM ###############H#HFHAHAHAHHAHAHAFAFAHAHAHAHAHA A A A A A A H AR R HAHS
ECHO -
ECHO APP_HOMEZgAPP_HOME%
ECHO SETTING_HOME:9SETTING_HOME%
ECHO JAVA HOME=3%JAVA HOME<3
ECHO JAVA EXE=3%JAVA EXE%
ECHO JAVA OPTS= gJAVA_OPTS%
ECHO JAVA LIB PATH=3JAVA LIB PATH%
ECHO PATH=%PATH?%
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ECHO CLASSPATH=%$CLASSPATH?

ECHO -

@ECHO ON

$JAVA EXE% $JAVA LIB PATHS -cp %CLASSPATH% 3%JAVA OPTS% Restore —--
to=3%RESTORE TO% --from=%RESTORE FROM% --backup-set=3%BACKUP SET% --
backup-dest=3%DESTINATION% SREPLACE EXISTING FILE% --date=3%POINT IN TIMES
--set-permission=3RESTORE PERMISSION?% --skip-invalid-

key=%SKIP INVALID KEY% --sync=%SYNC OPTION% --filter=3%FILTER% --temp-
dir=%TEMP DIR% --verify-delta-file-chksum=%VERIFY CHKSUM% --app-
home=%APP_HOME?% --setting-home=3%SETTING HOME$%

@ECHO OFF

CD SAPP HOME%

IF "3APP HOME3"==".." PAUSE

@ECHO ON

NOTE

If some parameters are not set, the restore job will run with the default restore settings.

Save the changes and close the text editor. Proceed back to cmd and enter Restore.bat.

C:\Program Files\AhsayOBM\bin>Restore.bat

APP HOME=. .

SETTING HOME=""

JAVA HOME=..\jvm

JAVA EXE=..\jvm\bin\bJW.exe

JAVA OPTS=-Xms128m -Xmx2048m -XX:MaxDirectMemorySize=1024m -
Dsun. javaZd.noddraw -Dsun.nio.PageAlignDirectMemory=true

JAVA LIB PATH=-Djava.library.path=..\binPATH=C:\Program Files\AhsayOBM
\bin\..\bin\X64,;..\jvm\bin;C:\Program Files (x86)\Common Files\Oracle)\
Javal\javapath;C:\Windows\system32,;C: \Windows;C: \Windows\System32\Wbem;,

C:\Windows\System32\WindowsPowerShell\v1.0\;C:\Program Files\Microsoft
SQL Server\Client SDK\ODBC\110\Tools\Binn\,;C:\Program Files

(x86) \Microsoft SQL Server\120\Tools\Binn\;C:\Program Files\Microsoft
SQL Server\120\Tools\Binn\;C:\Program Files\Microsoft SQL
Server\120\DTS\Binn\;C:\Program Files\PuTTY\CLASSPATH=..
\bin;..\bin\cb. jar

C:\Program Files\AhsayOBM\bin>..\jvm\bin\bJW.exe -
Djava.library.path=..\bin -cp ..\bin;..\bin\cb.jar -Xmsl28m -Xmx2048m -
XX:MaxDirectMemorySize=1024m -Dsun.javaZd.noddraw -

Dsun.nio.PageAlignDirectMemory=true Restore --to="C:\Temp" --
from="C:\Users\Administrator\Desktop\Data backup" --backup-set="" --
backup-dest="" "--g11" --date="Current"--set-permission="N" --skip-




invalid-key="N" --sync="N" --filter="" --temp-dir="" --verify-delta-
file-chksum="N" --app-home=.. --setting-home=""

Filter Pattern not set, filter would not apply to restore

Temporary directory not set, use the temporary directory in the backup
set

[2019-07-12 11:52:03] Start [ AhsayOBM v8.2.1.18 ]

[2019-07-12 11:52:03] 0OS: Windows Server 2012 R2 (w2kl16R2-std),; CPU
Model: VMware-Intel (R) Xeon(R) CPU E5520 @ 2.27GHz,Intel (R) Xeon (R) CPU
E5520 @2.27GHz; Number of Processors: 4; Heap Size: 32.3MB (Current) /
1.8GB (Maximum); Physical Memory: 726.9MB (Free) / 4GB (Total)

[2019-07-12 11:52:03] start,Start [ AhsayOBM v8.2.1.18 ],0,0,0,,0,0

[2019-07-12 11:52:03] Initializing decrypt action...

[2019-07-12 11:52:03] Initializing decrypt action... Completed
[2019-07-12 11:52:04] Creating new directory... "C:\Temp\C "
[2019-07-12 11:52:04] Creating new directory... "C:\Temp\C \Users"

[2019-07-12 11:52:04] Creating new directory...
"C:\Temp\C \Users\Administrator"

[2019-07-12 11:52:04] Creating new directory...
"C:\Temp\C \Users\Administrator\Desktop"

[2019-07-12 11:52:04] Creating new directory..
"C:\Temp\C \Users\Administrator\Desktop\Data backup"

[2019-07-12 11:52:04] Downloading...
"C:\Temp\C \Users\Administrator\Desktop\Data backup\Sample file.txt"
(Total 0 bytes)

[2019-07-12 11:52:04] Downloading...
"C:\Temp\C \Users\Administrator\Desktop\Data backup\Text File.txt"
(Total 0 bytes)

[2019-07-12 11:52:05] file,C:\Temp\C \Users\Administrator\Desktop\Data
backup\Sample file.txt,0,0,1562897245044,,1562903525530,1562903525531

[2019-07-12 11:52:05] file,C:\Temp\C \Users\Administrator\Desktop\Data
backup\Text File.txt,0,0,1562897254708,,1562903525531,1562903525531

[2019-07-12 11:52:06] Restore Completed Successfully

[2019-07-12 11:52:06] end,RESTORE STOP SUCCESS,0,0,0,,0,0

Press any key to continue




Decrypt.bat

This allows the user to restore raw data. Enter the following script to export the batch file to a text
editor.

C:\Program Files\AhsayOBM\bin>notepad Decrypt.bat

C:\Program Files\AhsayOBM\bin>

Configure the following parameters:

¢ SOURCE_DIR - this is the path of the folder which contains the backed up files that you want
to decrypt.

e.g. SOURCE_DIR="C:\john\backupdata\1498444438340\blocks”

o ENCRYPT_KEY - this is the encryption key that was set for the backup set. You can leave
this parameter blank if the backed up data is not encrypted.
e.g. ENCRYPT_KEY="NjQAtHhBSyAVgfFkaFI="
e.g. ENCRYPT_KEY=""

o DECRYPT_TO - this is the specified directory where the decrypted files will be stored.
e.g. SET DECRYPT_TO=" C:\Temp"

o DECRYPT_FROM - this is the file or directory on the backup data that you would like to
decrypt.

e.g. SET DECRYPT_TO="C:\Data"

e POINT_IN_TIME — this is the point-in-time snapshot (of a successful backup) that you want to
decrypt from the backed up data. Use "Current" for the latest backup snapshot. The point-in-
time should be one of the directory names under SOURCE_DIR.

e.g. SET POINT_IN_TIME="2006-10-04-12-57-13"
or SET POINT_IN_TIME="Current"

¢ RESTORE_PERMISSION - set this to "Y" if you want to restore file permissions. Otherwise,
indicate “N” if you do NOT want to restore file permissions.

e.g. SET RESTORE_PERMISSION="N"

o SKIP_INVALID_KEY - set this to "Y" if you want to skip decrypt file with invalid key. Set this
set to "N" if you want to prompt user to input a correct key.

e.g. SKIP_INVALID_KEY="Y"
e SYNC_OPTION - set this to "Y" if you want to enable sync option. Set this to "N" if you do
NOT want to enable sync option. Leave this parameter blank if you want to prompt user for
selection.

e.g. SET SYNC_OPTION="N"

e.g. SET SYNC_OPTION=""



REPLACE_EXISTING_FILE — set this to "--all" if you want to replace all existing file(s) of the
same filename. Set this to "--none" if you want to skip all existing file(s) with the same
filename. Leave this parameter blank if you want to prompt user for selection.

e.g. SET REPLACE_EXISTING_FILE="--all"
e.g. SET REPLACE_EXISTING_FILE="--none"
e.g. SET REPLACE_EXISTING_FILE=""

SETTING_HOME - this is the directory to your setting home. This is where the log files will be
placed. If not set, the directory will be "C:\Users\USER\.obm" by default.

e.g. SET SETTING_HOME="C:\Users\John\.obm"

FILTER — this parameter is used to filter the files that you want to decrypt.

e.g. SET FILTER="-Pattern=.txt-Type=exact-Target=toFile"

TEMP_DIR - this is the directory where you would like to store the decrypt files temporarily.

e.g. SET TEMP_DIR="C:\Temp"

VERIFY_CHKSUM - set this to "Y" if you want to verify the in-file delta file checksum during
decrypt. Set this to "N" if you do NOT want to verify the in-file delta file checksum during
decrypt.

e.g. SET VERIFY_CHKSUM="N"

@ECHO OFF
REM #############F#AFH#AFH#AHH#AH##H#H Decrypt.bat ##########F##HF#HFAHFHS
REM # You can use this batch file to decrypt backup files using command-
REM # line. Just customize the "User Define Section" below with values
REM # for your decrypt action.
REM #####4#4##HAHAFAHAHA A HAHAHAHRHAFAFA R A A A HAHAH AR
REM #################### Start: User Defined Section ###############H
REM ——————mmmm e SOURCE DIR —=——=————————————m——— o
| The path to the [<backup set ID>/blocks] folder which contains |
| the backup files that you want to decrypt.
REM | This folder should be located under backup destination physically.
\
\

REM e.g. SET SOURCE DIR="C:\john\backupdata\l1498444438340\blocks"
REM where directory "C:\john\backupdata"” is path of local destination
REM == o oo

SET SOURCE_DIR="C:\Program
Files\AhsayCBS\user\Win OBM\1562897045523\blocks"
REM === =—mm—mmmm e e ENCRYPT KEY —=—=——==—=——————————————

REM The encrypting key of the backup data.

[
REM | e.g. SET ENCRYPT KEY="RU5DUI1QVF9LRVk="
REM |
REM | You can leave this parameter blank if backup data is not
REM | encrypted.
REM — == —mm o
SET ENCRYPT KEY=""
REM === = DECRYPT TO —=———=——————————————————

REM | Directory to where you want files to be decrypted
REM | Use "\\\\" instead of "\\" when you specify a UNC path
REM | e.g. SET DECRYPT_TO:"C: \Temp"




SET
REM
REM
REM
REM
SET
REM
REM
REM
REM
REM
REM
REM
REM
REM
REM
SET
REM
REM
REM
REM
SET
REM
REM
REM
REM
SET
REM
REM
REM
REM
REM
REM
SET
REM
REM
REM
REM
REM
SET
REM
REM
REM
REM
REM
SET
REM
REM
REM
REM
REM
REM

—————————————————————————————— DECRYPT FROM ———=—————————————————-
| File/Directory on the backup data that you would like to decrypt

| e.g. SET DECRYPT FROM="C:\Data"

DECRYPT FROM="C:\Users\Administrator\Desktop\Data backup"
————————————————————————————— POINT IN TIME ————=—————————————————
| The point-in-time snapshot (successful backup) that you want to

| decrypt from the backup data. Use "Current" for the latest backup
| snapshot

| e.g. SET POINT IN TIME="2006-10-04-12-57-13"

| or SET POINT IN TIME="Current"

\

l

\

The point in time should be one of the directory name under
SOURCE DIR unless you want to decrypt latest backup snapshot.

——————————————————————————— RESTORE PERMISSION ——=—=-——=———————————
| set to "Y" if you want to restore file permissions

y p
| set to "N" if you do NOT want to restore file permissions

y p

———————————————————————————— SKIP INVALID KEY ————=————————————————
| set to "Y" if you want to skip decrypt file with invalid key
| set to "N" if you want to prompt to input a correct key

—————————————————————————————— SYNC OPTION ———=——=————————————————
| Delete extra files

| set to "Y" if you want to enable sync option

| set to "N" if you do NOT want to enable sync option

| set to "" to prompt for selection

————————————————————————— REPLACE EXISTING FILE —=—-——————————————
| set to "--all" to replace all existing file(s) of the same

| filename set to "--none" to skip all existing file(s) with the

| same filename set to "" to prompt for selection

————————————————————————————— SETTING HOME ———————————————————————
| Directory to your setting home. Log files will be located inside.
| Default to "C:\Users\USER\.obm" when not set.
| e.g. SET SETTING HOME="C:\Users\John\.obm"
SETTING HOME="C:\Users\Administrator\.obm"
OPTION:
————————————————————————————————— FILTER —————————————————————————
Filter out what files you want to decrypt
—Pattern=xxx-Type=yyy-Target=zzz
where xxx 1s the filter pattern,
yyy 1s the filter type, whice can be one of the following:




REM | [exact | exactMatchCase | contains | containsMatchCasel]
REM | startWith | startWithMatchCase | endWith |

REM | endWithMatchCase]

REM | zzz 1s the filter target, which can be one of the following:
REM | [toFile | toFileDir | toDir]

REM |

REM | e.g. SET FILTER="-Pattern=.txt-Type=exact-Target=toFile"

REM ———=——————mm
SET FILTER=""

REM —-—-—=—=—=——— === —————— TEMP DIR —=====———————————————————

REM | Directory to where you want to store decrypt files temporarily
REM | Use "\\\\" instead of "\\" when you specify a UNC path
REM | e.g. SET TEMB_DIR="C:\Temp"

REM -————————— e ———
SET TEM?_DIR="C:\Temp"

REM ————————— VERIFY CHKSUM ———===————=—=——————=———---=
REM | set to "Y" if you want to verify in-file delta file checksum

REM | during decrypt

REM | set to "N" if you do NOT want to verify in-file delta file

REM | checksum during decrypt

REM —-—————— =~ =~ — e ———

SET VERIFY CHKSUM="N"
REM #################### END: User Defined Section ##################H
SET APP HOME=..
SET JAVA_HOME=9APB_HOME%\jvm
SET JAVA_EXE=9JAVA_HOME%\bin\bJW.exe
SET JAVA_LIB_PATH=—Djava.library.path=9APB_HOME%\bin
SET PATH=%JAVA_HOME%\bin;%PATH%
SET CLASSPATH:%APE_HOME%\bin;%APB_HOME%\bin\cb.jar
IF "%PROCESSOR_ARCHITECTURE%"::"X86" (
SET "DEP LIB PATH=X86"
SET JAVA OPTS=-Xms128m -Xmx768m -XX:MaxDirectMemorySize=512m -
Dsun. javaZd.noddraw -Dsun.nio.PageAlignDirectMemory=true
) ELSE (
SET "DEP LIB PATH=X64"
SET JAVA OPTS=-Xms128m -Xmx2048m -XX:MaxDirectMemorySize=1024m -
Dsun. javaZd.noddraw -Dsun.nio.PageAlignDirectMemory=true
)
SET PATH=8CD%\SAPP _HOME$\bin\DEP LIB PATH%;$PATH$
REM #############A#AHARARARARA A RAAFAFAFARARARA AR A A AA A A AFAFARAHAHS
ECHO -
ECHO APP HOME=3%APP HOME<%
ECHO SETTING HOME=3SETTING HOME3%
ECHO JAVA HOME=3%JAVA HOME3
ECHO JAVA EXE=%JAVA EXE%
ECHO JAVA OPTS=3%JAVA OPTS%
ECHO JAVA LIB PATH=%JAVA LIB PATH%
ECHO PATH=$%PATH?%
ECHO CLASSPATH=%CLASSPATH?
ECHO -
@ECHO ON
SJAVA EXES $JAVA LIB PATH% -cp 3$CLASSPATH% $JAVA OPTS% Decrypt --
to=8DECRYPT TO?% —-from=3DECRYPT FROM$% --source-dir=%SOURCE DIR% —-
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key=%ENCRYPT KEY% SREPLACE EXISTING FILE% --date=%POINT IN TIME?S --set-
permission=%RESTORE PERMISSION% —--skip-invalid-key=%SKIP INVALID KEY% --
sync=%SYNC OPTION% —--filter=%FILTERS --temp-dir=%TEMP DIR% —--verify-
delta-file-chksum=3VERIFY CHKSUM?% --app-home=%APP HOME% --setting-
home=%SETTING HOME?%

@ECHO OFF

CD 3%APP HOME?

IF "3%APP HOME3"==".." PAUSE

@ECHO ON

Save the changes and close the text editor. On the cmd, enter Decrypt.bat. When asked if you
want to input the encrypting key, select ‘1’ (Yes). Enter the correct encryption key to continue.

C:\Program Files\AhsayOBM\bin>Decrypt.bat

APP HOME=. .

SETTING HOME="C:\Users\Administrator\.obm"

JAVA HOME=..\jvm

JAVA EXE=..\jvm\bin\bJW.exe

JAVA OPTS=-Xms128m -Xmx2048m -XX:MaxDirectMemorySize=1024m -
Dsun. java2d.noddraw -Dsun.nio.PageAlignDirectMemory=true

JAVA LIB PATH=-Djava.library.path=..\bin PATH=C:\Program
Files\AhsayOBM\bin

\..\bin\X64,..\jvm\bin;C:\Program Files (x86) \Common
Files\Oracle\Java\javapath;C:\Windows\system32;C: \Windows;C: \Windows\
System32\Wbem;C: \Windows\System32\WindowsPowerShell\vl.0\;C:\Program
Files\Microsoft SQL Server\Client SDK\ODBC\110\Tools\Binn\;C:\Program
Files (x86)\Microsoft SQL Server\120\Tools\Binn\,;C:\Program
Files\Microsoft SQL Server\120\Tools\Binn\;C:\Program Files\Microsoft
SQL Server\120\DTS\

Binn\;C:\Program Files\PuTTY\CLASSPATH=..\bin;..\bin\cbh.jar
C:\Program Files\AhsayOBM\bin>..\jvm\bin\bJW.exe -
Djava.library.path=..\bin -cp ..\bin,;..\bin\cb.jar -Xmsl128m -Xmx2048m -
XX:MaxDirectMemorySize=1024m -Dsun.javaZd.noddraw -
Dsun.nio.PageAlignDirectMemory=true Decrypt --to="C:\Data" --

from="C:\Users\Administrator\Desktop\Data backup" --source-
dir="C:\Program Files\AhsayCBS\user\Win OBM\1562897045523\blocks" --
key="" "--g]11" --date="Current" --set-permission="N" --skip-invalid-
key="Y" --sync="N" --filter="" —--temp-dir="C:\Temp" --verify-delta-file-
chksum="N" --app-home=.. --setting-home="C:\Users\Administrator\.obm"

Filter Pattern not set, filter would not apply to decrypt
(C:\Program Files\Ahsay CBS\user\Win OBM\1562897045523\blocks\index~-
s0.700.100.16be3f1a078.cgz)

Please input the Encrypting Key.

Want to input encrypting key?

1.YES 2.CANCEL >>1

Enter Correct Encrypting Key:****kkkkkkkkkkkkkkk

[2019-07-12 10:27:23] Start [ AhsayOBM v8.2.1.18 ]




[2019-07-12 10:27:25] 0S: Windows Server 2012 R2 (w2kl6R2-std),; CPU
Model: VMware-Intel (R) Xeon(R) CPU E5520 @ 2.27GHz,Intel(R) Xeon (R) CPU
E5520 @ 2.27GHz; Number of Processors: 4,; Heap Size: 35.6MB (Current)

/ 1.8GB (Maximum),; Physical Memory: 722.2MB (Free) / 4GB (Total)
[2019-07-12 10:27:25] start,Start [ AhsayOBM v8.2.1.18 ],0,0,0,,0,0
[2019-07-12 10:27:25] Initializing decrypt action...

[2019-07-12 10:27:25] Initializing decrypt action... Completed
[2019-07-12 10:27:26] Creating new directory... "C:\Data\C "
[2019-07-12 10:27:26] Creating new directory... "C:\Data\C \Users"

[2019-07-12 10:27:26] Creating new directory...

"C:\Data\C \Users\Administrator"

[2019-07-12 10:27:26] Creating new directory...

"C:\Data\C \Users\Administrator\Desktop"

[2019-07-12 10:27:26] Creating new directory..

"C:\Data\C \Users\Administrator\Desktop\Data backup"

[2019-07-12 10:27:26] Downloading...

"C:\Data\C \Users\Administrator\Desktop\Data backup\Sample file.txt"
(Total 0 bytes)

[2019-07-12 10:27:26] Downloading...

"C:\Data\C \Users\Administrator\Desktop\Data backup\Text File.txt"
(Total 0 bytes)

[2019-07-12 10:27:27] file,C:\Data\C \Users\Administrator\Desktop\Data
backup\Sample file.txt,0,0,1562897245044,,1562898447522,1562898447522
[2019-07-12 10:27:27] file,C:\Data\C \Users\Administrator\Desktop\Data
backup\Text File.txt,0,0,1562897254708,,1562898447522,1562898447522

[2019-07-12 10:27:28] Restore Completed Successfully

[2019-07-12 10:27:28] end,RESTORE STOP SUCCESS,0,0,0,,0,0

Press any key to continue




RunDatalntegrityCheck.bat

This allows the user to perform data integrity check to all available backup sets. Enter the following
script to export the batch file to a text editor.

C:\Program Files\AhsayOBM\bin>notepad RunDatalntegrityCheck.bat

C:\Program Files\AhsayOBM\bin>

To perform a data integrity check, the following parameters must be set first:

o SETTING_HOME (Optional)- this is the directory to your setting home. This is where the log
files will be located. If not set, the directory will be "C:\Users\USER\.obm" by default

e.g. SET SETTING_HOME="C:\Users\John\.obm"

e BACKUP_SET - this is the backup set which you would like to run a data integrity check on.
If the backup set name is not in English, use the backup set ID.

e.g. SET BACKUP_SET="FileBackupSet-1"
or SET BACKUP_SET="1119083740107"

You can leave this parameter blank if you only have one (1) backup set.
e.g. SET BACKUP_SET=""

e BACKUP_DEST - this is the destination of the backup set which you will run a data integrity
check on. If the destination is not in English, use the destination ID.

e.g. SET BACKUP_DEST="Destination-1"
or SET BACKUP_DEST="1740107119083"

This parameter can be left blank if you have a single destination.
e.g. SET BACKUP_DEST=""

This parameter will be ignored if the BACKUP_SET is set to "ALL".
e.g. SET BACKUP_SET="ALL"

e CRC_MODE - when enabled, a Cyclic Redundancy Check (CRC) will run during the data
integrity check.

e.g. SET CRC_MODE="ENABLE-CRC"
SET CRC_MODE="DISABLE-CRC"

@ECHO OFF

REM ####################### RunDatalntegrityCheck.bat #################
REM # You can use this batch to run any of your backup sets from the
REM # command line. Just customize the "User Defined Section" below with
REM # your values for your backup action.

REM #############AHARARARAAAAAAAAFAHAFAHARARARA A A A A AFAFA RS
REM ###################### START: User Defined Section ##############
REM —-——————————————————————— SETTING HOME (Optional) --——-———-——————-—--




REM | Directory to your setting home. Default to

REM | "C:\Users\USER\.obm" when not set.

REM | e.g. SET SETTING HOME="C:\Users\John\.obm"

REM ———=——————mm
SET SETTING HOME=""

REM —-—-—=—————— === —————— BACKUP_SET ——=———————————————————-
REM | The name or ID of the backup set that you want to run.

REM | If backup set name is not in English, please use ID instead.

REM | e.g. SET BACKUP SET="1119083740107"

REM | or SET BACKUP_ SET="FileBackupSet-1"

REM | You can use "ALL" to run data integrity check for all backup sets.
REM | i.e. SET BACKUP SET="ALL"

REM |

REM | You can leave this parameter blank if you have only 1 backup set.
REM ———==—= === —
SET BACKUP_SET="Data Backup"

REM —-—-————=—————————————————————— BACKUP DEST —=—————————————————————-=
REM The name or ID of the backup destination that you want to run.

REM If backup destination name is not in English, please use ID

REM instead. e.g. SET BACKUP DEST="1740107119083"

REM or SET BACKUP DEST="Destination-1"

l
|
l
|
REM | You can use "ALL" to run data integrity check for all
|
l
l
|

REM destinations. i.e. SET BACKUP DEST="ALL"

REM

REM You can leave this parameter blank if you have only 1 destination.
REM Remark: This option is ignored if BACKUP SET="ALL"

REM —-—————— =~ =~ — e ———
SET BACKUP_DEST=""

REM —-—-———————— = —————— CRC MODE —=====——===————————————-
REM You can run Cyclic Redundancy Check (CRC) during data integrity
REM check

l
|
REM | Options available: ENABLE-CRC/DISABLE-CRC
|
|

REM | i.e. SET CRC_MODE="ENABLE-CRC"
REM or SET CRC_MODE="DISABLE-CRC"
REM == mm o o

SET CRC_MODE="DISABLE-CRC"
REM ####################### END: User Defined Section ################H
SET APP HOME=..
SET JAVA HOME=3APP HOME<3% \Fvm
SET JAVA EXE=%JAVA HOME%\bin\bJW.exe
SET JAVA_LIB_PATH:—Dj ava.library.pa th:QAPP_HOME% \bin
SET PATH=%JAVA HOME?% \bin; $PATH%
SET CLASSPATH=%APP HOME3 \bin; SAPP HOME3% \bin\cb. jar
IF "3PROCESSOR ARCHITECTURE?"== "x86" (
SET "DEP LIB PATH=X86"
SET JAVA OPTS=-Xmsl28m -Xmx768m -XX:MaxDirectMemorySize=512m -
Dsun. javaZd.noddraw -Dsun.nio.PageAlignDirectMemory=true

) ELSE (

SET "DEP LIB PATH=X64"
SET JAVA OPTS=-Xmsl128m -Xmx2048m -XX:MaxDirectMemorySize=1024m -
Dsun. javaZd.noddraw -Dsun.nio.PageAlignDirectMemory=true

)




SET PATH=%CD%\$APP _HOME%\bin\$DEP LIB PATH%;%$PATH%
REM #########A##HAFFAAFHAAFHAAFHAAFHAAFEARHEARHEARHEARHEARFEAFHRAAHRA A RS
ECHO -

ECHO APP_HOME=$APP HOME$

ECHO SETTING HOME=$SETTING HOME$

ECHO JAVA HOME=$%$JAVA HOME$

ECHO JAVA EXE=%JAVA EXE$

ECHO JAVA OPTS=$%$JAVA OPTS$

ECHO JAVA LIB PATH=$JAVA LIB PATH$

ECHO PATH=%PATH$

ECHO CLASSPATH=$CLASSPATHS

ECHO -

ECHO Running data integrity check for backup set - '%BACKUP SET%',
destination - '3%BACKUP DEST%'

@ECHO ON

$JAVA EXE% $JAVA LIB PATHS -cp $CLASSPATH% 3JAVA OPTS%
RunDatalIntegrityCheck %APP HOME?% $SETTING HOME?% $BACKUP SET%
$BACKUP DEST% %CRC MODE% SREBUILD MODE%

@ECHO OFF

CD 3%APP HOME?

IF "3APP HOME3"==".." PAUSE

@ECHO ON

Save the changes and close the text editor. Proceed back to cmd and enter the following script.

C:\Program Files\AhsayOBM\bin>RunDatalntegrityCheck.bat

APP HOME=. .
SETTING HOME=""
JAVA HOME=..\jvm
JAVA EXE=..\jvm\bin\bJW.exe

JAVA OPTS=-Xms128m -Xmx2048m -XX:MaxDirectMemorySize=1024m -
Dsun.java2d.noddraw -Dsun.nio.PageAlignDirectMemory=true

JAVA LIB PATH=-Djava.library.path=..\bin PATH=C:\Program Files\AhsayOBM
\bin\..\bin\X64,;..\jvm\bin,;C:\Program Files (x86) \Common Files\Oracle
\Java\javapath;C: \Windows\system32,;C: \Windows,;C: \Windows\System32\Wbem,;C
:\Windows\System32\WindowsPowerShell\vl.0\;C:\Program Files\Microsoft
SQL Server\Client SDK\ODBC\110\Tools\Binn\;C:\Program Files

(x86) \Microsoft SQL Server\120\Tools\Binn\;C:\Program Files\Microsoft
SQL Server\120\Tools\Binn\,;C:\Program Files\Microsoft SQL
Server\120\DTS\Binn\ ;C:\Program
Files\PuTTY\CLASSPATH=..\bin;..\bin\ch. jar




Running data integrity check for backup set - ''"Data Backup"',
destination - '""!

C:\Program Files\AhsayOBM\bin>..\jvm\bin\bJW.exe -
Djava.library.path=..\bin -cp ..\bin,;..\bin\cb.jar -Xms128m -Xmx2048m -
XX:MaxDirectMemorySize=1024m -Dsun.javaZd.noddraw -
Dsun.nio.PageAlignDirectMemory=true RunDatalntegrityCheck .. "" "Data
Backup'" "" "DISABLE-CRC" "DISABLE-REBUILD"

[doInfo] Start [ AhsayOBM v8.2.1.18 ]

[doStart] Start data integrity check on backup set '"Data
Backup (1562897045523) ", "AhsayCBS (1562897364604)", crc disabled, rebuild
index disabled

[doDetail] Start processing data integrity check on backup set= "Data
Backup" destination= "AhsayCBS"

[doLogProgress] Start processing data integrity check on backup set=
"Data Backup" destination= "AhsayCBS"

[doLogProgress] Browsing "/files/1562897045523"

[doLogProgress] Browsing "1562897045523/blocks/2019-07-12-10-09-33"
[doLogProgress] Browsing "1562897045523/blocks/2019-07-12-10-09-33/0"
[doLogProgress] Processing Job "2019-07-12-10-09-33", ""
[doLogProgress] Processing Job "Current"”, ""

[doLogProgress] Processing Job "Current", "C:"

[doLogProgress] Processing Job '"Current", "C:/Users"

[doLogProgress] Processing Job '"Current", "C:/Users/Administrator"

[doLogProgress] Processing Job "Current",
"C:/Users/Administrator/Desktop"

[doLogProgress] Processing Job "Current”,
"C:/Users/Administrator/Desktop/Data backup"

[doLogProgress] Checking dangling backup file index entries...

[doInfo] Existing statistics of backup set= '"Data Backup" destination=
"AhsayCBS": Data area compressed size: 32B, Data area uncompressed size:
0B, Data area file count: 2, Retention area compressed size: 0B,
Retention area uncompressed size: 0B, Retention area file count: 0

[doInfo] Recalculated statistics of backup set= "Data Backup"
destination= "AhsayCBS'": Data area compressed size: 32B, Data area
uncompressed size: 0B, Data area file count: 2, Retention area
compressed size: 0B, Retention area uncompressed size: 0B, Retention
area file count: 0




[doInfo] The statistics of backup set= "Data Backup" destination=
"AhsayCBS" is correct.

[doLogProgress] Saving encrypted backup file index to
1562897045523/blocks at destination AhsayCBS...

[doInfo] Saving encrypted backup file index to 1562897045523/blocks at
destination AhsayCBS...

[doDetail] Data integrity check on backup set= '"Data Backup"
destination= "AhsayCBS" is completed

[doLogProgress] Data integrity check on backup set= '"Data Backup"
destination= "AhsayCBS" is completed

[doEnd] [INFO] Finished data integrity check on backup set "Data
Backup (1562897045523) ", "AhsayCBS(1562897364604)", crc disabled, rebuild

index disabled

[doInfo] Completed data integrity check on backup set '"Data
Backup (1562897045523) ", "AhsayCBS(1562897364604)", crc disabled, rebuild
index disabled

Press any key to continue




Appendix D: Example Scenarios for the Reminder

Windows Log Off

The following example shows when the user performs Windows Log off with the Reminder setting

turned on.
1. Turn on the Reminder setting, then click the [Save] button.
Reminder
Remind me to backup during Windows log off or shut down
on C |
2. Perform Windows logoff.
. Shut Down Windows
m  What do you want the computer to do?
A
Ilogoff i v
Close programs and log off.
[ OK ] [ Cancel ] [ Help ]
3. A dialog box will prompt the user to back up all the backup sets with enabled ‘Reminder’
setting.
|
(®) AhsayOBM

Do wou wank to backup the Following Backupset(s)? Yes

Daily Backup Mo |

Sample Backup Set

¥ Locking workstation
{ shutdown Computer " Restart Computer

Do not backup and close automatically in 3 sec

:
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Windows Restart

The following example shows when the user performs Windows restart with the Reminder setting
turned on.

1. Turn on the Reminder setting, then click the [Save] button.

Reminder

Remind me to backup during Windows log off or shut down

on C |

2. Perform Windows restart.

Shut Down Windows

what do vou want the computer to do?

[Restart

R

Closes all open programs, shuts down Windows, and then starts
Windows again,

o] Coma ] e

3. A dialog box will prompt the user to back up all the backup sets with enabled ‘Reminder’
setting.
(&) Ahsay OB oS

Do you want o backup the Following BackupSetis)? Yes

Daily Backup Mo |
Sample Backup Set

¥ Locking workskation

" Shutdown Computer % Restart Computer

Do not backup and close automatically in 2 sec




Windows Shutdown

The following example shows when the user performs Windows shutdown with the Reminder setting
turned on.

1. Turn on the Reminder setting, then click the [Save] button.

Reminder

Remind me to backup during Windows log off or shut down

on C |

2. Perform Windows shutdown.

Shut Dowen Windows

m— hat do vou want the computer ko do?

L

[Shut down i v

Closes all apen programs, shuts down Windows, and then turns
off wour computer,

[ ]34 ][ Cancel H Help ]

3. A dialog box will prompt the user to back up all the backup sets with enabled ‘Reminder’
setting.

@ ShsayOBM

Do vou want to backup the Following BackupSet{s)? ves

Draily Backup Mo |

Sample Backup Set

[+ Locking warkstation
o Shutdown Cormputer ™ Restart Computer

Do nok backup and close automatically in 3 sec




Below is the list of example scenarios with complex settings:

Scenario 1 (Windows Log Off + Enabled Locking Workstation)

The following scenario shows when the user performs Windows logoff with the Reminder setting

turned on, and Locking Workstation enabled.

(® AhsayQBM (23]

Do wou want to backup the Following Backupset(s)? Yes

Daily Backup Mo |

Sample Backup Set

¥ Locking workstation
= shukdown Computer " Restart Computer

Do not backup and close automatically in 3 sec

[Yes] — If Yes is selected, then the
Windows will be locked, and the
displayed backup sets will start
backing up in the background. Once
all the backup jobs are completed,
the machine will log off automatically
even if Windows is still on lock.

[No] — If No is selected, then no
backup job will run, and the machine
will proceed to log off.

NOTE
The machine will log off after four (4) seconds if no action is selected.




Scenario 2 (Windows Log Off + Unselected Locking Workstation)

The following scenario shows when the user performs Windows logoff with the Reminder setting

turned on, and Locking Workstation unselected.

® AhsayOBM =™

Do wou wank to backup the Following BackupSetis)? Ves

Daily Backup Mo

Sample Backup Set

[ Locking warkstation
- i

Do not backup and close automatically in 2 sec

[Yes] — If Yes is selected, an alert
message will be displayed to inform
the user that a backup job is still
running which prevents Windows
from logging off.

Clicking the [Yes] button will result to the following screen:

1 program still needs to close:

[No] — If No is selected, then no
backup job will run, and the machine
will proceed logging off.

[Force log off] — If you choose to
force log off the machine, the backup
job will not push through, then the
machine will log off immediately.

[Cancel] — If Cancel is selected, the
backup job will run in the background.
Once all the backup jobs are
completed, the machine will log off
automatically.
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Scenario 3 (Windows Restart + Enabled Locking Workstation)

The following scenario shows when the user performs Windows restart with the Reminder setting

turned on, and Locking Workstation enabled.

(& AhsayOEM S

Do wou want to backup the following Backup3etis)? Yes

Daily Backup Mo

Sample Backup Set

[v Locking workstation
™ Shutdown Compuker {* Restart Compuker

Do not backup and close automatically in 2 sec

[Yes] — If Yes is selected, then the
Windows will be locked, and the
displayed backup sets will start
backing up in the background. Once
all the backup jobs are completed, the
machine will restart automatically
even if the Windows is still on lock.

[No] — If No is selected, then no
backup job will run, and the machine
will restart immediately.

NOTE

backup jobs are completed.

1. You can select the ‘Shutdown Computer’ from the options in the dialog box, but the machine will still follow
the action that you perform from the Windows, which is ‘restart’. The machine will reboot once all the

2. The machine will restart after four (4) seconds if no action is selected.




Scenario 4 (Windows Restart + Unselected Locking Workstation)

The following scenario shows when the user performs Windows restart with the Reminder setting

turned on, and Locking Workstation unselected.

® AhsayOBM 3]

Do you want to backup the following BackupSet(s)? Yes

Draily Backup Mo

Sample Backup et

[ Locking workstation
" sShutdown Computer * Restart Computer

Do not backup and close automatically in 1 sec

[Yes] — If Yes is selected, an alert
message will be displayed to
inform the user that a backup job
is still running which prevents
Windows from restarting.

[No] — If No is selected, then no
backup job will run, and the
machine will restart immediately.

Clicking the [Yes] button will result to the following screen:

1 program still needs to close:

[Force restart] — If you choose to
force restart the machine, the
backup job will not push through,
then the machine will restart
immediately.

[Cancel] — If Cancel is selected,
the backup job will run in the
background. Once all the backup
jobs are completed, the machine
will restart automatically.
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Scenario 5 (Windows Shutdown + Enabled Locking Workstation)

The following scenario shows when the user performs Windows shutdown with the Reminder setting

turned on, and Locking Workstation enabled.

Sample Backup Set

Iv Locking waorkstation
f* Shutdown Computer (™ Restart Computer

Do not backup and close automatically in 3 sec

) AhsayOBM () [Yes] — If Yes is selected, then the
Windows will be locked, and the
Do you want ko backup the Following BackupSetis)? Yes displayed backup sets will start
Daily Backup - backing up in the background. Once

all the backup jobs are completed, the
machine will shut down automatically
even if the Windows is still on lock.

[No] — If No is selected, then no
backup job will run, and the machine
will shut down immediately.

backup jobs are completed.

NOTE

1. You can select the ‘Restart Computer’ from the options in the dialog box, but the machine will still follow the
action that you perform from the Windows, which is ‘shutdown’. The machine will shut down once all the

2. The machine will shut down after four (4) seconds if no action is selected.




Scenario 6 (Windows Shutdown + Unselected Locking Workstation)

The following scenario shows when the user performs Windows shut down with the Reminder setting

turned on, and Locking Workstation unselected.

(®) AhsayOEM (23w

Do wou want ko backup the Fallowing BackupSetis)? Ves

Daily Backup Mo

Sample Backup Set

[ Locking warkstation
f* Shutdown Computer " Restart Computer

Do not backup and close automatically in 2 sec

[Yes] — If Yes is selected, an alert
message will be displayed to inform
the user that a backup job is still
running which prevents Windows from
shutting down.

[No] — If No is selected, then no
backup job will run, and the machine
will shut down immediately.

Clicking the [Yes] button will result to the following screen:

1 program still needs to close:

O

Backup Job is Running

Force shut down

[Force shut down] — If you choose to
force shutdown the machine, the
backup job will not push through, then
the machine will shut down
immediately.

[Cancel] — If Cancel is selected, the
backup job will run in the background.
Once all the backup jobs are
completed, the machine will shut
down automatically.
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Appendix E: Create Free Trial Account in AhsayOBM

Users can create a free trial account when they login to AhsayOBM for the first time. Please ensure
that the following requirements are met before creating your trial account:

(] A valid email address which will be used for receiving notices. A welcome message will also
be sent upon creation of the account which specifies the User Setting and Quota set for
backup in AhsayCBS.

While here are the limitations of a trial account:

L+ The Free Trial registration option will only be displayed once when the user login for the first
time. If you cannot create a free trial account kindly contact your backup service provider.

© Only alphanumeric characters and selected special characters, Ato Z,0t0 9, @, - and _, are
allowed to be used for the Login name. While there may be some limitations on password
complexity and age which is determined by the backup service provider. Please contact your
backup service provider for further details.

The add-on modules available and quota size are determined by your backup service provider.

The trial account period is determined by your backup service provider. Please contact your
backup service provider for details.

NOTE

The Free Trial registration option may not be available. This depends on the settings of your
backup service provider. Please contact your backup service provider for more information.

Follow the steps below to create a Free Trial backup account in AhsayOBM.

1. Click on Free Trial.

English u

@ AhsayOBM

The Best On-Premises & Cloud
Backup Software

or Login
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Configure your Backup Server settings.

Backup Server

http  w  [10.16.10.108 L

Proxy (HTTP)

Use proxy to access the Internet

off [ |

Enter the Login name that you want. Also provide your email address and password. Confirm your
password and click OK to create your trial account.

AhsayOBM

Login name

Password

Confirm password

*All fields are required



Once the trial account is created, this screen will be displayed.

(®) AhsayoBM  Trial Version trial H Bl v ;)

I!I E’ all

Backup Sets Report

£ 1 el

Restore Settings Utilities

All instructions are there

After your trial account has been created, you need to check several things:
» The expiry date of the trial account, which determines when it will be suspended.
» The Language which will be used for sending reports.

» And the Timezone, this is to ensure that your backup schedule will run at the correct
time.

You can check this by logging in to AhsayCBS, go to Backup / Restore > User > User
Profile > General. For more information, please refer to the AhsayCBS User’s Guide.

IWNEI Backup ciient settings J| contact || user Group || security settings
Backup Set Suspend At
Settings
30-0ct 2019

Report
Statistics Status
Effective Policy % Enable

Suspended

Locked

Upload Encryption Key

Upload encryption key after running backup for recovery

Language

English v

Timezone

GMT=08:00 (CST) v



http://download.ahsay.com/support/document/v8/guide_cbs_user_v8.pdf

You also need to check the available add-on modules and quota by going to the Backup Client

User Profile | General ECIORIEUIETETL AR contact || user Group | security Settings

Backup Set Settings of the client backup agent for this user.
Settings

Report Backup Client

Statistics ® AhsayOBM User AhsayACE User

Effective Policy
Add-on Modules

' Microsoft Exchange Server v Microsoft SQL Server

w MySQL Database Server v E Oracle Database Server

W lotws Lotus Domino W lots Lotus Motes

W Windows System Backup v Windows System State Backup
W ViMware 10 v n Hyper-V 10

4 E Microseft Exchange Mailbox |10 4 ShadowProtect System Backup
v @ Continuous Data Protection | [l NAS - Synology

v Mobile [10 7 @ NAS - GNAP

v &= Volume Shadow Copy v n In-File Delta

W OpenDirect / Granular Restare | 10 v m Office 365 Backup |10

Quota

Unlimit storage space for the destination not shown in the following table
+ W
Destination Quota

(9 AnsaycBs 50.0

(If preemptad mode is enabled in policy settings, the quota settings are disabled)

Settings tab.

Lastly, you need to verify if your contact details are correct by going to the Contact tab. If you want to
add more contact information, you can add it here.

User Profile | General || Backup Ciient Settings [JIIEEN User Group | Security Settings

Backup Set Contact information for this user.

Settings

Report Manage Contact Information

Statistics + i

ErEER M) Name Email Encrypt Email
trial trial@email.com No
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Appendix F: How to Manage Network Drives which are not set in
Windows

Users have several options in managing network drives that are not set up on Windows, which are
the following:

Select All — selects all the files and folders in the network drive

Select Only — will only deselect the network drive but the file selection will remain the
same.

Deselect All — deselects all the files and folders in the network drive

Edit Credential — allows changing the credentials of the network drive even after it has
been set upon creation of the backup set.

(] Delete — deletes the network drive

For instructions on how to use the different functions, see instructions below:
Select All

1. Go to Backup Sets, select the backup set. Select Source and click | would like to choose
the files to backup.

E b1 Backup Source

Select the files and folders that you want to backup

General (1 [=] pesktop

O m My Documents
source | n Favorites
Backup Schedule Il outiook
Continuous Backup Filter
Destination Apply filters to the backup source

off |

| 1 would like to choose the files to backup

Show advanced settings

Delete this backup set




2. Right-click on the network drive and select Select All.

Advanced Backup Source

Folders MName | Size |
=18 This PC ] ) 1583976891245
- a Local Disk (C:) O | settings
-0 éﬁ CD Drive (D:) [} @ AhsayACB_UserGuideforWindows_versi... 15 KB
ej Network (] @ AhsayCBS_version7_UserGuide 15 KB
4 Libraries [ | AhsayCloudFileBackupSelution w10.pptx 39KB
[0 B W125.5.184.23\Shar dFileBackupSolution_v7.ppux 30KB
i W125.5.184.78\sam Select All dFileBackupSolution_v8.pptx 39 KB
SelectOnly |gFileBackupSolution_vd.pptx 39 KB
Deselect All _version7_QuickStartGuide 15 KB
Edit Credential EEEE“’E ; E:
lageFour
Delete geOne 3KB
[l M AlertMessageThree 3KB
[ [ma] AlertMessageTwo 3KB
0 5] BackupSer_2018 15KB
11 RackunSet 2019 15 KR

show files

Add network address

Date modified

>

0710/201817:24
07/10/2018 17:24
03/18/201915:06
03/18/201915:06
03/18/2019 15:06
03/18/2019 15:06
07/10/2018 17:24
02/28/201912:10
02/28/201912:10
02/28/201912:10
02/28/201912:10
02/28/201912:10
0710/201817:24 v
0710/201817:24

Items per page | 50

vl Pagel‘lf‘l vl

3. All the files and folders in the network drive will now be selected.

Advanced Backup Source

Folders

1% This PC

- -0 &, Local Disk (C)
-0 & €D Drive (D:)

F51125.5.184.23\Share
S 11255184, 78\sample

[] Show files

Add network address

www.ahsay.com

Name | Size |
1. 1583076801245
. settings
@ AhsayACB_UserGuideforWindows_versi... 15 KB
@ AhsayCBS_version7_UserGuide 15 KB
| AhsayCloudFileBackupSolution w10.pptx 39 KB
|| AhsayCloudFileBackupSolution_w7.pptx 39 KB
|| AhsayCloudFileBackupSolution_v8.pptx 39 KB
| AhsayCloudFileBackupSolution_v3.pptx 39 KB
@ AhsayOBM_version7_QuickStartGuide 15 KB
W] AlertMessageFive 3KB
|®a] AlertMessageFour 3 KB
B AlertMessageOne 3KB
W] AlertMessageThree 3KB
M) AlertMessageTwo 3 KB
[5] BackupSet_2018 15 KB
¥ =l RarkunSer 2019 15 KR

Date modified

>

07/10/201817:24
07/10/2018 17:24
03/18/201915:06
03/18/2019 15:06
03/18/2019 15:06
0318/201915:06
07/10/2018 17:24
02/28/201912:10
02/28/2019 1210
02/28/201912:10
02/28/201912:10
02/28/2019 1210
0710/201817:24 L
07ANZIR17:24

Iltems per page | 50

vl Pagel‘lf‘l v|
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Select Only

1.

2.

www.ahsay.com

Go to Backup Sets, select the backup set. Select Source and click | would like to choose

the files to backup.

of
General
Backup Schedule

Continuous Backup

Destination

Show advanced settings

Delete this backup set

Backup Source

Select the files and folders that you want to backup

O Desktop
O m My Documents
O n Favorites

. Outlook

Filter

Apply filters to the backup source
off (.

I 1 would like to choose the files to backup I

Right-click on the network drive and select Select Only.

Folders
I (M This PC

[ & Local Disk (C:)
-0 &) CD Drive (D)
7- Network

4 Libraries

Advanced Backup Source

Name | Size |
|| 1583076891245
1)) 1584520444704

5 01125.5.184.23\5 har
£ W125.5.184.78\sam|

show files

Add network address

. settings
[5) AhsayACE UserGuidefarWindows_versi..  15KB
[1[5] AhsayCBS_version7_UserGuide 15KB
e dFileBackupSolution_w10.pptx 39KB
Select All dFileBackupSolution_v7.pptx 39KB
\ Select Only | dFileBackupSolution_v8.pptx 39KB
Deselect All dFileBackupSolution_v9.pptx 39KB
Edit Credential _version7_QuickStartGuide 15 KB
lageFive 3KB
ase lageFour 3k
[] (W] AlertMessageOne 3KB
[®] AlertMessageThree 3KkB
] AlertMessageTwa 3KB
|=) Backupser_z018 15K
|5) Backupser_2019 15KB
| LogFile 2017 8KB
| LogFile 2018 8KE
| | SpreadSheet x_151.xlsx 24K8

Date modified

2>

07/10/201817:24
07/10/201817:24
03/18/201915:06
03/18/201915:06
03/18/201915:.06
02/18/201915:06
07/10/201817:24
02/28/201912:10
02/28/201912:10
02/28/201912:10
02/28/2019 12110
02/28/201912:10
07/10/201817:24
07/10/201817:24
1217/201814:27
1217/2018 1427 [¥]
03/18/201915:11

Items per page | 50

vl Fage|1f1 vl

S51!



The network drive will now be deselected but there will be no change in the file selection.

[ & Local Disk (C:)

[ & D Drive (D)

€l Netwark

[ Libraries

[0 F51125.5.184.23\Share
T W125.5.184. 78 sample

Show files

Add network addre:

Deselect All

1.
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Advanced Backup Source

Name
JJ 1583976891245

1 Ju 1584520444704

L settings

[5] AhsayACB_UserGuideforWindows_versi...
12 AhsayCBS_version?_UserGuide

[[1|_] AhsayCloudFileBackupSolution_v10.pptx
|| ArsayCloudFileBackupSolution_w7.ppbx
|| AhsayCloudFileBackupSalution_v8.ppoc
| AhsayCloudFileBackupSalution_v3.pptx
AhsayOBM _version7_QuickStarGuide
AlertMessageFive

AlertMessageFour

AlertMessageOne

AlertMessageThree
AlertMessageTwo
BackupSet 2018
BackupSet 2019

| LogFile_2017

| LogFile_2018

| SpreadSheet x 151.xsx

| size

15KB
15KB
39KB
39KB
39KB
39KB
15 KB
3KB
3KB
3KB
3KB
3KB
15 KB
15KB
8KB
BKB
24KB

Date modified

>

07/10/201817:24
07/10/2018 1724
03/18/2019 15:06
03/18/2019 15:06
03/18/2019 15:06
03/18/201915:06
07/10/2018 17:24
02/28/201912:10
02/28/201912:10
02/28/2019 12110
02/28/201912:10
02/28/201912:10
07/10/2018 17:24
07/10/2018 1724
1217/201814:27
12/17/2018 14:27 [¥]
03/18/2019 15:11

Items per page | 50

v| Page|1!1 vl

Go to Backup Sets, select the backup set. Select Source and click | would like to choose

the files to backup.

of
General
Backup Schedule

Continuous Backup

Destination

Show advanced settings

Delete this backup set

Backup Source

Select the files and folders that you want to backup

O Desktop
O m My Documents
O n Favorites

. Outlook

Filter

Apply filters to the backup source

or .

I 1 would like to choose the files to backup I
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2. Right-click on the network drive and select Deselect All.

Advanced Backup Source

Folders

W This PC

‘[ & Local Disk (C:)
-[1 &3 CD Drive (D)

Name
1) 1583976891245
| settings
@ AhsayACB_UserGuideforWindows_versi...
@ AhsayCB5_version7_UserGuide
|| AhsayCloudFileBackupSolution_v10.pptx

5 W125.5.184.23\5har
L W125.5.184,78\sam

e t-dFileBackupSolution_v7.pptx

Show files

Add network address

SelectAll idFileBackupSolution_vB.pptx
Select Only idFileBackupSolution_v0.pptx
‘ Deselect All |ﬂ_verslonT_QulckStartGuldE
Edit Credential | °5%1*°
lageFour
Delete lageOne
|Be] AlertMessageThree

R AlertMessageTwo
[5] BackupSet 2018
¥ [E1 RackunSer 2019

Items per page | 50

| Size ‘

15 KB
15 KB
39KB
30KB
39KB
39KBE
15 KB
3KB
3KB
3KB
3KB
3KB
15 KB
15 KR

Date modified

>

07/10/2018 1724
0710/201817:24
03/18/201915:06
03/18/201915:06
03/18/2019 1506
03/18/201915:06
07/10/201817:24
02/28/201912:10
02/28/201912:10
02/28/201912:10
02/28/201912:10
02/28/201912:10
07/10/2018 1724 L
07020181724

V| Pagel'lf‘l V|

3. All the files and folders in the network drive will now be deselected.

Advanced Backup Source

Folders

W This PC

[0 & Local Disk (C:)
-[1 &3 CD Drive (D)

= Libraries
[} E 125.5.184.23\5hare
i W125.5.184.78\sample

Show files

Add network address

www.ahsay.com

MName
O )i 1583976891245
(]} | settings

(]} @ AhsayACB_UserGuideforWindows_versi...

0 [5] AhsayCBS_version7_UserGuide

[CJ || AhsayCloudFileBackupSolution_v10.pptx
) | | AhsayCloudFileBackupSolution_v7.pptx
) || AhsayCloudFileBackupSolution_v8.pptx
[ |_] AhsayCloudFileBackupSolution_v3.pptx
] @ AhsayOBM_version7_QuickStartGuide
)[Rl AlertMessageFive

[ |ma AlertMessageFour

[l e AlertMessageOne

(I [ma AlertMessageThree

[ [ma] AlertMessageTwo

[15] BackupSet_2018

M= RarkunSer 2019

Items per page | 50

| Size ‘

15 KB
15 KB
39KB
30KB
39KB
39KBE
15 KB
3KB
3KB
3KB
3KB
3KB
15 KB
15 KR

Date modified

>

07/10/2018 1724
0710/201817:24
03/18/201915:06
03/18/201915:06
03/18/2019 1506
03/18/201915:06
07/10/201817:24
02/28/201912:10
02/28/201912:10
02/28/201912:10
02/28/201912:10
02/28/201912:10
07/10/2018 1724 L
N7A02MR1T24

V| Pagel'lf‘l V|
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Edit Credential

1. Go to Backup Sets, select the backup set. Select Source and click | would like to choose
the files to backup.

m b1 Backup Source

Select the files and folders that you want to backup

General (1 [=] esktop
O E My Documents
Source O n Favorites
Backup Schedule Il outook
Continuous Backup Filter
Destination Apply filters to the backup source
oft | .

Show advanced settings

I 1 would like to choose the files to backup I

2. Right-click on the network drive and select Edit Credential.

Advanced Backup Source

Folders

£ 18 This PC
-[ &4 Local Disk (C:)
B0 & €D Drive (D2)
e\! Network
B 7 Libraries

Select All
Select Only

Deselect All

Edit Credential
Delete

[ show files

Add network address
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3. The Network Address window will appear, update the User name and/or Password. Click OK

once done.

Network Address
Input the details of network address, and click [OK] to proceed.

Network address (e.g. \\servername.doamin\path)

This share requires access credentials

User name (e.g. domain\username)

| Administrator |

Password
|
Delete
1. Go to Backup Sets, select the backup set. Select Source and click | would like to choose

the files to backup.

m b1 Backup Source

Select the files and folders that you want to backup

General [1[=] pesktop
O E My Documents
Source O n Favorites
Backup Schedule Il outook
Continuous Backup Filter
Destination Apply filters to the backup source
ot | .

Show advanced settings

I 1 would like to choose the files to backup I

Delete this backup set

Save Cancel
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Right-click on the network drive and select Delete.

Advanced Backup Source

Folders

ElnEJ This PC

B0 iy Local Disk (C3)
[ & CD Drive (D:)
‘M Network

5511255184235 hare
T W125.5.184. 78\samp!

Select All
Select Only
Deselect All

Edit Credential

Delete

[ "] show files

Add network address

The network drive will now be deleted.

Advanced Backup Source

Folders

=1 This PC

[0 i, Local Disk (C)
05 €D Drive (D:)
ej Metwork

4 Libraries

-] F5 1125.5.184.23\5 hare

|| show files
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Add network address
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