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1 Overview

1.1 What is this software?

Ahsay brings you specialized client backup software, namely AhsayOBM, to provide a
comprehensive backup solution for protecting file(s) / folder(s) on your machine, with a wide
variety of backup destinations (major cloud storage service providers, FTP/SFTP, local drive,
etc.) of your choice.

1.2 System Architecture

Below is the system architecture diagram illustrating the major elements involved in the backup
process among the backup machine AhsayOBM, Ahsay Mobile app and AhsayCBS.

NOTE
The first mobile backup may take up a few hours to back up all the photos and videos from your device.
Subsequent backups will take less time. Please do the following for the first mobile backup to prevent
any interruption during backup process:

e For Android, disable screen lock or timeout

e ForiOS, disable auto-lock
e Turn off all power saving modes

L Connect to power source
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1.3 Two-Factor Authentication

New two-factor authentication implemented on AhsayOBM v8.5.0.0 onwards, to include support
for TOTP (Time-based One-time Password) and Push notification authentication using the
Ahsay Mobile app to provide additional security for the user login process. Since aside from
logging in with just a username and password, if two-factor authentication is enabled for the
account, there will be an added step that is needed to be able to login.

Upon initial login to AhsayOBM, you will have an option to setup two-factor authentication or
skip the setup and do it later. If you continue the setup of two-factor authentication, it will be
automatically enabled for your account. Several mobile devices may be added for
authentication.

For logins with two-factor authentication enabled, you will be asked to select the method that
you would like to use. This depends on the authenticator app used, you will either accept the
login request in the Ahsay Mobile app or enter a one-time password generated in the third-party
TOTP authenticator app such as Google Authenticator, Microsoft Authenticator, LastPass etc.

©®

AhsayOBM

AhsayOBM

AhsayOBM - Two-Factor Authentication (2FA)

AhsayCBS PNS

Public PNS
Send Push Notification ‘

G
.

Ahsay Mobile app Third-party TOTP
Authenticator App

Approve Notification
Input the one-time password

_,7_ Allinstructions are there
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This illustrates the registration of mobile devices for Two-Factor Authentication.

®

AhsayOBM

Dgin name

OBMWIn

AhsayOBM Login

@smovosm

. All instructions are there

Register mobile device(s)
Go to Settings > Authentication

Two-Factor Authentication

Require Authenticator App te sign in your account during start up
on q

Registered Mobile Devicels)

Two-Factor Authentication

Enter county code and phone number

Enter verification code sent to phone number

Third-party TOTP
Ahsay Mobile app  Authenticator App

Scan QR code Enter one-time password

lzard

Two-Factor Authentication Feature Setup

Please scan the QR code to register your mobile device with your backup account for following feature:

P (e.8. Authy, Duo. Google)

l

Factor Authentication

Using other TOTP Authenticator

Require Authenticator App to sign in your account during start up

on |

Registered Mobile Device(s)

m Galaxy A70 %
E MabileUser X
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2 Requirements for Ahsay Mobile app

2.1 Backup Software Version Requirement
© Download and install the latest version of AhsayOBM v8.5.0.0 or above.
© Download and install the latest version of Ahsay Mobile app on the Play Store for

Android mobile devices and on the App Store for iOS mobile devices.

2.2 Network Connection

Ensure that the Ahsay Mobile app is connected to the same local network as the AhsayOBM
machine. Failure to do so will prevent you from performing backup and/or restore.

2.3 Android and iOS Version Requirement

© For Android device, Android version must be 8 or above.

© For apple device, iOS version must be 12.0.0 or above.



3 System Requirements

3.1 Supported Platforms

Refer to the following KB article for the list of supported operating systems:

FAQ: Ahsay Software Compatibility List (SCL) for version 8.1 or above
https://wiki.ahsay.com/doku.php?id=public:8001

3.2 GUI Desktop Environment
The Linux machine must be installed with a GUI desktop environment, i.e., GNOME, KDE,
Cinnamon etc.

3.3 Two-Factor Authentication Requirements

Please refer to the Ahsay Mobile App User Guide for Android and iOS — Chapter 2.4 for
details of the minimum and recommended requirements for using Two-Factor Authentication on
Ahsay Mobile app.

3.4 Mobile Backup Requirements

Please refer to the Ahsay Mobile App User Guide for Android and iOS — Chapter 2.5 for
details of the minimum and recommended requirements for installing the Ahsay Mobile app.

3.5 Best Practices and Recommendations
Periodic Backup Schedule

The periodic backup schedule should be reviewed regularly to ensure the interval is sufficient
to handle the data volume on the machine. Over the time, data usage pattern may change on a
production server, i.e., the number of new files created, the number of files which are
updated/delete, new users may be added etc.

When using periodic backup schedules with small backup intervals such as backup every 1
minute, 2 minutes, 3 minutes etc. although the increased backup frequently does ensure that
changes to files are captured regularly which allows greater flexibility in recovery to a point in
time.

Consider the following key points to efficiently handle backup sets with periodic backup
schedule.

e Hardware — to achieve optimal performance, compatible hardware requirements is a
must. Ensure you have the backup machine’s appropriate hardware specifications to
accommodate frequency of backups,

o so that the data is always backed up within the periodic backup interval

o so that the backup frequency does not affect the performance of the
production server

e Storage — ensure you have enough storage quota allocated based on the amount of
new data and changed data you will backup.

e Retention Policy — also make sure to consider the retention policy settings and
retention area storage management which can grow because of the changes in the
backup data for each backup job.


https://wiki.ahsay.com/doku.php?id=public:8001
http://download.ahsay.com/support/document/v8/guide_ahsay_app_user_v8.pdf
http://download.ahsay.com/support/document/v8/guide_ahsay_app_user_v8.pdf

3.6 Linux Packages

The following packages have to be present on the Linux machine in order for AhsayOBM
version 8 to be installed.

e GNU LIBC 2.14 https://www.gnu.org/software/libc/

The installed ‘GNU LIBC’ version must at least be 2.14 for OpenJDK 8 to work.

e psmisc http://psmisc.sourceforge.net/

The ‘psmisc’ package which contains the ‘fuser’ components must be installed for the
auto update agent (AUA) process to work properly for AhsayOBM on Linux.

e curl https://curl.haxx.se

The ‘curl’ command is used by both the AhsayOBM SH online installer and RPM online
installer to download components from AhsayCBS server during the installation
process.

e tar https://www.gnu.org/software/tar

The ‘tar command is used by both the AhsayOBM TAR GZ offline installer and RPM
online installer to uncompress and extract installation files or components downloaded
from the AhsayCBS backup server onto the Linux machine.

e rpm http://rpm.org

The ‘rpom’ package must be installed to use the AhsayOBM RPM online installer
method on CentOS and Red Hat Enterprise Linux platforms.

e dpkg
Debian https://packages.debian.org/buster/dpkg

Ubuntu https://packages.ubuntu.com/trusty/dpkg

The ‘dpkg’ package must be installed to support AhsayOBM DEB online installer
method on Debian and Ubuntu platforms.

3.7 Network Bandwidth

10 Mbps or above connection speed.


https://www.gnu.org/software/libc/
http://psmisc.sourceforge.net/
https://curl.haxx.se/
https://www.gnu.org/software/tar
http://rpm.org/
https://packages.debian.org/buster/dpkg
https://packages.ubuntu.com/trusty/dpkg

4 Getting Started

This quick start guide will walk you through the following 5 major parts to get you started with using
AhsayOBM.

Download and Install
Download and Install AhsayOBM
on your Linux machine

Launch AhsayOBM
Launch and log in to AhsayOBM

Create File Backup Set
Create backup set according to
your preferences

Run Backup Jobs
Run the backup job to back up
data

Restore Data
Restore backed up data to your
system




5 Download and Install AhsayOBM

There are two installation modes of AhsayOBM, online installation and offline installation. Below is the
table of comparison between online installation and offline installation.

Installation
Time

Online Installation

> Takes more time as it needs to

download the binary and
component files (80MB to 132MB
depending on operating system)
each time the installation is run.

Online installer size is 6KB to
3.5MB depending on operating
system as it contains only the initial
installation package files.

Offline Installation

Takes less time as all the
necessary binary and component
files are already available in the
offline installer and offline installer
can be downloaded once but
reused many times.

Offline installer size is 80MB to
132MB depending on operating
system as it contains all the
necessary binary and component
files.

Deployments

Suitable for single or small amount
of device installations.

Suitable for sites with fast and
stable internet connection as
internet connection is needed each
time when an installation is run.

A slow internet connection will
result in longer installation time and
interrupted, or unstable internet
connection may lead to
unsuccessful installation.

Ensures the latest version of the
product is installed.

Suitable for multiple or mass
device installations.

Suitable for client sites with
metered internet connections as
once the offline installer is
downloaded, internet connection is
not needed each time when an
installation is run.

May need to update the product
version after installation if an older
offline installer is used.

NOTE

The following platforms only support online installation:
e Debian and Ubuntu — using deb package
e CentOS and Red Hat — using rpm package

www.ahsay.com



5.1 Online Installation

5.1.1 SHonline installer

1. Log in to a Linux machine using the root account. (Alternatively, you can remotely invoke the
GUI of another Linux machine using SSH client.)

Username

Cancel

2. Right-click on the desktop and click Open Terminal to launch the application.

Mew Folder

Open Terminal

Faste

Organize Desktop by Mame
(4 Keep Aligned

Change Desktop Background

www.ahsay.com




Alternatively, you can also click the Applications menu bar then select Utilities > Terminal.

ﬁ- Applications v WZFICTR4

Favorites ‘
)| Dictionary

Accessories '
Documentation E Disk Usage Analyzer
Graphics é\s Disks
Internet :

: Q,‘ Document Viewer
Office : —

: a :
Sound & Video : d’\ Font Viewer
SRRy @‘ Image Viewer

System Tools
Passwords and Keys

Utilities Lk
Other EEH Remote Desktop Viewer
[ﬁ Screenshot
3. Create a new directory for AhsayOBM installation using the following script.

# mkdir -p /usr/local/obm
# cd /usr/local/obm

4. Go to the download page of your backup service provider’'s website and download the
AhsayOBM SH online installer.

Linux / FreeBSD / Solaris

>

SH online installer

[&

TAR GZ offline installer

[«

RPM online installer

[«

DEB online installer

[«

5. Run the AhsayOBM installation script. At the end of the script, the installation path and
“Done” will be shown to indicate that the AhsayOBM installation is successful.



NOTE: The .sh script file should be copied and run under the directory path where you want
the AhsayOBM application to be installed, i.e., /usr/local/obm

# ./obm-nix-443-10.90.10.12-https-00.sh
Log Time: Wed May 5 18:42:40 HKT 2021
Host address: https://10.90.10.12:443

Downloading file... jre-std-linux-amdé64.tar.gz

% Total % Received % Xferd Average Speed Time

Current

Dload Upload Total Spent Left Speed

100 91.3M 100 91.3M 0 0 3672k 0 0:00:25 0:00:25 -
—:-=-:-=- 12.0M

Download file completed
Untar component file to /tmp/ obm.190114184240/jvm

Downloading file... app-common.tar.gz

% Total % Received % Xferd Average Speed Time

Current

Dload Upload Total Spent Left Speed

100 34.9M 100 34.9M 0 0 1126k 0 0:00:31 0:00:31 -
—:--:-- 4478k

Download file completed

Untar component file to /tmp/ obm.190114184240
Downloading file... aua-inst-nix-obm.tar.gz

% Total % Received % Xferd Average Speed Time
Current

Dload Upload Total Spent Left Speed

100 54564 100 54564 0 0 329k 0 ——:—=:—= —=:——:-= -
-:——:-- 330k

Download file completed

Untar component file to /tmp/ obm.190114184240

No old application found, begin fresh install
Install Application Path: /usr/local/obm

Done

6. After successful installation, an AhsayOBM icon will be added to the desktop.

O

ARsayoBEv
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Another way is to click the Applications menu bar, then select Other to access AhsayOBM.

Favorites o AhsayOBM

Accessories
- & IcedTea-Web Policy Editor

Documentation
Graphics @ OpenJDK 8 Policy Tool 1.8.0.191.b12-0.el7.5.x8...
Internet

Office

Sound & Video

Sundry

System Tools

Utilities

Other

5.1.2 RPM online installer

1. Log in to a Linux machine using the root account. (Alternatively, you can remotely invoke the
GUI of another Linux machine using SSH client.)

Username:

Cancel

% CentOS

2. Go to the download page of your backup service provider's website and download the
AhsayOBM RPM online installer.




A Linux / FreeBSD / Solaris

SH online installer

[

TAR GZ offline installer

[«

RPM online installer

[«

DEB online installer

[«

3. Click OK to proceed with the downloading of file.

Opening obm=linux-noarch-443-10.90.10.12~https-00.rpm

You have chosen to open:

obm-=linux-noarch-443-10.90.10.12~https-00.rpm

which is: RPM package (8.4 KB)
from: https://10.90.10.12

What should Firefox do with this file?

(*/Open with | Software Install (default) v

: Save File

Cancel OK

4. When a notification message “Application Installer Software is ready” appears, click the
Software tab to proceed.

5. Click Install to start the installation.

< Ahsay Online Backup Manager - o X
/ Ahsay Online Backup Manager
Q‘& Ahsay Online Backup Manager
Website
Details
Version 8.5.2.11-0 License GPLv2+
Updated  Never Size 24.2 kB
¢ None
Source obm-linux-noarch-443-10.90.10.12~https-00.rpm




6. After successful installation, an AhsayOBM icon will be added to the desktop.

AhsayOBEM

Another way is to click the Applications menu bar, then select Other to access AhsayOBM.

‘:.

» Applications ~

Favorites O AhsayOBM

Accessories
: & IcedTea-Web Policy Editor

Documentation

Graphics w OpenJDK 8 Policy Tool 1.8.0.191.b12-0.el7_.5.x8...

Internet

Office

Sound & Video
Sundry
System Tools
Utilities

Other

5.1.3 DEB online installer

1. Log in to a Debian or Ubuntu machine using the root account. (Alternatively, you can

remotely invoke the GUI of another Debian or Ubuntu using SSH client.)
@ B us 0134 O

www.ahsay.com 14




2. Go to the download page of your backup service provider’'s website and download the
AhsayOBM DEB online installer.

English

A Linux / FreeBSD / Solaris

L

&. SH online installer
l!l TAR GZ offline installer

d‘ RPM online installer

& DEB online installer

3. Click Save File to proceed.
e Opening obm-ubuntu-noarch-443-10.90.10.12-https-00.deb

You have chosen to open:
obm-ubuntu-noarch-443-10.90.10.12-https-00.deb

which is: Debian package (6.4 KB)
from: https://10.90.10.12

Would you like to save this file?

Cancel , Save File

4, Go to Downloads folder and double click the downloaded file.
e Downloads

File Edit View Go Bookmarks Help

Places v+ R

Computer

i root
Ml Desktop
L_File System

S
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Click Install Package to start the installation.
e PackageInstaller- obm

File Edit Help
Package: obm install Package
Status:  All -

dependencies
are satisfied

Description  Details ' Included files Lintian output

Ahsay Online Backup Manager
Ahsay Online Backup Manager

Once the installation is completed, the following screen will be displayed.

-

e PackageInstaller-obm

Installation Finished

Package ‘obm-ubuntu-noarch-443-10.90.10.12-https-00.deb’ was installed

» Terminal
Automatically close after the changes have been successfully applied

# Close

After successful installation, AhsayOBM will be added to the menu bar. To access
AhsayOBM, select Other > AhsayOBM.

@ Menu L,

2 |

* All 'O AhsayOBM
% Favourites :
Ahsay Online Backup Manager
B Accessories

¥ Administration

& Graphics

® Internet

¥ Office

16



5.2 Offline Installation

TAR GZ offline installer

1. Log in to a Linux machine using the root account. (Alternatively, you can remotely invoke the
GUI of another Linux machine using SSH client.)

Username

Cancel

2. Go to the download page of your backup service provider's website and download the
AhsayOBM TAR GZ offline installer.

Linux / FreeBSD / Solaris

o

SH online installer

[=

TAR GZ offline installer

e |

RPM online installer

[=

DEB online installer

[

3. Right click on the AhsayOBM installation package .gz file to extract.



£

obm-linux.tar a

Open With Archive Manager
Open With 4
Cut

Copy

Move To...
Copy To...
Make Link

Rename...

Move to Trash

Extract Here

Properties

4, Open the folder to check the extracted installation package.

=

obm-linux

L<]>]

Recent D @

Home

< | obm=linux | > ‘ ‘Q || :

iii
<

app.pkg obm-linux.sh
Documents

D B 0

Downloads

Music

Pictures

i B a <«

Videos

Trash

Eb

5. Create a folder for AhsayOBM under the /usr/local directory, then move the extracted obm-
linux.sh file to the obm folder.
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] BEFE) - - -
©® Recent D @

Home

<> )=

usr | local

app.pkg obm-linux.sh

D B

Documents

Downloads

Music

Pictures

iR & ¢

Videos

Trash

8|

Floppy Disk
Computer
Browse Network

Connect to Server

e 9 @

6. Right-click on the desktop and click Open Terminal to launch the application.

Mew Folder

Open Terminal

Organize Desktop by Name
(v Keep Aligned

Change Desktop Background

Alternatively, you can also click the Applications menu bar then select Utilities > Terminal.

% Applications ¥

Favorites

|_| Dictionary

Accessories _
Documentation g Disk Usage Analyzer
Graphics / E;;_"\ Disks
Internet :
Qﬂ Document Viewer

Office —

: ap z
Sound & Video g 1C_b‘ Font Viewer
=undy ¢ Image Viewer

System Tools
. Passwords and Keys
Utilities

Other Remote Desktop Viewer
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7. Go to the /usr/local/obm directory.

# cd /usr/local/obm

8. Use the sh command to install AhsayOBM.

Using

Untar
Untar
Untar
Untar
Untar
Untar
Untar
Untar
Untar
Untar
Untar
Untar

Done

sh obm-linux.sh
Log Time: Fri May 7 10:32:21 +08 2021

package in /usr/local/obm/app.pkg

Package version: 8.5.2.0

Jjre-std-linux-amdé64.tar.gz to /tmp/ obm.210507103221/Fvm
app-common.tar.gz to /tmp/ obm.210507103221
app-native-nix-x64.tar.gz to /tmp/ obm.210507103221
app-nix-obm.tar.gz to /tmp/ obm.210507103221
aua-common.tar.gz to /tmp/ obm.210507103221
aua-native-nix-x64.tar.gz to /tmp/ obm.210507103221
aua-nix-obm.tar.gz to /tmp/ obm.210507103221
util-common.tar.gz to /tmp/ obm.210507103221
util-nix-obm.tar.gz to /tmp/ obm.210507103221
properties-common.tar.gz to /tmp/ obm.210507103221
app-inst-nix-obm.tar.gz to /tmp/ obm.210507103221
aua-inst-nix-obm.tar.gz to /tmp/ obm.210507103221

Backup user setting files

Backup finished

Uninstall previous version...

Remove previous application files

Remove file obm-linux.tar.gz

Remove application files finished
Install Application Path: /usr/local/obm
Restore Previous Setting backup...
Previous Setting backup restored

9. After successful installation, an AhsayOBM icon will be added to the desktop.

O

Ansay OBV

www.ahsay.com
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Another way is to click the Applications menu bar, then select Other to access AhsayOBM.

% Applications

Favorites O Ansayosm

Accessories
: & IcedTea-Web Policy Editor

Documentation —
Graphics gﬂ OpenJDK 8 Policy Tool 1.8.0.191.b12-0.el7.5.x8...
Internet

Office

Sound & Video

Sundry

System Tools

Utilities

Other




Check Version of AhsayOBM
1. Loginto AhsayOBM application according to the instructions in Login to AhsayOBM.

2. Click the Information icon at the top right corner.

www.ahsay.com

@AhsuyOBM

0

el

2,

Restore

Report

Settings Utilities

Just click

3. The version of the installed AhsayOBM will be displayed.

Version

Virtual Machine
Vendor

Live Threads
Daemon Threads
Total Threads Started

Heap Size

Operating System
Architecture

Number of Processors
Committed Virtual Memory
Physical Memory

Swap Space

VM Arguments

Class Path
Library Path

Bant Flace Dath

(®) Ahsayorm

8.5.2.0

Open)DK 64-Bit Server VM Version 25.181-b13
Oracle Corporation

15 (Current) / 17 (Peak)
1
28

30,473 kbytes (Current) / 1,864,192 kbytes (Maximurm)

Windows Server 2012 R2 Version 6.3

amde4

4

411,648 kbytes

3,768,288 kbytes (Free) / 10,483,392 kbytes (Total)
4,995,932 kbytes (Free) / 12,121,792 kbytes (Total)

-Djava.library.path=.;.\X64 -Dsun.java2d.noddraw
-Dsun.nio.PageAlignDirectMemory=true -Xrs -Xms128m -Xmx2048m
-¥X:MaxDirectMemorysize=1024m

.ch.jar

LAXed

FADranram Cilack AhcauMBAV b iRl racnnirrac iar -\ Draaram

© 2020 Ahsay Systems Corporation. All Rights Reserved.

Close
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6 Register device for 2FA in AhsayOBM

Starting with AhsayOBM v8.5.0.0, you will find two new features introduced with this latest version
which are the Mobile Backup and Two-Factor Authentication.

There are two types of Authenticator that can be used to register a device for 2FA in AhsayOBM such

as Ahsay Mobile Authenticator and Third-party TOTP Authenticator (e.g., Microsoft Authenticator,
Google Authenticator, Authy, Duo, and LastPass Authenticator, etc.).

2FA registration steps using the different types of authenticator will be discussed in this chapter.
© Using Ahsay Mobile Authenticator

(]
L=

Supports two types of authentication:
i. Push Notification
i. TOTP

Can be configured to support two 2FA modes:

i. Push Notification and TOTP (default mode)

or
ii. TOTP only

© Using Microsoft Authenticator

© Using Google Authenticator

6.1 Using Ahsay Mobile Authenticator

To register a device for 2FA in AhsayOBM using Ahsay Mobile, here are the two scenarios:

* \Without Mobile Add-on Module

* \With Mobile Add-on Module

6.1.1 Without Mobile Add-on Module

To register a device for 2FA without Mobile Add-on Module, please follow the steps
below:

1. A shortcut icon of AhsayOBM will be available on your desktop after installation.
Double-click the icon to launch the application.




2. The Free Trial Registration option may be displayed when you login for the first time.
If you want to create a free trial account please proceed to Appendix G. Otherwise,
click Login if you already have an AhsayOBM account.

@ AhsayOBM

The Best On-Premises & Cloud

Backup Software

or Login

NOTE
The Free Trial Registration option may not be available. This depends on the settings
of your backup service provider. Please contact your backup service provider for more
information.

3. The Show advanced option may not be available if the backup server settings are
already setup by your backup service provider. Please contact your backup service
provider for more information.

@ AhsayOBM

Login name

MobileUser

Password

g

W savep
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If Show advanced option is clicked, this will be displayed.

Backup Server

https W | 10.3.121.17 v |

Proxy (HTTP)

Use proxy to access the Internet

off [ |

4. Enter the login name and password of your AhsayOBM account provided by your
backup service provider. Then, click OK to log in.

@ AhsayOBM

Login name

MobileUser

NOTE

The Save password option may not be available. This depends on the settings of your
backup service provider. Please contact your backup service provider for more
information.




5. You will have the option to set up your 2FA. Click Setup Now.

New Ahsay Mobile App, Free of
Charge!

i
=, 4 %
Keep Hackers Off ) ’

All hackers delete backup data

)
after compromising a machine.
Use Two-Factor Authentication . _
(2FA) to keep hackers off your _ . 18- T
backup data and turn ransomware ;
harmless. i
- =S

Skip Feature Setup

Setup Now

If you do not want to set up the 2FA feature, click the Skip Feature Setup link. If you
click Yes in the pop-up message that will be displayed, it will skip to step 8.
Otherwise, click No to continue with the set-up of the 2FA feature.

9 Areyou sure you want to skip the setup for Mobile feature for now?
®  You can go to User Profile to configure Mobile feature at anytime.

6. Download the Ahsay Mobile app from the App Store / Google Play Store.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it
and scan the same QR code to complete the device registration.

# Download on the GETITON
@& App Store * Google Play

Prerequisites

- Please use the latest Mabile App version

Not able to scan QR code? Click here to pair with TOTP secret key

7. Ahsay Mobile supports two types of authentication method:
» Push Notification
» TOTP



Ahsay Mobile can be configured to support two 2FA modes:

» Push Notification and TOTP (default mode)

or

> TOTP only

Push Notification and TOTP (default mode)

i. To configure Push Naotification and TOTP 2FA with Ahsay Mobile, simply
scan the displayed QR code using the Ahsay Mobile app.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it
and scan the same QR code to complete the device registration.

@Ahsay Mobile

2 Download on the ‘ GETITON

@& App Store ® Google Play

Prerequisites

- Please use the latest Mobile App version

Not able to scan QR code? Click here to pair with TOTP secret key

In this example, the Ahsay Mobile app is installed on a mobile device
named “Galaxy A70".

@ Ahsay Mobile




. Tap OK to continue.

QR Code detected!
Register Galaxy A70 with MobileUser ?

CANCEL OK

Once the device is successfully paired, the following message will be
displayed in the Ahsay Mobile app. You can set up a recovery number
here that will be used in the “Authentication Recovery” procedure by
tapping OK. Otherwise, tap LATER to set it up later on.

For first time activation of 2FA, device
needs to pair with a verified phone
number for account recovery. Click OK
10 setup Now.

LATER 0K

iii. After successful scan of the QR code, you have now registered Ahsay
Mobile for Push Natification and TOTP 2FA. Click OK to continue.

Mobile Setup
You have registered Galaxy A70 for the following feature:

Two-Factor Authentication

Phone number verification for account recovery

iv. In the Ahsay Mobile app, go to 2FA then enter the phone number for
account recovery. Tap Enter recovery phone number.

NOTE

Although push notification and TOTP will still work if the recovery phone number
registration is not completed, it is still strongly recommended to complete step iv as you
will not be able to access the AhsayOBM if you lose your mobile device which also
means loss of access to backup data.
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Ahsay Mobile

AhsayOBM
MobileUser A

610104 7=

Enter recovery phone number

— ('

[elc) ]
& & & =
Home Backup 2FA More

Select your country code and tap Done. Enter your phone number then
tap Send SMS verification code.

AhsayOBM
MobileUser

Enter a valid phone number, you will need
this for account recovery.

+63 ~ I

Send SMS verification code

. 1 2 3 &
Paraguay (+595) 4 6 Done
Peru (+51)
Philippines (+63) 7 8 9 -
Pitcairn Islands (+64) 0
Poland (+48) )
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Enter the verification code sent to your mobile device.

MobileUser
Enter a valid phone number, you will need
this for account recovery.
+63 - [
Verification code
ASFA - 245748 (04:32)

Example of verification code.

Verification successful

Verification Code: ASFA-245748

Your phone number for account recovery is successfully verified.

AhsayOBM
MobileUser

o— (o]

&

He Backup 2F,

[oloy

o
%
A

MC

AhsayOBM
MobileUser

746 980 ===

c— o,

@ —
- ) o & =

Homr Backup 2FA

30



TOTP only

i. To configure a TOTP only 2FA with Ahsay Mobile, click the “Not able to
scan QR code? Click here to pair with TOTP secret key” link.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it
and scan the same QR code to complete the device registration.

@ Ahsay Mobile

# Download on the GETITON

@& App Store | P Google Play

Prerequisites

- Please use the latest Mobile App version

Not able to scan QR code? Click here to pair with TOTP secret key

i.  After clicking the “Not able to scan QR code? Click here to pair with TOTP
secret key” link, the QR code for the TOTP only authenticator will be displayed.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it
and scan the same QR code to complete the device registration.

2 Download on the GETITON

App Store | P* Google Play

Show Secret Key

Enter one-time passcode generated from authenticator app

(00:00:25)

Display name: | Ahsay Mobile

Cancel

To show the secret key, click the Show Secret Key link to display the 16-
character alphanumeric secret key. The display name will be “Ahsay
Mobile” by default.

Secret Key: FFFF PEWC CYCD NBDS

Enter one-time passcode generated from authenticator app

‘ (00:00:21)

Display name: \Ahsay Mobile |

iii. In the Ahsay Mobile app, go to 2FA. Tap the Not able to scan QR code? link.



Ahsay Mobile

X Connect using Secret Key

Scan the QR code displayed in your application Key in the Secret Key provided by the app
(supports two-factor authentication, mobile
device backup etc.)

Cancel

Not able to scan QR code? Scan QR Code

iv. Enter the Username and Secret Key shown in the AhsayOBM then tap Connect.
Once the device is paired successfully, tap OK to continue.

X Connect using Secret Key

Key in the Secret Key provided by the app

Ahsay Mobile

Device paired successfully

Scan QR Code
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V. Enter the one-time passcode from the Ahsay Mobile app.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App. launch it
and scan the same QR code to complete the device registration.

@Ahsay Mobile

# Download on the GETITON
@& App Store * Google Play

Secret Key: FFFL OK|C 6URB SQHR

Enter one-time passcode generated from authenticator app

njoojojnpEs

Display name: IAhsay Mobile |

Cancel

Example of the one-time passcode generated by Ahsay Mobile.
@ Ahsay Mobile

AhsayOBM
MobileUser

TOTP (Manual input)
Ahsay Mobile

450 694 =

— (o'l
= EED

[olc]] —
-3 &y & =

Home Backup 2FA More




Vi. Once the registration is successful, the following screen will be displayed. You
have now registered Ahsay Mobile for TOTP only 2FA.

Two-Factor Authentication Setup
You have registered Ahsay Mobile for the following feature:

Two-Factor Authentication

NOTE

In case device pairing takes a while, session timeout message will be
displayed. Just click OK to resume with the device pairing.

Two-Factor Authentication Setup

Due to session timeout, Two-Factor Authentication feature failed to be configured.

Click [OK] to configure the feature again.

8. After successful pairing, the following screen will appear.

(® Ansayosm MobileUser | ;)

& [

Backup Sets

o B /

Restore Utilities



6.1.2 With Mobile Add-on Module

To register a device for 2FA with Mobile Add-on Module enabled, please follow the steps
below:

1. A shortcut icon of AhsayOBM will be available on your desktop after installation.
Double-click the icon to launch the application.

O

AhsayOBM

2. The Free Trial Registration option may be displayed when you login for the first time.

If you want to create a free trial account please proceed to Appendix G. Otherwise,
click Login if you already have an AhsayOBM account.

@ AhsayOBM

The Best On-Premises & Cloud
Backup Software

Free Trial

or Login

NOTE

The Free Trial Registration option may not be available. This depends on the settings
of your backup service provider. Please contact your backup service provider for more
information.

www.ahsay.com



3. The Show advanced option may not be available if the backup server settings are
already setup by your backup service provider. Please contact your backup service
provider for more information.

@ AhsayOBM

Login name

MobileUser

Password

W save password

If Show advanced option is clicked, this will be displayed.

Backup Server

https w | [10.3.121.17 L

Proxy (HTTP)

Use proxy to access the Internet

off |

4. Enter the login name and password of your AhsayOBM account provided by your
backup service provider. Then, click OK to log in.

@ AhsayOBM

Login name

MobileUser

Password

W save password
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NOTE
The Save password option may not be available. This depends on the settings of your
backup service provider. Please contact your backup service provider for more
information.

5. You will have the option to set up your 2FA. Click Setup Now.

New Ahsay Mobile App, Free of
Charge!

Backup Your Mobile

Easily backup photos and videos to your
PC or Mac through Wi-Fi. Stop paying for 3
public cloud storage when local storage is ‘
free and MORE secured.

Keep Hackers Off

All hackers delete backup data after
compromising a machine. Use Two-Factor

Authentication (2FA) to keep hackers off _i
your backup data and turn ransomware -
harmless.

6. Download the Ahsay Mobile app from the App Store / Google Play Store. Ensure
that the displayed Prerequisites are met.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it
and scan the same QR code to complete the device registration.

@ Ahsay Mobile

Download on the GETITON
@& App Store * Google Play

Prerequisites

- Please use the latest Mobile App version

- Please make sure below 2 ports are not blocked by any Firewall settings
TCP Port: 54000
UDP Port: 54200

Not able to scan QR code? Click here to pair with TOTP secret key




7. Using the Ahsay Mobile app, tap Next and scan the QR code displayed in
AhsayOBM.

@ Ahsay Mobile

Scan the QR code displayed in your
application (supports two-factor
authentication, mobile device backup etc.)

Ahsay Mobile

@ English

Cancel

Tap OK to continue.

QR Code detected!
Register Galaxy A70 with MobileUser ?

CANCEL OK

Once the device is successfully paired for mobile backup, the following message will
be displayed in the Ahsay Mobile app. Tap OK to continue.

Device paired successfully

You may now configure the device
content e.g Photos, Video, 2FA
Accounts(if registered) to be included
for backup

0K

Once the device is successfully paired for 2FA, the following message will be
displayed in the Ahsay Mobile app. You can set up a recovery number here that will
be used in the “Authentication Recovery” procedure by tapping OK. You may refer
to Phone number verification for account recovery in Chapter 6.1.1 for the following
setup. Otherwise, tap LATER to set it up later on.

For first time activation of 2FA, device
needs to pair with a verified phone
number for account recovery. Click OK
to setup now.

LATER OK
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8. After successful scan of the QR code, you have now registered Ahsay Mobile for
Mobile Backup and 2FA (Push Notification and TOTP). Click OK to continue.

Mobile Setup

You have registered Galaxy A70 for the following feature:

I!I Mobile Backup (Add new device for backup without migration)

Two-Factor Authentication

You can go to the backup page in Mobile App "Ahsay Mobile" to start Mobile Backup.

9. After successful pairing, the following screen will appear.

(® Ahsayosm MobileUser [P} (i )

& f

Backup Backup Sets

(> 1 el

Restore Utilities
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6.2 Using Microsoft Authenticator

To register a device for TOTP 2FA in AhsayOBM using Microsoft Authenticator, please follow
the steps below:

1. Download and install the Microsoft Authenticator from the Play Store for Android devices or
the App Store for iOS devices.

&« Q

~ Microsoft
v Authenticator

Microsoft Corporation

47% 23] 10M+
347K reviews 25 MB Rated for 3+ © Download

Authenticator

3. Tap Add account.

Let's add your first account!

For further assistance, see the Help section
in the menu.

Already have a backup?
Sign in to your recovery account

Begin recovery

() e

Authenticator Passwords
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4. Select Other account (Google, Facebook, etc.).

What kind of account are you adding?

= Personal account

= Work or school account

m Other account (Google, Facebook, etc.)

5. Allow permission to take pictures and record video.

®

Allow Authenticator to take
pictures and record video?

ALLOW




6. Set up the account by selecting from the following methods: Scan the QR code or Enter
code manually.

Method 1: Scan the QR code

i. Scan the QR code on AhsayOBM.

< Add account

Your account provider will display 2 QR code.

OR ENTER CODE MANUALLY

Example of the displayed QR code:

App Download and Device Pairing

Two-Factor Authentication is enabled for helping safeguard access to your account, please use the below authenticator
app to scan the QR code to complete the device registration.

~
Microsoft Authenticator

# Download on the GETITON
@& App Store *® Google Play

Show Secret Key

Enter one-time passcode generated from authenticator app

| (00:00:14)

Display name: | Microsoft Authenticator
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i.  The AhsayOBM account is successfully added to Microsoft Authenticator.

.
H

Authenticator

AhsayOBM S5

MohileUser

iii. Once the account is added to Microsoft Authenticator, enter the one-time passcode
generated from the authenticator app in AhsayOBM.

App Download and Device Pairing

Two-Factor Authentication is enabled for helping safeguard access to your account, please use the below authenticator
app to scan the QR code to complete the device registration.

~
Microsoft Authenticator

# Download on the GETITON
& App Store * Google Play

Show Secret Key

Enter one-time passcode generated from authenticator app

8 3 6 3 7 E (00:00:18)

Display name: | Microsoft Authenticator

Cancel



Example of the one-time passcode generated:

MobileUser
MobileUser

One-time passwords enabled

You can use the one-time password codes
generated by this app to verify your sign-ins

One-time password code

® 836 379

iv.  The device is successfully registered for TOTP 2FA in AhsayOBM using Microsoft
Authenticator. Click OK to continue.

Mobile Setup

You have registered Microsoft Authenticator for the following feature:

Two-Factor Authentication




Method 2: Enter Code Manually

i. Tap OR ENTER CODE MANUALLY.

= Add account

Your account provider will display 2 QR code.

OR ENTER CODE MANUALLY

ii. Click the Show Secret Key link in the AhsayOBM to display the Secret Key which
must be entered manually in Microsoft Authenticator.

Show Secret Key

Enter one-time passcode generated from authenticator app

‘ (00:00:17)

Display name: | Microsoft Authenticator

Cancel

| Secret Key: ZUGD UWSE UFAH FOI4

Enter one-time passcode generated from authenticator app

(00:00:07)

Display name: | Microsoft Authenticator

Cancel




iii. On the Microsoft Authenticator app, input an account name, then enter the displayed
Secret Key in the AhsayOBM. Tap FINISH to proceed.

<  Add account

Account name

Secret key

NISH
<  Add account

MobhileUser

ZUGDUWSEUFAHFOI4|

FINISH

iv. Once the account is added to Microsoft Authenticator, enter the one-time passcode
generated from the authenticator app in AhsayOBM.

App Download and Device Pairing

Two-Factor Authentication is enabled for helping safeguard access to your account, please use the below authenticator
app to scan the QR code to complete the device registration.

a Microsoft Authenticator

# Download on the GETITON
& App Store ® Google Play

Secret Key: ZUGD UWSE UFAH FOI4

Enter one-time passcode generated from authenticator app

8 |E| 6 3 7 9 [ (o008

Display name: | Microsoft Authenticator

Cancel



Example of the one-time passcode generated:

MobileUser
MobileUser

One-time passwords enabled

You can use the one-time password codes
generated by this app to verify your sign-ins

One-time password code

® 836 379

V.  The device is successfully registered for TOTP 2FA in AhsayOBM using Microsoft
Authenticator. Click OK to continue.

Mobile Setup

You have registered Microsoft Authenticator for the following feature:

Two-Factor Authentication

7. After successful pairing, the following screen will appear.

(®) AhsayoBMm MobileUser |} 0

& [

Backup Backup Sets

(2 1 el

Restore Utilities



6.3 Using Google Authenticator

To register a device for TOTP 2FA in AhsayOBM using Google Authenticator, please follow the
steps below:

1. Download and install the Google Authenticator from the Play Store for Android devices or
the App Store for iOS devices.

< Q
& Google
G Authenticator
Google LLC
3.9% 50M+

330K reviews 6.8 MB Rated for 3+ ® Downloads

2. Launch the Google Authenticator app.

Authenticator

3. Set up the account by selecting from the following methods: Scan the QR code or Enter a
setup key manually.

Method 1: Scan the QR code

i. Tap Scan a QR code.
(_

=

Setup your first account

Use the QR code or setup key in your 2FA settings (by
Google or third-party service). If you're having trouble,

go to g.co/2sv
\E] Scan a QR code

Enter a setup key

Import existing accounts?




®

Allow Authenticator to take
pictures and record video?

iii. Scan the QR code on AhsayOBM.

Place QR code within red lines

www.ahsay.com

Allow permission to take pictures and record video.
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Example of the displayed QR code:

App Download and Device Pairing

Two-Factor Authentication is enabled for helping safeguard access to your account, please use the below authenticator
app to scan the QR code to complete the device registration.

# Google Authenticator

# Download on the GETITON
@& App Store ® Google Play

Show Secret Key

Enter one-time passcode generated from authenticator app

(00:00:02)

Display name: | Google Authenticator |

The AhsayOBM account is successfully added to Google Authenticator.

Google Authenticator

AhsayOBM (MobileUser)

210 763 L
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V. Once the account is added to Google Authenticator, enter the one-time passcode
generated from the authenticator app in AhsayOBM.

App Download and Device Pairing

Two-Factor Authentication is enabled for helping safeguard access to your account, please use the below authenticator
app to scan the QR code to complete the device registration.

G Google Authenticator

# Download on the [clagigel]
@& App Store *® Google Play

Show Secret Key

Enter one-time passcode generated from authenticator app

m IZI IZI (00:00:15)

Display name: | Google Authenticator |

Cancel

Example of the one-time passcode generated:

Google Authenticator :

AhsayOBM (MobileUser)

210 763 a

Vi. The device is successfully registered for TOTP 2FA in AhsayOBM using Google
Authenticator. Click OK to continue.

Mobile Setup

You have registered Google Authenticator for the following feature:

=
Two-Factor Authentication
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Method 2: Enter a setup key manually

i. Tap Enter a setup key.
é

&

Setup your first account

Use the QR code or setup key in your 2FA settings (by
Google or third-party service). If you're having trouble,
go to g.co/2sv

E] Scan a QR code

Enter a setup key

Import existing accounts?

i.
must be entered manually in Google Authenticator.

Click the Show Secret Key link in the AhsayOBM to display the Secret Key which

Show Secret Key

Enter one-time passcode generated from authenticator app

(00:00:02)
Display name: | Google Authenticator |
ISetret Key: ZUG) KYFG CKI2 WGJY
Enter one-time passcode generated from authenticator app
(00:00:07)

Display name: | Google Authenticator

www.ahsay.com

Cancel
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On the Google Authenticator app, input an account name, then enter the displayed
Secret Key in the AhsayOBM. Tap Add to proceed.

4 Enter account details

Account

Key

Time based ~ Add

£ Enter account details

Account

MobileUser

Key
ZUGJKYFGCKI2ZWGJY (]

Time based ~ Add

Once the account is added to Google Authenticator, enter the one-time passcode
generated from the authenticator app in AhsayOBM.

App Download and Device Pairing

Two-Factor Authentication is enabled for helping safeguard access to your account, please use the below authenticator
app to scan the QR code to complete the device registration.

e Google Authenticator

2 Download on the GETITON
& App Store ® Google Play

Secret Key: ZUG] KYFG CKI2 WG)Y

Enter one-time passcode generated from authenticator app

2 6 3 2 5 1 | wo:00:15)

Display name: | Google Authenticator
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Example of the one-time passcode generated:

Google Authenticator :

MobileUser

263 251 <

V. The device is successfully registered for TOTP 2FA in AhsayOBM using Google
Authenticator. Click OK to continue.

Mobile Setup
You have registered Google Authenticator for the following feature:

Two-Factor Authentication

4. After successful pairing, the following screen will appear.

@AhSGVOBM MobileUser n ()

A [

Backup Sets

(> 1 el

Restore Utilities
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7 Logging in to AhsayOBM

Login steps without 2FA and with 2FA using the different types of authenticator will be discussed in
this chapter.

© Login to AhsayOBM without 2FA

© Login to AhsayOBM with 2FA using Ahsay Mobile Authenticator

@  Push Notification and TOTP 2FA
@ TOTP only 2FA

© Login to AhsayOBM with 2FA using Microsoft Authenticator

© Login to AhsayOBM with 2FA using Google Authenticator

© Login to AhsayOBM with 2FA using Twilio

7.1 Login to AhsayOBM without 2FA

When logging in to AhsayOBM without two-factor authentication, please follow the steps below:

1. Double-click the icon to launch the application.

0

AhsayOBM

2. Enter the login name and password of your AhsayOBM account provided by your backup
service provider. Then, click OK to login.

English w

@ AhsayOBM

Login name

MobileUser

Password

I save password

Show advanced option

NOTE
The Save password option may not be available. This depends on the settings of your
backup service provider. Please contact your backup service provider for more
information.
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3. After successful login, the following screen will appear.

(® Ahsayosm MobileUser1 B Eng

Backup Sets Report

(2 1 Ve

Restore Settings Utilities

All instructions are there

7.2 Login to AhsayOBM with 2FA using Ahsay Mobile
Authenticator

When logging in to AhsayOBM with two-factor authentication using Ahsay Mobile Authenticator,
please follow the steps below:

1. Double-click the icon to launch the application.

0

AhsayOBM

2. Enter the login name and password of your AhsayOBM account provided by your backup
service provider. Then, click OK to log in.

English w

@ AhsayOBM

W save password

Show advanced option
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NOTE
The Save password option may not be available. This depends on the settings of your
backup service provider. Please contact your backup service provider for more
information.
Please refer to the Ahsay Mobile App User Guide for Android and iOS — Appendix
A: Troubleshooting Login if you are experiencing problems logging into AhsayOBM
with Two-Factor Authentication using Ahsay Mobile app.

3. Select the authentication method to continue with the login.
* Push Notification and TOTP (default mode)

Push notification is the default 2FA mode. Accept the login request on the Ahsay Mobile
app to complete the login.

Example of the 2FA alert screen on AhsayOBM after login with correct username and
password:

Two-Factor Authentication
Please approve notification request in one of registered Authenticator App.
o Waiting for response (00:04:59)

Authenticate with one-time password

Unable to login


http://download.ahsay.com/support/document/v8/guide_ahsay_app_user_v8.pdf
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Example of the login request sent to the Ahsay Mobile:

Authorization Request

Proceed authorization request for
MobileUser

REJECT  ACCEPT

However, if push notification is not working or you prefer to use one-time password
instead, click the “Authenticate with one-time password” link, then input the one-

time password generated from Ahsay Mobile to complete the login. 22035

Example of the one-time password generated by Ahsay Mobile:

Ahsay Mobile
@ AhsayOBM
MobileUser

253 410 2=

com _ ('l
£

[olcy —
& & =
acku

Home B

p 2FA More
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* TOTP only

Input the one-time password generated by Ahsay Mobile to complete the login.

Example of the 2FA alert screen on AhsayOBM after login with correct username and
password.

Two-Factor Authentication

Enter one-time passcode generated from authenticator app

] [5] 5] [ [2] [&] e

Unable to login

Example of the one-time password generated by Ahsay Mobile:

Ahsay Mobile
a TOTP (Manual input)
Ahsay Mobile

459 128 =2

-— N,

folo) —
& & =

Home Backup 2FA

NOTE

If you are unable to log in using any of the authentication method, please refer to
Chapter 8 Unable to log in to AhsayOBM with 2FA.

www.ahsay.com
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4. After successful login, the following screen will appear.

(® Ahsayosm MobileUser [P} (i ]

Iil E] all

Backup Sets Report

(> 1 e

Restore Utilities

7.3 Login to AhsayOBM with 2FA using Microsoft Authenticator

When logging in to AhsayOBM with two-factor authentication using Microsoft Authenticator,
please follow the steps below:

1. Double-click the icon to launch the application.

0

AhsayOBM

2. Enter the login name and password of your AhsayOBM account provided by your backup
service provider. Then, click OK to log in.

@ AhsayOBM

ogin name
MobileUser
Password

W save password

Show advanced option
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NOTE
The Save password option may not be available. This depends on the settings of your
backup service provider. Please contact your backup service provider for more
information.

3. Enter the one-time passcode generated from the Microsoft Authenticator app.

Two-Factor Authentication

Enter one-time passcode generated from authenticator app

8 9 3 6 8 6 | (00:00:19)

Unable to login

Example of the one-time passcode generated:

AhsayOBM
MobileUser

One-time passwords enabled
%2 You can use the one-time password codes
generated by this app to verify your sign-ins

One-time password code

© 893 686

4. After successful login, the following screen will appear.

(® Ahsayosm MobileUser [P} (i ]

Iil E] all

Backup Backup Sets Report

(> 1 e

Restore Settings Utilities
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7.4 Login to AhsayOBM with 2FA using Google Authenticator

When logging in to AhsayOBM with two-factor authentication using Google Authenticator,
please follow the steps below:

1. Double-click the icon to launch the application.

0

AhsayOBM

2. Enter the login name and password of your AhsayOBM account provided by your backup
service provider. Then, click OK to log in.

English w

@ AhsayOBM

Password

W save password

Show advanced option

NOTE
The Save password option may not be available. This depends on the settings of your
backup service provider. Please contact your backup service provider for more
information.




3. Enter the one-time passcode generated from the Google Authenticator app.

Two-Factor Authentication

Enter one-time passcode generated from authenticator app

2 1 0 7 6 3 | (oo:0:15)

Unable to login

Example of the one-time passcode generated:

Google Authenticator :

AhsayOBM (MobileUser)

210 763 @

4. After successful login, the following screen will appear.

@Ahwyonm MobileUser n 0

I!I E] all

Backup Sets Report

£ 1 /#

Restore Utilities
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7.5 Login to AhsayOBM with 2FA using Twilio

For AhsayOBM user accounts using Twilio, please follow the steps below:

1. A shortcut icon of AhsayOBM will be available on your desktop after installation. Double-
click the icon to launch the application.

O

AhsayOBM

2. Enter the login name and password of your AhsayOBM account provided by your backup
service provider. Then, click OK to login.

English w

@ AhsayOBM

Login name

MobileUser

Password

M save password

Show advanced option

NOTE
The Save password option may not be available. This depends on the settings of your
backup service provider. Please contact your backup service provider for more
information.

3. Select your phone number to receive the passcode.

Two-Factor Authentication

Please select phone number to receive passcode via SMS message to continue login.

Philippines (+63) - *******8106




4. Enter the passcode and click Verify to login.

Two-Factor Authentication

Please enter the passcode to continue login.
AMIE - | 231236 (00:04:48)

5. After successful login, the following screen will appear.

(® Ansayosm

& [

Backup Sets

2 X

Restore Settings

www.ahsay.com

SMS message with a passcode was already sent to the phone number Philippines (+63) - *******8106

Cancel

MobileUser H (english v [ ]

Report

,

Utilities
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8 Unableto login to AhsayOBM with 2FA

AhsayOBM supports Unable to login feature for users who were not able to accept the notification

request from the Ahsay Mobile app and/or cannot obtain the TOTP code from Ahsay Mobile on the
subsequent login to AhsayOBM.

Here are the three scenarios after clicking the Unable to login link:

© No recovery number was registered on Ahsay Mobile for the 2FA account

© '"Authentication Recovery" procedure

© Unable to perform the "Authentication Recovery" procedure

Two-Factor Authentication
Please approve notification request in one of registered Authenticator App.
*** Waiting for response (00:04:50)

Authenticate with one-time password

Unable to login

No recovery number was registered on Ahsay Mobile for the 2FA account

If no recovery number was registered on Ahsay Mobile for the 2FA account, then the following

message will be displayed "Please contact your backup server administrator for assistance" in
gaining access to your AhsayOBM account.

i Please contact your backup server administrator for assistance.



"Authentication Recovery" procedure

If a recovery number was registered on Ahsay Mobile for the 2FA account, then select the
registered mobile device to perform the following "Authentication Recovery" procedure.

Authentication Recovery

Please select one authenticator to perform recovery.

Galaxy A70

Unable to login/Do not have any Authenticator App(s)

NOTE

For the detailed steps in performing Authentication Recovery, please refer to the Ahsay Mobile
User Guide for Android and iOS — Appendix A: Troubleshooting Login.

Unable to perform the "Authentication Recovery" procedure

If you are not able to perform the "Authentication Recovery" procedure, click the Unable to
login/Do not have any Authenticator App(s) link, then the following message will be displayed

"Please contact your backup server administrator for assistance" in gaining access to your
AhsayOBM account.

i Please contact your backup server administrator for assistance.
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9 AhsayOBM Overview

Language Information

AhsayOBM = o

(®) Ahsayosm TestAccount [}

0

Ll

Backup Sets

£

Restore Utilities

AhsayOBM main interface has nine (9) icons that can be accessed by the user, namely:
e Profile
e Language
¢ Information

e Backup

e Backup Sets
e Report

e Restore

e Settings

e Utilities
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9.1 Profile

The Profile icon shows the settings that can be modified by the user. The features that will be
shown will depend on the user accounts was using Twilio Two-Factor Authentication in prior to
upgrading to v8.5.0.0 or above and continues to use Twilio.

MobileUser1 B

There are seven (7) available features:

@ General
@ Contacts
@ Time Zone
@ Encryption Recovery
@ Password (Only shown for backup accounts created prior to AhsayOBM v8.5.0.0 and
using Twilio for two-factor authentication.)
@  Authentication
@  Security Settings (Only shown for backup accounts created prior to AhsayOBM
v8.5.0.0 and using Twilio for two-factor authentication.)
9.1.1 General
The General tab displays the user’s information.
P I’Oﬂ | & User Information
Login name MobileUser1
General Display name .
Contacts
Time Zone

Encryption Recovery

Authentication

Control Description

Login name Name of the backup account.

Display name Display name of the backup account upon logging in to

the AhsayCBS User Web Console.

www.ahsay.com
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This will be the General tab for old backup account using Twilio for two-factor authentication.

Profile User Information
Login name MobileUser1
Contacts

Last Successful Login

Time Zone
Time: 10/09/2020 17:53 (CST)

Encryption Recovery IP address: 180, N 31
Phone number (MFA): 63- I

Password Browser / App: Windows / Chrome
Security Settings
Control ‘ Description
Login name Name of the backup account.
Display name Display name of the backup account upon logging in to
the AhsayCBS User Web Console.
Time The date and time the user last logged in.
IP address The IP address used to login.
Phone number (MFA) The phone number where sms authentication will be
sent when 2FA is enabled.
Browser / App The browser or app used to login in to AhsayCBS User
Web Console or AhsayOBM.
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9.1.2 Contacts

This refers to the contact information of the user. You can also add multiple contacts or
modify an existing contact information. Having this filled up will help us to send backup and
daily reports and even recovered backup set encryption key in case it was forgotten or lost.

P I’Oﬂ |e Contacts
Existing contacts
General '+ | Add new contact

Contacts

Time Zone
Encryption Recovery

Authentication

To add a new contact, follow the instructions below:

1. Click the [+] plus sign to add a hew contact.

L Add new contact

2. Complete the following fields then click OK button to return to the main screen.

* Name

*  Emall

* Address
*  Company
*  Website

* Phonel
*  Phone 2

:

74



New Contact

Name

Email

[ "] send me encrypted email (S/MIME)

Address
Company
Website

Phone 1

3. Click Save to store the contact information.

PrOﬂ |e Contacts

Existing contacts

General H samplemail

samplemail@email.com

Contacts [il

Time Zone

Encryption Recovery

Authentication
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9.1.3 Time Zone
The time zone indicated

Profile Time Zone

[ GMT+08:00 (HKT) v
General
Contacts

Time Zone

Encryption Recovery

Authentication

To modify the time zone, follow the instructions below:

1. Select from the dropdown list.

| GMT+08:00 (HKT) v

GMT+08:00 (HKT) L

GMT+08:00 (HKT) —
GMT+08:00 (KRAT)
GMT+08:00 (MYT)
GMT+08:00 (PHT)
GMT+08:00 (SGT)
GMT+08:00 (ULAT)

GMT+08:00 (WST)
GMT+08:00 (IRKST) =

2. Click Save to save the updated time zone.
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9.1.4 Encryption Recovery

Backup set encryption key can be recovered by turning this feature on.

This option may not be available. Please contact your backup service provider for more details

NOTE

General

Contacts

Time Zone

www.ahsay.com

P I’Oﬂ | = Encryption Recovery

With this option enabled, you can recover your backup set encryption keys by sending
a request to us.

Authentication
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9.1.5 Password

Login password can be modified anytime. Tick the Save Password box to bypass the
password entry upon opening the AhsayOBM.

P I’Ofl|e Password
Genera\ Change Password

| save password
Contacts

Time Zone

Encryption Recovery

Password

Security Settings

Save Cancel

NOTE

The Save password option may not be available. This depends on the settings of your backup
service provider. Please contact your backup service provider for more information.

To modify the password, follow the instructions below:

1. Click Change Password button.

Change Password

2. Enter the current password and click Next.

Change Password

Please confirm current password




3. Enter the New Password and re-enter the new password then click OK to return to the
main screen.

Change Password

New Password

Re-enter password

4. Click Save to store the updated password.
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9.1.6 Authentication

You can use the Authentication function to:

@ Change the “Password”.

@ Enable or disable the “Two-Factor Authentication”.

@ Add one or more device(s) registered for Two-Factor Authentication (2FA).

Please refer to the Ahsay Mobile App User Guide for Android and iOS — Chapter

NOTE

6.3.1 for the detailed step-by-step procedure.

Remove one or more device(s) registered for Two-Factor Authentication (2FA).

@ Re-pair mobile device with AhsayOBM account.

®  View details of the “Last Successful Login”.

NOTE

For Two-Factor Authentication (2FA), you can register your mobile device on both Ahsay Mobile
app and a third-party authenticator apps (e.g. Authy, Duo, Google Authenticator, Microsoft
Authenticator, LastPass Authenticator etc.).

Profile

General
Contacts
Time Zone

Encryption Recovery

Authentication

Password
Change Password
Save password

Two-Factor Authentication

Require Authenticator App to sign in your account during startup

off |

Last Successful Login

No login record

Save Cancel

i
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Password

Login password can be modified anytime. Tick the Save Password box to bypass the
password entry upon opening AhsayOBM.

Profile

General
Contacts

Time Zone

Encryption Recovery

Authentication

Password
 Change password
Save password

Two-Factor Authentication

Require Authenticator App to sign in your account during startup

off [ |

Last Successful Login

No login record

The Save password option may not be available. This depends on the settings of your backup
service provider. Please contact your backup service provider for more information.

NOTE

To change the password, follow the instructions below:

1. Click the Change Password.

Profile

General
Contacts
Time Zone

Encryption Recovery

www.ahsay.com

off [ |
Authentication

Password

| Save password

Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Last Successful Login

No login record




2. Enter the current password.

Change Password

Please confirm current password

3. Enter the new password and re-enter it for authentication purposes. Click OK to return
to main screen.

Change Password

New Password

4. Click Save to store the settings.

P rOﬂ I = Password
Change Password
General
[ "] save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

off | |

Encryption Recovery

Authentication

Last Successful Login

No login record
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Two-Factor Authentication
To enable the two-factor authentication feature, follow the instructions below:

NOTE
The Ahsay Mobile app or a third-party authenticator apps is needed for 2FA.

1. Go to Settings > Authentication > Two-Factor Authentication.

Profile password
© change Password
General e
Save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery

off | |
Authentication

Last Successful Login

No login record

Save Cancel

2. Swipe lever to the right to turn it on.

For the detailed step-by-step procedure on how to add a mobile device, please refer to
Ahsay Mobile App User Guide for Android and iOS — Chapter 6.3.1

Profile password
Change Password |
General
Save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery

on q
Authentication Registered Mobile Device(s)
Add

Last Successful Login

Mo login record
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To remove a mobile device, follow the instructions below:

1. Click the i button on the right side of the registered mobile device. In this example
we are going to delete the mobile device named “Galaxy A70”.

. ~
PI’OfI |e Password
Change Password
General
Save password
Contacts
Time Zone Two-Factor Authentication
i Require Authenticator App to sign in your account during startup
Encryptlon Recovery
on T |
AUthenUCaUOn Registered Mobile Device(s)
M Ahsay Mobile o i
Galaxy A70
D Re-pa with authenticator b '.
a Google Authenticator o i
E Microsoft Authenticator [ i
a MyAuthenticator & i
Add
) v
Last Successful Login

2. A confirmation message will appear, click Yes to proceed. Otherwise, click No.

9 Are you sure you want to delete the registered Mobile Device for Two-Factor
"  Authentication feature?




3. Mobile device is successfully removed.

www.ahsay.com

Profile

General
Contacts
Time Zone

Encryption Recovery

Authentication

Password

[ ] save password

Two-Factor Authentication

Require Authenticator App to sign in your account during startup

on =

Registered Mobile Device(s)

m Ahsay Mobile

Google Authenticator

E Microsoft Authenticator

E MyAuthenticator

Last Successful Login

Time: 10/09/2021 11:25 (CST)
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To disable the two-factor authentication feature, follow the instructions below:

NOTE
Sliding the switch to right hand side will only turn off the two-factor authentication but it will
not automatically delete the registered mobile device(s) for Two-Factor Authentication. If you
need to delete the registered mobile device(s), this must be done manually first before
disabling Two-Factor Authentication

1. Swipe the lever to the left to turn it off.

3 ~
Profile Password
Change Password
General
Save password
Contacts
Time Zone Two-Factor Authentication
. Require Authenticator App to sign in your account during startup

Encryption Recovery

on e |
AU[hen[lcatlon Registered Mobile Device(s)

Galaxy A70 -
Re-pair with authenticato - L
E Ahsay Mobile [ I
Add

Last Successful Login

Time: 10/09/2021 11:25 (CST)

IP address: INIINIEGIGEE

Browser / App: OBM

Mobile Device: Galaxy A70 -

2. Click Save to save the settings.

P I’Ofl |e Password
Change Password
General
Save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery

off |
Authentication

Last Successful Login

Time: 10/09/2021 11:25 (CST)

1P address: [INNGNG
Browser / App: OBM

Mobile Device: Galaxy A70
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Re-pair with authenticator

AhsayOBM supports “Re-pair with authenticator” feature that enables user to re-pair their
AhsayOBM account with Ahsay Mobile Authenticator as long as the mobile device used for
2FA is still registered in AhsayOBM. This feature is used when:

© the registered profile for the 2FA is removed from the Ahsay Mobile app.

© the Ahsay Mobile app is accidentally uninstalled from the mobile device.

" ~
PrOﬂ |e Password
Change Password
General
Save password
Contacts
Time Zone Two-Factor Authentication
) Require Authenticator App to sign in your account during startup

Encryption Recovery

on L |
AU[henUCE‘UOr\ Registered Mobile Device(s)

Galaxy A70 -
Re-pair with authenticator b i
E Ahsay Mobile [ i
Add

Last Successful Login

Time: 10/09/2021 11:25 (CST)

IP address: N

Browser / App: OBM

Mobile Device: Galaxy A70 -

Save Cancel
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Last Successful Login

Displays the Date, Time, IP address, and Browser / App and the registered Mobile Device
used during last log in.

© Time - the date and time the user last logged in.
© |IP address — the IP address used to login.

© Browser / App — the browser or app used to login to AhsayCBS User Web Console or

AhsayOBM.
© Mobile Device — the name of the device used for authentication when 2FA is enabled.
0 ~|
PrOﬂ |e Password
Change Password
General
Save password
Contacts
Time Zone Two-Factor Authentication
X Require Authenticator App to sign in your account during startup

Encryption Recovery

on q
AU[hem[lca“OH Registered Mobile Device(s)

Galaxy A70 -
Re-pair with authenticator ﬁ
E Ahsay Mobile [~ I
Add

Last Successful Login

Time: 10/09/2021 11:25 (CST)

IP address: INIININIEIGNGE

Browser / App: OBM

Mobile Device: Galaxy A70 “

Below is the screenshot if there is no login record yet.

. "~
P I’Oﬂ | = Password
Change Password
General . -
[] save password
Contacts
Time Zone Two-Factor Authentication
. Require Authenticator App to sign in your account during startup
Encryption Recovery
on C_ |
thentication Registered Mobile Device(s)
E Redmi Note 8 X
EMnblleuser‘l X
Last Successful Login
Mo login record |
(¥
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9.1.7 Security Settings

The Security Settings option is for backward compatibility with Twilio Two-Factor
Authentication. It will only be visible if Twilio Two-Factor Authentication was enabled
on the user account on pre-v8.5.0.0 AhsayOBM versions.

Phone numbers that will be used for sending sms authentication will be listed here and will
show the status if it is verified or not. You can also add phone numbers here that can be used

for sending the sms authentication

Profile

General
Contacts
Time Zone

Encryption Recovery

Password

Security Settings

To add a phone number, follow the instructions below:

1. Click the Add.

Add

2. Select the country code and enter the phone number then click Add.

Security Settings

Phone numbers for SMS authentication

Philippines (+63) - N Verified X
Philippines (+63) - I Not verified | X

Add

Security Settings

Andorra (+376)

3. Click Save to save the added phone number.

Please enter a new phone number for SMS authentication

L

Save Cancel




To delete a phone number, follow the instructions below:

1. Click the [X] button next to the phone number that you want to delete.

Profile

General

Contacts

Time Zone
Encryption Recovery

Password

ecurity Settings

Security Settings

Phone numbers for SMS authentication

Philippines (+63) - I vVerified |

Philippines (+63) - I Mot verified [

Add

2. Click Save to delete the phone number.

www.ahsay.com
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9.2 Language

The list of available languages depends on the backup service provider.

9.3 Information

The information icon displays the product version and system information of the machine where
the AhsayOBM is installed.

Version

Virtual Machine
Vendor

Live Threads
Daemon Threads
Total Threads Started

Heap Size
Operating System

Architecture
Number of Processors

Physical Memory
Swap Space

VM Arguments

P

9.4 Backup

(® Ahsayosm

8.5.2.28

Open|DK &4-Bit Server VM Version 25.181-b13
Qracle Corporation

13 (Current) / 15 (Peak)
9
34

47,679 kbytes (Current) / 699,382 kbytes (Maximum)

Linux Version 3.10.0-514.10.2.el7.x86_64
amdé4
4

Committed Virtual Memory 4,027.952 kbytes

906,040 kbytes (Free) / 3,882,052 kbytes (Total)
2,972,060 kbytes (Free) / 3,145,724 kbytes (Total)

-Xrs -Xms128m -Xmx768m -XX:MaxDirectMemorySize=512m
-Dsun.nio.PageAlignDirectMemory=true -Djava.library.path=.../LinX64 hd

et

© 2020 Ahsay Systems Corporation. All Rights Reserved.

Close

This feature is used to run the backup set/s.

0

| B |

Backup

To start backing up, follow the instructions on Chapter 10: Running Backup Jobs.
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9.5 Backup Sets

A backup set is a place for files and/or folders of your backed-up data. This feature allows the
user to select files individually or an entire folder to backup. It is also used to delete backup
set/s.

Backup Sets

To create or modify a backup set, follow the instructions on Chapter 8: Creating a File Backup
Set.

Backup Set Settings

Below is the list of configurable items under the Backup Sets:
e General
e Source

e Backup Schedule

e Destination
e In-File Delta

e Retention Policy

e Command Line Tool

e Bandwidth Control

e Others
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General

This allows the user to modify the name of the backup set.

AhsayOBM = =] x
E Sample Backup Set 01 General
Name
Source nnsk
centos7
Backup Schedule
Destination
Show advanced settings
Delete this backup set
To modify the backup set name, follow the instructions below:
1. Enter the new backup set name on the Name field.
2. Click the [Save] button to save the new backup set name.
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Source

This allows the user to select from the available options when selecting a backup source.

AhsayOBM - -] x
m Sample Backup Set 01 Backup Source » Quick or
Select the files and folders that you want to backup ShortCUt
General 7] E@ root
Filter » Filter
Backup SChEdUIG Apply filters to the backup source
. . off |
Destination L
Show advanced settings }would like to:choose the files to backup » Advanced
Backup
Source

There are three (3) different ways to select files and/or folders to back up:

Option Description

. This allows the user to back up files and/or
Quick or )
folders in the selected backup source
Shortcut :
entirely.
Filter This allows the user to select or exclude
files and/or folders from the backup job.
Advanced This allows the user to select files and/or
Backup o
folders individually to back up.
Source

www.ahsay.com
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Option no. 1: Quick or Shortcut

This option allows the user to quickly select a backup source to be backed up.

—

ackup Source

| [@ root

Select the files and folders that you want to backup

To select files and/or folders to back up using the Quick or Shortcut option, follow the steps

below:

1. Select a backup source.

Backup Source

| [@f root

Select the files and folders that you want to backup

2. Click the [Save] button to save the selected backup source.

Option no. 2: Filter

The Filter Backup Source is an alternative way to select a backup source which does not

require Windows User Authentication login password even if the backup schedule is enabled

unless the filter backup source is located on a network drive.

Ler

Apply filters to the backup source

off

To select files and/or folders to back up using the Filter Backup Source, follow the steps below:

1.

Swipe the lever to the right to turn on the filter setting.
Ler

Apply filters to the backup source

on e |

Click the [Add] button to create filter.

Existing filters
+ Add new filter

Assign a desired name to the backup filter.

92



New Backup Filter
Name

Filter-1

4. Select from the options below.

For each of the matched files/folders under top directory
@) Include them
Exclude them

Exclude all unmatched files/folders

Match filesfolder names by

@ Simple comparison | ends with  w

Regular expression (UNIX-style)

5. Inthis example, all files and/or folders that end with the letter ‘X’ will be included in the
backup job. You can add multiple patterns here.

Existing patterns to match

N

Add

6. Select whether you would like to apply the filter to all files and/or folders in all hard disk
drives or to a specific folder only. If ‘This folder only’ is selected, click the [Change] button
to select the specific folder that you would like to apply the filter to.

Apply this filter to all files/folders in
All hard disk drives
#) This folder only

/root/Documents Change

Apply to
| File || Folder

7. Click the [OK] button to save the created filter, then click the [Save] button to save the
settings. Once you run a backup, all files and/or folders that match the applied filter will be
backed up.

8. Multiple backup filters can be created.

Existing filters
Filter-1
froot/Documents
Filter-2
All hard disk drives

Add




Option no. 3: Advanced Backup Source

The Advanced Backup Source is another way to select a backup source which does not require
Windows User Authentication login password even if the backup schedule is enabled unless
the advanced backup source is located on a network drive.

Advancec

Folders
-0/
OC3bin 2
o O[3 boot
=0
o [0 dev
O Fetc
o [J(F home
O lib
D libs4
o= O media
o 0T mnt
o O3 opt
o [T root
o= [J 3 root\temp
O sbin
e O srv
o O tmp
o O[T usr v

L I Ve, PV

Show files

To select files and/or folders using the Advanced Backup Source, follow the steps below:

1. Inthe Source window, select ‘| would like to choose the files to backup’.

would like to choose the files to backup

2. Inthe Advanced Backup Source window, select ‘Show files’ to display the files inside each
folder, then select the files and/or folders that you would like to back up.

Advanced Backup Source
Folders Name Size Date modified
¢ O root O3 root

o O] .cache A @ [) AhsayACB_UserGuideforWindows_version.. ~ 14KB  10/07/2018 17:24
o= O] .config [ AhsayCBS_version7_UserGuide.docx 14KB  10/07/201817:24
o O3 .dbus [} AhsayOBM_version7_QuickStartGuide.docx 14KB 10/07/2018 17:24
o O[3 java [ BackupSolution.txt 7k8 17/12/2018 14:27
o 0T Jocal O [ LogFile.txt 7KB  17/12/201814:27
o O[3 mozilla O [ LogFile_2017.txt 7KB 17/12/2018 14:27
o O3 .obm 'O [} LogFile_2018.txt 7k8 17/12/2018 14:27
e O3 pki '@ [ version7_AhsayMOB_UserGuideAndroid.d.. ~ 14KB  10/07/2018 17:24
o O ssh
o (J 9 Andie
¢ (J =3 Desktop

B8 P

o~ [0 (3 Documents_2
o [J 3 Downloads
o (0 Log-Test

o [0 3 Music

o [J 3 Pictures v
P P

| Show files Items per page | s0 Vv | Page 1/1 w

Cancel

3. Click the [OK] button to save the selection, then click the [Save] button to save settings.
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In selecting files and/or folders to back up, the three (3) options are combinable and can be
used simultaneously. Please refer to the example scenarios below for details:

Scenario 1 (Quick or Shortcut + Filter)

You can use the quick or shortcut option and apply filter to the selected backup source at the
same time. To use this type of combination, follow the steps below:

1. Choose a backup source.

Backup Source
Select the files and folders that you want to backup

v ﬁ root

2. Create a filter which will be applied to the backup source.

ew Backup Filter

MName
contains a
For each of the matched files/folders under top directory

#) Include them
Exclude them

Exclude all unmatched files/folders

Match file/folder names by
® Simple comparison | ends with  w

Regular expression (UNIX-style)
Existing patterns to match

2
Add
Apply this filter to all files/folders in

®) All hard disk drives
This folder only

3. Click the [OK] button to save the created filter, then click the [Save] button to save settings.

\
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Scenario 2 (Quick or Shortcut + Advanced Backup Source)

You can use the quick or shortcut option and select files and/or folders in the advanced backup
source at the same time. To use this type of combination, follow the steps below:

1. Choose a backup source.

Backup Source
Select the files and folders that you want to backup

v ﬁ root

2. Inthe source window, click ‘I would like to choose the files to backup’ and select the files

and/or folders that you would like to back up

would like to choose the files to backup

Advanced Backup Source

Folders
- O/
O3 bin
o O[3 boot
-0
o O dev
= O et
o [0 home
Oglib
O lib64
o O media
o O mnt
o O opt
o O root
o= (=3 root\temp
O sbin
e O s
o~ D& tmp
o O usr

P W Vo O

| Show files

Cancel

3. Click the [OK] button to save the selection, then click the [Save] button to save settings.

:
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Scenario 3 (Filter + Advanced Backup Source)

You can use the filter backup source and choose files and/or folders in the advanced backup
source at the same time. To use this type of combination, follow the steps below:

1. Create afilter.
Filter

Apply filters to the backup source
on B |
Existing filters
contains a
All hard disk drives

Add

2. Inthe source window, select ‘I would like to choose the files to backup’ to choose files
and/or folders that you would like to back up.

would like to choose the files to backup

Advanced Backup Source
Folders Name Size Date modified
¢ O3 root O root

o (O3 cache A @ [} AhsayACB_UserGuideforWindows_version..  14KB 10/07/2018 17:24
o O config [ AhsayCBS_version7_UserGuide.docx 14KB 10/07/2018 17:24
o (O .dbus [} AhsayOBM_version7_QuickStartGuide.docx ~ 14KB  10/07/2018 17:24
o O java [ BackupSolution.txt 7K8B 17/12/2018 14:27
o O] Jocal O [ LogFile.txt 7KB 17/12/2018 14:27
o (O3 mozilla O [ LogFile_2017.txt 7KB 17/12/2018 14:27
o O .0bm O [} LogFile_2018.uxt 7KB  17/12/2018 14227
o O3 pki [} version7_AhsayMOB_UserGuideAndroid.d.. ~ 14KB  10/07/2018 17:24
o O ssh
o [J 3 Andie

o ([ Desktop
O  Documents

o [0 3 Documents_2

o (J 3 Downloads

o ([ Log-Test

o O[3 Music

o [J (T Pictures v

e L Dol

V| Show files Items per page | s0 v Page 1/1 w

Cancel

3. Click the [OK] button to save the selection, then click the [Save] button to save settings.
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Backup Schedule

This allows the user to assign a backup schedule for the backup job to run automatically.

m Sample Backup Set 01 Schedule
Run scheduled backup for this backup set

General on |
SOUrce Existing schedules

Backup Schedule
Bad«'up Schedule Daily (Everyday at 20:00)

\ - B e

Destination

Show advanced settings

Delete this backup set

To configure a backup schedule, follow the steps below:

1. Swipe the lever to the right to turn on the backup schedule setting. The backup schedule is
configured as “Daily at 20:00” by default.

Schedule
Run scheduled backup for this backup set

on 1

Existing schedules

@ Backup Schedule
Daily (Everyday at 20:00)

2. Select an existing backup schedule to modify or click the [Add] button to create a new one.

Existing schedules
Backup Schedule
Daily (Everyday at 20:00)

= 7
A

3. Inthe New Backup Schedule window, configure the following backup schedule settings.

© Name - the name of the backup schedule.

© Type - the type of the backup schedule. There are four (4) different types of backup
schedule: Daily, Weekly, Monthly and Custom.
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@  Daily — the time of the day or interval in minutes/hours when the backup job will
run.

New Backup Schedule

Name
| Daily-1

Type

Daily L%

Start backup

at W 00 w100 W
Stop

until full backup completed w

«| Run Retention Policy after backup

@  Weekly — the day of the week and the time of the day or interval in minutes/hours
when the backup job will run.

New Backup Schedule

Mame
Weekly-1

Type
Weekly w

Backup on these days of the week
sun Mon Tue Wed Thu Fri || Sat

Start backup
at W 00 w100 w
stop

until full backup completed w

| Run Retention Policy after backup

@  Monthly — the day of the month and the time of the day when the backup job will
run.

ew Backup Schedule

Name
Monthly-1

Type
Monthly w
Backup on the following day every month
® Day 1 v
First Sunday

Start backup at

00 w 1|00 w |on the selected days

Stop

until full backup completed w

«| Run Retention Policy after backup

www.ahsay.com 99




www.ahsay.com

@  Custom - a specific date and the time when the backup job will run.

ew Backup Schedule

Name

Custom-1
Type
Custom W

Backup on the following day once

2020 || December wf || 31 w

Start backup at

00 w 1100 w

Stop

until full backup completed w

«| Run Retention Policy after backup

Start backup — the start time of the backup job.

@  at — this option will start a backup job at a specific time.

@  every — this option will start a backup job in intervals of minutes or hours.

o minute interval, 1, 2, 3, 4, 5, 6, 10, 12, 15, 20, or 30 minutes

o hourly interval, 1, 2, 3, 4, 6, 8, 10, or 12 hours

Start backup Start backup
every w || 1 minute W every w || 1 minute W
Stop ~ Stop 30 minutes  *
until full bg 2 Minutes until full b
3 minutes 2 hours
+| Run Retg 4 minutes | Run Retg 3 hours
5 minutes 4 hours
6 minutes & hours
10 minutes 8 hours
12 minutes 12 hours v

Here is an example of backup set that has a daily and weekly backup schedule.

o
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(wn]
[AB)

<up Schedule New Backup Schedule

MName Name

Daily-1 Weekly-1

Type Type
Weekl

Daily v sV ™

Backup on these days of the week

Start backup Mon [#]Tue [Iwed [ Thu []Fri

Sun

every w | |4 hours v start backup

4 hours v

Stop every w

until full backup completed Stop

until full backup completed

+| Run Retention Policy after backup

+| Run Retention Policy after backup

Sat

Daily backup schedule runs daily every 4 hours while the weekly backup schedule run

on Tuesday and Thursday every 4 hours.

Both are running every 4 hours but the priority backup schedule will still be the Daily

backup schedule. Weekly backup schedule will run after the daily backup schedule.

Stop — the stop time of the backup job. This only applies to schedules with start

backup “at” and is not supported for periodic backup schedule (start backup “every”)

complete. This is the configured stop time of the backup job by default.

@ until full backup completed — this option will stop a backup job once it is

=  after (defined no. of hrs.) — this option will stop a backup job after a certain

number of hours regardless of whether the backup job has completed or not. This

can range from 1 to 24 hrs.

The number of hours must be enough to complete a backup of all files in the
backup set. For small files in a backup, if the number of hours is not enough to
back up all files, then the outstanding files will be backed up in the next backup
job. However, if the backup set contains large files, this may result in partially

backed up files.

For example, if a backup has 100GB file size which will take approximately 15
hours to complete on your environment, but you set the “stop” after 10 hours, the
file will be partially backed up and cannot be restored. The next backup will

upload the files from scratch again.

The partially backed up data will have to be removed by running the data integrity

check.

As a general rule, it is recommended to review this setting regularly as the data

size on the backup machine may grow over time.

© Run Retention Policy after backup — if enabled, the AhsayOBM will run a retention
policy job to remove files from the backup destination(s) which have exceeded the

retention policy after performing a backup job.

4. Click the [OK] button to save the configured backup schedule settings.

5. Click the [Save] button to save settings.

6. Multiple backup schedules can be created.

www.ahsay.com
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Schedule

Run scheduled backup for this backup set
on C

Existing schedules

Daily-1
Daily (Everyday at 18:00)
@ Weekly-1
Weekly - Saturday (Every week at 19:00)

@ Monthly-1
Monthly - The Last Weekday (Every month at 20:00)

Custom-1
Customn (12/31/2020 at 21:00)

www.ahsay.com
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Destination

This allows the user to view the current backup mode and existing storages and add additional

storage destinations.

AhsayOBM

m Sample Backup Set 01 Destination

Backup mode

Generai
Source Existing storage destinations
G AhsayCBS
Backup Schedule Host: 10.90.10.11:443
Destination o
A v
In-File Delta

Retention Policy
Command Line Tool
Bandwidth Control

Others

Hide advanced settings

Delete this backup set

There are two (2) different types of backup mode in performing a backup:

Sequential

Description

This is the configured backup mode by default. This backup mode
will run a backup job to each backup destination one by one.

Concurrent .
simultaneously.

This backup mode will run a backup job to all backup destinations

Comparison between Sequential and Concurrent Backup mode

Backup mode

Sequential

» Takes less resources in the
local machine (e.g. memory,
CPU, bandwidth, etc.) to
complete a backup job.

» Backup job is slower than
in concurrent mode since
the backup job will upload
the backup data to the
selected backup
destinations one at a time.
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» Backup job is faster than in » Requires more resources

Sequential mode. in the local machine (e.g.
memory, CPU, bandwidth,
Concurrent .
» Maximum number of etc.) to complete a backup
concurrent backup destinations job.

can be configured.

To modify the Backup mode, follow the steps below:
1. Go to Backup Sets, then choose a backup set.
1. Select the [Destination] tab in the backup set settings.

2. Click the drop-down button to select a backup mode.

Destination
Backup mode

Sequential w

3. If“Concurrent” is selected, click the drop-down button to select the no. of maximum
concurrent backup destinations.

Maximum concurrent backup destinations

e L

4. Click the [Save] button to save the selected backup mode.
To add a new storage destination, follow the steps below:

1. Click the [Add] button.

Existing storage destinations
O AhsayCBS
Host: 127.0.0.1:80

Add

2. Click the drop-down button to select a backup destination.

New Storage Destination / Destination Pool

MName

Destination storage

(9 AhsayCBs v

(<) AhsayCBS

E Local / Mapped Drive / Removable Drive
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3. Ifthe Local / Mapped Drive / Removable Drive is selected, click the [Change] button to
select a new storage destination, then click the [Test] button to validate access to it.

Destination storage

| B Local / Mapped Drive / Removable Drive v |

Local path
/root/test Change

4. If there is an added storage destination, click the [OK] button to save the added one. Then
click the [Save] button to save the updated backup mode and the added storage destination.
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In-File Delta

In-file delta technology is an advanced data block matching algorithm which is capable to pick up the
changes (delta) of file content between two files.

AhsayOBM = o x

m Sample Backup Set 01 In-File Delta
Enable In-File Delta incremental / differential backup

General on |

Default type

Source

Incremental v‘
BaCkup SChedUle Show advanced settings

Destination

In-File Delta

Retention Policy
Command Line Tool
Bandwidth Control
Others

Hide advanced settings

There are two (2) default types of In-File Delta:

In-File Delta Type ‘ Description

The delta is generated by comparing with the last uploaded full file only.

Differential Delta generated with this method will grow daily and uses more bandwidth.

This is the configured In-file delta by default. The delta is generated by
Incremental comparing with the last uploaded full of delta file. Delta generated with this
method is smaller and uses the least bandwidth.

In-File Delta Type, Incremental and Differential Pros and Cons

Differential restore is faster than with incremental as it is only required to merge the full file with one
differential delta file. To restore up to the required point-in-time. Backup process is slower than
incremental delta backup as differential detla files are larger, it may take longer to generate. The
larger file will also take longer to upload to the backup destination.

As differential delta files are larger than incremental delta files, more storage is required. Incremental
backup process is faster as incremental delta files are smaller than differential delta files are quicker
to generate. The small file will also take time to upload to the backup destination.

As incremental delta files are smaller than differenial delta files less storage qouta is required.
Restore is slower than differential delta. As the full file and all the individual incremental delta files up
to the required point-in-time. The merging of many incremental delta files with the full files takes much
longer.
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In-File Delta Type ‘

Pros

» Backup speed is faster than
Full backup.

> Restoration is faster than data

>

>

Cons

Backup process is slower than
Incremental In-File Delta backup.

Restoration is slower than data

required.

Differential backup with Incremental In-File backup with Full backup.
Delta.
Less storage space is need than
a Full backup.
» Backup process is fastest » Restoration is slowest among all
among all three (3) types; Full, three (3) types; Full, Differential,
Differential, and Incremental and Incremental.
Incremental » Least storage space is » For restoration, the full file and all

deltas that does not chain up to the
required point-in-time may result to
broken delta chain.

To configure the in-file delta settings, follow the instructions below:

1. Slide the lever to the right to enable the In-File Delta.

In-File De

on

Default type

Incremental w

td

Enable In-File Delta incremental / differential backup

Show advanced settings

o

2. Click the drop-down button to choose an In-File Delta type, then click [Show advanced
settings] to display all the configurable items.

Default type

Incremental w

Show advanced settings

3. Click the drop-down button to specify the In-File Delta block size. This is configured as “Auto”

by default.

Auto W | Bytes

In-File Delta block size

4. Click the drop-down button to select how much of the file size (MB) the In-File Delta logic will
apply to. By default, the In-File Delta logic is configured to apply to files larger than 25 MB.

25

Only apply In-File Delta to files larger than

v | MB
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5. Afull file will be uploaded when either of these conditions is met. This setting can also be

configured.

Upload full file when either of these conditions is met

| Number of deltas is over {100 (¥

| Delta ratio (delta file size / full file size) is over | 50 w#

| Failed to generate delta file

© This allows the user to configure a different In-File Delta setting to override the default

In-File Delta.

e Weekly variations — for example, you set Sunday to perform a full backup,
for the rest of the week, a backup based on the default In-File Delta will be

run.

Weekly variations for overriding default type

Sunday
Monday
Tuesday

Wednesday

Thursday
Friday

Saturday

e Yearly variations — for example, you set a particular day in January to

perform a full backup, for the rest of the year, a backup based on the default

In-File Delta will be run.

January
February
March
April
May

June

Yearly variations for overriding default type and weekly variations
| July

| August

September

| October

November

| December

This allows the user to specify which day of the selected months in yearly
variations the backup job will be run. (e.g. First of January, March, May...)

®) Day |1 v

Day of the selected months in yearly variations

6. Click the [Save] button to save the modified In-File Delta settings.
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Retention Policy

When the AhsayOBM identifies files and/or folders that are deleted, updated, or with updated
permission/attributes during a backup job, these files and/or folders will then be moved from the data
area to the Retention area.

Retention area is a place used as a temporary destination to store these files (deleted, updated, or
with updated permission/attributes during a backup job). Files and/or folders in the retention area can
still be restored.

The Retention Policy is used to control how long these files remain in the retention area when they
are removed which can be specified in the number of days, weeks, months, or backup jobs. Retained
data within all backup destinations (e.g. AhsayCBS, local drive, SFTP/FTP, and cloud storage) are
cleared by the retention policy job.

The default Retention Policy setting for a File Backup Set is 7 days, but the appropriate Retention
Policy setting depends on individual, contractual, or regulatory requirements.

AhsayOBM = o x
E Sample Backup Set 01 Retention Policy
How to retain the files in the backup set, which have been deleted in the backup
General e
(®) Simple
Source () Advanced
Keep the deleted files for
Backup Schedule ¢ .
P 7 v || Dayls) w
Destination
In-File Delta
Retention Policy
Command Line Tool
Bandwidth Control
Others
Hide advanced settings
Delete this backup set
NOTE

There is a trade-off between the retention policy and backup destination storage usage. The higher the retention
policy setting, the more storage is used, which translates into higher storage costs.
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There are two (2) different types of Retention Policy:

Type Description
A simple retention policy is a basic policy where the retained files (in the retention
Simple area) are removed automatically after the user specifies the number of days or
backup jobs.

An advanced retention policy defines a more advanced and flexible policy where the
Advanced retained files (in the retention area) are removed automatically after a combination of
user defined policy.

Comparison between Simple and Advanced Retention Policy

Control Simple Advanced
7
Backup Jobs F:an keep the deleted files within 1 to 365 backup ot applicable
job(s)
Can keep the deleted files within 1 to 365 day(s) Can keep the deleted
Days files within 1 to 365
day(s)
Not applicable » Daily
» Weekly
> Monthl
Type y
» Quarterly
> Yearly
» Custom
Not applicable Applicable
User-defined name
WARNING
When files and/or folders in the retention area exceed the Retention Policy setting, they are permanently
removed from the backup set and cannot be restored

To configure a Simple Retention Policy retention policy, follow the instructions below:

1. Select [Simple] from the options, then click the drop-down button to define the number of
day(s) or job(s) when the deleted files will be retained. This is configured as seven (7) days by
default.

Retention Policy

How to retain the files in the backup set. which have been deleted in the backup
source

(® Simple
Advanced
Keep the deleted files for

_;? w || Day(s) w

2. Click the [Save] button to save the configured retention policy settings.



To configure an Advanced Retention Policy, follow the steps below:

1. Select [Advanced] from the options, then click the [Add] button to create.

Ratention Polie
Retention Policy

How to retain the files in the backup set, which have been deleted in the backup
source

simple
e Advanced

Existing advanced retention policies

o= Add new advanced retention policy

2. Assign a desired name to the retention policy.

New Retention Policy

Mame

Daily-1

3. Click the drop-down button to display the retention type, then select one.
Type
Daily W

Daily
Weekly
Monthly
Quarterly
Yearly

Custom
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4. Click the drop-down button to specify the period on which the deleted files will be kept in the

backup set.

The past number of days on which different versions of your files are retained
1] v
1 =
2
3 =
4
: 1 5
6
Fi
: -

[lm T —
5. Click the [OK] button to save the configured advanced retention policy, then click [Save] to
save the settings.

For further details about how to configure an advanced retention policy for each type (Daily, Weekly,
Monthly, Quarterly, Yearly), refer to the examples below:

o Example no. 1: To keep the retention files for the last seven (7) days:

Name

Daily-1

Type
Daily w

The past number of days on which different versions of your files are retained

7 L

o Example no. 2: To keep the retention files for the last four (4) Saturdays:

MName

|Weeky-1 |

Type
Weekly v

The days within a week on which different versions of your files are retained
sun Mon Tue Wed Thu Fri |+ Sat

The number of weeks to repeat the above selection

4 v

e Example no. 3: To keep the retention files for the 15t day of each month for the last three (3)
months:



Name

| Monthly-1

Type
Monthly W

The day within a month on which different versions of your files are retained

ool v

(@) v v

The number of months to repeat the above selection

o Example no. 4: To keep the retention files for the 15t day of each quarter for the last four (4)
quarters:

Name

I Quarterly-1 |

Type

The day within a quarter on which different versions of your files are retained

ool v,

O v w

Months of quarter

|January. April, July, October L

The number of quarters to repeat the above selection

F_
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e Example no. 5: To keep the retention files for the 1st day of each year for the last seven (7)

years:

Name

Yearly-1
Type
' Yearly v
The day within a year on which different versions of your files are retained
- 1
(®) | January v
(@) Day 1 w
W L

U v of (v

The number of years to repeat the above selection

7 v

NOTE
Multiple advanced retention policy can be created.

There are three (3) different ways to enable the Retention Policy:
e Backup Scheduler
e Manual Backup

e Space Freeing Up

Backup Scheduler (Recommended)

To run a retention policy job after a scheduled backup job, follow the steps below:

1. Click the [Backup Schedule] tab in the backup set settings.

E Sample Backup Set 01 Schedule

Run scheduled backup for this backup set

General on [l

Source Existing schedules
Backup Schedule
Bacl"up Cchedule Daily (Everyday at 20:00)
a8 - A - 1
Destination

Show advanced settings

Delete this backup set

2. Select an existing backup schedule or add a new one.
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3.

m Sample Backup Set 01 Schedule

Run scheduled backup for this backup set

General on ]
Source Existing schedules
Backup Schedule
Back up Schedule Daily (Everyday at 20:00)
( =) ) i ‘

Destination

Show advanced settings

Delete this backup set

In the Backup Schedule window, select ‘Run Retention Policy after backup’ to run a

retention policy job after a scheduled backup job.

Backup Schedule

Name

[ Backup Schedule

Type

Start backup at

o v o]

Stop

‘ until full backup completed w

[¥] Run Retention Policy after backup

Delete this backup schedule
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Manual Backup

To run a retention policy job after a manual backup, follow the steps below:

1. Click the Backup icon in the AhsayOBM main interface.

2. Select the backup set that you would like to back up and run the retention policy job on.

Please Select The Backup Set To Backup

Creation Time w

Sample Backup Set 01
Owner: centos?
Last Backup: Tuesday, 24 September 2019 16:33

File

Daily Backup
Owner: centos?
Newly created on Wednesday, 25 September 2019 10:04

File




3. Click Show advanced option to display other settings.

4, Select ‘Run

Choose Your Backup Options
m Sample Backup Set 01

Backup set type
File

Show advanced option

www.ahsay.com

Choose Your Backup Options

m Sample Backup Set 01

Backup set type
File

In-File Delta type

O Full
() Differential
(®) Incremental

Destinations
v G AhsayCBS (Host: 10.90.10.14:443)

Retention Policy
Run Retention Policy after backup

Hide advanced option

Retention Policy after backup’ to run a retention policy job after a backup job.
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Space Freeing Up

To run a retention policy job manually via backup client interface, follow the steps below:

1. Click the Utilities icon in the AhsayOBM interface.

Utilities

2. Select the [Space Freeing Up] tab in the Utilities settings.

Ut| | |t| S Free Up Storage Space

To remove obsolete files from your backup destination according to your retention
policy setting to free up your storage space, select backup set(s). destination(s) and
then press Start.

Data Integrity Check

Space Freeing Up aclestia bagkip Sk

Delete Backup Data

Select a destination

IAII Vl

Decrypt Backup Data
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3. Select the corresponding backup set and destination (e.g. AhsayCBS, local drive, cloud
storage) where you want the retention policy job to run on.

Utilities

Data Integrity Check

Space Freeing Up

Delete Backup Data
Decrypt Backup Data

Free Up Storage Space

To remove obsolete files from your backup destination according to your retention
policy setting to free up your storage space, select backup set(s). destination(s) and
then press Start.

Select a backup set

Sample Backup Set 01 v

Select a destination

AhsayCBS

Local-1 (/root/tmp)
GoogleDrive-1 (Ahsay)

4. Click the [Start] button to run the retention policy job.

Utilities

Data Integrity Check

Space Freeing Up

Delete Backup Data
Decrypt Backup Data

Free Up Storage Space

To remove obsolete files from your backup destination according to your retention
policy setting to free up your storage space, select backup set(s), destination(s) and
then press Start.

Select a backup set

Sample Backup Set 01 (V] |

Select a destination

AhsayOBM Overview.

NOTE

For more details about Space Freeing Up, please refer to Space Freeing Up in Chapter 5

www.ahsay.com
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Command Line Tool

This allows the user to configure pre-backup or post backup command which can be an operating
system level command, a script or batch file, or third-party utilities to run before and after a backup
job.

For example: connecting to a network drive and disconnecting a network drive, stopping a third-party
database (not officially supported by Ahsay) to perform a cold backup and restarting a third-party
database after the backup.

E Sample Backup Set 01 Pre-Backup Command Line Too
Existing custom commands to run before backup
General + Add new pre-backup command line tool
Source
Post-Backup Co and Line Too
Backup Schedule ost-Backup Command Line Tool
Destinati Existing custom commands to run after backup
Esliniien + Add new post-backup command line tool
In-File Delta

Retention Policy
Bandwidth Control
Others

Hide advanced settings

Delete this backup set

Requirements and Best Practices
Error and Exception Handling

Each pre-backup command or batch file should have an error and exception handling. If a pre-backup
command contains an error, although an unhandled error may not hinder the backup job process, and
the backup job is successful, it will result to a status indicating completed backup with warning(s). For
more details about backup report status, please refer to Backup Reports in Chapter 5 AhsayOBM
Overview.

Command or Batch File Compatibility

Make sure that each command (pre-backup and post-backup) are tested thoroughly before including
them to the backup job.

Scheduled Backup

If the scheduled backup job is set to stop after x no. of hours, make sure that the duration of the
running backup job will not be affected. You may need to adjust the number of hours in the backup
schedule configuration. Please refer to Backup Schedule for more details.




Pre-backup Command Limitation

A Windows reboot or shutdown must not be used in the pre-backup command. Otherwise, the
machine will shut down immediately that will result to a status indicating “Backup not yet finished”,
which can be viewed in the AhsayCBS User Web Console. Please refer to AhsayCBS Backup
Reports for more details.

User Profile Backup
Backup Set .

g Backup Report for This User
Settings

View Today v

i Backup Set Destination Start Time End Time Status

Statistics
m Sample Backup Set 01(1568312781514) G AhsayCBS  25-Sep-2019 11112 - Backup not yet finished

EifEE PElE) msamp\e Backup Set 01(1569312781514) @ AhsayCBS  25-Sep-201911:21  25-Sep-2019 11:21  Wam

Post-backup Command Recommendation

It is recommended to include a timeout for a post-backup command to shut down the machine. The
timeout must be adjusted until when the AhsayOBM sends the backup job status to the AhsayCBS.

In this example, the configured post-backup command is to shut down the machine that has a timeout
set to ninety (90) seconds. The machine will shut down automatically after the specified time.

Name

3ackup Command Line Too

Post-Backup-1

Working Directory

frootfusr Change

Command

| shutdown +5 |

This is to ensure that the AhsayOBM has enough time to complete the backup process in order to
send the backup job status to the AhsayCBS before the machine shuts down. See screenshot below:

Show | All v
Type Log Time
o Total New Links = 0 25/09/2019 11:22:05 -~
0 Total Updated Files =0 25/09/2019 11:22:05
o Total Attributes Changed Files =0 25/09/2019 11:22:05
o Total Deleted Files =0 25/09/2019 11:22:05
o Total Deleted Directories =0 25/09/2019 11:22:05
o Total Deleted Links =0 25/09/2019 11:22:05
0 Total Moved Files =0 25/09/2019 11:22:05
o Start running retention policy on backup set "Sample Backup Set 01(1569312781514)", "AhsayCBS(1569312804851)" 25/09/2019 11:22:05
@) Start processing space freeing up on backup set="Sample Backup Set 01 (1560312781514)" destination="AhsayCBS (1569..  25/00/2019 11:22:05
ﬂ Space freeing up on backup set= "Sample Backup Set 01 (1569312781514)" destination="AhsayCBS5 (1569312804851)" is ... 25/09/2019 11:22:05
o Finished running retention policy on backup set "Sample Backup Set 01(1569312781514)", "AhsayCB5(1569312804851)" 25/09/2019 11:22:05
©) Saving encrypted backup file index to 1569312781514/blacks at destination AhsayCBS...
o Saving encrypted backup file index to 1569312781514/blocks/2019-09-25-11-21-41 at destination AhsayCBS... 25/09/2019 11:22:06
@) Start running post-commands 25/09/2019 11:22:06
0 [Post-Backup-1] shutdown +5 25/09/2019 11:22:06
I [Post-Backup-1] Shutdown scheduled for Wed 2019-00-25 11:27:06 HKT, use 'shutdown -c' to cancel. 25/09/2019 11:22:07
@) Finished running post-commands 25/09/2019 11:22:07
o Deleting temporary file /root/ternp/1569312781514/0B5@1569312804851 25/09/2019 11:22:10 w
I Backup completed with warning(s) 25/09/2019 11:22:10
Logs per page |50 W Page [1/1 w
For more details about detailed backup report, please refer to Backup Reports in Chapter 5 AhsayOBM
Overview.



http://download.ahsay.com/support/document/v8/guide_cbs_user_v8.pdf
http://download.ahsay.com/support/document/v8/guide_cbs_user_v8.pdf

There are three (3) fields in the command line tool:

Field Description
The user-defined name of the pre-backup or post-backup
Name
command.
The location in the local machine which the pre-backup or post-
Working Directory backup command will run at, or the location of the command or

created batch file.

The pre-backup or post-backup command which can be defined
Command as a native command or command to execute a batch file,
command, or a VBScript (exclusively for Windows).

Pre-backup Command

A pre-backup command is used to execute an action or process before the start of a backup job. To
create a pre-backup command, follow the steps below:

1. Click the [Add] button.

Pre-Backup Command Line Too

Existing custom commands to run before backup

I‘ Add new pre-backup command line tool

2. Assign a desired name to the pre-backup command.

MName

Pre-Backup-1

ew Pre-Backup Command Line Too

3. Click the [Change] button to locate the working directory of the command.

Working Directory

froot/usr Change
4. Input a command to be run before a backup job. In this example, the pre-backup command

will display all the directories before the backup process.
Command
Is -la

5. Click the [OK] button to save the created pre-backup command, then click the [Save] button

to save settings.

6. Once the backup job is complete, click the

[&

button to display the backup report log

where you can check if the pre-backup command has run successfully.
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Show | All v

Type Log Time

0 Start [ AhsayOBM v8.2.4.0] 25/09/2019 11:47:57

) Saving encrypted backup set encryption keys to server... 25/09/2019 11:47:58 "™
0 Start Backup ... [In-File Delta: Incremental] 25/09/2019 11:47:59

0 Using Temporary Directory frootftemp/1569312781514/0B5@1569312804851 25/09/2019 11:47:59

€ Start running pre-commands 25/09/2019 11:48:00

o [Pre-Backup-1]1s -la 25/09/2019 11:48:00

0 [Pre-Backup-1] total 4 25/09/2019 11:48:00

0 [Pre-Backup-1] drwxr-xr-x. 3 rootroot 19Jun 1908:31. 25/09/2019 11:48:00

o [Pre-Backup-1] dr-xr-x-—-. 29 root root 4096 Sep 2511:29 .. 25/09/2019 11:48:00

o [Pre-Backup-1] drwxr-xr-x. 5 root root 39 Jul 26 14:54 local 25/09/2019 11:48:00

© Finished running pre-commands 25/09/2019 11:48:00
0 Downloading server file list... 25/09/2019 11:48:00

@) Downlaading server file list... Completed 25/09/2019 11:48:01

© Reading backup source from hard disk... 25/09/2019 11:48:02

0 Getting all files which have been moved... 25/09/2019 11:48:02

0 Gertting all files which have been moved... Completed 25/09/2019 11:48:02

o Reading backup source from hard disk... Completed 25/09/2019 11:48:02

© Startvalidating the presence and size of backup data in destination "AhsayCBS"... 25/00/2019 11:48:03

€ Finished validating the presence and size of hackup data in destination “AhsayCBS" 25/00/201911:48:03 ¥
o —a— = e

Logs per page |50 w Page |1/1 w

Post-backup Command

A post-backup command is used to execute an action or process after a backup job. To create a post-
backup command, follow the steps below:

1. Click the [Add] button.

) &)

Post-Backup Command Line Tool

Existing custom commands to run after backup

+ Add new post-backup command line tool

2. Assign a desired name to the post-backup command.

ew Post-Backup Command Line Tool
Mame

Post-Backup-1

3. Click the [Change] button to locate the working directory of the command.
Working Directory

/rootfusr Change

4. Input a command to be run after a backup job. In this example, the post-backup command
will shut down the machine five minutes after the backup process.

Command

shutdown +5

5. Click the [OK] button to save the created post-backup command, then click the [Save]
button to save the settings.



6. Once the backup job is complete, click the [Q button to display the backup report log

where you can check if the post-backup command has run successfully.

=
=
1

—Q0-Q0Q00200R0OD0OD!

Log
Total New Links = 0
Total Updated Files =0
Total Attributes Changed Files = 0
Total Deleted Files =0
Total Deleted Directories =0
Total Deleted Links =0
Total Moved Files =0
Start running retention policy on backup set "Sample Backup Set 01(1569312781514)", "AhsayCBS(1569312804851)"

Start processing space freeing up on backup set= "Sample Backup Set 01 (1569312781514)" destination="AhsayCBS (1569...
‘AhsayCBS (1569312804851)" is c..

Space freeing up on backup set="Sample Backup Set 01 (1569312781514)" destination
Finished running retention policy on backup set "Sample Backup Set 01(1569312781514)", "AhsayCB5(1569312804851)"
Saving encrypted backup file index to 1569312781514/blocks at destination AhsayCES...

Saving encrypted backup file index to 1569312781514/blocks/2019-09-25-11-21-41 at destination AhsayCBS...

Start running post-commands

[Post-Backup-1] shutdown +5

[Post-Backup-1] Shutdown scheduled for Wed 2019-08-25 11:27:06 HKT, use 'shutdown -c' to cancel.

Finished running post-commands

Deleting temporary file /root/ternp/1569312781514/0B5@1569312804851

Backup completed with warning(s)

Logs per page |50 W

Show | All

Time
25/09/2019 11:22:05
25/09/2019 11:22:05
25/09/2019 11:22:05
25/09/2019 11:22:05
25/09/2019 11:22:05
25/09/201911:22:05
25/09/2019 11:22:05
25/09/2019 11:22:05
25/09/2019 11:22:05
25/09/2019 11:22:05
25/09/2019 11:22:05
25/09/201911:22:06
25/09/2019 11:22:06
25/09/2019 11:22:06
25/09/2019 11:22:06
25/09/2019 11:22:07
25/09/2019 11:22:07
25/09/2019 11:22:10
25/09/2019 11:22:10

Page | 1/1

v

NOTE

Multiple commands (pre-backup and post-backup) can be created in the Command Line Tool
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Bandwidth Control

This allows the user to limit the amount of bandwidth used by backup traffic between specified times.
This feature is disabled by default.

m Sample Backup Set 01 Bandwidth Control
Limit the transfer rate when performing backup and restore tasks
General on
Source g
(@) Independent
O sh
Backup Schedule L
. : Existing bandwidth controls
Destination n Add new bandwidth control
In-File Delta

Retention Policy
Command Line Tool

Bandwidth Control

Others

Hide advanced settings

Delete this backup set

There are two (2) modes in assigning a bandwidth control:

Bandwidth Control Type | Description

Independent Each backup and restore has its assigned bandwidth.

All backup and restore operations are sharing the same assigned
Share bandwidth.

NOTE
Share mode does not support performing backup job on multiple destinations concurrently.

To enable the bandwidth control setting, follow the steps below:

1. Swipe the lever to the right to enable the bandwidth control.

Bandwidth Control

Limit the transfer rate when performing backup and restore tasks

or I
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Bandwidth Control
Limit the transfer rate when performing backup and restore tasks

on e |

Maode
#®) Independent
Share

Existing bandwidth controls

o Add new bandwidth control

2. Select a mode: Independent or Share.

Maode
® Independent
Share

3. If you want to add a modified bandwidth control, click the [Add] button.

Existing bandwidth controls

+ Add new bandwidth contral

4. Complete the following fields:
¢ Name — the name of the bandwidth control set.
e Type - the type of enforced bandwidth control period.

e Maximum transfer rate — the maximum bandwidth used.

AhsayOBM = o x

New Bandwidth Control
Name

Bandwidth Control-1

Type
o) Always

Only within this period
Maximum transfer rate

1100 WV | Kibit/s W

5. Click the [OK] button to save the created bandwidth control set, then click the [Save] button to
save settings.
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Others

These are the list of other backup set settings that can be configured.

e Temporary Directory

e Follow Link

e File Permissions

e OpenDirect
e Compressions
e Encryption

E Sample Backup Set 01

General

Source

Backup Schedule
Destination

In-File Delta
Retention Policy
Command Line Tool

Bandwidth Control

Hide advanced settings

Delete this backup set

www.ahsay.com

AhsayOBM

Temporary Directory

Temporary directory for storing backup files

' /root/temp

10.32GB free out of total 25.98GB space in /root/temp
Remove temporary files after backup

Follow Link

Follow link of the backup files

on 1

File Permissions

Backup files' permissions

on C |

OpenDirect

Support of opening backup data directly without restoration

Off I

27



Temporary Directory
The AhsayOBM uses the temporary directory for both backup and restore operations.

For a backup job, it is used to temporarily store:

Temporary Directory
Temporary directory for storing backup files

/root/temp Change

10.32GB free out of total 25.98GB space in /root/temp

v Remove temporary files after backup

e Backup set index files. An updated set of index files is generated after each backup. The
index files are synchronized to each individual backup destination at the end of each backup
job.

¢ Incremental/Differential delta files generated during backups.
For a restore job, it is used to temporarily store:
¢ Full and Incremental/Differential delta files retrieved from the backup destination.

e Merging of the Full and Incremental/Differential delta files as part of the restore process.

NOTES

1. For best practice, the temporary directory should be located on:

o Alocal drive for optimal backup and restore performance. And should not be located on:

o Windows System C:\ drive, as the C:\ drive is used by Windows and other applications. There

will be frequent disk I/O activity which may affect both backup and restore performance.

o A network drive, as it could affect both backup and restore performance.

2. It is recommended to select the ‘Remove temporary files after backup’ option on the backup set to keep
the temporary drive clear.

To change the temporary directory, follow the steps below:

1. Click the [Change] button to select a directory path for storing temporary data.

Temporary Directory
Temporary directory for storing backup files
/root/temp Change

10.32GB free out of total 25.98GB space in /root/temp

| Remove temporary files after backup

2. Click the [Save] button to save settings.



Follow Link

This feature allows the user to enable or disable the follow link which defines the NFTS junction or
Linux symbolic link during backup. This option is enabled by default.

Follow Link

Follow link of the backup files

on B

1. Slide the lever to the right to turn on the Follow Link option. Otherwise, slide to the left to turn
it off.

2. Click the [Save] button to save the settings.

NOTE
Applicable for File Backup Sets only.

File Permissions

This allows the user to enable or disable the backup file permission which backups the operating
system file permission of the data selected as backup source. This option is enabled by default.

o Po

missions

Backup files' permissions

on |

1. Slide the lever to the right to turn on the File Permissions option. Otherwise, slide to the left to
turn it off.

2. Click the [Save] button to save the settings.

NOTE
Applicable for File Backup Sets only

OpenDirect

This option is not supported in any Linux platform.

Support of opening backup data directly without restoration




Compressions

This feature is used to enable the compression of data during a backup job. When the compression is
enabled, the AhsayOBM will comrpress all files before it is backed up to the backup destination(s).
Newly created backup sets are configured to use Fast with optimization for local by default.

Mmpressi
Select compression type

Fast with optimization for local v

There are four (4) different data compression types:

e No Compression

e Normal

e Fast (Compressed size larger than normal)
e Fast with optimization for local

NOTE
The Compression type can be changes anytime even after a backup job. The modified compression type will be
applied on the next run of a backup.

Encryption

This allows the user to view the current encryption settings. The encryption settings can only be
enabled or disabled during the creation of backup set.

Encryption key 000000

nmask encryption key

Algorithm AES
Method CBC
Key length 256 bits

To view the encryption key of the backup set, follow the steps below:
1. Go to Backup Sets, then select a backup set.
2. Click the [Others] tab in the backup set settings.
3. Inthe Encryption, select ‘Unmask encryption key’ to display the encryption key of the backup
set.

cncryption

Encryption key ecccee

nmask encryption Key

Algorithm AES

Method CBC
Key length 256 bits

Encryption

Encryption key AbcDefGhi1234

Mask encryption key
Algorithm AES
Method CBC
Key length 256 hits
NOTE
For more details about encryption settings, please refer to step no. 13 in Chapter 6 Create a Backup

Set.




9.6 Report

This feature allows the user to view the backup and restore reports

There are three (3) functions available for this feature:

e Backup

e Restore

e Usage
9.6.1 Backup

This shows the backup reports. There are four (4) filters that can be applied on this feature:

e Date
e Backup Set

e Destination

e Status
AhsayOBM
RepOI’t Backup Report
From To
BackUp 10 v [Jul w2019 M| [17 v |[Jul w2019 ™ Go
Restore Backup set W | Destination wv | Completion Status
Usage m sample Backup... (8 AhsayCBS Today 14:12 Completed
g m Sample Backup... @ AhsayCBS Today 14:11 Completed
m Sample Backup... @ AhsayCBS Today 10:55
&) sample Backup... @ Ahsaycss Today 10:54 Completed

www.ahsay.com

No. of records per page |50 v

Page [1/1 W
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You can filter and view and backup report using the Date filter.

AhsayOBM

RepOI’t Backup Report

From
Backup 01 v |jul w2019 v | (17 ~ || ul

Usage

www.ahsay.com

Restore Backup set W | Destination

No. of records per page

To
v 2019 W Go
wv | Completion Status
m‘sample Backup Set 02 (@ AhsayCBS Today 14:12 Completed
m Sample Backup Set 03 G AhsayCBS Today 14:11 Completed
m Sample Backup Set 02 @ AhsayCBS Today 10:55
m Sample Backup Set 01 @ AhsayCBS Today 10:54 Completed

Page (1/1 W
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You can filter and view and backup report using the Backup set filter.

Report

Restore

Usage

AhsayOBM

Backup Report

From To

10 » | |Jul v 2019 w 17 &~ || Jul Vv 2019 W
Backup set W | Destination W | Completion
Backup set (3 AhsayCBS  Today 14:12
Sample Backup Set 02 (3 AhsayCBS  Today 14:11
Sample Backup Set 03 (@ AhsayCBS  Today 10:55
SamplE Beckip et (@ AhsayCBS  Today 10:54
—

No. of records per page |50 W

= o x
Go
Status v
Completed
Completed
Completed

Page [1/1 W

You can filter and view the backup report to your selected storage location using the Destination filter.

Report

Restore

Usage

www.ahsay.com

AhsayOBM

Backup Report

From To

10 ™ [ Jul w2019 » 17 & | Jul w | 12019 W
Backup set wv | Destination W | Completion
m Sample Backup Set 02 | Destination Today 14:12
m sample Backup Set 03 |AhsayCBS Today 14:11
m sample Backup Set02 | ARSayCBS Today 10:55
m Sample Backup Set 01 AHISaVERS Today 10:54
No. of records per page |50 v

= o x
Go
Status v
Completed
Completed
Completed

Page [1/1 W
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You can filter and view the backup report with the same status using the Status filter.

AhsayOBM = o x

RepOI’t Backup Report

From To
BackUp 01 w|ljul ~|[2019 | |17 v |lJul w2019 ™ Go
Restore Backup set W | Destination W | Completion Status v
Usage 8] sample Backup set02 @ AhsaycBs  Today 14:12 Status

& m Sample Backup Set 03 (& AhsayCBS Today 14:11 Completed

E Sample Backup Set 02 (@ AhsayCBS Today 10:55 Interrupted

m Sample Backup Set 01 @ AhsayCBS Today 10:54 Completed

No. of records per page |50 v Page [1/1 W

To view the backup log, follow the instructions below:

1. Select and click backup report.

AhsayOBM = o x

Report Backup Report

From To
Backup 01 w|ljul w2019 v | [17 & ||jul w2019 » Go

Restore Backup set v | Destination w | Completion Status v
Usage Back.up s.et m Sample Backup Set 02 X ~

Destination (3 AhsayCBs

Job 17/07/2019 14:11

Time Today 14:11 - 14:12 (HKT)

Status v Completed successfully

New files * 17 [253.9k/308.2k (17%)]

Updated files * 0

Attributes Changed Files * 0

Moved files * 0

Deleted files * 0

* Unit = No of files [Total zipped size / Total unzipped size (compression ratio)]

View log
m Sample Backup Set 03 G AhsayCBS Today 14:11 Completed bd
No. of records per page |50 v Page [1/1 ™

2. Click the [View log] button.

Backup set, Destination, Log Date and Time, and Status can also be filtered as well as the
number of logs per page.



AhsayOBM

Backup set | Sample Backup Set 02 w

Log | 17/07/2019 1411 w

Log

=
5
5

Start [ AhsayOBM v8.2.1.0]
Saving encrypted backup set encryption keys to server...
Start Backup ... [In-File Delta: Full]

Start running pre-commands

Finished running pre-commands
Downloading server file list...
Downloading server file list.. Completed
Reading backup source from hard disk...
Reading backup source from hard disk... Completed
[Mew Directoryl... /

[Mew Directory]... /root

[Mew Directory]... /root/Documents
[Mew Directory]... Jusr

[Mew Directory]... fusr/local

0
o
0
(1]
1]
1]
1]
o
0
0
0
0
0
1]
0
0
e

Logs per page | 50 L]

Using Temporary Directory froot\temp/1563331152587/0B5@1563331204368

[Mew File]... 84% of "/root/Documents/AhsayCloudFileBackupSolution_v10.ppix"
[Mew File]... 100% of "froot/Documents/AhsayCloudFileBackupSolution_w10.pptx"

Destination | AhsayCBS w

Show | All

Time

170772019 14:1 1
1740772019 14:1 1
17/07/2019 1411
17/07/2019 1411
17/07/2019 14:11:
170772019 14:1 1
170772019 1411
1740772019 14118
170772019 14:1 1
17/07/2019 14:1 1
17/07/2019 1411
17/07/2019 14:11:
170772019 14:1 1
170772019 14:1 1
170772019 140112
1740772019 14:1 1
1740772019 14:1 1

Page | 1/1

v

L4

9.6.2 Restore

This shows the restore reports. There are four (4) filters that can be applied on this feature:

e Date
e Backup Set
e Destination

e Status

AhsayOBM

Re p O I’t Restore Report

From

Backup 10 w||jul w||2019 v

Restore Backup set v

Sample Backup Set 03
Usage I}
g E Sample Backup Set 02

E Sample Backup Set 02
m Sample Backup Set 01

No. of records per page | 50

To

17 ~ || Jul

Destination

(@ Ahsaycss
(@ Ahsaycss
(3 AhsayCBs
(3 AhsayCBs

v

v 2019 W

Vv  Job
Today 14:58
Today 14:57
Today 14:57

Today 14:54

& o x
Go

Status v
Completed

Completed

Completed

www.ahsay.com
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You can filter and view and restore report using the Date filter.

Report

Backup

Usage

AhsayOBM = =} x

Restore Report
From To

01 W | [Jul w2019 » 17 w | Jul w2019 W Go

Backup set Destination W | Job Status v

m Sample Backup Set 03 @ AhsayCBS Today 14:58 Completed

m Sample Backup Set 02 @ AhsayCBS Today 14:57 Completed

m Sample Backup Set 02 @ AhsayCBS Today 14:57

m Sample Backup Set 01 @ AhsayCBS Today 14:54 Completed

No. of records per page

You can filter and view and restore report using the Backup set filter.

Page [1/1 W

Report

Backup

Usage

www.ahsay.com

AhsayOBM

Restore Report

From

01 W [Jul w2019 »
Backup set

Backup set

Sample Backup Set 03

Sample Backup Set 02

Sample Backup Set 01

No. of records per page | 50

To

17 w | [Jul W

Destination

(@ AhsayCBss
(@ AhsayCBs
(3 AhsayCBs
(3 Ahsaycss

v

2019 w

v | Job
Today 14:58
Today 14:57
Today 14:57

Today 14:54

& o x
Go

Status v
Completed

Completed

Completed

Page |[1/1 w
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You can filter and view the restore report to your selected storage location using the Destination filter.

AhsayOBM = o x

RepO I’t Restore Report

From To
Backup 01 v ([l w2019 w| |17 v ||ul w2019 v | [Go
Restore Backup set v | Destination W | Job Status v

Sample Backup Set 03 Destination Today 14:58 Completed

Usage IE]

m Sample Backup Set 02 | AhsayCBS Today 14:57 Completed

m sample Backup Set 02 | AhsayCBS Today 14:57

m Sample Backup Set 01 AhiSavCEs Today 14:54 Completed

No. of records per page |50 v Page [1/1 W

You can filter and view the restore report with the same status using the Status filter.

AhsayOBM = o x

Re p O I’t Restore Report

From To

Backup 01 w|ljul w2019 w| [17 v||[ju w2019 v | FGo

Restore Backup set v | Destination W | Job Status v

&) sample Backup seto3 @ Ahsaycss Today 14:58 Status

Usage
m Sample Backup Set 02 (@ Ahsaycss Today 14:57 Completed
m sample Backup Set 02 (& AhsayCBS Today 14:57 Interrupted
m Sample Backup Set 01 (3 AhsayCBs Today 14:54 Completed
No. of records per page |50 W Page |1/1 W™
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To view the restore log, follow the instructions below:

1. Select and click restore report.

AhsayOBM = =] x

Re p O I’t Restore Report

From To
Backup o1 wlljul w2019 w| [17 v |[jul w2019 v | FGo
Restore Backup set v | Destination W | Job Status v

Backup set Sample Backup Set 03 X
Usage R [ seme ;

Destination (9 AhsayCBs

Job 17/07/2019 14:58

Time Today 14:58 - 14:58 (HKT)

Status + Completed successfully

Downloaded files* 1(325.7k)
* Unit = No of files (Download size)

View log

m Sample Backup Set 02 @ AhsayCBS Today 14:57 Completed
[8) sample Backup seto2 (@ Ahsaycss Today 14:57
E Sample Backup Set 01 (@ AnhsaycBs Today 14:54 Completed

No. of records per page |50 W Page |1/1 W

2. Click the [View log] button.

Backup set, Destination, Log Date and Time, and Status can also be filtered as well as the
number of logs per page.

AhsayOBM - o x

Backup set | Sample Backup Set 03 w

Log | 17/07/2019 14:58 w Show | All (%]
Type Log Time
ﬂ Start [ AhsayOBM vB.2.1.0] 17/07/2019 14:58:23
@ Initializing decrypt action... 17/07/2019 14:58:23
@ Initializing decrypt action... Completed 17/07/2019 14:58:23
0 Creating new directory... "/root/Documents_2/root” 17/07/2019 14:58:24
o Creating new directory... "/root/Documents_2/root/Pictures” 17/07/2019 14:58:24
0 Creating new directory... "/root/Documents_2/root/Picturesitest” 17/07/2019 14:58:24
ﬂ Downloading... "froot/Documents_2/root/Pictures/test/Screenshot from 2019-01-00 16-40-31 png" (Total 325k bytes) 17/07/2010 14:58:24
ﬂ Restore Completed Successfully 17/07/2019 14:58:26

Logs per page | 50 L] Page [1/1 w
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9.6.3 Usage

This allows the user to view the storage and usage information in a graphical view for each backup
set and backup destination by date.

Backup

Restore

e Storage

Total Size: displays the total amount of backed up data on the backup destination

AhsayOBM

RepOI’t Usage

Select a destination
(3 Host: 10.90.10.12:443

Select a backup set

m Sample Backup Set 01
Usage From To

10 v | |Jul W |/2019 & 17 w | Jul w

Size (KB)
EN oW B oW
o 6 o & & o

2019 w

Go

13/07/2019 »
14/07/2019 »

11/07/2019 - »
12/07/2019

10/07/2019

Date

= Sample Backup Set 01

statistics

15/07/2019 »

16/07/2019 -,
17/07/2019

The storage statistics of a backup set is updated every time the following functions are run:

1.

2
3
4,
5

www.ahsay.com

Backup job
Periodic Data Integrity Check (PDIC)

Data Integrity Check (DIC)

Space Freeing Up

Delete Backup Data
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Example:

The data transfer statistics will pop up when mouse pointer moves over a specific date.

AhsayOBM
Report Usage
Select a destination
Backup (3 Host: 10.90.10.12:443
Restore Select a backup set
m Sample Backup Set 01 ¥
From To

= =] x

10 & [[Jul w2019 w» 17 w ||Jul ™ []2019 W Go
50
40 IP
=) Date 17/07/2019
el Destination AhsayCBS
L 20 Backup set Sample Backup Set 01
] - Total Size 49.1k
Data transfer
0 Backup 49.1k
Restore 49k
Utilities 0

11/07/2019
12/07/2019 -5
13/07/2019-»
14/07/2019

10/07/2019

=
B

Date

= Sample Backup Set 01

e Data Transfer statistics:

» Backup: displays the amount of data transferred to the backup destination for

backups

17/0

=
=)
=

» Restore: displays the amount of data transferred from the backup destination for

restores

» Utilities: displays the amount of data transferred from the backup destination, when a
Data Integrity Check (DIC) is run with the “Run Cyclic Redundancy Check (CRC)

during data integrity check" option selected
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9.7 Restore

This feature is used to restore backed-up files to its original or alternate location.

(2,

Restore

To restore backed-up files, follow the instructions on Chapter 11: Restoring Data.

9.8 Settings

This allows the User to enable the Proxy Settings.

Settings

There are two (2) functions available for this feature:
e Proxy

e Mobile Backup

9.8.1 Proxy

When this feature is on, AhsayOBM will use a proxy to gain access to the internet.
To enable the Proxy Settings, follow the instructions below:

1. Slide the lever on the right to enable the Proxy Settings.

Settings Proxy (HTTP)

Use proxy to access the Internet
Proxy off | .

Mobile Backup
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2. Complete the following fields:

e |P Address

e Port

e LoginID

e Password

Settings Proxy (HTTP)
Use proxy to access the Internet

-

Mobile Backup I"’ address H"D” |
Login ID
! |
Password
| ...... |
 Test connection

NOTE

Mobile Backup is available if the mobile add-on module is enabled on the user
profile. Please contact your backup service provider for details.

3. Click the [Test Connection] button to validate the connection.

4. Click the [Save] button to store the settings.

9.8.2 Mobile Backup

Mobile Backup (Only available if the mobile add-on module is enabled on the user profile.
Please contact your backup service provider for details.)

You can use the Mobile backup function to:

@  Add one or more device(s) registered for Mobile Backup.

NOTE

Please refer to the Ahsay Mobile App User Guide for Android and iOS — Chapter 7
for the detailed step-by-step procedure.

=  View backed up photos and videos saved in the mobile backup destination.

@ Change the mobile backup destination location to:

* new location in the same machine

*  new machine

= Remove one or more device(s) reqgistered for Mobile Backup.
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http://download.ahsay.com/support/document/v8/guide_ahsay_app_user_v8.pdf

NOTE
For the restore of photos, videos and 2FA accounts to an alternate mobile device, the other mobile
devices must be registered first for mobile backup on AhsayOBM.
* Restore to a different mobile device on the same operating system.

* Restore to a different mobile device on another operating system, i.e., Android to iOS or
iOS to Android.

Settings Mobile Backup
Registered Mobile Device(s)

Proxy -

Mobile Backup

Save Cancel

View backed up photos and videos saved in the mobile backup destination

To view backed up photos and videos saved in the mobile backup destination, follow the
instructions below:

1. Either click the link under the registered mobile device or click the Browse icon on the
right side of the registered mobile device.

Sett| ﬂgS Mobile Backup

Registered Mobile Device(s)

PI’OXY Galaxy A70 . . .
/root/AhsayOBM/Galaxy A70/1631698126418

Mobile Backup  Add or migrate device




2. A new window will be displayed, double-click the blocks folder. Double-click the folder
named in this format “YYYY-MM-DD-hh-mm-ss” which is the date and time of the
backup, this contains the folders where the photos and videos are saved.

> [ root AhsayOBM GalaxyA70 1631698126418 blocks 2021-09-15-17-51-53 0

Type Modified

Folder

Places

17:52

™ Home
[ Desktop
[ Documents

[ root AhsayOBM GalaxyA70 1631698126418 blocks 2021-09-15-17-51-53 0 Q

Places Type Modified

A Home ¥ 2021-09-15-17-51-53 Folder  17:51
[ Desktop & Backup.db 143.4kB Unknown 17:52
[ Documents

[ root AhsayOBM GalaxyA70 1631698126418 blocks 2021-09-15-17-51-53 Q

Modified

Type
Folder

Places
M Home
[ Desktop
[0 bocuments

@ root AhsayOBM GalaxyA70 1631698126418 blocks 2021-09-15-17-51-53 0

Places Name s  Size Type Modified

A Home 8 000000.JPG 1.4MB Image  Sep10
k .

(i Desktop L. 000001.jpg 113.5kB Image  Sep 10

[ Documents -

& Downloads - | 000002.jpg 185.5kB Image Sep 10

dd Music A 000003,jpg 283.8kB Image  Sep 10

P wes & 000004, 271.0kB | Sep 10

jp 3 mage ep
H videos g -

3. Once done, click the [X] button to exit.

Change mobile backup destination location to new location in the same
machine

These are scenarios upon changing the mobile backup destination to a new location in the
same local machine:

© Move to a new location in the same machine with enabled Free up space.

If Free up space is enabled on the Ahsay Mobile app, it is strongly recommended to
copy the previously backed-up photos, videos and 2FA accounts to the new location
to prevent missing data. As some of the backed-up photos, videos and 2FA accounts
have already been removed from the mobile device.

In case the previously backed-up photos, videos and 2FA accounts were not copied
to the new location, even though the backup will re-upload all the photos, videos and
2FA accounts again from the mobile device, this will not include the photos, videos
and 2FA accounts removed by the Free up space feature.

© Move to a new location in the same machine with disabled Free up space.

If Free up space is disabled on the Ahsay Mobile app, there are two (2) options
available, copy the previously backed-up photos, videos and 2FA accounts to the
new location or continue to back up in the new location.



In case the previously backed-up photos, videos and 2FA accounts were not copied
to the new location, the backup will re-upload all the photos, videos and 2FA
accounts again from the mobile device.

To change the mobile backup destination to another drive or folder on the AhsayOBM
machine, follow the instructions below:

Example: Change backup destination from
/root/AhsayOBM/%registered_mobile_device%/%backupsetiD% to /root/MobileBackup

1. From the old location, secure a copy of the previously backed-up photos, videos and

www.ahsay.com

2FA accounts.

Copy the previously backed-up photos, videos and 2FA accounts from the original
location to the new mobile backup destination (if applicable).

Go to Settings > Mobile Backup. Click the Edit icon on the right side of the registered
mobile device.

In this example, the old mobile backup destination is
/root/AhsayOBM/%registered_mobile_device%/%backupsetiD%.

Settl ﬂgS Mobile Backup
Registered Mobile Device(s)

PrOXy Galaxy A70 . . .
root/AhsayOBM/Galaxy A70/1631698126418

Maobile Backup  Add or migrate device

Change path for Backup Destination screen will be displayed. Select a new mobile
backup destination then click OK.

In this example, the new mobile backup destination will be /root/MobileBackup.

Settlﬂgs Mobile Backup
Change path for Backup Destination
PI'O)(y Look jn : |E root iv‘ @ E
" =9 AhsayOBM
Mobile Backup = Clus:dﬂacku Pro
] temp
Folder name : [frootMobileBackup ]
Files of type :|AllFiles [~
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5. Click Save to store the change made.

6. Resume backup of photos, videos and 2FA accounts.

www.ahsay.com

Mobile backup destination is successfully changed to /root/MobileBackup. All mobile
backups will now be saved in this destination.

Settings

Proxy

Mobile Backup

Registered Mobile Device(s)
D Galaxy A70

froot/MobileBackup/Galaxy A70/1631698126418 . . .

NOTE

The %registered_mobile_device% and %backupsetlD% will be appended automatically
to the new mobile backup destination.

@ Ahsay Mobile

Galaxy A70

Last Backup

-2 &

Home Backup

oo
@

2FA

“

28 minutes ago

More
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Change mobile backup destination location to new machine
Move to a new machine with enabled or disabled Free up space due to upgrade.

If the machine needs upgrading, the previously backed-up photos, videos and 2FA accounts
are still available.

If Free up space is enabled on the Ahsay Mobile app, it is strongly recommended to copy the
previously backed-up photos, videos and 2FA accounts to the new machine to prevent
missing data. As some of the backed-up photos, videos and 2FA accounts have already been
removed from the mobile device.

Even if Free up space is disabled, it is recommended to copy the previously backed-up
photos, videos and 2FA accounts to the new machine otherwise the photos, videos and 2FA
accounts on the mobile device will be backed-up again from scratch.

NOTE

» If the machine is lost/stolen, changing the mobile destination is not supported as it is required to
re-register your mobile devices on AhsayOBM and perform backup of photos, videos and 2FA
accounts again.

» Changing the mobile backup destination to a new machine with a different operating system is
supported, e.g. from a Linux machine to Windows machine or macOS machine to Linux
machine etc.

To change the mobile backup destination to a new machine, follow the instructions below:

Example: Changing the mobile backup destination from an old Linux machine to a new
Windows machine.

1. On the new machine, install AhsayOBM.

)

AhsayOBM

2. Copy the .obm folder from the old Linux machine to the new Windows machine.

Places [ Q Home AllFiles +
File Type v XMl file v %

[ Desktop . -
 Trash Name - Size Type Modified
ey icas ‘ AhsayOBM 1item Folder Sep15
M8 floppy0 -] CloudBacko Pro Oitems Folder Aug6
@ computer u Desktop Oitems Folder 09:48
Network
‘ MobileBackup Oitems Folder Sep15
@2 Browse Network
B connect to Server ‘ temp 2items Folder Apr172019
wl .cache litem Folder 09:48
‘ .cbp Sitems Folder Aug5
‘ Jlocal 1item Folder 09:48
# .obm Sitems Folder Sep15
.bash_history 1.9kB Text Sep 15
i(-) * T | . v ThisPC » Local Disk (C:) » Users » Administrator v O | Search Administrat
¢ Favorites Nare Date modified Type Size
B Desktop | . .obm 9/16/2021 11:23 AM  File folder
& Downloads = Contacts 8/17/2021 431 PM File folder
= Recent places m Desktop 8/17/2021 431 PM File folder




3. Copy the previously backed-up photos, videos and 2FA accounts from the original
location to the new mobile backup destination.

NOTE

During machine upgrade, make sure to uninstall the AhsayOBM from the old machine to
avoid any interruptions while backing up on the new machine.

4. Restart the AhsayOBM Services because copying the .obm folder on a newly installed
AhsayOBM will not trigger the MBS.

4, Services (Local) Name Description Status Startup Type
“, App Readiness Start Gets apps re... Manual
“; Application Experience Stop Processesa.. Running Manual (Trig...
4 Application Identity Datice Determines ... Manual (Trig...
%4 Application Information Resume Facilitates t... Manual (Trig...

4 Application Layer Gateway Service Provides su... Manual
"4 Application Management Processesin... Running Manual

4 AppX Deployment Service (AppXSVC) All Tasks ’ Provides inf... Manual

%4, Background Intelligent Transfer Service Refresh Transfersfil.. Running Manual
%4, Background Tasks Infrastructure Service Windows in... Running Automatic
. Base Filtering Engine Properties TheBaseFil.. Running Automatic
“4. CBT Cluster Services (Ahsay Online Backuy, Help CBT Cluster... Running Automatic
“4 Certificate Propagation Copies user... Running Manual

5. Login to AhsayOBM. Enter the login name and password of your AhsayOBM account.
Then, click OK to log in.

@ AhsayOBM

Login name
MobileUser

Password

Show advanced option
| —



6. Go to Settings > Mobile Backup. Click the Edit icon on the right side of the registered
mobile device.

SetU ﬂgS Mobile Backup
Registered Mobile Device(s)

Proxy D Galaxy A70 . . .
froot/MobileBackup/Galaxy A70/1631698126418

Windows Event Log  Add or migrate device

Mobile Backup

7. Change path for Backup Destination screen will be displayed, select the new mobile

backup destination then click OK.

In this example, the new mobile backup destination will be D:\MobileBackup.
Settl ﬂgS Mobile Backup

Registered Mobile Device(s)

Proxy Galaxy A70
/root/MobileBackup/Galaxy A70/1631698126418

Windows Event Log o

Mobile Backup Lookin: [l ket v BB
@:

b
Recent Items

lder name : {D:\Mnbieﬂadu.p
Files of type : | Al Fies [ cancel |

[ﬁ

8. Click Save to store the change made.



9.
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Mobile backup destination is successfully changed to D:\MobileBackup. All mobile

backups will now be saved in this destination.

Settings

Proxy

Windows Event Log

Mobile Backup

lobile Backu
Registered Mobile Device(s)

D Galaxy A70

D:\MobileBackup\Galaxy A70\1631698126418 . . .

NOTE

The %registered_mobile_device% and %backupsetlID% will be appended automatically
to the new mobile backup destination.

Resume backup of photos, videos and 2FA accounts.

Ahsay Mobile X
Galaxy A70
Last Backup 28 minutes ago

M
-} (o &

Home Backup 2FA

More

NOTE

For instructions on changing the mobile backup destination of:

» a macOS machine to a Windows machine please refer to Ch.9.8.2 of the
AhsayOBM v8 Quick Start Guide for Mac.

» a Windows machine to a macOS machine please refer to Ch. 10.8.3 of the
AhsayOBM v8 Quick Start Guide for Windows.
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Remove one or more device(s) registered for Mobile Backup
To remove a mobile device, follow the instructions below:

1. Click the Delete icon on the right side of the registered mobile device.
Settings Mobile Backup

Registered Mobile Device(s)

PrOXy Galax
y A70
froot/AhsayOBM/Galaxy A70/1631776215067 i , '

Maobile BaCkUp Add or migrate device

2. A confirmation message will appear, click Yes to proceed. Otherwise, click No.

o Are you sure you want to delete the registered Mobile Device for Mobile Backup
feature?

Once deleted, the backed-up mobile device data will also be deleted.

3. Mobile device is successfully removed along with any photos, videos and 2FA accounts
backed up in the mobile backup destination.

Settings tobile Backup

Registered Mobile Device(s)

Proxy

Add or migrate device

Mobile Backup
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9.9 Utilities

This allows the user to perform quality check on the backed up data, free up storage from obsolete
files, delete, and decrypt backed up data.

Utilities

These are the four (4) options available for this feature:
e Data Integrity Check
e Space Freeing Up
e Delete Backup Data

o Decrypt Backup Data

152
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9.9.1 Data Integrity Check

The Data Integrity Check (DIC) is used to identify the data in the backup set that has index-related
issues, remove any corrupted file(s) from the backup destination(s) to ensure the integrity of the
backup data and its restorability, and update the storage statistics.

For an efficient management of overall storage size of the backup destination(s), the data integrity
check job will perform check for the backup destination(s) to remove old index files that are more
than ninety (90) days old in the backup job folder(s).

There are four (4) options in performing the Data Integrity Check:

Option 1
Run Cyclic Redundancy Check (CRC) during data integrity check

For checking of index and data.
Rebuild index

Start

Option 2

v Run Cyclic Redundancy Check (CRC) during data integrity check

For checking of index and integrity of files
o against the checksum file generated at
Eebutens the time of the backup job.

Start

Option 3

Run Cyclic Redundancy Check (CRC) during data integrity check

For checking and rebuilding of index.
+ Rebuild index

Start

Option 4

+| Run Cyclic Redundancy Check (CRC) during data integrity check

For checking of index, integrity of files
against the checksum file generated at
the time of the backup job, and rebuilding
Start of index.

+| Rebuild index

The following diagrams show the detailed process of the Data Integrity Check (DIC) in four (4)
modes:

e Option 1
Disabled Run Cyclic Redundancy Check (CRC) and Rebuild index - (Default mode)

e Option 2
Enabled Run Cyclic Redundancy Check (CRC) and Disabled Rebuild index

e Option 3
Disabled Run Cyclic Redundancy Check (CRC) and Enabled Rebuild index

e Option 4
Enabled Run Cyclic Redundancy Check (CRC) and Rebuild index



Option 1 - Data Integrity Check (DIC) Process with Run Cylic Redundancy Check (CRC)
and Rebuild index DISABLED (Default mode)

.
N

g_e_.

Start Data Checking data
Integrity Check blocksin the
backup

destination(s)
e —

Removing data

blocks that do not
existin the index

0. , ,

\
N

\ A
N N -

Checking index files
which are more than
90 days old in the
backup destination(s)

o|

)

Removingindex files
from the backup
destination(s) which
aremore than 90
days old

No index-related
issues found

Checking outdated
entriesin the index
files if they physically
existin the backup
destination(s)

A °. 8
/\/

_lllll — I’

Removing outdated  Storage Statistics Data Integrity

entriesin theindex  recalculated Check completed
files which do not A A

physically existin

backup destination(s)

°Check the data blocks (.bak
files) located in the backup
destination(s) if they exist in
the index.
=» If YES, proceed to o

= If NO, proceed to °

°Check the index files in the
backup destination(s) to
determine if they were more
than 90 days old.

=» If YES, proceed to
=» If NO, proceed to °

°Check the outdated entries in
the index files for files and/or
folders if they physically exist
in the backup destination(s).

= If YES, proceed to
=» If NO, proceed to o

ostorage Statistics for Data
area and Retention area
usage will be recalculated.

e Data integrity check is
completed.

g

N

le

Uploadingindex files
with noissuesto the
currentbackup
destination(s)

v

Data Integrity Check
(TESTMODE) user
prompt

°Index files with no issues
will be uploaded to the
current backup destination(s).

° Data blocks (.bak files) that do
not exist in the index and
partially uploaded orphan files
will be automatically removed
from the backup destination(s).

omdex files which are more than
90 days old will be removed
from the backup destination(s).

°Outdated entries in the index
files for files and/or folders
which do not physically existin
the backup destination(s) will
be removed.

=¥ If the backup data
matches either of the
criteria, proceed to o

= If NOT, proceed to o

o(TEST MODE) confirmation
screen will prompt user to
proceed with the corrective
actions (recommended).

=» If the user selects YES, then
the changes will be applied

=» If the user selects NO, then
the deletion of data will be
discarded

E‘ By default, (TEST MODE)
confirmation screen will only
prompt if either of the
criteria below matches the
backup data:

+ deleted number of
backup files is over 1,000

+ deleted number of
backup files size is over
512 MB (in total)

+ deleted number of
backup files is over 10%
of the total backup files
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Option 2 - Data Integrity Check (DIC) Process with Run Cylic Redundancy Check (CRC)
ENABLED and Rebuild index DISABLED

.
& 0 |

a\
>0 ~0

°|
N

Removing data

blocks that do not
existin the index

g 0 [do X
.."‘ I~.."- '

o|

NP

Removing index files
from the backup
destination(s)which
are more than 90
days old

\ .
2R - &
-

Downloadingall files

Checking theintegrity No index-related

Start Data Checking data Checking index files Checking outdated

Integrity Check blocks in the which are more than entriesin theindex  from the backup of the files againstthe issuesandno
backup 90 days old in the files if they physically destination(s)to the file corrupted files
destination(s) backupdestination(s) existin the backup ~ AhsayOBMclient found

destination(s) machine

o
A

Removing outdated Removingcorrupted  Storage Statistics Data Integrity
entries in the index files recalculated Check completed

°l o

o|
A N
0 Lil—g

—_—

°Check the data blocks (.bak
files) located in the backup
destination(s) if they exist in
the index.
= If YES, proceed to 0

= If NO, proceed to o

°Check the index files in the
backup destination(s) to
determine if they were more
than 90 days old.

=2 If YES, proceed to
=» If NO, proceed to e

°Checkthe outdated entries in
the index files for files and/or
folders if they physically exist
in the backup destination(s).

= If YES, proceed to
=» If NO, proceed to o

Q For Runon Client (agent-
based) backup sets, files in
the backup set are
downloaded from the backup
destination(s) to the
AhsayOBM client machine.

For Runon Server
(agentless)backup sets,

proceed to

l,LH

000

files whichdo not \
physically existin 0
backup destination(s)

Uploadingindex files
with noissuesto the

elk
v

Data Integrity Check
(TESTMODE) user
prompt

currentbackup
destination(s)

°Outdated entries in the index
files for files and/or folders

g By default, (TEST MODE)
confirmation screen will only

which do not physically existin prompt if either of the criteria

the backup destination(s) will below matches the backup

be removed. data:

2 IFthe backup data + deleted number of backup

matches either of the files is over 1,000

tari deleted number of backup
criteria, proceed o e files size is over 512 MB (in

|t NOT, proceed to o total)

+ deleted number of backup
files is over 10% of the total
backup files

GCheck the integrity of files in
the backup destination(s)
against the checksum file
generated at the time of the
backup job.
=3 If any discrepancy is

FOUND, proceed to
=% If NO discrepancy is
found, proceed to o

0 Storage Statistics for Data
area and Retention area
usage will be recalculated.

o (TEST MODE) confirmation
screenwill prompt user to
proceed with the corrective
actions (recommended).
=» If the user selects YES, then
the changes will be applied

=» If the user selects NO, then
the deletion of data will be
discarded

o Data blocks (.bak files) that do °Corrumed files will be
not exist in the index and automatically removed from

partially uploaded orphan files the backup destination(s).
will be automatically removed
from the backup destination(s).

e Data integrity check is
completed.

omdex files with no issues
will be uploaded to the
current backup destination(s).

G Index files which are more than
90 days old will be removed
from the backup destination(s).
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Option 3 - Data Integrity Check (DIC) Process with Run Cylic Redundancy Check (CRC)
DISABLED and Rebuild index ENABLED

2 S 3 3 .
goﬂtoﬂ\oﬁxaﬂk C
G B B 5 e

Start Data Checking data Checking index files Checking outdated Checking the index No index-related
Integrity Check blocksin the which are more than entriesin the index and datablocks to issues found
backup 90 days old in the files if they physically detectif corrupted
destination(s) backup destination(s)  existin the backup index or broken data
destination(s) blocks existin the

backup destination(s)
01 01 01 Gl o Py

n —> w

A a [\
—— | Ny
/\/lv
7...' _— -
Removing data Removingindexfiles ~ Removingoutdated Rebuildingcorrupted —Storage Statistics Data Integrity
blocks that do not from the backup entriesin theindex  indexand broken recalculated Check completed
existin the index destination(s) which files which do not data blocks
are more than 90 physically existin A e
days old backup destination(s)
)
[“] Uploading index files
with noissues to the
o 1 currentbackup
destination(s)
a

oy,

Data Integrity Check
(TESTMODE) user
prompt

°Check the data blocks (.bak eStorage Statistics for Data a(TEST MODE) confirmation

files) located in the backup area and Retention area screen will prompt user to
destination(s) if they exist in usage will be recalculated. proceed with the corrective
the index. actions (recommended).
=% If YES, proceed to o oData integrity check is =» If the user selects YES, then
2 1f NO, proceed to ° completed. the changes will be applied
= |f the user selects NO, then
°Check the index files in the 9 Index files with no issues E,*;jc‘;erf;g’" of data il be
backup destination(s) to will be uploaded to the
determine if they were more current backup destination(s).
than 90 days old.
= If YES, proceed to ° ° Data blocks (.bak files) that do oCorrupted index and broken
not exist in the index and data blocks (.bak files)
=¥ If NO, proceed to e partially uploaded orphan files identified will be rebuilt.
will be automatically removed
°Checkthe outdated entries in from the backup destination(s).

the index files for files and/or
folders if they physically exist ° Index files which are more than . By default, (TEST MODE)

in the backup destination(s). 90 days old wil be removed confirmation screen will only
=» If YES, proceed to from the backup destination(s). prompt if either of the criteria
bel tches the back
= If NO, proceed to 0 d;z;\:m matches fhe backup
o L . « deleted number of backup
oCheckthe index and data Outdated entries in the index files is over 1,000
blocks in the backup files for files and/or folders + deleted number of backup
destination(s) to identify which do not physically existin files size is over 512 MB
corrupted index and broken the backup destination(s) wil (in total)
data blocks. be removed. + deleted number of backup
=» |f corrupted index and =» If the backup data files is over 10% of the
broken data blocks are matches either of the total backup files
FOUND, proceed to o criteria, proceed to a
=% If NO corrupted index = I NOT, proceed to @

and broken data blocks
are FOUND, proceed to e
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Option 4 - Data Integrity Check (DIC) Process with Run Cylic Redundancy Check (CRC)

and Rebuild index ENABLED

o
B

Removing data

blocks that do not
existin the index

o

—Q

from the backup

aremore than 90
days old

Removingindexfiles

destination(s) which

W
Removing outdated
entries in the index
files which do not

physically existin
backup destination(s)

01k

-0

rupted

o|

 —

P>

corrupted index and
broken datablocks.

ll*t

]

[N

prompt
eCheck the data blocks (.bak o
files) located in the backup
destination(s) if they exist in
the index.
=2 If YES, proceed to o

=» If NO, proceed to o

°Check the index files in the
backup destination(s) to
determine if they were more
than 90 days old.
=»If YES, proceed to o

= If NO, proceed to e

OCheck the outdated entries in
the index files for files and/or
folders if they physically exist
in the backup destination(s).

=¥ f YES, proceed to
=¥ If NO, proceed to o

o For Run on Client (agent-
based) backup sets, files in
the backup set are
downloaded from the backup
destination(s) to the
AhsayOBM client machine.

For Runon Server
(agentless) backup sets,

proceed to

Data Integrity Check
(TESTMODE) user

Check the integrity of files in
the backup destination(s)
against the checksum file
generated at the time of the
backup job.
=» If any discrepancy is
FOUND, proceed to
=»|f NO discrepancy is
found, proceed to

°Check the index and data

blocks in the backup

destination(s) to identify

corrupted index and broken

data blocks.

=¥ If corrupted index and
broken data blocks are
FOUND, proceed to

=¥ If NO corrupted index
and broken data blocks.
are found, proceed to

e Storage Statistics for Data

area and Retention area
usage will be recalculated.

o Data integrity check is

completed.

olndex files with no issues

will be uploaded to the
current backup destination(s).

b . () h N A () ' N
g o s 0 N A8 0/ 0 o =

Start Data Checking data Checking indexfiles  Checkil =] gallfiles Ci g Checkingtheindex  No index-related
Integrity Check blocksin the which are more than entriesin theindex  from the backup of the files againstthe and datablocksto issuesand no

backup 90 days old in the files if they phy )to the file detectif corrupted  corrupted files

) backup existinthebackup ~ AhsayOBMclient index or brokendata  found
destination(s) machine blocks existin the
backup destination(s)

— A
= L
—_—
/‘/l
il | —— r
—
Data Integrity
Storage Statistics Check completed
recalculated

°|

Uploadingindex files
with noissues to the

currentbackup
destination(s)

°Data blocks (.bak files) that do QCorrupled index and broken

not exist in the index and
partially uploaded orphan files
will be automatically removed
from the backup destination(s).

°lndex files which are more than
90 days old will be removed
from the backup destination(s).

°0u‘kdaied entries in the index
files for files and/or folders
which do not physically exist in
the backup destination(s) will
be removed.

=¥ |f the backup data
matches either of the
criteria, proceed to o

=» If NOT, proceed to o

e (TEST MODE) confirmation
screen will prompt user to
proceed with the corrective
actions (recommended).
=» If the user selects YES, then
the changes wil be applied

= If the user selects NO, then
the deletion of data will be
discarded

° Corrupted files will be
automatically removed from
the backup destination(s).

data blocks (.bak files)
identified will be rebuilt.

17 By default, (TEST MODE)

confirmation screen will only

prompt if either of the criteria

below matches the backup

data:

« deleted number of backup
files is over 1,000

+ deleted number of backup
files size is over 512 MB
(in total)

+ deleted number of backup
files is over 10% of the
total backup files
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AhsayOBM - o x

Ut|||t|eS Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and
Data Integrity Check FEstorability
Select a backup set
Space Freeing Up All v
Delete Backup Data [ Run Cyclic Redundancy Check (CRC) during data integrity check

| Rebuild index

Decrypt Backup Data

NOTES
1. Data Integrity Check CANNOT fix or repair files that are already corrupted.

2. Data Integrity Check can only be started if there is NO active backup or restore job(s)
running on the backup set selected for the DIC job. As the backup, restore and data
integrity check are using the same index for read and write operations. Otherwise, an
error message will be displayed in the post-DIC to indicate that the data integrity check is
completed with error(s) and had skipped a backup set with an active backup job.




The following screenshot is an example of a Data Integrity Check completed with error(s). A Data
Integrity Check is run on a backup set with an active backup job running which resulted the Data
Integrity Check to stop with error(s). Clicking the View log button will display the details of the Data
Integrity Check job error(s).

AhsayOBM - a x

Utilities

perform health check for your backed up data to ensure the data integrity and
restorability

Data Integrity Check

Select a backup set

Decrypt Backup Data

Rebuild index

X Data Integrity Check is completed with error(s)

Space Freeing Up | scheduled v
Delete Backup Data Select a destination
AhsayCBS bl

| Run Cyclic Redundancy Check (CRC) during data integrity check

View log
AhsayOBM - o x

Log | 16/01/2020 14:24 w Show | All L

Type Log Time

o Start [ AhsayOBM vB.3.1.0] 16/01/2020 14:24:20

o Start data integrity check on backup set "Scheduled(1579155396428)", "AhsayCB5(1579155411012)", cre disabled, rebuild inde... 16/01/2020 14:24:20

o Skipped Backup Set = "Scheduled". Reason = "Scheduled backup set "Scheduled” is still running.” 16/01/2020 14:24:26

o Finished data integrity check with error on backup set "Scheduled(1579155396428)", "AhsayCBS(1579155411012)", crc disable.. 16/01/2020 14:24:26

o Completed data integrity check on backup set "Scheduled(1579155396428)", "AhsayCB5(1579155411012)", crc disabled, rebuil... 16/01/2020 14:24:26
Logs per page | 50 L Page |[1/1 W
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To perform a Data Integrity Check, follow the instructions below:

1. Go to the Data Integrity Check tab in the Utilities menu.

Utilities

Data Integrity Check

Space Freeing Up
Delete Backup Data
Decrypt Backup Data

AhsayOBM - o x

Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and
restorability
Select a backup set

|AII v

|:| Run Cyclic Redundancy Check (CRC) during data integrity check

[ Rebuild index

2. Click the drop-down button to select a backup set.

www.ahsay.com

Utilities

Data Integrity Check

Space Freeing Up
Delete Backup Data
Decrypt Backup Data

AhsayOBM - o X

Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and
restorability

Select a backup set

Sample Backup Set 01

Sample Backup Set 02
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3. Click the drop-down button to select a backup destination.

Utilities

Data Integrity Check

Space Freeing Up
Delete Backup Data
Decrypt Backup Data

AhsayOBM = =] x

Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and
restorability

Select a backup set

Sample Backup Set 01 W

Select a destination

All v

AhsayCBS

OO IITOTA

4. Unchecked Run Cyclic Redundancy Check (CRC) and Rebuild index options is the default

setting of data integrity check.

Utilities

Data Integrity Check
Space Freeing Up

Delete Backup Data
Decrypt Backup Data

www.ahsay.com

AhsayOBM - =] x

Data Integrity Check

perform health check for your backed up data to ensure the data integrity and
restorability

Select a backup set

i Sample Backup Set 01 v l

Select a destination

' AhsayCBS N ’

[ Run Cyclic Redundancy Check (CRC) during data integrity check

[ Rebuild index
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Run Cyclic Redundancy Check (CRC)

When this option is enabled, the DIC will perform check on the integrity of the files on the
backup destination(s) against the checksum file generated at the time of the backup job.

If there is a discrepancy, this indicates that the files on the backup destination(s) are
corrupted and will be removed from the backup destination(s). If these files still exist on the
client machine on the next backup job, the AhsayOBM will upload the latest copy of the
files.

However, if the corrupted files are in the retention area, they will not be backed up again
as the source file has already been deleted from the client machine.

The time required to complete a data integrity check depends on the number of factors
such as:

e number of files and/or folders in the backup set(s)

e bandwidth available on the client computer

e hardware specifications of the client computer such as, the disk /0 and CPU
performance

NOTES

1. For user(s) with metered internet connection, additional data charges may be
incurred if the Cyclic Redundancy Check (CRC) is enabled. As CRC data involves
downloading the data from the backup destination(s) to the client machine in order to
perform this check.

2. To find out how much data is downloaded from the backup destination(s) for the CRC
check, please refer the value for Utilities in the Data Transfer statistics on chapter
7.6.3.

Rebuild index

When this option is enabled, the data integrity check will start rebuilding corrupted index
and/or broken data blocks if there are any.

5. Click the [Start] button to begin the Data Integrity Check.

6. Data Integrity Check will start running on the selected backup set(s) and backup
destination(s).



AhsayOBM - o x

Ut|||t|es Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and
Data Integrity Check restorabliity
Select a backup set

Space Freeing Up v
Select a destination

Delete Backup Data

Decrypt Backup Data

...: Start processing data integrity check on backup set= "Sample Backup Set 01" dest...

7. Once the DIC is completed, click the View log button to check the detailed process of the
data integrity check.

AhsayOBM - =} X

Ut| | itieS Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and
Data Integrity Check restorability
Select a backup set

Space Freeing Up | sample Backup set 01 v

Select a destination

Delete Backup Data

| AhsayCBS v ‘

Decrypt Backup Data

|1 Run Cyclic Redundancy Check (CRC) during data integrity check

[ Rebuild index

v Data Integrity Check is completed successfully

8. The detailed log of data integrity check process will be displayed.
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AhsayOBM = o x

Log | 28/04/2021 11:19 w Show | All v
Type Log Time

© Start [ AhsayOBM v8.5.0.127 ] 28/04/2021 11:19:24
o Start data integrity check on backup set "Sample Backup Set 01{1619578756165)", "AhsayCBS5(1619578800381)", cre disabled, ... 28/04/2021 11:19:24
o Start processing data integrity check on backup ser= "Sample Backup Set 01" destination= "AhsayCB5" 28/04/2021 11:19:31
o Download valid index files from backup job "Current” to "/root/temp/1619578736165/0B5@1619578800381/index". 28/04/2021 11:19:36
€ INT_CHECK VACUUM_INDEX 28/04/2021 11:19:38
€) INT_CHECK VACUUM_INDEX... Completed 28/04/2021 11:10:38
)  Existing statistics of backup set=""Sample Backup Set 01" destination= "AhsayCBS": Data area compressed size: 14.43MB, Data...  28/04/2021 11:19:41
o Recalculated statistics of backup set= "Sample Backup 5et 01" destination="AhsayCBS": Data area compressed size: 1443MB, .. 28/04/2021 11:19:41
o The statistics of backup set= "Sample Backup Set 01" destination="AhsayCBS" is correct. 28/04/2021 11:19:41
) saving the integrity check result. 2B/04/2021 11:19:41
o Saving encrypted backup file index to 1619578756165/blocks at destination AhsayCBS.. 28/04/2021 11:19:43
o Data integrity check on backup set= "Sample Backup Set 01" destination= "AhsayCBS" is completed 28/04/2021 11:19:48
o Finished data integrity check on backup set "Sample Backup Set 01(1619578756165)", "AhsayCB5(1619578800381)", crc disabl... 28/04/2021 11:19:49
o Completed data integrity check on backup set "Sample Backup Set 01(1619578756163)", "AhsayCBS(1619578800381)", cre dis... 28/04/2021 11:19:49

Logs per page | 50 (¥ Page |[1/1 w

The following options can be used for further viewing of the detailed DIC log:

e Log filter

e Show filter

e Logs per page
e Page

AhsayOBM - o x \

Log | 28/04/2021 11:19 w Show | All

Type Log Time
© start[ AhsayOBM v8.5.0.127 ] 28/04/2021 11:19:24
O Sswrtdas integrity check on backup set "Sample Backup Set 01(1619578756165)", "AhsayCBS(1619578800381)", crc disabled, ... 28/04/2021 11:19:24
0 Start processing data integrity check on backup set= "Sample Backup Set 01" destination= "AhsayCBS" 28/04/2021 11:19:31
© Download valid index files from backup job "Current” to "/rooUtemp/1619578756165/0BS@1619578800381/index". 28/04/2021 11:19:36
© INT_CHECK_VACUUM_INDEX 28/04/2021 11:19:38
© INT_CHECK_VACUUM_INDEX... Completed 28/04/2021 11:19:38
0 Existing statistics of backup set= "Sample Backup Set 01" destination= "AhsayCBS": Data area compressed size: 14.43MB, Data... 28/04/2021 11:19:41
© Recalculated statistics of backup set= "Sample Backup Set 01" destination= "AhsayCBS"; Data area compressed size: 14.43MB, .. 28/04/2021 11:19:41
o The statistics of backup set= "Sample Backup Set 01" destination= "AhsayCBS" is correct. 28/04/2021 11:19:41
© Saving the integrity check result. 28/04/2021 11:19:41
0 Saving encrypted backup file index to 1619578756165/blocks at destination AhsayCBS... 28/04/2021 11:19:43
O Da integrity check on backup set= "Sample Backup Set 01" destination= "AhsayCBS" is completed 28/04/2021 11:19:48
0 Finished data integrity check on backup set "Sample Backup Set 01(1619578756165)", "AhsayCBS(1619578800381)", crc disabl... 28/04/2021 11:19:49
© Completed data integrity check on backup set "Sample Backup Set 01(1619578756165)", "AhsayCBS{1619578800381)", cre dis... 28/04/2021 11:19:49

Logs per page | 50 W
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Control Screenshot Description
Log filter Log [01721/2020 16:23 T.hIS option can be useq to
display logs of the previous
Wy 10/02/2019 16:34 B4 data integrity check jobs.
g 10/02/2019 16:56
g 10/10/2019 15:50
0 01/18/202017:27
g 01/21/202013:07
)| 01/21/2020 13:08
0 01/21/2020 16:23
i)
)| 01/21/2020 16:23
Show filter This option can be used to sort
Show [ All the data integrity check log by
its status (i.e. All, Information,
Warning, and Error).
o1/ Information With this filter, it will be easier
01 Warning to sort the DI.C logs by its
01 status especially for longer
g1 Error data integrity check logs.
Logs per This option allows user to
page Logs per page control the displayed number
of logs per page.
Page This option allows user to
navigate the logs to the next
page(s).
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Data Integrity Check Result
There are two possible outcomes after the completion of a data integrity check:

e Data Integrity Check is completed successfully with no data corruption/issues
detected;

e Corrupted data (e.g. index files, checksum files and/or broken data blocks) has
been detected

The screenshot below shows an example of a data integrity check log with NO data
corruption/issues detected.

AhsayOBM = o X

Log | 28/04/2021 11:19 w Show | All v
Type Log Time

o Start [ AhsayOBM vB.5.0.127 ] 28/04/2021 11:19:24
o Start data integrity check on backup set "Sample Backup Set 01{1619578756165)", "AhsayCB5(1619578800381)", cre disabled, ... 28/04/2021 11:19:24
) start processing data integrity check on backup set=""Sample Backup Set 01" destination= "AhsayCBS" 2B/04/2021 11:19:31
o Download valid index files from backup job "Current” to "/root/temp/1619578756165/0B5@ 1619578800381 /index". 28/04/2021 11:19:36
€ INT_CHECK VACUUM_INDEX 28/04/2021 11:19:38
o INT_CHECK_WACUUM_INDEX... Camnpleted 28/04/2021 11:19:38
0 Existing statistics of backup set= "Sample Backup Set 01" destination= "AhsayCBS": Data area compressed size: 14.43MB, Data... 28/04/2021 11:19:41
o Recalculated statistics of backup set= "Sample Backup 5et 01" destination="AhsayCB5": Data area compressed size: 1443MB, .. 28/04/2021 11:19:41
o The statistics of backup set= "Sample Backup Set 01" destination="AhsayCBS" is correct. 28/04/2021 11:19:41
) saving the integrity check result. 28/04/2021 11:19:41
0 Saving encrypted backup file index to 1619578756165/blocks at destination AhsayCBS... 28/04/2021 11:19:43
o Data integrity check on backup set= "Sample Backup Set 01" destination= "AhsayCBS" is completed 28/04/2021 11:19:48
o Finished data integrity check on backup set "Sample Backup S5et 01(1619578756165)", "AhsayCBS(1619578800381)", crc disabl... 28/04/2021 11:19:49
o Completed data integrity check on backup set "Sample Backup Set 01(1619578756165)", "AhsayCBS5(1619578800381)", cre dis... 28/04/2021 11:19:49

Logs per page |50 W Page |[1/1 w

If any index-related error(s) or data corrupted item(s) is found, the (TEST MODE)
confirmation screen will be displayed.



AhsayOBM - o x

The result of data integrity check (TEST MODE) is as follow. No actions are performed yet. Data
corrupted items, checksum incorrect items and index broken data blocks will be deleted. Are
you sure you want to continue?

Backup set: Sample Backup Set 01

Items found in | Data corrupted | Index broken
index items data blocks
AhsayCBS 13 (4.3MB) 9 (4.3MB) 1(3.3KB) Incorrect

Destination Statistics

* File count (File size)

This is to inform the user of the following details:

e Backup set that contains an error
e Backup Destination

e ltems found in index

e Data corrupted items

¢ Index broken data blocks

e Statistics (i.e. Correct or Incorrect)

Test Mode confirmation

The (TEST MODE) confirmation screen will ONLY appear if either of the criteria below
matches the backup data during the data integrity check process:

o deleted number of backup files is over 1,000
e deleted number of backup file size is over 512 MB (in total)
e deleted number of backup files is over 10% of total backup files

Otherwise, the Data Integrity Check job will automatically take corrective actions.

There are three (3) options on the (TEST MODE) confirmation screen:

Control Screenshot Description

Yes Corrupted data (e.g. index files, checksum files
e and/or broken data blocks) will be deleted and
storage statistics will be updated.

No No action(s) will be taken and a message will
prompt.

View log . The detailed log of the data integrity check process
Vi |
will be displayed.

www.ahsay.com 167




Clicking No will display the following screen:

AhsayOBM o o x

Data Integrity Check was completed in TEST MODE only. NO changes have been
updated.

You are recommended to continue in order to delete data corrupted items, checksum
incorrect items, index broken data blocks and rebuild the index.

Are you sure you want to exit?

If the [Exit] button is clicked, the data integrity check result will be discarded.

If the [Back] button is clicked, it will go back to the (TEST MODE) confirmation screen.

NOTES

1. It is strongly recommended to apply corrective actions when the (TEST MODE)
confirmation screen pops up (clicking the Yes button). This is to ensure that the
remaining corrupted file(s) will be removed from the backup destination(s), therefore on
the next backup job, these files are backed up again if they are still present on the
client machine. However, if the corrupted files are in retention area, then they will not
be backed up again as the source file has already been deleted from the client
machine.

2. If the DIC detects data blocks (.bak files) in the backup destination(s) that do not have
related index entries, then these physical data blocks will be automatically removed
from the backup destination(s) without the (TEST MODE) prompt.

Aside from viewing the Data Integrity Check logs directly on AhsayOBM client, they can
also be viewed on the file system of the AhsayOBM client machine. For AhsayOBM on
Linux GUI, the DIC logs are located in the following directory:

%UserProfile%\.obm\system\integrityCheck



‘ < ‘ > H 4 Home | .obm | system IntegrityCheck. ‘?‘ = . v H?M _ o x
© Recent Name ¥  Size Type Modified
o Lbme |_| 2021-04-28-09-47-05.log 183 kB Text 09:48
[ Dacimants |_| 2021-04-28-10-30-42.log 18.8 kB Text 10:31
" Downloads |_| 2021-04-28-10-35-08.log 1.4kB Text 10:35
3¢ M I_I 2021-04-28-10-56-55.log 969 bytes Text 10:57
1 Pictures |_| 2021-04-28-11-19-24.log 4.7 kB Text 11:19
'l Videos

{@ Trash

2] Floppy Disk

[ Computer

@2 Browse Network

B Connect to Server

9.9.2 Space Freeing Up

This feature is used to remove obsolete file(s) from your backup set and destination (manually start
retention policy). After the Space Freeing Up job is completed, the storage statistics of the backup
set(s) are updated.

To perform Space Freeing Up, follow the instructions below:

1. Select a backup set from the drop-down list.

AhsayOBM = o X
UtI|ItIeS Free Up Storage Space
To remove obsolete files from your backup destination according to your retention
Data Integrity Check policy setting to free up your storage space, select backup set(s), destination(s) and

then press Start.

SpaCe Freeing Up Select a backup set

All hd
Delete Backup Data Al

Sample Backup Set 01

Decrypt Backup Data

Sample Backup Set 02

Sample Backup Set 03
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If you select a specific backup set, then you will also have to select a specific destination
or all destinations.

AhsayOBM = o x

UU | |t| s Free Up Storage Space

To remove obsolete files from your backup destination according to your retention
Data Integrity Check policy setting to free up your storage space, select backup set(s), destination(s) and
then press Start.
Space Freeing Up Selecha backup sat
Sample Backup Set 01 v

Delete Backup Data

Select a destination

Decrypt Backup Data At

AhsayCBS

If you select All backup sets, then there is no need to select a destination.

=]
x

AhsayOBM =

Utl l |t| 235 Free Up Storage Space

To remove obsolete files from your backup destination according to your retention
Data Integrity Check policy setting to free up your storage space, select backup set(s), destination(s) and
then press Start.

Space Freeing Up Select a backup set

Delete Backup Data

Decrypt Backup Data
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2. Click the [Start] button to perform space free up.

Utilities

Data Integrity Check

Space Freeing Up

Delete Backup Data
Decrypt Backup Data

AhsayOBM = =} x

Free Up Storage Space

To remove obsolete files from your backup destination according to your retention
policy setting to free up your storage space, select backup set(s), destination(s) and
then press Start.

Select a backup set

I Sample Backup Set 01 [¥] |

Select a destination

3. Space freeing job will start running on the selected backup set(s) and backup

destination(s).

Utilities

Data Integrity Check
Space Freeing Up
Delete Backup Data
Decrypt Backup Data

www.ahsay.com

AhsayOBM - a x

Free Up Storage Space

To remove obsolete files from your backup destination according to your retention
policy setting to free up your storage space, select backup set(s), destination(s) and
then press Start.

Select a backup set

Select a destination

N~

.: Start processing space freeing up on backup set= "Sample Backup Set 01 (161957...

ALzl




4. The result will be shown once completed. Click the [View Log] to see the event log during
the space free up.

AhsayOBM = o x

Utl | |t| 25 Free Up Storage Space

To remove obsolete files from your backup destination according to your retention

Data Integrity Check policy setting to free up your storage space, select backup set(s). destination(s) and
then press Start.

Space Freej ng U p Select a backup set

Sample Backup Set 01 v
Delete Backup Data '

Select a destination

Decrypt Backup Data AhsayCBS .

« Space freeing up is completed successfully

view log

AhsayOBM - o x \

Log | 28/04/2021 11:58 w Show | All v
Type Log Time

© Start[AhsayOBMv8.5.0.127] 28/04/2021 11:58:22
o Start space freeing up on backup set "Sample Backup Set 01(1619578756165)", "AhsayCBS(1619578800381)" 28/04/2021 11:58:22
o Start processing space freeing up on backup set= "Sample Backup Set 01 (1619578756165)" destination= "AhsayCBS (1619578... 28/04/2021 11:58:29
0 Download valid index files from backup job "Current” to "/root/temp/1619578756165/0BS@1619578800381/index". 28/04/2021 11:58:34
(i) Saving encrypted backup file index to 1619578756165/blocks at destination AhsayCBS... 28/04/2021 11:58:36
(i) Space freeing up on backup set= "Sample Backup Set 01 (1619578756165)" destination= "AhsayCBS (1619578800381)" is com... 28/04/2021 11:58:42
© Finished space freeing up on backup set "Sample Backup Set 01(1619578756165)", "AhsayCBS(1619578800381)" 28/04/2021 11:58:42

Logs per page |50 W Page |1/1 »
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9.9.3 Delete Backup Data

This feature is used to permanently delete backed up data from a backup set(s), destination(s),
backup job, or delete all backed up data. After the data is deleted, the storage statistics of the backup

set(s) are updated.
To perform deletion of backup data, follow the instructions below:

1. Select a backup set from the drop-down list.

AhsayOBM - o

Ut|||t|eS Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This action
Data Integrity Check will physically delete the selected data regardless the defined retention policy.
Therefore, make sure you know what you are deleting and NO undo will be available

afterward.

Space Freeing Up

Delete Backup Data

Decrypt Backup Data

Select a backup set

Sample Backup Set 01
Sample Backup Set 02

Sample Backup Set 03

NOTE: This will only delete the backed up files in a backup set(s) and destination(s), but
the backup set and destination will remain.



If you select a specific backup set, then you will also have to select a specific destination
or all destinations.

Utilities
Data Integrity Check
Space Freeing Up

Delete Backup Data

Decrypt Backup Data

AhsayOBM = o

Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This action
will physically delete the selected data regardless the defined retention policy.
Therefore, make sure you know what you are deleting and NO undo will be available
afterward.

Select a backup set

Sample Backup Set 01 L

Select a destination

All v

All

If you select All backup sets, then there is no need to select a destination.
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Utilities
Data Integrity Check
Space Freeing Up

Delete Backup Data

Decrypt Backup Data

AhsayOBM = o

Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This action
will physically delete the selected data regardless the defined retention policy.
Therefore, make sure you know what you are deleting and NO undo will be available
afterward.

Select a backup set
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2. If you choose to delete All backup set(s), the following message will be displayed. By
clicking Yes, all backed up files from the selected backup set(s) and destination(s) will be
deleted.

AhsayOBM = o x

o Delete all backup set files?

If you select a specific backup set, you will have an option to choose a destination.

AhsayOBM = o x
Ut|||t|e5 Delete Backup Data
Delete backed up data of a specific backup set from a specific destination. This action
Data Integr’ity ChECk will physically delete the selected data regardless the defined retention policy.
Therefore, make sure you know what you are deleting and NO undo will be available

afterward.

Space Freemg Up Select a backup set

Delete Backup Data Sample Backup Set 01 L]

Select a destination
Decrypt Backup Data

All v

All
AhsayCBS




If you select a specific destination, there are two (2) available options for the type of files
you wish to delete.

e Delete all backed up data

e Choose from ALL files

AhsayOBM - o x

Ut| | itieS Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This action

Data Integrity Check will physically delete the selected data regardless the defined retention policy.
Therefore, make sure you know what you are deleting and NO undo will be available
afterward.

Space Freemg Up Select a backup set

Delete Backup Data Sample Backup Set 01 <

Select a destination
Decrypt Backup Data

AhsayCBS N

Select what to delete

Delete all backed up data w

Delete all backed up data

Choose from ALL files

Delete all backed up data

If you choose this option, the following message will be displayed. By clicking Yes, all
backed up data from the selected backup set(s) and destination(s) will be deleted.

AhsayOBM - o x

2 Delete all files (Sample Backup Set 01 - AhsayCBS)?




Choose from ALL files

If you choose this option, you can select to delete any file(s) in the backup set.

AhsayOBM - o X

Ut| | |t| es Delete Backup Data ~

Delete backed up data of a specific backup set from a specific destination. This
action will physically delete the selected data regardless the defined retention

Data Integrity Check policy. Therefore, make sure you know what you are deleting and NO undo will be
available afterward.

Space Freeing Up Select a backup set
I Sample Backup Set 01 v I
Dele{e BaCkUp BEIE] Select a destination

I AhsayCBS v |

Decrypt Backup Data

Select what to delete

| Choose from ALL files v

Folders Name | Size |  Date modified
¢ @ AhsayCBS D AlertMessage0001 - Copy (... 490KB 11/04/2019 00:00
¢ 0= [} AlertMessage0002 - Copy.jpg 490KB 11/04/2019 00:00
¢ M3 root [} AlertMessage0004 - Copy (... 490KB 11/04/2019 00:00
¢ @[3 Documents [} AlertMessage0004 - Copy.jpg 490KB 11/04/2019 00:00
@ TestFiles @ [ Attendance_2016.doc 14MB 20/08/2019 00:00

3. Click the [Delete] button, then click [Yes] to start the deletion of files.

AhsayOBM = o ®

Utl | |t| 5 Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This action

Data Integrlty Check will physically delete the selected data regardless the defined retention policy.
Therefore, make sure you know what you are deleting and NO undo will be available
afterward.

Space Freeing Up

Select a backup set

| Sample Backup Set 01 v |

Select a destination

R Y - |
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AhsayOBM = o x

o Delete all destination files (Sample Backup Set 01)?

4. Files are successfully deleted.

AhsayOBM & o x

Ut|||t|eS Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This action
will physically delete the selected data regardless the defined retention policy.
Therefore, make sure you know what you are deleting and NO undo will be available
afterward.

Data Integrity Check

Space Freemg Up Select a backup set

Delete Backup Data Sample Backup Set 01 v

Select a destination
Decrypt Backup Data [ =

+ Files deleted successfully
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9.9.4 Decrypt Backup Data
This feature is used to restore raw data by using the data encryption key that was set for the backup

set.

Utilities
Data Integrity Check

Space Freeing Up
Delete Backup Data

Decrypt Backup Data

AhsayOBM - o

Decrypt Backup Data

Please enter the path to the [<backup set ID>/blocks] folder which contains the
backup files that you want to decrypt.

I

Temporary directory for storing restore files

I /root/.obm/temp | %

To perform decryption of backup data, follow the instructions below:

1. Click the [Browse] button to locate the path of the backup set ID / blocks folder.

2. Click the [Browse] button to re-select the temporary folder for the decrypt process.

3. Click the [Decrypt] button to begin.
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9.10 Online Help

This allows the User to view the summary of information and instructions of each available features in
the AhsayOBM.

AhsayOBM = o x

P I’Oﬂ | e Passwaord

Change Password
General

Save password

Contacts

Time Zone

Encryption Recovery

Password

Security Settings

AhsayOBM = o x

Profile

You can modify the your login password or by pass the password checking.

Key:
Field Description
Please confirm  The box for your current password entry. You need to type in the correct
current password before you can change a new password.
password.
New Password  The text box for your new password.
Reenter The text box for you to reenter new password, this is to verify the ‘New
Password Password' entry. If both 'New Password' and 'Reenter Password' do not

match, you will be promoted to enter the password again.
Save password By pass the password entry when you open the AhsayOBM interface.

Modify the login password.
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10 Creating a File Backup Set

1. Click the Backup Sets icon on the main interface of AhsayOBM.
Backup Sets
2. Create a new backup set by clicking the “+” icon next to Add new backup set.
3. Name your new backup set and select the Backup set type. Then, click Next to proceed.

Create Backup Set

Name

|Batkup Set Name |

Backup set type

|m File Backup L




4. In the Backup Source menu, select the files and folder that you would like to backup. Click |
would like to choose the files to backup to select individual files for backup.

Backup Source

Select the files and folders that you want to backup

[v] [ root

Filter

Apply filters to the backup source

I would like to choose the files to backup

In the Advanced Backup Source menu, select the folder to back up all files in the folder.

Advanced Backup Source

Folders.
o [ .thumbnails
¢ [0 Desktop ~
4 5 Backup2016
o= [ 3 Kenny BackupXML
e [ 3 Restore Destination
o [ 3 Documents
o [ 9 Downloads
o O Music
o [0 = NewFolder
o [J ] Pictures
& 3 Public
& [ ] Restore to alternate location
o 9 Templates
o [0 Videos
o 0T roat
o O temp
o O] test
o [ shin
o [T selinux v
o s

[ ] show files

Cancel
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6. Alternatively, if you want to back up a specific file instead of all files in your selected folder,
select the Show files checkbox at the bottom of the screen. A list of files will appear on the
right-hand side. Select the checkbox(es) next to the file(s) to back up. Then, click OK to
close the Advanced Backup Source menu.

Advanced Backup Source

Folders Name | Size | Date modified
o L bm [ Report_Nov2016 133byt..  15/11/201615:16
e O pki A @ [} Report_0ct2016 133byt..  15/11/2016 18:44
o O] pulse [ Report_Sep2016 135 byt.. 15/11/2016 18:44

o [J[] spice-vdagent
o O thumbnails
9 (O] Desktop
[ 7 Backup2016
o= (][ Kenny Backu|
[ 5 Restore Dest
o ][] Documents.
o (J ] Downloads
o= 3 Music
o [0 NewFolder
o [ Pictures
o (0] Public
o [J[J Restore to altern
o [0 Templates

o ] Videos v
o (3 root
L4 >
| Show files Items per page | 50 V| Page | 1/1 w
7. In the Backup Source menu, click Next to proceed.
8. In the Schedule menu, you can configure a backup schedule for backup job to run

automatically at your specified time interval. Click Add to add a new schedule.

Schedule

Run scheduled backup for this backup set
on |

Existing schedules

ﬁ Backup Schedule
Daily (Everyday at 20:00)

Add
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When the New Backup Schedule window appears, specify your backup schedule. Click OK
to save your changes and close the New Backup Schedule window. Then, click Next to
proceed.

New Backup Schedule
Name

Daily-1

Type
Daily v

Start backup

| at v 15 w158 v
Stop

until full backup completed w

| Run Retention Policy after backup

9. In the Destination menu, the default backup mode selected is Sequential since only one
backup set is being created.

Destination

Backup mode

Sequential W

Concurrent

‘Sequential
o oo T rage destination / destination pool

estinations

You can choose from one of the following two Backup mode options:
» Sequential — if there are multiple destinations configured in the backup set,
AhsayOBM will back up to one destination at a time.

» Concurrent - if there are multiple destinations configured in the backup set,
AhsayOBM will backup to all destinations at the same time or concurrently.
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Destination

Backup mode

Concurrent w

Maximum concurrent backup destinations

Unlimited w
destinations

torage destination / destination pool

[=- RN T Y I N TU )

4

Note: For backup sets with multiple destinations, sequential backup mode will take longer
compared with concurrent backup mode.

10. Add a backup destination where the backup data will be stored. Click the “+” icon next to
Add new storage destination / destination pool.

Destination

Backup mode

Existing storage destinations

H Add new storage destination / destination pool

AN v
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11.

www.ahsay.com

Select the destination storage. Then, click OK to proceed.

New Storage Destination / Destination Pool

Name

Destination storage

| (@ AhsaycBs v

Click Next on the Destination menu page to proceed.

Destination

Backup mode

Existing storage destinations
G AhsayCBS
Host: 10.16.30.34:443

[ T~

Previous Next Cancel
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12.  In the OpenDirect window, the default option is disabled. Keep it off since this is not
supported in Linux.

OpenDirect

OpenDirect
off [ |

Support of opening backup data directly without restoration.

When OpenDirect is enabled, to optimize restore performance both compression and encryption will
be disabled for this backup set.

Once OpenDirect is enabled and the setting is saved, it cannot be disabled without re-creating the
backup set.

Previous Next Cancel

13. Inthe Encryption window, the default Encrypt Backup Data option is enabled with an
encryption key preset by the system which provides the most secure protection.

Encryption

Encrypt Backup Data

on ]

Encryption Type

Default W

Default
User password

Custom

You can choose from one of the following three Encryption Type options:

» Default — an encryption key with 44 alpha numeric characters will be randomly
generated by the system.

» User password — the encryption key will be the same as the login password of your
AhsayOBM at the time when this backup set is created. Please be reminded that if
you change the AhsayOBM login password later, the encryption keys of the backup
sets previously created with this encryption type will remain unchanged.
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» Custom — you can customize your encryption key, where you can set your own
algorithm, encryption key, method, and key length.

Encryption

Encrypt Backup Data

on |
Encryption Type
Algorithm

AES v

Encryption key

Method
ECB (@ CBC
Key length
128-bit (@) 256-bit

Note: For best practice on managing your encryption key, refer to the following KB article.
http://wiki.ahsay.com/doku.php?id=public:8015

Click Next when you are done setting.

14. If you have enabled the Encryption Key feature in the previous step, the following pop-up
window shows, no matter which encryption type you have selected.

You are advised to write this encryption key down on paper and keep it in
a safe place. You will need it when you need to restore your files later.
Please confirm that you have done so.

Unmask encryption key

Copy to clipboard

The pop-up window has the following three options to choose from:
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» Unmask encryption key — The encryption key is masked by default. Click this option
to show the encryption key.

You are advised to write this encryption key down on paper and keep it in
a safe place. You will need it when you need to restore your files later.
Please confirm that you have done so.

Smvg5y769Me9BUuevSx1gCL4aGHRXpAErK9Emo+l)2s=

Mask encryption key

Copy to clipboard

» Copy to clipboard — Click to copy the encryption key, then you can paste it in
another location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step.

15.  The following screen shows when the new backup set is created successfully.

Congratulations!

"Backup Set Name" is successfully created.




16. Itis highly recommended to change the Temporary Directory. Select another location with
sufficient free disk space other  than /root/temp.

Go to Others > Temporary Directory. Click Change to browse for another location.

~
m Backup Set Name Temporary Directory
Temporary directory for storing backup files
General ‘ /root/temp

|| Remove temporary files after backup

Source
Backup Schedule Follow Link

. - Follow link of the backup files
Destination G el
In-File Delta

) : File Permissions
Retention Policy

Backup files' permissions

Command Line Tool on |
Bandwidth Control

OpenDirect
O[hers Support of opening backup data directly without restoration
Hide advanced settings L l:]
i v
Compressions

17.  Optional: Select your preferred Compression type. By default, the compression is Fast with
optimization for local.

Go to Others > Compressions. Select from the following list:
e No Compression
e Normal
e Fast (Compressed size larger than normal)
e Fast with optimization for local
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File Permissions ~
m Backup Set Name Backup files' permissions
on o
General
OpenDirect
Source
Support of opening backup data directly without restoration
Backup Schedule e =
Destination Compressions
In-File Delta Select compression type

Fast with optimization for local v

Retention Policy

No Compression

Command Line Tool Normal

Fast (Compressed size larger than normal)

Bandwidth Control [t ptmisonorocs |
Method CBC

Hide advanced settings "
Key length 256 bits

Delete this backup set
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11 Overview on the Backup Process

The following steps are performed during a backup job. For an overview of the detailed process for

Steps 3, 5, 10, and 12, please refer to the following chapters.

© Periodic Data Integrity Check (PDIC) Process (Step 3)

© Backup Set Index Handling Process

®  Start Backup Job (Step 5)

@ Completed Backup Job (Step 12)

© Data Validation Check Process (Step 10)

~
Start backup job
J
“ p
Connection from the backup client to the Delta files are generated for modified files
Establishing backup server is established. et (if required when in-file delta is enabled).
connection y delta files )
1 \ 8 N
. . Data are compressed, encrypted, divided into
E_ncryptlon key is uploaded to the backup server : individual data block size of 16 or 32 MB, and
Ul | (ifenabled). CEELE Y then uploaded to the backup destination(s).
encryption key ) files y,
P \ 9 N
Physical .bak files (data blocks) that do not exist The number of 16 or 32 MB data blocks, and the
in the index are removed from the backup Data individual block size in the backup destination(s)
Running destination(s), then the statistics of both data validation is identical to the blocks transferred.

L e area and retention area will be recalculated. ) check

10

3 A

Pre-backup command is running (if configured). Running

pre-backup retention
command y, policy

Running

a . 11

Latest index.db file and checksum files are
downloaded from the backup destination(s) to

DCLGIBELILER  the temporary folder. Saving files
files y

5 12

~

Local file list is compiled according to the backup

source setting. Running post-

J
N
Retention policy job is running (if enabled).
J
~
Latest index files on the client computer are
saved to the backup destination(s), and client
log files are saved to the backup server.
J
~

Post-backup command is running (if configured).

Compiling backup
file list y, command J
6 13 -
N .
Local and remote file lists are compared to Ifomr:oéa;z:;?:)i 'SS fcﬂ?gjﬁnf{r?:;:fkten;zfmw
identify new, updated, moved, or deleted files Removing ) g P P
S L EUEE  and/or folders since the last backup job. g (if enabled).
files y files /
7 14 a
Backup job completed
J




11.1 Periodic Data Integrity Check (PDIC) Process

For AhsayOBM v8.3.6.0 (or above), the PDIC will run on the first backup job that falls on the
corresponding day of the week from Monday to Friday.

To minimize the impact of the potential load of large number of PDIC jobs running at the
same time on the AhsayCBS server, the schedule of a PDIC job for each backup set is
automatically determined by the result of the following formula:

PDIC schedule = %BackupSetiD% modulo 5
or
%BackupSetID% mod 5

The calculated result will map to the corresponding day of the week (i.e., from Monday to

Friday).

0 Monday

1 Tuesday

2 Wednesday
3 Thursday

4 Friday

NOTE: The PDIC schedule cannot be changed.
Example:

Backup set ID: 1594627447932

Calculation: 1594627447932 mod 5 = 2

|2 | Wednesday

In this example:

e the PDIC will run on the first backup job that falls on Wednesday; or
e if there is no active backup job(s) running from Monday to Friday, then the PDIC will
run on the next available backup job.

NOTE

Although according to the PDIC formula for determining the schedule is %BackupSetID% mod 5,
this schedule only applies if the previous PDIC job was actually run more than 7 days prior.

Under certain conditions, the PDIC may not run strictly according to this formula. For example:

1. If AhsayOBM was upgraded to v8.5 (or above) from an older version v6, v7, or pre-
8.3.6.0 version. In this case, the PDIC job will run on the first backup job after upgrade.

2. If backup jobs for a backup set are not run on a regular daily backup schedule (for
example: on a weekly or monthly schedule), then the PDIC job will run if it detects that
the previous PDIC job was run more than 7 days ago.

3. Every time a data integrity check (DIC) is run, the latest PDIC run date is reset, the next
PDIC job will run after 7 days.

4. The PDIC job will not run if there are no files in both the data and retention areas. For
example: a newly created backup set with no backup job history or a backup set where
all the data has been deleted using the Delete Backup Data feature.

5. The PDIC job will not run on a backup set that contains any data which still in v6 format.
It will only run if all v6 data format on a backup set has undergone data migration to v8
block format.




Start Periodic
Data Integrity
Check

N
s 0

g’_@'_. B

Checking index files
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11.2 Backup Set Index Handling Process

To minimize the possibility of index related issues affecting backups, each time index files are
downloaded from and uploaded to backup destination(s); the file size, last modified date, and
checksum is verified to ensure index file integrity.

11.2.1 Start Backup Job

AhsayOBM

AR

AhsayOBM
Index file received by AhsayOBM

h
> 0
ﬂ _ Redownload

index file
Check index
file size

a
\L

of
< AhsayCBS Backup Server o k\
B — o

sl @
©

Download

L
= 0 o
Q _ﬁ - 1
Verify Check Check latest
index.db file @ - checksum modified date
©0 6"5@ of index.db file
@ a‘fs n e---55h|amn —
@Lya" o

Cloud Destination

Redownload e Redownload
index file

index file

Index file is retrieved from
the current directory (i.e.,
AhsayCBS, Cloud

Destination, FTP or SFTP).

Check modified date.
=p If latest modified date

Ifindex is valid,
use the index.db file
is correct, proceedto to compile file list for
backup.
=» IfNOT, proceed to o
o Index file will be downloaded.
Verify Check checksum

of index.db file.
=) If checksum

is correct, proceedto o
=» [fNOT, proceed to

e Check index file size.
=) Ifindex file size

Index file will be
redownloaded.
is correct, proceedto o

Proceedto o
=p [fNOT, proceed to o
X
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11.2.2 Completed Backup Job
AhsayCBS
@@
e @ CoENS
@ aws n @ g
a L 4 @~ o P
AhsayCBS Backup Server -QR - Cloud Destination
Index file uploaded to AhsayCBS L\
or Cloud Destination [
> -
A
> 0
n | Reupload
' index file
Check index
file size
AhsayOBM oT
» o 0 fdho i*
Index.db - -
— Verify Check Check latest
Index file AhsayOBM checksum modified date
of index.db file
o Reupload o Reupload
index file index file
e Index file from AhsayOBM is o Check index file size.
uploadedto AhsayCBS, Cloud =) Ifindex file size
Destination, FTP or SFTP. is correct, proceedto ()
=» IfNOT, proceed to o
e Verify Check checksum Index file is uploaded
of index.db file. correctly to AhsayCBS
or Cloud Destination.
=) If checksum
is correct, proceedto o
=» IfNOT, proceed to o
o Check modified date. Index file will be e
=) |f latest modified date reuploaded. Proceedto
is correct, proceedto o
=» If NOT, proceed to o
g




11.3 Data Validation Check Process

As an additional measure to ensure that all files transferred to the backup destination(s) are
received and saved correctly, both the number of 16 or 32 MB data block files and the size of
each block file are checked again after the files are transferred.

o

@
ea _OFERG
@aws a@ @m
@ &g @~ o

AhsayCBS -
Cloud Destination Backup Server Local Drive
N
Q s "
Start Data Data block Data Validation Runmng
Validation Check size check Check complete Retention Policy

61\
B

;e Block size Block size Statistics
Missing block(s) not identical deletion o T
Check the number of 16 or 32 MB ° Files in the missing block(s)
data blocksin the backup will be removed from the
destination(s) is identical to the index.db file.

number of blocks transferred.
0 Statistics will be updated
=» If YES, proceedto 0 according to the files removed.

=» IfNO, proceedto e Proceedto e

o Check the individual sizes 0 Block size that are not identical
of each data block in the will be removed from the backup
backup destination(s) is destination(s).

identical to the sizes of each
block transferred.

=) If YES, proceedto ° Proceedto °
=9 If NO, proceedto o

Data validation check is complete.

Proceedto then

Q Retention policy will run (if enabled).




12 Running Backup Jobs

12.1 Login to AhsayOBM

Login to the AhsayOBM application according to the instructions in Chapter 6: Start
AhsayOBM.

12.2 Start a Manual Backup

1. Click Backup on the main interface of AhsayOBM.
el
Backup
2. Select the backup set which you would like to start a backup for.
Please Select The Backup Set To Backup
Sort by
D Backup Set Name
Owner: centos?
Last Backup: Thursday, 12 September 2019 20:00
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3. The Choose Your Backup Options screen will appear. If you would like to modify the In-File
Delta type, Destinations and Retention Policy settings, click Show advanced option.

Choose Your Backup Options

E Backup Set Name

Backup set type
File

In-File Delta type

) Full
() Differential
(®) Incremental

Destinations

v @ AhsayCBS (Host: 10.90.10.12:443)

Retention Policy
|:| Run Retention Policy after backup

Hide advanced option

4, Click Backup to start the backup.




13 Restoring Data

13.1 Login to AhsayOBM

Login to the AhsayOBM application according to the instructions in Chapter 6: Start AhsayOBM.

13.2 Restore Data

1. Click Restore on the AhsayOBM main interface.

12,

Restore

2. After logging in to your backup account successfully, you should see a screen showing all
the available backup sets for restore. Double click on the one you would like to restore.

Please Select The Backup Set To Restore

Sort by
Backup Set Name
Owner: centos?
Last Backup: Friday, 13 September 2019 10:56
File

Creation Time w




3. Click on the location from which you would like to restore the data from.

Select The Destination From Which To Restore...

m Backup Set Name

AhsayCBS
Host: 10.90.10.12:443

Previous Cancel

4, Select to restore files from a specific backup job, or from all files available, then select the
files or folders that you would like to restore.

There are two options from the Select what to restore drop-down menu:

@ Choose from files as of job — this option allows you to select a backup version
from a specific date and time to restore.

Select what to restore

Choose from files as of job w || 13/09/2019 w || Latest w

Show filter

Folders Name
¢ @ AhsayCBS o3y
O3/
o [ [J root

Select what to restore

| Choose from files as of job W || 13/09/2019 W || Latest W
Show filter 13/09/2019
12/09/2019
Folders hme
¢ @ AhsayCBS 0 11/09/2019
¢ 0=y
o (O root

Select what to restore

Choose from files as of job W || 13/09/2019 w» || Latest

Show filter Latest
10:56
Folders MNa
¢ @ AhsayCBS O3y
¢ O3/
o= [ root

-
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@ Choose from ALL files — this option allows you to restore all the available
backup versions for this backup set. Among all the available backup versions,
you can even select only some of the backup versions of a file to restore.

Select Your Files To Be Restored
Select what to restore
Choose from ALL files (V]
Show filter
Folders Name Size Date modified
¢ @ AhsayCBS 0 [} File snapshot testing.txt TKE 1712/2018 14:27
¢ O3s O ile snapshot testing.tet 5KB 17/12/2018 14:23
¢ O root O ile snaf ng.tet 2KB 17M12/2018 14:16
o~ [J =7 Documen s [ ile snapsh: 986 byt... 11/12/2018 17:20
search Items per page | 50 V| Page|1/1 w

Below is an example showing all the available backup versions of the file
snapshot testing.txt. The latest version is shown in solid black color and all the
previous versions are shown in grey color. You can identify the file version from
the Date modified column.

MName Size Date modified
|j| File snapshot testing. t=t 7 KB 172018 1427
File snapshot testing. txt S KB 17/12/2018 14:23
O File snapshot testing. t=t 2 KB 17122018 14:16
O File snapshot testing. t=t 086 byt... 111122018 17:20

When the restore is done, you will see all the selected backup versions in the
restore destination. The latest backup version has the file name as the original
file, while the previous versions have the time stamps added to their file names
for easy identification.

|_| File snapshot testing.txt
|_| File snapshot testing_2018-12-17-14-15-36.txt

|_| File snapshot testing_2018-12-17-14-21-40.txt

|_| File snapshot testing_2018-12-17-14-24-08.txt

5. Click Next to proceed when you are done with the selections.



6. Select to restore the files to their Original location, or to an Alternate location, then click
Next to proceed.

@ Original location — the backed-up data will be restored to the computer running
the AhsayOBM under the same directory path as on the machine storing the
backup source. For example, if the backup source files are stored under
root/Downloads folder, the data will be restored to root/Downloads as well on
the computer running the AhsayOBM.

Choose Where The Files To Be Restored

Restore files to
®) Original location

Alternate location

Show advanced option

@  Alternate location — you can choose to restore the data to a location of your

choice on the computer where AhsayOBM is running.
® AhsayOBM ShE X

Choose Whi..., &= e p—(e]{<l6

=- =3 Public

[ Desktop [ temp

Restore files to I3 Documents(Z] Templates
Original location (-3 Downloads [ Videos

. 3 Music k
@) Alternate location 5 e

[ Pictures

Show advanced option

Folder name: [froot

|
Files of type : |l iles \vJ




7. Click Show advanced option to configure other restore settings:

Choose Where The Files To Be

Restore files to
Original location

®) Alternate location

Show advanced option

Restore file permissions
Delete extra files
+| Follow Link
Resolve Link
Verify checksum of in-file delta files during restore

Hide advanced option

= Restore file permissions

By enabling this option, file permissions of the operating system files will be
restored. File permission defines, for example, the right to view or change a file
by the system owner/group/individual. If file permission is not restored properly,
there is a potential risk that the restored data could be viewed by group/individual
who is not supposed to have the access to.

= Delete extra files

By enabling this option, the restore process will attempt to synchronize the
selected restore source with the restore destination, making sure the data in the
restore destination is exactly the same as the restore source. Any data created
after backup will be treated as “extra files” and will be deleted from the restore
source if this feature is enabled.

Example:

i) Two files are created under the Document folder 01, namely doc 1 & doc 2.

Document folder 01

MName -~

doc 1.docx L riles created initially
doc 2.docx

i) A backup is performed for folder Document folder 01.



iii) Two new files are created, namely doc 3 & doc 4.

Document folder 01

1 doc 1.docx
% doc 2.docx lles created DACKUp

= doc 3.docx

B doc 4.docx ]» Files created AFTER backup

iv) A restore is performed for the Document folder 01, with Delete extra files
option enabled.

v) Since doc 3 & doc 4 have never been backed up, therefore they will be
deleted from Document folder 01, leaving only the two files that have been

backed up.
Document folder 01
MName .
doc 1.d i -
% d‘“’ , d"cx ]» Files remain after restore
0OC £.00CX

WARNING

Please exercise extra caution when enabling this feature. Consider what data in
the restore destination has not been backed up and what impact it would cause if
those data is deleted.

Prior to the data restore and synchronization, a warning message shows as the
one shown below. Only clicking Yes will the “extra file” be deleted. You can click
Apply to all to confirm deleting all the “extra files” at a time.

® Follow Link (Enabled by default)
When this option is enabled, not only the symbolic link will be restored, the
directories and files that the symbolic link links to will also be restored.

The table below summarizes the behaviors when a restore is performed with
different settings.

Follow Link Restore to Behavior

Symbolic link is restored to the original backup
Original location.

location Target directories or files are also restored to
the original backup location.
Enabled

Symbolic link is restored to the location
Alternate | Specified.

location Target directories or files are also restored to
the alternate location specified.
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Symbolic link is restored to the original backup
Original location.
[eatlen Target directories or files are NOT restored to

the original backup location.
Disabled

Symbolic link is restored to the location
Alternate | Specified.

location Target directories or files are NOT restored to
the alternate location specified.

® Resolve Link (Only for restoring to Alternate Location)
This option must be used in conjunction with the Follow Link option. When this
option is enabled, the symbolic link, as well as the directories and files that the
symbolic link links to will also be restored in the alternate location you have
chosen. That means the symbolic link will point to the alternate location instead of
the original location.

The table below summarizes the behaviors when a restore is performed with this
option turned on and off.

Resolve Link Behavior

Symbolic link is restored to the alternate location specified,
with its target directories and files also restored to the same
Enabled location in their relative path.

Target of the link is updated to the new relative path. In
other word, the link now points to the new alternate location.

Symbolic link is restored to the alternate location specified,
with its target directories and files also restored to the same

location in their relative path.
Disabled
However, target of the link is NOT updated to the new

relative path. In other word, the link still points to the original
location.

® Verify checksum of in-file delta files during restore
By enabling this option, the checksum of in-file delta files will be verified during
the restore process. This will check the data for errors during the restore process
and create a data summary of the in-file delta files which will be included in the

report.
8. Click Next to proceed once you are done with the settings.
9. Select the temporary directory for storing temporary files, such as delta files when they are

being merged.
By default, the temporary files are stored under the temp directory of the user profile

directory. However, there is a chance that the same directory path does not exist in the
computer you are running the AhsayOBM. In that case, you will have to click Browse to



define a new location for storing the temporary files, otherwise you will not be able to
perform a restore.

Temporary Directory

Temporary directory for storing restore files

/root/temp Browse

Previous Restore Cancel

10. Click Restore to start the restore.

11.  You will see a screen like the one shown below with the restore progress bar.

Restore

H Backup Set Name

@ AhsayCBS (Host: 10.90.10.12:443) a

+ Restore Completed Successfully
Estimated time left 0 sec

Restored 0 (0 file)
Elapsed time 1 sec
Transfer rate Obit/s

12. The progress bar shows Restore Completed Successfully when the restore is done. Click
Close to exit the confirmation screen.



13.3 Restore Filter
This search feature allows you to search directories, files, and folders.

To make it more flexible, the search feature offers filtering. You can add additional pattern upon
searching. Pattern includes the following criteria:

© Contains
These are Directories, Files, and Folders with the name containing the specific letter

or word.

© Exact
These are Directories, Files, and Folders with the exact or accurate name.

© Start With
These are Directories, Files, and Folders with the name starting with a specific letter or
word.

© Ends With
These are Directories, Files, and Folders with the name ending with a specific letter or
word.

It also has the Match Case function, which serves as an additional accuracy when searching for any
specific directories, files, folders, and mails.

For more detailed examples using the restore filter on AhsayOBM, refer to Appendix F: Example
Scenarios for Restore Filter.




1. Login to AhsayOBM according to the instructions in Login to AhsayOBM.

2. Click the [Restore] icon on the main interface of AhsayOBM.

3. Select the backup set the you would like to restore.

AhsayOBM - o x

Please Select The Backup Set To Restore

Sample Backup Set 01
Owner: centos?
Last Backup: Tuesday, 13 August 2019 20:00

File

Sample Backup Set 02
Owner: centos?
Newly created on Wednesday, 14 August 2019 14:59

Sample Backup Set 03
Owner: centos?
Newly created on Wednesday, 14 August 2019 15:00

File

4. Select the backup destination that you would like to restore backed-up items to.

AhsayOBM - o x

Select The Destination From Which To Restore...

E Sample Backup Set 01

@ AhsayCBS
Host: 10.90.10.12:443

-
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5. Click the [Search] located on the lower left side of the screen.

6. Click the [Change] button to change the path of the restore items from other location.

AhsayOBM

Select Your Files To Be Restored

Select what to restore

Choose from files as of job W || 13/08/2019 w || Latest w

Show filter
Folders MName Size Date modified
¢ @ AhsayCBS O3y
v O
o [0 [F root
Search Items per page | 50 v Page 1/1 w

www.ahsay.com

AhsayOBM

Search
Look in
Change
V| Search subfolders
Kind Type Pattern
Files and Directories W || contains W Match case
Search
Name In Folder Size Date modified
Items per page |50 W Page |- W
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AhsayOBM

Change Path

9§ Backup Server
¢ = i
¢ [ root
o [ .cache
o [ .config
o= ] .dbus
o [ java
o ] local
o 3 .mozila
o= 3 .obm
o [ .pki
o~ [ Desktop
o= [ Documents
o= [ Documents_2
© ] Downloads
o [ Log-Test
o [ Music
o= [ Pictures
o [ Public v
o= [J Templates

www.ahsay.com

AhsayOBM

Search

Look in
/root/Documents Change

Search subfolders

Kind Type Pattern
Files and Directories W || contains W Match case
Search
Name In Folder Size Date modified
Items per page |50 W Page |- W
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7. Tick the [Search subfolders] to include available subfolders upon searching.

Search subfolders

| Search subfolders

8. Select from the following Kind of files you want to search.
e Files and Directories
o Files only
e Directories
9. Select from the following Type of filtering you want to search.
e Contains
e Exact

e Starts With

e Ends With
10. Enter a pattern you want and tick the [Match case] box if you want to accurately search for a
specific file.
Pattern
Match case
Pattern
Sheet +| Match case

11. Click the [Search] button and the result will be displayed.

Search

12. Check all the items or check a specific item that you want and click the [OK] button to proceed
and you will return to the restore main screen.



14 Contacting Ahsay

14.1 Technical Assistance

To contact Ahsay support representatives for technical assistance, visit the Partner Portal:
https://www.ahsay.com/partners/

Also use the Ahsay Wikipedia for resource such as Hardware Compatibility List, Software
Compatibility List, and other product information:
https://wiki.ahsay.com/

14.2 Documentation

Documentations for all Ahsay products are available at:
https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay downloads documentation

quides

You can send us suggestions for improvements or report on issues in the documentation, by
contacting us at:
https://www.ahsay.com/partners/

Please specify the specific document title as well as the change required/suggestion when
contacting us.


https://www.ahsay.com/partners/
https://wiki.ahsay.com/
https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay_downloads_documentation_guides
https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay_downloads_documentation_guides
https://www.ahsay.com/partners/

Appendix

Appendix A:  Uninstall AhsayOBM (SH online installer)

1. Log in to a Linux machine using the root account. (Alternatively, you can remotely invoke the
GUI of another Linux machine using SSH client.)

Username

Cancel

2. Right-click on the desktop and click Open Terminal to launch the application.

Mew Folder

Open Terminal

FPaste
Organize Desktop by Name
(v Keep Aligned

Change Desktop Background
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Alternatively, you can also click the Applications menu bar then select Utilities > Terminal.

% Applications ¥

Favorites
‘ ) | Dictionary

Accessories :
Documentation @ Disk Usage Analyzer
Graphics &‘\) Disks
Internet :

: Qﬁ Document Viewer
Office ; N

: a z
Sound & Video g ‘Q‘ Font Viewer
Sundry f@ Image Viewer

System Tools
Passwords and Keys

Utilities Lk
EEH Remote Desktop Viewer

Other

3. Go to the /usr/local/obm/bin directory.

# cd /usr/local/obm/bin

4. Use the uninstall.sh script, then run the rm command to remove the remaining AhsayOBM
files from the Linux machine.

# sh uninstall.sh

Log Time: Thu May 6 16:43:07 +08 2021

Verifying current user privilege
Current user has enough privilege to "uninstall'.

Uninstall Ahsay Online Backup Manager from /usr/local/obm

Shutting down Scheduler

wWwait 5 seconds before Scheduler exits

Kill running Ahsay Online Backup Manager

Kill Process by Image Name: /usr/local/obm/jvm/bin/bJw
Ignore Process by Image Name:

Kill Process by Image Name: /usr/local/obm/jvm/bin/bschJW
Ignore Process by Image Name:

Kill process of PID 1339

Kill Process by Image Name: /usr/local/obm/jvm/bin/java
Ignore Process by Image Name:

Removing Scheduler script obmscheduler from service
Uninstall Service for NIX type OS

Using init script path /etc/init.d

Using run level script path /etc/rc.d

Removing symbolic link from run levels
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Removing script file obmscheduler from /etc/init.d

Remove shortcut /usr/share/applications/obm.desktop

Remove shortcut /root/Desktop/obm.desktop

Ahsay Online Backup Manager uninstall procedure 1s complete!

It is now safe to remove files from /usr/local/obm
# rm -fr /usr/local/obm

5. After successful uninstallation, AhsayOBM will be removed from the Applications.

www.ahsay.com

216




Appendix B:  Uninstall AhsayOBM (RPM online installer)

1. Log in to a Linux machine using the root account. (Alternatively, you can remotely invoke the
GUI of another Linux machine using SSH client.)

Username:

Cancel

% CentOS

2. Under the Applications menu bar, select System Tools > Application Installer.
% Applications v WFITTR

Favorites a Application Installer

Accessories

[iZi] Boxes
Documentation S

Graphics / Settings

Internet [ﬁ

&5

M@ Software Update
==

Software

Office

Sound & Video

Sundry Startup Applications
System Tools D | System Log
Utilities '
System Monitor
Other
3. Search for “AhsayOBM” on the search bar, then click the Remove button to proceed.
[ AL | installed | Updates . - o x
| Q. AhsayOBM a |

AhsayOBM Ahsay Online Backup Manager

4. Click Remove to uninstall AhsayOBM.



Are you sure you want to remove obm?

obm will be removed, and you will have to install it to use it again.

Cancel Remove

5. After successful uninstallation, AhsayOBM will be removed from the Applications.
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Appendix C: Uninstall AhsayOBM (DEB online installer)

1. Log in to a Debian or Ubuntu machine using the root account. (Alternatively, you can

remotely invoke the GUI of another Debian or Ubuntu using SSH client.)
(%] us 01:34 O

2. Locate the Package Installer by going to the Menu > System Tools > Package Installer.

Menu ’
* All B Caja
W Favourites 3
GDebi Package Installer
Accessories
Administration

Graphics

Sound & Video

£+ System Tools

3. Go to Downloads and select the AhsayOBM DEB installation package file.
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e Open Software Package

& Recent < [@iroot Downloads »

Sane Name - Size Modified
0@ Desktop # obm-ubuntu-noarch-443-10.90.10.12-https-00.deb 6.6kB 01:56

W] Documents

¥ Downloads

When the following screen is displayed, click Remove Package to proceed.

e PackageInstaller-obm

File Edit Help

Package: obm Reinstall Package

Status: Same
version
is
already
installed

Remove Package

Description | Details Included files Lintian output

Ahsay Online Backup Manager
Ahsay Online Backup Manager

5. Once the uninstallation is completed, the following screen will be displayed. AhsayOBM is
now removed from the Applications.

e PackageInstaller-obm X

Removal finished

Package 'obm'was removed

» Terminal
Automatically close after the changes have been successfully applied

& Close
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Appendix D: Handling of Non-regular Files

The following non-regular files/folders such as device files, block files, virtual files systems, pseudo
file systems etc will be automatically ignored if selected for backup. Backup log entries of these
files/folders will not appear in the backup logs.

Example:
/proc
/dev

/sys

/run

For AhsayOBM installations on Linux GUI, these devices will not be shown on the backup source
screen.



Appendix E: Script Files

RunConfigurator.sh

This script file is used to run AhsayOBM. To configure the parameters, open the script file in a text
editor like vi.

|# vi RunConfigurator.sh |

Configure the following parameters:

© SETTING_HOME - this is the directory to your setting home. If not set, the default directory
is “${HOME}/.obm”.

e.g. SETTING_HOME="/root/.obm”

© DEBUG_MODE - this parameter is used to enable or disable the debug mode when
opening AhsayOBM.

e.g. DEBUG_MODE="- -debug” or DEBUG_MODE="

# vi RunConfigurator.sh

#!/bin/sh

FHEFHAFE SR H S E S HH#H 44 RunConfigurator.sh
FHEFHHAH AR A A AR RS A

# You can use this shell to run the application

#

FHAFFE A R R A R R A R R A
THEFHHEEERSSHS

FHAHHHHHSEHEF S HH# #4444 #F START: User Defined Section
FHEFH R RS RFHRFHRAH

# | Directory to your setting home.

# | Default to ${HOME}/.obm when not set.

# | e.g. SETTING HOME="${HOME}/.obm"




# | Enable/Disable debug mode

# | e.g. DEBUG_MODE="--debug"

|

# | or DEBUG_MODE=""

|

# ________________________________________________________________
DEBUG_MODE=""

FHEHHH AR A H A F S FH S #HHH#4 END: User Defined Section
igaasddssaasssdasaadddianadi

C

AR E A
# RETRTIEVE AP HOME PATH
#

G
FHEF S

EXE DIR=pwd’

SCRIPT HOME='dirname "$0""
cd "$SCRIPT HOME"

APP BIN='pwd’

APP HOME='dirname "SAPP BIN""

FHAAA A A R R A R R R R R R A
FHAFFER SRS




# RETRTIEVE JAVA HOME PATH
#

FHAAF A A A A R A
igadadsaEaaaadi

if [ "Darwin" = “uname  ]; then

JAVA HOME="/System/Library/Frameworks/JavaVM. framework/Home"

fi
if [ ! -x "SAPP HOME/jvm" 1];
then
echo "'S$SAPP HOME/jvm' does not exist!"
if [ ! -n "SJAVA HOME" ]; then
echo "Please set JAVA HOME!"
exit 0
else
In -sf "$JAVA HOME" "SAPP HOME/jvm"
echo "Created JAVA HOME symbolic link at 'S$SAPP _HOME/jvm'"
fi
fi
if [ ! -x "SAPP HOME/jvm" ];
then

echo "Please create symbolic link for 'SJAVA HOME' to
"$APP HOME/jvm'"

exit O

fi

JAVA HOME="$APP HOME/jvm"

# Use alternative executable name to define the GUI execution
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if [ "Darwin" = ‘uname  ]; then
JAVA EXE="$JAVA HOME/bin/java"
else
JAVA_EXE="$JAVA_HOME/bin/bJW"

fi

# Verify the JAVA EXE whether it is a valid JAVA Executable or
not.

STRING JAVA VERSION="java version,openjdk version"
OUTPUT JAVA VERSION='"${JAVA EXE}" -version 2>&1°
OUTPUT JVM SUPPORT=0

BACKUP_ IFS=S$IFS

IFs=","

for word in $STRING_JAVA_VERSION; do

if [ “echo "${OUTPUT JAVA VERSION}" | grep "${word}" | grep -
cv "grep ${word}l"  -le 0 ]
then

#echo "The Java Executable \"${JAVA EXE}\" is not a valid
Java Executable. Exit \"" 'basename "$0" "\" now."

continue;
else
OUTPUT JVM SUPPORT=1
break;
fi
done
IFS=$BACKUP_IFS
if [ $OUTPUT JVM SUPPORT -eq 0 ]
then

echo "The Java Executable \"${JAVA EXE}\" is not a valid Java
Executable. Exit \"" 'basename "S$0" ""\" now."

exit 1

fi




B A R R R R A R R R R R R R A
g saEaaandi

# START-UP
#

B A A R R R R R A R R R A R A
FHAHFEE RS

# Set LD LIBRARY PATH for Lotus Notes on Linux
if [ "Linux" = “uname  ]; then

NOTES PROGRAM='cat "$APP HOME/bin/notesenv"’

LD_LIBRARY_PATH="$APP_HOME/bin:$NOTES_PROGRAM:$LD_LIBRARY_PATH"
export NOTES PROGRAM

else
LD_LIBRARY_PATH="$APP_HOME/bin:$LD_LIBRARY_PATH"

fi

DEP LIB PATH="X64"
case "“uname -m " in
i[3-6]86)

DEP_LIB PATH="X86"

esac

LD LIBRARY PATH="${APP BIN}/${DEP_LIB PATH}":".":"${LD LIBRARY PAT
H}ll

SHLIB PATH="$LD LIBRARY PATH"

export LD LIBRARY PATH SHLIB PATH

# Change to APP BIN for JAVA execution

cd "${APP_BIN}"




# Reference path will be used to avoid empty space in the parent
directory

LIB HOME=.

JAVA OPTS="-Xrs -Xmsl28m -Xmx768m -client -
Dsun.nio.PageAlignDirectMemory=true"

JNI PATH="-Djava.library.path=$LIB HOME"
CLASSPATH="$LIB_HOME:$LIB_HOME/cb.jar"

MAIN CLASS=Gui

# Execute Java VM Runtime for BackupManager
echo "Startup Ahsay Online Backup Manager ... "

"${JAVA EXE}" S$JAVA OPTS $JNI PATH -cp $CLASSPATH $MAIN CLASS --
config "${DEBUG MODE}" "${APP HOME}" "${SETTING HOME}"

FHE A A A R R R R A R R R
FHEHFER SRS

# RESET A N D EXIT
#

FH A A A R R R R R R
FHAFEE RS HAES

cd "${EXE_DIR}"

exit O

Once you have configured the parameters, save the changes. Use the sh command to run the script.
The AhsayOBM Login Menu will be displayed.

# sh RunConfigurator.sh
Startup Ahsay Online Backup Manager ...

Config file found

Login Menu

:
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(1) . Login

(2) . Change Network Settings
(3) . Forgot Password

(4) . Quit

Your Choice:

www.ahsay.com R
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ListBackupSet.sh

This script file is used to display the list of backup set under your backup account. To configure the
parameters, open the script file in a text editor like vi.

# vi ListBackupSet.sh

Configure the following parameters:

© SETTING_HOME - this is the directory to your setting home. If not set, the default directory
is “${HOME}/.obm”.

e.g. SETTING_HOME="/root/.obm”

# vi ListBackupSet.sh

#!/bin/sh

FHEFHE A A # 4 4E ListBackupSet.sh
FHAHHE AR

# You can use this shell script to list all backup sets available
under #

# your backup account.

#

TR A A R A R R R R
FHEFHHEEER RS

FHAFHE A F AR HH S Start: User Defined Section
FHEFHHEE SRR S

et SETTING HOME —-—-———=-———————————
# | Directory to your setting home.

# | Default to ${HOME}/.obm when not set.

# | e.g. SETTING HOME="${HOME}/.obm"

SETTING HOME=""




FHAEFHE S F A HHEEHHE END: User Defined Section
ifddddddssaaaddaaaadaddddi

B A R R A R R A R R R R R R R R A
FHAHFEE SRS

# RETRTIEVE AP HOME PATH
#

FHAAF A A A A R A
FHAHFEE RS

EXE DIR="pwd"

SCRIPT HOME='dirname "$0""
cd "$SCRIPT HOME"
APP_BIN='pwd’

APP_HOME='dirname "$APP BIN"'

FHAAE A R R A R A R

FHAHEH S

# RETRTIEVE JAVA_HOME PATH

#

FH A A A 4
FHHHEH A

if [ "Darwin" = “uname” ]; then

JAVA HOME="/System/Library/Frameworks/JavaVM. framework/Home"

fi

if [ ! -x "$APP HOME/jvm" ];
then
echo "'S$APP HOME/jvm' does not exist!"
if [ ! -n "SJAVA HOME" ]; then
echo "Please set JAVA HOME!"

exit O
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else

1n -sf "$JAVA HOME" "$SAPP HOME/jvm"

echo "Created JAVA HOME symbolic link at 'SAPP _HOME/jvm'"
fi

fi

if [ ! -x "SAPP HOME/jvm" ];
then

echo "Please create symbolic link for 'SJAVA HOME' to
"$APP HOME/jvm'"

exit O

fi

JAVA HOME="$APP HOME/jvm"

JAVA EXE="$JAVA HOME/bin/java"

# Verify the JAVA EXE whether it can be executed or not.
if [ ! -x "S{JAVA EXE}" ]
then

echo "The Java Executable file \"${JAVA EXE}\" cannot be
executed. Exit \"" 'basename "$0" "\" now."

exit 1

# Verify the JAVA EXE whether it is a valid JAVA Executable or
not.

STRING JAVA VERSION="java version,openjdk version"
OUTPUT JAVA VERSION='"${JAVA EXE}" -version 2>&1°
OUTPUT JVM SUPPORT=0

BACKUP_ IFS=S$IFS

IFS=" , "




for word in $STRING JAVA VERSION; do

if [ “echo "${OUTPUT JAVA VERSION}" | grep "${word}" | grep -
cv "grep S${word}"  -le 0 ]
then

#echo "The Java Executable \"S${JAVA EXE}\" is not a valid
Java Executable. Exit \"" 'basename "$0" "\" now."

continue;
else
OUTPUT JVM SUPPORT=1
break;
fi
done
IFS=$SBACKUP_IFS
if [ SOUTPUT JVM SUPPORT -eq 0 ]
then

echo "The Java Executable \"${JAVA EXE}\" is not a valid Java
Executable. Exit \"" 'basename "$0" "\" now."

exit 1

fi

FHE A A A R A R A R R A
FHAFEE RS HAES

# J AV A EXECUTTION
#

FH A A A R R R R A
FHEFEE SRR HAES

# Change to APP BIN for JAVA execution

cd "${APP_BIN}"

# Reference path will be used to avoid empty space in the parent
directory

LIB HOME=.




JAVA OPTS="-Xrs -Xmsl28m -Xmx768m -client -
Dsun.nio.PageAlignDirectMemory=true"

JNI PATH="-Djava.library.path=$LIB HOME"
CLASSPATH="$LIB_HOME:$LIB_HOME/Cb.jar"

MAIN CLASS=ListBackupSet

echo "Using APP_HOME : ${APP_HOME}"

echo "Using SETTING HOME : ${SETTING HOME}"

# API Arguments: ListBackupSet [APP HOME] [SETTING HOME]

# Do not include double-quote for java options, Jjni path,
classpath and main class

# Only apply double-quote for path to java executable and
execution arguments

"S{JAVA EXE}" S$JAVA OPTS $JNI PATH -cp $CLASSPATH $MAIN CLASS
"$S{APP_HOME}" "S${SETTING HOME}"

FHAFFE A R A R R R A R R
FHAFEE RS HAES

# RESET A ND EXIT
#

FHAFFE A R A A R R A R
g sasaaaddi

cd "${EXE_DIR}"

exit O
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Once you have configured the parameters, save the changes. Use the sh command to run the script.
The list of backup sets will be displayed.

# sh ListBackupSet.sh
Using APP_HOME : /usr/local/obm
Using SETTING_HOME

BackupSet Name= bl, ID= 1563501422700
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ListBackupJob.sh

This script file is used to display the list of backup jobs under a specific backup set. To configure the
parameters, open the script file in a text editor like vi.

# vi ListBackupJob.sh

Configure the following parameters:

© SETTING_HOME - this is the directory to your setting home. If not set, the default directory
is “${HOME}/.obm”.

e.g. SETTING_HOME="/root/.obm”

© BACKUP_SET - this is the name of the backup set which contains the backup job that you
want to list. There are two (2) ways to specify the backup set; by using the backup set
name or by backup set ID. If the backup set name is not in English, use the backup set ID.
You can leave this blank if you only have one (1) backup set.

e.g. BACKUP_SET="1119083740107”" or BACKUP_SET="FileBackupSet-1”

© BACKUP_DEST - this is the name of the destination of the backup set. There are two (2)
ways to specify the destination; by using the destination name or destination ID. If the
destination name is not in English, use the DestinationID. You can leave this blank if you
only have one (1) backup destination.

e.g. BACKUP_DEST="1119083740107” or BACKUP_DEST="CBS”

# vi ListBackupJob.sh

#!/bin/sh

FHEFHHF AR H A AR H AR A H S F S FHHEF ListBackupJob.sh
FHEFFH AR A

# You can use this shell script to list all backup job which ran
under #

# this backup set.
#

FHAAA A A R R R A R A R R R R R A
g s s aaaadi

HH S Start: User Defined Section
FHEHH A AR AR A A A
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# | Directory to your setting home.
# | Default to ${HOME}/.obm when not set.
|

# | e.g. SETTING HOME="${HOME}/.obm"

I e et T BACKUP SET -————-—————————————-
# | The name or ID of the backup set that you want to run
# | If backup set name is not in English, please use BackupSetID

# | e.g. BACKUP SET="1119083740107"

# | or BACKUP SET="FileBackupSet-1"

#

|

# | You can leave this parameter blank if you have only 1 backup
set |

# ________________________________________________________________
BACKUP_SET=""

et BACKUP DEST —-—-——=-—=-——————————
# | The name or ID of the destination that you want to run

|

# | If destination name is not in English, please use
DestinationID |

# | e.g. BACKUP DEST="1119083740107"
|

# | or BACKUP DEST="CBS"




# o
|

# | You can leave this parameter blank if you have only 1
destination. |
# ________________________________________________________________

BACKUP_ DEST=""

FHAFHE RS F A H S END: User Defined Section
FHAFFEE A A

FHA A A A R R R R R A
igaaadsasaaadidi

# SCRIPT US AGE
#

FHA A A R R R R A R R A
FHEFFER SRS

# Input Arguments will overwrite the above settings
# defined in 'User Defined Section'.

if [ $# -ge 1 ]1; then

if [ -n "$1" ]; then
BACKUP_ SET="$1"

fi

if [ -n "$2" ]; then
BACKUP_DEST="$2"

fi

fi

FHAAA A A R R R R A R R A R R
g sssEaaddi




# RETRTIEVE AP HOME PAT
H #

FHAA A A A A A
g saEaaaadi

EXE DIR="pwd’

SCRIPT HOME= dirname "$0"°
cd "$SCRIPT HOME"

APP BIN='pwd’

APP_HOME='dirname "$APP BIN"®

FH A R R R R R R R R

FHEFHHAR SRS
# RETRTIEVE JAVA HOME P
A TH #

FHE A R A R R R R A
FHEHFER SRS

if [ "Darwin" = ‘uname’ ]; then

JAVA HOME="/System/Library/Frameworks/JavaVM. framework/Home"

fi
if [ ! -x "S$APP HOME/jvm" ];
then
echo "'S$APP HOME/jvm' does not exist!"
if [ ! -n "SJAVA HOME" ]; then
echo "Please set JAVA HOME!"
exit 0
else
In -sf "$JAVA HOME" "S$SAPP HOME/jvm"
echo "Created JAVA HOME symbolic link at 'S$SAPP HOME/jvm'"
fi
fi
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if [ ! -x "SAPP HOME/jvm" ];
then

echo "Please create symbolic link for '$SJAVA HOME' to
"$APP_HOME/jvm'"

exit O

fi

JAVA HOME="SAPP HOME/jvm"

JAVA EXE="$JAVA HOME/bin/java"

# Verify the JAVA EXE whether it can be executed or not.
if [ ! -x "S{JAVA EXE}" ]
then

echo "The Java Executable file \"${JAVA EXE}\" cannot be
executed. Exit \"" 'basename "$0" "\" now."

exit 1

# Verify the JAVA EXE whether it is a valid JAVA Executable or
not.

STRING JAVA VERSION="java version,openjdk version"
OUTPUT JAVA VERSION='"${JAVA EXE}" -version 2>&1°
OUTPUT JVM SUPPORT=0

BACKUP IFS=S$IFS

IFS=","

for word in $STRING JAVA VERSION; do

if [ “echo "${OUTPUT JAVA VERSION}" | grep "${word}" | grep -
cv "grep S${word}"  -le 0 ]
then

#echo "The Java Executable \"S${JAVA EXE}\" is not a valid
Java Executable. Exit \"" 'basename "$0" "\" now."

continue;




else
OUTPUT JVM SUPPORT=1
break;
fi
done
IFS=$BACKUP_IFS
if [ $OUTPUT JVM SUPPORT -eq 0 ]
then

echo "The Java Executable \"${JAVA EXE}\" is not a valid Java
Executable. Exit \"" 'basename "S$0" " "\" now."

exit 1

fi

FHAAF A A A R R A
FHEHFER SRS

# J AV A EXECUTTION
#

FHAAFE A A R A A R R R R
g s saaddi

# Change to APP BIN for JAVA execution

cd "${APP_BIN}"

# Reference path will be used to avoid empty space in the parent
directory

LIB HOME=.

JAVA OPTS="-Xrs -Xmsl28m -Xmx768m -client -
Dsun.nio.PageAlignDirectMemory=true"

JNI PATH="-Djava.library.path=$LIB_ HOME"
CLASSPATH="$LIB_HOME:$LIB_HOME/cb.jar"

MAIN CLASS=ListBackupJob

echo "Using APP_HOME : ${APP_HOME}"




echo "Using SETTING HOME : ${SETTING HOME}"

echo "Using BACKUP_ SET : ${BACKUP_SET}"

# API Arguments: ListBackupJob [APP HOME] [BACKUP_ SET]
[BACKUP DEST] [SETTING HOME]

# Do not include double-quote for java options, jni path,
classpath and

# main class.

# Only apply double-quote for path to java executable and
execution arguments

"$S{JAVA EXE}" $JAVA OPTS S$JNI PATH -cp $SCLASSPATH $MAIN CLASS "--

app—home:${APP_HOME}" "——backup—set=${BACKUP_SET}" "--backup-
dest=${BACKUP DEST}" "--setting-home=${SETTING HOME}"

FHE A A R R R R R R R
FHEHFER SRS

# RESET A N D EXIT
#

FH A A R R R R A R R
FHAFEE RS HAES

cd "${EXE_DIR}"

exit O

Once you have configured the parameters, save the changes. Use the sh command to run the script.
The list of backup jobs of a specific backup set will be displayed.

# sh ListBackupJob.sh

Using APP HOME : /usr/local/obm
Using SETTING HOME

Using BACKUP_ SET : bl

bl [1563501422700]

2019-07-19-12-01-07

-



RunBackupSet.sh

This script file is used to manually run a backup. To configure the parameters, open the script file in a
text editor like vi.

# vi RunBackupSet.sh

Configure the following parameters:

© BACKUP_SET - this is the name of the backup set which you want to backup. There are
two (2) ways to specify the backup set; by using the backup set name or by backup set ID.
If the backup set name is not in English, use the backup set ID. You can leave this blank if
you only have one (1) backup set.

e.g. BACKUP_SET="1119083740107” or BACKUP_SET="FileBackupSet-1”

© BACKUP_DESTS - this is the name of the destination where you want your backup to be
stored. There are two (2) ways to specify the destination; by using the destination name or
destination ID. If the destination name is not in English, use the DestinationID. You can
leave this blank if you only have one (1) backup destination.

e.g. BACKUP_DESTS="1119083740107” or BACKUP_DEST="CBS”

© BACKUP_TYPE - this is the backup set type. You do not need to change this if you are
backing up a file backup set. There are four (4) options available for this: FILE, DATABASE,
DIFFERENTIAL and LOG.

e.g. BACKUP_TYPE="FILE” for file backup
BACKUP_TYPE="DATABASE” for full database backup
BACKUP_TYPE="DIFFERENTIAL” for differential database backup
BACKUP_TYPE="LOG” for log database backup

© SETTING_HOME - this is the directory to your setting home. If not set, the default directory
is “6{HOME}/.obm”.

e.g. SETTING_HOME="/root/.obm”

© DELTA_MODE - this is the In-File Delta setting. There are three (3) options available for
this: Incremental, Differential and Full.

e.g. DELTA_MODE="I" for Incremental In-file delta backup
DELTA_MODE="D” for Differential In-file delta backup
DELTA_MODE="F" for full file backup
DELTA_MODE="" for using backup set in-file delta setting

© CLEANUP_MODE - this is used to remove obsolete files from your backup destination after
a backup has been run. There are two (2) options available for this: ENABLE-CLEANUP
and DISABLE-CLEANUP.

e.g. CLEANUP_MODE="ENABLE-CLEANUP” or CLEANUP_MODE="DISABLE-CLEANUP”

© DEBUG_MODE - this is used to enable or disable debug for a backup job. There are two
(2) options available for this: ENABLE-DEBUG and DISABLE-DEBUG.

e.g. DEBUG_MODE="ENABLE-DEBUG” or DEBUG_MODE="DISABLE-DEBUG”



# vi RunBackupSet.sh

#!/bin/sh

A A F RunBackupSet.sh
FHAAF A

# You can use this shell script to run any of your backup sets
from the #

# command line. Just customize the "User Defined Section" below
with your #

# values for your backup action.

#

FHE A A R R R R R R R R A
FHEHEEE RS

FHSFHHHFHFH S F S HH###444H# START: User Defined Section
FHEFH R AR SRR RFFRFHSAHH

# | The name or ID of the backup set that you want to run

# | If backup set name is not in English, please use ID instead.

# | e.g. BACKUP_ SET="1119083740107"

# | or BACKUP SET="FileBackupSet-1"

# | You can leave this parameter blank if you have only 1 backup

BACKUP_SET=""
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# | The list of name or ID of the backup destinations that you
want to run. |

# | If backup destination name is not in English, please use ID
instead. |

# | e.g. BACKUP DESTS="1740107119083"
|

# | or BACKUP DESTS="Destination-1,Destination-2"
|

# | or BACKUP DESTS="ALL"

|

# |

# | You can specify multiple destinations in comma-separated
format,

# | or use "ALL"™ to run backup for all destinations.

# | Set backup type. You don't need to change this if you are
backing up a |

# | file backup set.
|

# | Options available: FILE/DATABASE/DIFFERENTIAL/LOG

# | e.g. BACKUP TYPE="FILE" for file backup

|

# or BACKUP_ TYPE="DATABASE" for Full database backup

|

# | or BACKUP TYPE="DIFFERENTIAL" for Differential database
backup |

# | or BACKUP TYPE="LOG" for Log database backup

|

# ________________________________________________________________
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BACKUP_ TYPE="FILE"

# | Directory to your setting home.
# | Default to S{HOME}/.obm when not set.
|

# | e.g. SETTING HOME="${HOME}/.obm"

# | Set In-File Delta mode.

# | Options available: Incremental/Differential/Full (I/D/F)

# | e.g. DELTA MODE="I" for Incremental In-file delta backup

|

# | or DELTA MODE="D" for Differential In-file delta backup

|

# | or DELTA MODE="F" for Full File backup

|

# | or DELTA MODE="" for using backup set in-file delta
setting |

# ________________________________________________________________
DELTA MODE=""

e CLEANUP_MODE —-—=-——-——=————————-
# | You can enable Cleanup mode to remove obsolete files from your
backup |

# | destinations after backup.




# | Options available: ENABLE-CLEANUP/DISABLE-CLEANUP
# | e.g. CLEANUP_ MODE="ENABLE-CLEANUP"

# | or CLEANUP_ MODE="DISABLE-CLEANUP"

# | Set Debug mode.
# | Options available: ENABLE-DEBUG/DISABLE-DEBUG
# | e.qg. DEBUG MODE="ENABLE-DEBUG"

# | or DEBUG MODE="DISABLE-DEBUG"

DEBUG MODE="DISABLE-DEBUG"

FHEH A A A S S H S #4444 END: User Defined Section
FHEFFE RS H A AR R

FHAFF A R A R A R R A R R
FHAFEE RS HAES

# SCRIZPT US A GE
#

FHAAA A A R A R R A R A R R R R
g s s aaaadi

# Input Arguments will overwrite the above settings

# defined in 'User Defined Section'.
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if [ $# -ge 1 ]1; then

if [ -n "$1" ]; then
BACKUP_SET="$1"

fi
fi

FHAAF A A R
FHEHFER SRS

# RETRTIEVE AP HOME PATH
#

FHAAF A A A R A R
g sasaaadii

EXE DIR="pwd’

SCRIPT HOME= dirname "$0"°
cd "$SCRIPT HOME"

APP BIN='pwd’

APP_HOME='dirname "$APP BIN"®

E
FHEFE A

# RETRTIEVE JAVA HOME PATH
#

G
FHEF S

if [ "Darwin" = ‘uname’ ]; then
JAVA HOME="/System/Library/Frameworks/JavaVM. framework/Home"

fi

if [ ! -x "SAPP HOME/jvm" ];
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then
echo "'S$SAPP HOME/jvm' does not exist!"
if [ ! -n "SJAVA HOME" ]; then
echo "Please set JAVA HOME!"
exit 0
else
ln -sf "$JAVA HOME" "$SAPP HOME/jvm"
if [ ! -x "S$SAPP_HOME/jvm" ];
then

echo "Please create symbolic link for 'SJAVA HOME' to
"$APP_HOME/jvm'"

exit O
else

echo "Created JAVA HOME symbolic link at
"$APP_HOME/jvm'"

fi

fi

JAVA HOME="SAPP HOME/jvm"

JAVA EXE="$JAVA HOME/bin/java"

# Verify the JAVA EXE whether it can be executed or not.
if [ ! -x "S{JAVA EXE}" ]
then

echo "The Java Executable file \"${JAVA EXE}\" cannot be
executed. Exit \"" 'basename "$0" "\" now."

exit 1

fi

# Verify the JAVA EXE whether it is a valid JAVA Executable or
not.




STRING_JAVA VERSION="java version,openjdk version"
OUTPUT JAVA VERSION='"${JAVA EXE}" -version 2>&1°
OUTPUT JVM SUPPORT=0

BACKUP IFS=S$IFS

IFs=","

for word in $STRING JAVA VERSION; do

if [ “echo "${OUTPUT JAVA VERSION}" | grep "${word}" | grep -
cv "grep S${word}"  -le 0 ]
then

#echo "The Java Executable \"${JAVA EXE}\" is not a wvalid
Java Executable. Exit \"" 'basename "$0" "\" now."

continue;
else
OUTPUT JVM SUPPORT=1
break;
fi
done
IFS=$BACKUP_IFS
if [ SOUTPUT JVM SUPPORT -eq 0 ]
then

echo "The Java Executable \"${JAVA EXE}\" is not a valid Java
Executable. Exit \"" 'basename "$0" "\" now."

exit 1

fi

igaasdssssaaadddasadaddiasaadndiasaadsdiasaadddiaaaaanianRaRRRddE
FHAFFE SR AAAAS

# EXECUTTION J AV A PROPERTTIES
#
igaasddsssaaadddssadaddiiasaadndsasaadsdiasaadddiaaaaan i ianRaR R Rt
FHAFFER A

# Set LD LIBRARY PATH for Lotus Notes on Linux
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if [ "Linux" = ‘uname’ ];
then

NOTES PROGRAM='cat "$APP HOME/bin/notesenv"’

LD_LIBRARY PATH="$APP HOME/bin:$NOTES_ PROGRAM:S$SLD_ LIBRARY PATH"
export NOTES PROGRAM

else
LD LIBRARY PATH="SAPP HOME/bin:$SLD LIBRARY PATH"

fi

DEP LIB PATH="X64"
case "“uname -m " in
1[3-6]86)

DEP_LIB PATH="X86"

esac

LD LIBRARY PATH="${APP BIN}/${DEP_LIB PATH}":".":"${LD LIBRARY PAT
H}"

SHLIB PATH="$LD LIBRARY PATH"

export LD LIBRARY PATH SHLIB PATH

FHAFFE A R A A R R R R R
g sasaaaddi

# J AV A EXECUTTION
#

FHAA A A A A A R A A
g s s aaaadi

# Change to APP BIN for JAVA execution

cd "${APP_BIN}"




# Reference path will be used to avoid empty space in the parent
directory

LIB HOME=.

JAVA OPTS="-Xrs -Xmsl28m -Xmx768m -XX:MaxDirectMemorySize=512m -
client -Dsun.nio.PageAlignDirectMemory=true"

JNI PATH="-Djava.library.path=$LIB HOME"
CLASSPATH="$LIB HOME:$LIB HOME/cb.jar"

MAIN CLASS=RunBackupSet

echo "-"

echo "Using APP_HOME : $APP_HOME"

echo "Using SETTING HOME : S$SSETTING HOME"
echo "Using JAVA HOME : $JAVA_HOME"

echo "Using JAVA EXE : $JAVA EXE"

echo "Using JAVA OPTS : $JAVA_OPTS"

echo "Using JNI_ PATH : $JNI PATH"

echo "Using CLASSPATH : SCLASSPATH"

echo "-"

echo "Running Backup Set - 'S$BACKUP SET' ..."

# API Arguments: RunBackupSet [APP HOME] [BACKUP_ SET]
[BACKUP DESTS] [BACKUP TYPE] [SETTING HOME] [DELTA MODE]
[CLEANUP_MODE] [DEBUG_MODE]

# Do not include double-quote for java options, jni path,
classpath and

# main class.

# Only apply double-quote for path to java executable and
execution arguments

"S{JAVA EXE}" $JNI PATH -cp SCLASSPATH $JAVA OPTS $MAIN CLASS
"$S{APP_HOME}" "S${BACKUP SET}" "S${BACKUP DESTS}" "${BACKUP TYPE}"
"S{SETTING HOME}" "${DELTA MODE}" "${CLEANUP MODE}"
"${DEBUG_MODE}"
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FHAAA A A R R A R A R A R R A R R R
FHAHFEE RS

# RESET A ND EXIT
#

B A A R R R R A R R R R R A R R A
FHAHHER SRS

cd "${EXE_DIR}"

exit O

Once you have configured the parameters, save the changes. Use the sh command to run the script.
The backup will be run manually.

# sh RunBackupSet.sh
Using APP_HOME : /usr/local/obm

Using SETTING HOME

Using JAVA HOME : /usr/local/obm/jvm
Using JAVA EXE : /usr/local/obm/jvm/bin/java
Using JAVA OPTS : -Xrs -Xmsl28m -Xmx768m -

XX:MaxDirectMemorySize=512m -client -
Dsun.nio.PageAlignDirectMemory=true

Using JNI_ PATH : -Djava.library.path=.

Using CLASSPATH : .:./cb.jar

Running Backup Set - 'bl'

[2019/07/19 12:01:25] [info] [-] Start [ AhsayOBM v8.3.4.0 ]
[2019/07/19 12:01:25] [info] [-] Saving encrypted backup set

encryption keys to server...

[2019/07/19 12:01:26] [info] [1563501526299] Start Backup ... [In-
File Delta: Full]

[2019/07/19 12:01:26] [info] [1563501526299] Using Temporary
Directory /root/tmp/1563501422700/0BSR1563501526299

[2019/07/19 12:01:26] [info] [-] Start running pre-commands

[2019/07/19 12:01:26] [info] [-] Finished running pre-commands

-
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[2019/07/19 12:01:26] [info] [1563501526299] Downloading server

file list...

[2019/07/19 12:01:27] [info] [1563501526299] Downloading server

file list... Completed

[2019/07/19 12:01:28] [info] [1563501526299] Reading backup source

from hard disk...

[2019/07/19 12:01:28] [info] [1563501526299] Reading backup source

from hard disk... Completed

[2019/07/19 12:01:28] [info] [1563501526299] [New Directoryl]...

[2019/07/19 12:01:28] [info] [1563501526299] [New Directory]...

/root

[2019/07/19 12:01:28] [info] [1563501526299] [New Directory]...

/root/Documents

[2019/07/19 12:01:28] [info] [1563501526299] [New Directory]...

/usr

[2019/07/19 12:01:28] [info] [1563501526299] [New Directory]...

/usr/local

[2019/07/19 12:01:28] [info] [1563501526299] [New File]...

"/root/Documents/AhsayCloudFileBackupSolution v10.pptx"

[2019/07/19 12:01:28] [info] [1563501526299] [New File]...

"/root/Documents/AhsayCloudFileBackupSolution v7.pptx"

[2019/07/19 12:01:28] [info] [1563501526299] [New File]...

"/root/Documents/AhsayCloudFileBackupSolution v8.pptx"

[2019/07/19 12:01:28] [info] [1563501526299] [New File]...

"/root/Documents/AhsayCloudFileBackupSolution v9.pptx"

[2019/07/19 12:01:28] [info] [1563501526299] [New File]...

"/root/Documents/AlertMessageFive.png"

[2019/07/19 12:01:28] [info] [1563501526299] [New File]...

"/root/Documents/AlertMessageFour.png"

[2019/07/19 12:01:28] [info] [1563501526299] [New File]...

"/root/Documents/AlertMessageOne.png"

[2019/07/19 12:01:28] [info] [1563501526299] [New File]...

"/root/Documents/AlertMessageThree.png"

[2019/07/19 12:01:28] [info] [1563501526299] [New File]...

"/root/Documents/AlertMessageTwo.png"

[2019/07/19 12:01:28] [info] [1563501526299] [New File]...

"/root/Documents/BackupSet 2015.docx"

[2019/07/19 12:01:28] [info] [1563501526299] [New File]...

"/root/Documents/BackupSet 2016.docx"
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[2019/07/19 12:01:28] [info] [1563501526299] [New File]... 100% of
"/root/Documents/BackupSet 2017.docx"

[2019/07/19 12:01:28] [info] [1563501526299] [New File]... 100% of
"/root/Documents/BackupSet 2018.docx"

[2019/07/19 12:01:28] [info] [1563501526299] [New File]... 100% of
"/root/Documents/BackupSet 2019.docx"

[2019/07/19 12:01:28] [info] [1563501526299] [New File]... 100% of
"/root/Documents/SpreadSheet x 151.xlsx"

[2019/07/19 12:01:28] [info] [1563501526299] [New File]... 100% of
"/root/Documents/SpreadSheet x 152.xlsx"

[2019/07/19 12:01:28] [info] [1563501526299] [New File]... 100% of
"/root/Documents/SpreadSheet x 153.x1lsx"

[2019/07/19 12:01:30] [info] [1563501526299] Total New Files = 17

[2019/07/19 12:01:30] [info] [1563501526299] Total New Directories
=5

[2019/07/19 12:01:30] [info] [1563501526299] Total New Links = 0

[2019/07/19 12:01:30] [info] [1563501526299] Total Updated Files =
0

[2019/07/19 12:01:30] [info] [1563501526299] Total Deleted Files =
0

[2019/07/19 12:01:30] [info] [1563501526299] Total Deleted
Directories = 0

[2019/07/19 12:01:30] [info] [1563501526299] Total Deleted Links
0

[2019/07/19 12:01:30] [info] [1563501526299] Total Moved Files = 0

[2019/07/19 12:01:30] [info] [1563501526299] Start [ AhsayOBM
v8.3.4.0 ]

[2019/07/19 12:01:30] [info] [1563501526299] Start running
retention policy on backup set "b1l(1563501422700)",
"AhsayCBS (1563501526299) "

[2019/07/19 12:01:30] [info] [1563501526299] Start processing
space freeing up on backup set= "bl (1563501422700)" destination=
"AhsayCBS (1563501526299)"

[2019/07/19 12:01:30] [info] [1563501526299] Space freeing up on
backup set= "bl (1563501422700)" destination= "AhsayCBS
(1563501526299)" is completed

[2019/07/19 12:01:30] [info] [1563501526299] Finished running
retention policy on backup set "b1l(1563501422700)",
"AhsayCBS (1563501526299) "




[2019/07/19 12:01:31] [info] [1563501526299] Saving encrypted
backup file index to 1563501422700/blocks at destination
AhsayCBS...

[2019/07/19 12:01:31] [info] [1563501526299] Saving encrypted
backup file index to 1563501422700/blocks/2019-07-19-12-01-07 at
destination AhsayCBS...

[2019/07/19 12:01:32] [info] [-] Start running post-commands
[2019/07/19 12:01:32] [info] [-] Finished running post-commands

[2019/07/19 12:01:35] [info] [1563501526299] Deleting temporary
file /root/tmp/1563501422700/0BS@1563501526299

[2019/07/19 12:01:35] [info] [1563501526299] Backup Completed
Successfully
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Restore.sh

This script file is used to restore backup files to its original or alternate location. To configure the
parameters, open the script file in a text editor like vi.

# vi Restore.sh

Configure the following parameters:

©

BACKUP_SET - this is the name of the backup set which you want to restore. There are
two (2) ways to specify the backup set; by using the backup set name or by backup set ID.
If the backup set name is not in English, use the backup set ID. You can leave this blank if
you only have one (1) backup set.

e.g. BACKUP_SET="1119083740107”" or BACKUP_SET="FileBackupSet-1”

DESTINATION - this is the name of the destination where the backup set was stored.
There are two (2) ways to specify the destination; by using the destination name or
destination ID. If the destination name is not in English, use the DestinationID. You can
leave this blank if you only have one (1) backup destination.

e.g. DESTINATION="1119083740107" or DESTINATION="CBS”

RESTORE_TO - this is the directory where you want to restore the backup file. You do not
need to change this if you want the backup file to be restored to its original location.

e.g. RESTORE_TO="" or RESTORE_TO-"/tmp”
RESTORE_FROM - this is the file or directory that you would like to restore.

e.g. RESTORE_FROM="/Data”

POINT_IN_TIME - this is the specific successful backup that you want to restore. You can
use Current if you want to use the latest backup snapshot. You can see the point in time
snapshot by using the ListBackupJob.sh script file.

e.g. POINT_IN_TIME="Current” or POINT_IN_TIME="2006-10-04-12-57-13"
RESTORE_PERMISSION - you can set the file permission here.
e.g. RESTORE_PERMISSION="N" or RESTORE_PERMISSION="Y"

SKIP_INVALID_KEY - you can set here if you want to skip restoring the backup file with an
invalid key. There are two (2) options for this: Y or N.

e.g. SKIP_INVALID_KEY="N"

SYNC_OPTION - this is the sync options if you want to delete extra files.

e.g. SYNC_OPTIONS="Y" if you want to enable sync options
SYNC_OPTIONS="N" if you do not want to enable sync options
SYNC_OPTIONS="" if you want to prompt for selection

REPLACE_EXISTING_FILE —you can set here if you want files with the same filename to
be replaced. There are three (3) options for this: --all, --none or blank.

e.g. REPLACE_EXISTING_FILE="—all” if you want to replace existing files with the same
filename



REPLACE_EXISTING_FILE="—none” if you want to keep all existing files with the
same filename

REPLACE_EXISTING_FILE="" if you want to be prompted for selection

© SETTING_HOME - this is the directory to your setting home. If not set, the default directory
is “¢{HOME}/.obm”.

e.g. SETTING_HOME="/root/.obm”

© FILTER - you can filter the files that you want to be restored. You can use this format to set
the filter -Pattern=xxx-Type=yyy-Target=zzz.

xxx is the filter pattern

yyy is the filter type, you have eight (8) options available for this: exact, exactMatchCase,
contains, containsMatchCase, startWith, startWithMatchCase, endWith and
endWithMatchCase.

zzz is the filter target, you have three (3) options available for this: toFile, toFileDir and toDir.
e.g. FILTER="-Pattern=.txt-Type=exact-Target=toFile”

© TEMP_DIR - this is the directory where the restore files will be stored temporarily. If set to
“” the temporary directory in the backup set will be used.

e.g. TEMP_DIR="/tmp’

© VERIFY_CHKSUM - you can set here if you want the in-file delta file checksum to be
verified during restore. There are two (2) options available for this: Y or N.

e.g. VERIFY_CHKSUM="N" or VERIFY_CHKSUM="Y"

# vi Restore.sh

#!/bin/sh

FHEFHHHHRH A A AR HHHH A F R H S HHHE#HHF Restore.sh
FHEFFAH AR FH AR H AR H AR A

# You can use this shell script to restore backup files using
command-line. #

# Just customize the "User Define Section" below with values for
your restore #

# action.

#

igaasdssssaaadddasadaddiiasaasndiasaadsdiasaadddiaaaaanianRaRRRddE
FHAFFER SRS




FHEFHHFFFHEHFFFEHHFFFEEHHF  Start: User Defined Section
AR

oo BACKUP SET -—--—-——————————————
# | The name or ID of the backup set that you want to restore.

|

# | If backup set name is not in English, please use ID instead.

# | e.g. BACKUP SET="1119083740107"

# | or BACKUP_ SET="FileBackupSet-1"

# | You can leave this parameter blank if you have only 1 backup

# | The name or ID of the backup destination that you want to
restore from. |

# | If backup destination name is not in English, please use ID

instead. |

# | e.g. DESTINATION="1740107119083"
|

# | or DESTINATION="Destination-1"
|

# 1

# | You can leave this parameter blank if you have only 1
destination. |

DESTINATION=""




#

——————————————————————————————— RESTORE TO —=-—=—————————————-

# | Directory to where you want files to be restored

|

# | set to "" to restore files to original location

|

# | e.g. RESTORE TO="/tmp"

|

# ________________________________________________________________
RESTORE TO=""

#om RESTORE FROM —————=-———————————
# | File/Directory on the backup server that you would like to
restore |

# | e.g. RESTORE FROM="/Data"

|

# ________________________________________________________________

————————————————————————————— POINT IN TIME ——--——————————————

| The point-in-time snapshot (successful backup) that you want

to restore |

# | from the backup server. Use "Current" for the latest backup
snapshot |

# | e.g. POINT IN TIME="2006-10-04-12-57-13"

|

# | or POINT IN TIME="Current"

|

#

|

# | You can retrieve the point in time by using the

ListBackupJdob.sh |

POINT IN TIME="Current"
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# | set to

# | set to
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# _________
# | set to
|

# | set to
|

# _________

T
# | Delete

|

# | set to

|

# | set to

|

# | set to

|

# _________

————————————————— RESTORE_PERMISSION —--——-——-——-————-

"Y" if you want to restore file permissions

"N" if you do NOT want to restore file permissions

——————————————————— SKIP INVALID KEY ——-—————-——-———-

"Y" if you want to skip restore file with invalid key

"N" if you want to prompt user to input a correct key

extra files

"Y" if you want to enable sync option

"N" if you do NOT want to enable sync option

"" to prompt for selection
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# | set to "--all" to replace all existing file(s) of the same
filename |

# | set to "--none" to skip all existing file(s) with the same
filename |

# | set to "" to prompt for selection

|

# ________________________________________________________________
REPLACE EXISTING FILE=" --all"

oo SETTING HOME —————-—————————————
# | Directory to your setting home.

|

# | Default to ${HOME}/.obm when not set.

|

# | e.g. SETTING HOME="${HOME}/.obm"

|

# ________________________________________________________________

#om o FILTER —————————————————————
# | Filter out what files you want to restore

|

# | -Pattern=xxx-Type=yyy-Target=zzz

|

# | where xxx is the filter pattern,

|

# yyy 1is the filter type, whice can be one of the
following: |

# [exact | exactMatchCase | contains |

containsMatchCase| |

# startWith | startWithMatchCase | endWith |
endWithMatchCase] |

# | zzz is the filter target, which can be one of the
following: |
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# [toFile | toFileDir | toDir]

# | e.g. FILTER="-Pattern=.txt-Type=exact-Target=toFile"

# ________________________________________________________________
FILTER=""

R e et e L L TEMP DIR ————————————————————
# | Directory to where you want to store restore files temporarily
|

# | set to "" to use the temporary directory in the backup set

# | e.g. TEMP_DIR="/tmp"

$omm VERIFY CHKSUM —-—--————-———————-

# | set to "Y" if you want to verify in-file delta file checksum
during restore]

# | set to "N" if you do NOT want to verify in-file delta file
checksum during |

VERIFY CHKSUM="N"

FHAFHE RS F A S A4 END: User Defined Section
ifddddddssaaaddaaaaaadddsi




FHAAA A A R R R R R R R R R R A

FHEHHHE AR
# RETRTIEVE AP HOME PATH
#

B A R R R A R R R R R A R R A
FHAFFEE SRS

EXE_DIR="pwd’
SCRIPT_HOME='dirname "$0"°
cd "$SCRIPT_HOME"
APP_BIN=pwd’

APP_HOME='dirname "$APP BIN"®

FHAAF A A R A R

FHAHEH AR EH A

# RETURTIEVE JAVA H OME PAT
H #

FHA A
FHHHEH S

if [ "Darwin" = “uname” ]; then

JAVA HOME="/System/Library/Frameworks/JavaVM. framework/Home"

if [ ! -x "SAPP HOME/jvm" 1];
then
echo "'S$APP HOME/jvm' does not exist!"
if [ ! -n "SJAVA HOME" ]; then
echo "Please set JAVA HOME!"
exit 0
else
In -sf "$JAVA HOME" "SAPP HOME/jvm"

echo "Created JAVA HOME symbolic link at 'S$SAPP _HOME/jvm'"
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fi
fi
if [ ! -x "SAPP HOME/jvm" ];
then

echo "Please create symbolic link for 'SJAVA HOME' to
"$APP_HOME/jvm'"

exit O

fi

JAVA HOME="SAPP HOME/jvm"

JAVA EXE="$JAVA HOME/bin/java"

# Verify the JAVA EXE whether it can be executed or not.
if [ ! -x "${JAVA EXE}" ]
then

echo "The Java Executable file \"${JAVA EXE}\" cannot be
executed. Exit \"" 'basename "$0" "\" now."

exit 1

# Verify the JAVA EXE whether it is a valid JAVA Executable or
not.

STRING JAVA VERSION="java version,openjdk version"
OUTPUT JAVA VERSION='"${JAVA EXE}" -version 2>&1°
OUTPUT JVM SUPPORT=0

BACKUP_ IFS=$IFS

IFS=","

for word in $STRING JAVA VERSION; do

if [ “echo "${OUTPUT JAVA VERSION}" | grep "${word}" | grep -
cv "grep ${word}l"  -le 0 ]
then

#echo "The Java Executable \"S${JAVA EXE}\" is not a valid
Java Executable. Exit \"" 'basename "$0" ' "\" now."




continue;
else
OUTPUT JVM SUPPORT=1
break;
fi
done
IFS=$BACKUP_IFS
if [ SOUTPUT JVM SUPPORT -eq 0 ]
then

echo "The Java Executable \"${JAVA EXE}\" is not a valid Java
Executable. Exit \"" 'basename "$0" "\" now."

exit 1

fi

FH A A A R R R R A R R A
FHEHEE RS

# J AV A EXECUTTION
#

FH A A A R R R R R R
FHAFEE RS HAES

# Set LD LIBRARY PATH for Lotus Notes on Linux

if [ "Linux" = “uname  ];

then
NOTES PROGRAM='cat "SAPP BIN/notesenv"’
LD_LIBRARY_PATH="$APP_BIN:$NOTES_PROGRAM:$LD_LIBRARY_PATH"
export NOTES PROGRAM

else
LD_LIBRARY_PATH="$APP_BIN:$LD_LIBRARY_PATH"

fi




echo

echo

echo

echo

echo

echo

echo

LIB HOME=.

"Using
"Using
"Using
"Using
"Using
"Using

"Using

www.ahsay.com

cd "${APP_BIN}"

DEP_LIB PATH="X64"

SHLIB PATH="S$LD LIBRARY PATH"

export LD LIBRARY PATH SHLIB PATH

MAIN CLASS=Restore

APP_HOME:

BACKUP SET
RESTORE_FROM
RESTORE_TO
POINT IN TIME
RESTORE_PERMISSION

TEMP DIR

# The Restore Action must be execute at path $SAPP HOME/bin

case "“uname -m in
1[3-6]186)
DEP LIB PATH="X86"
esac
LD LIBRARY PATH="${APP BIN}/${DEP LIB PATH}":".":"${LD LIBRARY PAT
H}"

# Reference path will be used to avoid empty space in the parent
directory

JAVA OPTS="-Xrs -Xmsl28m -Xmx768m -XX:MaxDirectMemorySize=512m -
client -Dsun.nio.PageAlignDirectMemory=true"

JNI PATH="-Djava.library.path=$LIB HOME"

CLASSPATH="SLIB HOME:S$LIB HOME/cb.Jjar"

${APP_HOME}"
${BACKUP_SET}"
${RESTORE_FROM} "
${RESTORE_TO}"
${POINT IN TIME}"

${RESTORE_ PERMISSION}"

${TEMP_DIR}"
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# Do not include double-quote for java options, jni path,
classpath and

# main class.

# Only apply double-quote for path to java executable and
execution arguments

"$S{JAVA EXE}" $JAVA OPTS S$SJNI PATH -cp $CLASSPATH $SMAIN CLASS --

to="${RESTORE_TO}" ——from="${RESTORE_FROM}" --backup-
set="${BACKUP_ SET}" --backup-dest="S${DESTINATION}"
"${REPLACE_EXISTING_FILE}" ——date="${POINT_IN_TIME}" —-—-set-
permission="${RESTORE PERMISSION}" --skip-invalid-
key="${SKIP_INVALID_KEY}" ——SynC="${SYNC_OPTION}" -=
filter="S${FILTER}" --temp-dir="${TEMP DIR}" --verify-delta-file-
chksum="${VERIFY CHKSUM}" --app-home="${APP HOME}" --setting-

home="$ {SETTING HOME}"

FHA A A A R R R A R R A
g sasaaaddi

# RESET A N D EXIT
#

FH A A A R R R R R A
FHEHHEE RS

cd "${EXE_DIR}"

exit O

Once you have configured the parameters, save the changes. Use the sh command to run the script.
The restore will be run manually.

# sh Restore.sh

Using APP_HOME : /usr/local/obm

Using BACKUP_ SET : bl

Using RESTORE FROM : /root/Documents
Using RESTORE_TO : /root/restored
Using POINT IN TIME : Current

Using RESTORE PERMISSION : N




Using TEMP_DIR : /root/tmp
Filter Pattern not set, filter would not apply to restore
[2019-07-19 12:06:14] Start [ AhsayOBM v8.3.4.0 ]

[2019-07-19 12:06:14] 0OS: Linux 3.10.0-514.10.2.el17.x86_ 64
(centos7); CPU Model: VMware-Intel (R) Xeon (R) CPU E5520
@ 2.27GHz,Intel (R) Xeon(R) CPU E5520 @ 2.27GHz; Number
of Processors: 4; Heap Size: 29.2MB (Current) / 683MB (Maximum) ;
Physical Memory: 407MB (Free) / 3.7GB (Total)

[2019-07-19 12:06:14] start,Start [ AhsayOBM v8.3.4.0 1,0,0,0,,0,0

[2019-07-19 12:06:14] Initializing decrypt action...
[2019-07-19 12:06:14] Initializing decrypt action... Completed

[2019-07-19 12:06:14] Creating new directory...
"/root/restored/root"

[2019-07-19 12:06:14] Creating new directory...
"/root/restored/root/Documents"

[2019-07-19 12:06:14] Downloading...
"/root/restored/root/Documents/AhsayCloudFileBackupSolution v10.pp
tx" (Total 38k bytes)

[2019-07-19 12:06:14] Downloading...
"/root/restored/root/Documents/AhsayCloudFileBackupSolution v7.ppt
x" (Total 38k bytes)

[2019-07-19 12:06:14] Downloading...
"/root/restored/root/Documents/AhsayCloudFileBackupSolution v8.ppt
x" (Total 38k bytes)

[2019-07-19 12:06:16]
file, /root/restored/root/Documents/AhsayCloudFileBackupSolution vl
0.pptx,31175,38994,1552892774000,,1563509176040,1563509176044

[2019-07-19 12:06:16]
file, /root/restored/root/Documents/AhsayCloudFileBackupSolution v7
.pptx,31175,38994,1552892774000, ,1563509176040,1563509176042

[2019-07-19 12:06:16] Downloading...
"/root/restored/root/Documents/AhsayCloudFileBackupSolution v9.ppt
x" (Total 38k bytes)

[2019-07-19 12:06:16] Downloading...
"/root/restored/root/Documents/AlertMessageFive.png" (Total 2k
bytes)




[2019-07-19 12:06:16]
file, /root/restored/root/Documents/AhsayCloudFileBackupSolution v9
.pptx,31175,38994,1552892774000,,1563509176068,1563509176069

[2019-07-19 12:06:16]
file, /root/restored/root/Documents/AhsayCloudFileBackupSolution v8
.pptx,31175,38994,1552892774000,,1563509176068,1563509176069

[2019-07-19 12:06:16] Downloading...
"/root/restored/root/Documents/AlertMessageFour.png" (Total 2k
bytes)

[2019-07-19 12:06:16] Downloading...
"/root/restored/root/Documents/AlertMessageOne.png" (Total 2k
bytes)

[2019-07-19 12:06:16]
file, /root/restored/root/Documents/AlertMessageFive.png,2591,2593,
1551327030000, ,1563509176081,1563509176081

[2019-07-19 12:06:16]
file, /root/restored/root/Documents/AlertMessageFour.png,2591,2593,
1551327030000, ,1563509176095,1563509176095

[2019-07-19 12:06:16] Downloading...
"/root/restored/root/Documents/AlertMessageThree.png" (Total 2k
bytes)

[2019-07-19 12:06:16] Downloading...
"/root/restored/root/Documents/AlertMessageTwo.png" (Total 2k
bytes)

[2019-07-19 12:06:16]
file, /root/restored/root/Documents/AlertMessageOne.png,2591,2593,1
551327030000, ,1563509176103,1563509176103

[2019-07-19 12:06:16] Downloading...
"/root/restored/root/Documents/BackupSet 2015.docx" (Total 14k
bytes)

[2019-07-19 12:06:16]
file, /root/restored/root/Documents/AlertMessageThree.png,2591,2593
,1551327030000,,1563509176117,1563509176117

[2019-07-19 12:06:16] Downloading...
"/root/restored/root/Documents/BackupSet 2016.docx" (Total 14k
bytes)

-
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[2019-07-19 12:06:16]
file, /root/restored/root/Documents/AlertMessageTwo.png,2591,2593,1
551327030000, ,1563509176123,1563509176123

[2019-07-19 12:06:16] Downloading...
"/root/restored/root/Documents/BackupSet 2017.docx" (Total 14k
bytes)

[2019-07-19 12:06:16]
file, /root/restored/root/Documents/BackupSet 2015.docx,12297,14902
,1531214650000,,1563509176132,1563509176133

[2019-07-19 12:06:16] Downloading...
"/root/restored/root/Documents/BackupSet 2018.docx" (Total 14k
bytes)

[2019-07-19 12:06:16]
file, /root/restored/root/Documents/BackupSet 2016.docx,12297,14902
,1531214650000,,1563509176143,1563509176143

[2019-07-19 12:06:16] Downloading...
"/root/restored/root/Documents/BackupSet 2019.docx" (Total 14k
bytes)

[2019-07-19 12:06:16]
file, /root/restored/root/Documents/BackupSet 2018.docx,12297,14902
,1531214650000,,1563509176158,1563509176159

[2019-07-19 12:06:16] Downloading...
"/root/restored/root/Documents/SpreadSheet x 151.xlsx" (Total 23k
bytes)

[2019-07-19 12:06:16]
file, /root/restored/root/Documents/BackupSet 2017.docx,12297,14902
,1531214650000,,1563509176162,1563509176162

[2019-07-19 12:06:16] Downloading...
"/root/restored/root/Documents/SpreadSheet x 152.xlsx" (Total 23k
bytes)

[2019-07-19 12:06:16]
file, /root/restored/root/Documents/SpreadSheet x 151.xlsx,20228,24
044,1552893107000,,1563509176178,1563509176179

[2019-07-19 12:06:16] Downloading...
"/root/restored/root/Documents/SpreadSheet x 153.xlsx" (Total 23k
bytes)




[2019-07-19 12:06:16]
file, /root/restored/root/Documents/BackupSet 2019.docx,12297,14902
,1531214650000,,1563509176185,1563509176186

[2019-07-19 12:06:16]

file, /root/restored/root/Documents/SpreadSheet x 152.x1sx,20228,24
044,1552893107000,,1563509176198,1563509176198

[2019-07-19 12:06:16]
file, /root/restored/root/Documents/SpreadSheet x 153.x1sx,20228,24
044,1552893107000,,1563509176204,1563509176205

[2019-07-19 12:06:17] Restore Completed Successfully

[2019-07-19 12:06:17] end, RESTORE STOP SUCCESS,0,0,0,,0,0
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Decrypt.sh

This script file is used to decrypt backup files. To configure the parameters, open the script file in a
text editor like vi.

I# vi Decrypt.sh

Configure the following parameters:

©

www.ahsay.com

SOURCE_DIR - this is the path of the folder that contains the backup files that you want to
decrypt.

e.g. SOURCE_DIR="/usr/local/cbs/user/LinuxTest/1563436721634/blocks”

ENCRYPT_KEY - this is the encryption key the backup set. You can leave this blank if you
backup set is not encypted.

e.g. ENCRYPT_KEY="RU5DUIIQVFILRVk="

DECRYPT_TO - this is the directory where you want to store the decrypted backup file.
e.g. DECRYPT_TO="/tmp”

DECRYPT_FROM - this is the file or directory that you would like to decrypt.

e.g. RESTORE_FROM="/Data”

POINT_IN_TIME — this is the specific successful backup that you want to decrypt. You can
use Current if you want to use the latest backup snapshot. You can see the point in time
shapshot by using the ListBackupJob.sh script file.

e.g. POINT_IN_TIME="Current” or POINT_IN_TIME="2006-10-04-12-57-13"
RESTORE_PERMISSION — you can set the file permission here.
e.g. RESTORE_PERMISSION="N" or RESTORE_PERMISSION="Y"

SKIP_INVALID_KEY - you can set here if you want to skip decrypting the backup file with
an invalid key. There are two (2) options for this: Y or N.

e.g. SKIP_INVALID_KEY="N"

SYNC_OPTION - this is the sync options if you want to delete extra files.

e.g. SYNC_OPTIONS="Y" if you want to enable sync options
SYNC_OPTIONS="N" if you do not want to enable sync options
SYNC_OPTIONS="" if you want to prompt for selection

REPLACE_EXISTING_FILE — you can set here if you want files with the same filename to
be replaced. There are three (3) options for this: --all, --none or blank.

e.g. REPLACE_EXISTING_FILE="—all” if you want to replace existing files with the same
filename

REPLACE_EXISTING_FILE="—none” if you want to keep all existing files with the
same filename

REPLACE_EXISTING_FILE="" if you want to be prompted for selection
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© SETTING_HOME - this is the directory to your setting home. If not set, the default directory
is “${HOME}/.obm”.

e.g. SETTING_HOME="/root/.obm”

© FILTER - you can filter the files that you want to be restored. You can use this format to set
the filter -Pattern=xxx-Type=yyy-Target=zzz.

xxx is the filter pattern

yyy is the filter type, you have eight (8) options available for this: exact, exactMatchCase,
contains, containsMatchCase, startWith, startWithMatchCase, endWith and
endWithMatchCase.

zzz is the filter target, you have three (3) options available for this: toFile, toFileDir and toDir.
e.g. FILTER="-Pattern=.txt-Type=exact-Target=toFile”

© TEMP_DIR - this is the directory where the restore files will be stored temporarily. If set to
“’ the temporary directory in the backup set will be used.

e.g. TEMP_DIR="/tmp”

© VERIFY_CHKSUM - you can set here if you want the in-file delta file checksum to be
verified during restore. There are two (2) options available for this: Y or N.

e.g. VERIFY_CHKSUM="N" or VERIFY_CHKSUM="Y"

# vi Decrypt.sh

#!/bin/sh

FHAFFEER A AR HH S Decrypt.sh
FHAFFEE AR

# You can use this shell script to decrypt backup files using
command-line. #

# Just customize the "User Define Section" below with values for
your decrypt #

# action.
#

igaasdssssaasdidssadaddiissaadadiasaadsdiasaadddiaaaaanianRRR R Rt
FHAFFER SRS

FHAFFE A F SRR HHH RS Start: User Defined Section
FHAAFER AN
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S

| The path to the [<backup set ID>/blocks] folder which contains
# | the backup files that you want to decrypt.

# | This folder should located under backup destination
physically. |

# | e.g. SET

SOURCE_DIR="/Users/john/backupdata/1498444438340/blocks"
|

o where directory "/Users/john/backupdata™ is path of local
destination |
# ________________________________________________________________
SOURCE_DIR=""
fomm ENCRYPT KEY -—-—-————————————-

# | The encrypting key of the backup data.

# | e.g. SET ENCRYPT KEY="RU5DULl1QVFILRVk="

# | You can leave this parameter blank if backup data is not
encrypted. |

I e ettt DECRYPT TO ——=—-—=———=——————————

# | Directory to where you want files to be decrypted

# | e.g. DECRYPT TO="/tmp"

DECRYPT TO=""
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e DECRYPT FROM =—-—=—————=———-————-

# | File/Directory on the backup data that you would like to
decrypt |

# | e.g. DECRYPT FROM="/Data"

oo POINT IN TIME ———-——————————————
# | The point-in-time snapshot (successful backup) that you want
to decrypt |

# | from the backup data. Use "Current" for the latest backup
snapshot |

# | e.g. POINT IN TIME="2006-10-04-12-57-13"
|

# or POINT IN TIME="Current"

# | You can retrieve the point in time by using the
ListBackupJob.sh |

#omm RESTORE PERMISSION ——————-—————————
# | set to "Y" if you want to restore file permissions

|

# | set to "N" if you do NOT want to restore file permissions

|

# ________________________________________________________________

RESTORE PERMISSION="N"




b SKIP INVALID KEY ————————-——-———-

# | set to "Y" if you want to skip decrypt file with invalid key

# | set to "N" if you want to prompt to input a correct key

# | Delete extra files

# | set to "Y" if you want to enable sync option

# | set to "N" if you do NOT want to enable sync option

# | set to "" to prompt for selection

I REPLACE EXISTING FILE ——————————————
# | set to "--all" to replace all existing file(s) of the same
filename |

# | set to "--none" to skip all existing file(s) with the same
filename |

# | set to "" to prompt for selection

|

# ________________________________________________________________
REPLACE EXISTING FILE="--all"

oo SETTING HOME ——————————————————
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# | Directory to your setting home. Log files will be located
inside. |

# | Default to ${HOME}/.obm when not set.

# | e.g. SETTING HOME="/Users/john/.obm"

# | Filter out what files you want to decrypt

# | -Pattern=xxx-Type=yyy-Target=zzz

# | where xxx is the filter pattern,

# yyy 1s the filter type, whice can be one of the
following: |

# [exact | exactMatchCase | contains |
containsMatchCase| |

# | startWith | startWithMatchCase | endWith |
endWithMatchCase] |

# zzz is the filter target, which can be one of the
following: |

# | [toFile | toFileDir | toDir]

|

#

# | e.g. FILTER="-Pattern=.txt-Type=exact-Target=toFile"

# ________________________________________________________________
FILTER=""

$om TEMP DIR —-———————————————————
# | Directory to where you want to store decrypt files temporarily




# | e.g. TEMP DIR="/tmp"

# ________________________________________________________________
TEMP_ DIR=""

# oo VERIFY CHKSUM -—--——-————————————
# | set to "Y" if you want to verify in-file delta file checksum

during decrypt]|

# | set to "N" if you do NOT want to verify in-file delta file
checksum during |

# | decrypt

VERIFY CHKSUM="N"

FHAFHE A F AR HHH 4 END: User Defined Section
FHEFHE A

G

FHEFFHER SRS
# RETRTIEVE A PP HOME PAT
H #

B A A A R R R R A R R R
FHAFEE RS HAES

EXE DIR=pwd’
SCRIPT HOME= dirname "$0"°
cd "$SCRIPT HOME"

APP BIN='pwd’

APP HOME='dirname "SAPP BIN""

FHAAF AR A A A R A A
FHAFFER RS AAAAS
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# RETRTIEVE JAVA HOME PAT

H #

FHH 4 S
T E L L EEE

if [ "Darwin" = “uname  ]; then

JAVA HOME="/System/Library/Frameworks/JavaVM. framework/Home"

fi

if [ ! -x "SAPP HOME/jvm" 1];
then
echo "'S$SAPP HOME/jvm' does not exist!"
if [ ! -n "SJAVA HOME" ]; then
echo "Please set JAVA HOME!"
exit 0
else
In -sf "$JAVA HOME" "SAPP HOME/jvm"

echo "Created JAVA HOME symbolic link at 'S$SAPP _HOME/jvm'"

fi

if [ ! -x "SAPP HOME/jvm" 1];
then

echo "Please create symbolic link for 'SJAVA HOME' to
"$APP HOME/jvm'"

exit O

fi

JAVA HOME="$APP HOME/jvm"

JAVA EXE="$JAVA HOME/bin/java"




# Verify the JAVA EXE whether it can be executed or not.
if [ ! -x "S{JAVA EXE}" ]
then

echo "The Java Executable file \"${JAVA EXE}\" cannot be
executed. Exit \"" 'basename "$0" "\" now."

exit 1

fi

# Verify the JAVA EXE whether it is a valid JAVA Executable or
not.

STRING_ JAVA VERSION="java version,openjdk version"
OUTPUT JAVA VERSION='"${JAVA EXE}" -version 2>&1°
OUTPUT JVM SUPPORT=0

BACKUP_ IFS=$IFS

IFs=","

for word in $STRING_ JAVA VERSION; do

if [ “echo "${OUTPUT JAVA VERSION}" | grep "${word}" | grep -
cv "grep S${word}"  -le 0 ]
then

#echo "The Java Executable \"${JAVA EXE}\" is not a valid
Java Executable. Exit \"" 'basename "$0" "\" now."

continue;
else
OUTPUT JVM SUPPORT=1
break;
fi
done
IFS=$BACKUP_IFS
if [ $OUTPUT JVM SUPPORT -eq 0 ]
then

echo "The Java Executable \"${JAVA EXE}\" is not a valid Java
Executable. Exit \"" 'basename "$0" "\" now."

exit 1




fi

FHAAF A A A A R A
g saEaaaadi

# J AV A EXECUTTION
#

B A R R R R A R R R R R R R A
g saEaaandi

# Set LD LIBRARY PATH for Lotus Notes on Linux

if [ "Linux" = “uname  ];

then
NOTES PROGRAM='cat "$APP_BIN/notesenv"’
LD_LIBRARY_PATH="$APP_BIN:$NOTES_PROGRAM:$LD_LIBRARY_PATH"
export NOTES PROGRAM

else

LD LIBRARY PATH="SAPP BIN:SLD LIBRARY PATH"

# The Decrypt Action must be execute at path $SAPP HOME/bin

cd "${APP_BIN}"

DEP_LIB PATH="X64"

case "“uname -m " in
i[3-6]86)

DEP_LIB PATH="X86"

esac

LD LIBRARY PATH="${APP BIN}/${DEP_LIB PATH}":".":"${LD LIBRARY PAT
H}ll

SHLIB PATH="$LD LIBRARY PATH"




export LD LIBRARY PATH SHLIB PATH

# Reference path will be used to avoid empty space in the parent
directory

LIB HOME=.

JAVA OPTS="-Xrs -Xmsl28m -Xmx768m -XX:MaxDirectMemorySize=512m -
client -Dsun.nio.PageAlignDirectMemory=true"

JNI PATH="-Djava.library.path=$LIB HOME"
CLASSPATH="$LIB_HOME:$LIB_HOME/Cb.jar"

MAIN CLASS=Decrypt

echo "Using APP_HOME: : ${APP HOME}"

echo "Using SETTING HOME: : ${SETTING_HOME}"
echo "Using SOURCE_DIR : ${SOURCE_DIR}"
echo "Using DECRYPT FROM : ${DECRYPT_FROM}"
echo "Using DECRYPT TO : ${DECRYPT_TO}"
echo "Using POINT IN TIME : ${POINT IN TIME}"

echo "Using RESTORE PERMISSION : ${RESTORE PERMISSION}"

echo "Using TEMP DIR : ${TEMP_ DIR}"

# Do not include double-quote for java options, Jjni path,
classpath and

# main class.

# Only apply double-quote for path to java executable and
execution arguments

"S$S{JAVA EXE}" $JAVA OPTS S$JNI PATH -cp $CLASSPATH $MAIN CLASS --

to="${DECRYPT TO}" --from="${DECRYPT FROM}" --source-
dir="${SOURCE_DIR}" ——key="${ENCRYPT_KEY}"
"${REPLACE_EXISTING_FILE}" ——date="${POINT_IN_TIME}" -—-set-
permission="${RESTORE PERMISSION}" --skip-invalid-
key="${SKIP_INVALID KEY}" --sync="${SYNC OPTION}" --
filter="${FILTER}" --temp-dir="${TEMP DIR}" --verify-delta-file-
chksum="${VERIFY CHKSUM}" --app-home="§${APP HOME}" --setting-

home="$ {SETTING HOME}"

FHAA A A A R A R A A A
FHAFFERAAAAS
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# RESET A ND EXIT
#

FHAA A A A A A
g saEaaaadi

cd "${EXE_DIR}"

exit O

Once you have configured the parameters, save the changes. Use the sh command to run the script.
The decryption will be run manually.

# sh Decrypt.sh
Using APP_HOME : /usr/local/obm
Using SETTING_ HOME:

Using SOURCE DIR
/usr/local/cbs/user/LlnuxTest/1563501422700/blocks

Using DECRYPT FROM : /root/Documents
Using DECRYPT TO : /root/decypted
Using POINT IN TIME : Current

Using RESTORE PERMISSION : N

Using TEMP_ DIR : /root/tmp

Filter Pattern not set, filter would not apply to decrypt
[2019-07-19 10:12:26] Start [ AhsayOBM v8.3.4.0 ]

[2019-07-19 10:12:26] 0S: Linux 3.10.0-514.10.2.el17.x86 64
(centos7); CPU Model: VMware-Intel (R) Xeon(R) CPU E5520
@ 2.27GHz, Intel (R) Xeon(R) CPU E5520 @ 2.27GHz; Number
of Processors: 4; Heap Size: 34.8MB (Current) / 683MB (Maximum) ;

Physical Memory: 335.3MB (Free) / 3.7GB (Total)

[2019-07-19 10:12:26] start,Start [ AhsayOBM v8.3.4.0 1,0,0,0,,0,0

[2019-07-19 10:12:26] Initializing decrypt action...
[2019-07-19 10:12:26] Initializing decrypt action... Completed
[2019-07-19 10:12:26] Creating new directory... "/root/decypted"

[2019-07-19 10:12:26] Creating new directory...
"/root/decypted/root"

-
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[2019-07-19 10:12:26] Creating new directory...
"/root/decypted/root/Documents"

[2019-07-19 10:12:26] Downloading...
"/root/decypted/root/Documents/AhsayCloudFileBackupSolution v10.pp
tx" (Total 38k bytes)

[2019-07-19 10:12:26] Downloading...
"/root/decypted/root/Documents/AhsayCloudFileBackupSolution v7.ppt
x" (Total 38k bytes)

[2019-07-19 10:12:26] Downloading...
"/root/decypted/root/Documents/AhsayCloudFileBackupSolution v8.ppt
x" (Total 38k bytes)

[2019-07-19 10:12:27]
file, /root/decypted/root/Documents/AhsayCloudFileBackupSolution vl
0.pptx,31175,38994,1552892774000,,1563502347693,1563502347695

[2019-07-19 10:12:27]
file, /root/decypted/root/Documents/AhsayCloudFileBackupSolution v7
.pptx,31175,38994,1552892774000, ,1563502347694,1563502347697

[2019-07-19 10:12:27] Downloading...
"/root/decypted/root/Documents/AhsayCloudFileBackupSolution v9.ppt
x" (Total 38k bytes)

[2019-07-19 10:12:27] Downloading...
"/root/decypted/root/Documents/AlertMessageFive.png" (Total 2k
bytes)

[2019-07-19 10:12:27]
file, /root/decypted/root/Documents/AhsayCloudFileBackupSolution v8
.pptx,31175,38994,1552892774000,,1563502347707,1563502347709

[2019-07-19 10:12:27]
file, /root/decypted/root/Documents/AhsayCloudFileBackupSolution v9
.pptx,31175,38994,1552892774000, ,1563502347711,1563502347712

[2019-07-19 10:12:27] Downloading...
"/root/decypted/root/Documents/AlertMessageFour.png" (Total 2k
bytes)

[2019-07-19 10:12:27] Downloading...
"/root/decypted/root/Documents/AlertMessageOne.png" (Total 2k
bytes)

[2019-07-19 10:12:27]
file, /root/decypted/root/Documents/AlertMessageFive.png,2591,2593,
1551327030000, ,1563502347722,1563502347722




[2019-07-19 10:12:27] Downloading...
"/root/decypted/root/Documents/AlertMessageThree.png" (Total 2k
bytes)

[2019-07-19 10:12:27]
file, /root/decypted/root/Documents/AlertMessageFour.png,2591,2593,
1551327030000,,1563502347726,1563502347726

[2019-07-19 10:12:27] Downloading...
"/root/decypted/root/Documents/AlertMessageTwo.png" (Total 2k
bytes)

[2019-07-19 10:12:27]
file, /root/decypted/root/Documents/AlertMessageOne.png, 2591,2593,1
551327030000, ,1563502347735,1563502347735

[2019-07-19 10:12:27]
file, /root/decypted/root/Documents/AlertMessageThree.png,2591,2593
, 1551327030000, ,1563502347738,1563502347738

[2019-07-19 10:12:27] Downloading...
"/root/decypted/root/Documents/BackupSet 2015.docx" (Total 14k
bytes)

[2019-07-19 10:12:27] Downloading...
"/root/decypted/root/Documents/BackupSet 2016.docx" (Total 14k
bytes)

[2019-07-19 10:12:27]
file, /root/decypted/root/Documents/AlertMessageTwo.png,2591,2593,1
551327030000, ,1563502347749,1563502347749

[2019-07-19 10:12:27] Downloading...
"/root/decypted/root/Documents/BackupSet 2017.docx" (Total 14k
bytes)

[2019-07-19 10:12:27]
file, /root/decypted/root/Documents/BackupSet 2015.docx,12297,14902
,1531214650000,,1563502347755,1563502347755

[2019-07-19 10:12:27] Downloading...
"/root/decypted/root/Documents/BackupSet 2018.docx" (Total 14k
bytes)

[2019-07-19 10:12:27]
file, /root/decypted/root/Documents/BackupSet 2016.docx,12297,14902
,1531214650000,,1563502347762,1563502347763




[2019-07-19 10:12:27] Downloading...
"/root/decypted/root/Documents/BackupSet 2019.docx" (Total 14k
bytes)

[2019-07-19 10:12:27]
file, /root/decypted/root/Documents/BackupSet 2017.docx,12297,14902
,1531214650000,,1563502347769,1563502347770

[2019-07-19 10:12:27] Downloading...
"/root/decypted/root/Documents/SpreadSheet x 151.xlsx" (Total 23k
bytes)

[2019-07-19 10:12:27]
file, /root/decypted/root/Documents/BackupSet 2018.docx,12297,14902
,1531214650000,,1563502347775,1563502347776

[2019-07-19 10:12:27] Downloading...
"/root/decypted/root/Documents/SpreadSheet x 152.xlsx" (Total 23k
bytes)

[2019-07-19 10:12:27]
file, /root/decypted/root/Documents/BackupSet 2019.docx,12297,14902
,1531214650000,,1563502347785,1563502347786

[2019-07-19 10:12:27]
file, /root/decypted/root/Documents/SpreadSheet x 151.x1sx,20228,24
044,1552893107000,,1563502347788,1563502347788

[2019-07-19 10:12:27] Downloading...
"/root/decypted/root/Documents/SpreadSheet x 153.xlsx" (Total 23k
bytes)

[2019-07-19 10:12:27]

file, /root/decypted/root/Documents/SpreadSheet x 152.x1sx,20228,24
044,1552893107000,,1563502347801,1563502347801

[2019-07-19 10:12:27]
file, /root/decypted/root/Documents/SpreadSheet x 153.x1sx,20228,24
044,1552893107000,,1563502347803,1563502347804

[2019-07-19 10:12:28] Restore Completed Successfully

[2019-07-19 10:12:28] end, RESTORE_ STOP SUCCESS,0,0,0,,0,0
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RunDatalntegrityCheck.sh

This script file is used to run data integrity check on your backup set. To configure the parameters,
open the script file in a text editor like vi.

# vi RunDatalIntegrityCheck.sh

Configure the following parameters:

© SETTING_HOME - this is the directory to your setting home. If not set, the default directory
is “${HOME}/.obm”.

e.g. SETTING_HOME="/root/.obm”

© BACKUP_SET - this is the name of the backup set which you want to run data integrity
check on. There are two (2) ways to specify the backup set; by using the backup set name
or by backup set ID. If the backup set name is not in English, use the backup set ID. You
can leave this blank if you only have one (1) backup set. You can also run the data integrity
check on all backup sets by using “ALL”.

e.g. BACKUP_SET="1119083740107", BACKUP_SET="FileBackupSet-1” or
BACKUP_SET="ALL”

© BACKUP_DEST - this is the name of the destination where the backup set was stored.
There are two (2) ways to specify the destination; by using the destination name or
destination ID. If the destination name is not in English, use the DestinationID. You can
leave this blank if you only have one (1) backup destination. This will be disregarded if
BACKUP_SET="ALL".

e.g. DESTINATION="1119083740107” or DESTINATION="CBS”

© CRC_MODE - you can set here if you want to run cyclic redundancy check while doing the
data integrity check. There are two (2) options available: ENABLE-CRC or DISABLE-CRC

e.g. CRC_MODE="DISABLE-CRC” or CRC_MODE="ENABLE-CRC”

# vi RunDatalIntegrityCheck.sh

#!/bin/sh

HHEHFHF AR H AR H A H A E#HEHE RunDataIntegrityCheck.sh
FHEFFHHFFH AR A

# You can use this shell script to run any of your backup sets
from the #

# command line. Just customize the "User Defined Section" below
with your #

# values for your backup action.

#

FHAFFAA AR R A
FHAFFER RS AAAAS




FHEFHHFFFHEHFFFEHHFHFF#EHSF  START: User Defined Section
FHEFH RS AR E A

# SETTING HOME (Optional) -------------
# | Directory to your setting home.

# | Default to ${HOME}/.obm when not set.

# | e.g. SETTING HOME="${HOME}/.obm"

# | The name or ID of the backup set that you want to run.

# | If backup set name is not in English, please use ID instead.
|

# | e.g. BACKUP SET="1119083740107"

|

# | or BACKUP SET="FileBackupSet-1"

# | You can use "ALL"™ to run data integrity check for all backup
sets. |

# | i.e. BACKUP_ SET="ALL"

# | You can leave this parameter blank if you have only 1 backup

BACKUP_ SET="ALL"




#

#
|

#
|

I e BACKUP DEST -----——-———————————
# | The name or ID of the backup destination that you want to run.
|

# | If backup destination name is not in English, please use ID
instead. |

# | e.g. BACKUP DEST="1740107119083"

|

# | or BACKUP DEST="Destination-1"

|

# | You can use "ALL" to run data integrity check for all
destinations. |

# | i.e. BACKUP DEST="ALL"

|

#

|

# | You can leave this parameter blank if you have only 1
destination. |

# | Remark: This option is ignored if BACKUP_ SET="ALL"

|

# ________________________________________________________________

| You can run Cyclic Redundancy Check (CRC) during data

integrity check |

| Options available: ENABLE-CRC/DISABLE-CRC

| i.e. CRC_MODE="ENABLE-CRC"

| or CRC _MODE="DISABLE-CRC"

CRC_MODE="DISABLE-CRC"

www.ahsay.com

289



#HHFFFFFFFFFFFFHAHHHHHHHHH END: User Defined Section
AR

FHAA A A A A R A R
g saEaaaadi

# SCRIZPT USAGE
#

B A A R R R R A R R A R R R R R A
g saEaaandi

# Input Arguments will overwrite the above settings
# defined in 'User Defined Section'.

if [ $# -ge 1 ]1; then

if [ -n "$1" ]; then
BACKUP_SET="$1"

fi
fi

R R R
FHEF S

# RETRTIEVE A PP HOME PATH
#

FHAAFE A A A R A R A R R
FHEFEE RS HAES

EXE_DIR="pwd’

SCRIPT HOME='dirname "$0"°
cd "S$SCRIPT_HOME"

APP BIN=pwd’

APP HOME='dirname "SAPP BIN"'

FHAAA A A R R A R R A R R R R R
FHAFFEE RS
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# RETIRTIEVE JAVA H OME PATH

#

FHH 4 S
T E L L EEE

if [ "Darwin" = “uname  ]; then

JAVA HOME="/System/Library/Frameworks/JavaVM. framework/Home"

fi

if [ ! -x "SAPP HOME/jvm" 1];
then
echo "'S$SAPP HOME/jvm' does not exist!"
if [ ! -n "SJAVA HOME" ]; then
echo "Please set JAVA HOME!"
exit 0
else
In -sf "$JAVA HOME" "SAPP HOME/jvm"
if [ ! -x "S$APP HOME/jvm" ];
then

echo "Please create symbolic link for 'SJAVA HOME' to
"$APP_HOME/jvm'"

exit O
else

echo "Created JAVA HOME symbolic link at
"$APP_HOME/jvm'"

fi
fi

fi

JAVA HOME="SAPP HOME/jvm"

JAVA EXE="$JAVA HOME/bin/java"




# Verify the JAVA EXE whether it can be executed or not.
if [ ! -x "S{JAVA EXE}" ]
then

echo "The Java Executable file \"${JAVA EXE}\" cannot be
executed. Exit \"" 'basename "$0" "\" now."

exit 1

fi

# Verify the JAVA EXE whether it is a valid JAVA Executable or
not.

STRING JAVA VERSION="java version,openjdk version"
OUTPUT JAVA VERSION='"${JAVA EXE}" -version 2>&1°
OUTPUT JVM SUPPORT=0

BACKUP_ IFS=S$IFS

IFs=","

for word in $STRING JAVA VERSION; do

if [ “echo "${OUTPUT JAVA VERSION}" | grep "${word}" | grep -
cv "grep S${word}"  -le 0 ]
then

#echo "The Java Executable \"${JAVA EXE}\" is not a valid
Java Executable. Exit \"" 'basename "$0" "\" now."

continue;
else
OUTPUT_JVM_SUPPORT=1
break;
fi
done

IFS=$BACKUP_ IFS
if [ $OUTPUT JVM SUPPORT -eq 0 ]
then

echo "The Java Executable \"${JAVA EXE}\" is not a valid Java
Executable. Exit \"" 'basename "$0" "\" now."

exit 1




fi

FHAAF A A A A A
igadadsaEaaaadi

# EXECUTTION J AV A PROPERTTIES
#

B A R R A R R A R R A R R A R R A
g saEaaandi

# Set LD LIBRARY PATH for Lotus Notes on Linux
if [ "Linux" = “uname  ];
then

NOTES PROGRAM='cat "$APP HOME/bin/notesenv"’

LD_LIBRARY_PATH="$APP_HOME/bin:$NOTES_PROGRAM:$LD_LIBRARY_PATH"
export NOTES_PROGRAM
else

LD _LIBRARY PATH="SAPP HOME/bin:S$SLD LIBRARY PATH"

DEP LIB PATH="X64"
case "“uname -m " in
1[3-6]86)

DEP_LIB PATH="X86"

esac

LD LIBRARY PATH="${APP BIN}/${DEP_LIB PATH}":".":"${LD LIBRARY PAT
H}"

SHLIB PATH="$LD LIBRARY PATH"

export LD LIBRARY PATH SHLIB PATH




FHAAA A A R R R R R R R R R R R
FHAHFEE RS

# J AV A EXECUTTION
#

B A R R R R A R R R R A R R A
FHAFFEE SRS

# Change to APP BIN for JAVA execution

cd "${APP BIN}"

# Reference path will be used to avoid empty space in the parent
directory

LIB HOME=.

JAVA OPTS="-Xrs -Xmsl28m -Xmx768m -XX:MaxDirectMemorySize=512m -
client -Dsun.nio.PageAlignDirectMemory=true"

JNI_PATH="-Djava.library.path=$LIB_HOME"
CLASSPATH="$LIB HOME:SLIB HOME/cb.jar"

MAIN CLASS=RunDatalntegrityCheck

echo "-"

echo "Using APP_HOME : SAPP HOME"
echo "Using SETTING_ HOME : $SETTING_HOME"
echo "Using JAVA HOME : $JAVA_HOME"
echo "Using JAVA EXE : SJAVA EXE"
echo "Using JAVA OPTS : SJAVA OPTS"
echo "Using JNI_PATH : $JNI_PATH"
echo "Using CLASSPATH : SCLASSPATH"
echo "-"

echo "Running data integrity check for backup set - '$BACKUP SET',
destination - 'S$BACKUP_ DEST' ..."

# API Arguments: RunDatalIntegrityCheck [APP HOME] [SETTING HOME]
[BACKUP_SET] [BACKUP_DEST] [CRC_MODE] [REBUILD_MODE]
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# Do not include double-quote for java options, jni path,
classpath and

# main class.

# Only apply double-quote for path to java executable and
execution arguments

"S{JAVA EXE}" $JNI PATH -cp SCLASSPATH $JAVA OPTS $MAIN CLASS

"${APP_HOME}" "S{SETTING HOME}" "${BACKUP_SET}" "${BACKUP DEST}"
"$S{CRC_MODE}" "S{REBUILD MODE}"

FHE A A R R R R R A
FHEHEER RS

# RESET A N D EXIT
#

FHE A A R R R R R R
FHEFFER SRS

cd "${EXE_DIR}"

exit O

Once you have configured the parameters, save the changes. Use the sh command to run the script.
The data integrity check will be run in the backup set.

# sh RunDatalIntegrityCheck.sh

Using APP_HOME : /usr/local/obm

Using SETTING HOME

Using JAVA HOME : /usr/local/obm/jvm
Using JAVA EXE : /usr/local/obm/jvm/bin/java
Using JAVA OPTS : —Xrs -Xmsl28m -Xmx768m -

XX:MaxDirectMemorySize=512m -client -
Dsun.nio.PageAlignDirectMemory=true

Using JNI_ PATH : -Djava.library.path=.

Using CLASSPATH : .:./cb.jar

-
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Running data integrity check for backup set - 'bl', destination -
T

[doInfo] Start [ AhsayOBM v8.3.4.0 ]

[doStart] Start data integrity check on backup set
"b1(1563501422700)", "AhsayCBS(1563501526299)", crc disabled,
rebuild index disabled

[doDetail] Start processing data integrity check on backup set=
"b1l" destination= "AhsayCBS"

[doLogProgress] Start processing data integrity check on backup
set= "bl" destination= "AhsayCBS"

[doLogProgress] Browsing "/files/1563501422700"

[doLogProgress] Browsing "1563501422700/blocks/ 2019-07-19-12-01-
o7

[doLogProgress] Browsing "1563501422700/blocks/ 2019-07-19-12-01-
07/0"

[doLogProgress] Browsing "1563501422700/blocks/2019-07-19-11-42-
08"

[doLogProgress] Processing Job " 2019-07-19-12-01-07", ""
[doLogProgress] Processing Job "Current", ""

[doLogProgress] Processing Job "Current", ""

[doLogProgress] Processing Job "Current", "/root"

[doLogProgress] Processing Job "Current", "/root/Documents"
[doLogProgress] Processing Job "Current", "/usr"

[doLogProgress] Processing Job "Current", "/usr/local"
[doLogProgress] Checking dangling backup file index entries...
[doInfo] Existing statistics of backup set= "bl" destination=
"AhsayCBS": Data area compressed size: 253kB, Data area
uncompressed size: 308kB, Data area file count: 17, Retention area
compressed size: 0B, Retention area uncompressed size: 0B,
Retention area file count: O

[doInfo] Recalculated statistics of backup set= "bl" destination=
"AhsayCBS": Data area compressed size: 253kB, Data area
uncompressed size: 308kB, Data area file count: 17, Retention area
compressed size: 0B, Retention area uncompressed size: 0B,

Retention area file count: O

[doInfo] The statistics of backup set= "bl" destination=
"AhsayCBS" is correct.




[doLogProgress] Saving encrypted backup file index to
1563501422700/blocks at destination AhsayCBS...

[doInfo] Saving encrypted backup file index to
1563501422700/blocks at destination AhsayCBS...

[doDetail] Data integrity check on backup set= "bl" destination=
"AhsayCBS" is completed

[doLogProgress] Data integrity check on backup set= "bl"
destination= "AhsayCBS" is completed

[doEnd] [INFO] Finished data integrity check on backup set
"Dl (1563501422700)", "AhsayCBS(1563501526299)", crc disabled,
rebuild index disabled

[doInfo] Completed data integrity check on backup set
"b1(1563501422700)", "AhsayCBS (1563501526299)", crc disabled,
rebuild index disabled
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Appendix F: Example Scenarios for Restore Filter

Example No.1: Restore filter setting from /root/Documents with filter type Contains

Location: /root/Documents

Search subfolders: True

Kind: Files and Directories

Type: Contains

Pattern: Set

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter.

AhsayOBM = o x

Search
Look in
‘j /root/Documents | Change
|v] search subfolders
Kind Type Pattern
iFiIes and Directories W \:contains Vv || Set ‘ [v] Match case

Name i In Folder Size Date modified
L
Items per page | 50 v Page |- W™

(o] (o] )
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Search
Look in

/root/Documents

v Search subfolders
Kind

Files and Directories W

=
Searching ...

Name

Items per page |50 W

AhsayOBM - o x

Change

Type Pattern

contains W || Set V| Match case

Stop

In Folder Size Date modified

Page |- W

AhsayOBM - o x

Search

Look in
/root/Documents

v Search subfolders
Kind

Files and Directories W

Search

Name
O [} BackupSet_2015.docx
O [} BackupSet_2016.docx
O [} BackupSet_2017.docx
O [} BackupSet_2018.docx
O [} BackupSet_2019.docx

Items per page | 50 v

Change

Type Pattern

contains W || Set V| Match case

In Folder Size Date modified
/root/Documents 14KB 10/07/2018 17:24
/root/Documents 14KB 10/07/2018 17:24
Iroot/Documents 14KB 10/07/2018 17:24
Iroot/Documents 14KB 10/07/2018 17:24
/root/Documents 14KB 10/07/2018 17:24

Page |[1/1 w

Explanation:

All files and directories under \root\Documents that has the pattern that contains with ‘Set’ with match
case set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the file or directory,
Directory which are indicated In-Folder column, Size, and Date Modified.

The restore filter setting includes the Search subfolder and Match case set to true. Meaning, the filter
will include all available subfolders in \Documents upon searching. And it will strictly search only the
specified pattern and case which starts with ‘Set’.
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Example No.2: Restore filter setting from /root/Documents with filter type Starts With

Location: /root/Documents
Search subfolders: True

Kind: Files

Type: Starts With
Pattern: A

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter.

| Change

AhsayOBM
Search
Look in
‘f /root/Documents
7‘7 Search subfolders
Kind Type Pattern
{Files only v \ starts with w ‘EA

‘ || Match case

 search

Name [ In Folder [ Size

Date modified

Items per page i 50 v ‘

Page |- W

(o] o] [e]
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AhsayOBM - o x

Search

Look in
/root/Documents Change

v Search subfolders

Kind Type Pattern
Files only WV || startswith w || A | Match case
[———]
Searching ... Stop
Name In Folder Size Date modified
Items per page |50 W Page - W

AhsayOBM - o x

Search

Look in
/root/Documents Change

v Search subfolders

Kind Type Pattern

Files only WV || startswith w || A | Match case

Search
Name In Folder Size Date modified

[ AhsayCloudFileBackupSolution_v10.pptx /root/Documents 38KB 18/03/2019 15:06

D AhsayCloudFileBackupSolution_v7.pptx /root/Documents 38KB 18/03/2019 15:06 A
D AhsayCloudFileBackupSolution_v8.pptx Iroot/Documents 38KB 18/03/2019 15:06

D AhsayCloudFileBackupSolution_v9.pptx /root/Documents 38KB 18/03/2019 15:06

D AlertMessageFive.png /root/Documents 2KB 28/02/201912:10 v
D AlertMessageFour.png /root/Documents 2KB 28/02/201912:10

=
Items per page |50 W Page [1/1 w

Explanation:

All files and directories under \root\Documents that has the pattern that starts with ‘A’ with match case
set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the file, Directory
which are indicated In-Folder column, Size, and Date Modified.

The restore filter setting includes the Search subfolder and Match case set to true. Meaning, the filter
will include all available subfolders in \Documents upon searching. And it will strictly search only the
specified pattern and case which starts with ‘A’



www.ahsay.com

Example No.3: Restore filter setting from /root/Documents with filter type Ends With

Location: [root/Documents

Search subfolders: True

Kind: Files and Directories

Type: Ends With

Pattern: o]

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter.

AhsayOBM - o x

Search
Look in
‘j /root/Documents | Change
|v] search subfolders
Kind Type Pattern
iFiIes and Directories W Mends with v |lg ‘ [v] Match case

Name [ IE Forder [ Size Date mogiﬁeg
|
Items per page i 50 v Page |- W

o] (] (v
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Search
Look in

/root/Documents

v Search subfolders
Kind

Files and Directories W

=]
Searching ...

Name

Items per page | 50 v

AhsayOBM

Type Pattern

endswith w || g

Stop

In Folder

Size

Change

V| Match case

Date modified

Page | -

v

AhsayOBM

Search

Look in
/root/Documents

v Search subfolders
Kind

Files and Directories W

Search

Name
[ AlertMessageFive.png
[} AlertMessageFour.png
[} AlertMessageOne.png
D AlertMessageThree.png
D AlertMessageTwo.png

Items per page |50 W

Type Pattern

endswith w || g

In Folder
/root/Documents
/root/Documents
/root/Documents
Iroot/Documents
/root/Documents

Size

2KB
2KB
2KB
2KB
2KB

Change

V| Match case

Date modified
28/02/201912:10
28/02/201912:10
28/02/2019 12:10
28/02/2019 12:10
28/02/2019 12:10

Page [1/1

v

Explanation:

All files and directories under \root\Documents that has the pattern that ends with ‘g’ with match case

set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the files and

directories, Directory which are indicated In-Folder column, Size, and Date Modified.

The restore filter setting includes the Search subfolder and Match case set to true. Meaning, the filter
will include all available subfolders in \Documents upon searching. And it will strictly search only the
specified pattern and case which starts with ‘g’.
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Example No.4: Restore filter setting from /root/Documents with filter type Exact

Location: [root/Documents

Search subfolders: True

Kind: Files and Directories

Type: Exact

Pattern: SpreadSheet_x_152.xlsx

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter.

AhsayOBM - o x

Search
Look in
‘j /root/Documents |  Change
|v] search subfolders
Kind Type Pattern
i Files and Directories W | J exact W || SpreadSheet_x_152.xIsx ‘ || Match case

Name ] In Folder ] Size Date modified
‘A .
Items per page i 50 v Page |- W

5] (] [rev]
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AhsayOBM = =] x

Search

Look in
/root/Documents Change

v Search subfolders

Kind Type Pattern
Files and Directories W || exact W || SpreadSheet_x_152.xlsx V| Match case
[
Searching ... Stop
Name In Folder Size Date modified
Items per page | 50 v Page |- W

AhsayOBM - o x

Search

Look in
/root/Documents Change

v Search subfolders

Kind Type Pattern
Files and Directories W || exact W || SpreadSheet_x_152.xlsx V| Match case
Search
Name In Folder Size Date modified
[0 [} SpreadSheet_x_152.xIsx froot/Documents 23KB  18/03/2019 15:11
Items per page |50 W Page |1/1 W

Cancel

Explanation:

All files and directories under \root\Documents that has the pattern that has the exact pattern
‘SpreadSheet_x_152.xIsx’ with match case set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the files and
directories, Directory which are indicated In-Folder column, Size, and Date Modified.

The restore filter setting includes the Search subfolder and Match case set to true. Meaning, the filter
will include all available subfolders in \Documents upon searching. And it will strictly search only the
specified pattern and case which starts with ‘SpreadSheet_x_152.xIsx’.



Appendix G: Create Free Trial Account in AhsayOBM

Users can create a free trial account when they login to AhsayOBM for the first time. Please ensure
that the following requirements are met before creating your trial account:

@ A valid email address which will be used for receiving notices. A welcome message will also
be sent upon creation of the account which specifies the User Setting and Quota set for
backup in AhsayCBS.

While here are the limitations of a trial account:

@ The Free Trial button will only be displayed once when the user login for the first time. If you
cannot create a free trial account kindly contact your backup service provider.

@ Only alphanumeric characters and selected special characters, Ato Z,0t0 9, @, - and _,
are allowed to be used for the Login name. While there may be some limitations on
password complexity and age which is determined by the backup service provider. Please
contact your service provider for further details.

@ The add-on modules available and quota size are determined by your service provider.

@ The trial account period is also determined by your service provider. Please contact your
service provider for details.

NOTE

The Free Trial Registration option may not be available. This depends on the settings of your
backup service provider. Please contact your backup service provider for more information.

Follow the steps below to create a Free Trial backup account in AhsayOBM.

1. Click on Free Trial.

@ AhsayOBM

The Best On-Premises & Cloud

Backup Software

or Login
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2. Configure your Backup Server settings.

Backup Server
[re_w]] v]

Proxy (HTTP)

Use proxy to access the Internet

off B

3. Enter the Login name that you want. Also provide your email address and password. Confirm
your password and click OK to create your trial account.

‘VEinglish

@ AhsayOBM

Login name

Password

Confirm password




4. Once the trial account is created, this screen will be displayed.

@AhsayOBM Trial Version trial3 B

ot [

Backup Sets Report

£ 1 /

Restore Settings Utilities

All instructions are there

5. After your trial account has been created, you need to check several things:
» The expiry date of the trial account, which determines when it will be suspended.
» The Language which will be used for sending reports.
» And the Timezone, this is to ensure that your backup schedule will run at the correct time.

You can check this by logging in to AhsayCBS, go to Backup / Restore > User > User Profile
> General. For more information please refer to the AhsayCBS User’s Guide.

PSSR -ckup Client Settings ]| Contact ]| User Group ]| Security settings

Backup Set

Suspend At
Settings

| | 06-Sep-2019
Report
Statistics Status
Effective Policy

®) Enabls

Suspended

Locked

Upload Encryption Key

| Upload encryption key after running backup for recovery

Language

English v

Timezone

GMT+08:00 (CST) v




6. You also need to check the available add-on modules and quota by going to the Backup
Client Settings tab.

User Profile m Backup Client Settings m m Security Settings

Backup Set Settings of the client backup agent for this user.
Settings
Report Backup Client

Statistics e AhsayOBM User AhsayACE User

Effective F‘OI\C‘,‘
Add-on Modules

Microsoft Exchange Server Microsoft SQL Server

MySQL Database Server E Oracle Database Server

Lots. Lotus Domino Lots, Lotus Notes
Windows System Backup Windows System State Backup
ViMware | GuestVM v |0 ﬂ Hyper-V | GuestvM v | |0
ShadowProtect System Backup
E NAS - Synology

[2] nas-anap

PN inFile Delta

E] Office 365 Backup 2

E Microsoft Exchange Mailbox |0

@ Continuous Data Protection

[E] vebie o

Volume Shadow Copy

< R RR R RR R R R
KRR KRR &R

OpenDirect / Granular Restore |0

Quota
Unlimit storage space for the destination not shown in the following table
=+ il
Destination Quota

@ AhsayCBS 50.0 Gbytes ¥

(If preempted mode is enabled in policy settings, the quota seftings are disabled)

7. Lastly, you need to verify if your contact details are correct by going to the Contact tab. If you
want to add more contact information, you can add it here.

User Profile | General | Backup Ciient Settings ISVl user Group || Security Settings

Backup Set Contact information for this user.

Settings

Report Manage Contact Information

Statistics + i

Effective Policy Name Email Encrypt Email
trial1 name@email.com No
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Appendix H: Manually Upgrade AhsayOBM

Before you proceed with upgrading of AhsayOBM to the latest version, make sure that you have read
the system requirements especially if upgrading from AhsayOBM v6 or v7.

To upgrade AhsayOBM, follow the instructions below.

1. Uninstall the current AhsayOBM version depending on how AhsayOBM was installed.
There are three ways to uninstall AhsayOBM.

®  To uninstall AhsayOBM installed using SH online installer, refer to Appendix A

(=

' To uninstall AhsayOBM installed using RPM online installer, refer to Appendix B

@

To uninstall AhsayOBM installed using DEB online installer, refer to Appendix C

2. Go to the download page of your backup service provider’'s website and select which
type of installation method you would like to use.

A Linux / FreeBSD / Solaris

& SH online installer

Y TAR GZ offiine installer

RPM online installer

[«

DEB online installer

[«

3. Refer to Chapter 5 Download and Install AhsayOBM to download and install the latest
version of AhsayOBM.

@  For online installation method using either SH, RPM, or DEB online installer,
refer to Ch. 5.1 Online Installation.

@  For offline installation method using TAR GZ offline installer, refer to Ch. 5.2
Offline Installation.




