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1 Overview

1.1 What is this software?

AhsayCBS is a web-based centralized management console for backup service administrators
or users to manage backup and restore, and to monitor backup, restore, replication and
redirection activities. Administrators can create backup user accounts, manage group policies,
and keep track of system performance and health.

Administrators can create sub-admin or reseller accounts so that they can manage the backup
users by themselves. In addition, non-admin operator accounts with read only permission can
be created to help backup service administrator to monitor daily backup and restore jobs, as
well as system activities.

To further safeguard the data hosted on the Backup Server, AhsayCBS comes with replication
feature to replicate the backup data offsite to a Replication Server hosted in another site or to
commercial cloud storages such as network storage, FTP/SFTP and common cloud storages
(Google Drive, Dropbox, OneDrive, Amazon S3, Wasabi etc.)
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1.2 System Architecture

Below is a diagram illustrating the relationship among the AhsayCBS, client components and
server components.
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1.3 Recommendation on Antivirus Exclusion

To optimize performance of AhsayCBS on Windows, and to avoid conflict with your antivirus
software, refer to the following article the list of processes and directory paths that should be
added to all antivirus software white-list / exclusion list:
https://wiki.ahsay.com/doku.php?id=public:8014 suggestion_on_antivirus_exclusions

NOTE

For AhsayCBS version 8.1.0.0 or above, the chssvcX64.exe or chssvcX86.exe processes are
automatically added to Windows Defender exclusion list for Windows 10, 2016 and 2019, during
installation / upgrade via installer.

1.4 AhsayCBS System Components

1.4.1 Client Components

Below is a brief introduction of the four client backup agents.

@ AhsayOBM

AhsayOBM is a versatile backup application that backup databases, applications and
virtual machines to local and offsite destinations, e.g. local storage, on premise Backup
Server or Backup Server located in datacenters, and common cloud storages (Google
Drive, Dropbox, OneDrive, Amazon Drive, Box, etc.)

All the backup data are compressed and encrypted before uploading to the Backup Server,
while the restore process would require downloading the compressed and encrypted data
onto the client computer for decryption and un-compression.

AhsayOBM allows the creation of multiple backup sets, and backup file, databases and
virtual machines such as VMware, Hyper-V, Microsoft Exchange Database Availability
Group (DAG), Microsoft Exchange Database, Microsoft Exchange Mailbox, Microsoft
SQL Server, Oracle Database, Lotus Domino/Notes, MySQL, MariaDB, Office365,
Cloud File, and Windows Bare Metal with our dedicated backup modules.

Refer to the URL below to obtain the Quick Start Guide of AhsayOBM for instructions on
installing the software, running a backup job and restoring backed up data.

Windows Click to obtain the v8 Quick Start Guide
Mac Click to obtain the v8 Quick Start Guide
Linux (CLI) Click to obtain the v8 Quick Start Guide
Linux (GUI) Click to obtain the v8 Quick Start Guide
Synology Click to obtain the v8 Quick Start Guide
QNAP Click to obtain the v8 Quick Start Guide
FreeBSD Click to obtain the v8 Quick Start Guide
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@ AhsayACB

AhsayACB is an advanced yet easy-to-use desktop and laptop backup software for backing
up files, Cloud files, Windows System backup, IBM Lotus Notes and Office 365 backup to
local and offsite destinations, e.g. local storage, on premise Backup Servers or Backup
Servers located in datacenters, and common cloud storages (Google Drive, Dropbox,
OneDrive, Amazon Drive, Box, etc.)

All the backup data are compressed and encrypted before uploading to the Backup Server,
while the restore process would require downloading the compressed and encrypted data
onto the client computer for encryption and un-compression.

Refer to the URL below to obtain the Quick Start Guide of AhsayACB for instructions on
installing the software, running a backup job and restoring backed up data.

Windows Click to obtain the v8 Quick Start Guide

Mac Click to obtain the v8 Quick Start Guide

@ Ahsay Mobile

Ahsay Mobile is an easy to use 2FA Authenticator app and backup/restore solution for
Android and iOS mobile devices. It can be used for login with 2FA and can also backup
photos and videos to the local destination of AhsayOBM/AhsayACB, e.g. hard drive, flash
drive and/or network drive. It is capable of backing up photos and videos that are stored in
the mobile device’s internal memory and SD card.

All the backup data are saved in their original unencrypted format, so they can be viewed
directly on the AhsayOBM/AhsayACB machine.

It uses the Mobile Backup Server (MBS) which is a component of the
AhsayOBM/AhsayACB machine that manages the backup and restore of Ahsay Mobile. It
is activated automatically when a mobile device with Ahsay Mobile is successfully
registered for mobile backup with AhsayOBM/AhsayACB. Once activated, it will be
automatically restarted whenever the AhsayOBM/AhsayACB services is restarted or when
the AhsayOBM/AhsayACB machine is rebooted or powered on. The MBS will be
deactivated when all mobile devices have deregistered from the mobile backup setting and
the AhsayOBM/AhsayACB services is restarted.

The MBS will use the following port ranges:

© AhsayOBM
@ TCP Port: 54000 to 54099
@ UDP Port: 54200 to 54299
© AhsaysayACB
@ TCP Port: 55000 to 55099

@ UDP Port: 55200 to 55299
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The default TCP and UDP ports for AhsayOBM are 54000 and 54200, while for AhsayACB
are 55000 and 55200. If these ports are already in use by other applications or services,
then the MBS will automatically acquire another port.

The supported OS versions are the following:

© Android v8 or above
© i0OSv12.0.0 or above

Below is a table showing the supported Backup Data Type on both platforms.

Supported Backup Data Types

s
.\'OS and=01D
Photos v v
@Videos v v
=Io)
B ara v v
Lol

Refer to the URL below to obtain the Getting Started Guide for Mobile Backup, Getting
Started Guide for 2FA and User Guide of Ahsay Mobile for instructions on installing the
application, running a backup job and restoring backed up data.

Click to obtain the Getting Started Guide for Mobile Backup

Click to obtain the Getting Started Guide for 2FA

Click to obtain the User Guide

Below is a brief introduction of the client restore agents.

) wv-roo

AhsayOBR supports the restore of multiple backup sets; file, databases and virtual
machines, such as VMware, Hyper-V, Microsoft Exchange Database Availability Group
(DAG), Microsoft Exchange Database, Microsoft Exchange Mailbox, Microsoft SQL
Server, Oracle Database, Lotus Domino/Notes, MySQL, MariaDB, Windows System,
Windows System State, ShadowProtect, Synology NAS Devices, Office365, Cloud
File with our dedicated restore modules.

While you can still download Client Backup Agent (AhsayOBM/ AhsayACB) to restore data
on computer, AhsayOBR gives a quick, direct and secure solution just for the data restore

purposes. Below is a table comparing some major features of both tools, and the pros and

cons of using them.
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Feature

Installation AhsayOBR @ No installation Required to launch every
required time when you use
@ Faster to launch

Client One-time installation Larger installer size hence

Backup longer installation time

Agent

Run Direct AhsayOBR N/A Run Direct restore for

Restore VMware and Hyper V
servers is NOT supported.
Since AhsayOBR is not a
Client Backup Agent and
therefore NFS is not
bundled along with the
software. NFS is a
mandatory item for
performing Run Direct
restore for VMware and
Hyper-V servers.

Client Support Run Direct restore N/A

Backup for both VMware and

Agent Hyper-V servers.

OpenDirect AhsayOBR OpenDirect restore allows | To ensure optimal restore
Restore . you to view and download | performance, the backup

Client o . L
individual files from a of the files in an

Backup . . . '

A cgmpresseq or image file, O.penDlrect file backup set
without having to restore will NOT be encrypted and
compressed file or image compressed, therefore,
file first. OpenDirect you may have to take
restore gives you the these factors in
flexibility to restore consideration when
selective file(s) quickly, so | selecting this restore
it saves you time and effort | option.
to achieve your restore
goal.

Granular AhsayOBR In some cases, you may To make ensure optimal
Restore Client iny _need t_o restore a few | restore performance, the

Backup individual file(s) from the bz_ickup of the guest VM

Agent guest VM, therefore, will NOT be encrypted and
granular restore gives you | compressed, therefore,

a fast, convenient, and you may have to take this
flexible tool to restore factor in consideration
selected file(s) from a when using this restore
guest VM quickly. method.
Cross AhsayOBR Although both tools are available for use on various
platform Client platforms, e.g. Windows, Mac, Linux, etc., cross
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usage Backup platform restore is NOT recommended. For example,
Agent files backed up on Windows are not recommended to
restore on a Mac/Linux machine.

Compatibility | AhsayOBR Support restore of backup N/A
set created on either
AhsayACB / AhsayOBM
Client N/A Support restore of backup
Backup set created by the same
Agent type of Client Backup

Agent only. E.g. backup
set created on AhsayOBM
can only be restored by
AhsayOBM.

Refer to the URL below to obtain the User Guide of AhsayOBR for instructions on installing
the software, running a backup job and restoring backed up data.

Windows Click to obtain the v8 User Guide

Mac Click to obtain the v8 User Guide

Linux (GUI) Click to obtain the v8 User Guide
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1.4.2 Server Components

There are three server components: Backup Server, Replication Server, and Redirector.
You can manage these components by logging to AhsayCBS with an admin role account.
The following screen shows the AhsayCBS server components.

Backup Server

The Backup Server is a platform for backup clients to perform backup to its local hard disk,
network storage, FTP/SFTP and common cloud storages such as Google Drive, Dropbox,
OneDrive, Amazon S3, MS Azure, Google Cloud Storage etc.

All the backup jobs, with the exception of File, VMware, and Hyper-V backup sets with
either Run Direct and or Open Direct / Granular feature enabled, are compressed and
encrypted before uploading to the Backup Server, while the restore process would require
downloading the compressed and encrypted data onto the client computer for decryption
and un-compression.

Replication Server

Replication Server offers close to real time replication of the Backup Server (backup server
configuration files, user profiles & backup set settings, and backup data hosted on the
backup server). So that when your production Backup Server is out of service, you can
switch the Replication Server into Backup Server within a short period to reduce potential
downtime of your backup service.

Redirector

With the use of Redirector in conjunction with multiple Backup Server machines, it forms a
cloud backup architecture for servicing as many backup customers as needed with a single
public URL. All backup users will use the single URL as the initial contact server, even
though they reside on different Backup Servers under different URLS. Thus, an online
backup provider can add new Backup Server machines to serve new customers or relocate
existing backup accounts from one Backup Server to another easily without the need for
the existing users to reconfigure the backup server address in AhsayOBM or AhsayACB.
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1.5 Agentless Backup / Restore

The AhsayCBS agentless backup and restore for Cloud File and Office 365 backup sets does
not require any AhsayOBM/AhsayACB backup agents to be installed on the client machine.
Instead agentless backup and restore jobs are performed by the AhsayCBS server itself.

The following are the functions that can be done using the agentless feature:

© Backup of Cloud File and Office 365 backup sets with its own separate Java process with
its own Java memory setting. The Java memory is set at 1GB by default which can be
configured by the system administrator. For more information please refer to this article:
https://wiki.ahsay.com/doku.php?id=public:8096 fag:how to change heap for 0365 ru
n_on_server_backup

© Capability to support a large number of concurrent agentless Cloud File and Office 365
backup jobs.

© Restore of Cloud File and Office 365 backup sets.

© Restore of VMware ESXi/vCenter backup sets that has been backed up to AhsayCBS.
Both Run Direct and Non Run Direct restore are supported.

© Data integrity check, space freeing up and deleting of backup data for Cloud File and
Office 365 are also supported.

Below is the main user interface of the AhsayCBS (user role), also known as AhsayCBS User
Web Console, where your clients will login to manage their backup sets, perform the agentless
backup/restore (Office 365 and Cloud File backup sets), and Run Direct restore for VMware
ESXi/lvCenter backup sets.

P

Live Activities

VM

N

Run Direct
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There are three backup sets that support agentless backup and restore in AhsayCBS v8.3.0.0
or above:

]

Cloud File Backup and Restore

You can now back up your data stored on Cloud storage (Google Drive, OneDrive,
Dropbox, MS Azure, Google Cloud Storage, Amazon S3 etc) to the AhsayCBS or other
cloud backup destination.

Office 365 Backup and Restore

You can now back up mail objects, OneDrive and SharePoint files from your Office 365
account, and then restore them to your original account or another user under the same
Office 365 account, all on the AhsayCBS without having to install a client backup agent
first.

NOTE

To determine the amount of RAM needed for the AhsayCBS server to run efficiently, it would
depend on the operating system and number of agentless backup jobs that will be processed by
the AhsayCBS Server. A Java heap size of 4GB for the AhsayCBS server would be sufficient. So
to compute for the total amount of RAM needed, for example, if the AhsayCBS server is hosting 20
agentless Office 365 backup job each with 1GB of memory; the AhsayCBS server will need 28GB
of RAM. That is 20GB (for the 20 agentless Office 365 backup jobs) + 4GB (for the Operating
System) + 4 GB (for AhsayCBS service) = 28GB of RAM.

Although based on the estimated 28GB RAM usage, a server with 32GB RAM is sufficient. For an
on-premises server, it is recommended to provision additional RAM to meet unexpected on-going
requirements and future business growth.

Also the Java heap size to be configured should not exceed two-thirds of RAM available to allow
sufficient resources for the operating system. Your server should have RAM to satisfy both
AhsayCBS, your Operating System (~4GB+) and any applications installed on the same server.

]

www.ahsay.com

Run Direct of VMware vCenter/ESXi VM from AhsayCBS server

You can now perform a Run Direct restore of the VMware vCenter/ESXi VM directly
using the AhsayCBS without the presence of a client backup agent
(AhsayOBM/AhsayACB/ AhsayOBR), if VMware vCenter/ESXi guest VMs are backed up
to AhsayCBS backup destination and Run Direct is enabled.
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All agentless Office 365 and Cloud File backup sets use a temporary directory location on the
user home for backup and restore.

Each agentless Cloud File backup job requires at least 100 MB of free space for the temporary
files generated during the backup job.

For each agentless Office 365 backup job, the required free space for the temporary files
generated during the backup job depends on two factors:

@  the number of Office 365 users selected in each backup set, the required free space is
calculated as 300 MB per Office 365 user.

@  the number of concurrent Office 365 backup jobs running on the AhsayCBS server.

Example:

© If an AhsayCBS server has only one backup set with 500 Office 365 users, it will require
150 GB (500 x 300 MB) disk space on the user home drive for the temporary files
generated during the backup job.

© If there are multiple Office 365 backup sets running concurrently on AhsayCBS, then the
free space required will be the sum of all the Office 365 users. If they are located on the
same user home drive then the temporary folder on that drive will require 540 GB of free
space for the temporary files generated during the backup job.

Backup set 1 with 200 Office 365 users (200 x 300 MB) = 60 GB
Backup set 2 with 100 Office 365 users (100 x 300 MB) = 30 GB
Backup set 3 with 500 Office 365 users (500 x 300 MB) = 150 GB
Backup set 4 with 1000 Office 365 users (1000 x 300 MB) = 300 GB

The following are the default temporary directory locations for the different operating systems:

© in Windows — C:\\Program Files\AhsayCBS\user\%username%!\temp (the default path of
the user home)

© in Linux/FreeBSD — /usr/local/cbs/user/%username%/temp
© in AhsayUBS - /ubs/mnt/esfmfw/obsr/system/obsr/user/%username%/temp

Ensure that the drive where the temporary directory is located has a lot of free space to
accommodate all the agentless Office 365 and Cloud File backup jobs, especially if they will be
running concurrently.
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Starting with AhsayCBS v8.3.6.0 and above, the default port 8081 is used by AhsayCBS
agentless Office 365 and Cloud File backups on local IP address 127.0.0.1. If the default port

is occupied, then AhsayCBS will automatically acquire the next available free port from 8081 to
9080. This is automatically setup upon installation, so no additional setup is needed to be done.
It is not visible from System Settings > Basic > General > Connectors but can be checked from
the server.xml file which is in the conf folder located in $APPLICATION_HOME\conf.

<?xml version="1.8" encoding="IS0-8859-1"2>
<Server port="68824" shutdown="SHUTDOWN">
<Listener classlame="org.apache.catalina.core.fprLifecyclelistener” SSLEngine="on" />
<Listener className="org.apache.catalina.core.lreMemoryleakPreventionlListener” />
<Listener className="org.apache.catalina.mbeans.GlobalResourceslifecyclelistener™ />
<Listener className="org.apache.catalina.core.ThreadlocalleakPreventionlListener™ /»
<Service name="Catalina">»
<Executor minSpareThreads="1" namePrefix="tomcatThreadPool-http-@.8.0.8-88-"
name="tomcatThreadPool-http-8.0.0.8-88" maxThreads="280" />
<Executor minSpareThreads="1" namePrefix="tomcatThreadPool-https-0.0.6.8-443-"
name="tomcatThreadPool_https-0.0.8.0-443" maxThreads="280" />
<Executor minSpareThreads="1" namePrefix="runOnServerBackup-http-127.6.0.1-8081-"
name="runOnServerBackup-http-127.8.8.1-8081" maxThreads="28@" />
<Engilne name="Catalina” detaulthost="localhost™>
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1.6 Backup Set Index Handling Process

A new index system is introduced in AhsayCBS v8.3.0.0 or above to provide better backup
performance and robustness. Below is a flowchart showing the index handling process for

backup jobs.

Index.db
— —
Index file AhsayCBS
#
b ——
Local drive

50
Indexdp i

——
Index file

Temporary directory

Index file(s) will be listed in
the current directory (e.g.
cloud destination,
AhsayCBS, local drive,
FTP or SFTP).

o If the local temporary
directory contains index.db

file which has a later
modified date and time,
then the current directory
(e.g. cloud destination,
AhsayCBS, local drive,
FTP or SFTF) will also be
added to the list.

@ Aiavaiiable indeses wil
be sorted according to the
modified date and time.

-

N
29

Use index file

o Latest index file in the list

will be downloaded
according to the most
current modified date and
time.

Index file will be checked
to see if it can be opened.

% If YES, procead to o
< IfNO, proceed to o

o If it can be opened, the

index will be used for the
current backup job.

Use the index. db file to
compile file list for backup.

020172019 21:00

020672019 21:00

05062019 21:00

o . msmmm 00
(QEEEDTEETR
DE/06/2019 21:00

SLZIDNETS

All available indexes

o

kh
[
_—
Index.db
—
Download
index.db file Retrieve the
previ

(I o @

Valid index

Check index validity ~ !ndex cannot
be opened

[T it cannot be opened, it will
proceed to the previous
index.db file in the list until it
finds a valid index that can be
opened.

t For index_db files found fo be
corrupted and its associated
data blocks will no longer be
restorable. They will not be
removed automatically from
the destination(s) and can only
be removed by manually
running the data integrity
check on the AhsayOBM or
AhsayACB client.
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The new index handling process will first list all available index files (index.db) for download
from the current directory, temporary directory and backup job folder which will be arranged by
modified time from latest to oldest. The latest index file will be verified if it is valid and can be
opened. If it can be opened, then it will be used to compile file list for backup. If not, then
proceed to the next index file until a valid one can be found that can be compiled. If there is no
valid index file that can be opened, then DIC job will complete with error.

1.7 Backup Set Index Conversion

For all v7 and pre-v8.3 AhsayOBM/AhsayACB backup sets that were upgraded to v8.3.0.0 or
above, a backup set index conversion process will be performed on the backup set on the first
backup job immediately after the upgrade. Backup set index conversion cannot be disabled.
The old v7 and pre-v8.3 files: index.b2b*, index.xml* and index-s0* will be converted to the new
index file structure: index.db* and backuplinfo.db*. Temporary space needed for index
conversion is 200% of the uncompressed index file. You will need 100% for the old index file
and another 100% for the new index file. After the index conversion, for large data index the
new index will be smaller since duplicated information will be grouped. But for small data index,
the new index might be larger since additional information may be included to the new index.

For v6

(1 @ pic

— —
indzx bdb index.di o

€) Old index file (index.bdb) will be converted to the
new index file structure {index.db)

¢» Data integrity check will be performed once
index conversion is finished

For v7 and pre-v8.3.0.0

1] @ pic

— —
index.bzb index.db o

€ Old index file (index.b2b) will be converted to the
new index file structure {index.db)

#» Data integrity check will be performed once
index conversion is finished
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Please note that:

You cannot disable the index conversion.

Index conversion process will automatically start during the first backup job after
upgrading AhsayOBM/AhsayACB to v8.3.0.0 or above.

©  After index conversion the size of the index will be different. For large data index, the
new index will become smaller since duplicate information will be grouped. While for
small data index, the new index may be bigger since additional information may be
included in the new index.

1.7.1 Index Conversion requirement for client versions

(AhsayOBM/AhsayACB)
Client Version Index Conversion Needed | Data Migration Needed
v6 v 4
v7 v X
Earlier than v8.3.0.0 v X
v8.3.0.0 or above X X

1.7.2 Index format comparison

Example of the old index format:

Userl » 1368262294841 » blocks » 2019-09-19-11-05-22 » v O Search
- MName Date modified Type
— ;0 9/19/2019 11:05 AM  File folder
|| index.b2b.82800.16d477bacal.cgz 9/19/201911:05 AM  CGZ File
|| indexxml 400.16d477backh.cgz 9/19/201911:05 AM  CGZ File
|| index-=0,j00.100.16d477back1.cgz 9/19/201911:05 AM  CGZ File

The files can be located in
%userhome%/%user%/%backupsetid%/blocks/%timestampfolder%. It will contain these
three (3) files:

@  index.b2b.{size}.{timestamp}.cgz
= index.xml.{size}.{timestamp}.cgz

@  index-s0.{size}.{timestamp}.cgz

www.ahsay.com 15




Example of the new v8.3 index format:

Bhsaw(BS » user = MFATest = 1569543193245 » blocks - - lmjl Seat

Share with =  New folder

Mame Date modified | Type
, 2019-09-27-14-08-59 Qf27 /2019 2:09 PM File Folder
|_|inde:x.db. 157000, 16d7156a06F cgz QIZ7FIZ019 2:09 PM Z5Z File
ker = MFATest = 1569543193245 ~ blocks » 2019-09-27-14-05-59 - - lmj I Seat

F  Sharewith =  Pew folder

Mame = Drate modified | Type
.0 Q272019 2:09 PM File Folder
|| backopInfo.db,3f000, 16d7 156ad75,cgz 2712019 Z2:09 PM C=Z File

The files can be located in %userhome%/%user%/%backupsetid%/blocks

@  index.db.{size}.{timestamp}.cgz

and %userhome%/%user%/%backupsetid%/blocks/%timestampfolder%

@  backuplnfo.db.{size}.{timestamp}.cgz

The size and timestamp are hashed values. To convert to readable date, first convert from
hexadecimal to decimal number. Then to convert the decimal number to a readable date, a
timestamp conversion tool is needed. An example of which is the Epoch Converter.

The v8.3 index conversion process may only take a few minutes for backup sets with a
small number of files. For example: MS SQL Server, MySQL server, MS Exchange
database, Oracle database, VMware, Hyper-V, Windows System State, Windows System
backup, Lotus Domino etc.

NOTE

Please kindly note that for backup sets which could contain large number of files and
folders, the v8.3 index conversion process could take several hours to complete. For
example: File, Cloud File, MS Exchange mail level and Office 365 backup sets. In
some cases, backup sets containing several millions of files/folders could take days to
complete the v8.3 index conversion process. Please take this into consideration
when planning your AhsayOBM/AhsayACB client upgrade to v8.3.0.0 or above.
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1.8 Data Synchronization Check (DSC)

The Data Synchronization Check (DSC) is only applicable to Office 365 backup, for both agent
based and agentless setup for Office 365 backup sets. To compensate for the significant
increase in backup performance, there is a trade off made by the Change Key API, which skips
the checking of de-selected files in the backup source. Over time, this can result in discrepancy
between the items or files/folders selected in the backup source and those in the backup
destination(s). However, the Change Key API will continue to check for de-selected Office 365
user accounts or Site Collections detected during a backup job and will be automatically moved
to retention area.

To avoid this, it is necessary in some cases to run a Data Synchronication Check (DSC)
periodically, so that it will synchronize the data in the backup source and backup destination(s)
to avoid data build-up and the freeing up of storage quota. The DSC is similar to a regular
Office 365 Change Key API backup job buti with the additional checking and handling of de-
selected files and/or folders in the backup source.

Data Synchronization Check Process

h A A
0 (80, 0 /& © S
— . - D — —
p A ps C - <
Start Data Check for de-selected
files and/or folders

Synchronization
Check

Data Synchronization
Check Completed

:

Continue backup job

Synchronize de-selected
files and/or folders in
backup source with data
backup destination(s)

ey

No de-selected files and/or folders

The files and/or folders which are already de-selected
in backup source are moved to retention area during
synchronization.

o Data Synchronization Check is completed.

Check for de-selected files and/or folders from
backup source; Outlook, OneDrive, Personal
Site, Public Folder, and Site Collections.

= If YES, proceed to o

= If NO, proceed to o o Backup job continues

Here are the pros and cons of perfoming the data synchronization check:

Backup time

Enabled

Since data synchronization check
is enabled, it will only run on the
set interval.

For example, the default number
of interval is 60 days.

The backup time for the data

Disabled

As data synchronization check is
disabled, the backup time will not be
affected.
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synchronization job will take
longer than the usual backup as it
is checking the de-selected files
and/or folders in the backup
source and data in the backup
destination(s).

Storage

Management of storage quota will
be more efficient as it will detect
items that are de-selected and
move it to the retention and will be
removed after it exceeds the
retention policy freeing up the

Management of storage quota will be
less efficient even though files and/or
folders are already de-selected from
the backup source, these files will
remain in the data area of the
backup destination(s).

storage quota.

NOTE

To setup the Data Synchronization Check (DSC), please refer to Appendix P Setting the Data
Synchronization Check.

1.9 Why should I use AhsayCBS to manage my backup users and

system?

Flexible Destination
Management

m 3

Real-time Status Instant Replication
Monitoring A

T C,
J{ AhsayCB5S

A

a.

N
Fully Rebrandable
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é&—= Real-time Status Monitoring

Monitor System Health and Backup/Restore Status, Anytime Anywhere — the AhsayCBS
user interface (Ul) has been designed to provide you with a user-friendly and informative view
of various kinds of information you need. Highlighted features including:

© A dashboard to view the system usage and performance
© Live Activities panel to view real-time status of backup, restore, replication, redirection, etc.

© Panels to view all log files of backup, restore, replication and redirection

Flexible Destination Management

Wide range of backup destination options — to offer you with the greatest flexibility of backup
destination, AhsayCBS now supports local drive, mapped network drive, FTP / SFTP server,
and public cloud object storage as the backup destination for storing the backup data.

Below is a full list of the supported cloud storage:

Aliyun ) Amazon )
(TE ) * Google Drive L s3 3&%&2‘83 Wasabi
Google CTYun é\cl)vn?pifi’ble aws Microsoft
o = 2 XH7 i OneDrive
Sloud (PEEERRZ) | 7 | Cloud OneDrive for | &gy 07501
Storage Business
Storage

Microsoft *
Rackspace r’ OpenStack Azure Dropbox %
Microsoft
FTP @ SFTP @ e Backblaze .‘é

* Available on computers with China or Hong Kong local settings

Cloud backup gives you two major advantages:

© Multi-destination Backup for Extra Protection — you can now back up your database,
files or data to both local drive and cloud destination. While local destination backup
gives you the convenience of faster backup and restore as a result of the local
infrastructure, you can take a further step to utilize the cloud backup to give you an extra
layer of protection in the event of a local drive corruption, where you will still be able to
retrieve data from the cloud destination.

© Eliminate Hardware Investment — with the increasingly affordable cloud storage cost,
you can deploy on cloud platform and utilize cloud storage as your centralized data
repository, or simply expand your cloud storage as a backup destination without having
to invest on hardware.
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D Instant Replication

Extra layer of data protection — the replication server provides an additional layer of data
protection by providing an offsite backup store for backing up data from either a single or
multiple AhsayCBS servers. The Ahsay replication process is close to real-time and hence this
will reduce the probability of significant data loss in the event of an AhsayCBS outage. The
synchronization process does not require stopping or interrupting any backup operations. As
the replication module will be replicating the backup data using four modes, pending, resync,
replay, and sleep mode.

Furthermore, you have flexibility to select specific user's backup set from the backup server to
replicate instead of replicating all users and backup sets. The replication speed has been
enhanced by utilizing the multiple thread replication technology.

Refer to the Replication section for further details.

vd
Ed o
=" High Scalability

Easy system expansion for your business growth — as your business continues to grow,
you need greater storage and backup capabilities to keep all your data safe and protected. With
AhsayCBS, you can always scale up your backup service. With the program’s built-in
redirection module, you can redirect the extra user traffic to other AhsayCBS servers to
manage your growing volume of data easily.

We understand that expanding backup service could be a difficult situation when you have to
deal with multiple domain servers, a high scalable backup system should make this kind of
transition as seamless as possible to users. Our Redirector is designed to facilitate easy
expansion of your backup service.

Refer to the Configuring Redirector section for further details.

Fully Rebrandable

Rebrand and customize to best cater your clients’ needs — All graphics and wordings in
AhsayCBS are rebrandable and customizable for MSPs. Thus, you can use a rebranded
AhsayCBS to build your branded backup appliance for customers who preferred on-site backup
solution.

o906
=1 Centralized Management Console for Users

Monitor and Manage Backup without Client Backup Agent — our enriched features on the
centralized web console offers users a one-stop location for running and configuring backup
jobs, monitoring backup and restoring activities, and initiating a Run Direct restore.

For further instructions on using the User Web Console, refer to the AhsayCBS User Guide.
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The VM Run Direct Tile on the User Web Console can also be customized to be displayed or
hidden, please refer to Appendix V: How to hide the VM Run Direct Tile on AhsayCBS User
web console for further instructions.

1.10 VDDK API Changes for pre-v8.5.0.0 upgrade

VMware ESXi/vCenter v6, v6.5, v6.7 and v7 backup sets running in VDDK mode may
encounter issues during backup and restore due to the latest VMware VDDK 7 API
implemented in AhsayOBM v8.3.4.0 to v8.3.6.x. For more details please refer to this link.

O Affected existing AhsayOBM version with VDDK 7 API: AhsayOBM v8.3.4.0 to v8.3.6.x

© Affected VMware versions: VMware ESXi/vCenter v6, v6.5, v6.7, and v7 backup sets
running in VDDK backup mode

It is highly recommended to immediately upgrade to AhsayOBM 8.5.0.0 or above to fix this
issue. Once AhsayOBM is upgraded to v8.5.0.0 or above, the existing VMware ESXi/vCenter
V6, v6.5, v6.7 and v7 backup jobs will resume running without any further configuration or
intervention needed.

Starting from AhsayOBM v8.5.0.0, Ahsay has decided to temporarily revert to using VDDK 6
API until the VDDK 7 API bug is addressed by VMware.

Until further notice, VDDK 6 API will be used for:

© All new installation of AhsayOBM v8.5.0.0 or above

© AhsayOBM upgrades from v6, v7 or pre-v8.5.0.0 to v8.5.0.0 or above
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2 About this Document

2.1 What is the purpose of this document?

This document aims at providing all necessary information for you to work with the AhsayCBS
server at the administrator level to manage backup and restore jobs.

2.2 What should | expect from this document?

After reading through this documentation, you can expect to have sufficient knowledge to
perform all administrative tasks and manage your AhsayCBS server effectively.

2.3 Who should read this document?

This documentation is intended for IT professionals who need to work with AhsayCBS server at
the administrator level.

Where can | get information about System Requirements and Settings for
installing the AhsayCBS?

Before you read through this Administrator’'s Guide for information on managing all
administrative tasks on AhsayCBS, you should have the AhsayCBS installed first. Refer
to the Ahsay Cloud Backup Suite Quick Start Guide for instructions on software
installation, system requirements, network, and firewall settings.
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3 Register Device for 2FA in AhsayCBS

Upon logging in to AhsayCBS for the first time with two-factor authentication (2FA) enabled, you are
required to register a device that will be used for 2FA to proceed with the login.

Starting with AhsayCBS v8.5.4.20 and above, there are four types of authenticator apps that can be
used for 2FA, which are:

© Ahsay Mobile or branded Mobile app
O Microsoft Authenticator

© Google Authenticator

© Third party authenticators

The authenticator app that will be available depends on the settings made by your backup service
provider.

Instructions on how to register your device for 2FA will be discussed in detail for each authenticator
app in the succeeding sub-chapters. First follow these login steps to register your device for 2FA then
refer to the sub-chapter which cover the details of the registration for the authenticator app that you
are using.

1. Enter the Login Name and Password and click LOGIN.
) AhsayCBS English

Login Name

Password

Forgot Password

Remember my login name

2l
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2. Click to proceed with setting up 2FA.

Keep Hackers Off

All hackers delete backup data after
compromising a machine. Use Two-
Factor Authentication (2FA) to keep
hackers off your backup data and
turn ransomware harmless.

New Ahsay Mobile App, Free of Charge!

s \0

Y
W

NOTE

This screen will only be displayed if “Show 2FA reminder for user first login” is ticked in System
Settings > Basic > Two-Factor Authentication (2FA).

3. Follow the steps in the sub-chapter which covers the authentication app that you are using:

@

@
@
@

Ahsay Mobile or branded Mobile app

Microsoft Authenticator

Google Authenticator

Third party authenticators

NOTE

The actual option available is dependent on the settings made in System Settings > Basic > Two-
Factor Authentication (2FA).

www.ahsay.com
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3.1 Register device for 2FA using Ahsay Mobile or branded Mobile
app

1. Download and install Ahsay Mobile or branded Mobile app in your device.

App Download and Device Pairing

Please scan the QR code fo get the below Mabile App from App Store. Once installed the Maobile App, launch it and scan the same QR

code to complete the device registrafion.

£ Download on the GETITON
S AppStore | P* Google Play

Prerequisites

- Please use the latest Mobile App version

Mot able to scan QR code? Click hera to pair with TOTP secret key

2. Pair your mobile device with AhsayCBS. Ahsay Mobile can be configured to support two
2FA modes which are:

* Push Notification and TOTP (default)

* TOTP only

* For Push Notification and TOTP, scan the QR code.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once insfalled the Mobile App, launch it and scan the same QR

code to complete the device registration.

£ Download on the GETITON
[ ¢ App Store | P* Google Play

Prerequisites

- Please use the latest Mobile App version

Mot able to scan QR code? Click here to pair with TOTP secret key
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This is a sample of the Ahsay Mobile app installed on a mobile device named “A32”".
@ Ahsay Mobile

. 7 Cli i i .
«  For TOTP only, click the Mot able to scan QR code? Click here to pair with TOTP secret key link.
App Download and Device Pairing
Please scan the QR code to get the below Mobile App from App Store. Once insfalled the Mobile App, launch it and scan the same QR
code to complete the device registration.
Ahsay Mobile
# Download on the N, GETITON
AppStore | P> Google Play
Prerequisites
- Please use the latest Mobile App version
Mot able to scan QR code? Click here to pair with TOTP secret key
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Scan the QR code. A one-time passcode will be generated in Ahsay Mobile, enter it
here.

App Download and Device Pairing

Please scan the (R code to get the below Mobile App from App Store. Once installed the Maobile App, launch it and scan

the same QR code to complete the device registration.

Ahsay Mobile

Download on the GETITON .
@& AppStore * Google Play

Show Secret Key

Enter cne-time passcode generated from authenticator app

i 0 4 1 1 (00:00:20)

Display name: |Ahsay Mobile

This is a sample of the one-time passcode generated in Ahsay Mobile.

Ahsay Mobile

@ Ahsay Cloud Backup Suite
system

604 113 2s

3. When pairing is completed, the screen below will be displayed. Click to finish the setup.

Two-Factor Authentication Setup

You have registered A32 for the following feature:

Lele)

;f"% Two-Factor Authentication

=
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3.2 Register device for 2FA using Microsoft Authenticator

1. Download and install Microsoft Authenticator app in your device.

2. Scan the QR code and enter the one-time passcode generated in Microsoft Authenticator.

App Download and Device Pairing

Two-Factor Authentication is enabled for helping safeguard access to your account, please use the below authenticator app to

scan the QR code to complete the device registration.

Microsoft Authenticator

£ Download on the GETITON

@& AppStore | P Google Play

Show Secret Key

Enter one-time passcode generated from authenticator app

4 2 4 3 0 m (00:00:13)

Display name: |Microsoft Authenticator

This is a sample of the one-time passcode generated in Microsoft Authenticator.

e

R Ahsay+Cloud+Backup+Suite

system

One-time passwords enabled

You can use the one-time password
codes generated by this app to verify
your sign-ins

One-time password code

© 424 300

3. When pairing is completed, the screen below will be displayed. Click to finish the setup.

Two-Factor Authentication Setup

You have registered Microsoft Authenticator for the following feature:

?3;’% Two-Factor Authentication
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3.3 Register device for 2FA using Google Authenticator

1. Download and install Google Authenticator app in your device.

2. Scan the QR code and enter the one-time passcode generated in Google Authenticator.

App Download and Device Pairing

Two-Factor Authentication is enabled for helping safeguard access to your account, please use the below authenticator app to scan

the QR code to complete the device registration.

Q Google Authenticator

Download on the GETITON

@& AppStore | P Google Play |

Show Secret Key

Enter cne-time passcode generated from authenticator app

0 3 2 5 1 (00:00:29)

Display name:- | Google Authenticator

This is a sample of the one-time passcode generated in Google Authenticator.

Google Authenticator :

Ahsay Cloud Backup Suite (system)

Q32 511 @

3. When pairing is completed, the screen below will be displayed. Click to finish the setup.

Two-Factor Authentication Setup

You have registered Google Authenticator for the following feature:

B
B
1234

Two-Factor Authentication

www.ahsay.com 29



3.4 Register device for 2FA using Third party authenticators

For Third Party authenticators, the Display name is dependent on the settings made by your
backup service provider. For this type, you can use the authenticator app of your choice. You
will know that it is a third parry authenticator if the Display name is not one of these three:
Ahsay Mobile, Microsoft Authenticator and Google Authenticator. In our example the Display
name is “MyAuthenticator’, which means that it is a third party authenticator and you can use
any third party TOTP authenticator app that you want, e.g. LastPass, Duo, Authy, Microsoft
Authenticator, Google Authenticator etc.

1. Download and install the authenticator app of your choice in your device.

2. Scan the QR code and enter the one-time passcode generated in the authenticator app.

App Download and Device Pairing

Two-Factor Authentication is enabled for helping safeguard access to your account, please use the below authenticator app to

scan the QR code to complete the device registration.

MyAuthenticator
# Download on the GETITON
& AppStore g Google Play

Show Secret Key

Enter one-time passcode generated from authenticator app

1 0 7 0 0 (00:00:17)

y - - Display name: | MyAuthenticator
This is a sample of the one-time passcode generated in a third party authenticator app, in
this case Duo was used.

THIRD-PARTY
system

107 007 »

~
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3.  When pairing is completed, the screen below will be displayed. Click to finish the setup.

Two-Factor Authentication Setup

You have registered MyAuthenticator for the following feature:

E% Two-Factor Authentication

NOTE

In case device pairing takes a while, session timeout message will be displayed. Just click to register
your device again, for instructions please refer to Chapter 3.5.

Two-Factor Authentication Setup

Due to session timeout, Two-Factor Authentication feature failed to be configured.

You can go to User Profile to configure Two-Factor Authentication feature again.
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3.5 Register additional device/app for 2FA

If you want to register an additional device and/or app for 2FA you may do so by following the
instructions below:

1. Goto System Settings > Basic > Administrative Access > Manage System User >
%System User Name% > Profile > Authentication > Two-Factor Authentication.

Backup User Settings

Password

Rebrand Web Console
Password

Rebrand Clients

Reset Password

Two-Factor Authentication N |

Registered Mobile Device(s)
+ i

Device Name Verified Last Verified Time
Ad2

v 08/27/2021 10:27:22 CST
Re-pair with authenticator

Last Successful Login

Time: 08/27/2021 10:27:22 CST
IP address: 192.168.12.1

Browser / App: Windows [ Chrome
Mobile Device: A32

2 v X ?

2. Click + then follow the instructions discussed in the previous chapters on how to register
your device depending on the authenticator app that you will be using:

*  Ahsay Mobile or branded Mobile app

*  Microsoft Authenticator

*  Google Authenticator

* Third party authenticators
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3. After successful registration, the device and/or app will be listed under Registered Mobile
Device(s).

Backup User Settings

Password

Rebrand Web Console
Password

Rebrand Clients

Reset Password

Two-Factor Authentication -
Registered Mobile Device(s)
+ i
Device Name Verified Last Verified Time
A o 08/27/2021 10:27:22 C8T
Re-pair with authenticator
Microsoft Authenticator v 08/27/2021 11:22:23 CST
Google Authenticator W 08/27/2021 11:24:51 CST
MyAuthenticator W 08/27/2021 11-28:49 CST
Androidvi10

o 08/27/2021 11:29:49 CST
Re-pair with authenticator

Last Successful Login

Time: 08/27/2021 10:27:22 CST
IP address: 192 168121

Browser / App: Windows / Chrome
Mobile Device: A32

2Ev X ?

NOTE

If several authenticator apps are registered for an account and one of those apps is
Ahsay Mobile, by default a login request will be sent to login with 2FA. If there are two
devices registered using Ahsay Mobile, then both devices will receive the login request.
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4 Login to AhsayCBS Server

Starting with AhsayCBS v8.5.0.0, you will find a new feature introduced with this latest version which is
the Two-Factor Authentication. With this new feature, there are several scenarios that will be
encountered for login. Login steps for the different scenarios will be discussed in this chapter.

© Login to AhsayCBS Web Management Console without 2FA

© Login to AhsayCBS Web Management Console with 2FA using authenticator app

© Login to AhsayCBS Web Management Console with 2FA using Twilio

4.1 Login to AhsayCBS Web Management Console without 2FA

To login to AhsayCBS without two-factor authentication, please follow the steps below:

1. Enter the IP address or domain name on a web browser.
https://<IP_Address:port number/>

2. Enter the system Login Name and Password. The default login credential are:

Login Name: system

Password: system

€ AhsayCBS English

Login Name

username
Password
Forgot Password

Remember my login name

We use cookies to give you the best experience on our website. By continuing to browse the site, you are agreeing to our use of cackies. You can change your cookie

settings at any time but if you do, you may lose some functionality. More information can be found in our Terms and conditions, Cookie policy and Privacy notice.

3. Click the green LOGIN button to login.

Forgot your Password?

If you have forgotten your system or administrator password, please refer to the following article
for instructions. FAQ: How to recover AhsayCBS system account password?

NOTE

Please kindly note that to comply with the new General Data Protection Requlation (GDPR)
requirements, a banner will be displayed stating the organizations cookie policy when processing
to login AhsayCBS server. This will also apply to the AhsayCBS web console. To know more
about this please refer to the Cookie Banner Notification section.
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4. Only for first time login, starting with v8.3.4.0 and onwards, the user will be asked to
change the password before they can proceed. Enter the new password and confirm
password. Click the Save button.

Password

FPassword must be changed for default system user for security

Mew Password

Confirm Password

5. The following screen appears with five sections: Monitoring, Backup / Restore,
Replication, Redirection, and System Settings. Each of these sections are described in
detail in later chapters.

¥ English

ol i =2 5o =0

Dashboard Live Activities Administration Logs Badkup / Restore Logs Replication Logs

N, o 1 (] % 28
- -
e (L] 4] s s
Basic Users, Groups & Sending Data Accepting Data Joining Redirectors Hosting a Redirector
Policies

: o
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4.2 Login to AhsayCBS Web Management Console with 2FA using
authenticator app
For subsequent logins to AhsayCBS with two-factor authentication, please follow the steps
below:
1. Enter the Login Name and Password and click LOGIN.

€ AhsayCBS English

Login Name

Password

Forgot Password

Remember my login name

2]

2. One of the two authentication methods will be displayed to continue with the login:

* Push Notification and TOTP when using Ahsay Mobile app

= TOTP only

* |f Ahsay Mobile app was configured to use Push Notification and TOTP then there are
two 2FA modes that can be used:

* Push Notification (default)

Push notification is the default 2FA mode. Accept the login request on Ahsay Mobile
to complete the login.

Two-Factor Authentication

Please approve nofification reguest in one of registered Authenticator App.

Waiting for response (00:04:58)

Authenticate with one-time password

Unahle to login
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Example of the login request sent to the Ahsay Mobile app.

Authorization Request

Proceed authorization
request for system

REJECT ACCEPT

» TOTP

However, if push notification is not working or you prefer to use one-time passcode,

click the Authenticate with one-time password |ink, then input the one-time passcode
generated by Ahsay Mobile to complete the login.

Two-Factor Authentication

Please approve notification request in one of registered Authenticator App.
Waiting for response (00:04:49)

Alternatively, input the one-time passcode generated in your Authenticator App.

] 0 4 1 1 3 (00:00:18)

Unable to login

Example of the one-time passcode generated in Ahsay Mobile.

Ahsay Mobile

@ Ahsay Cloud Backup Suite
system

604 113 2
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= TOTP only

Enter the one-time passcode generated by the authenticator app to complete the login.

Two-Factor Authentication

Enter one-time passcode generated from authenticator app

5 1 1 0 3 2 (00:00:27)

Unahle ta login

Example of the one-time passcode generated in the third party authenticator app
Google Authenticator.

Google Authenticator

Ahsay Cloud Backup Suite (system)

511 032 @

NOTE

Please refer to Chapter 5 or the Ahsay Mobile App User Guide for Android and iOS — Appendix A:
Troubleshooting Login if you are experiencing problems logging in to AhsayCBS Web
Management Console with Two-Factor Authentication using Ahsay Mobile app or other third party
authenticator app.
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3. After successful login, the following screen will appear.

€ AhsayCBS English

ﬂ 0 = I%"o =]

Dashboard Live Activities Administration Logs Backup / Restore Logs Replication Logs

T l 5‘& -

AR L 4] 2 A

Users, Groups & Sending Data Accepting Data Joining Redirectors Hosting a Redirector
Policies

4.3 Login to AhsayCBS Web Management Console with 2FA using
Twilio
For AhsayCBS user accounts using Twilio, please follow the steps below:
1. Enter the Login Name and Password and click LOGIN.

€ AhsayCBS English

Login Name

Password

Forgot Password

Remember my login name

3]
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2. Select your phone number.

Two-Factor Authentication

Please select phone number to receive passcode via SMS message to continue login.

Philippines (+53) - =**:3106

3. Enter the passcode and click to login.

Two-Factor Authentication

SM3 message with a passcode was already sent to the phone number +63-"*****8106 Please enter the passcode to continue login.

AULB -|238934 (00:04:37)

Resend passcode

4. After successful login, the following screen will appear.

B E Eo o

Dashboard Live Activities Administration Logs Backup / Restore Logs Replication Logs Redirection Logs

O,

AR ik b ww ww
Users, Groups & Sending Data Accepting Data Joining Redirectors Hosting a Redirector
Paolicies

T
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4.4 Download Client Backup Agents

You can choose the client software you wish to download as follows.

1. Onthe AhsayCBS Logon page, click the download arrow on the top right-hand corner.

Login Name

Password
Forgot Password

Remember my login name

2. Click on the tab with the name of the client backup agent you wish to download.

3. Click on the “online installer” or “offline installer” button of the platform on which you

wish to install the client backup agent.

=- Windows " macO$

L‘l EXE online installer

Yy ZIP offine installer

@ Synology @ QNAP

L‘l SPK online installer I!l QPKG online installer
Please copy and paste the following

URL information into the "URL" text field

during installation

https:/125.5.184 164:4437

ownerid=44523

@ Linux / FreeBSD / Solaris
[, %))

[«

[ [

[«

SH online installer

TAR GZ offline installer

RPM onling installer

DEB online installer

NOTE

To customize the layout of the download page, refer to Chapter 12.9 Customize Download

Page.

The actual option available is dependent on your backup service provider.
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Ansayosm WFVESVYLIN mobile | Restore |

L
I= Windows . macO$
I*l EXE online installer I*l DMG online installer
Yy ZIP offiine installer Yy TAR GZ offiine installer

Please kindly note that each time after upgrading AhsayCBS version, it is required to
rebuild the installers. Otherwise, you cannot download the installer and following warning
will prompt.

A Warning

The installer / restorer is not available. Please contact the System
Administrator to obtain the latest version.
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AhsayCBS support two installation modes, online and offline installation (except for Linux
(rpm), Debian, Ubuntu (deb), Synology, QNAP and Ahsay Mobile which supports online
installation only). User can download and run either one of the installers.

Below is the table of comparison between online installation and offline installation.

Online Installation Offline Installation

Internet

> It cannot be started without an
internet connection.

> Clients need to have an internet
connection each time an
installation is run.

> If the client internet connection
is interrupted or is not stable
the installation may be
unsuccessful.

» Online installer size is 6KB to
3.5MB depending on operating
system as it contains only the
initial installation package files.

» Once the offline installer
is downloaded, the client
does not require an
internet connection each
time an installation is
run.

» The offline installer size
is 80MB to 140MB
depending on operating
system as it contains all
the necessary binary
and component files

Backup Server

The online installer requires the

An offline installation can be

Availability backup server to be online in order | performed independently of
to run and complete the installation. | the backup server
availability.
Installation » Takes more time as it needs to | Takes less time as all the
Time download the binary and necessary binary and
component files (80MB to component files are already
140MB depending on operating | available in the offline
system) each time the installer.
installation is run.
» A slow internet connection on
the client machine will also
result in longer installation time.
Version Online installation ensures the May need to update the
Control latest version of the product is product version after

installed.

installation if an older offline
installer is used.

Administrative
Support

Need more time on the support for
the installation as network factor
might lead to unsuccessful
installation.

Need less time as
independent of network
factor influence.

Deployments

» Suitable for single or small
amount of device installations.

» Suitable for client sites with fast
and stable internet connection.

» Suitable for multiple or
mass device
installations.

» Suitable for client sites
with metered internet
connections.
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For instructions regarding installation of the client backup agent, refer to the Client

Components section for the URL to obtain the Quick Start Guide.

NOTE
There will be 2 additional client backup agent tabs visible once you log in using an
administrator account, AhsayCBS and AhsayUBS. The installers will only be available once it
is built in AhsayCBS in System Settings > Basic > Administrative Access tab > %username% >
Rebrand Web Console > Build Installers > Building Targets. To learn more about this, refer to
the Branding for AhsayCBS Interface section.
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4.5 Change the Language

You can change the language shown on AhsayCBS web console

1. To change the display language, click on the dropdown box on the top right of the screen to
select another display language.

Login Mame

Password

Forgot Password

Remember my login name

2l

LOGIN

We use cookies to give you the best experience on our website. By continuing to browse the site, you are agreeing to our use of
cookies. You can change your cookie settings at any time but if you do, you may lose some functionality. More information can
be found in our Terms and conditions, Cookie policy and Privacy notice.

2. Click on the desired language from the list.

Login Man

Password

Forgot Pa

Rem(

We use cookies to give you the best experience on our website. By continuing to browse the site, you are agreeing to our use of
cookies. You can change your cookie settings at any time but if you do, you may lose some functionality. More information can
be found in our Terms and conditions, Cookie policy and Privacy notice.
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4.6 Invoke Online Help

You can invoke the online help on most of the pages while navigating the AhsayCBS. The
online help aims at providing instructions on operation on the corresponding page.

1. Click X to shut down the banner.

Login Name

Password

Forgot Password

Remember my login name

2

LOGIN

We use cookies to give you the best experience on our website. By continuing to browse the site, you are agreeing to our use ol
cookies. You can change your cookie settings at any time but if you do, you may lose some functionality. More information can
be found in our Terms and conditions, Cookie policy and Privacy notice.

2. Click on the question mark at the bottom right corner.

Login Name

Password

Forgot Password

Remember my login name

2
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3. The corresponding online help page shows.

[Q https://10.90.10.12/cbs/Llogond: X [ AhsayCBS Help x 4+

C A Notsecure | hitps;//10.90.10.12/cbs/help/ShowHelp.do a ¥ 6

Logon

To comply with the new General Data Protection Regulation (GDPR) reguirements, there will display a banner stating the
organizations cookie policy when processing to login AhsayCBS server and web console. From AhsayCBS version 7.15.6.0
onwards, administrator can configure a nofification banner to be displayed on the AhsayCES web conscle (displayed at the
login interface), and the HTML codes can be used for content of the banner.

Key:
Field Description
Login Name System user login name.
Password System user login password.

Forgot Password  In case the password is forgot. Click on this link and enter your login name or
registered email. The password will be sent to your email address.

Remember my If this entry is checked, the login name will be appeared in the "Login Name"
login name field. Uncheck this box to remove the saved login name in the browser.

4. You can print the online help by clicking the print button at the bottom right corner. To exit,
click X.
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5 Unable to login with 2FA

In situations when a user reports they have trouble logging in and they encounter this message:

©

©

]

www.ahsay.com

In AhsayCBS

I - s

Please contact your backup server administrator for assistance.

In AhsayOBM

(@) Ahsay0BM

i Please contact your backup server administrator for assistance.

In AhsayACB

(@) AhsayACE

i Please contact your backup server administrator for assistance.
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You need to delete the registered device on the user account so that they can login and register for
2FA again.

Please refer to the following instructions on how to:

© Delete reqistered device of system user

O Delete registered device of backup user

5.1 Delete registered device of system user

1. Goto System Settings > Basic > Administrative Access and click the system user name.
In the example, it is “System User 1”.

m m Predefined Destinations Administrative Access Two-Factor Authentication (2FA)

IManage all system user accounts that are able 1o access the web console of this server.

Password I

Manage System User

+ i- R View | Default v
Name Type Qwner Status
System User 1 Admin - Enable
sub1 Sub Admin - Enable
sub2 Sub Admin - Enable
sub3 Sub Admin - Enable
system Admin - Enable
system? Admin - Enable
X ?
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2. Go to Profile > Authentication tab, tick the box beside the device name and click L .

Backup User Settings
e & Password

Rebrand Web Consale
Password

Rebrand Clients

Reset Password

Two-Factor Authentication

Registered Mabile Device(s)

+ 1

Device Name

Galaxy ATD

Last Successful Login

Time: 08/19/2021 09:32:36 CST
IP address: 172.16.99.1
Browser / App: Windows / Chrome

Mobile Device: --

Re-pair with authenticator

Verified Last Verified Time

J 08/19/2021 09:33:41 CST

[ [« v X ?
3. Click“toconfirm.

I - s

Are you sure you want to delete the registered mobile device for Two-

Factor Authentication feature?

4. Click and to save the settings.

www.ahsay.com
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5.2 Delete registered device of backup user

1. Goto Backup/Restore > Users, Groups & Policies > Backup User tab and click the
backup user login name. In this example, it is “MobileUser1”.

N

Backup User Policy Group

Manage your backup users in this section

Manage Backup User

iR AR Filter | Client Type v || User || Registration Date v || User Group || Auto Update v

b B Owner v | View | Default v
Login Name (Alias) | Owner | Client Version Add-on Modules
(® MobileUser1 ) - - u qu
owr - - DHERE  NECEDE EE0CO00
@®) user1 () — — @ E
T @ g
Qs - - @ o
(@) user4 ) - - E’i]
(@) user5 () - - [rﬂ
@® WindowsTest () — - A El

4 »

X ?

2. Go to User Profile > Authentication tab, tick the box beside the device name and click

e

User Profile | General || Backup ciient settings | contact || usercroup EFXRURUMEREEN wmobile Backup

Backup Set
b Password
Settings
Password
R Hashed
Statistics
Reset Password
Effective Policy
Two-Factor Authentication N |
Registered Mobile Device(s)
=+ i
Device Name Verified Last Verified Time
A2
v 08/23/2021 17:03:29 CST

Re-pair with authenticator

Last Successful Login

Time: 08/10/2021 14:58:16 CST
IP address: 192.168.12.1
Browser / App: AhsayOBM
Mobile Device: --
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3. Click “ to confirm.

I - s

Are you sure you want to delete the registered mobile device for Two-

Factor Authentication feature?

4. Click to save the settings.

www.ahsay.com
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6 Managing License

6.1 Verify License Connectivity

The AhsayCBS server is required to access the Internet and to connect to the Ahsay License
Server (lic.ahsay.com) using https protocol for license activation, daily license checks, and
license CAL updates. Make sure your firewall settings are configured to allow outbound
connections to lic.ahsay.com via port 443 using TLSv1.2. For more information please refer to
the AhsayCBS Quick Start Guide.

To verify Ahsay license connectivity you can:

©

www.ahsay.com

Windows

Open a web browser on your AhsayCBS and enter the following URL
https://lic.ahsay.com the following message is displayed when the connection is
successful.

[ Welcome to lic.ahsay.com x +

& C @ Notsecure | lic.ahsay.com/alsindex.htm % 6

Welcome to lic.ahsay.com

You have reached the Ahsay Licensing Server successfully. If vou are seeing this from a browser running on
AhsayOBS, please try the following steps:

1. Logon to AhsayOBS Administration Console
2. Browse to [Manage Svstem] -= [Software License] page
3. Press the [Update] button to obtain new license information from this license server

Linux

Use the telnet command to check the connection on your AhsayCBS server. If the
connection is successful, you will see the following message.

# telnet lic.ahsay.com 443
Trying 203.186.85.237...
Connected to lic.ahsay.com.
Escape character is '"]'.

Use the openssl s_client command to check whether TLSv1.2 is enabled. The following

output is for illustration purposes only.

# openssl s client —-connect lic.ahsay.com:443 —-tlsl 2

CONNECTED (00000003)

depth=3 C = US, O = "The Go Daddy Group, Inc.", OU = Go Daddy
Class 2 Certification Authority

verify return:l

depth=2 C = US, ST = Arizona, L = Scottsdale, O "GoDaddy.com,
Inc.", CN = Go Daddy Root Certificate Authority - G2

verify return:l

depth=1 C = US, ST = Arizona, L = Scottsdale, O "GoDaddy.com,
Inc.", OU = http://certs.godaddy.com/repository/, CN = Go Daddy
Secure Certificate Authority - G2

verify return:l

depth=0 1.3.6.1.4.1.311.60.2.1.3 = HK, businessCategory
Private Organization, serialNumber = 0498825, C = HK, L = Lai
Chi Kok, O = Ahsay Systems Corporation Limited, CN = ahsay.com
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https://www.ahsay.com/download/download_document_v8_cbs-quick-start.jsp
https://lic.ahsay.com/
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verify return:l
Certificate chain
0 s:/1.3.6.1.4.1.311.60.2.1.3=HK/businessCategory=Private
Organization/serialNumber=0498825/C=HK/L=Lai Chi Kok/O=Ahsay
Systems Corporation Limited/CN=ahsay.com
i:/C=US/ST=Arizona/L=Scottsdale/O=GoDaddy.com,
Inc./OU=http://certs.godaddy.com/repository//CN=Go Daddy Secure
Certificate Authority - G2
1 s:/C=US/ST=Arizona/L=Scottsdale/O=GoDaddy.com,
Inc./OU=http://certs.godaddy.com/repository//CN=Go Daddy Secure
Certificate Authority - G2
i:/C=US/ST=Arizona/L=Scottsdale/0O=GoDaddy.com, Inc./CN=Go
Daddy Root Certificate Authority - G2
2 s:/C=US/ST=Arizona/L=Scottsdale/O=GoDaddy.com, Inc./CN=Go
Daddy Root Certificate Authority - G2
i:/C=US/0O=The Go Daddy Group, Inc./OU=Go Daddy Class 2
Certification Authority
3 s:/C=US/0=The Go Daddy Group, Inc./OU=Go Daddy Class 2
Certification Authority
i:/C=US/0O=The Go Daddy Group, Inc./OU=Go Daddy Class 2
Certification Authority

Server certificate

MITH8DCCBtigAwIBAgIJANKI9EdRBepEyMAOGCSqQGSIb3DOEBCWUAMIGOMOswCQY
€QQGEWJVUZEQMA4GA1UECBMHQXJpemQuYTETMBEGAlUEBXMKUZNVdHRZZGFSZTE
;BgGAlUEChMRRZ9EYWRkeS5ijOSIEluYy4XLTAngNVBASTJGhOdHA6Ly9jZXJ
gy5nb2RhZGR5LvabS9yZXBvc2lOb3J5LzEzMDEGAlUEAXMqRZSgRGFkZHngZV
éXJlIENlcanZmljYXRlIEFldGhvcmlOeSAtIEcyMB4XDTIWMDIyODAXMjIlNFo
gTIyMDQXNDEzMjQWMJowgakXEzARBgsngEEAYI3PAIBAXMCSESXHTAngNVBA8
;;BanZthUgT3JnYW5pemF0aWQUMPAWDgYDVQQFEWCWNDk4ODI1MQSWCQYDVQQ
ZWJISZEUMBIGAIUEBXMLTGEpIENoaSBLbZSXKjAOBgNVBAOTIUFOC2F5IFN5c3R
éXMgQ29ycG9yYXpr24gTGltaXRlZDESMBAGAlUEAXMJYWhZYXkuY29tMIIBIjA
ggkqhki G9w0OBAQEFAAOCAQ8AMIIBCGKCAQEAzVy+0OD4alpafXwiOYEKQi kNFbMv
Sh ySHV6t6g3rX2dBOrtboCiWwPIRZOV2g4x5DIRZj 7duR2wjhAY0HaE3DN3fr6Tn
?Jng+7IYTt4sd7othJDElPchizij2k6XRxcoRajTzAMXDTLZsyJNuRNMSus
;VWpHyhngk+DngOg2DaPojuYLPW/TkoleMVj08BBOYquchV6y+SyzO/PeZ
;b9+kaB+FP4pJMDXV/VlFtbakJDIpbtrOlVfgjLthOgMMBanstXrLVhVZGH
éLr7TNJb7Hf4JA59cR3w0kkKlcCKlvvyokQ2QNLEYwexbi+4QMpprXd/wIDAQA
54 IEDDCCBAgwDAYDVROTAQH/BAIwADAdBgGNVHSUEFjAUBGgrBgEFBQCDAQYIKwY
gQUHAwIngYDVROPAQH/BAQDAgWgMDYGAlUdeQvMCOwK6ApoCeGJWh0dHA6Ly9

J
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cmwuZz29kYWRkeS5jb20vZ2RpZzJzMy0xNS5jcmwwXAYDVROgGBFUwUzBIBgtghkyg
ivltAQcXAzA5MDcGCCSGAQUFBWIBFitodHRWOi8vY2VdelmaWthGVZLdeZGF
nguY29tL3JlCGQZaXvankVMACGBWeBDAEBMHYGCCSGAQUFBWEBBGowaDAkng
ggEFBQCWAYYYaHROCDOVL29jC3AuZ29kYWRkeS5jb2OVMEAGCCSGAQUFBZACth
ZHRwOi8vY2VdelmaWthGVZLmdeGFkZHkuY29tL3JlcG92aXvanka2RpZzI
§3JUMB8GA1UdeQYMBaAFEDCVSeOZDSDMKIZl/tSS/COLIDOMIH5BgNVHREngE
Ze6CCWFoc2F5LvabYINdBdSLmFoc2F5LvabYIPZm9ydW0uYthYXkuY29tggl
EWMUYthYXkuY29tghBBd30udWsuYthYXkuY29tgthYXJOmeycyllcy5haHN
ZS5jb22CDnNOb3AuYthYXkuY29tgg1pZHAuYthYXkuY29tgglwY3AuYthYXk
529tghB3d30uYthYXkuYZQthNugglszAuYthYXkuYZththYXJOmeycyl
iy5haHNheS5jb22CFXBhcnRuZXJZLmFo02F5LmNVbS5jboIMa2IuYthYXkuY29
l\t4B 0GA1UdDgOWBBQU/GniKbSMjgEmagndKdt zS0DqlDCCAX0GCi sGAQOBInkCBAT
ggFtBIIBaQFhAHUAkaJkLQYWBSHUXOiZdeCjwlmAT5G9+443fNDSgN3BAAAAF
YWO3kgAABAMARjBEAiA+hEdDmd5quSzX43y7ri9ByGIyN3cuzzZG+bUbXMeZQI
ghPHCcuSpHdePdiqzd9dkoFlea7mBZgA5X/Qn83XIAdeuS723dc5guuFCaR+
ZZ5mow9 +X7By2IMAxHuJeqj 9ywAAAXCJIY 7t KAAAEAWBIMEYCIQDy F8ex jOGX WG
;jJsCIMdtha5TQP4P7SOeILTZxTQQIhAIsb+lBlr2thxny/5Gjzozgf7lRNd
§5j52nS3fjQ5AHUAVhQGmi/quzT9eG9RLI+XOZ2ubyZEVZA75SYVdaJONOAAAF
?WOQOgAABAMARjBEAiBoPXKSSdkni3BlFRpZOlZcyW6o+GOGbNKM+3JAFBOFrWI
?NKIG8+thknchhJIJRj8ivOSZXYhYt0wtnfSXKXSIwDQYJKoZIhVCNAQELBQA
ggEBAHtl3dePp2Plp8VLRr8thHM76K8ulHBBXF/Joucv68vmelCN+le7Z7slo
5124tGBh51DKBgerVKUrngFk4W/ESPVC0QMpoK6rr8DprGbShjSnyvaOOwe
?VBL7rEtVIldWSln+oeDPlLOB92RBxWUhiXt8QE9GpV4chKngNACkOWQZxDKY
?NthsTomktzuOSLOOyJFhGqulhtV/RCX7LJ6ng7/chthVrd27elaA+iQhE
imeZgnijIT49EE6pY00ctFYRtEm2Gch79rquVPJnWWaOdszwJaurtlinyZ
;7/2hEy9EtpSthf9KVeUglC76c=

subject=/1.3.6.1.4.1.311.60.2.1.3=HK/businessCategory=Private
Organization/serialNumber=0498825/C=HK/L=Lai Chi Kok/O=Ahsay
Systems Corporation Limited/CN=ahsay.com
issuer=/C=US/ST=Arizona/L=Scottsdale/O=GoDaddy.com,
Inc./OU=http://certs.godaddy.com/repository//CN=Go Daddy Secure
Certificate Authority - G2

No client certificate CA names sent
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Server Temp Key: ECDH, prime256vl, 256 bits

SSL handshake has read 6137 bytes and written 373 bytes
New, TLSv1/SSLv3, Cipher is ECDHE-RSA-AES256-GCM-SHA384
Server public key 1is 2048 bit

Secure Renegotiation IS supported

Compression: NONE

Expansion: NONE

SSL-Session:

Protocol : TLSv1.Z2

Cipher : ECDHE-RSA-AES256-GCM-SHA384

Session-ID:
6C1BOAEEE18BC2A83599A8058564E766063AA3AC87CBA6797EDED5SBC77F900F
5

Session-ID-ctx:

Master-Key:
3F2E8F3E9FO0F5AA3719F07B91B91D0685878D1C9E7A4D2B79F53ED640350C36
24D4ED338A6A2397C095E2F1186BF6C5C

Key-Arg : None

Krb5 Principal: None

PSK identity: None

PSK identity hint: None

TLS session ticket lifetime hint: 300 (seconds)

TLS session ticket:

0000 - 1b ed e6 48 ab 80 £f9 a7-£f8 0b f1 1d bc 93 70

ab P p.

0010 - 94 8b dc ab da 60 57 90-5d ea 10 14 66 c5 80
62  ..... ‘w.]...f..b

0020 - b2 fl1 ba e0 49 fc 48 bé6-4b 11 46 bb b9 e7 dd
d8 ....I.H.K.F.....

0030 - 12 28 36 85 3d 2c¢c bf la-61 €9 76 la 10 dl d2
f1 .(6.=,..a.V.....

0040 - el 28 74 5e la la 0Ob 73-d2 c8 4f de 6e el d2
6f .(t*...s..0.n..0

0050 - ee 6b 63 e7 ad dd d4 9c-b7 c4 08 19 9e 2c fd
d7 koo oo ;.-

0060 - c1 7e 65 dc 29 f1 26 d7-48 7b 29 dl1 88 17 £5
eb .~e. ) & H{).....

0070 - 49 2c 50 bf 4c 90 25 ac-34 cl be 40 00 33 0Oc 65

I,P.L.%.4..@.3.e
0080 - cf f9 13 a8 c2 d7 82 cf-b2 bc dé6 ff 7b 15 9b

6 e {..n

0090 - d9 ce 58 77 a2 c2 e2 c9-e4 2d ab a0 e4 29 fd
a6 L XWe ... - ..) ..

00a0 - 2c 21 af bf da 3e 75 38-71 45 e4 0f 4f 36 6a
58 ,!...>u8qgE..067X

Start Time: 1612168629
Timeout : 7200 (sec)
Verify return code: 0 (ok)

closed
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© FreeBSD

Use the fetch command to check the connection to the Ahsay license server. If the
connection is successful, you will see the following message.

# fetch https://lic.ahsay.com/alsIndex.htm

alsIndex.htm 100% of 782 B
3336 kBps 00m00s

You also need to open the alsindex.htm to verify the contents. You can open it by using
a text editor like vi.

# vi alsIndex.htm

<html>"M

<head>"M

<meta http-equiv="Content-Type" content="text/html;
charset=windows-1252">"M

<meta http-equiv="Content-Language" content="en-us">"M
<meta name="GENERATOR'" content="Microsoft FrontPage 4.0">"M
<meta name='"ProgId" content="FrontPage.Editor.Document">"M
<title>Welcome to lic.ahsay.com</title>"M

</head>"M

<body>"M

<hl>Welcome to lic.ahsay.com</hl>"M

<p>You have reached the Ahsay Licensing Server successfully.

If you are seeing this from a browser running on AhsayOBS,
please try the following steps: </p>"M
<ol>"M
<li>Logon to AhsayOBS Administration Console</l1i>"M
<li>Browse to [Manage System] -&gt; [Software License]
page</1i>"M
<li>Press the [Update] button to obtain new license
information from this license server</1li>"M
</ol>"M
M
</body>"M
</html>"M

NOTE

A single license key can only be used on one machine once it has been activated. If you use the same
license key to activate another installation of AhsayCBS, you will get an error message. You would be
able to run this copy of AhsayCBS for another 14 days. After the 14-day grace period has expired, the
AhsayCBS service will stop working completely. Please contact Ahsay Support for further assistance.
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6.2 Manage License Key

To manage your AhsayCBS backup server and redirector license keys, do the following:

1.

3.

www.ahsay.com

Click the License icon under System Settings from your AhsayCBS web management
console.

There are two tabs on the license page. The Backup tab is for backup server license,
while the Redirector tab is for redirector license. You can activate the software on these
tabs.

Please make sure that the AhsayCBS license key is applied on the Backup tab. If you
have purchased a Redirector license key, you need to enter the key in the Redirector tab.
Do NOT enter the AhsayCBS license key on the Redirector tab or vice versa.

Secop

License informatien and license related ufilifies.

Overview

Licenses Mame

License Key

Use Proxy

Connection Test

Test

Update License

Update

Product Name
Offsite Backup Software, OENM Edifion

Product Version
8508

License Type
OEM License

Product Expiry Date
12/31/2024

Maintenance Expiry Date
12/31/2024

Enter your Licensee Name and License Key on the Backup server license page. Both
fields are case sensitive. Please enter them exactly as stated in your software receipt.
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@  If you are using the evaluation license, you will be able to evaluate the AhsayCBS for
60 days. Just accept the default Licensee Name and License Key on the page to
activate the license.

@  If you have already purchased a license, copy and paste the licensee name and
license key into the relevant fields to activate the license.

4. If a proxy server is required to access the Internet from AhsayCBS, check the Use Proxy
checkbox. Refer to the Proxy Tab section for information on how to set up the proxy server.

5. Press the Test button under Connection Test section to test the connection with the
license server. You get a dialog box with the testing result. Click OK.

i

oK

NOTE

After upgrading AhsayCBS to v8.1.0.0. and above, any actions that may lead to quota exceeded will
be blocked, i.e. generate a new backup user, creating a new backup set from AhsayCBS or v6/ v7
AhsayOBM/ AhsayACB, importing users in AhsayCBS, updating license in AhsayCBS, update user,
and so on. If there is any license error, there will be email to alert about the license error.

Below screenshot shows about blocked actions:

» Generate a new AhsayOBM user.

& https/ N <b:/cbs /20 X +

&« C A Not secure | _fcbs,ﬂ'obs/access,fuserj’Edi1User.do?id:0

I s

You do not have enough AhsayOBM quota. Quota (license key): 5, Used:
6.

> Generate a new AhsayACB user.

@ hitps /N - cbs= % +
&« c A Not secure | _cbs,fobs/access,-fuser,-’EdltUser.do?id:U

L EBR

You dao not have enough AhsayACSB quota, AhsayACE Quota (license
key): 5, AhsayOBM Quota (license key): 5. AhsayACE Used: 6, AhsayOBM
Used: 5.

www.ahsay.com 59




» Create a new backup set from AhsayCBS or v6

AhsayOBM -

/ v7 AhsayOBM/ AhsayACB.

[ Ay e Sncom

AhsayOBM Lanquage :[Endilsh

! Summary s
Backup

® Guota Usage
-

Used 07500 {0%)
Data: 0 (0fie)
Recycle i 0 (0file)

o —
Log 1)
o - | S
oK 5
FECY N R

» AhsayCBS license quota assigned for each sub admin user beyond the range between sub
admin user’s current usage and license quota limit.

@ nitps/ I cbs/syster X+

<« = C A Not secure \ _jcbs,n’systemehowCanﬁgurat'\on.do

AWarning

You do not have enough AhsayOBM quota to assign
Quota: 5, Assigning: 20

You do not have enough AhsayACB quota to assign.

AhsayACB Quota: 5, AhsayOBM Quota: 5, Assigned

AhsayOBM Quota: 20, Assigning: 20
Total allocated quota (Microsoft Exchange Mailbox (Per
Mailbox)) exceeded. Quota available: 5, Total allocated
module quota: 20.
Total allocated quota (Hyper-V (Per Guest VM) /

VWibhaenrn {Dar Roanet VAL avenndnd O

sk e milahlas

OK

> Update user with max host limit beyond license quota.

@ nttps./ M cbs/obs/=c X New Tab x| +

& > C A Notsecure | NN cbs/obs/access/user/EditUser.do?id=1606892227741

I - s

You do not have enough User1 quota to assign the host limit.
Quota (license key): 5, Assigning: &

www.ahsay.com
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» Update user with module quota exceeded.

@ nhitps/ I cb:obssc X+

<« > ¢ A Notsecure | NN -bs/obs/access/user/EditUser.do?id=1606892227741

I -

Allocated guota (Microsoft Exchange Mailbox (Per Mailbox)) exceeded.
Allocated module quota: 8. Available quota: 5.

[license key] Allocated guota (Hyper-V + ViMware Per Guest VM)
exceeded. Allocated module quota: 27. Available quota: 10.

[license key] Allocated guota (OpenDirect / Granular Restore) exceeded.
Allocated module guota: 10. Available quota: 5.

> Below screenshot shows about email alert:

License Error Tue Jul 17 17:32:26 CST 2018 & & P morev

> from Dan to Dan < @omail com> + 1 more 07/17/2018 05:32 PM

License quota usage exceeded at:Tue Jul 17 17:32:26 CST 2818 .Please manage your quota
usage or contact your service provider to update your license within 12 hours, or your CBS
server will be stopped at: Wed Jul 18 @5:32:26 CST 2818

IP: 192.168.22.41

Host: DAISY

6.3 License Summary and Requirements

The License Details section on the Backup Server license page shows a summary of the
guota used and licenses available for each of the modules you have subscribed.

License Details
Client Software Quota Used Available
AhsayOBM B 1 4
AhsayACE 3 0 3
Client Add-on Modules Quota Used Available
Microsoft Exchange Mailbox {Per Mailbox) B 0 El
Hyper-V | Viware (Per Guest VM) 10 0 10
Hyper-V | ViMware {Per Socket) 10 0 10
MAS - Synology / NAS - QNAP 10 0 10
Mobile Unlimited ] Unlimited
Office 365 10 0 10
OpenDirect / Granular Restore B [i] El
Server Add-on Modules Quota Used Available
AhsayOBM Replication Module 5 0 5
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Client Software License quota and availability for client backup agents (AhsayOBM

& AhsayACB)
Client Add-on License quota and availability for add-on modules for AhsayOBM &
Modules AhsayACB

Click here to view a list of all available add-on modules
Server Add-on License quota and availability for server add-on modules, e.g.
Modules Replication module, AhsayUBS, AhsayCBS, etc.
Support Supported languages for Ul display. The availability of support
Languages languages is subject to your license key.

For license related inquiries, please contact the Sales team at
Ahsay by email at sales-kb@ahsay.com or call our International
Sales Hotline +852 3580 8091.

6.3.1 Upgrade from v6to v8

If you are upgrading from v6, you need to purchase one extra AhsayCBS license module
for each of your existing v6 backup server license. Make sure you have valid maintenance
before you perform the upgrade/migration.

NOTE

If you upgraded AhsayCBS from v6 to v8 without purchasing AhsayCBS module and the quota
exceeded, then there will be a grace period of 60 days to allow sufficient time to resolve the
license related problems.

If you upgraded AhsayCBS from v6 to v8 with purchasing AhsayCBS module and the quota
exceeded, then there will be a grace period of 12 hours for you to manage the quota usage. If
quota usage issue was not solved within the grace period, the server will be stopped after the
grace period. After login to AhsayCBS system console, the web console will redirect to [To Do]
page and the license error will be shown on the top.
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& c | @ localhost:10880/cbs/system/ShowSystem.do o iy ‘

Y oo [ oo | oo Lo

1 Backup Server License Error

License quota usage exceeded atWed Jul 18 16:20:55 CST 2018 Please manage your quota usage or contact us fo update your license within 12 hours, or your CBS server will be stopped
at: Thu Jul 19 04:20:55 CST 2018

Please update license in License page

1AhsayCBS Redirection Module License Error

Internal Error 1012. Please press the [Update] button in license page to correct this preblem. If the problem persists, please contact our technical support team to resolve this problem. Not in
Grace Period. Redirector is stopped

Please update license in License page

Errors and Warnings

Yesterday v

a Jo 1o @ "2 ra

Missed Backups Failed Backups System Errors Replication Errors API Errors Email Errors

0 0 193 0 76 63

View | * 25 Rows/Page v Fage| 1 v

Timestamp Login Name | Owner = Message

071712018 N [BackupJeb.record. list] Unable to list pending email, error = [UserCacheManager. MoSuchUserExpt] User ‘exchange’ not found
exchange  —

234524 [NoSuchUserExpt] [UserCacheManager. NoSuchUserExpi] User ‘exchange’ not found

07/17/2018 [BackupJob.record.list] Unable to list pending email. error = [UserCacheManager.MoSuchUserExpt] User 'exchange’ not found

If there is any license error, there will be email to alert about the license error.

License Error Tue Jul 17 17:32:26 CST 2018 more

» from Dan to Dan <G mail com> + 1 more 07/17/2018 05:32 PM

License quota usage exceeded at:Tue Jul 17 17:32:26 CST 2018 .Please manage your quota
usage or contact your service provider to update your license within 12 hours, or your CBS
server will be stopped at: Wed Jul 18 @5:32:26 CST 2818

IP: 192.168.22.41

Host: DAISY

The server stop counter will start in the last hour of grace period. There will be log showing the
process of server stop.

>  Server stop counter starts.
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& C | @ localhost:10880

s/manitor/cbs/Index.do

SNMP Log | Message History B GO IR m
ME09 B Nee I At g gt <0 G

09/05/2018 18:11:00 MigrateVGDatalnfo [Job][MigrateV&File] End: migrate v6 data
09/05/2018 18:11:32 RoutineJobinfo [Job][Logger] Starting to log system status
09/05/2018 18:11:32 RoutineJobinfo [Job][Logger] Start: logging system status
09/05/2018 18:11:32 RoutineJobinfo [Job][Logger] End: logging system status
09/05/2018 18:12:00 MigrateVVGDatalnfo [Job][MigrateV&File]Start: migrate v6 data
09/05/2018 18:12:00 MigrateVGDatalnio [Job][MigrateV&File] End: migrate v6 data
09/05/2018 18:18:29 RoutineJohlnfo [Job][Logger] Starting to log system status
09/05/2018 18:18:29 RoutineJobinfo [Job][Logger] Start: logging system status
09/05/2018 18:18:31 RoutineJobinfo [ServerStopCounter] Started. Server will be stopped soon.
09/05/2018 18:18:31 RemoveMigratedvéDatainfo [Job][HourlyJob]Start: Remove migrated v6 data
09/05/2018 18:18:31 RoutineJoblnfo [ServerStopCounter] Sleeping for 1 minute.
09/05/2018 18:18:31 RemoveMigratedvéDatalnfo [Job][HourlyJob] End: Remove migrated vi data
09/05/2018 18:18:38 RoutineJoblnfo [Job][Logger] End: logging system status

» Quota usage issue solved and the server stop counter stopped.

09/05/2018 18:26:19 RoutineJobinfo [ServerStopCounter] Sleeping for 1 minute
09/05/2018 18:26:19 RemoveMigratedVeDatalnfo [Job][HourlyJob] End: Remove migrated v6 data.
08/05/2018 18:26:23 RoutineJobinfo [Jeb][Logger] End: logging sysiem status
09/05/2018 18:26:41 SystemAuthOK ADMIN "system” logged on to client software successfully from IP address 127.0.0.1
08/05/2018 18:27:00 MigrateVEDatalnfo [Job][MigrateVBFile]Start: migrate v6 data
09/05/2018 18:27:00 MigrateV&Datalnfo [Job][MigrateVEFile] End: migrate v6 data.
09/05/2018 18:27:19 RoutineJobinfo [ServerStopCounter] License violation is resolved.
09/05/2018 18:27-32 RoutineJobinfo [Job][Logger] Starting to log system status
09/05/2018 18:27:32 RoutineJohinfo [Job][Logger] Start: logging sysiem status
08/05/2018 18:27:32 RoutineJobinfo [Jeb][Logger] End: logging sysiem status
09/05/2018 18:28:00 MigrateV&Datalnfo [Job][MigrateVEFile]Start: migrate v6 data
08/05/2018 18:28:00 MigrateVEDatalnfo [Job][MigrateVEFile] End: migrate v6 data.

» Quota issue not solved within grace period and server stopped.

09/05/2018 18:22:31 RoutineJobinfo [ServerStopCounter] Sleeping for 1 minute.

09/05/2018 18:22:44 RoutineJobinfo [Job][Logger] Starting to log system status

09/05/2018 18:22:44 RoutineJobinfo [Job][Logger] Start: logging system status

09/05/2018 18:22:44 RoutineJobinfo [Job][Logger] End: logging system status

09/05/2018 18:23:00 MigrateV6Datalnfo [Job][MigrateVEFile]Start: migrate v6 data

09/05/2018 18:23:00 MigrateVEDatalnfo [Job][MigrateV&File] End: migrate v6 data

09/05/2018 18:23:31 RoutineJobinfo [ServerStopCounter] Server stopped. Grace period is ended

If you utilize only one AhsayOBM across multiple physical/virtual devices in previous v6
version, you will need to purchase supplement AhsayOBM when you upgrade to v8.

In v8 VMware and Hyper-V license modules are based on a per guest VM or per CPU
socket basis. For existing v6 or v7 VMware and Hyper-V backup sets using per guest VM
licenses, upgrading to v8 will not be affected.

NOTE

For license to charge by socket, the AhsayOBM has to be in v7.7 or above to work.

www.ahsay.com 64




6.3.2 Upgrade from AhsayOBS v6 or AhsayCBS v7 to v8.1.0.0 and above

If you upgrade AhsayOBS v6 or AhsayCBS v7 to v8.1.0.0 and above with purchasing
AhsayCBS module and the quota exceeded, then there will be a grace period of 12 hours
for you to manage the quota usage. If quota usage issue was not solved within grace
period, the server will be stopped after the grace period. After login to AhsayCBS system
console, the web console will redirect to [To Do] page and the license error will be shown
on the top.

&« C' | ® localhost:10880/cbs/system/ShowSystem.do o ¥t

1 Backup Server License Error

License quota usage exceeded at Wed Jul 18 16:20:55 CST 2018 _Please manage your guota usage or contact us to update your license within 12 hours, or your CBS server will be stopped
at: Thu Jul 19 04:20:55 CST 2018

Please update license in License page

1AhsayCBS Redirection Module License Error

Internal Errer 1012. Please press the [Update] button in license page to correct this problem. If the problem persisis, please contact our technical support team to resolve this problem. Not in
Grace Period. Redirector is stopped

Please update license in License page

Errors and Warnings

Yesterday v

iy o 1o @ AP )

Missed Backups Failed Backups System Errors Replication Errors API Errors Email Errors

0 0 193 0 76 63

View| * 25 Rows/Page v Page 1 v

Timestamp Login Name A Owner | Message

07172018 h [BackupJob.record list] Unable to list pending email, error = [UserCacheManager. NoSuchUserExpt] User 'exchange’ not found
exchange  —
23:45:24 [NoSuchUserExpt] [UserCacheManager NoSuchUserExpi] User ‘exchange’ not found.
07/17/2018 [BackupJoh.record list] Unable to list pending email, error = [UserCacheManager.NoSuchUserExpt] User 'exchange' not found. -

If there is any license error, there will be email to alert about the license error.

License Error Tue Jul 17 17:32:26 CST 2018 more v

> from Dan to Dan < @gmail. com> + 1 more 071712018 05:32 PM

License quota usage exceeded at:Tue Jul 17 17:22:26 CST 2818 .Plesse manage your quota
usage or contact your service provider to update your license within 12 hours, or your CBS
server will be stopped at: Wed Jul 18 @5:32:26 CST 2018

IP: 192.168.22.41

Host: DAISY

6.3.3 Extra License for Replication Server

If you are going to replicate the Backup Server to another Replication Server, you need to
purchase additional AhsayCBS license module for the replication server. Please refer to
the AhsayCBS v8 Quick Start Guide for further information.

6.3.4 License for Standalone Redirector

Since the AhsayCBS Redirector license does not come with an AhsayCBS module, for a
standalone AhsayCBS Redirector, you will need to purchase one extra AhsayCBS license
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module with a Backup Server license. Please refer to the AhsayCBS v8 Quick Start Guide
for further information.

6.3.5 License Requirements for Software and Modules

Software

AhsayCBS Per running instance

AhsayOBM Per device to back up
Per AhsayOBM/AhsayACB account that
needs to back up mobile device.
Ahsay Mobile licenses are free of charge

Ahsay Mobile and each Ilcen§e Ife.y has unlimited quota.
However each individual
AhsayOBM/AhsayACB user account support
a maximum of 10 mobile backup device
licenses.

AhsayACB Per device to back up

AhsayUBS Per installation

Module

VMware Backup Module

Per Guest VM to back up & Per CPU socket

Hyper-V Backup Module

Per Guest VM to back up & Per CPU socket

Office 365 Backup Module

Per account to back up

MS Exchange Individual Mailbox
Backup Module

Per mailbox to back up

OpenDirect / Granular Restore

Per backup set

NAS - Synology/NAS - QNAP
Backup Module

Per AhsayOBM account that needs to back
up Synology/QNAP NAS device

Replication Module for AhsayOBM

Per device to replicate

Replication Module for AhsayACB

Per device to replicate

Redirection module

Per device to redirect

For more information about License pricing or license requirements for different
software and modules, refer to the Pricing Details page. To purchase license directly,
visit the Ahsay Shopping Centre site.

6.4 Automatic License Renewal

If the AhsayCBS is under a monthly leasing plan (meter key), the license key will have an
expiry date of 30 days from the current date, the license key is renewed automatically.

In the event of any problems during the license renewal process, i.e. AhsayCBS is not able to
connect to the Ahsay License server, the expired license key will have a grace period of 14
days. AhsayCBS can still function normally using the expired license for an extra 14 days
before the service is automatically shut down. The 14-day grace period is to allow sufficient
time to resolve any license related problems.
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For meter key inquiries please contact the Sales team at Ahsay by email at sales-
kb@ahsay.com or call our International Sales Hotline +852 3580 8091.

6.5 License Evaluation Expiry

After the evaluation period expires (60 days after activation), the AhsayCBS service will
automatically stop working. Although the service is still active, the AhsayOBM and AhsayACB
clients will not be able to connect to perform any backups or restores.

If you would like to continue to use AhsayCBS, please contact the Sales team at Ahsay by
email at sales-kb@ahsay.com or call our International Sales Hotline +852 3580 8091.

6.6 Offline License Activation

Offline License Activation is used to activate the license keys on AhsayCBS servers that do not
have an Internet connection.

Offline license activation is only applicable for OEM license type. Meter, Active Pool and
Evaluation keys do not support offline activation.

1. Open the License page of AhsayCBS. The two relevant sections are: Offline License
Request and Import License.

Off-line License Request

Generate

Import License

Choose File | Mo file chosen Off-line Update

License Details

Client Software Quota Used Available
AhsayOBM 100 1 99

AhsayACE 0 0 ]

Client Add-on Modules Quota Used Available
Microsoft Exchange Mailbox (Per Mailbox) 1 0 1
Hyper-V / ViMware {Per Guest V) 1 0 1
Hyper-V { VMware (Per Socket) 1 0 1

2. Click the Generate button to generate an offline license request file, req.olr.

3. Thereq.olr file is an encrypted file that contains all the information required for the
activation process, for example, MAC address and local IP address. The system will
prompt for the location to save the offline license request file.

4. When the offline license request file is ready, please send it to Ahsay Support team. An

offline license file, license.olr, will be generated and sent back to you. This file is used to
activate offline the license key of your AhsayCBS server.
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5. After you have received the offline license file, you would need to import it to the
AhsayCBS server to complete the offline activation process.

6. Click the Choose File button under the Import License section to select the offline license
file (license.olr) from AhsayCBS system home. Click the Off-line Update button to
complete the license activation process.

6.7 License Management Portal

The Ahsay License Management Portal is for partners to:

Consolidate purchased Backup Server licenses into License Pool(s).
Flexibly generate and update Backup Server license(s) as requirements change.

Improve efficiency on use of Backup Server licenses by sharing CALs (Client Access
License) in license pool among multiple Backup Server instances.

— —
k‘j & sheay Syshems Corporation Lin... (HE) | https:/iing ahsay.com/als/lsafsplaamnary, i ¢ H(‘\Scl-:h | A @ & 0 3 =

‘H“]]MAhsay Backup Software

Home | AboutAheay™ | Estume | Contacd Us

Nidnogemem Portal

| Manage License Pools | Manage License Heys

" Logout

Pooled License Quota Usage Seadme| Blosser
License Type Al 0B {Used / Total) AhsayACH (Ve | Totalp ® Spit § Merge purchased AhsayOBS [censes yourself
SR OEM 54154 sz ‘easily
S stancad o are ® Save money by making more efficient s of o
Busness ofn ofza axktng Ahzay0BS kcenzes by sharng o) purchased
leenses amang diferent inslences of AhsayCBS
License Pools ® Sub-icense your purchased AhsayOBS licenses fo your
customers sasiy
e "'“g’; LD """"";' L7) “"“3:’“ ‘"‘""{“' = ® Mansge your feensa more essity Veu ar8 o longar
=, " = - = requived bo ra-distbude your boerces belwesn differert
WTT GEM 1 ES) 1 Edi fizense: beys every now ond then because as long as
= GEM 1] o 0 Edit the fotal icenses uzed by sl AhsayOBS nstances dont
o SHE o o ] £ sxceed the tofel licenses svsilsle in 8 licenze pocl, =1
Abzay0BS instances won be considarad 1o berve their
e Starvard [ [ ] £ et
WewrCompsoy -Pool QEM z 0 20 £
Messrompany 2-Pocl DEM o 1] o iy
Es
Rk OEM 0 3 0 B LRIBRAE
RPE-KEY OEM 1 o 0 Edt
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- Free Uporace Until ® Sedup chiferant lcense poals with different icense quobs
Licenses llame Product Key License Type (v MBI} AlvsayOBM AhEayACE Babs i cortrc e e of AlayORS Emntes urcr

different uzer requiraments

With the Ahsay License Management Portal, partners can place purchased Backup Server
licenses (Poolable License) into a pool to be shared among multiple Backup Server instances.
This process is called converting Poolable License into Pooled License.

Example:
If you have the following 2 licenses:

© LICENSEOO1 - 50 ACB and 80 OBM
© LICENSEO002 - 20 ACB and 30 OBM

You can put these 2 licenses into a single license pool so that you can generate a new license
with a maximum of 70 ACB and 110 OBM license CALs or any number of new licenses within
these available license CALs.

For more information about the Ahsay License Management Portal, please refer to the following
forum articles and video:

© FAQ: Ahsay License Management Portal Overview

© FAQ: How to create a Pool Key from a License Pool
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© Video: How to provision a Pool Key for AhsayCBS backup server

If you would like to continue to use AhsayCBS, please contact the Sales team at Ahsay by
email at sales-kb@ahsay.com or call our International Sales Hotline +852 3580 8091.

6.8 Active Pool Key

After you applied a pool key on your AhsayCBS server, please make sure your AhsayCBS
server has an Internet connection and is able to connect to the Ahsay License Server at
(https://lic.ahsay.com). If AhsayCBS service cannot connect to the Ahsay License Server
after 14 days, the license key will be deactivated and the AhsayCBS service will be
automatically stopped.
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7 System Settings

7.1 Basic Backup Server Configuration

To manage your AhsayCBS basic backup server configurations, simply click the Basic icon
under System Settings from your AhsayCBS environment.

You can perform the following basic configurations on your Backup Server:

© Manage general setup for AhsayCBS

© Manage email settings and general email reports

© Define destinations to store backup or replication data

© Manage Administrator accounts for the MSPs (Managed Service Providers)

© Customize languages available to users on AhsayCBS and User Web Console
© Configure two-factor authentication

There are 6 tabs under basic server configurations, each of which is described below.

7.1.1 General

The following shows the General tab under System Settings > Basic. It is used for
general setup of AhsayCBS. There are several groups of settings under the General tab,
and they are described below.

RSN Email | Predefined Destinations Two-Factor Authentication (2FA)

Configure the basic settings for this server below:

Host

Host Name

System Home

System home directory
C-\Program Files\AhsayCBS\system

Connectors

+ i

P Port | Protecol | Max Threads | Max C i C ion Timeout C. ion Upload Timeout  Max Keep Alive Request | Socket Receive Buf|

HTTP -
0000 80 IO 200 10000 30000 200000 9999 25188

HTTPS -

0.0.0.0 443 . 200 10000 30000 900000 9999 25188

SSL Certificate
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Host

Host

Haost Name
10.23 6.69-60443

This is the host name of your AhsayCBS. You can enter the domain name of your
AhsayCBS in the format:

<www.mybackup.com:port_number>
-OR-

<IP:port number>

IMPORTANT

» The “port_number” is only needed for non-conventional ports and can be omitted for the
usual ports, such as 80 and 443.

» The host name will be the access link for your users to get access to the AhsayCBS. Since
the host name will be used in various locations, such as inside welcome email as a
reference point for the users to access the AhsayCBS, inside email as a reference link for
the users to recover password, users applying Run Direct restore feature, it is important that
you ensure the host name is accessible by users from external network environment.

System Home

This is the system home location of your AhsayCBS. This path is set to your installation
home by default.

Example: System Home for Windows

System Home

System home directory

C:\Program Files\AhsayCBS\system

Example: System Home for Linux / FreeBSD

System Home

System home directory

lusr/local/chs/system

Example: System Home for AhsayUBS

System Home

System home directary

{ubs/imnt/esfmfw/obsrisystem/obsr/system
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Listening to non-standard TCP/IP Port

If you like to run your own web server, or some other services using port 80 and 443. On
your AhsayCBS server, you can change the listening TCP/IP port of AhsayCBS from port
80 and 443 to some other port numbers such as port 8080 and 8443, you can modify the
connector settings from the AhsayCBS management console -> System Settings -> Basic
-> General -> Connectors, and modify your new port in the connector settings. If you do
this, it can affect how your clients connect to AhsayCBS. You will also may need to open
appropriate firewall to allow the connection.

[EERIN Email | Predefined Destinations Two-Factor Authentication (2FA)

Connectors
+ W

P Port | Protocol Max Threads | Max Connection | Connection Timeout | Connection Upload Timeout  Max Keep Alive Request | Socket Receive Buffer Size | Socket Send Buffer Size | SSL Certificate
0.0.0.0 |80 [HTTP-NID 200 10000 30000 900000 9989 25188 43800 -

0.0.0.0 |443 JHTTPS-NIO 200 10000 30000 500000 9999 25188 43800

NOTE

Starting with AhsayCBS v8.5.0.0 or above, the port range 8081 to 9080 can be used by the
connector dedicated for agentless Office 365 and Cloud File backup. For more information
on this, please refer to Chapter 1.5.

Listening to a single IP address

If the backup server has more than one network interface installed or has more than one IP
address bind to a single network interface, you can configure AhsayCBS to use only a
single IP address for backup services (by default the TCP port of all IP addresses available
within the system are used and open). This has the benefits of sparing other IP addresses
for other applications, e.g. Apache Web Server or Microsoft Internet Information Server
(11S). You can modify the connector setting from the AhsayCBS management console ->
System Settings -> Basic -> General -> Connectors, and modify the IP address in the
connector settings. This is the default settings upon fresh installation of v8.3 or above.

XX Email | Predefined Destinations Two-Factor Authentication (2FA)

Connectors

+ W
P Port | Protocol Max Threads Max Connection | Connection Timeout | Connection Upload Timeout Max Keep Alive Request = Socket Receive Buffer Size  Socket Send Buffer Size = SSL Certificate
0.0.0.0 |30 HTTP-NIO 200 10000 30000 800000 9999 25188 43800 -
0.0.0.0 443 HTTPS-NIO 200 10000 30000 900000 9999 25188 43800 -

Starting from AhsayCBS v8.1 and above, a new protocol has been added which is AJP —
APR. AJP is an optimized binary version of HTTP that is used to allow Tomcat to
communicate with an Apache web server. It maintains permanent connection between
servers to reduce the time it takes to establish a connection. It is dedicated to a particular
request and then maintained for the next request to be tunneled down, rather than each
session causing a session to be created and broken. While the HTTP — NIO/HTTPS — NIO
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are used to support a higher number of concurrent connections to the AhsayCBS server.

Edit Web Server Setting

Edit web server settings below for your users to access this server.

Web Server

0.0.0.0

Fart
a0

Frotocol

HTTP-NIO v

HTTF - NI
HTTPS - NI

Connection Timeout
10000

Max Keep Alive Request
90a49

WARNING

Do not remove the last HTTPS connector in the AhsayCBS. If you remove the last HTTPS
connector, you will not be able to login to AhsayCBS again.

It is advisable to create another connector to be used to access the AhsayCBS web
console to avoid a slow connection. To create another connector:

1. Click on the + button.

Connectors
+ W
1P Port | Protocol Max Threads Max Connection Connection Timeout Connection Upload Timeout Max Keep Alive Request | Socket Receive Buffer Size = Socket Send Buffer Size = SS5L Certificate

0000 8 HTTP-NIO 200 10000 30000 800000 5809 25188 43800

0.00.0 443 HTTPS-NIO 200 10000 30000 900000 9599 25188 43800
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2.

3.

Enter the IP and Port.

Add New Web Server Setting

Add a new set of web server settings below for your users to access this server.
Web Server

IP
Port

Protocal

HTTP-HIC  »

Max Threads
200

Max Conneclicn

10000

Connection Timeout

30000

Connection Upload Timeout
Q00000

Max Keep Alive Request
1000

Socket Receive Buiffer Size

25153

Socket Send Buffer Size
43500

Select the Protocol.

4. Change the following if needed:

www.ahsay.com

Max Threads, default value is 200

Max Connection, default value is 10000

Connection Timeout, default value is 30000
Connection Upload Timeout, default value is 900000
Max Keep Alive Request, default value is 1000

Socket Receive Buffer Size, default value is 25188

© O 0 ©¢ 0 © o

Socket Send Buffer Size, default value is 43800
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5. Click OK once done.

6. Click at the bottom right corner to save the settings.

[CARSM Email | Predofined Destinations Two-Factor Authentication (2FA)

Connectors

+ i
P Port | Protocol Max Threads Max Connection  Connection Timeout Connection Upload Timeout Max Keep Alive Request | Socket Receive Buffer Size | Secket Send Buffer Size | SSL Certificate
0.000 80 HTTP-NIO 200 10000 30000 900000 9999 25188 43300
0.00.0 443 HTTPS-NIO 200 10000 30000 900000 9999 25188 43300
0.00.0 100 HTTPS-NIO 200 200 20000 900000 1000 25188 43300

NOTE

It may be advisable to increase the Max Connection to ensure that concurrent
connections will be supported if your backup server runs a lot of concurrent backups
daily, however setting a high value may increase the load on the server and result in
performance issues.

Restricting access to system page by IP address

For better security, you can restrict access to the AhsayCBS management console by IP
addresses. To do so, please add IP restriction in your AhsayCBS management console ->
System Settings -> Advanced -> Runtime Options -> IP Allowed. You can enter a
range of IPs or a specific IP in the IP Allowed settings.

IP Allowed
Manage the IPs to be allowed for accessing Console GUI and API
+ i
From To

10.20.1.10 10.20.1.30

Installing a trusted SSL certificate

Default installation of AhsayCBS enables SSL (Secure Socket Layer) support using a
dummy certificate. For your own security, you are advised to replace the pre-installed
dummy SSL certificate with a secure SSL certificate from a trusted CA (Certificate
Authority). For details please refer to the following article FAQ: Trusted Certificate Authority
(CA) List for version 8.x.

Furthermore, to use Two-Factor Authentication with https protocol, a valid SSL certificate
from a trusted CA must be installed on AhsayCBS. Otherwise, you will have to use http
instead which means all AhsayOBM/AhsayACB users with Two-Factor Authentication
enabled will need to connect using http as well.

Please note that only RSA SSL certificate is supported. To replace the non-secure
dummy SSL certificate with a secure SSL certificate, you need to generate a CSR
(Certificate Signing Request) and submit the CSR to your CA. Please perform the following
in your AhsayCBS.
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SSL Certificate Installation Service

Let our professional customer service team help you with the SSL certificate purchase and
installation. Click here to visit the Ahsay Shopping Centre for subscription.

1. Navigate to System Settings -> Basic -> General -> SSL certificate, click on T

General Predefined Destinations Two Factor Authentication (2FA)

SSL Certificate

+ i

Name | Common Name 0] ization Unit O ization Name Location State | Country Expiry Date Status

2. Enter the CSR detalils, then click the Next button to proceed.
SSL Certificate

General Information

Name

Action

® Generate Csr Import SSL Certificate and Private Key

Common Name

Crganizational Unit

Organizational Mame

Location

State

Country
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Generate a CSR to apply the SSL certificate from your trusted CA.

If the ssl and ca certificate are not ready yet, please click "ok" button. At this time, the record will be marked as pending. The
certficates will be imported once the certificates are ready.

General Information

Name

aaa

CSR

——BEGIN CERTIFICATE REQUEST— -
MIICKkzCCAXS CAQAWTIELMAKGATUEAWWG YWEXCZAJBINVBASM
AMFAMQSWCOYDVAOK
DAJNYTELMAKGATUEBWwWCYWEXCZAJBgNVEAGMAMFAMQsWCQ
YDVQQGEWJRYTCCASIW
DQYJKoZIhveNAQEEBQADIGEFADCCAQOCAGEBAIZ22bp5Ns0bQ1
EWelNQyRIaFCEH
5AUXDGKgUZSBeHz0TxmpaUDasReTOT TzmYJOCr4p1 TYIpmitr3ng
SBglzsUUH

GheGDylXcPuiB/XDF6Ws3RIC1gPZFGXPGn8V+hHDeBabaCve/Pw
nCKd/hsliVCs

QivgYxgCvsDriKJpGrol8epoa 1 DTwagesvl GEJvTh+kjsLenbOTYYFliw/ -
QfxaC2

Tx44H120n5CHYGWREE+YhF TImxmTnQKIV4knRDIiyK+LSAJ0SSRS 2

SSL Certificate

Upload

CA Certificate
Upload

Subject Issuer Valid From Valid Until

You will see a Pending status in the SSL Certificate page.

Gereral | I Two-Factor Authentication (2FA)

SSL Certificate

Name Common Name Organization Unit Organization Name Location | State | Country | Expiry Date] Status
Information System Ahsay System Corporation

newssL newSSL CN  CN - Pending
Department Limited

When the SSL certificate is ready, click into the certificate entry and import the SSL
certificate and CA certificate.

SSL Certificate

Upload

CA Certificate
Upload

Subject Issuer Valid From Valid Util
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6. You will be able to see the status of the certificate as Ready and a valid Expiry Date.

e HEIN Email || Predefined Destinations Two-Factor Authentication (2FA)

SSL Certificate

+ i

Name Commen Name | Organization Unit Organization Name Location | State | Country | Expiry Date | Status
Information System Ahsay System Corporation

newSSL newSSL o CN CH 01/03/2024  Ready
Department Limited

7. To apply the SSL certificate to your connector, click into the HTTPS entry.

[N Email | Predefined Destinations ‘Two Factor Authentication (2FA)

Connectors

+ i

" Port | Protocol MaxThreads | Max Connection | Connection Timeout | Connection Upload Timeout | Max Keep Alive Request | Socket Receive Buffer Size | Socket Send Buffer Size | SSL Cerfificate

0000 80  HTTP-NIO 200 10000 30000 900000 999 25188 43800

[ oowe v o oo o e = e 0

SSL Certificate

+ i

Name Common Name Organization Unit Organization Name Location State Country Expiry Date Status

newssL newssL Information System Department Ahsay System Corporation Limited on on 0110312024 Ready

8. Add the SSL certificate to this connector as shown below.

Edit Web Server Setting

Edit web server setlings below for your users to access this server.

Web Server

P
0.0.0.0

Port
443

Protocol
HTTPS - NID W

Max Threads
200

Max Connection
10000

Connection Timeout

30000

Connection Upload Timeout

e0000D

Max Keep Alfve Request
pi==e]

Socket Receive Buffer Sze
25188

Socket Send Buffer Size
43500

S5L Certificate
newSSL W

Default 551 Certificate
newSSL
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Click at the bottom right corner to save the settings.

© ~hsayCes
General Predefined Destinations: Two-Factor Authentication (2FA)

Connectors

+ i
P Port |Protoccl | MaxTnreads |MaxConnection | Comnection Timeout | Connection Upload Timeout | Max Keep Alive Request | Socket Receive Buffer Size
25188 13800

Socket Send Buffer Size | SSL Certificate

0000 80 HTTP-NO 200 10000 30000 900000 999

0000 443 HTTPS-NIO 200 10000 30000 00000 009 25183 43300 nevsSL

SSL Certificate
+ W

Name Common Name Organization Unit Organization Name Location State | Country Expiry Date Status.

newssL newssL Information System Department Ahsay System Corporation Limited on o 011032024 Ready

Renew a trusted SSL certificate

When your SSL certificate is due to expire, you can renew your SSL cert via your CA’s
website. Your CA may ask you to use the existing CSR that you submitted previously or

submit a new CSR.

© |If you decided to use a new CSR, most likely the information on the old CSR is not up-
to-date. Most CA will not consider this as a renew process and you need to start from

the beginning of a certificate process described in previous section.

© If you purchase a renew SSL certificate with the existing CSR, wait for your CA to sign

the renew SSL certificate.

NOTE

The renewal process may be different for different CA. You need to follow your CA’s instruction
on the renewal process.

The import step of a renewed SSL certificate is similar to the installation of a SSL
certificate. Please perform the following in your AhsayCBS.

1. Enter System Settings -> Basic -> General -> SSL certificate.

General m Predefined Destinations Two-Factor Authentication (2FA)

SSL Certificate

s
+ i
Name Commen Name | Organization Unit Organization Mame Location | State | Country | Expiry Date | Status
Information System Ahsay System Corporation
new3SL newSSL CN CH 01/03/2020  Ready
Department Limited

2. Click into the certificate entry.
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3. Import the SSL certificate and CA certificate.

SSL Certificate

Upload

Subject

CA Certificate

Upload

Subject

Limited E=ca@sahsay.com

C=CM ST=Hong Kong SRR, O=Ahsay System
Corporation Limited, QU information Systemn

Department, CH=Mot Sequre, E=cai@shsay.com

Issuer

Limited E=ca@ahsay.com

C=CN.5T=Hong Kong (SAR).L=Hong Kong.O=Ahsay
System Corporation Limited, OU=Information System
Department, CH=Ahsay System Corporation

Issuer

Department, C=Ahsay Systemn Corporation

C=CMN.5T=Hong Hong (SAR).L.=Hong Kong.O=fhzay System
Corporation Limited, OU=Information System

C=CM.5T=Hong Kong {SAR).L=Hong Kong, O=fhsay
Systern Corporation Limited, OU=|rformation System

Department, CM=~Ahsay System Corporation

Limited E=ca@ahsay.com

Valid From | Walid Until

0272017 0032020

Valid From | Walid Until

040472014 040172024

4. You will see the date of “Expiry Date” is extended.

SSL Certificate

+ W

newSSL newSSL

Name Commen Name | Organization Unit

Information System
Department

Organization Mame

Ahsay System Corporation
Limited

Location | State | Country | Expiry Date | Status

CN

CN

General m Predefined Destinations ] Administrative Access Two-Factor Authentication (2FA)

01/03/2024  Ready

Wild card SSL certificate with redirector setup

In the Redirector with a number of Backup Servers setup scenario, you need to apply a wild
card certificate for all your AhsayCBS servers. The application of the wild card certificate is
the same as a normal certificate except the common name needs to enter *.backup.com
instead. To apply a wild card certificate for all your AhsayCBS servers, please perform the

following:

1. Inthe AhsayCBS with the Redirector role, enter System Settings -> Basic -> General

-> SSL certificate.

2. Generate a CSR with the common name set to, for example *.mybackup.com, and

apply the SSL certificate from your trusted CA.

SSL Certificate

General Information

Name

Action

®) Generate Csr Import SSL Certificate and Private Key

Common Name
*mybackup com

8
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3. When the SSL certificate is ready, import the SSL certificate.

4. Copy the SSL certificate, private key and the CA certificate file from your
AhsayCBS_HOME/conf/cert folder and transfer to your AhsayCBS with Backup Server
role. They are named similar as the following:

E.g.:
1449049185371.crt
1449049185371 .key
1449049185371.ca

5. Import these 3 certificate files in one of your AhsayCBS (Backup Server role) in the
System Settings -> Basic -> General -> SSL certificate, click on the + button.

6. Select the Import SSL Certificate and Private Key radio button. Select the Type and
then import the SSL Private Key, SSL certificate and the CA certificate.

SSL Certificate

General Information

Name

Action

Generate Csr (®) Import S5L Certificate and Private Key

" Type I
PEM ¥

SSL Private Key

Choose File | Mo file chosen

S5L Certificate

Choose File | Mo file chosen

\. v

7. To apply the SSL certificate to your connector, click into the HTTPS entry.

[BE Email )| Predefined Destinations Two-Factor Authentication (2FA)

Connectors

+ W

11 Port | Protocol  Max Threads | Max Connection | Connection Timeout | Connection Upload Timeout | Max Keep Alive Request | Socket Receive Buffer Size | Socket Send Buffer Size | S5L Certificate
HTTP -

o0 @0 200 10000 30000 900000 9999 25188 43800

HTTPS -
0000 443 200 10000 30000 900000 5999 25188 43800

SSL Certificate

Name Common Name Organization Unit Organization Name Location | State | Country | Expiry Date Status.

*mybackup com “mybackup com Information System Department Ahsay System Gorporation Limited =] 01/03/2024 Ready
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8. Add the SSL certificate to this connector.
Edit Web Server Setting

Edit web server settings below for your users to access this server.

Web Server

1
0000

Port
443

Protocal
HTTPS-NIO W

Max Threads
200
Max Connection

10000

Connection Timeout
20000

Connection Upload Timeout
800000

Max Keep Alive Request
2098

Socket Recaive Buffer Size
25188

Socket Send Buffer Size
42200

SEL Cestificate

Default S5L Cenificate

*mybackup.cam

9. Click . at the bottom right corner to save the settings.

AR Email )| Predefined Destinations | Administrative Access “actor Authentication (2FA)
Conneetors
P Port  Protocol Max Threads Max Connection = Connection Timeout | Connection Upload Timeout | Max Keep Alive Request | Socket Receive Buffer Size | Socket Send Buffer Size | 55L Certificate
HTTP -
0.0.00 80 o 200 10000 30000 900000 9999 25188 43300
HTTPS -
0.0.00 443 o 200 10000 30000 900000 9999 25188 43300 *mybackup.com
SSL Certificate
Name Commen Name Organization Unit Organization Name Location State  Country Expiry Date. Status.
*mybackup com *mybackup com Information System Department Ahsay System Corporation Limited CN 01032024 Ready

www.ahsay.com 82




Cookie Banner Notification

Cookie Banner Notification

To comply with the new General Data Protection Regulation (GDPR) requirements, there
will display a banner stating the organizations cookie policy when processing to login
AhsayCBS server. This will also apply to the AhsayCBS web console.

€ AhsayCBS English

Login Name

username

Password

Forgot Password

Remember my login name

We use cookies to give you the best experience on our website. By continuing to browse the site, you are agreeing to our use of cookies. You can change your cookie

settings at any time but if you do, you may lose some functionality. More information can be found in our Terms and conditions, Cookie policy and Privacy notice.

Administrator can configure a notification banner to be displayed on the AhsayCBS web
console (displayed at the login interface), and the contents of the banner can be configured
on the AhsayCBS web console. Also, HTML codes can be used for content of the banner.

General Predefined Destinations [| Administrative Access Two-Factor Authentication (2FA)

Cookie Banner Notification

We use cookies to give you the best experience in our website.
By continuing to browse the site, you are agreeing to our use of
cookies. You can change your cookie settings at any time but if
you do, you may lose some functionality. More information can
be found in our <a href="http://terms_conditions.com">Terms
and conditions</a>, <a href="http://cookie_policy.com">Cookie
policy</a> and <a href="http://privacy_note.com">Privacy
notice</a>.
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7.1.2 Email

The following shows the Email tab under System Settings > Basic. This is used for
defining the various email settings that AhsayCBS uses to generate email reports to
backup system administrator and backup users.

| General VSR Predenined Destinations J| Administrative Access Two-Factor Authentication (2FA)

Configure the settings of the email server(s) that will be used for sending emails.
SMTP Server
+ i

Host Name Port | Require SMTP Authentication | Login Name | Use secure protocol | Sender Name Sender Email Sign all outgeing emails | Owner

smip.your-company com 25 No No Backup Manager report@your-company.com  No

Administrator Contact
+ i
Name Email Encrypt Email Owner

System Admin admin@your-company.com No

Report Settings

| Email me Low Disk Space Reminder / Alert Report
Send Low Disk Space Reminder when total used space is over| 80 » | %

Send Low Disk Space Alert Report when total used space is over| 90 v | %
lw| Email me Low Destination Space Reminder / Alert Report
Send Low Destination Space Reminder when total destination space is over | 80 v | %

Send Low Destination Alert Report when total destination space is over | 90 v | %

' Email me Consclidated Report

There are several groups of settings under the Email tab, and they are listed below.

SMTP Server Multiple SMTP servers can be setup for AhsayCBS. If the first
SMTP server is unavailable, the next SMTP server will be used.
To avoid your report emails being filtered by the SMTP server or
mail client, you need to enter a valid report sender in the email
settings.

Note: If you don’t have an SMTP server, you can consider using a
free SMTP such as Gmail.

AhsayCBS supports SMTP servers which use either TLS v1.0,
vl.lorvl.2.

Administrator This entry defines the administrative contact of AhsayCBS.
Contact AhsayCBS will send usage, error and all critical system alerts to
all email addresses defined here.

Report This setting allows the AhsayCBS administrator to define the

Settings threshold for email reminder / alert low disk space on AhsayCBS
and backup destinations. The default settings are 80% and 90%
respectively:

» Low Disk Space Reminder / Alert Report for AhsayCBS user
home and system home drives:
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Send Low Disk Space Reminder when total used space is
over 80%.

Send Low Disk Space Alert Report when total used space is
over 90%.

A Low Disk Space Reminder email is sent to the
administrator 15 minutes after the disk usage has exceeded
the preset threshold.

A Low Disk Space Alert email is sent to the administrator
every 15 minutes when the disk usage has exceeded the
preset threshold.

» Low Destination Space Reminder / Alert Report for OneDrive
and Google Drive destinations only.

Send Low Destination Space Reminder when total destination
space is over 80%

Send Low Destination Alert Report when total destination
space is over 90%

A Low Destination Space Reminder email is sent to the
administrator at 6:00 AM daily when the destination disk
usage has exceeded the preset threshold.

A Low Destination Alert email is sent to the administrator at
6:00 AM daily when the destination disk usage has exceeded
the preset threshold.

» Consolidated Report

A Consolidated Report email is sent to the administrator at
6:00 AM daily.

7.1.3 Predefined Destinations Tab

The following shows the Predefined Destinations tab under System Settings > Basic.
Predefined destination defines a list of local destinations, FTP or cloud storages in which
the AhsayCBS server, users and sub admin can use to store backup data. Predefined
destination makes it easy to add extra cloud storage for current or new client and also
makes the backup destination redundancy in cloud storage to double the stability.
Predefined Destination can also be used to customize frequently used backup destination
as visible optional destination choice for backup sets.

Predefined destination can also be used to replicate the AhsayCBS database and backup
data to cloud destination which ensures single failure of AhsayCBS database won'’t
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influence the subsequent backup and restore jobs.
€ AhsayCBS

IEEEE0 I Predefined Destinations [ e Iy Two-Factor Authentication (2FA)

Configure the predefined destinations that can be used by this server below.

Predefined Destination
+ il

Name Destination Storage Info Owner

You can set predefined destination on the following destination storage:

© Local / Mapped Drive / Network Drive /|  © i~
Removable Drive
© CTYun © Amazon S3
© AWS S3 Compatible Cloud Storage © Wasabi
© Backblaze © Google Cloud Storage
© Google Drive ©  Microsoft Azure
© OneDrive ©  OneDrive for Business
© Rackspace © Open Stack
© Dropbox o FTP
© SFTP © AhsayCBS
O AhsayCBS Receiver

NOTE

Admin user can determine the predefined destination available to each Sub Admin type user. You
can refer to the section on Manage System User (System Settings > Basic > Administrative Access
> %system user%> Backup User Settings > Destination) for details.

Set up predefined destination on Local / Mapped Drive / Network Drive
/ Removable Drive

AhsayCBS allows setting a backup destination on local hard drive, mapped drive, network
drive and removable drive. The setup method is similar for the different drives. In the
following example, we show you how to set up a predefined destination for Network Drive.
The steps for other destination storages are similar.
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1. Click + to add a predefined destination. The following screen appears:

Add New Predefined Destination

Mame
Metworl-1

Type
® Single storage destination

Destination pool

Destination Storage

Local f Mapped Drive / Network Drive / Removable Drive »

FPath (Input local / network address)

This share requires access credentials

2. Enter the name of the backup destination. In our example, the name is Network-1.

3. Select Single storage destination as the type of predefined destination.

NOTE

The option Destination pool is defined from a number of single storage destination.

4. Select Local / Mapped Drive / Network Drive / Removable Drive from the
Destination Storage dropdown box.

5. Enter the path of the drive.

Path (Input local / network address)
W125.5.184 23\5hare

&" This share requires access credentials
User name (e.g. domainusemame)
username

Fassword

6. The This share requires access credentials check box will be enabled once a
network address is detected. Check the box if access credentials are required to
connect to the network drive.

7. Enter the User name and Password.
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8. Click to continue.

9. You can see the newly created predefined storage Network-1 appears under the
Predefined Destination page.

| General [l Eman [EIFRURCY SIS Aaministrative Access Two-Factor Authentication (2FA)

Configure the predefined destinations that can be used by this server below.

Predefined Destination
+ i

Name Destination Storage Info Owner

@ MNetwork-1 Local / Mapped Drive / Network Drive / Removable Drive W125.5.184.23\Share

10. Click to confirm. When you create a backup set for a user, you will be able to see
the new predefined destination.
Set up predefined destination on cloud storage

AhsayCBS allows setting a backup destination on some common cloud storage, local hard
disk and FTP servers. The setup method is similar on different cloud storage. In the
following example, we show you how to set up a predefined destination for Google Drive.
The steps for other destination storages are similar.

1. Click + to add a predefined destination. The following screen appears:

Add New Predefined Destination

Mame

GooaleDrive-1
Type
® 3ingle storage destination

Destination pool

Destination Storage

Google Drive w

Test

Sign up for Gooagle Crive

2. Enter the name of the backup destination. In our example, the name is GoogleDrive-1.
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www.ahsay.com

Select Single storage destination as the type of predefined destination.

NOTE

The option Destination pool is defined from a number of single storage destination.

Select Google Drive from the Destination Storage dropdown box.

If you do not have Google Drive, please click the link Sign up for Google Drive to
create a Google account.

Click “Test” to continue. AhsayCBS will forward to Google Drive page.

Enter your login credential for Google Drive.

G sign in with Google

Hi Ana
O -: - -

Enter your password

Forgot password? m

89
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8. A browser pops up and Google asks for your permission to access the storage. Click
Allow.

Ahsay wants to access your
Google Account

O B -

This will allow Ahsay to:

" See, edit, create, and delete all of your Google @
Drive files

Make sure you trust Ahsay

You may be sharing sensitive info with this site or app.
Learn about how Ahsay will handle your data by reviewing
its privacy policies. You can always see or remove access
in your Google Account.

Learn about the risks

9. Onthe browser, a code is displayed. Copy this code, then switch to AhsayCBS to paste
the code.

Google
Signin
Please copy this code, switch to your application and paste it there:

4/UACRr-Ea8R11Y4xQrnF_gOKnEI- I_D
_wrdInBErINrcZlwolD hDFESeSI
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10. Paste the code to the Authorization code field on the Add New Predefined

Destination page in AhsayCBS. Click to continue.
Add New Predefined Destination

Hams
GoogleDifae-1

Tipe
® Eipgls storage destinalion
) Destination panl

Destnabon Storage
Gaagle Dive E

Aultsarizalion code
DEPRLIEWF dd 0 BaF 1 FBENMNT_XEELBONONDRIM
Test

Sign up far Goagle Drive

11. You can see the newly created predefined storage GoogleDrive-1 appears under the
Predefined Destination page.

€ AhsayCBS

| General | Email [ITSLRCY PEUEINEY Administrative Access Two-Factor Authentication (2FA)

Configure the predefined destinations that can be used by this server below.

Predefined Destination
-
+ i
Name Destination Storage Info Owner

@ GoogleDrive-1 Google Drive Google Account: Ana Gumba

12. Click to confirm. When you create a backup set for a user, you will be able to see
the new predefined destination.

NOTE

You need to make the destination you created visible in the list of predefined destination
before this can be made available when creating a backup set for a user. You can do this
by going to Users, Groups & Policies > Policy Group tab. Click Default
settings and go to Backup Set Settings. In Destinations Visible to Users, click
the Add button under Predefined Destination.
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General
Exclude Backup File I
User Settings

Backup Set Settings
Destinations Visible to Users B |

GUI Settings

Default Values
Predefined Destination

+ i

Name Run Direct

Preempted Values

Preempted Backup Sets

Check the box beside the predefined destination you just created. Click Add to
continue.

Add Predefined Destination

Name

@ GoogleDrive-1

Click Save to save the settings.

General

Exclude Backup File I
User Settings
Backup Set Settings
Destinations Visible to Users N |

GUI Settings

Default Values
Predefined Destination

=+ il

Name Run Direct

Preempted Values

Preempted Backup Sets

¢=) GoogleDrive-1

For more examples on setting up other cloud storages, refer to Appendix D Setting up
Cloud Storage.
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7.1.4

Administrative Access Tab

The following screen shot shows the Administrative Access tab under System Settings
> Basic. You can set the system password complexity and manage your system user
accounts on this page.

There will be three views available in this tab, Default, Build and 2FA.

This is the Default view where it shows the Name, Type, Owner and Status.

| General i Email | Predefined Destinations [-CLILISVEN YL Two-Factor Authentication (2FA)

Manage all syslem user accounts that are able to access the web console of this server.
Password I

Manage System User

+ i R View | pefault ~

Name Type Owner Status

system Admin - Enable

This is the Build view where it shows the Name, Type, Status, Build Message and Build
Status. The Build Branded Client button will only be displayed in this view.

Partners with multiple sub admins each with different branding can build
AhsayOBM/AhsayACB installers by selecting the required sub admin(s) or all sub admins in
one go.

m m Predefined Destinations Administrative Access Two-Factor Authentication (2FA)

IManage all system user accounts that are able to access the web console of this server.

Password I

Manage System User

-~ View | Build w

Name Type Status Build Message Build Status
Sub Admin User 1 Sub Admin Enable -

- Admin Enable -
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While the 2FA view will only be available if Two-Factor Authentication has been enabled
and setup in System Settings > Basic > Two-Factor Authentication (2FA) tab. This view
shows the Name, Type, Owner, Two-Factor Authentication and Status. The Enable /
Disable Two-Factor Authentication button will only be displayed in this view.

m m Predefined Destinations Administrative Access Two-Factor Authentication (2FA)

Manage all system user accounts that are able to access the web console of this server.
Password I

Manage System User

+ iR @ view[2FA ~
Name Type Owner Two-Factor Authentication Status
Sub Admin User 1 Sub Admin - Disabled Enable
System User 1 Read-only Admin - Disabled Enable
system Admin - Disabled Enable
Field Description
Name Name of the system user.
Type Role type of system user. There are four types:

Admin, Read-only Admin, APl and Sub Admin.

Owner Ownership of the system user.

Status Account status of the system user. There are three
statuses: Enable, Suspended and Locked.

Build Message The progress of building the branded installers.

Build Status Status of building the branded installers. There are
two statuses: building and finished.

Two-Factor Authentication 2FA status of the system user. There are three
statuses: Enabled, Disabled and Enforced.

NOTE

Please note that the three views will only be available if Two-Factor Authentication is set up.
For more details please read the discussion regarding Two-Factor Authentication.
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7.1.4.1 Password

www.ahsay.com

Starting with AhsayCBS v8.3.4.0 and onwards, system users upon initial login will be
required to change their password for enhanced security. Further access will not be
allowed until the “system” user password has been changed. To set up the password
complexity that the user has to follow, you can configure this in System Settings >
Basic > Administrative Access.

Here are the following conditions where the system user needs to change the
password:

Logs in as default system user for the first time.

Password of default system user was changed back to “system”. Refer to this
article for more information on how to recover the AhsayCBS system account

assword.

System user password has expired.

Set up password complexity requirement of system user

1. Switch on Password, by default it is switched off. The following screen appears:

Password I
Password Age
Never expire

# |90 v days
« | Enforce password history (30 passwords remembered)

Complexity Reguiremenis

w Default
" Numbers (0-9) v Uppercase | Lowercase | Minimum length |6
| Spedal characters {?1~§%"&*-=+="")

Custom (Regular expression)

Custom Description

Select the Password Age, this defines the period of time when the login
password of a sytem user expires. By default, it is set to expire every 90 days.
Once it expires, system user is required to change their password before they can
continue using AhsayCBS.

Also configure Enforce password history. By default it is set to remember the
last 30 login passwords used by each system user which they cannot use again
as a new password.

Select the Complexity Requirements. There are 2 choices:

@ Default — this is selected by default. You can further customize this by
specifying here what type of characters will be accepted for the new
password. If the password will require numbers, uppercase letters,
lowercase letters, the minimum length of the password and special
characters that can be used.
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@ Custom — you can specify the regular expression and/or custom description
that can be used for the new password.

If the criteria set are not met, then the system will not accept the new password.

5. Click once done setting the password complexity requirement.

7.1.4.2 Manage System User

On daily operation, you may need to assign your operators or administrators to work on
your AhsayCBS. You may have programmers to write API for your applications with the
AhsayCBS. You may also want to hire some resellers so that you can expand your
business. You will need to setup different system users with different role/privileges to
work on the AhsayCBS.

The following are the operations you can do with your system users:

Add a new system user

Configure settings of a system user

Export/Import system user

Delete a system user

Send a broadcast to system user

© 0 © 0 O ¢©

Enable two-factor authentication of system user

Add a new system user

1. Click + in the middle of the page to add a new system user. The following
screen appears:

Add new system user

Profile

Name

System User 1

Fassword

Type

Read-only Admin
Admin

Read-only Admin
APl
Sub Admin
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Enter the Name of the system user.

Enter the Password of the system user. Enter the same password again at the
Re-type Password field.

Select the system user type from the Type dropdown Box. There are four types of
system users:

@  Admin

The Admin role has the same privilege as the built-in system account. For
example, you can assign this account for your administrator(s) to configure or
administer the AhsayCBS for you.

AhsayCBS allow Admin role user account to independently disable or enable
Sub Admin user account access right to the branding pages.

Add new system user

Profile

Name

Sub admin

Password

Re-type Password

Type

+ Email me Consolidated Report

[V‘ Show the rebranding pages ]

+ X ?
@ Read-only Admin

The Read-only Admin role shares similar accessibility as its creator with
Admin role, except with read permission only.

@ API

The API role has full access right to the system; it has the same privilege as
the built-in system account. This account is created for external application
developers who can use this for API login authentication purposes.

®  Sub Admin

The Sub Admin (Reseller) role has the full access right:
97
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to create AhsayOBM/AhsayACB backup users

to manage the backup and restore jobs or activites of
AhsayOBM/AhsayACB backup users it has created

© to create and manage sub admin, read-only sub admin and User
Management Sub Admin account.

For detailed steps on how to create the Sub Admin (Reseller) user please
refer to Creating a Sub Admin (Reseller) system user discussion

The following table provides a summary of the permissions of different system
users in AhsayCBS.

. . Read-only Sub
Permission Admin Admin API Admin

Read permission v v v v
Write permission v X v v
Login AhsayCBS v v X v
Create new system v X o v
users
Profile page v v X v
Backup User v X X o
Settings page
Rebrand Web v X X v
Console page
Rebrand Client page v X X v
Export/Import profile v X X v

* API role has full access to the AhsayCBS which is similar as the Admin role through the API call,
except login to the AhsayCBS interface.

** Sub Admin role has full access to the settings (except the Backup User Settings page) and users
under this sub admin user only.
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5. Click to add. The newly-created system user, System User 1, appears on the
page.

= B EETTETETETIS  Administrative Access Two-Factor Authentication (2FA)

Manage all system user accounts that are able to access the web console of this server.

Password I

Manage System User

+ i R View | Default v
Name Type Owner Status
Sub Admin User 1 Sub Admin - Enable
System User 1 Read-only Admin - Enable
system Admin - Enable

6. Click to save.

Creating a Sub-Admin (Reseller) user

Add new system user

Profile

Mame
Sub Admin User 1

Pazsword

Re-type Password

Type
Sub Admin -

«* Email me Consolidated Report
| Show the rebranding pages

" Allow to offer free trial

1. Enter the Name of the sub admin user.

2. Enter the Password of the sub admin user. Enter the same password again at the
Re-type Password field.

3. Select the system user Type which is “Sub Admin”.
4. By default the following are enabled:
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© Email me Consolidated Report — this option would email the consolidated
report to the Sub Admin.

© Show the rebranding pages — this option would allow the Sub Admin to
access the rebranding pages.

© Allow to offer free trial — this option would allow the Sub Admin to offer free
trial to backup users. Even if the “Enable Free Trial Registration” is
unchecked in Backup / Restore > Basic > Free Trial Options, Sub Admin can
still offer Free Trial for their backup users once they enable it after logging in.

5. Select the Owner. If the Sub Admin was created by the Admin then the Owner is
“—* if a sub admin user was created by a Sub Admin then the Owner will be the

Sub Admin.

Owner

C g

Host Name

www. mybackup.com

Connector

000080 (HTTP-NIO)  »

6. Enter the Host Name that will be used by the Sub Admin.
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NOTE

AhsayCBS Sub Admin can share the same hosthame as the Admin or MSP. In our
example, the host name for system admin is “www.mybackup.com”, and so is for Sub

Admin users “sub1” and “sub2”.

LN Email || Predefined Destinations || Administrative Access Two-Factor Authentication (2FA)

Configure the basic settings for this server below.

Host

Host Name

www.mybackup.com

Add new system user

Profile

Name
sub1

Password

Type
Sub Admin v

| Email me Consolidated Report
| Show the rebranding pages
| Allow to offer free trial

owner

— "

Host Name
www.mybackup.com

Add new system user

Profile

Name
sub2

Password

Type
Sub Admin ~

* Email me Consolidated Report
 Show the rebranding pages
 Allow to offer free trial

Cwner

— W

Host Name

W, mybackup.com

7. Select the Connector.

8. Click + to add a User Home. Select the user home then click to continue.

sub admins.

Select User Home

Directory Current QP35 Ratio Maximum QP 5 Ratio
D:\AhsayCBS user 1,497.7% (950.24G / 63 .45G) Unlimited

@ E‘userhome1 0% (0 /63.45G) Unlimited
Fuserhome2 0% (0 /63.45G) Unlimited
Giwserhome3 0% (0 /63.45G) 300
Hiuserhome4 0% (0 / 63 45G) 250
Iuserhomes 0% (0 /63.43G) 200

NOTE

For best practice, each sub admin should have their own dedicated user home; each
user home should be placed on separate drives or volumes.

This will ensure easier disk usage management for each sub admin, as well as
safeguard the security and privacy of data since this would not be accessible to other
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9. Select the destinations that will be available for the Sub Admin to manage. By
default all destinations are included.

Enable the destinatiens for this Sub Admin. This feature will not modify any existing destination seftings, e.g. policy and predefined desfination.
e
+ i
Name
. Local { Mapped Drive { Network Drive f Removable Drive
Amazon 53

_— AWS 53 Compatible Cloud Storage

@ wwasabi
& Backblaze

"} Google Cloud Storage
& Google Drive

B Microsoft Azure

s OneDrive

£ OneDrive for Business
a Rackspace

n OpenStack

g; Dropbox

FTP FTP

site SFTP

3 CTYun

COFEER

10. Click to add then to save the new sub admin system user.

NOTE

If each Sub Admin is assigned a mandatory predefined destination which their
customers must use for storing data, then it is recommended to remove all destinations
from the list. This is to prevent the Sub Admin from creating alternative destination for
their customers.

The Destination setting is overridden by the setting under “Backup / Restore > Users,
Groups & Policies > Policy Group > Default Settings > Backup Set Settings >
Destinations Visible to Users”.

For example, OneDrive is not enabled for a user group (Group-1). Even ifit is enabled
for sub admin (subl), backup users under that sub admin (subl) and user group
(Group-1) will not be able to use OneDrive as a backup destination.

These are the destinations enabled for Group-1

General o .
Destinations Visible to Users I

User Settings
Backup Set Seitings

Predefined Destination
GUI Settings
Default Values + W
Preempted Values Name Run Direct

¢=) Local-1

Preempted Backup Sets =

Standard Destination

Customize application name

+ i
Name

@ AhsayCBS
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These are the destinations enabled for subl

Profile m EELTLIGRE Ll Destination

Backup User Settings.

Enable the destinations for this Sub Admin. This feature will not modify any existing destination

Rebrand Web Console setfings, e.g. policy and predefined destination.

Rebrand Clients
=+ i
Name

. Local / Mapped Drive / Metwork Drive [ Removable Drive
& OneDrive

When the backup user creates a backup set, OneDrive will not be available as a
backup destination. Only the destinations enabled in Group-1 will be available.

Destination storage

(3 AhsayCBS w

& Local-1

Sub-Admin (Reseller) Storage Quota Management

Assumption:

© Each Sub-Admin (Reseller) is assigned a mandatory predefined destination for
their customers.

© The predefined destination uses a dedicated cloud storage account

The storage quota on predefined destinations assigned to the Sub-Admin (Reseller)
which their customers can use for storing data can be set by the AhsayCBS Admin
using the Shared Quota setting.

This can be set in Backup / Restore > Users, Groups & Policies > Policy Group >
Default Settings > User Settings > Shared Quota.

General

Quota limits calculation method

User Settings

Mode
Backup Set Settings % Compressed Size
GUI Settings Uncompressed Size

Default Values

Shared Quota
Preempted Values Q I

Preempted Backup Sets
Llcor Dunta .
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To do this switch on Shared Quota, by default it is switched off. Click + to select the
predefined destination that would have a limited storage quota for each backup user.

Shared Quota I
+ i

Destination Quota Maximum percentage of shared size for each user

Check the box beside the predefined destination that would have a limited storage
quota. Specify the size and select the unit whether Thytes, Gbytes, Mbytes or

Kbytes. Also specify the maximum shared size percentage of each user. Click
when done with the setting.

Quota
Destination Quota Maximum percentage of shared size for each user
| (=) PredefDest1 5 Thyles 25 %
v (= Predefest? 10 Toytes v 50 %
v (=) PredefDest3 15 Thyles w 50 %

Click to save.

Shared Quota I
+ il
Destination Quota Maximum percentage of shared size for each user
() PredefDest! |50 Toytes w| |25 %
() Predelest2 |10.0 Toyies v | |50 %
(g) Predelest3 |15.0 Toytes v | |50 %

As you can see in Group-1, the shared quota has been applied.

Backup User [VESZEICIT I Policy Group

User Groups are used in conjunction with Group Policies for governing the behaviour of client backup applications. Manage your user
groups in this section.

Manage User Group

=+ i
Name Owner No. of users Destination Used | Quota (%)
(EyPredefDest] 0/5T (0.0%)
Group-1 - 0 (=yPredemest? 0/10T (0.0%)
¢=yPredefDestd 0/ 15T {0.0%)
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After backup you can see how much space has been used in the storage quota and
the percentage.

Backup User JVETSCTCTT. I Policy Group

User Groups are used in conjunction with Group Palicies for goveming the behaviour of client backup applications. lManage your user
groups in this section

Manage User Group

+ i
Name Owner No. of users Destination Used / Quota (%)
(SyPredemest1 26.9M / 5T (0.0%)
Group-1 - 3 ¢=YFredefDest2 0/10T (0.0%)
(=YPradefDests 0/ 15T (0.0%)

In our example PredefDestl has a storage quota of 5TB and 25% of the storage
quota is allocated to each user. This means that all the users in the user group can
use up to 25% of the assigned storage quota. If 5TB is the assigned storage quota,
then each user can use up to 1.25TB of the assigned storage quota. If the value is
set to 100%, then all the users is allowed to use the 5TB until the storage quota is full.

Configure setting of a system user

You can modify the setting of your system user by clicking the system user’'s name.
You will see 4 tabs:

Profile Backup User Settings

Rebrand Web Console Rebrand Clients

Each of these 4 tabs are described in detail below.

= Profile Tab

The Profile page is available to all Admin, Read-Only Admin, and Sub Admin
users after they login.

In the Profile page of our example, System User 1, the type of user is Admin.
You can change the Type and Status of the user on this page.

Backup User Settings _
P o Profile
Rebrand Web Console
Name
Rebrand Clients
Type
Admin v
Status
e Enable
Suspended
Locked

The Profile page contains more settings for Sub Admin users. For more details on
this please refer to Configure a Sub Admin (Reseller) user.
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The Authentication page is available to all types of users. Password of system
users may be reset here, and details of last successful login may be viewed here.
However, Two-Factor Authentication of system users can be set up here only for
Admin, Sub Admin and Read-only Admin users. By default it is not enabled, to
enable it slide the switch to the right.

Starting with AhsayCBS v8.5.4.20, a new feature is added which is “Re-pair with
authenticator”. This will only be available if Ahsay Mobile app is used for 2FA. If
the registered device used for 2FA was damaged, lost or missing; the backup
content of the device can be migrated to the new device by using
AhsayOBM/AhsayACB. For instructions on how to do this please refer to the
Ahsay Mobile User Guide for Android and iOS. Once the migration is finished, the
new device must be re-paired with the Ahsay Mobile app to enable log in using
push notification and disable the one in the original device.

User Profile | General | Backup ciient settings | contact | user croup ENIRUENEINN Mobile Backup
Backup Set
p Password
Settings
Password
Report

Hashed

Statisti
atistics Reset Password

Effective Policy
Two-Factor Authentication I
Registered Mobile Device(s)
+ i
Device Name Verified Last Verified Time

A32

o 08/20/2021 17:44:36 CST
Re-pair with authenticator

Last Successful Login

Time: 08/20/2021 17:44:36 CST
IP address: 192.168.12.1
Browser [ App: AhsayOBM
Mobile Device: A32

To reset the password:

1. Click ResetPassword i reget the password.

2. Enter the new password and confirm the password.

Password

MNew Password

Confirm Password

3. Click to save.
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To add a device:

1. Click + to add a device.

Two-Factor Authentication I

Registered Mobile Device(s)
=+ il

Device Name Verified Last Verified Time

2. The screen that will be displayed here will depend on the Authenticator App
selected in the Mobile Authentication settings. The authenticator app that will
be used as an example is the Ahsay Mobile app. Download the Ahsay
Mobile app then scan the QR code to pair the device.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Maobile App, launch it and scan the

same QR code to complete the device registration.

Ahsay Mobile
# Download on the GETITCN
& AppStore | P GooglePlay

Prerequisites

- Please use the latest Mobile App version

Not able to scan QR code? Click here to pair with TOTP secret key

NOTE

For instructions on how to pair other authenticator apps please refer to the
discussion in Chapter 3.

3.  When pairing is completed, click then to save the changes.

Two-Factor Authentication Setup

You have registered Galaxy A70 for the following feature:

g Two-Factor Authentication

pelalol
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To re-pair a device with Ahsay Mobile app:

1. Click Re-pair with authenticator link.

Two-Factor Authentication I
Registered Mobile Device(s)
-
+
Device Name Verified Last Verified Time
Galaxy ATO

08/18/2021 16:58:18 CST
Re-pair with authenticator

2. Scan the QR code using authenticator app. Once pairing is finished system
user will be added again in the authenticator app.

Please scan the QR code to re-
pair with authenticator

Cancel

NOTE

Re-pairing the device is only possible if the authenticator app used is Ahsay
Mobile app.
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For old system user accounts created prior to AhsayCBS v8.5.0.0 with Twilio
Credentials Verification enabled, this will be the screen displayed. By default the
Security Settings is not enabled, to switch it on slide the switch to the right.

Backup User Settings

Password

Rebrand Web Console
Password

Rebrand Clients

Reset Password

Security Settings I

Last Successful Login

No login record

Click + to add a phone number. Select the country code and enter the phone

number of the user where the passcode will be sent and click .
Phone

Please input the phone number for receiving SMS message for MFA.

[Andorra (+376) v | [1234567890

After doing the modifications, click then to save the changes.
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Backup User Settings Tab

The Backup User Settings tab is available to admin and sub admin users after
they login, although for sub admin user they have read-only access.

For admin users, only the Bandwidth Control page is available. The admin can
limit the maximum transfer rate that will be used during backup and restore jobs.

Profile Bandwidth Control
Backup User Settings . )
Limit the transfer rate when performing backup and restore tasks

Rebrand Web Console

Max transfer rate for backup
Rebrand Clients

Max transfer rate for restore

2 [« v X ?

© To limit the maximum tranfer rate during backup, click the box in front of Max

transfer rate for backup. Enter the value and select the unit of measurement
either Kbit/s, Mbit/s or Gbit/s.

To limit the maximum tranfer rate during restore, click the box in front of Max
transfer rate for backup. Enter the value and select the unit of measurement

either Kbit/s, Mbit/s or Gbit/s

There are more pages available for sub admin users, for more details about this
please refer to Configure a Sub Admin (Reseller) user.

Rebrand Web Console Tab

The Rebrand Web Console tab is available to admin and sub admin users after
they login. Both admin and sub admin user can use this feature to rebrand the
images on the AhsayCBS web console when accessed by the sub admins
hostname.

Please refer to Chapter 12.3 for more details on how to do the branding for
AhsayCBS.

Rebrand Clients Tab

The Rebrand Clients tab is available to admin and sub admin users after they
login. Both admin and sub admin user can use this feature to rebrand the
AhsayOBM and AhsayACB.

Please refer to Chapter 12.4 for more details on how to do the branding for
AhsayOBM/AhsayACB.
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Configure a Sub Admin (Reseller) user

For Sub Admin users, the Profile page contains more settings.

Backup User Settings

Profile
Rebrand Web Console
MName
Rebrand Clients
Type
Sub Admin v

+ Email me Consclidated Report
«| Show the rebranding pages
| Allow to offer free trial
Delegate sefting and user management to Sub Admin
=+ il
Name

Host Name

www.mybackup.com

Connector

0.0.0.0:80 (HTTP - NIO) +

Status

®) Enable
Suspended
Locked

In the Sub Admin Profile page, the following can be modified:

©

]
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Email me Consolidated Report — this may be disabled by unchecking the box to
stop receiving the consolidated report email.

Show the rebranding pages — this may be disabled by unchecking the box to
restrict access to the rebranding pages.

Allow to offer free trial — this may be disabled by unchecking the box to stop free
trial offers to backup users. Even if the “Enable Free Trial Registration” is
unchecked in Backup / Restore > Basic > Free Trial Options, Sub Admin can still
offer Free Trial for their backup users once they enable it after logging in.

Delegate setting and user management to Sub Admin — another sub admin can
be added here to be delegated for the sub admin user role. Once delegated they
will be granted management access of the account.

One situation in which this would be useful is when one company takes over or
merges with another company. It would be easier to delegate the sub admin role
so that they can manage all the backup users.
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The delegated sub admin will have management access to the following:
o Monitoring

They can monitor the activities like backup and restore status in the Live
Activities page.

Backup Status Restore Status

Backup jobs that are currently running or finished within 1 hour

Backup Status

Filter| client Type v || User ~ || Registration Date || User Group »
Login Hame (Alias) | Owner | Backup Set | Destination | Progress Estimated Time Left | Current File

I
@ userzg subl hackup-set 0sec ClsersiddministratonDocurmentsiversio

1 AhzayCBS  100%

Audit trails is available in the Administration Logs.

Audit Trails

“iew the activity logs of all users on this server.

Audit Trails
User| yger (Sub Admin User 1 ¥ Filter | Type w | ViEew | Today ~
Timestamp Twpe Message
06/19/2020 Logaon to client software successfully from IP address 125.5.184.164, server host name =
UserAathOk
01:47:.00 hitpifenne mybackup.corm: 80
06/19/2020 Logaon to client software successfully from IP address 125.5.184.164, server host name =
UserAathOk
01:47:12 hitpifenne mybackup.corm: 80
06/19/2020 Logaon to client software successfully from IP address 125.5.184.164, server host name =
UserAathOk
01:54:54 hitpifenne mybackup.corm: 80
08192020 Logon to client software successfully from IP address 125.5.184.164, server host name =
UserAathOk
01:54:58 hitpifenne mybackup.corm: 80

Backup and restore logs can also be downloaded from the Backup / Restore
Logs page.

“iew all the backup jobs by all backup users below.

List of Backup Jobs
Filter| Backup Job || Job Status ~|| Runaon v || User Group | Wiew
This Week v
Login Name | Owner | Backup Set Destination | Start Time | End Time | Version | Upload Size | Job Status | Report

Sub default-backup-set
06/16/2020 0662020 OBM
userd Admin  narne-1 AhsayCBS 98K oK Download
12:41 AM 12:42 AM 8.3.3.20
User1 (1592239190911)

Sub default-backup-set
O6/16/2020 06M 62020 OBM
user! Admin name-2 AhsayCBS 43K 0K Download

0153 AM 01:53AM 83320
Usert (1592243431885)

hackup-set-1 06/19/2020 06/ 972020 OBM
user3 subt AhsayBS 168K Ok Download
(1592561782698) a7:09 P 0710 P 8.3.3.20
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Backup / Restore

Settings for free trial options may be modified.

Free Trial Options

Free Trial Registration

D Enable Free Trial Registration

Settings for existing free trial users

User will be suspended after | 30 | days

«'| Remove User | 60w | days after registration

WARNING

The “Remove User <xx> days after registration” setting will also apply to
AhsayOBM/AhsayACB user accounts whose status is changed from PAID to
TRIAL. These user accounts will be automatically removed by AhsayCBS if the
account creation date exceeds the set number of days.

Manage backup user settings, user group and policy group. The backup
user profile settings and subscribed modules may be modified. They are
allowed to create backup sets. They can also view backup/restore reports as
well as usage statistics. They can configure the auto update agent, send
broadcast message to other sub admins, export usage to a csv file and
enable two-factor authentication.

EXUYVE User Group || Policy Group
Manage your hackup users in this section.
Manage Backup User
+ W ﬁ RO Filter | Client Type || User ~ || Registration [
Login Name {Alias) Owner Client Version
@ usert § Sub Adrrin User 1 - E AN
(®) userz Sub Admin User 1
(®userap sub 8.3.3.20
@ userd Sub Admin User 1 2.3.3.20
(@) usera ) sub1 - AN
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o System Settings

SMTP server and administrator contact may be configured.

Email Predefined Destinations Administrative Access

Configure the settings of the email server(s) that will be used for sending emails

SMTP Server
-
+
Host Name | Port | Require SMTP Authentication | Login Hame | Use secure protocol | Sender Hame | Sender Email | Sign all outg|
Administrator Contact
+ i

Name Email Encrypt Email Owner

Predefined destinations may be added.

P Emal I L L Il Adiministrative Access

Configure the predefined destinations that can be used by this server below

Predefined Destination
-
=+ i
Name Destination Storage Info OQwmer

&= Locak1 Local i Mapped Drive [ Meteork Drive f Remavable Drive i sub1

Allowed to create a sub admin. The following are the sub admin type that
can be created: Sub Admin, User Management Sub-Admin and Read-only
Sub Admin. For more information on these types please refer to Types of
Sub Admin.

m Predefined Destinations Administrative Access

Manage all system user accounts that are able to access the web console of this server.

Manage System User

e
+ i R
Name Type owner Status
subil Sub Admin - Enahble
sub3 Read-only Sub Admin subi Enahle

© Host Name - this is important as AhsayCBS uses connecting hostname to
determine which branding should be applied on the interface.

© Connector — a different connector can be applied for the sub admin. The sub
admin has fewer privileges as the admin user. In our example, the Sub Admin
User 1 account shows a subset of the functions available when the sub admin
logs onto AhsayCBS and even within each subset a sub admin has only access
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to certain functions:

@ ahsaycBs ve.3.3.20 '3 +

<« C A Notsecure | mybackup.com/cbs/index.do b d o

b Admin User 1

Dashboard Live Activities Administration Logs Backup / Restore Logs

N’t}

© Status — the status may be changed to “Suspended”.
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Types of Sub Admin
There are three (3) types of Sub Admin:

© Sub Admin - has fewer privileges than the Admin, see table below for functions
that can be accessed by the Sub Admin.

© User Management Sub Admin — can access the same functions as the Sub
Admin but only allowed to create backup sets and download reports. Does not
have permission to create or modify any settings.

© Read-only Sub Admin — can access the same functions as the Sub Admin but
have read-only permission. Only allowed to download reports.

Available functions for Sub Admin users.

To Dos
CPU
Memory

Dashboard

YV V V V

Storage

) Lo Backup Status
Live Activities
Restore Status

Administration Logs Audit Trails

Backup Jobs
Restored Jobs
Backup / Restore Logs Backup Errors

Backup Set Log

YV V V V V|V ]|V V

Activities Log

Backup / Restore

Basic (will only be
avail_able if “Allqw to > Free Trial Options
provide Free Trial offer”
is enabled)

» Backup User

Users, Groups, & > User Group

Policies
> Policy Group
» Email
Basic » Predefined Destinations
» Administrative Access
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While for the Backup User Settings, there are more pages available for the sub admin
user.

In the License page, the system administrator can assign the number of
AhsayOBM/AhsayACB CALs and add-on modules for each sub admin.

Profile License Bandwidth Control
Backup User Settings

\w| AhsayOBM User |50 {Used: 0) lw# AhsayACE User |25 (Used: 0)
Rebrand Web Console
| ViVlware Guest VM |10 {Used: 0) lw#| Hyper-V Guest VM |10 {Used: 0)
Rebrand Clients o o
VMware Socket (Used: 0) (this feature Hyper-V Socket (Used: 0) (this feature
requires AhsayOBM v7.7 or above) requires AhsayOBM v7.7 or above)
| Microsoft Exchange Mailbox |10 {Used: 0) MNAS - Synology (Used: 0)
Mobile (Used: 0) MNAS - QNAP (Used: 0)
| AhsayACB Office 365 Backup |10 (Used: 0) |y Office 365 Backup |10 (Used: 0}
\w| OpenDirect / Granular Restore | 29 (Used: 0)

NOTE

» If the box is unchecked, there is no limit placed on the license quota usage of the Sub
Admin.

For easier license management on the AhsayCBS server, it is recommended to have
clearly defined license quotas for each Sub Admin user.

The number of license quota assigned should not be more than the number of license
available. For example, if the AhsayCBS license key has 2000 Microsoft Exchange
Mailboxes and 1500 have already been (assigned) used, then you can only assign up
to 500 for the Sub Admin.

> If the box is checked and the assigned value for the license is more than the quota,
there will be an error message displayed saying that there is not enough license to
assign. For example, the AhsayOBM User box is checked and 10 license is assigned,
but only 5 quota is available.

You do not have enough AhsayOBM guota to assign.
Quota: 5, Assigning: 10

OK
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The administrator can assign the number of AhsayOBM/ AhsayACB CALs and add-on
modules to each sub admin user.

Field

AhsayOBM User

Description

License quota for AhsayOBM users.

AhsayACB User

License quota for AhsayACB users.

VMware Guest VM

License quota for backing up VMware Guest VMs.

Hyper-V Guest VM

License quota for backing up Hyper-V Guest VMs.

VMware Socket (this feature
requires AhsayOBM v7.7 or
above)

License quota for VMware Socket.

Hyper-V Socket (this feature
requires AhsayOBM v7.7 or
above)

License quota for Hyper-V Socket.

Microsoft Exchange Mailbox

License quota for backing up Microsoft Exchange
Mailboxes.

Mobile

License quota for backing up Mobile devices.

NAS - Synology

License quota for backing up Synology NAS
devices.

NAS - QNAP

License quota for backing up QNAP NAS devices.

AhsayACB Office 365
Backup

License quota for backing up AhsayACB Office 365
user mailboxes, OneDrive and SharePoint files.

Office 365 Backup

License quota for backing up Office 365 user
mailboxes, OneDrive and SharePoint files.

OpenDirect / Granular
Restore

License quota for file-level restore from guest VM
or compressed/image files. Applicable only to File /
Hyper-V / VMware backup sets on Windows
platform.

www.ahsay.com
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In the User Home page, the administrator can add or delete the user home that the
sub admin will use.

Profile m User Home Bandwidth Control
Backup User Settings
=+ i

Rebrand Web Console

Rebrand Clients Directory Current QPS Ratio Maximum QPS Ratio

E:wserhome1 0% (D /63.45G) Unlimited

© To add a user home, click + then select the user home and click to add.

© To delete a user home, check the box in front of the user home to be deleted and

click il . In the confirmation message, click OK to delete.

NOTE

» Itis advisable to assign the user home of each sub admin on separate drives if possible
for easy disk usage management. For example:

Sub Admin 1
Rebrand Web Console + '
Rebrand Clients Directory Current QPS Ratio Maximum QPS5 Ratio
E‘wserhome1 0% (0163 458) Unlimited
Sub Admin 2
Backup User Settings.
Rebrand Web Console + W
Rebrand Clients Directory Current QPS Ratio Maximum QP5 Ratio
Fiuserhoms2 0% (0 /63 45B) Unlimited

» A user home cannot be deleted once it has been used by a backup user. To delete a
user home all backup users must be deleted from the user home first.
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In the Destination page, the administrator can determine the destination (both
predefined and standard destination) that will be available for the sub admin. This
configuration will not modify any existing destination settings, example: policy and
predefined destination.

Profile m Bandwidth Control Destination

Backup User Settings
Enable the destinations for this Sub Admin. This feature will not modify any existing destination
Rebrand Web Console setfings, e.g. policy and predefined destination.
Rebrand Clients
Name

. Local / Mapped Drive / Metwork Drive f Removable Drive
Amazon 53

- AWS 33 Compatible Cloud Storage
&) wasai
& Backblaze

'-) Google Cloud Storage
L Google Drive
== Microsoft Azure
& CneDrive
& CneDrive for Business
a Rackspace
n OpenSiack
‘; Drophbox
FTP FTFP
sETe SFTP
5 CTYun

CJEEs

+

© To add a destination, click then select the destination and click to add.

© To delete a destination, check the box in front of the destination to be deleted

and click i . In the confirmation message, click OK to delete.

After doing the modifications, click then to save the changes.

NOTE

» The Sub admin has NO authority to modify the Destination option, and the Destination
page is hidden in System Settings > Basic > Administrative Access > %System User% >
Backup User Settings after logging in AhsayCBS using sub admin user account.

Backup User Settings
\AhsayOBM User (Quota: - Used: 0 Available: —)

Rebrand Web Console

AhsayACB User (Quota: — Used: 0 Available: )

VlMware Guest VM (Quota: — Used: 0 Available: -) Hyper-V Guest VM (Quota: — Used: 0 Available: )
Rebrand Clients
WMware Socket (Quota: 0 Used: 0 Available: 0) (this feature requires AhsayOBM v7.7 [Z]HyperV Socket (Quota: 0 Used: 0 Available: 0) (this feature requires AhsayOBM v7.7

or above) or above)

Microsoft Exchange Mailbox (Quota: - Used: 0 Available: ~) NAS (Quota: - Used: 0 Available: -)

Mobile (Quota: ~ Used: 0 Available: -) Office 365 Exchange Online Backup (Quota: ~ Used: 0 Available: )
|AhsayACB Office 365 Exchange Online Backup (Quota: ~ Used: 0 Available: ) Granular Restore (Quota: ~ Used: 0 Available: -)

www.ahsay.com 120



www.ahsay.com

» If sub admin has created a backup user using the existing allowed destination, the
according destination cannot be disabled afterwards. The following screen shot shows
the error that will be displayed after trying to delete the destination.

X
o Error

Failed to disable the destination(s) because at least
one backup user is using this destination.

OK

Export/Import System Users

The export function can export the branded images, and branded properties that is set
in the Rebrand Web Console and Rebrand Clients into a JSON format file. If you
need to apply the branding to other sub admin users, you may import the branded
JSON file back to the user.

The Import and Export buttons are available to Admin and Sub Admin users only.
They are found at the bottom right corner of the screen.

Import Button I

Export Button E
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Delete a system user

1. Check the box in front of the system user to be deleted.

Manage System User
-

=+ i R
Name Type Owner Status
Sub Admin User 1 Sub Admin - Enable
sub1 Sub Admin - Enable
sub2 User Management Sub Admin Sub Admin User 1 Enable
sub3 Read-only Sub Admin sub1 Enable

vl subd Sub Admin - Enable
system Admin - Enable

ke

2. Click il , in the message prompt that will appear click “ to delete the
system user.

3. Click to save.

NOTE

. [ . . .
Do not forget to click to save the settings, otherwise the account will not be deleted.

Send a broadcast to system user

If you want to send broadcast message to other Sub Admin or Read-only Admin, do the
following:

1. Select the system users to whom you need to send the broadcast message. In our
example, System User 1 is selected.
c A )

IManage all system user accounts that are able to access the web console of this server.

Password I

Manage System User

+ i E] View | Default v
Name Type Owner Status
Sub Admin User 1 Sub Admin - Enable
System User 1 Read-only Admin - Enable
system Admin - Enable
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Click the Broadcast icon in the middle of the page. The following appears:

Broadcast
To

Type Mame Owner
Subject

Server Maintenance Motice

Message

Server will be shutdown for maintenancs
in 4 hours

* Text HTML

Attachment

Choose File | Mo file chosen

Enter the Subject and Message for the broadcast message.

@ You can select Text or HTML for the message body.

@ If you want to include an attachment, click Choose File and browse to the

desired location to select the file you want.

Click the E button at the bottom right hand corner of the page to send the

broadcast message. Click m to exit.

-’w‘
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Enable two-factor authentication of system user

If you want to enable the two-factor authentication of several system users, do the

following:

1. Select 2FA in the View filter. This option is only available if Two-Factor

Authentication has been enabled and setup in System Settings > Basic > Two-

c AhsayCBS

Password

Manage System User

+ iR @
Name
APlUser
Sub Admin User 1
System User 1
sub1
sub2
sub3

system

Factor Authentication (2FA) tab.

Type

API

Sub Admin

Read-only Admin

Sub Admin

User Management Sub Admin
Read-only Sub Admin

Admin

Owner

Sub Admin User 1

sub1

2. Select the system user you want to enable 2FA.

| eneral )| Email | Predenned Destinations [T RE e Two-Factor Authentication (2FA)

IManage all system user accounts that are able to access the web console of this server.

View | 2EA ~

Two-Factor Authentication

Enabled
Disabled
Disabled
Disabled
Disabled

Disabled

Status
Enable
Enable
Enable
Enable
Enable
Enable

Enable

Manage System User

+iiR@ View|2FA v
Name Type Owner Two-Factor Authentication Status
APlUser API - Enable
Sub Admin User 1 Sub Admin - Enabled Enable

vl System User 1 Read-only Admin - Disablad Enable

v sub1 Sub Admin - Disabled Enable

sub2 User Management Sub Admin Sub Admin User 1 Disabled Enable

sub3 Read-only Sub Admin sub1 Dizablad Enable

system Admin - Disabled Enable
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3. Click the . button in the middle of the page. The following appears:
X

9 Two-Factor Authentication

Apply the following SMS5 authentication option to the
selected 2 user(s)

Name |Type
System User 1 Fead-only Admin
sub1 Sub Admin

4. Click the m button then the button at the bottom right hand corner of

the page to save the settings. Click ﬂ to exit.

www.ahsay.com 125




7.1.5 Languages

The following shows the Languages tab under System Settings > Basic. You can select
the language(s) available to your users.

| ceneral || Email || Predefined Destinations || Administrative Access [JEUPIERTMN Two-Factor Authentication (2FA)

Select the languages that you want to enable for your users.

Manage Language

Manage the languages that will be available to your users here. The "Default” language will be used in all reports. Drag your preferred default

language to the top of list
+ il
Language

English [Defauli]

To select the language you want to make available to your users, simply click the +

button then check the box next to the language and click . Click the button once

done.
Manage Language
Select languages from the following list to make them available for users to choose in the client application user interface.
Select Language
Language
vy Arabic
Catalan
Czech
W Danish
vy German
vy Greek Modern
vy Spanish
Basgue
Finnish
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The available languages are:

© English (default) © Arabic © Catalan
© Czech © Danish © German
© Greek Modern © Spanish © Basque
© Finnish © French © Hebrew
© Hungarian © Indonesian © ltalian
© Japanese © Korean © Lithuanian
© Dutch © Norwegian © Polish
© Portuguese (Brazil) © Portuguese (Portugal) © Russian
© Slovenian © Swedish © Thai (Western digits)
© Turkish © Vietnamese © Chinese (Simplified)
© Chinese (Traditional)
NOTE

To change the default language settings for the AhsayCBS web console, simply drag your
preferred default language to the top of the list.

Manage Language

Manage the languages that will be available to your users here. The "Default” language will be used in all reports. Drag your

preferred default language to the top of list.
=+ i
Language
English [Default]
Danish
German
Greek Modem
Spanish
Finnish

Arabic

For newly installed AhsayCBS v8.1, the only language available is English. You need to
manually add the languages that will be made available to your users. See instructions on how
to add languages above.

Manage Language

Select languages from the following list to make them available for users to choose in the client application user interface.

Select Language

Language
Arabic
Catalan
Czech
Danish

German
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7.1.6 Two-Factor Authentication

For AhsayCBS v8.5.0.0 and onwards, there will be two options available for two-factor
authentication which are the following:

© Mobile Authentication

Mobile Authentication feature is introduced to provide two-factor authentication during
login for added security. During login, aside from providing the normal Ahsay
password, an additional step will need to be completed to finish the login steps.

Users have two options once this feature is enabled to complete the login:

@ Accept the notification request sent to the Ahsay Mobile app or use a time-based
one-time password code.

@ Provide the time-based one-time password code generated by a third-party
authenticator app. Examples of these apps are Google Authenticator, Microsoft
Authenticator, LastPass Authenticator etc.

© Twilio Credentials Verification

This option will only be available to legacy clients who are currently using Twilio
Credentials Verification on AhsayCBS v8.3.0.30 to 8.3.6.x and have upgraded to
AhsayCBS v8.5.0.0 or above. Users of Twilio Credentials Verification may continue
using this on AhsayCBS v8.5.0.0 or above. After the upgrade, settings of Twilio
Credentials Verification will be automatically migrated.

As Twilio Credentials Verification has been replaced with Mobile Authenticaiton
starting from AhsayCBS v8.5.0.0, for users who have not setup Twilio Credentials
Verification in pre-AhsayCBS v8.5.0.0 versions, this option will not be available once
you upgrade to AhsayCBS v8.5.0.0 or above.

For legacy Twilio clients, only one of the options for two-factor authentication may be
enabled. It is not possible to enable both Mobile Authentication and Twilio Credentials
Verification at the same time. Either continue using Twilio Credentials Verification or switch
to Mobile Authentication.

Once the two-factor authentication switch to Mobile Authentication is confirmed, the Twilio
Credentials Verification will be permanently deleted from AhsayCBS and you will no longer
be able to re-enable this feature.

If the “Require Two-Factor Authentication for user logon” is enabled, on the next login on all
AhayOBM/AhsayACB v8.5.0.0 or above clients or AhsayCBS web console, the user will be
required to register a mobile device for the new Mobile Authentication 2FA, otherwise they
will not be allowed to proceed with the login.

NOTE

To enhance security, the recovery email feature for Twilio users has been removed for
AhsayCBS v8.5.0.0 or above.
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AhsayCBS/AhsayOBM/AhsayACB

Login Name

Password

Forgot Password

AhsayCBS/AhsayOBM/AhsayACB Login

Two-Factor Authentication

3 Waiing for resgonse (0303 54)

ooty gt the e sme passcode gorerated 1

AhsayCBS/AhsayOBM/AhsayACB — Two-Factor Authentication (2FA)

AhsayCBS PNS

Public PNS
Send Push Notification ‘
E
OR

_—
Ahsay Mobile Third-party TOTP
Authenticator App

Accept Authorization Request Input one-time password

Authorizstion Raquest

kS

Users, Groups & Polies

AhsayCBSWeb Console for AhsayCBSWeb Console for Sub
System/Admin/Read-only Admin Accounts Admin Accounts

Just click

AhsayCBSWeb Console for
AhsayOBMAhsayACB User Accounts

www . q h S q y AhsayCBS/AhsayOBM/AhsayACB Main Interface




For newly installed AhsayCBS v8.5.0.0 and onwards, the Two-Factor Authentication that
will be available will be the Mobile Authentication. The following shows the Two-Factor
Authentication (2FA) tab under System Settings > Basic.

| Generai | Eman || Predefined Destinations | Administrative Access Two-Factor Authentication (2FA)

Configure the settings for two-factor authentication (2FA) below

Mobile Authentication ':]

To set up, switch on Mobile Authentication. By default it is switched off.

Starting with AhsayCBS v8.5.4.20 and onwards, an option to select the authenticator app to
be used for 2FA is added. The system administrator can now select which authenticator
app the backup users must use to login with 2FA. Here are the differences between Ahsay
Mobile and third-party authenticator app:

Features

Can be used for 2FA Can only be used for 2FA
Can be used for mobile backup

Requirements

AhsayCBS v8.5.4.20 or onwards must be installed

Must be registered with AhsayOBM and AhsayACB. AhsayOBM and AhsayACB must be
connected to the internet.

The mobile device must have a functioning camera for scanning of QR code to register 2FA

A mobile device with the latest version of A mobile device with a third-party

Ahsay Mobile installed is available for 2FA. authenticator app installed is available for
2FA.

Ahsay Mobile must be installed on a 2FA will work with AhsayCBS using SSL with

supported Android or iOS mobile device. dummy certificate.

» For android device, android version must
be Android 8 or above.

* For apple device, iOS version must be
12.0 or above.

The mobile device must have a valid mobile
service and be able to receive SMS
notifications.

To use 2FA with https protocol, a valid SSL
certificate from a trusted CA must be
installed on AhsayCBS. Otherwise, you will
have to use http instead which means all
AhsayOBM/AhsayACB users with 2FA
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enabled will need to connect using http as
well.

The firewall on the AhsayCBS machine must
be configured to allow outbound connections
to pns.ahsay.com via port 80 or 443. Failure
to do so will prevent you from logging in to
AhsayCBS, AhsayOBM and AhsayACB
using Push Notification feature.

To use push notification for 2FA, the mobile
device must have an internet connection.

Ensure that Ahsay Mobile is connected to
the same local WIFI network as the
AhsayOBM/AhsayACB machine. Failure to
do so will prevent Ahsay Mobile from
performing backup/restore.

Ensure to allow Notification on Ahsay Mobile
for your mobile device.

Limitations

2FA will not work in AhsayOBM and AhsayACB earlier than v8.5.0.0
Not supported for AhsayCBS API type accounts.

For Replication, both sending and receiving are not covered.

For Redirector, both hosting and joining are not covered.

Not supported in AhsayOBR.

Not supported in AhsayOBM running on Synology and QNAP NAS.
Not supported in Linux CLI and FreeBSD CLI.

NOTE

Ensure that Ahsay Mobile is setup as the authenticator app if you plan on offering mobile backup for
your users. Otherwise, if the third-party authenticator app is selected, your users will not be able to
perform mobile backups.
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See table below showing supported system users, backup users and operating systems for

2FA:
AhsayCBS
» Replication (Accepting Data and Sending Data) E3
» Redirection (Joining Redirectors and Hosting a Redirector) B3
AhsayOBM
AhsayACB
Admin
Sub-Admin
Read-only Admin
API E3
AhsayOBM/AhsayACB User (Paid)
AhsayOBM/AhsayACB User (Trial)
Windows
Mac
Linux GUI
Linux CLI E3
FreeBSD CLI B3
Synology DSM E3
QNAP QTS X
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Set up Mobile Authentication:

Switching on Mobile Authentication two-factor authentication support for AhsayCBS
involves:

1st: Enabling Mobile Authentication in System Settings > Basic > Two-Factor
Authentication (2FA)
2nd: Enabling Two-Factor Authentication of AhsayOBM/AhsayACB user accounts.

Enable Mobile Authentication in AhsayCBS

There are two setup options for Mobile Authentication on AhsayCBS v8.5.4.20 and
onwards:

® Setup using Ahsay Mobile as authenticator app

@ Setup using Microsoft Authenticator, Google Authenticator or other third-party
authenticator app

Set up Mobile Authentication using Ahsay Mobile:

Before setting up mobile authentication using Ahsay Mobile as the authenticator app,
ensure that you can receive push notification by checking first if you can connect to
pns.ahsay.com

In Windows, open a web browser and enter https://pns.ahsay.com. You should get this
result.

w5 Home b4 -+

& C & pnsahsay.com w

Welcome to https://pns.ahsay.com

In Linux and FreeBSD, use the telnet command to check if you can connect to
pns.ahsay.com. You should get this result.

# telnet pns.ahsay.com 443
Trying 52.168.142.119...
Connected to pns.ahsay.com.

Escape character is '""~]'.

133


https://pns.ahsay.com/

Once done, follow these instructions on how to setup your mobile authentication:

1. Switch on Mobile Authentication, by default it is switched off.

| ceneral )| Eman | Predenined pestinations || Administrative Access Two-Factor Authentication (2FA)

Configure the settings for two-factor authentication (2FA) below

Mobile Authentication I:l

2. The following pop up message appears. Click m to continue.

If you wish to enable the Mobile Authentication with 2FA
support for all the admin or sub-admin owned backup
users in the customized client applications and mobile

authenticator apps, please contact your software
provider for the branding procedures and update the
relevant customized properties for each of the
administrative users. If you do not want to customize the
client and mobile apps but still wish to enable 2FA
feature with other third-party TOTP authenticators, you

can replace the default App Name and App Logo via the
Administrative Access > Rebranded Clients page. The
information will be shown in the App download page of
2FA setup to instruct users to get their preferred TOTP
authenticator apps (e.g. Authy, Duo, Google
Authenticators) to complete the 2FA setup

NOTE

This pop up message will only appear if branded settings have been saved before enabling
Mobile Authentication.

3. Select the Authenticator App to be used for 2FA, in this case select “Ahsay Mobile or
branded Mobile app”.

Mobile Authentication -l

Authenticator App Option 9

(®) Ahsay Mobile or branded Mobile App (support Mabile Backup)

() Microsoft Authenticator

(O Google Authenticator

() Third party authenticators [Authy, DUQ, LastPass etc.) Customize

4. Register AhsayCBS Host Name details for 2FA:
i Select the type of protocol, whether http or https.

ii. Enter the Host Name or external IP address of your AhsayCBS server.
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NOTE

The host name must be a FQDN (Fully Qualified Domain Name) which consists
of the host name and domain name or an external IP address.

iii. Select the port used by AhsayCBS, for example 80 for http or 443 for https.

Example: https://your-cbs-domain.com

Host Name

https:// » | |your-cbs-domain.com :1 443 v
Test
Require Two-Factor Authentication for system user logon

' Show 2FA reminder for user first login

NOTE

To use Two-Factor Authentication with https protocol, a valid SSL certificate from a trusted CA
must be installed on AhsayCBS. Otherwise, you will have to use http instead which means all
AhsayOBM/AhsayACB users with Two-Factor Authentication enabled will need to connect
using http as well.

Another option would be to use other Authenticator App Option, i.e. Microsoft Authenticator or
Google Authenticator, then there is no need to worry about SSL certificate and you may
continue to use SSL with dummy certificate.

5. Click on 188t to verify. A confirmation message will be displayed once the verification
is done.

your-cbs-domain.com says

QK

6. Optional: Check the box if it is mandatory for system users to login using two-factor
authentication.

«"| Raquire Two-Factor Authentication for systam user logon

7. Optional: Uncheck the box if you do not want to show the 2FA reminder during first
login of the user. By default this is checked. Click to see example of 2FA reminder.

Show 2FA reminder for user first login

8. Click to save.
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NOTE

Although the 2FA setting has been setup on the AhsayCBS server, you have to enable 2FA
for each AhsayCBS/AhsayOBM/AhsayACB user account before they can use it. For more
information please refer to Chapter 7.1.6.2 Enable Two-Factor Authentication of
AhsayOBM/AhsayACB user accounts. For information on how to enable 2FA of AhsayCBS
system user account, please refer to Chapter 7.1.4 Enable two-factor authentication of system
user.

Set up Mobile Authentication using third-party authenticator app:

1. Switch on Mobile Authentication, by default it is switched off.

m m Predefined Destinations Administrative Access Languages Two-Factor Authentication (2FA)

Configure the settings for two-factor authentication (2FA) below

Mobile Authentication I:l

2. The following pop up message appears. Click m to continue.

If you wish to enable the Mobile Authentication with 2FA
support for all the admin or sub-admin owned backup
users in the customized client applications and mobile

authenticator apps, please contact your software
provider for the branding procedures and update the
relevant customized properties for each of the
administrative users. If you do not want to customize the
client and mobile apps but still wish to enable 2FA
feature with other third-party TOTP authenticators, you

can replace the default App Name and App Logo via the
Administrative Access > Rebranded Clients page. The
information will be shown in the App download page of
2FA setup to instruct users to get their preferred TOTP
authenticator apps (e.g. Authy, Duo, Google
Authenticators) to complete the 2FA setup

3. Select the Authenticator App to be used for 2FA, choices are:

* Microsoft Authenticator — will be used as the authenticator app for 2FA.

* Google Authenticator — will be used as the authenticator app for 2FA.
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* Third party authenticators — this option will allow end users to choose their preferred
TOTP authenticator app for 2FA.

Mobile Authentication I

Authenticator App Option
Ahsay Mobile or branded Mobile App (support Mobile Backup)
e Microsoft Authenticator

Google Authenticator

Third party authenticators (Authy, DUO, LastPass etc.) Customize

If Third party authenticators is selected, click CUSIOMIZE g enter the name that will
be displayed for the authenticator app on the “App Download and Device Pairing”
screen”. Click to see example of App Download and Device Paring screen.

Example: MyAuthenticator

Authenticator App Option
Ahsay Mobile or branded Mobile App (support Mobile Backup)
Microsoft Authenticator
Google Authenticator

® MyAuthenticator

4. Optional: Check the box if it is mandatory for system users to login using two-factor
authentication.

v Fequire Two-Factor Authentication for system user logon

5. Optional: Uncheck the box if you do not want to show the 2FA reminder during first
login of user. By default this is checked. Click to see example of 2FA reminder.

Show 2FA reminder for user first login

6. Click to save.

NOTE

Although the 2FA setting has been setup on the AhsayCBS server, you have to enable 2FA
for each AhsayCBS/AhsayOBM/AhsayACB user account before they can use it. For more
information please refer to Chapter 7.1.6.2 Enable Two-Factor Authentication of
AhsayOBM/AhsayACB user accounts. For information on how to enable 2FA of AhsayCBS
system user account, please refer to Chapter 7.1.4 Enable two-factor authentication of system
user.
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7.1.6.2 Enable Two-Factor Authentication of AhsayOBM/AhsayACB user
accounts:

There are three ways to enable two-factor authentication of AhsayOBM/AhsayACB users:
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© The two-factor authentication can be enabled per individual AhsayOBM/AhsayACB

user account. To do this please refer to Managing Backup User > User Profile for
instructions.

It can also be enabled for several AhsayOBM/AhsayACB user accounts at once,
please refer to Manage Backup User > Enable / Disable Two-Factor Authentication for
instructions.

Or be enabled for all AhsayOBM/AhsayACB user accounts which can be done by

enabling Require Two-Factor Authentication for user logon setting in Backup /
Restore > Users, Groups & Policies > Policy Group > %policy name% > User
Settings > Two-Factor Authentication.

General Two-Factor Authentication I

User Settings

Require Two-Factor Authentication for user logon

Backup Set Settings

GUI Settings Password I
Default Values
Preempted Values Email Reports |

Preempted Backup Sets

+| Backup Report

Once enabled, on the next login for all AhsayOBM/AhsayACB v8.5.0.0 or above
clients which support Mobile Authentication 2FA or AhsayCBS web console user login,
will be required to register a mobile device for the new Mobile Authentication 2FA.
Otherwise, they will not be allowed to proceed with the login.

Here are examples of the next login in AhsayCBS web console after Require Two-
Factor Authentication for user logon has been enabled.

Depending on the Authenticator App selected during setup of Mobile Authentication,
the screen that will be displayed may be one of the four:

@ Ahsay Mobile

=  Microsoft Authenticator

® Google Authenticator

@ Third Party authenticators
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This is the default screen which has instructions to download Ahsay Mobile from the
Apple App Store / Google Play Store. Scan the QR code to complete device pairing
and finish the login.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and scan the same

QR code to complete the device registration.

Ahsay Mobile

# Download on the e, GETITON
@& App Store ‘ *® Google Play

Prerequisites

H Ll n - Please use the latest Mobile App version

[] - kK s x Not able to scan QR code? Click here to pair with TOTP secret key

If Microsoft Authenticator is selected, this will be the screen displayed. Scan the QR
code using Microsoft Authenticator and enter the one-time passcode generated to
finish the device pairing and login.

App Download and Device Pairing

Two-Factor Authentication is enabled for helping safeguard access to your account, please use the below authenticator app to scan

the QR code to complete the device registration.

@ Microsoft Authenticator

# Download on the e clagige]] .
& AppStore > Google Play

Show Secret Key

Enter one-time passcode generated from authenticator app

m (00:00:08)

Display name: | Microsoft Authenticator
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If Google Authenticator is selected, this will be the screen displayed. Scan the QR
code using Google Authenticator and enter the one-time passcode generated to finish
the device pairing and login.

App Download and Device Pairing

Two-Factor Authentication is enabled for helping safeguard access to your account, please use the below authenticator app to

scan the QR code to complete the device registration.

q Google Authenticator

Download on the GET ITON

App Store P Google Play

Show Secret Key

Enter one-time passcode generated from authenticator app

D (00:00:24)

Display name: | Google Authenticator

If Third Party authenticators is selected, the nhame of the third party authenticator that
will be displayed will vary. Here is an example using MyAuthenticator as the display

name. Scan the QR code using your third party authenticator and enter the one-time
passcode generated to finish the device pairing and login.

App Download and Device Pairing

Two-Factor Authentication is enabled for helping safeguard access to your account, please use the below authenticator app to

scan the QR code to complete the device registration.

MyAuthenticator
# Download on the GETITON
« App Store i * Google Play

Show Secret Key

Enter one-time passcode generated from authenticator app

m (00:00:05)

Display name: | MyAuthenticator
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While these are the examples for AhsayOBM/AhsayACB:

@

Ahsay Mobile

o]

) Microsoft Authenticator

o]

) Google Authenticator

@

Third Party authenticators

The default screen which has instructions to download Ahsay Mobile from the Apple
App Store / Google Play Store.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile
App, launch it and scan the same QR code to complete the device registration.

@ Ahsay Mobile

# Download on the N, GETITON
@& App Store ‘ ® Google Play

Prerequisites

- Please use the latest Mobile App version

Not able to scan QR code? Click here to pair with TOTP sec

This is the screen displayed for Microsoft Authenticator.

App Download and Device Pairing

Two-Factor Authentication is enabled for helping safeguard access to your account, please use the below authenticator
app to scan the QR code to complete the device registration.

a Microsoft Authenticator

# Download on the '\ GETITON

App Store *® Google Play

Show Secret Key

Enter one-time passcode generated from authenticator app

(00:00:06)

Display name: | Microsoft Authenticator
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This is the screen displayed for Google Authenticator.

App Download and Device Pairing

Two-Factor Authentication is enabled for helping safeguard access to your account, please use the below authenticator
app to scan the QR code to complete the device registration.

e Google Authenticator

# Download on the i GETITON

& App Store *® Google Play

Show Secret Key

Enter one-time passcode generated from authenticator app

(00:00:26)

Display name: | Google Authenticator

This is the screen displayed for Third party authenticators.

App Download and Device Pairing

Please scan the QR code to get the below Mabile App from App Store. Once installed the Mobile App, launch it and
scan the same QR code to complete the device registration.

MyAuthenticator

# Download on the N GETITON

@& App Store * Google Play

- Please make sure below 2 ports are not blocked by any Firewall settings
TCP Port: 54000
UDP Port: 54200

Show Secret Key

Enter one-time passcode generated from authenticator app

(00:00:14)

Display name: | MyAuthenticator

NOTE

Although the 2FA setting have been setup on the AhsayCBS server, you have to enable 2FA for
each AhsayOBM/AhsayACB user account before they can use it. For more information please
refer to Managing Backup User > User Profile. To enable it for several AhsayOBM/AhsayACB
user accounts at once please refer to Manage Backup User > Enable / Disable Two-Factor
Authentication for instructions. To enable it for all AhsayOBM/ACB user accounts please refer
to enabled for all AhsayOBM/AhsayACB user accounts discussion above for details. For
instructions on how to enable 2FA for AhsayCBS system user please refer to Enabling two-factor
authentication.
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7.1.6.3 Migrate Users from Twilio to Mobile Authentication:

WARNING

Once you have enabled Mobile Authentication the Twilio Credentials Verification will
automatically be deleted from the system and it will not be possible to re-enable it at a later date.

To migrate users using Twilio to Mobile Authentication follow the steps below:

1. Switch on Mobile Authentication.

| General | Email || Predefined Destinations || Administrative Access Two-Factor Authentication (2FA)

Configure the settings for two-factor authentication (2FA) below

Mobile Authentication I

e connrm |

[T Mobile Authentication is enabled, Twilio Authentication will be
disabled and removed permanently. Are you sure to enable
Mobile Authentication?

3. Twilio Credentials Verification is now deleted. Set up two-factor authentication and
click to save.
C ARs 35

Configure the settings for two-factor authentication (2FA) below

Mobile Authentication N |

Authenticator App Option
[® Ahsay Mebile or branded Mabile App (support Mobile Backup)
Microsoft Authenticator

Google Authenticator

Host Name
nttps:t/ v | | N 1| 443 v
Test
Require Two-Factor Authentication for system user logon

+*| Show 2FA reminder for user first login
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Enable for your users by enabling the Require Two-Factor Authentication for user
logon setting.

General

Two-Factor Authentication I

User Settings

Require Two-Factor Authentication for user logon
Backup Set Settings

GUI Settings Password I
Default Values
Preempted Values Email Reports I

Preempted Backup Sets

+| Backup Report

Once enabled, on the next login for all AhsayOBM/AhsayACB v8.5.0.0 or above clients
which support Mobile Authentication 2FA or AhsayCBS web console user login, will be
required to register a mobile device for the new Mobile Authentication 2FA. Otherwise,
they will not be allowed to proceed with the login.

Here is an example of the default screen during next login in AhsayCBS web console
after Require Two-Factor Authentication for user logon has been enabled. Please refer
to the previous section for an example of the screen when using other authenticator

apps.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and scan the same

QR code to complete the device registration.

Ahsay Mobile

# Download on the o, GETITON
@& App Store ‘ * Google Play

Prerequisites

- Please use the latest Mobile App version

Not able to scan QR code? Click here to pair with TOTP secret key
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While this is the example for AhsayOBM/AhsayACB.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile
App, launch it and scan the same QR code to complete the device registration.

Download on the ; GETITON

@& App Store ® Google Play

Prerequisites

- Please use the latest Mobile App version

Mot able to scan QR code? Click here to pair with TOTP sec

Twilio Credentials Verification

For users on AhsayCBS v8.3.0.30 until v8.3.6.x using Twilio, after upgrading to the latest
AhsayCBS v8.5.0.0 or above, the existing Twilio Credentials setup will be migrated to the
new version. So existing users can still continue using Twilio for two-factor authentication.

However, if Twilio has not been setup in the previous AhsayCBS version, setup of Twilio is
desupported in AhsayCBS v8.5.0.0. Only modification of existing Twilio setting is allowed.

Two-Factor Authentication @

SMS message with & passoode was alteady sent 1o the phone number =83---§123
Pleise arter the pastcote 10 Contnes logn.

e e @ ®

AhsayACB AhsayOBM

() twilio
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| General || Email || Predefined Destinations J| Administrative Access Two-Factor Authentication (2FA)

Configure the settings for two-factor authentication (2FA) below

Mobile Authentication I

Twilio Credentials Verification -

Account SID
.|

Auth Token

Sender
Phone Number v || United States, Canada (+1) ¥ | | N

Test

Passcode length
G w

Resend cooldown time

1w | Minutes

Modify Twilio Credentials
1. Update the Account SID, Auth Token and Sender detalils, if needed.

2. Click on /188t to verify.

3. Update the following: Passcode length, Resend cooldown time, Expiry time,
Consecutive invalid passcode attempts allowed and Consecutive resend allowed,
if needed.

Passcode length
BT

Resend cooldown time

1 | Minutes

Expiry time

5 v | Minutes

Consecutive invalid passcode attempts allowed
5 v Times

Consecutive resend allowed

5 v Times

4. Check the box if you will allow legacy clients to skip SMS authentication. Legacy
clients are AhsayOBM users who has an old version of AhsayOBM installed who
upgraded to the latest version but has not run any backup yet. If this box is not
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checked, the user will be directed to the 2FA page.

" Allow legacy client to skip SMS authentication

5. Click to save.

NOTE

Although the 2FA setting have been setup on the AhsayCBS server, you have to enable 2FA for
each AhsayOBM/AhsayACB user account before they can use it. For more information please
refer to Managing Backup User > User Profile.

WARNING

The Allow legacy client to skip SMS authentication box must be checked if you are using
AhsayOBM/AhsayACB version older than 8.3.0.30 or else you will not be able to log in and your
scheduled and continuous backups will not run. All functions requiring access and authentication
to AhsayCBS will also not work. Like starting a manual backup from the System Tray in
AhsayOBM/AhsayACB in Windows. Running AhsayOBM/AhsayACB batch files in Windows.
Running AhsayOBM scripts in Linux/FreeBSD. Running AhsayOBM/AhsayACB scripts in
MacOS. AhsayCBS server initiated backups on AhsayOBM/AhsayACB. And Auto Upgrade
(AUA) on AhsayOBM/AhsayACB. For more details please refer to Appendix C of the AhsayOBM
Quick Start Guide for Windows and Appendix J of the AhsayOBM Quick Start Guide for Linux
(CLD.

If you switch on Mobile Authentication or switch off Twilio Credentials Verification, Twilio
Credentials Verification will be deleted from AhsayCBS permanently. It will not be possible to re-
enable Twilio Credentials Verification at a later date.

Here are the warning messages you will receive:

» Switch on Mobile Authentication

[T Mobile Authentication is enabled, Twilio Authentication will be
disabled and removed permanently. Are you sure to enable
Mobile Authentication?

Confirm Cancel

www.ahsay.com
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https://download.ahsay.com/support/document/v8/guide_obm_quickstart_nix_cli_v8.pdf

You will be left with Mobile Authentication only.

Configure the settings for two-factor authentication (2FA) below

Mobile Authentication N |

Authenticator App Option
(® Ahsay Mabile or branded Maobile App (support Mobile Backup)
Microsoft Authenticator

Google Authenticator

Host Name
nitps:// v | | 443 M
Test

Require Two-Factor Authentication for system user logon

+#| Show 2FA reminder for user first login

> Switch off Twilio Credentials Verification

If Twilio Authentication is disabled, it will be removed permanently.
Are you sure to disable Twilio Authentication?

Only a switched off Mobile Authentication will be left.

| General )| Email || Predefined Destinations || Administrative Access Two-Factor Authentication (2FA)

Configure the settings for two-factor authentication (2FA) below

Mobile Authentication I
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7.2 Advanced Backup Server Configuration

To manage your AhsayCBS advanced backup server configurations, simply click the
Advanced icon under System Settings from your AhsayCBS environment.

Advanced

You can perform the following advanced configurations on your Backup Server:

Restore data that has been automatically saved to Ahsay License Server.
Configure settings for proxy connection

Publish system and error messages to third party monitoring tools

Retrieve system files for troubleshooting

© Configure run time options such as Java heap size, thread stack, etc.
There are 5 tabs under the Advanced system settings section, each of which is described
below.

7.2.1 Auto Save

The following shows the Auto Save tab under System Settings > Advanced. Default
setting of Auto Save feature is disabled, you can slide the switch to the right to enable it.

ayCBS

Auto save [JZELH File Explorer | Runtime Options

When this feature is enabled, the system will automatically save all the settings in this server to the software vendor's cloud so
that you can restore those settings in the future when needed.

Use Auto Save I

When this feature is enabled, the system will automatically save all the settings in this
server to the Ahsay License Server daily at 6:00AM, so you can restore those settings in
the future when needed.

NOTE

Please kindly note that:

» The Auto Save feature is NOT supported for either Evaluation license keys or the expired
license keys. If the license is expired, neither backup nor restore will be supported, and
there will be “LicenseError” in “Monitoring > Backup / Restore Logs > Activities Log”
showing “[disableConfArchival] License maintenance and support period has expired”.

» Maximum of 30 snapshots will be created and saved in the Ahsay License Server. When
over 30, the 31st snapshot will overwrite the 1st one. The size limit for each snapshot
uploaded to Ahsay License Server is 50MB, there will be “RoutineJobError” of “The size of
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“filename” is larger than 50MB.” when the snapshot exceeds the size limit.

The created snapshot will also be stored in the local drive with directory of
“%AhsayCBS_INSTALL%\AhsayCBS\conf\Backup\dr-YYYY-MM-DD.zip”. Maximum of
25 snapshots can be saved in the local drive, so when over 25, the 26th snapshot will
overwrite the 1st one. You can check whether there is an automatic delete process by
searching the logs for “[ConfigurationArchival.removelLocalBkp] Removed configuration
backup file(s) [filename.zip] locally.” in the AhsayCBS web console > Monitoring > Backup/
Restore Logs > Activities Log.

You can check the Auto Save daily job status by the following steps:

1.
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Click the Backup/ Restore Logs under Monitoring from your AhsayCBS environment.

20

Backup / Restore
Logs

Click Activities Log to find the according system log.
© hsayC

View all the system logs of this server below.

v

List of System Log

Filter | Type v || User Group v | View | * Today v Page|2 v

Timestamp LoginName | Owner | Type Message

01/16/2019 03:45:21 RoutineJobinfo  [Job][QuarterHourlyReportJob] End: Sending low disk space alert,

Search for the log message “[Job][DailyJob] Starting configuration archival” and
“[Job][DailyJob] Finished configuration archival” with timestamp being around
06:00:00.

Activities Log
01/16/201% 06:00:55 RoutineJobinfo  User Module Job ending.
01/16/2019% 06:00:56 RoutineJobinfo  [Job][DailyJob][ConfigurationArchival] Starting configuration archival
01162019 06:00:56 RoutineJobinfo  [Job][DailyJob][C hival] Start archival
01M6/2019 06:00:59 RoutineJobinfo  [Job][QuarterHourlyJob] Checking run backup.
/162019 06.:00:59 RoutineJobinfo  [Job][QuarierHourlyJob] Finished checking run backup
(/162019 06:00:59 RoutineJoblinfo  [Job][QuarterHourlyJob]Slarting system cleanup
(/162019 06:00:59 RoutineJablnfo  [Job][QuarterHourlyJob]Start: System Cleanup
(/162019 06:00:59 RoutineJoblnfa  [Job][Quartert Jab][PendingEmailCache! System Cleanup: Remaving obsolete pending backup job report
01/16/2019 06:00:59 RoutineJoblnfa  [Job][Quartert Jab][PendingEmailCacheCl System Cleanup: Removing obsolete pending backup job report
01116/2019 06:00:58 RoutineJabinfa  [Job][QuarterHourtyJab]End: System Cleanup
01162019 06:01:13 RoutineJabinfa  [Job][QuarterHourtyJab]Starting remove dsleted backup set
0116/2019 06:01:13 RoutineJobinfo  [Job][QuarterHourlyJob] Start removing deleted backup set files
0116/2019 06:01:13 RoutineJobinfo  [Job][QuarterHourlyJob] Finished removing deleted backup set files
01/16/2019 06:01:20 RoutineJobinfo  [Job][DailyJob][ConfigurationArchival.calculateSize] The size of 'C-\Program Files\AhsayCBS\lemp\archive Temp\conf is 52897KB.
01/16/2019 06:01:20 RoutineJobinfo  [Job][DailyJob][ConfigurationArchival.calculateSize] The size of 'C-\Program Fil B i licies' is 611KB.
0116/2019 06:01:31 RoutineJobinfo  [Job][DailyJob][ConfigurationArchival] End: configuration archival
0116/2019 06:01:31 RoutineJobinfo  [Job][DailyJob]Starting token refresh

If the job is finished with no “RoutineJobError”, the Auto Save job has finished
successfully.
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The following system configuration files will be saved on the cloud daily by the auto save

system job.

Server

Configuration

Description

Path

Connector setting file

/conf/server.xml

CBS option files

/conf/afc.opt
/conf/cbs.opt

Runtime setting file

/conf/cbssvc.ini

Default certificate files

/conf/ca.crt
/conf/ssl.crt
/conf/ssl.key

CBS setting files

/conf/cbs.json

Redirector configuration files

/conf/lfsConfig.xml

OBS Configuration

Description

Path

Backup Server setting files

/conf/obs.json

License files

/conf/lic.json
/conf/license.xml

CBS/OBS option files

/conf/cbs.opt

Autoupdate index

/conf/autoUpdate.bdb

Replication configuration files

/conf/rpsSend.xml

RPS Configuration

Description

Path

Replication configuration files

/conf/rps.xml
/conf/rpsRecv.xml
/conf/rps-recv.json

RDR Configuration

Description

Path

Redirector configuration files

/conf/rdr.xml
/conf/rdr.json

License files /conf/rdr-1lic.json
/conf/rdr-license.xml
OBS User Profile
Description Path
Users’ profile /conf/users.xml
Others
Description Path

Branding directory

/conf/Branding/*.*

User group definition

/system/obs/policies/userGroup.xml

Policy group definition

/system/obs/policies/policyList.xml
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151




Please note that there are no options to restore the Others category, however it will be
restored automatically every time when you need to restore the auto save files.

Date
0242002018 | » | (MMddiyyyy)

Server configuration (serverxml)
Backup Server Configuration
Replication Module Configuration
Redirector Configuration

Backup Server User Profile

The restore process is as follows:

1. Click on the [Restore] button.

When this feature is enabled, the system will automatically save all the settings in this server to the software vendor's cloud so that you
can restore those settings in the future when needed.

Use Auto Save q

Use Proxy

Last Uploaded: --

[

2. Select the date of the system settings backup from the drop down list.
Date

0202002018 |» | (MM/ddhyyyy)

Server configuration (serverxml)
Backup Server Configuration
Replication Module Configuration
Redirector Configuration

Backup Server User Profile

Date

|02.l’20.l’2018 ~ | (MM/ddhyyyy)

01/29/2018
02/03/2018
02/04/2018 Configuration
02062018 |4 compguration
02/07i2018 nfiguration
02/08/2018
02/09/2018
02M10/2018
02/11/2018
02/12/2018
02M13/2018
02M14/2018
021152018
021612018
021712018
0z2nmaeizoie
02/19/2018
02/20/2018 |8
02/21/2018 &

ration (serverxml)

User Profile

www.ahsay.com 152




3. Select the type of configuration that you want to restore.
Date

021042018 » | (MW/ddhnyyy)

Server configuration (serverxml)
Backup Server Configuration
Replication Module Configuration
Redirector Configuration

«" Backup Server User Profile

Click on to continue.

4. Choose which operation you want to make.

C'Download configuration files

& overwrite existing configuration files

Click E to start restore.

i. Ifclick on “Download configuration files”, the according configuration file “dr-

YYYY-MM-DD.zip” will be downloaded and you can manually restore the
configuration file.

(= o)
Ob | g« Users » Administrator » Downloads » v|¢,|| Search Downlogds p|
Organize ~ Include in library Share with + Mew folder ==~ M '@'
- Favarites = Mame . Date rmodified Type Size
F )
B Desktop | 1) dr-2018-02-21zip 2F312018 237 P Compressed (zipp... a2 KB|
4 Downloads
= Recent Places
* Extract the .zip configuration file.
=0 EoR ==
OU [ « Backup » dr-2018-02-21 » ~ [ 3 |[ search or-2018-02-21 )
Organize = Include in library = Share with = Mew folder EEERE | .@.
Y Favorites MNarme Date modified Type Size
BE Desktop ) conf 242272018 4:05 PR File folder
& Dovunloads | policies 2222018 £05PM File folder
=] S ul

* Copy the contents of “conf’ folder to
“%AhsayCBS_INSTALL%\AhsayCBS\conf”.

* Copy the contents of “policies” folder to
“%AhsayCBS_INSTALL%\AhsayCBS\system\obs\policies”.

* Restart the AhsayCBS service.

Refer to the KB article FAQ: How to recover my users.xml file from a previous backup

on AhsayCBS v7.9.0.0 or above? (5198) for further details on this feature.
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If click on “Overwrite existing configuration files”, the backed up configuration
file will overwrite the existing configuration file.

WARNING

Please kindly note that if Overwrite existing configuration files option is chosen, the
backed up configuration file will automatically overwrite the existing configuration file
and the process cannot be canceled.

= After restore process, the interface will skip back to the previous page. Click
L_uf
EE and to save and exit.

* Click Administration Logs under Monitoring.

E

Administration Logs

* Click Activities Log to find the according system log.

*= Search for the log message “Starting configuration recovery” and
“Finished configuration recovery” with timestamp being starting restore
operation time, which means the restore process is finished successfully.

02r212018
141211 AutoSaveConfiginfo  Starting configuration recovery

022120148
141211 AutoSaveConfiginfo  Finished configuration recovery

* Restart the AhsayCBS service.
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7.2.2 Proxy

The following shows the Proxy tab under System Settings > Advanced. It is used for
defining whether AhsayCBS should use a proxy to gain access to the Internet.

Two types of proxy, HTTP/HTTPS and SOCKS 4/5, are supported. You can use the Proxy
Host and Port entries to define the location of your proxy server.

If the proxy server you are using requires user authentication, please use the Proxy
Username and Proxy Password entries to set the username/password for your proxy
server.

Proxy Logging File Explorer Runtime Options

If this server requires a proxy connection, configure the related settings below.

Proxy Server

Proxy Host
Port
Proxy Username
(optional)
Proxy Password
(optional)

Test

NOTE
Please make sure there are no traffic restrictions on the proxy server, which could affect
backup/restore performance.
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7.2.3 Logging

The following shows the Logging tab under System Settings > Advanced. There are two
types of third party monitoring support, SNMP and Windows Event Log.

© SNMP

For the SNMP, you can download the MIB definition file and import to your SNMP
application by clicking the Download button under Download MIB Files.
T 2 Lovoms

You can publish system and emror messages of this serves 1o hind parties' manitoring 10ols Mrough SNMP. IF your monitodng toal suppors SNMP. simply enable the SNMP fealure below

Download MIB Files

| Domnlsad

Enable SNMP Service (=]
!30!1 Humber

SHMP Trap Lavel
[information  [] Warning [ Emor

Trap Address 1
Port 1

Trap Address 2
Port 2

Trap Address 3
Pott 3

Comenunity
o

Windows Event Log

] Use Windows Evant Log

Event Log Hama

© Windows Event Log

This feature is supported for AhsayCBS installations on Microsoft Windows platforms
with the Windows Event Log service enabled. All AhsayCBS system log information
such as errors, warnings, and information message types will also be written to the
Windows event logs. The event log name is limited to eight characters.

| Proxy JTLPILPEN File Expiorer l Runtime Options

ou can publish system and error messages of this server to third parties' monitoring tools through SNMP. If your monitoring
tool supports SNMP, simply enable the SNIMP feature below.

Download MIB Files

Download

Enable SNMP Service I

Windows Event Log

| Use Windows Event Log

Event Log Mame
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The backup server’'s administrator can view the log entries using the Windows event

viewer.
e Eemves _ [-[om

bl dction  Kiew Hule
« | 2 BE
1] Event Yienar fzcall Actiorn
& [ Curlom Yiena
¥ [ Windewr Lege
[ Aprbeatizr and Sarvice Lz | - i Upen Saed Log..
_— K D01 11e4E [T FIT P
TR0 TIAE ces BT Mo .
Em';:':: ] i NG 11T [+ 257 Hane Impart Cuttam Ve
TR0 VT ces BT Mo Chee Lo
b 5 Micreecht ] TN 113 cEsl T b T FrterCuners Lo,
£ Winde 2TE20N 11033 cesl 17 hore & Popetes
] ipti b i DG 13 Bl 2T bhene
266080018 1133 Bl 17 Hane B Foa.
] i DG 13 Bl 2T bhene Bl save s peer 2.,
1 F0RE01 VI3 cesnl T Hore Attach 3 Task To thisLog.
K 2016 1131 2= 1T Heme
0R201 VI3 cesnl T Hore Ve r
b 2016 1131 2= 1T Heme 1 Refvesh
1 22018 133 ces BT Mo B Hep s
K TN 113 cEsl T b
22008 N33 ces BT Mo
t TN 113 cEsl T b (2] Event Frepartins
2TE20N 11033 cesl 17 hore ) Attech Taak To Thia vt
b i DG 13 Bl 2T bhene -
TG 110033 e 17 Ham Il o St B
b i DG 13 Bl 2T bhene Ly Copy r
F0RE01 VI3 cesnl T Hore & Retvesh
b D01 111E 2= 1T Heme B N
TR0 TIANIE ces BT Mo 4
2RI A 114018 LR 5T ey hd
o
TH iy bEnd Licerse check
Log Magmes Es
Sourc: cast Laggu 26T2016 11KkAE
Eeeremy =l Task Categarg Mene
Lt Infaimation Erpwarch: Clamie
Lsen ) Comguen Wikt
DpCode:
Marelnformetion:  Exent Log Oriine Hely
T wm

www.ahsay.com 157




7.2.4 File Explorer

The following shows the File Explorer tab under System Settings > Advanced. If
administrator or support staff needs to retrieve system related files on the AhsayCBS server
for troubleshooting, they can make use of the File Explorer feature to download log or
configuration files from the server without having to login remotely using RDP or SSH.

The File Explorer feature is limited to access files/folder related to AhsayCBS:

© AhsayCBS Application Home.
© AhsayCBS System Home.

© AhsayCBS User Home(s).

m Legging File Explorer Runtime Options

It you need to retrieve system related files on this server for troubleshooting, you can make use of this file explorer to do so.

System File Explorer

Harne
File / Directory Home
DishsayCBS Application Home
sayCBSisystem ystermn Home
D:\shsayCBSisyst System H
B DiiahsayCBSuser User Home
DiahsayCBSWser User Home
=] G\shsayCBSwser User Home

All files download via the AhsayCBS File Explorer tab are compressed by default.

=1 File Explorer
If you need to retrieve system related files on this server for troubleshooting, you can make use of this file explorer to do so. =
System File Explorer
Home > C:\Program Files\AhsayCBS > logs
File | Directory Download Size Last Modified
B Service 18]
3 catalina_2018-01-14 log [F5] Bk 01/14/2018 11:16:27
=] catalina_2019-01-14 log.zip 8] 1k 01/16/2019 06:01:31
=] cbs_access_2019-01-14.log 8] 478k (01/15/2019 09:26:03
=] cbs_access_2019-01-15.log 8] 1.28M 01/16/2019 09:25:31
= cbs_access_2019-01-16.log [F5] 52k 01/16/2019 09:25:31
[a] chs_context 2019-01-14 log.zip [ia] 23k 01/16/2019 06:01:31
= cbs_context_2019-01-15.log [F5] 1.04M 01/15/2019 23:59:47
= chs_context_2019-01-16.log [i5] 446k 01/16/2019 10:44:15
E] console_2019-01-14.log.zip [i5] 17k 01/16/2018 06:01:31
3 console_2019-01-15.1og [F5] 2.66M 01/15/2019 23:45:28
a console_2019-01-16.1og [I5] 22k 01/16/2019 10:44:25

|
i
p
.\|4
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7.2.5 Runtime Options

The following shows the Runtime Options tab under System Settings > Advanced. It
allows administrators to modify Java options such as Java heap size (maximum and
minimum), thread stack size and IP allowed to access the AhsayCBS management console.
It also has a feature to prevent session hijacking, if enabled, will force the current user
session to be logged out immediately if it detects that the IP address used in the session
has changed from the original IP address used upon log in.

By default the maximum Java heap size is 2048MB, there are no restrictions on IP address
access to AhsayCBS web console and the prevent session hijacking is enabled.

Configure the runtime options for this server below.

Java Options

Maximum Java heap size to be used (-Xmx)
2048 MB

Minimum Java heap size to be used (-Xms)
512 MB

Thread stack size to be used (-Xss)
384 KB

w| Whether to disable signal handlers (-Xrs)

IP Allowed

Manage the IPs to be allowed for accessing Console GUI and API

+ i
From To
0.0.0.0 255.255 255 255
Prevent Session Hijacking q

After enabling this feature, system will force the current user session to log out immediately, when IP address of the log in session
is changed. Certain network settings (e.g. dynamic IP address, load balancing, NAT environment etc.) may be conflicting with such

feature, in such case, you can disable this using a local computer to sign in CBS.

Although for a Windows machine, you can disable this using a local computer to sign in to
AhsayCBS. For Linux/FreeBSD/AhsayUBS machines, follow instructions below on how to
disable prevent session hijiacking.

The following are the installation path of AhsayCBS:

© In Linux/FreeBSD the pathis /usr/local/cbs.

© In AhsayUBS the path is /ubs/mnt/eslsfw/obsr.
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1. Stop the AhsayCBS service.

2.

www.ahsay.com

# cd /usr/local/cbs/bin

# sh shutdown.sh

In your %Application Home%/conf folder, locate the cbs.json file and open it using a
text editor. Change the value of “PreventSessionHijackingEnabled” to false.

# vi /usr/local/cbs/conf/cbs.json

{"MidButtons":[],"Xmx":"2048", "PasswordBean": {"MinLength":6, "RegexD
escription":"Numbers (0-9), Uppercase, Lowercase, Minimum length of
6

characters.", "AgeOption":"DAYS", "History":true, "IncludeMinLength":t
rue, "Type" :"DEFAULT", "Regex":"" (?=.*?[a-z]) (?=.*?2[A-Z]) (?=.*2[0-
9]1).{6,}$","IncludeNumbers":true, "Enable":false, "IncludeLowercase":
true, "IncludeUppercase":true,"Class":"com.ahsay.cbs.obs.policy.user
Settings.EditUserSettingsBean$PasswordBean","Age":90, "IncludeSpecCh
ars":true}, "SnmpTrapWarn":false, "SysUsersCol":[],"Destinations":[],
"LastAnnouncement":0,"Classname":"com.ahsay.cbs.system.config.EditC
onfigBean", "UseEventLog":false,"SslCertificatesCol":[],"LastAlert":
0,"ArchivalDatesCol":[],"ConfigRecoveryMode":"auto", "SnmpStartIp":"
", "ReportSettingsBean": {"SendLowDiskSpaceReminderAlertReport":true,
"SendLowDestinationSpaceReminderAlertReport":true, "LowDestinationSp
aceAlertThreshold":90, "LowDestinationSpaceReminderThreshold":80,"Cl
ass":"com.ahsay.cbs.system.config.EditConfigBean$ReportSettingsBean
", "LowDiskSpaceAlertThreshold":90, "SendAdministratorConsolidatedRep
ort":true, "LowDiskSpaceReminderThreshold":80, "ThresholdList":[]},"C
onfigRecoveryPath":"/usr/local/cbs/system/obs/dr", "EnableConfigReco
very":true, "WebServersCol": [ {"FormattedProtocol" :"HTTP -
NIO","Ip":"0.0.0.0","SslCertificateId":"","Port":"80", "MaxThreads":
"200", "EnableProtocolList":true, "MaxConn":"10000", "MaxKeepAliveReq"
:"9999", "RxBufSize":"25188", "ConnUploadTimeout":"900000", "ConnTimeo
ut":"10000", "DisplayName":"0.0.0.0:80", "TxBufSize":"43800","Class":
"com.ahsay.cbs.system.config.EditConfigBean$WebServerBean","Id":0,"
Protocol":"http"}, {"FormattedProtocol":"HTTPS -
NIO","Ip":"0.0.0.0","SslCertificateId":"${catalina.base}/conf/ssl.k
ey","Port":"443", "MaxThreads":"200", "EnableProtocolList":true, "MaxC
onn":"10000", "MaxKeepAliveReq":"9999", "RxBufSize":"25188", "ConnUplo
adTimeout":"900000", "ConnTimeout":"10000", "DisplayName":"0.0.0.0:44
3", "TxBufSize":"43800","Id":1,"Protocol":"https"}],"Xrs":true, "WebS
ervers": [{"FormattedProtocol":"HTTP - NIO", "Ip":"0.0.0.0",
"SslCertificateId":"","Port":"80", "MaxThreads":"200", "EnableProtoco
1List":true, "MaxConn":"10000", "MaxKeepAliveReqg":"9999", "RxBufSize":
"25188", "ConnUploadTimeout":"900000", "ConnTimeout":"10000", "Display
Name":"0.0.0.0:80","TxBufSize":"43800","Class":"com.ahsay.cbs.syste
m.config.EditConfigBean$WebServerBean","Id":0, "Protocol":"http"}, {"
FormattedProtocol":"HTTPS - NIO", "Ip":"0.0.0.0","SslCertificate
Id":"$ {catalina.base}/conf/ssl.key", "Port":"443","MaxThreads":
"200",”EnableProtocolList":true, "MaxConn":"10000", "MaxKeepAliveReq"
:"9999", "RxBufSize":"25188", "ConnUploadTimeout":"900000", "ConnTimeo
ut":"10000", "DisplayName":"0.0.,0.0:443", "TxBufSize":"43800", "Id":1,
"Protocol":"https"}] "PreventSessionHijackingEnabled":falsel"ProxyH
ost":"","LeftButtons":[],"Gdpr":"","SmtpProtocols":[],"RecoveryDate

:"", "Rebrand":false, "NewSnmpTrapRecv": {"TrapPort":"", "Enable":fals
e, "Host":"","Class":"com.ahsay.cbs.system.config.EditConfigBean$Snm
pTrapRecvBean"}, "SystemReportLanguage":"en", "Hostname" :"", "EnableSn
mp":false,"SslCertificates":[], "SmtpServersCol":[],"SysUsers":[],"P
roxyExcludeHostsCol": [], "LastAnnouncementPubDate":0, "SnmpEndIp":"",
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"NewSmtpServer": {"SmtpTestConnResult":"", "SecureProtocol":false, "Po
rt":"","Auth":false, "AuthPwd" :"", "AuthUser":"", "SmtpTestConnTime" : "
-1", "Class":"com.ahsay.cbs.system.config.EditConfigBeanS$Server
Bean", "Protocol":"","Url":"", "FomattedSmtpTestConnTime" :""}, "SnmpTr
apInfo":false, "ProxyExcludeHosts":[],"SoftwareUpdateUsername":"","S
nmpTrapRecv3": {"TrapPort":"","Enable":false,"Host":"","Class":"com.
ahsay.cbs.system.config.EditConfigBean$SnmpTrapRecvBean"}, "Xss":"38
4", "LastArchivalDate":"","Tabs":[],"QnapAvailable":true, "AdminConta
cts":[],"SnmpTrapRecvl": {"TrapPort":"","Enable":false, "Host":"","C1l
ass":"com.ahsay.cbs.system.config.EditConfigBean$SnmpTrapRecvBean"}
,"ProxyType" :"HTTP", "SnmpTrapRecv2": {"TrapPort":"", "Enable":false,"
Host":"","Class":"com.ahsay.cbs.system.config.EditConfigBean$SnmpTr
apRecvBean"}, "LastAnnounceBrandedPubDate":0, "AccessibilityListLastM
odified":1593773063342, "SnmpTrapErr":false, "SnmpPort":"161", "Allowe
dIPOnServerOptions":[{"Class":"com.ahsay.cbs.system.config.EditConf
igBean$AllowedIPOnServerBean", "To":"255.255.255.255", "From":"0.0.0.
0"}1,"ProxyUsername":"", "LangOrderedListCol": [{"Value":"en","Class"
:"java.lang.String"}], "ProxySettings":{"ReadOnly":false,"Priority":
-1,"Port":"","Enabled":false, "Host":"", "KeyName" :"com.ahsay.obx.
cxp.cloud.ProxySettings", "Type" :"HTTP", "Username":"","AllowMultiple
":false,"Content":"","Class":"com.ahsay.obx.cxp.cloud.ProxySettings
","ID":"","InheritParentAttribs":false, "Password":""},"Mfa":{"Class
":"com.ahsay.cbs.system.config.EditConfigBean$MFA", "SmsVerification
":{"TwilioSettings":{"Sender":{"Type":"PHONE", "Value":"","Class":"c
om.ahsay.cbs.system.config.EditConfigBean$MFAS$Sender"}, "AuthToken":
""", "Class":"com.ahsay.cbs.system.config.EditConfigBean$SMFASTwilioSe
ttings", "AccountSid":""}, "ResendCooldownTime":1, "SendAllowed":5,"In
validPasscodeAllowed":5, "Enable":false, "ExpiryTime":5, "Passcodeleng
th":6,"Class":"com.ahsay.cbs.system.config.EditConfigBean$MFAS$SmsVe
rification","AllowLegacyClientToSkip":true}}, "AllowedIPOnServerOpti
onsCol":[{"Class":"com.ahsay.cbs.system.config.EditConfigBean$Allow
edIPOnServerBean","To":"255.255.255.255", "From":"0.0.0.0"}], "DebugO
ptions™:[],"SystemHome":"/usr/local/cbs/system", "AdminList": [{"Mobi
leQuota":-1,"Owner":"", "BandwidthControlSettings":
{"SysPwd":"ggeRilmrAu37jPPCb6q6sRyBR1z/VxUgHbso6jqZzul0I=","SysUser":
"system", "TsUpload":{"Class":"com.ahsay.afc.i0.V"},"Upload": {"MaxTr
ansferUnitList":[],"MaxTransferUnit":"K", "Enable":false,"Class":"co
m.ahsay.cbs.system.config.accounts.backupUser.EditBandwidthControlS
ettingsBean$BandwidthControlBean", "MaxTransfer":100}, "TsDownload": {
"Class":"com.ahsay.afc.i0.V"},"Download": {"MaxTransferUnitList":[],
"MaxTransferUnit":"K", "Enable":false,"Class":"com.ahsay.cbs.system.
config.accounts.backupUser.EditBandwidthControlSettingsBean$Bandwid
thControlBean", "MaxTransfer":100}, "FormReq":"Y"}, "IsQnapAvailable":
true, "SecuritySettings":{"SysPwd":"ggeRilmrAu37jPPCb6g6sRyBR1z/VxUg
Hbso6jqzu0I=", "UserLockSettings":{"Class":"com.ahsay.obx.cxp.obs.Us
erLockSettings", "LockedTime":-1,"LastFailureTime" : -
1,"LoginFailureCount":0},"SysUser":"system", "PhoneList":[],"Enable"
:false,"SendLimitSettings":{"LastSendTime":-1, "SendCount":0,
"Class":"com.ahsay.obx.cxp.obs.SendLimitSettings"}, "RecoverySetting

s":{"Token":"","ExpiryTime": -
1,"Class":"com.ahsay.obx.cxp.obs.RecoverySettings"}, "FormReg":"Y"},
"PasswordHistory":{"KeyName":"com.ahsay.obx.cxp.cloud.PasswordHisto

ry", "ReadOnly":false, "SysPwd":"ggeRilmrAu37jPPCb6g6sRyBR1z/VxUgHbso
6jgqzZul0I=","HistoryList":[{"KeyName":"com.ahsay.obx.cxp.cloud.Histor
yBean", "ReadOnly":false, "AllowMultiple":true, "Priority":-
1,"Content":"","Class":"com.ahsay.obx.cxp.cloud.HistoryBean", "Pwd":
"", "InheritParentAttribs":false,"LastDisabledTime":-
1,"Password":"zczJ/8ee3cPzx0eC30fo+tiNzYVvN7bmDkK++6pC/na6Cgb+i+KWhi
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6fjneg="1}, {"KeyName" :"com.ahsay.obx.cxp.cloud.HistoryBean", "ReadOnl
y":false,"AllowMultiple":true, "Priority":-1,"Content":"", "Pwd":"",
"InheritParentAttribs":false,"LastDisabledTime":1593783275176, "Pass
word" :"35P0wPfKOfbKx87shfCL69LQ6vDyh7WruruA8pKe/bG6rLWZ+LmS4ugbmeg=
"}],"SysUser":"/usr/local/cbs/conf/cbs.json" [noeol] 1L, 19677C

Start the AhsayCBS service.

# cd /usr/local/cbs/bin

# sh startup.sh

IMPORTANT

When editing the maximum heap size for AhsayCBS, ensure that there is sufficient memory
reserved for the operating system.

It is not recommended to set excessively high values for the maximum Java heap size, as this
could result in AhsayCBS performance issues during internal Java VM garbage collection or
memory recycling routines.

For changes in Java heap size setting the AhsayCBS service needs to be restarted before it
becomes effective.
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8 Managing Backup/Restore

8.1 Backup / Restore Basic Configuration

To manage your AhsayCBS backup/restore basic configurations, simply click the Basic icon

under Backup / Restore from your AhsayCBS environment.

You can perform the following configurations for Backup/Restore:

Configure user home directories.
Configure free trial settings.
Configure backup data migration settings.

Define maximum number of concurrent VMs permitted to be started using Run Direct on
AhsayCBS.

Configure Windows active directory integration settings.

There are 5 tabs under basic backup/restore configurations, each of which is described below.

8.1.1 User Home

The following shows the User Home tab under Backup / Restore > Basic. It is used for
configuring the user home directories for storing all the user data.

€ AhsayCBS

User Home Free Trial Options Backup Data Migration m Windows Active Directory Integration

Configure the user home directory(ies) for storing all user data.

User Home
+ il
Directory Current QP$ Ratio Maximum QPS Ratio
C:\Program Files\AhsayCBS\user 0% (D/59.9G) Unlimited

www.ahsay.com
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If you want to modify the existing user home, click on the user home directory and the
following screen shot will appear:

User Home

Home Directory
C\Program Files\AhsayCBSuser

Password protected network drive

Current QFS Ratio
0% (0/59.9G)

Maximum QPS Ratio

Unlimited =

Enter the Home Directory path and check the box next to Password protected network
drive if your user home drive is on a network drive.

QPS Ratio (Quota - Partition Size Ratio) is the ratio (in percentage) of the sum of all user
guotas within a user home divided by the total size of the partition of the user home. You
can see the Current QPS Ratio displayed in the form of a percentage. You can select the
Maximum QPS Ratio from the dropdown list.

If the QPS ratio of a user home exceeds the Maximum QPS ratio after adding a user, the
user will be added to the next available user home. Unlimited means that the QPS ratio is

not checked and new users can be added to that user home. Not Used means that new
users are never added to that user home.

After you have modified the desired information, click to exit the Home Directory details

page. Then click at the user home page to save your changes.
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8.1.2 Free Trial Options

The following shows the Free Trial Options tab under Backup / Restore > Basic. It
defines various free trial settings available in AhsayCBS.

Free Trial Registration
+| Enable Free Trial Regisiration
Cuota
+ i

Destination Guota

(®) AhsayCES 50.0 Mbytas W
Add-on Modules
v E Microsoft Exchange Server | Microsoft SQL Server
vy E MySQL Database Server | E Oracle Database Server

em | otus Doming +*| em Lotus Moles

v Eal Windows System Backup | E Windows System State Backup
v Vihware | GuestWM » || 10 | n Hyper-V' | Guest WM || 10
v E Microsoft Exchange Mailbox |10 v| BBl shadewProtect System Backup
v @ Continuous Data Protection | E MAS - Synaology
v E“J Mobile (max. 10} v E] HAS - QNAP
| [B] velume Shadow Copy v E In-File Delta
v [ openbirect / Granular Restore | 10 v [] office 365 Backup 10
| MariaDE Database Server

Trial users do not count towards the maximum number of users allowed within AhsayCBS
under the paid software license, therefore it is possible to have an unlimited number of trial
users within AhsayCBS. However, each trial user is limited to the quota storage settings for
a period of maximum 90 days.

www.ahsay.com

» To allow users to create a trial backup account from AhsayOBM or AhsayACB, please
enable the Enable Free Trial Registration option at the top of the page. If this feature
is unchecked, the option to register for a trial account will not be available to end users.

» The Destination and Quota defines the backup destination and maximum backup
storage quota for per destination of trial backup accounts upon registration.
Destination includes predefined and standard destination, and the quota settings for
free trial user account is independent of the quota settings in Group Policy. For the
backup destinations which are not listed under Quota tab, the quota storage assigned
for the destination is unlimited.

» The Add-on Modules option defines whether you want to allow trial users to have
different add-on modules.
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» The User will be suspended after <xx> days option under Settings for existing
free trial users defines the number of days after which the trial users will be
suspended. In our example, the period is 30 days, and the maximum value is 90 days.

Settings for existing free trial users

User will be suspended after| 30 » | days

| Remove User| 60 v | days after registration

» The Remove User <xx> days after registration option under Settings for existing
free trial users defines whether you want to remove trial backup users for certain
number of days after registration. In our example, you can use this option to tell
AhsayCBS to remove trial backup users from the system automatically after backup
users have registered for 60 days, and the maximum value is 180 days.

WARNING

If a PAID AhsayOBM/AhsayACB user account is changed to TRIAL this could also be
automatically removed by AhsayCBS if the account creation date exceeds the value set in
“Remove User <xx> days after registration”.
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8.1.3 Backup Data Migration

The data migration is designed to migrate backup sets that were created in v6 backup
server to v8 backup set blocks format to take advantage of the backup/restore performance
enhancement delivered by the new file storage format. For more information please refer

to Best Practice for Upgrade from AhsayOBS to AhsayCBS and Data Migration Conversion.

In v6 backup set, all the backup files are stored as individual files in the user home,
whereas in v8 files will be handled in the following ways.

Small files (16MB or smaller) Merge into one 16MB data block

Large files (32MB or above) Split into multiple 32MB data blocks
NAS server Merge/split into 8MB data block(s)
Mobile device Remain in native format

The data migration process converts the v6 backup files into v8 backup set format, it will
read small files that were stored in v6 backup set, and write a number of small files into a
new data blocks. For larger files, the process will read a fixed amount of data which equals
to a data block size from the selected large files, and rewrite the data block into a new
32MB data block file. The process will continue until the large file has completed to write
the data into multiple new data blocks.

IMPORTANT

As the data migration process is NOT reversible. If you downgrade your backup server to v6, the
migrated data in v8 will not be usable. All historical backup are lost and you need to start over the
backup again in v6. Please communicate with your clients and check if they are comfortable with
the upgrade and data migration.

Suggestion and Requirement

The data migration process will perform the backup set migration one by one. To avoid
heavy 1/0 on the disk/CPU utilization on your backup server, we suggest you to perform the
data migration in a small batch of users to test the performance on your environment. This
would minimize any possible impact on the 1/0O usage or affect your current backup
operation.

The data migration will be carried out if the following criteria are met:
1. Both AhsayCBS and AhsayOBM/AhsayACB are upgraded to v8.1 or later version.

2. More than 100GB of free space in each user home on your backup server is
available.

3.  Forlarge backup sets that are more than 100GB of total size, please reserve more
than 150% of the free space on the user home for the data migration. This is because
the migration process will read the v6 backup data and write the v8 format to new
location. After the migration, the reserved space will be recovered.

Free Space = Largest v6 backup set on the user home X 150%
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For example: If your largest backup set is 150GB backup set, please reserve at least
225GB of free space for the migration.

If these requirements are not met, the data migration will not be started. You may find the
following entry in the [Activities Log] available in your AhsayCBS, [Monitoring] ->
[Administration Logs]

E.g. MigrateV6DataError [Thread][Job][MigrateV6File]Error Migrating v6 data of user ... is
too big to be migrated to ...

By selecting the filter "MigrateV6DataError" from the filter drop down box, you can collect
the errors related to the data migration.

REMINDERS

1. |If data replication has been turned on, after the v6 data migrated to the v8 format,
the replication will start to replicate new v8 format backup set to the replication
server or to a predefined destination

2. You may notice that the storage of that user will be doubled for a short period of
time. For example: the replicated v6 backup set is 10GB, after the data migration,
another 10GB will be used for replicating the new v8 format backup set. After the
synchronization is completed, there is a mechanism to clean up the old migrated v6
data automatically.

How to Perform the Data Migration

IMPORTANT

While a backup set is undergoing the data migration process, the following activities
pertaining to that particular backup set CANNOT be performed.

Data Integrity Check Space Freeing Up

Delete Data Delete Backup Set

That being the case, update of the backup set, such as backup schedule, backup
source, destination, etc., is still possible during the data migration process.

1. Upgrade both AhsayCBS and AhsayOBM/AhsayACB to version 8.1 or above.
2. Administrator needs to check if any backup set should be excluded in this data
migration operation. For example, when we need to limit the number of migration in a

small batch of backup sets, we can exclude some of the backup sets from the
interface. Click the “+” icon under the Enable Data Migration section to add the user(s)
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you wish to exclude from the migration.

| userome || Free mial options [EEEETIALEEYVIREAN Run Direct || Windows Active Directory Integration

Configure the backup data migration settings

Enable Data Migration I

Migrating File:
Number Of Migrated File: 0

Migrate V6 backup data excluded following backup set(s)
+ il

Login Name (Alias) Backup Set

Click at the bottom right corner to start the migration when you are ready.

Once the backup runs on the client machine, the index migration starts on the client
machine. When the index migration finished, the AhsayCBS will arrange the data
migration on the backend.

Administrator can check the migration activity through the Monitoring >
Administration Logs > Activities Log.

By selecting the filter "MigrateV6Datalnfo" or "MigrateV6DataError" from the filter
drop down box, you can collect the logs related to the data migration.

When the data migration completed on a client's backup set. You will see the
following in the activities log.

MigrateVé6DataInfo [Thread] [Job] [MigrateV6File] End: migrate v6
data.

On the next backup, that client will use the new index and new migrated data for the
backup operation. This will also trigger the backup server to remove old v6 backup
data.

NOTE

In case the index migration stops for any reason, on the next backup, the index migration
can resume from the last recorded progress.

For backup sets such as Exchange DAG, when one of the node triggered the index
migration when backup runs, all other nodes will wait for the first node to complete the
index migration, and all other nodes will reload the new index file.

During the old v6 backup data removal, the performance on the user home which stores
the v6 backup data could slow down.
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To add the exclusion of a v6 backup set from the data migration:

1. Clickon + under the Migrating File section.

2. Select the login name and backup set that you wish to exclude from the data
migration.

3. Click “ to continue.

To delete an existing exclusion of a v6 backup set:

1. Click on the check box next to the entries you wish to delete.

2. Click on the il icon in this section.

3. Click to confirm.

4. Click at the bottom right corner to confirm again.
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v6 to v8 Backup Set Data Migration

For partners who are planning to upgrade existing AhsayOBS v6 servers to AhsayCBS v8
or who have already upgraded from AhsayOBS v6 to AhsayCBS v8 and have not yet
started or completed v6 to v8 backup set data migration, the conversion of v6 backup set
data format to v8, 16 MB or 32 MB blocks format. For more details on v8 data format and
structure, please refer to the following article, FAQ: Frequently Asked Questions about
Ahsay Cloud Backup Suite 8.

With the release of AhsayCBS v8.5.2.0 and above, the v6 to v8 backup set data migration
has been enhanced to run in a separate process, it was originally included in the
AhsayCBS Java process. This means the data migration job will not utilize the Java
memory resources of AhsayCBS Java process, as the data migration thread will run in its
own independent Java process with its own dedicated Java memory setting. The backup
set data migration job will not affect the performance or stability of the AhsayCBS service,
even if the data migration job crashes. In the event the data migration job where to hang or
become unresponsive the system administrator can terminate the process from the
operating system.

As it is now a separate process, it is easier to allocate resources and to monitor the status
of the data migration job. By default, the memory for the data migration is set to 1024 MB
Java memory. However, the Java memory allocation can be customized by the system
administrator.

For more details on how to set and configure the Java heap size, refer to Appendix T: How
to set and configure the Java heap size for Data Migration.

The status of the data migration process can only be monitored from the operating system
on the AhsayCBS server.

Data Migration Process

This illustrates how to read the information returned by the data migration process from the
AhsayCBS server operating system. It is a breakdown of the important factors such as the
Java heap size, how to determine if it is a data migration process, the backup set ID used,
how to know if it is an AhsayOBM or AhsayACB backup set, and the port used.

Although the example is from AhsayCBS data migration process in Windows, the general
layout is similar for Linux, FreeBSD, and AhsayUBS.

For more details on how to monitor Data Migration Job Process, refer to Appendix U: How
to monitor Data Migration Job Process.
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» minimum
Java heap size

"C:\Program Files\AhsayCBS\java\bin\java" | Xms128m ||»me1024m —b maximum
XX:MaxDirectMemorySize=1024m -Dsun.nio.PageAlignDirectMemory=true - Java heap size
Xrs -Djava.library.path=1ib/WinX64 -cp "C:\Program
Files\AhsayCBS\1lib\cbs.jar;C:\Program Files\AhsayCBS\1ib\*;C:\Program
Files\AhsayCBS\1lib;C:\Program Files\AhsayCBS\tomcat\lib\*" "-
Dcatalina.base=C:\Program Files\AhsayCBs"|RunDataMigration ———————— Data Migration

Backup e ProgramFites'hisayeBs3® 1620111338046 Process
SetID QgsS0/AkS]jvT100VicF/WidcgxQKiFnVgI/A9Le/NOulzfJhC2cJPReetUm2 9xImSgBd2

LJatigmkS3Z2gDp5J/D244eThpQ7x]l ZWwQrXGe=
QgsSo/AkSjvT100VicF/WidcgxQKiFnVgI/A9Le /NOte9GIsulFiLYAh8wprdjBs
QgsSo/RAkSjvT1lOOVicF/W9dcaxQKiFnVgI /A9Le /NOuYKdV116z1R18edTvrKjuPskUdo
KMpOddldenn7kgh8 fMSIwRHFGb14Rm/GpS6aKfMS1TYGGyhSdpppés3d4exXum/Uuhed7/
4AXt2vdWKlsvg==

QgsSo/RAkSjvT1lOOVicF/W9dcaxQKiFnVgI /A9Le /NOvC/gEJQREILFZr1Iz3nkhpvKKtL6
07TUA+CEeUL imZXVALAYYYN3w+0qYiyBDCM320= [OBM]127.0.0.1[8081

!

Client Type Port

minimum Java This is the minimum Java heap size setting of the data migration
heap size process. The default value is 128 MB.

maximum Java This is the maximum Java heap size setting of the data migration
heap size process. The default value is 1024 MB.

Data Migration This identifies the process as the data migration process.
Process

The backup set ID of the backup set currently undergoing data

Backup Set ID . .
migration.

© OBM for AhsayOBM backup set
Client Type
© ACB for AhsayACB backup set

The default port for data migration job is 8081, if this port is taken
Port then AhsayCBS will automatically try the next port 8082 and so on
until a free port is found.
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Run Direct

The following shows the Run Direct tab under Backup / Restore > Basic. It defines the
maximum number of virtual machines started by Run Direct on AhsayCBS. Simply enter

the number of virtual machine and click to save your changes.

For more information on Run Direct on AhsayCBS, please refer to the Ahsay Cloud Backup
Suite v8 User’s Guide.

| userHome I Free Trial options | Backup Data Migration EESRR.INZEN windows Active Directory Integration

Maximum number of virtual machines started by Run Direct:

8.1.4 Windows Active Directory Integration

The following shows the Windows Active Directory Integration tab under Backup /
Restore > Basic.

C Ahsa y CBS

IS EErES BTN EEEIET  windows Active Directory Integration

Configure the user management related configurations below.

Windows Active Directory Integration [ |

Domain name

ActiveDirectory.com

Domain controller IP
10.16.1.28

When this feature is enabled, this means that if an AD is present in the local network, it is
only required to create a user account once in the Windows Active Directory. The same
user account will be used on the AhsayCBS server. This is because AhsayCBS will create
this user account automatically after authenticating this logon using AD.

The user account created will be:
© of the type Paid
© of backup client AhsayACB (unless the user logon uses AhsayOBM)

If AhsayCBS fails to authenticate a user logon using its own records, a user authentication
will be dispatched to Windows Active Directory automatically.

To enable Windows Active Directory Integration

1. click the ™0 switch on the right to turn on this feature.

2. Enter the Domain name and Domain controller IP of the machine where the active
directory is hosted.
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3. Click the button at the bottom of the page to confirm.

NOTE

Please note the following:
1. Thisis for first time account creation only.

2. Password changes in AD are not reflected to existing AhsayCBS user accounts. Even
if the password was changed in AD, the password to be used in AhsayCBS is the
original password that was set when created, not unless password was reset from
AhsayCBS.

3. Users will also not be deleted in AhsayCBS even if it was deleted from AD, not
unless user was deleted from AhsayCBS.

8.2 Manage Users, Groups & Policies of Backup Users

To manage your AhsayCBS users, groups, and policies, simply click the Users, Groups &
Policies icon under Backup / Restore from your AhsayCBS environment.

Al

Users, Groups &
Policies

There are 3 tabs under managing users, groups, and policies, each of which is described below.

8.2.1 Manage Backup User

A backup account contains user’s account information, client type, backup modules and
backup set settings, etc. A backup user account can be created by administrator or
registered via the backup client application by the end user as a trial account (if this option
is enabled).

The following screen shows the Backup User tab under Backup / Restore > Users,
Groups & Policies. There are ten (10) functions available here which is discussed further
in their respective chapters:
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VIV user croup | Policy Group

IManage your backup users in this section

Manage Backup User

| + i ﬁ R & B & & @ | Filter | Client Type w || User ~ | | Registration Date v || User Group v || Owner w | View | 2FA v

Login Name {Alias) Owner Legacy Client Two-Factor Authentication Status
@ ACBWin (» - X Enabled Enable
@ MariaDBLinux () Disabled Enable
@ MariaDBUser () Enabled Enable

@ MobileUser () Enabled Enable

= ow | w o=

@ OBMWin () Enabled Enable

+ii R ADREY

+ Create — this is used to create a new AhsayOBM/AhsayACB backup user account.

3
W Delete - this is used to delete an existing backup user account.

o

Auto Update — this is used to configure the automatic upgrade for
AhsayOBM/AhsayACB client to the latest version.

R Broadcast — this is used to send messages to AhsayOBM/AhsayACB user account.
Message will be sent to the email address that was provided in the contacts for each
user account. This is very useful when there is an announcement that must be sent to
users, i.e. backup server system maintenance.

Backup User — this allows for backup jobs to be started remotely without accessing
the client machine.

I} Export Users’ Usage Statistic to CSV — this is used to export details of usage of a
user to a csv file.

Move / Import / Export Users — this is used to migrate backup users from one
AhsayCBS server to another or from one user home to another. It can also be used
to import or export a backup user to a zip file.

2 Rebuild Storage Statistics — this is only applicable for backup sets created in version 6
which have not been migrated to version 8 block storage format. This is used to
enhance the accuracy of its storage statistics.
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ey
‘B"' Rescan all user home directories — this is used to ensure the status of all user home

9

is updated. This will only list backup sets of available user home which helps to
guarantee that backup and restore job will run properly.

Enable / Disable Two-Factor Authentication — this is used to enable or disable the
2FA feature for several users all at once. Only visible if Two-Factor Authentication
has been enabled and setup in System Settings > Basic > Two-Factor Authentication
(2FA) tab and 2FA view is selected.

While there are seven (7) filters that can be used to narrow down the results and change
the displayed information of the backup user:

Manage your backup users in this section

Manage Backup User
+ W ﬁ RO& B & A=Y | Filter | Client Type + || User ~ || Registration Date v | | User Group + || Auto Update w || Owner w | View | Default v
Login Name (Alias) | Owner  Client Version Add-on Modules Used / Client Host Limit | Status
@ ACBWin 0 - - [€] 1/ Uniimited Enable
(® MariaDBLinux ( - 54015 ___ @ [o]o] [ @] 1/ Uniimited Enabls
(® MariaDEUser () - £.4.0.14 @ 1/ Uniimited Enable
(® MobileUser () - - 1/ Unlimited Enable
ooy - DHCNE==NEORCQEREOCEEHE e oo

€ AhsayCBS

Backup User Policy Group

Filter | Client Type v || User v || Registration Date v || User Group v | | Auto Update v || Owner v | View| Default v

www.ahsay.com
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Client Type — backup users can be filtered based on type, either AhsayOBM or
AhsayACB client. By default, it displays backup users belonging to all client types.

User — backup users can also be filtered based on the first letter of its login name. It
can also be based on subscription type which is Paid or Trial. It can also be based
on status which is Suspended or Locked. Additional criteria are Others and Inactive.
By default, the backup users are displayed alphabetically.

Registration Date — backup users can be filtered based on the date they were
registered. The choices are Today, Last 7 days, Last 30 days and Last 100 days. By
default, it displays all backup users created.

User Group — backup users can be filtered based on the user group it belongs to. By
default, it displays all backup users belonging to all user groups.

Auto Update — backup users can be filtered based on the status of its auto update, if
it is Enabled or Disabled. By default, all backup users are displayed. This is only
available in Default view.

Owner — backup users can be filtered based on the owner of the user account. By
default, all backup users are displayed.
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© View - the information displayed regarding the backup user may be changed by
changing the view. There are three (3) views available which are Default, Quota and
2FA. The 2FA view is only visible if Two-Factor Authentication has been enabled
and setup in System Settings > Basic > Two-Factor Authentication (2FA) tab. By

default, the Default view is displayed.

If AhsayCBS is deployed for internal use, as a system administrator, you need to determine

the following when you create a backup account:

© Backup client type, whether it is AhsayOBM or AhsayACB

©  Backup destination

If you are a Managed Service Provider (MSP) or reseller you may require to take into
consideration the following items when you create a backup user account:

Types of users, whether it is Paid or Trial

Backup client type, whether it is AhsayOBM or AhsayACB. Also the modules

subscribed by the client

© The backup destination and the subscribed quota

Create a New Backup User

To create a new backup user, do the following:

1. click & as highlighted below.

€ AhsayCBS

Backup User m Policy Group

Manage your backup users in this section.

Manage Backup User

i- ﬁ & B & k=2 Filter | Client Type || User

Login Name (Alias) | Owner @ Client Version

@ ACBWIn () - -

@® MariaDBLINWx ) — 54015 BERE
G) MariaDBUser () - 84014
(3) MobileUser () - -

® OBMWin () -

BERE -~ DNECE

~ || Registration Date v || User Group w || Auto Update v || Owner

Add-on Modules

NE @
nE ©
(A2 @

B
RlofFlolo]»|8l®[a]a)

Us|

BrA
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The Add New User page appears.

Add New User

Enter the login credentials required for accessing Ahsay Cloud Backup Suite, and assign this user to appropriate user groups.

General

Legin Hame

|| Owiner:

Password

User Group

+ i

Name Owner No. of users

All Users - 5

Enter the Login Name, Password, and select the User Group by checking the

desired user group. Click to proceed.

Add New User

Enter the login credentials required for accessing Ahsay Cloud Backup Suite, and assign this user to appropriate user groups.

General

Legin Hame

John Owner:

Password

User Group

+

Name Owner No. of users

All Users - 5

Enter the following information that appears on this page.
Field ‘ Description

Alias Another name of the backup user.

You can select Auto assigned or Manually assigned user

H Di i
ome Directory home path. The user backup data will be stored here.

There are 2 subscription types: Trial User and Paid User.
Subscription Trial users are subject to automatic removal as defined by
Type the Free Trial Options tab under Backup / Restore >
Basic. The automatic removal option can be disabled.

A scheduled date to suspend this user. For trial users, the
suspension date is based on the settings in the Free Trial
Options tab under Backup / Restore > Basic.

Suspend At
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There are 3 types of status for a user account; Enable,
Suspended, and Locked. Under normal circumstances,
administrator may change the Enable or Suspended status
of a user. The Locked status is referring to account lockout
Status rules that are set inside the policy group, refer to the
Managing Policy Groups section for more details.

For example, if a user has 3 consecutive unsuccessful login
attempts in 10 minutes, the user account will be locked out.
This is the default setting.

Once you enabled the encryption recovery option, the
encryption key file is uploaded to the backup server. In case
the user forgot the encryption key, the encryption key can
Upload be recovered using this step Recovering Encryption Key via
Encryption Key | AhsayCBS Web Console. The recovered encryption key will
be sent directly to the email address registered on the user
account. Refer to the Encryption key section for further
details.

Language Preferred language for all email reports of the backup user.

Time zone of the backup user.

Timezone information will be automatically updated when
Timezone user login client backup agent, such as AhsayOBM and
AhsayACB, or perform backup job to avoid the false alarm
of missed backup job.

Notes A field to add notes for the backup user.

Home Directary

Ao sasipned
Manualy sssignes | CAPTgram Flesisha s CEEUser

Subscription Type

Trial iser
B Pakuzar

Suspend At

Status

® Enazle
Suzpendad
Lockad

Upload Encryption Key

o Uipload eneryeion iay ftarnainning backug for reovery

Language

Timezone

GNT-[900 [C5T) d

Notes

Click to proceed when you are done with the settings.
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5.

Enter the following information that appears on this page.

Field

Backup Client

Description

If the backup client machine requires to backup files only,
such as a desktop computer or a notebook, then you can
simply create an AhsayACB backup account. Otherwise,
you will need to setup AhsayOBM, because it comes
with backup modules to perform Windows system
backup, database backup and virtual machine backup.
By default AhsayACB backup account is selected.

Add-on Modules

You can select which add-on module to enable for the
backup user. Some add-on modules has a text field after
its name. For example, the number after Microsoft
Exchange Mailbox defines the number of Exchange
mailboxes that are allowed to be backed up under this
user account.

Quota

Backup Quota of each destination for the user account.
Refer to the User Settings Tab section for details.

Client host limit

This is to limit the maximum number of hosts allowed in a
client’s backup account, i.e. the number of devices that
they can install AhsayOBM/AhsayACB on. Refer to the
User Settings Tab section for details.

Run Direct
(For AhsayOBM

only)

Set the maximum number of VMs for VM Run Direct
restore on AhsayCBS for this user. Refer to the Run
Direct section for details.
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AhsayACB User Account

Add New User

Backup Client

AhsayOBM User (e AhsayACE User

Add-on Modules

E Windows System Backup

Mobile (max. 10)

eolume Shadow Copy

E OpenDirect / Granular Restore
Quota

+ il
Destination

(=) AnsaycBs

Client host limit

Maximum number of host

Unlimited storage space for the destination not shown in the following table

Quota

a0

Select the backup dient software, usable add-on modules and the available quota for this user.

Letws. Lotus Motes

@ Continuous Data Profection

n In-File Delta

E] Office 365 Backup

Ghyles w

(If preempted mode is enabled in policy settings, the quota settings are disabled)
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AhsayOBM User Account

Add New User

Select the backup client software, usable add-on modules and the available quota for this user.

Backup Client

& AhzayOBM User AhsayACE User

Add-on Modules

E Microsoft Exchange Server

m MySQL Database Server

Lstm | otus Doming

‘Windows System Backup
Whherare

E Microsoft Exchange Mailbos:

@ NAS - QNAP

E Mokile {max. 10}

E‘ﬂ ‘“olume Shadow Copy

E QpenDirect/ Granular Restore

Microsoft SQL Server

E Oracle Database Server

Lstm  Lotus MNotes

E ‘Windows. System State Backup

n Hyper-y/

ShadowProtect System Backup

m MAS - Synology

@ Continuous Data Protection

E In-File Delta

m Office 255 Backup

MariaDB Database Server

Quota
Unlimited storage space for the destination not shown in the following table
Cestination Quota
@ AhsayCES 5.0 Goyles v

(If preempted mode is enabled in poficy settings, the guota settings are disabled)

Client host limit

Mazximurn number of host

Run Direct

Mazximumn number of Wi

€ > X ?

Click at the bottom of the page to proceed when you are done with the settings.

6. This page allows you to add contact person information for this user. Click + to add
new contact information.

Add New User

Add contact persons information for this user.

Manage Contact Information
+ W

Name Email
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Enter the contact information such as Name, Email, Address, etc. In our example,
the name of the contact is john.

Contact

Mame

Email

Encrypt Email

Address

Campany

Website

Phone 1

Fhone 2

Click at the bottom right hand corner of the page to proceed when you are done
with the settings.

A new contact called john is added.

Add New User

Add contact persons information for this user.

Manage Contact Information
e
+ W
Name Email Encrypt Email

john john_backupsenices{@gmail com Mo

Click at the bottom right corner of the page to confirm. The newly added user
appears on the Backup User tab.

NOTE

If the license quota for backup user (AhsayOBM/ AhsayACB) has already been fully used,
adding another new backup user will be blocked.
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<« C |® localhost:10880/cbs/obs/access/user/EditUser.do?id=0

localhost:10880 says

You do not have enough AhsayACB quota. AhsayACB Quota (license
key: 1, Remaining AhsayOBM Quota: 0, Used: 3

<« c ‘G) localhost: 10880/cbs/obs/access/user/EditUser.do?id=0

localhost: 10880 says

You do not have enough Test123 OBMShortName quota as Test123
ACBShortName has used over Test122 OBMShortName. Test123
OBMShortName Quota (license key): 6, Test123 ACBShortName Quota
(license key): 1, Test123 ACBShortName Used: 2, Test123
OBMShortName Used: &

Delete Backup User

NOTE

Remind clients to uninstall the software (AhsayOBM/AhsayACB) from their device to avoid
receiving failed login reports for deleted accounts. You can use the Broadcast feature before the
account is deleted to inform the client.

To delete an existing user, select the user you want to delete, then click the Delete button
as shown below. You will be prompted to confirm deleting the selected user, click
CONFIRM TO DELETE! to confirm.

Backup User Policy Group

Manage your backup users in this section.

Manage Backup User o

dib ...... Fiﬂefl Client Type ” User v || Registration Date v || User Group ¥ ” Auto Update

| Login Name (Alias) | Clumer| Client Version | Add-on Modules
[] @ FreeBsDTest( - 2.1.0.10 m u n@ . m
[] @ LinuxTesty - LXRXUN. | BN o

N HEE = 9]
0wy - - PHEEN-=NECORECEBEO EEHE
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Are you sure to permanently delete the following user(s)? Once confirmed,
it is irreversible.

Login Name {Alias) Owner

CONFIRM TO DELETE! Cancel

(® LinuxTest_1()

WARNING

When you remove a backup user account, all the backup sets and backup data on AhsayCBS
or predefined destinations, as well as the backup user profile on the AhsayCBS will be
removed.

For the backup data residing on local destinations on the AhsayOBM/AhsayACB machine or
on customers personal cloud storage accounts, SFTP/FTP servers will not be deleted.

Auto Update

The automatic upgrading of AhsayOBM/ AhsayACB clients to the latest version is
performed using the Auto Update function. To perform a successful auto upgrade of the
AhsayOBM/ AhsayACB clients need to connect to the AhsayCBS backup server.

The AhsayOBM/ AhsayACB client backup machine:

>

>

www.ahsay.com

Must be powered on.
Must be connected to the internet.
The AhsayOBM/ AhsayACB scheduler services must be running.

The AhsayOBM/ AhsayACB user account status must be Enable. (Auto Update will
not work if the user account is suspended or locked).

The AhsayOBM/ AhsayACB application GUI must be closed.
Antivirus or firewall must allow the binaries to complete the download.

Network connection between AhsayOBM/ AhsayACB client backup machine and
AhsayCBS server must be stable.

AhsayACB is must not run on Server OS.
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For Linux/FreeBSD machines, the GNU C or GLIBC library must be installed, version

must at least be 2.14.

For FreeBSD machines, OpenJDK 8 must be installed.

For Linux/FreeBSD machines, the ‘psmisc’ package which contains the ‘fuser’
components must be installed for Auto Update to work properly.

For every 720 minutes or whenever the backup client service restarts (v8) or the auto
update agent service restarts (v6), AhsayOBM/ AhsayACB will check with your AhsayCBS
for any available updates when a scheduled backup job runs. If any auto update
instructions were found on the AhsayCBS, the update progress will be started.

AhsayOBM on Synology and QNAP NAS does not support the Auto Update feature. These
devices will need to be manually updated to the latest AhsayOBM version by downloading the
latest AhsayOBM installer from the AhsayCBS web console and running an installation.

NOTE
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To determine if a backup user account has Auto Update enabled, there are two (2)

ways to view this:

© One is by using the filter, in the Auto Update filter you can choose between

Enable or Disable. The backup user account will be listed according to the
selected filter criterion. In the example below, the listed backup user accounts

have auto update Disabled.

Backup User m Policy Group

Manage your backup users in this section.

Manage Backup User

thdRABERE

Filter | Client Type v || User

Login Name (Alias) | owner | Client Version Add-on Modules Enable sed / Client Host Limit | Status
~ Disable

@ FreeBSDTest) - 717236 = —— IR Enable

@ LinuxTest - 717236 N E] 1/ Unlimited Enable

@ LinuxTest10 - 717236 BEE 1/ Unimited Enable

v || Registration Date ¥ || User Group ¥ || Disable v | Owner v |View| = Default v
Auto Update

O By selecting a specific account. Select a specific account then click the Auto
Upd

A

button.

Backup User Policy Group

Manage your backup users in this section

Manage Backup User

taElrapora

Login Name (Alias) | Owner | Client Version

Filter | Client Type v || User

(®) FreeBSDTest () - 717236 A [a] 11 Unlimited Enable
(® LinuxTest - 717236 ] u @ m 1/ Unlimited Enable
W @ LnuTest 1 - 71723 EE""‘“"B Syr @Eu @m 1/ Unlimited Enable

v || Registration Date ¥ || User Group ¥ || Auto Update ¥ || Owner v | View| * Default v

Add-on Modules Used / Client Host Limit | Status
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You will see under Enable that auto update is not yet enabled.

Auto Update
@®381150 @81150

Login Name (Alias)

(@) LinuxTest_1()

Owner Enable Client Version

- No 717236

2. If you want to enable auto update, select the desired user(s) then click Auto Update
as shown below.

€ AhsayCBS

IManage your backup users in this section.

Manage Backup User

+ i;q ABAKE Filter| Clignt Type v || User v || Registration Date ¥ || User Group ¥ || Auto Update ¥ || Owner v | View | * Default v

Login Name (Alias) = Owner | Client Version Add-on Modules Used / Client Host Limit | Status

(® FreeBSDTest ) - 717236 u m E] 1/ Unlimited Enable
W @ unucesto - 717236 H Q \ m 1/ Uniimited Enable

n
W @ UnuTesi_10 - 717236 E"-‘"ﬂﬂm@ﬂ Em 1/ Unlimited Enable

3. Select the user(s) then click the AutoUpdate button to start.

Auto Update
@51150 @Eﬂ15ﬂ

Login Name (Alias) Owner Enable Client Version
W (@) LinuxTest () - No 717236
- No 7AT 236

W (@) LinuxTest_10)

4. To check if auto update was successful, you can check it through:
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© The latest

backup report

G Ahsay

User

Backup Set
Destinatian

Data Size
Retention Size
Backup Quata
Remaining Quota
Backup Job

Toh Status

Start - End

IP Address

Hewr Files *

Hew Directaries
Hew Links
Updated Files *
Attributes Changed
Deleted Files *
Deleted Directories
Deleted Links
Maved Files *

* Ma. of files (size)

Field
Backup Saurce
Filter

Backup Schedule

In-File Delta

Retention Policy
Command Line Tool
Reminder
Banduwidth Contral
Others

Ho.

1 start
2

3

4

CBS

Full Backup report

Backup Job Summary

LinuxTest_1
B2 (15661 F944B335)
AhsayCES (AhsayCBSH

OK { no files hacked up )
08/159/2019 14:26:11 - 0B/19/2019 14:26:25
10.16.10.1# (w2kBra2-std)
o ()
o
o
o ()
Files * oim
o

o (o)

Backup Set Settings

Value

[Ci\Users\, Administrator  Documents]

[Enabled: Ma]

[Computer Names )[Daily: [Mame: Backup Schedule, Time: 20 0, Type: . Duration: -1, Retention Policys Yes]l[Weekly: J[Monthly: J[Custom: ]

Continucus Dats Frotection [Enabled: Ma]

[Enabled: Yes, Default Type: I, Block Sizes -1, Minimum Size = 26214400, Maximum No. of Delta = 100, Delta Ratio = 50, Weekly: []. Monthly: [, Da
0. Criteria: Friday. Dy of selected months in yearly variations: First]

[Type: Simple, Period: 7, Unit: Day(sl]

[Logout Backup Reminder: w2kBrZ-std). [Off-line Backup Reminder: . OFf-line Notification Day: 1 Days 0 hours]
[Enabled: Ma, Made: Independent. Bandwidth Control: |

[Remove temporary files after backup: Yes], [Follow Link: Yes], [Valume Shadow Copy: Tes], [File Permissions: Yes], [Compression Type: Fast (Comp
ressed size larger than normall]

Backup Logs

Lag

2019/08/19 14:26:11 I Start [ AhsayOBM v8.1.1.50 ] I

2019/08/19 14:26:12  Saving encrypted backup set encryption keys to server.

2019/08/19 14:26:13  Using Temporary Directory C:\Users\Administrater'temp' 15661 69448335\ 0B52 156616951 6301

2019/08/19 14:26:13  Progressive Dsta Integrity Check is enabled. It will anly check the backup Files that have not been checked within the specified intery
al: 60 Days

© Oron the AhsayCBS web console, Manage Backup User > Login Name,
check the Client Version.

Manage Backup User &

FThesapee®E

| Login Name (Alias) | Owner | Client Version

L
[
[
[

@ FreeBSDTest () - TAT.2.36
(®) LinuxTest () - 81.1.50

(@) LinuxTest_1 () - £1.1.50
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Broadcast

After you selected a list of users for broadcast, you will be able to send a broadcast
message to the selected users. This is useful when you need to send announcement such
as server maintenance, applied latest patch or some promotion offers to your users.

1. To broadcast a message to users, select the desired users then click the Broadcast
button as shown below.

Backup User Policy Group

IManage your backup users in this section

Manage Backup User

+ i a E o B ﬁ | - Filter | Client Type ¥ || User ¥ || Registration Date ¥ || User Group ¥ || Auto Update
Login Name (Alias) | Owner | Client Version Add-on Modules
(@) FreeBSDTest () - - E u @ m
® LinuxTest () - - E A [R]@I ]
v @ LinwTest 1) - siis0 RN = VNE EI R CERRLO EEE

2. Edit the broadcast message by entering your subject and message. The message
can be sent in text or html format. You may also include attachments. Once done,
click the Send button at the bottom right corner to send the message.

Broadcast
To

Login Name (Alias) Owner Contact Name Contact Email

(®) LinuxTest_1 () - Admin I -0 =il com
Subject

Server Maintenance Notice

Message

Please be advised that there will be a
scheduled server maintenance on
Saturday, August 17, 2015

® Text HTML
Attachment
| Ghoose File | server ipg
M X ?
www.ahsay.com 189

o



www.ahsay.com

3.

Here is an example of a message received in the users’ mailbox:

© Using Text with attachment

Server Maintenance Notice inbox &5 &2
Admin I - oail.com> @& 11:36 AM (3 minutes ago)  Tr
tome ~

Please be advised that there will be a scheduled server maintenance on Saturday, August 17, 2019,

Server maintenance
scheduled for Saturday
August 17, 2019.

. Reply » Forward
Using HTML
New Version nbox x 5 2
Admin N - el com= 219 PM (0 minutes ago) Y7
tome -

There will be a new version of AhsayCBS to be released next month.

For more updates please check our website Ahsay Backup

*. Reply ®» Forward

NOTE

The message will be sent to the email address that was provided in the Contact
Information of the user.
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Backup User

This feature allows the AhsayCBS server administrator to start a backup job on a client’s
machine remotely without the need to login to the client machine or even if they do not
have access to the client machine. This feature relies on the AhsayOBM/AhsayACB
scheduler service to receive and process the start backup command.

Once a remote backup is triggered on the AhsayCBS web console, the backup job should
be started within 5 minutes, as the AhsayOBM/AhsayACB scheduler on the client machine
will connect to the AhsayCBS server every 5 minutes to retrieve any update information.
When the scheduler connects to the AhsayCBS server, it will receive the start backup
command and start the backup job.

Once a backup job has been initiated and has already started running, it cannot be stopped
remotely from AhsayCBS. In this situation the backup job can only be stopped on the actual
machine where AhsayOBM/AhsayACB is installed. However, a backup job which has been
initiated from AhsayCBS but is not yet running on AhsayOBM/AhsayACB, i.e. Pending = Yes,

can be cancelled from AhsayCBS by clicking the Cancel Backup button in the Backup User
screen.

NOTE

A remotely started backup will work as long as the AhsayOBM/AhsayACB client backup

machine:
» Is powered on.
» s connected to the internet.
»  The AhsayOBM/ AhsayACB scheduler service is running.
»  The AhsayOBM/ AhsayACB client is connecting to AhsayCBS server using the latest
login credentials.
»  The backup schedule must be enabled on the related backup set.
»  No active backup job is running. If there is an active backup running, the received
start backup command will be ignored.
1. Select the desired backup user then click the Backup User button as shown below.
) AhsayCBS
IManage your backup users in this section
Manage Backup User
+ i & EQB & & Filter Client Type ¥ || User ¥ || Registration Date ¥ || User Group ¥ || Auto Update ¥
Login Name {Alias) | Owner | Client Version Add-on Modules
(2) FreeBSDTest () - - u Q m
® LinuxTest ) - - n E]
v @UnTesiio - 717050 BEEN--=NEEREREERRA BEE
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2. Select the backup set you would like to start a backup on, and then click the Run
Backup button at the bottom right corner to trigger a backup.

Backup User

Login Name {Alias) Backup Set Destination Backup Type | Pending | Last Backup | Status
(@ LinuxTest_1()
m default-backup-set-name-1

W @ AhsayCES No - -

For database backup you need to select the backup type, whether Database or Log
File.

Backup User

Login Name (Alias) | Backup Set Destination Backup Type | Pending | Last Backup Status
(® LinuxTest_1()
E default-backup-set-name-1
@ AhsayCBS Mo 08/14/2019 15:23:01 QK ( no files backed up }

default-backup-set-name-2

Microsoft Exchange Server 2010 Database

| (<) AhzayCBS | Log File Mo - -

3. The backup will start shortly and you can monitor the progress using the Live
Activities feature. Refer to Backup Status for further details.

Backup jobs that are currently running or finished within 1 hour.

Backup Status

Filter | Client Type v || User v || Registration Date v || User Group v
Login Name (Alias) | Owner | Backup Set Destination | Progress Estimated Time Left | Current File Transfer Rate
——
@ LinuxTest_1() - default-backup- @ Osec C\Users\Administrator\Documents\My Videos 243Kibit/s
AhsayCBS  100%
set-name-1
Microsoft Exchange Server\Microseit Information
——
@ LinuxTest_1 () - default-backup- 0sec Store\W2K8R2-XCH2K10\f0f60087-30a8-40a4-b42c- 7T0Kibit/s
AhsayCBS  100%
set-name-2 8d9453602259\Mailbox Database 0339251678.edb

You can also check the status of the server if it initiates backup through Manage
Backup User > Login Name > Backup User, check Pending and Status. Inthe
first screenshot below, after initiating the backup, you can see under the Pending
column that the backup has not started yet and the Status is “OK (no files backup
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up)”.

Backup User

Login Name (Alias) | Backup Set Destination Backup Type | Pending | Last Backup Status

(®) LinuxTest_1()
m default-backup-set-name-1
(& AhsayCBS Yes 08/15/2019 10:25:00 | OK { no files backed up )

E default-backup-set-name-2

Microsoft Exchange Server 2010

Database v

(9 AnsayCBs Mo 08/15/2019 10:21:00 OK

Once the start backup command is initiated, you can see under the Pending column
that the backup job is not pending anymore because it has started and its Status will
be changed to “Backup not yet finished”.

Backup User

Login Name (Alias) = Backup Set Destination Backup Type | Pending| Last Backup Status

(@) LinuxTest_1()
m default-backup-set-name-1

@ AhsayCBS No 08/15/2019 11:10:00 |Backup not yet finished

E default-backup-set-name-2

Microsoft Exchange Server 2010

Database v

(9 AhsayCas No 08/15/2019 10:21:00  OK

& @® X ?

NOTE

In cases when the client machine will be turned off for extended amount of time, the backup job
will remain pending until such time the machine is powered on. So, it is advisable to just cancel

the backup job. You can do this by selecting the backup set then clicking the Cancel
Backup button in the Backup User screen.
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Export Users’ Usage Statistics to CSV File

You can export the usage of your selected user(s) to a CSV (Comma Separated Value) file.
This format can be imported into spreadsheets or other applications for further analysis or

billing purposes.

www.ahsay.com

1.

3.

To export usage of users to CSV, select the desired users then click the Export
Users’ Usage Statistics to CSV button as shown below.

€ AhsayCBS

CERIVE user croup || Policy Group

Manage your backup users in this section.

Manage Backup User

| @ LinuxTest_1 {) - 8.1.150

You will see a .csv file being downloaded.

@ stat.csy N

Cpen
Always open files of this type

Show in folder

(]

5T}
[
m

When you open it, it will display the Login Name, Alias, Owner, Usage in bytes and

Quota in bytes.

A E C D E
1 |#MName Alias Cwner  Usage (Bytes) Quota [Bytes)
2 |FreeB5DTest 1] 52428800
3 |LinuxTest 629016 52428800
4 |LinuxTest_1 91997414 52428800

+ i 3 E= ) E ol A=Y Filter | Client Type v || User ¥ || Registration Date ¥ || User Group ¥ | Auto Update
Login Name (Alias) | Owner | Client Version Add-on Modules

v| @ FreeBsDTest) - - S u E] m

vl (@ LinuxTest() - 81150 i
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Below is a screenshot of the Statistics Usage Page, you can access this by going to
Backup / Restore > Users, Groups & Policies > Backup User Tab > Login Name >
Statistics:

For LinuxTest

Statistics for This User View | Grapn ¥
Select a destination
AhsayCBS v
Select a backup set
All backup sets v
Period
This Wesk v
Date 15-Aug
Go Destination AhsayCBS
Backup Set b2
350,001 Total Size 312,333
b1
300,00 b2
M b3
250,00
200,00
@
o
w
150,001
Date 15-Aug
100,001
Destination AhsayCBS
Backup Setb3
50,00
Total Size 4,350
_ 8
Frkug TZ-A0g TTAm T3ATg T5-Alig
Date
For LinuxTest_1
Statistics for This User View | Grapn *
Select a destination
AhsayCBS v
Select a backup set
All backup sets v
Period
This Week ¥
Date 15-Aug
Go
Destination AhsayCES
100,000,001 Backup Set default-backup-set-name-1
e FssutbEk iR set-name-1
default-backup-set-name-2
80,000,00
60,000,001
@
P
w
40,000,001 Date 15-2ug
Destination AhsayCES
Backup Set default-backup-set-name-2
20,000,00
Total Size  6.772.726
g TZ-ATG TT-ADG T2-A15 T5-Aug
Date
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Move/ Import/ Export Users

This function can be used to export users to a zip file and import users from a zip file.

You can also use this function to migrate backup users from one AhsayCBS server to

another AhsayCBS server, or to migrate users from their current user home to another user
home on the same server. This function is limited to system user with admin role.

Select the desired user, and then click the Move/ Import/ Export Users button as shown
below.

€ AhsayCBS

Backup user [[ESTET TSN

Manage your backup users in this section

Manage Backup User

+ i $ E=I 1 BE = Filter | Client Type ¥ || User ¥ || Registration Date ¥ || User Group ¥ || Auto Update ¥
Login Name ([Alias) Owner | Client Version Add-on Modules
(8) User_Account ) - 8.3.0.30 @
() User_Account () - 83.030 fa @
(@® User_Account2 () - - HE"“"‘“‘BE Q@ﬂ EE'

The following screen appears:

.

Move / Import / Export Users

hove user hame tul CAProgram Files\AhsayCBSuser ¥ |

Impor users tal CAProgram Files\AhsayCBSwser ¥ |

Exported zip file | Choose File | Mo file chosen

Overwrite existing users

Exportuserstofile

Include backup files

Move user home to — Export user from a user home to another user home on the
same AhsayCBS server .

Import users to — Import a previously exported user to the selected user home.

Export users to file — Export user profile and backup files to a zip file format.

NOTE

Please schedule a time with the backup user before migrating a user to another user home / to
another AhsayCBS. Ensure that the AhsayOBM / ACB client interface is closed, and that no
backup / restore job is performed during the migration.

It is highly recommended to temporarily suspend the backup user during the export / import

procedure.

It is not supported to import users that belong to AhsayCBS v8.1.0.0 or above to the old version
of AhsayCBS server.

www.ahsay.com
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Since the migration of a backup user to another user home / AhsayCBS may involve export
of the user profile and backup data, for user with a large amount of backup data, the time
required for the export may take a while. During the export, please do not restart the
AhsayCBS service or the server. In case of power failure or server shutdown, the export of
the user will fail.

Migrate users from one user home in D: drive to another user home in F:
drive within the same AhsayCBS

Assumptions:

© The backup users to be moved only have small amount of backup files.
© These users are located in D:\u001 to be moved to F:\u001.

Steps:
1. Login to the AhsayCBS and go to Backup/Restore > Users, Groups & Policies.

2. Select the user(s) to be migrated.

c AhsayCBS

Backup User [TEIET e

IManage your backup users in this section

Manage Backup User

+ W ﬁ R DE & Filter | Client Type ¥ || User ¥ || Registration Date ¥ || User Group ¥ || Auto Update ¥
Login Name (Alias) Owner | Client Version Add-on Modules
@ User_Account () - 8.3.0.30 [
® Ussr_Accountt () - 82030 NE
@® User_Acoount2 0 - - 2 S = i N A E1 R

3. Click the Move/ Import/ Export Users button.

4. Make sure the radio button of Move user home to is turned on and select the
dropdown box next to it. Choose the F:\u001.

Move / Import / Export Users

& Move user home te | DAWOD ¥

Import users to| D-wdd ¥

Exported zip file | Choose File | Mo file chosen

Cwenwrite existing users

Export users to file

Include backup files

5. Click to proceed.
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While there are two ways to migrate a user from one AhsayCBS server to another
AhsayCBS server:

Method 1: Export users including the backup files to a zip file.

Method 2: Export the user profile only to a zip file. Then manually copy the backup files
later directly to the destination AhsayCBS server.

Limitations:

)]

©

Migrating data on cloud storage or pre-defined destination is not supported.

Exporting and importing user profile and large amount of data.

Suggestions:

)]

]

Perform the export and import procedure for one user at a time, if exporting and
importing user profile and backup files.

Suspend the user during the export and import procedures to ensure that no backup /
restore job is performed during the migration.

If the exported “users.zip” file is not saved to a local destination, ensure that the
network between the AhsayCBS server and the save destination remain stable
throughout the export process.

For best result (performance and stability wise), it is recommended that:

@  The export and import operation of the backup user is performed directly on the
corresponding AhsayCBS server, or in the same LAN environment.

@  The exported “users.zip” files are copied directly onto the destination AhsayCBS
server, or a network drive in the same LAN environment.

For backup user with large amount of data, migrate the user by using Method 2.

@  Perform the user data export at a time when the resource usage is low on the
AhsayCBS server.

Assumptions:

www.ahsay.com

The user to be exported is located on AhsayCBS1, to be moved to AhsayCBS?2.

Before importing the user to AhsayCBS2, make sure that there is no backup user
with the same username on AhsayCBS2.

Backup data are stored directly on the AhsayCBS server.

The user should be removed on the original server (e.g. AhsayCBS1) after exporting
the user to the new AhsayCBS server. This is especially important if these
AhsayCBS servers are under the same Redirector setup.
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NOTE

Please kindly note that the default size limit for the users.zip file (including Users.xml and backup
data) to be imported to the different AhsayCBS server is 50G. If you want to change the size limit,
you need to change the number of “50” in the line of “<controller maxFileSize="50G"/>" in
“$CBS_HOME/webapps/cbs/WEB-INF/struts-config.xml” to be other value.

For users with large amount of backup data, an easier option to use is Method 2.

Please refer to the following article for further details about how migration of users between
different AhsayCBS under the same Redirector setup:
https://wiki.ahsay.com/doku.php?id=public:8024 fag:how to move user in_same_ ahsayr

dr_setup

It is best to use Method 1 when exporting a user that has only a relatively small amount of
backup data (i.e. like a few MB/GB) since this will be saved in a zip file. Otherwise, use
Method 2.jj

Method 1 -- Export a user (including data) from one AhsayCBS and import to

another AhsayCBS

Steps:

www.ahsay.com

1.

Login to the AhsayCBS1 and go to Backup/Restore > Users, Groups & Policies.

H%-.

LIsers, Gro
Policies

2. Select the user you need to export and click the Move/ Import/ Export Users button.

RN ser Group. [l Policy Group

IManage your backup users in this section.

Manage Backup User

+ 0 %R A B = Filter | Clignt Type v || User v || Registration Date v || User Group v || Auto Update v
Login Name (Alias) Owner | Client Version Add-on Modules
¥l (@ user_Account - 83030 [£3] REER
@® User_Account { - 83020 N REER
@ e s - - OEN-~NSCACENEE0COE0E
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3. Click on the Export users to file radio button and click on the Include backup files
check box to export the backup user data.

Move / Import / Export Users

() Move user home to | C:\Program Files\AhsayCESwser ¥ |

() Import users I::ul C\Program Files\AhsayCBSwser ¥ |

Exported zip ﬁlel Choose File | Mo file chosen |

D Cwenwrite existing users

(m) Exportusers to file
E Include backup files

4. Clickon to proceed. The system will prompt you to save the file (users.zip) in
your local machine. You need to have enough disk space to save the zip file. If the
user account has large backup sets, it is expected to wait for a long time.

5.  After exporting process, click ﬂ to go back to the Backup User Tab page.

6. Login to the AhsayCBS2 and go to Backup/Restore > Users, Groups & Policies.

2
Policies

7.  Click the Move/ Import/ Export Users button.

CEYDIRVE user Group [l Policy Group

Manage your backup users in this section.

Manage Backup User ©
........ Filter | Client Type v || User v || Registration Date v || User Group Y
|:| | Login Name (Alias) | Owner | Client Version | Add-on Modules |
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8. Click on the Import users to radio button and select the destination user home on
the AhsayCBS2 from the drop down list.

Move / Import / Export Users

Move user home to | C\Program Files\AhsayCBSwser ¥

# Impart users 0| C:\Program Files\AhsayCBSwser ¥

Exported zip file | Choose File | Mo file chosen

Owerwrite existing users

Export users to file

Include backup files

9.  Click on the Choose File button under the Import users to radio button. Select your
previous exported zip file.

Move / Import / Export Users

Move user home to | C:\Program Files\AhsayCBES\user v

e |mport usersto| Ch\Program Files\AhsayCES\user
Exported zip file | Choose File | users_zip

Cwerwrite existing users

Export users to file

Include backup files

10. If the overwrite option is selected, the user account on the AhsayCBS2 which has the
same username in the users.zip will be overwritten.

Move / Import / Export Users

Move user home to | C:\Program Files\AhsayCBES\user v

e |mport usersto| Ch\Program Files\AhsayCES\user
Exported zip file | Choose File | users_zip

W Overwrite existing users

Export users to file

Include backup files
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11. Click on to proceed.

12. Restart the AhsayCBS service and login to AhsayCBS2 to check the newly imported
user in the Backup User page.

Backup User m Policy Group

Manage your backup users in this section

Manage Backup User

+ @R B B k& Fiter| Client Type v || User v || Registration Date ¥ || User Group v || Auto Update v
Login Name (Alias) | Owner | Client Version Add-on Modules
@ User_Account) - 83.0.30 [£3] CER

13. After the entire migration process is completed, delete the original backup account on
AhsayCBS1. On the AhsayCBS web console of AhsayCBS1, under Backup User
tab, select the migrated user account and click on the Delete button to delete it.

C

Backup User m Policy Group

IManage your backup users in this section

Manage Backup User

+E" Ra B & e Filter | Client Type ¥ || User ¥ || Registration Date ¥ || User Group ¥ || Auto Update ¥
Login Name (Alias) Owner | Client Version Add-on Modules
Wl @ userAccount ) - 23030 3

0]

(® User_Account1 () - 83030

u [
(®) User_Account2 () - - E""‘"‘-‘u

o
CREREEEON EEE

O

While it is advisable to use Method 2 when exporting a user which has a large amount of
backup data. In this option only the user profile will be saved in a zip file and the backup
data will be manually transferred to the destination AhsayCBS server.

Method 2 -- Export a user from one AhsayCBS and import to another
AhsayCBS, afterwards manually copy the backup files to the destination
AhsayCBS server

Steps:

1. Login to the AhsayCBS1 and go to Backup/Restore > Users, Groups & Policies.

3, Gro
Folicies
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2.

Select the user you need to export and click the Move/ Import/ Export Users button.

Backup User

Policy Group

IManage your backup users in this section.

Manage Backup User ©

......@.. Fiherl Client Type ¥ ” User v ” Registration Date ¥ ” User Group ¥ ” Auto Update ¥ |[
D | Login Name (Alias) | Owner | Client Version | Add-on Modules

[ @ user_Accounty - 83030 [E3]

® User_Account! - 83030 NE

[ @ueeraccaum2 - FHEN---NEERECEERA O EEAE

Click on the Export users to file radio button.

Move / Import / Export Users

C) Maove user home tul CAProgram Files\AhsayCES\user v |

C) Import users tcrl C\Program Files\AhsayCBS\user v |
Exported zip file I Choose File | Mo file chosen |

|:| Cwerwrite existing users

(® Export users to file
|:| Include backup files

Click on to proceed. The system will prompt you to save the file (users.zip) in
your local machine. You need to have enough disk space to save the zip file. If the
user account has large backup sets, it is expected to wait for a long time.

After exporting process, click ﬂ to go back to the Backup User Tab page.

Login to the AhsayCBS2 and go to Backup/Restore > Users, Groups & Policies.
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7. Click the Move/ Import/ Export Users button.
€ AnsayCBS

XTSI user croup || Policy Group

IManage your backup users in this section.

Manage Backup User

+ W a R & DE Y Filter Client Type ¥ || User ¥ || Registration Date ¥ || User Group ¥ || Auto Update ¥

Login Name (Alias) | Owner | Client Version Add-on Modules

@® User_Account ) — 23030 53] BER

8. Click on the Import users to radio button and select the destination user home on
the AhsayCBS2 from the drop down list.

Move / Import / Export Users

Move user home to | CAProgram Files\AhsayCBS\wiser

) |mport users to| C\Program Files\AhsayCBES\user »

Exporied zip file | Choose File | Mo file chosen

Owerwrite existing users

Export users to file

Include backup files

9.  Click on the Choose File button under the Import users to radio button. Select your
previous exported zip file.

Move / Import / Export Users

Move user home to | CAProgram Files\AhsayCES\user

& |mport users to | Ch\Program Files\AhsayCES\user »

Exported zip file | Choose File |users (1).zip

Cwerwrite existing users

Export users to file

Include backup files
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10.

11.

12.

13.

If the overwrite option is selected, the user account on the AhsayCBS2 which has the
same username in the users.zip will be overwritten.

Move / Import / Export Users

Move user home to | CAProgram Files'\AhsayCES\user

¢ |mport users to | C\Program Files\AhsayCES\user

Exported zip file | Choose File | users (1).zip

" Overwrite existing users

Export users to file

Include backup files

Click on to proceed.

Restart the AhsayCBS service and login to AhsayCBS2 to check the newly imported
user in the Backup User page.

€ AhsayCBS

Backup User m Policy Group

IManage your backup users in this section.

Manage Backup User

+ G e 63 B R 2 & Fitter| Client Type ¥ || User ¥ || Registration Date ¥ || User Group ¥ || Auto Update v ||
Login Name (Alias) | Owner | Client Version Add-on Modules
@ User_Account () - 23.030 Fil @
® User_Accountt ) — 83030 u @

Go to the source AhsayCBS1 server and copy the backup files then paste to the
destination AhsayCBS2 server. The backup files are located in Program Files/
AhsayCBS/user/%username%. Copy the entire content to the destination
AhsayCBS2 server using the same location.

. User_Accountl

e

f\ /Jv| . = Local Disk {2} « Program Files = AhsawCBS « user = User_Accountl -

Organize *  Include inlibrary = Share with +  Kew Folder

Marme Date modified Type
, files 10/2902019 1:24 PM File folder
L 1572322526167 10/29/2019 12:17 PM File folder
L 1572312667310 100292019 9:31 AM File Folder
. db 100292019 6:01 AM File Folder
, pdf 10/25/2019 4;00 PM File folder
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Note: For backup files that has a large amount of data, it is advisable to compress
the files first before copying to the destination AhsayCBS server. Or you may also
use a third party application (i.e. WinSCP) to transfer files.

14. After the entire migration process is completed, delete the original backup account on
AhsayCBS1. On the AhsayCBS web console of AhsayCBS1, under Backup User
tab, select the migrated user account and click on the Delete button to delete it.

Backup User Policy Group

IManage your backup users in this section.

Manage Backup User

+Ea RARDRKE Filter | Clignt Type v || User v || Registration Date v || User Group v || Auto Update v
Login Name (Alias) Owner | Client Version Add-on Modules
® User_tccount ) - 83020 [£3] RER
¥l (@ user_Accounti (] - 82030 NE CEE

O
a[o]

(G
(@ User_Account2 () - - EEEM““‘E @@..ﬂ Em

Post-migration check:

© Check if the user has been copied to the destination AhsayCBS server by going to
Backup / Restore > Users, Groups & Policies > Backup User.

€ AhsayCBS

Backup User m Policy Group

IManage your backup users in this section.

Manage Backup User

+ i ﬁ R & B & I"_’ .'A' Filter | Client Type v || User ¥ || Registration Date v || User Group ¥ || Auto Update v | (
Login Name (Alias) | Owner | Client Version Add-on Modules
@ User_Account () - £.3.030 \ @
(® User_Account1 () — £.3.030 u k @

©  Also check if the backup sets were migrated by clicking on the Backup User Login
Name > Backup Set.

User Profile
Manage Backup Set
Backup Set
Settings + i ke
Report Name Type | Version | Owner Timezone Execute Job
ST defaultbackup-setname-1 (1571025053765) [ -~ w2kIBR2-std  GMT=-08:00 (CST) —

Effective Policy
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©  Also check from the Audit Trail if the user and backup were added. Go to
Administration Logs > Audit Trails, select the login name from the Filter.

SNMP Log Message History Activities Log Audit Trails

View the activity logs of all users on this server

Audit Trails
Filter| User_Account v || Type v | View | Today v
Timestamp | Type Message
11/07/2019 Routinelobin [Job][HourlyJob] User="User_Account’ BackupSet="default-hackup-set-name-1' missed backup job="2019-11-06-20-00-00",
outineJobinfo
02:00:19 timeZone="China Standard Time", offeet="8" hours. User reminded by email.
110772019
RoutineJobinfo  [Jeb][DailyJob] Cleaning retention area for 'User_Account
06:03:26
11/07/201%
06:03:26 RoutineJobinfo  [Job][DailyJob] Cleaning retention area for 'User_Account’ BackupSet="default-backup-set-name-1(1571025053766)
11/07/2019
15.0812 UserChangelLog [UserParam.addUser] Added a new user, ID = '1571018212851' Name = User_Account’
110772019
151338 UserChangelog [UserParam.addUser] Added a new user, ID = '1571018212851' Name = User_Account

Rebuild Storage Statistics

This option can only rebuild legacy backup sets created in version 6, which have not been
migrated to v8 block storage format. The option is used to enhance the accuracy of storage
statistics for the backup set created in version 6.

The time taken to complete a rebuild depends on a number of factors such as the number
of files / folders in the backup set(s), the number of backup sets, the hardware
specifications of your AhsayCBS server such as the disk 1/0 and CPU performance, and if
there are other resource intensive jobs running.

NOTE

Note that a backup set rebuild can only be started when there is no backup job running (of the
corresponding backup set), and vice versa.

To rebuild legacy backup set, click the Rebuild Storage Statistics button as shown below.

Backup User Policy Group

Manage your backup users in this section.

Manage Backup User

+ il ‘ RADB ﬁ@x Filter | Client Type v || User v || Registration Date v || User Group v || Auto Update

Login Name (Aliaz)  Owner Client Version Add-on Modules
(® FreeBSDTest () - 8.1.0.10 E m n !@ El
(® LinuxTest () - 3.1.0.10

0 e N 0
o - - LEEN==NBER:CEER0EE0E
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To check the progress or status of the Rebuild Storage Statistics job, go to [Monitoring]>

View the activity logs of all users on this server.

Audit Trails

Filter

sub2

Message
[UserParam.addUser] Added a new user, ID = '154762005

Timestamp Type

0116/2018 14:34:15 UserChangelog

Login Mame
FreeBSDTest
LinuwxTest
LinuxTest_1

Type

01/16/2019 16:54:21 RoutineJobinfo [Job][RebuildUserStorage][Rebuilding] User="sub2’' Home:

sub1
sub2

WindowsTest_1

sayCBS\usersub2’

[Administration Logs]>[Audit Trails], use the Filter “login Name” and select the backup user.

r

¥ | View| * Today

Rescan all user home directories

AhsayCBS added the feature of rescanning all user home directories. The feature ensures
the status of all user home is updated so that the backup sets under available user home
should be shown in the selecting list for Admin user account to exclude while the backup
sets under unavailable user home should not be listed during backup data migration. And
also if the user home is offline, the backup and restore job cannot be run properly, so the
feature helps confirm applying backup and restore job.

Backup User Policy Group

Manage your backup users in this section.

Manage Backup User

+ R e DA s

Client Version

Filter | Client Type v || User

Login Name (Aliag) = Owner

8.1.0.10

B ==

7]

(8) FreeBSDTest )
(® LinuxTest () 2.1.0.10

(@® LinuxTest_1 ()

v

Registr;

Add-on

N HE
A S (S 9]
NHEN- - NEE R CEEEON EHEE

ation Date v

Modules

User Group v || Auto Update -

The feature will be applied in the following 3 conditions:

1.

Startup AhsayCBS service.

www.ahsay.com
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2. Click on the Rescan all user home directories button, as shown in screen shot.

Backup User m Policy Group

Manage your backup users in this section.

Manage Backup User

+ ik RaDRKE Filter | Client Typl
Login Name (Aliaz) | Owner | Client Version

(@ FreeBSDTest () - 2.1.0.10
® LinuxTest {) - 2.1.0.10

(® LinuxTest_1 () - - E

3.  Run routine job (HourlyJob)

If there is user home offline, which may be caused by disk temporary unavailable,
user home directory rename, network drive disconnected or disk corrupted, a
message will pop up as shown in the following screen shot.

10.90.10.12 says

Backup User m (I ee oy The user home " for user 'subl’ is not available
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After clicking into the according user account, Home Directory will be blank.

User Profile General Backup Client Settings m

Backup Set General information of this user.

Settings

Report Basic

Statistics ID

Effective Policy 1547545043399
Login Name
sub1 Owner:
Password

n+NBRX9dNSpcWdMLyDgF+chgiOrF 0/ JuwEdé Hashed

Reset Password

Alias

Home Directory

Enable / Disable Two-Factor Authentication

You can enable or disable the 2FA for several users using this feature. The Enable /
Disable Two-Facto Authentication button will only be available once 2FA is selected in the
View filter. This feature is helpful when you want to enable or disable the 2FA of many
users at once and not do it per backup user. For more information please refer to the Two-
Factor Authentication section.

Backup User Policy Group

NManage your backup users in this section

Manage Backup User

+ i ﬁ RA B & 4 E Filter | Client Type ~ || User ~ || Registration Date v | | User Group v || Owner ~ | View | 2Fp N
Login Name (Alias) Owner Legacy Client Two-Factor Authentication Status
@ AGBWIn () - X Enabled Enable
@ MariaDBUser () - X Disabled Enable
(@) MobileUser () - X Disabled Enable

Select the backup user that you want to enable 2FA. Then click on Enable / Disable Two-
Factor Authentication button.

Manage Backup User
+ W a R & B & kX @ Filter | Client Type || User ~ || Registration Date v || User Group v || Owner | View | 2FA v
Login Name (Alias) Oowner Legacy Client Two-Factor Authentication Status
@ ACBWIn () - X Enabled Enable
o () MariaDBUser () - X Disabled Enable
o (®) MobileUser () - X Disabled Enable
www.ahsay.com 210
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Click Enable to enable 2FA for the selected backup users.

9 Two-Factor Authentication

Apply the following Two-Factor Authentication option to the
selected 2 user(s)

Login Name {Alias) | Owner

(®) MariaDBUser () —

(® MobileUser () -
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Managing Backup Users

After you have created a backup user in previous section, you can perform the following
operation for your users such as:

Customize backup users profile settings
Customize subscribed modules

Create backup sets

View backup/restore reports

View usage statistics

Manage the policies applied to a user

Update client software via the auto update agent
Send broadcast message to users

Export usage to a CSV file

Export users

Rebuild storage statistic applicable only for vé backup sets

Enable two-factor authentication

Accessing the Backup User

Click the login name of the backup user account you want to manage from the Backup
User tab.
€ ~hsayCBS
Backup User m

Manage your backup users in this section.

Manage Backup User

+ ‘ RaEBASEE Filter | Client Type v || User v || Registration Date v || User Group v || Auto Update v || Qwner v | View | * Default v
Login Name {Alias) | Owner | Client Version Add-on Modules Used / Client Host Limit | Status
(® FreeBSDTest () - 81010 u um El 1/ Unlimited Enable
@ LinuxTest ) - 8.1.0.10 m Lotum, u um m 1/ Unlimited Enable
@LlnuxTest_1 0 - - Emn_nﬂm!m@an [ﬁ]m 1/ Unlimited Enable
@ =10 - - Lotus. 1/ Unlimited Enable
@ sub2() - - 1/ Unlimited Enable

@ WindowsTest_1() 8.4.0.10 Emmﬂﬂﬂ!@@ﬂn cﬁ]m 1/ Unlirmited Enable
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The backup user account opens. You will see 6 tabs (User Profile, Backup Set, Settings,
Report, Statistics, Effective Policy), each of which is described in detail below.

User Profile LRI Backup Client Settings | Contact | Mobile Backup
Backup Set General information of this user.
Settings
Report Basic
Statistics D
Effective Policy 1600875039360

Login Mame

Cwner:

User Profile

The User Profile tab contains user backup account settings information, subscribed
modules, backup quota, subscription type, contact information, user group information and
security settings. It is located under Users, Groups & Policies > Backup User. Itis sub
divided into six tabs, as described below.

> General Tab

Backup Set General information of this user.
Settings

Report Basic

Statistics D

Effective Policy 1600875039360

Login Mame
Owner.

Alias

Home Directory

Subscription Type

Trial User
» Paid User

Suspend At

(dd-mm-yyyy)

Status

» Enable

ID — Machine generated numerical ID of the backup user.
Login Name — Name of the user used for logging in, cannot be modified.

Alias — Update the alias for this user.

© 0 0o o

Home Directory — path where user backup setting, reports and uploaded
AhsayOBM/AhsayACB client logs are stored, cannot be modified.

© Subscription Type — Change the type from Trial User to a Paid User, for
example after a user subscribes to backup service after a trial.
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Suspend At — Scheduled date to suspend this user’s account.

Status — Suspend or enable locked accounts.

Upload Encryption Key — Enable or disable the “Upload Encryption Key” feature.
Language — Preferred language for all email reports of the backup user.
Timezone — Update the time zone of the backup user.

Notes — Add or update notes about this user, this can be modified by the
administrator or user.

Backup Client Settings Tab

User Profile [EEEEN  Backup Client Settings [0l Mobile Backup

Backup Set Settings of the client backup agent for this user
Settings
Report Backup Client

Statistics = AhsayOBM User AhsayACE User

Effective Policy

Add-on Modules

Microsoft Exchange Server Microsoft SQL Server

m MySQL Database Server E Oracle Database Server
istes Lotus Domino tstms L otus Notes
E ‘Windows System Backup E Windows System State Backup
Viiware | Guest Wi w || 10 ﬂ Hyper-V | GuestvM ~ |10
ShadowProtect System Backup
m MNAS - Synology

@ Continuous Data Protection

I irn-Fie Delta

E] Office 365 Backup |10

2] nas-anep
Mobile (max. 10)

Volume Shadow Copy

SRR RRRRAS R

o

v

v

b

b

v E Microsoft Exchange Mailbox | 10
v

vy

o

v OpenDirect / Granular Restore |10
v

MariaDB Database Server

Quota
Unlimited storage space for the destination not shown in the following table

+ i

Destination Quota

(3 AhsaycBs 50.0 Mbytes w
(If preempted mode is enabled in policy seffings, the quota settings are disabled)

Client host limit

Maximum number of host [Used: 1]
Run Direct
Maximum number of Vi [Used: 0]

Backup Client - Type of backup user account, AhsayOBM or AhsayACB. In
case you need to change the backup client type, it is better to check if there are
existing backup sets in the backup account. For example, if you have an
AhsayOBM user account with Exchange backup set and you change the account
type to AhsayACB, the Exchange backup set will not be run due to the backup
client type does not match.
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© Add-on Modules — Below is a short summary of the add-on modules available
for both AhsayOBM and AhsayACB

Add-on
Module

Reference

AhsayOBM

AhsayACB

Microsoft
Exchange
Server

Backup and restore of Microsoft
Exchange Server.

Refer to the following link for how to
use Microsoft Exchange Database
Server with AhsayOBM client:
Ahsay Online Backup Manager v8

Microsoft Exchange Database Backup
and Restore Guide

Microsoft
SQL
Server

Backup and restore of Microsoft SQL
Server.

Refer to the following link for how to
use Microsoft SQL Server with
AhsayOBM client:

Ahsay Online Backup Manager v8
Microsoft SQL Server Backup and
Restore Guide

MySQL
Database
Server

Backup and restore of MySQL
Database Server.

Refer to the following link for how to
use MySQL Database for the
Windows platform with AhsayOBM
client:

Ahsay Online Backup Manager v8 MySQL

Database Backup and Restore for
Windows

Refer to the following link for how to
use MySQL Database for the Linux
platform with AhsayOBM client:

Ahsay Online Backup Manager v8 MySQL

Database Backup and Restore for Linux

(CLH

Oracle
Database
Server

Backup and restore of Oracle
Database Server on Windows and
Linux platforms.

Refer to the following link for how to
use Oracle Database Server for the
Windows platform with AhsayOBM
client:

Ahsay Online Backup Manager v8 Oracle
Database Server Backup and Restore for
Windows

Refer to the following link for how to
use Oracle Database Server for the
Linux platform with AhsayOBM client:
- Ahsay Online Backup Manager v8
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https://download.ahsay.com/support/document/v8/guide_obm_user_exchange_database_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_exchange_database_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_exchange_database_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_mssql_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_mssql_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_mssql_v8.pdf
https://www.ahsay.com/download/download_document_v8_obm-user-guide-mysql-win.jsp
https://www.ahsay.com/download/download_document_v8_obm-user-guide-mysql-win.jsp
https://www.ahsay.com/download/download_document_v8_obm-user-guide-mysql-win.jsp
https://download.ahsay.com/support/document/v8/guide_obm_user_mysql_nix_cli_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_mysql_nix_cli_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_mysql_nix_cli_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_oracle_win_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_oracle_win_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_oracle_win_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_oracle_nix_gui_v8.pdf
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Oracle Database Server Backup and
Restore for Linux (GUI)

- Ahsay Online Backup Manager v8
Oracle Database Server Backup and
Restore for Linux (CLI)

Lotus
Domino

Backup and restore of Lotus Domino.

Lotus
Notes

Backup and restore of Lotus Notes.

Windows
System
Backup

Backup and restore of Windows

System Backup.

Refer to the following link for how to

use Windows System Backup with

AhsayOBM and AhsayACB clients:

- Ahsay Online Backup Manager v8
Microsoft System Backup and Restore

Guide
- Ahsay A-Click Backup v8 Microsoft
System Backup and Restore Guide

Windows
System
State
Backup

Backup and restore of Windows
System State Backup.

Refer to the following link for how to
use Windows System State Backup
with AhsayOBM client:

Ahsay Online Backup Manager v8
Microsoft System State Backup and
Restore Guide

VMware

Backup and restore of VMware guest
VMs.

Refer to the following link for how to
use VMware VCenter/ESXi with
AhsayOBM client:

Ahsay Online Backup Manager v8
VMware vCenter/ESXi Backup and
Restore Guide

Hyper-V

Backup and restore of Hyper-V guest
VMs.

Refer to the following link for how to
use Microsoft Hyper-V with
AhsayOBM client:

Ahsay Online Backup Manager v8
Microsoft Hyper-V Backup and Restore
Guide

Microsoft
Exchange
Mailbox

Backup and restore of Microsoft
Exchange Mailboxes.

Refer to the following links for how to
use Microsoft Exchange Mailbox with
AhsayOBM client:
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https://download.ahsay.com/support/document/v8/guide_obm_user_oracle_nix_gui_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_oracle_nix_gui_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_oracle_nix_cli_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_oracle_nix_cli_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_oracle_nix_cli_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_ms_system_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_ms_system_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_ms_system_v8.pdf
https://download.ahsay.com/support/document/v8/guide_acb_user_ms_system_v8.pdf
https://download.ahsay.com/support/document/v8/guide_acb_user_ms_system_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_ms_systemstate_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_ms_systemstate_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_ms_systemstate_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_vmware_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_vmware_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_vmware_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_hyperv_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_hyperv_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_hyperv_v8.pdf
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Ahsay Online Backup Manager v8
Microsoft Exchange 2007/2010/2013 Mail
Level Backup and Restore Guide

Ahsay Online Backup Manager v8
Microsoft Exchange 2016/2019 Mail Level
Backup and Restore Guide

NAS -
Synology

Backup and restore of file on
Synology NAS devices. Starting from
AhsayCBS v8.3.0.0 CAL is deducted
from the total NAS CAL.

Refer to the following link for how to
use the Synology NAS with
AhsayOBM client:

Ahsay Online Backup Manager v8 Quick
Start Guide for Synology NAS

Refer to the following link for a list of
Synology hardware compatible with
AhsayOBM:

FAQ: Ahsay Hardware Compatibility List
(HRL) for AhsayOBM on Synology NAS
(8017)

NAS -
QNAP

Backup and restore of file on QNAP
NAS devices. Starting from
AhsayCBS v8.3.0.0 CAL is deducted
from the total NAS CAL.

Refer to the following link for how to
use the QNAP NAS with AhsayOBM
client: Ahsay Online Backup Manager v8
Quick Start Guide for QNAP NAS

Refer to the following article for the
list of QNAP NAS models and
supported list:

FAQ: Ahsay Hardware Compatibility List
(HRL) for AhsayOBM on QNAP NAS

(8018)

Shadow
Protect
System
Backup

Backup and restore of Shadow
Protect System image (requires
Shadow Protect)

Volume
Shadow
Copy

Volume Shadow Copy to support
open file backups on Windows
platform.

Continuous
Data
Protection

A backup will be made whenever this
is a change (between 1 min to 12
hour intervals) for Windows platform
only.

In-File
Delta

When enabled only the changes since
the last backup job is backed up.
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https://download.ahsay.com/support/document/v8/guide_obm_user_exchange_mail_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_exchange_mail_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_exchange_mail_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_exchange_2016_mail_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_exchange_2016_mail_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_exchange_2016_mail_v8.pdf
https://www.ahsay.com/download/download_document_v8_obm-quickstart-synology.jsp
https://www.ahsay.com/download/download_document_v8_obm-quickstart-synology.jsp
https://wiki.ahsay.com/doku.php?id=public:8017_faq:ahsay_hardware_compatibility_list_synology_nas
https://wiki.ahsay.com/doku.php?id=public:8017_faq:ahsay_hardware_compatibility_list_synology_nas
https://wiki.ahsay.com/doku.php?id=public:8017_faq:ahsay_hardware_compatibility_list_synology_nas
https://www.ahsay.com/download/download_document_v8_obm-user-guide-qnap-nas.jsp
https://www.ahsay.com/download/download_document_v8_obm-user-guide-qnap-nas.jsp
https://wiki.ahsay.com/doku.php?id=public:8018_faq:ahsay_hardware_compatibility_list_qnap_nas
https://wiki.ahsay.com/doku.php?id=public:8018_faq:ahsay_hardware_compatibility_list_qnap_nas
https://wiki.ahsay.com/doku.php?id=public:8018_faq:ahsay_hardware_compatibility_list_qnap_nas
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Mobile

Backup and restore of Mobile (i0S
and Android)

Refer to the following links for
instructions on using the Ahsay
Mobile for Android and iOS platforms.
Ahsay Mobile User Guide for Android and
i0S

Office 365

Backup and restore of Office 365
mailboxes, OneDrive and SharePoint
files.

Refer to the following link for
instructions on using the Office 365
with AhsayOBM.

- AhsayOBM v8 User Guide - Office365

Backup & Restore for Windows
- AhsayOBM v8 User Guide - Office365

Backup & Restore for Mac

OpenDirect
[ Granular
Restore

For OpenDirect and Granular

Restore.

Refer to the following link for

instructions on using OpenDirect /

Granular Restore.

- Ahsay Online Backup Manager v8
Quick Start Guide for Windows

- Ahsay A-Click Backup v8 Quick Start
Guide for Windows

- Ahsay Online Backup Manager v8
Microsoft Hyper-V Backup and
Restore Guide

- Ahsay Online Backup Manager v8
VMware VM Backup and Restore
Guide

MariaDB
Database
Server

Backup and restore of MariaDB
Database Server.

Refer to the following link for how to
use MariaDB Database Server for the
Windows platform with AhsayOBM
client:

Ahsay Online Backup Manager v8
MariaDB Database Server Backup and
Restore for Windows

Refer to the following link for how to
use MariaDB Database Server for the
Linux platform with AhsayOBM client:
Ahsay Online Backup Manager v8
MariaDB Database Server Backup and
Restore for Linux (CLI)

218



https://www.ahsay.com/download/download_document_v8_mobile-getting-start-guide-backup.jsp
https://www.ahsay.com/download/download_document_v8_mobile-getting-start-guide-backup.jsp
https://www.ahsay.com/download/download_document_v8_obm-user-guide-365-win.jsp
https://www.ahsay.com/download/download_document_v8_obm-user-guide-365-win.jsp
https://www.ahsay.com/download/download_document_v8_obm-user-guide-365-mac.jsp
https://www.ahsay.com/download/download_document_v8_obm-user-guide-365-mac.jsp
https://www.ahsay.com/download/download_document_v8_obm-quickstart-windows.jsp
https://www.ahsay.com/download/download_document_v8_obm-quickstart-windows.jsp
https://www.ahsay.com/download/download_document_v8_acb-quickstart-windows.jsp
https://www.ahsay.com/download/download_document_v8_acb-quickstart-windows.jsp
https://download.ahsay.com/support/document/v8/guide_obm_user_hyperv_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_hyperv_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_hyperv_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_vmware_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_vmware_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_vmware_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_mariadb_win_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_mariadb_win_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_mariadb_win_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_mariadb_nix_cli_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_mariadb_nix_cli_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_mariadb_nix_cli_v8.pdf
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NOTE

For IBM Lotus Domino/Notes, and StorageCraft ShadowProtect modules, starting from
version v8, software development work related to these modules will be discontinued.

There will be no further enhancements or bug fixes for these modules. However, to allow
existing users to continue using them after upgrading to version v8, these modules will still
be available in AhsayOBM'’s backup set type option list. Ahsay support team will continue to
provide best effort support for these modules until further notice.

© Quota—list all the predefined destinations and AhsayCBS associated with the
user account and the backup quota of each destination for the user account can
be set.

Quota
Unlimit storage space for the destination not shown in the following table
+ i
Destination Quota

@ AhsayCBs 50.0 Mbytes

(If preempted mode is enabled in policy settings, the quota settings are disabled)

NOTE

Please kindly note that the local destination will not be included.

@ Quota management for individual predefined destination is available for
AhsayCBS. For previous version before version 8.1.0.0, only a total quota
storage can be set and you cannot configure individual quota for predefined
destination, which is shown as following.

Quota

5000.0

Per Destination

Destination Quota

(@ AhsayCBS(-) 0.0
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If your AhsayCBS was upgraded from a previous version to 8.1.0.0 or above,
for users with pre-existing predefined destinations and AhsayCBS, the

quota settings for each predefined destination and AhsayCBS will be set
according to different situation.

For example

Situation-1: the previous total quota setting is 5000Gbytes, and the quota
storage setting for AhsayCBS was default setting.

Quota

Per Destination

Destination Quota

@ AhsayCBS(—) 0.0

After the upgrade, the new quota setting for AhsayCBS will be 5000Gbytes.
Quota

Unlimit storage space for the destination not shown in the following table

+ W

Destination Quota

@ AhsayCBS 5000.0 Ghytes ¥

(If preempted mode is enabled in policy settings, the quota settings are disabled)

Situation-2: the previous total quota setting is 5000Gbytes, and the quota
storage setting for AhsayCBS was 100Gbytes.

Quota

Per Destination

Destination Quota

(@ AhsayCBS(-) 100.0
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After the upgrade, the quota setting for AhsayCBS will maintain to be
100Gbytes.

Quota

Unlimit storage space for the destination not shown in the following table
+ il
Destination Quota

@ AhsayCBS 100.0 Ghytes |»

{If preempted mode is enabled in policy settings. the quota settings are disabled)

@ For the destination not shown in the Quota table, the storage space is
unlimited. If you want to limit storage space to according destination, please
ensure to add the destination here and assign the quota appropriately.

NOTE

Please kindly note that only the destinations already defined by the backup sets can
be shown and added to be the backup destination for the backup user.

@ |If preempted mode is enabled in Backup/ Restore > Users, Groups &
Policies > Policy Group > %policygroup% > User Settings > User Quota, the
guota settings here will be disabled and cannot be modified.

Quota

Unlimit storage space for the destination net shown in the following table
=
+ il
Destination Quota

(= #nsayces

& Ironvaultstor

(If preempted mode is enabled in policy settings, the quota settings are disabled)

NOTE

The backup quota of a VMware VDDK backup set should be set to a value that is
higher than the provision size. Even if the backup only upload the actual usage, if the
quota is smaller than the provision size, the backup would fail with quota exceed.

© Client Host Limit - Set the maximum number of host machine or devices the
backup user can install AhsayOBM/AhsayACB on.

© Run Direct — Set the maximum number of VMs for VM Run Direct restore on
AhsayCBS for this user.
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> Contact Tab

Backup Set Contact information for this user.

Settings

Report Manage Contact Information

Statistics + ..

Effective Policy
Name Email Encrypt Email
Ahsay ahsay@gmail.com Mo

You can configure the client contact here for them to receive backup or restore reports.

» User Group Tab

Backup Set Below is the list of user group this user was assigned 1o

Settings

Report Manage User Group

Statistics + ...

Effective Policy
Name Owner No. of users
All Users - 1

You can assign the user to an existing/assigned user group. When you drag the user

group with the side button, it will affect the sequence of the policy rules that will apply
to the user.

> Authentication Tab

Backup Set Password
Setlings
Password
[REEa Hashed
Statistics

Reset Password
Effective Policy

Two-Factor Authentication ':]

Last Successful Login

Time: 10/28/2020 17:35:16 CST
IP address: 180.191.163.150
Browser / App: AhsayOBM
Mobile Device: -

© Password — Shows the password of the user in hashed format. The password
can also be reset here in case the user forgot the current password.

1. Click ResetPassword 4 reget the password.
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2. Enter the new password and confirm the password.

Password

Mew Password

Confirm Password

3. Click to save.

© Two-Factor Authentication — Add another layer of security for the account by
enabling the two-factor authentication here for the user. Aside from the
password, they will be required to approve the login request in the Ahsay Mobile
app or enter the one-time passcode that is generated in the third-party TOTP
Authenticator app.

Slide the switch to the right to enable Two-Factor Authentication. Then click
to save.

Two-Factor Authentication I

Registered Mobile Davice(s)
+ il

Device Name Verified Last Verified Time

The backup user will be required to register a device for 2FA on their next login.
For more information on how to register a device please refer to Ch. 3.

NOTE

Please note that the Two-Factor Authentication settings will only be
available if the Two-Factor Authentication feature is switched on in System
Settings > Basic > Two-Factor Authentication (2FA). Adding the device
will be done by the backup user, it will be automatically added once the
user’s device has been paired with the backup user account upon log in.
For more details please read Two-Factor Authentication.

O Last Successful Login — It shows the date and time the user last logged in.
Also shows the IP address, browser or application used during log in and mobile
device used in 2FA (if enabled). This changes everytime the user logs in.
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For old backup accounts using Twilio, this will be the screen displayed.

User Profile | General || Backup ciient settings || contact || user croup JEENTURLRIERIREN mobite Backup
Backup Sel
E Password
Settings
Password
R Hashed

Statistics
Reset Password

Effective Policy

Security Settings I
Phone numbers for SMS authentication
e
+ i
Phone Verified Last Verified Time
+63-9254936123 E 10/09/2020 17:53:43 CST

Last Successful Login

Time: 10/09/2020 17:53:43 CST

IP address: 180.191.179.31

Phone number (MFA): 63-9254936123
Browser / App: Windows / Chrome
Mobile Device: --

Security Settings — Add another layer of security for the account by configuring
the two-factor authentication here for the user. Aside from the password, they
will be required to enter a passcode that will be sent to them through SMS.

1. Click + to add a phone number where the passcode will be sent.

Security Settings I
Phone numbers for SMS authentication
=+ il
Phone Verified Last Verified Time

2. Select the Country Code and enter the phone number.
Security Settings

Please enter a new phone number for SMS authentication

‘Coumry Code v |

3. Click to save.

NOTE

Please note that the Security Settings will only be available if the Twilio
Credentials Verification is switched on in System Settings > Basic > Two-
Factor Authentication (2FA). Adding the phone number is optional, it will
be automatically added once the user's phone number has been verified
upon log in. For more details please read Two-Factor Authentication.
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> Mobile Backup Tab

Backup Set
Mobile Backup
Settings
Registered Mobile Device(s)
Report
L Device Name Backup Destination
Statistics

Effective Policy

The Mobile Backup tab will only be displayed if the Mobile add-on module is enabled
for the backup account. It will display the name of the mobile device(s) registered for
backup with the corresponding backup destination.

User Profile m Backup Client Settings m m Authentication Mobile Backup
Backup Set ;
e Mobile Backup
Settings
Registerad Mobile Device(s)
Report
Device Name Backup Destination
Statistics
iPhone 6s D:\backup\iPhone 6s\1605251834187
L Galaxy A70 D-\backup!Galaxy A70V505260563030
Oppo D-\backup\Oppot 1605260847649
Galaxy Tab A (8.0°, 2019) D-\backup\Galaxy Tab A (8.0 . 2019)116052562364768
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Backup Set

This function is used to create backup sets for this user account. In some cases, you may
need to create backup sets first before you install a backup client on the client machine, or
it may be an alternative option for administrator to create/modify a backup set for Linux
users with no graphical interface, or there may be access restrictions for administrator to
access the backup machine again after the backup client installed.

The following shows the Backup Set tab under Users, Groups & Policies > Backup User.

User Profile
Manage Backup Set

Backup Set
Settings + i ke
Report Name Type | Version | Owner Execute Job
Statistics Daily File Backup (15474360903857) m - w2k16R2-std GMT+08:00 (CST) -

. . ily Fi 2 (1547 281) - U 2 8:00 ( -
Effective Policy Daily File Backup 2 {(1547536541281) m w2k16R2-std GMT+08:00 (CST)

Daily Backup 3 (1547543003242) m - w2k16R2-std GMT+08:00 (CST) -

Timezone information will be automatically updated when user login client backup agent,
such as AhsayOBM and AhsayACB, or perform backup job to avoid the false alarm of
missed backup job.

Accessing the Backup Set

Click the backup set name of the user account you want to manage from the Backup Set
tab. It is sub divided into the following tabs:

© General © Source © Backup
Schedule
© Continuous © Destination © In-File Delta
Backup
© Retention Policy © Command Line © Reminder
Tool
© Bandwidth © |P Allowed for © Others
Control Restore
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General

Source

General

D
Backup Schedule 1547436000857

Continuous Backup

o Name
Destination Daily File Backup
In-File Delta

] i Owner
Retention Policy w2k16R2-s5td

Command Line Tool

Backup set type
Reminder

Bandwidth Control

IP Allowed for Restore

Windows User Authentication
Others

Domain Name {e.g. mycompany.com) { Host Name
10.90.10.40

User name
administrator

Password

Recovering Encryption Key via AhsayCBS Web Console

It is possible to engage the AhsayCBS v8 Encryption Key Recovery Service via the
AhsayCBS web console under the Others menu of this section. Click here for details on
the scope of this professional service.

Required Permission

Only system user with Admin role has the right to access the Recover Encryption Key
feature via AhsayCBS web console.

Required Settings

Encryption key is recoverable only if the following three settings are ENABLED:

© The Upload Encryption Key feature in the Encryption Key section under the Users,
Group & Policies > Policy Group > %Policy Group Name % > User Settings menu
which applies to the corresponding backup set.

© The Encryption Recovery feature under the Profile > Encryption Recovery menu in
your AhsayOBM or AhsayACB.

© The Upload Encryption Key feature under the Users, Group & Policies > Backup
User > %User Name % > User Profile of the backup user requesting for key recovery.

With these three features on, encryption keys will be uploaded to the backup server during
the backup process, so as to make recovery possible.
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Preparation before Getting Started

Make sure the following items are valid before getting started with the encryption key
recovery process.

© Valid login credentials to log on to the Ahsay Shopping Centre.

© Valid maintenance. For inquiries about maintenance, please contact our Sales Team
at partners-kb@ahsay.com.

Encryption Key Recovery for Branded AhsayCBS

Background

If your AhsayCBS is branded, the Recover Encryption Key feature is HIDDEN by default. This
measure is enforced to prevent backup users from accessing the Ahsay Shopping Centre
directly after clicking the Recover Encryption Key button under a branding environment.

What is a branded AhsayCBS

Your AhsayCBS is considered “branded” when the following criteria are met:

Under the System Settings > Basic > Administrative Access > %system user% > Rebrand
Web Console > User Interface page in the web management console, if any one of the
following parameters is not empty or not holding default image:

Title Product Name User Interface logo Report logo

AhsayCBS logo AhsayOBM logo AhsayACB logo

Force enable the Recover Encryption Key feature

The Recover Encryption Key button can be forced to show by enabling the debug option as
shown below in the cbs.opt file under the %CBS_INSTALL%\conf folder. This debug option will
make the Recover Encryption Key button visible to backup users even if the AhsayCBS is
branded.

com.ahsay.cbs.system.config.accounts.editSysUserBean.ShowRecoveryEncryptionKeyBt
n.debug=true

www.ahsay.com
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Recovery Steps

Follow the steps below to submit an encryption key recovery request.

1. Click on the backup set, which you wish to recover the encryption key for, under the
Manage Backup Set section.

2. Navigate to the Others tab.

General

Temporary Directory
Source

Temporary directory for storing backup files
EEEEEEE C:\Users\ddministratoritemp

Continuous Backup

w*| Remove temporary files after backup
Destination

In-File Delta Follow Link

Retention Policy
w#| Follow link of the backup files

Command Line Tool
Reminder Volume Shadow Copy

Bandwidth Control w#| Enable Windows' Volume Shadow Copy for open file backup

IP Allowed for Restore

Support of opening backup data directly without restoration

Compressions

Select compression type

Fast (Compressed size larger than normal) v

Encryption

Backup user password is used as the encrypting key since "User Password” encryption type has
been applied to thiz backup set

e

Encrypting key

Algorithm AES

Method CBC

Keay length 256
Recover Encryption Key

3. Look for the Encryption sub-section on this page and click on the Recover
Encryption Key button.

Encryption

Encrypting key e
Algarithm AES
Fethod CBC

rith 28R

Recover Encryptian Key
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You will be prompted to log in to the Ahsay Shopping Centre as shown below, if you
have not done so yet.

AHJT1] " Ansay Backup software

Home | About Ahsay™ | News | Forums

Partners Login

Login as Ahsay Partner and continue accessing
shop.ahsay.com

Username:
Password:
Login  Reset
User Registration

Already a Partner?

If you do not have the login password, please enter your
registered email to reset the password.

Registered Email:

Reset Password

Upon successful login, you will be re-directed to the Ahsay Shopping Centre to
proceed with the encryption key recovery process. You will see a page with your
User ID, license information and backup set name listed as shown.

[- Recovery Encryption Key Option

Please select the Recipient Email Address for generating the Invoice.
Double check the helow information and confirm the information are correct.
Imvoice will not he generated if below information is/are missing.

User ID : 114562

Product Key : ePo7z-axPWi 06kgP-MAW3gP-iw
Licensee Name : 15169AhC123

Backup Set Name : default-hackup-set-name-4

Recipient t| steven.tse@ahsay. com ¥

<+ Generate Now
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In the Recipient drop-down menu, the backup user’s email will be selected as the
primary recipient of the decrypted key by default, provided that the backup user has
provided an email in his/her user profile. Otherwise, the decrypted key will be sent to
you instead, where you can choose to deliver to either your Primary or Alternative

Email registered under your account.

Click Generate Now when you are ready to proceed.

# Home e Ofer elovoice s Log e Profile .Lugaut(15169Ab0123)

4, ContfactUs

0 fternis) - HKDO.00 5[ |Shopping Cart ‘24 How

Last updated: 2017-01-1

Please select the Recipient Email Address for generating the Invoice.
Double check the below information and confirm the information are correct.
Invoice will not he generated if below information isiare missing.

User ID : 114562

Product Key : ePo7z-axP/-06kgP-MW3gP-'w
Licensee Name  : 15169AbC123

Backup Set Name : default-backup-set-name-4
Recipient

<+ Generate Now

DE‘|919 View Namel’ Payment Pending Invoices ¥

| Invoice No. Company Hame Amount (HK$) Outstanding Amount (HK$) Invoice Date Payment Pay By Client No. Delivery

) 345428 16169AhC123 HKE780.00 HK$780.00 2017-01-09 Processing S5-000-009-126 Pending
Recovery Encryption Key Option =

© 19899 - 2017 Ahsay Systerns Corporation Limited. All rights reserved

You will then be taken to the Invoice page where you can confirm the details of the
Encryption Key Recovery Service and the service price. Click the Pay Now button

when you are ready to proceed with payment.

Edit Invoice

Invoice No. : 345459
Client No. : 5-000-009-126
Company Name : 15169AhC123
Address : Ahsay
Pay By : 5-000-009-126

Invoice Date © 2017-01-19
Invoice Expiry Date - 2017-01-28

Invoice Details

Payment

[tems
EREdit

Description Qty

Unit Price (HK$)

Amt (HK$)

AhsayCBS w7 Encryplion Key Recovery Service

Clations-

Product Key=eP o7z axF - DikgP- b3 P-ioy 1
Licensee Name=15163ApC123

Contact Email=steven tse@ahsay.com

Backup Set Name=default-backup-set-name-4

Total Arnaunt

HK$380.00

HK$380.00

HKE330.00
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8. Select the desired payment method on this page. You are strongly recommended to
pay by Credit Card so that the payment can be confirmed immediately in order to
expedite the recovery process. Click OK when you are ready to proceed.

Bwmira Mo - TARETA Brwsnien Poatn 204 F 0490 EESESRSRISEISIIIIINISIIIIII

Make Payment

Invoice ID ©  34R571
Total Amount :  HK§200.00
II Payment Method : | Credit Card
Credit Card
L
Bark In (Hong Kong Customers Only)

Cheque (Hong Kong Custormers Only)
*Purchase depositwill be used autormatically iTthere are applicable fems

Credits

Withdraw ttem In Stock

Furchase Deposit HK$30,020.00

m Cancel

9. Depending on the payment method you have selected, you will be taken to the
corresponding page to process your payment. Follow the relevant on-screen
instructions to confirm the payment.

10. When the payment is processed successfully, you will be re-directed to the Invoice
page again with the green icon labeled Paid as shown.

The Encryption Key Recovery request process is now completed.

Edit Invoice

Invoice No. : 345459 Invoice Date : 2017-01-19
Client No. : 5-000-009-126 Invoice Expiry Date : 2017-01-26
Company Name : 15163AbC123

Address : Ahsay
Pay By - 5-000-008-126

Invoice Details Payment Delivery

[tems
[+ [

Description Qty Unit Price (HK$) Amt (HK$)

AhsayCBE vT Encryption Key Recovery Service

Ootions:

Product Key=eP 072 2:FUi-08kqP- M3 gP- i 1 HK$390.00 HKE380.00
Licensee Name=15160AbC123

Contact Email=stewen.tse@ahsay com

Badwp Set Mame=defaultbadkup-setname-4

Purchase Deposit (HK§350.00)

Tatal Amount HKE0.00

11. The decrypted key will be delivered to the selected email within 15 minutes after the
payment has been confirmed.
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12. Below is a sample of the email with the decrypted key delivered.

Fromt  localhost < Delivery @Servic.com =

To: ‘gavin.fu@Servic.com' <gavin.fu@Servic.com:

Date:  07/04/2017 11:58 AM

Subject: Service Delivery of Encryption Key Recovery Service - Ref#393022

Dear Customer,

Thank you for your continual support.
Delivery items:

Feference #393022

Item : Encryption Key Recovery Service

Backup Set Name : Admin-BackupSet
Backup Set Encryption Key : AbC1235%
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Settings

The Settings tab allows user to backup client to log the optional events, besides
AhsayOBM/ AhsayACB logs, to the Windows event log. This feature is supported on
AhsayOBM/AhsayACB clients installed on Windows platform only.

Windows event log

) gL e B e | =T |

€ TR hpnd 10ZREEE 1 nce Edbiller, ok & || Fesweh TE @8 K =
User Frofile -
Windows Event Log —_l
Backup Set
L
Reput of type
Slatictios ke Errar - b Woarmning b ko
Effective Pdlicy Log option
S Proiile Sl Saltware Updale
Z Backup ~ Rapart
W Rastore: “ 1 lities
e Sarice (COP & Schaduen) » Lagin! Logout

© Logtype — There are 3 log types: Error, Warning and Info. Select any of the 3 log
types, they will be logged in the Windows event log.

© Log option - Select the desired log option to be captured in the Windows event log.
Currently there are 8 different log options: Profile, Backup, Restore, Service (CDP &
Scheduler), Software Update, Report, Utilities, Login/ Logout.

The events are logged in the Windows event log and can be view from the Windows Event
Viewer:

Bl Event Viewer [_[O[x]

File Action Wiew Help

le= 2[EHE

1] Event Yiewer (Local) Ahsay Online Backup Manager  huml 0 Actions
5 Custom Wiews "
a Winclows Logs Level Date and Time Source Event ID | Task C... ] =
() [ Applications and Services Lags Information  B/1&[2016 7:43:11 PM obm 257 Hone = Open Saved Log...
8 :\vs2 Online Backup Manager Information  B/18/2016 7:41:31 PM abm 257 Hone T
£ CloudBacko Pral Information  B/18/2016 7:41:30 PM abm 257 Mone =
£| Hardware Events Information  B/18[2016 7:41:30 PM obm 257 Mone Impart Custom View. .
g:l Internet Explorer Information 6/18/2016 7:41:30 PM abm 257 Mone Clear Log
] Key Management Service Information  8/18/2016 7:41:22 PM obm 257 Mone
| Microsoft InFormation 8/18/2016 7:41:22 FM abm 257 Mone T Filter Current Log...
£ ThinPrint Disgnostics 1519016 740024 T p. c7 L = [ Properties
£ Windowms Powershell P
Event 257, obm x
4 Subscriptions 8 Find..
General |Deta\|s | Td save All Events és...
- Attach & Task To this Log...
[Login Logout] "obm.test.brenda” logged off sucessfully.
View »
[d Refresh
Help »
Log Mame: Bhsay Online Backup Manager S——
vent 257, obm -
Source: abm Logged: TR T [ T U ———
Event Propertis
EventID: 257 Task Categary: Nane 5] Event Froperties
Level: Infarmation Keywords: Classic ] Attach Task To This Event...
User: 7 Computer:  wifrZx-1-31 5y Copy »
OpCode: [ save selected Events...
Mare Information:  Event Lag Online Help G Refresh
Help »
il | |
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Report

The Report tab allows you to check the backup report and restore report for the backup

user.
User Profile Backup
Backup Set )
b Backup Report for This User
Settings
View | Today v
_— Backup Set Destination | Start Time End Time Status
atistics
m default-backup-set-name-2({1569564627318) @ AhsayCBS  27-Sep-2019 1410 - Backup not yet finished
EEEE P [ coraut-backup-setname-1(1569543196245) (@ AnsayCES 27-Sep-2018 1408 27-Sep-2019 1409 OK

Click the report to see the details. Below is an example of a backup report.

Backup Report

Backup Set E default-backup-set-name-1{1569543198245)

Destination (=) AhsayCBS

Job 27-Sep-2019 14:08:59

Time 27-Sep-2019 14:08:59 - 27-Sep-2019 14:09:30

Status OK

New Files* 1989 [ 5.85M / 11ATM ( 47% )]

New Directories 57

New Links 3

Updated files* 0

Attributes Changed Files™ 0

Deleted Files* 0

Deleted Directories 0

Deleted Links 0

Moved Files* 0

* Unit = No of files [Total zipped size / Total unzipped size (compression ratio)]
Download report

Click the Download report button at the bottom of the Backup Report page to download
the complete report in PDF format. The report contains the following information in details.

© Backup Job Summary
© Backup Set Settings
© Backup Logs
© Backup Files
NOTE
The Download report button should be visible around 20 minutes after the backup job has
completed.

OpenDirect restore of file backup sets or granular restore of files from VMware and Hyper-V
backup sets performed using Windows File Explorer will NOT generate any restore reports on
AhsayCBS. Restore reports are only available when the restore is performed directly through
AhsayOBM/ AhsayACB/ AhsayOBR or AhsayCBS User Web Console.
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Statistics

The Statistics tab allows you to generate a graph of storage statistics for the user by
modifying a few factors such as the backup destination, backup set and the period of the
backup. The statistics shows the storage capacity of different backup sets on different
dates.

1. Only the restorable files in the data and retention area for each backup set is included
in the calculation of storage statistics.

2. The following items are excluded from the calculation of storage statistics:

= Uploaded AhsayOBM/AhsayACB client log files
@ backup and restore reports in PDF file format
@  Audit log files

@ Index files

Therefore, we expect some discrepancy between the storage size reported by
AhsayCBS compared with the storage size of the physical files on disk reported by the
operating system, the size reported on disk will always be larger than reported on the
AhsayCBS storage statistics.

3. The storage statistics of a backup set are updated every time the following functions
are run:

@ Backup job

@ Data Integrity Check (DIC)

@ Periodic Data Integrity Check (PDIC)
@ Space Freeing Up

@ Delete Backup Data
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© Usage

The following options are configurable for generating statistics in your desirable view.

@ Select a destination — select the backup destination of your choice

@ Select a backup set — you can choose a specific backup set or all backup sets
@ Period — select the period of time during which backups were performed
@

View — you can choose a view, graph or table

User Profile Usage m
Backup Set P
e Statistics for
Settings This User View | Graph
Report Select a destination
Effective Policy Select a backup set
All backup sefs v
Period
This Week
Go
Graph View
Statistics for This User View | Graph v
Select a destination
AhsayCBS v
Select a backup set
All backup sets v
Period
This Week v
Shows Data, Destination, Backup Set Name,
o and Total Size of a specific backup jOb sy % 3-Mar
Destination AhsayCBS
120,000,000 Backup Set default-Dackup-set-name-3
T S R R up-set-
100,000,000 name-1 o
default-backup-set-
80,000,000 name-2
default-backup-set-
5 60,000,000 name-3
default-backup-set-
40,000,000 name-4
20,000,000
0
1-Mar 2-Mar 3-Mar
Date
Backup Size in Bytes
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Table View

Statistics for This User View

Select a destination

AhsayCBS ~

Select a backup set

All backup sets e

Period

This Week

Date | Backup set Total Size
2020-03-01 Total 0
el default-backup-sef-name-1(1583543230248) 0
default-backup-set-name-2(1583121254009) 0
. default-backup-set-name-3(1583199702515) 0
default-backup-set-name-4(1583207766110) 0
2020-03-02 Total 304k
default-backup-set-name-1(1583543230248) 0
default-backup-set-name-2(1583121254009) 304k
default-backup-set-name-3(1583199702515) 0
default-backup-set-name-4(1583207766110) 0
2020-03-03 Total 100.09M
default-backup-set-name-1(1583543230248) 0
default-backup-set-name-2(1583121254009) 304k
default-backup-set-name-3(1583199702515) 99.79M
m default-backup-set-name-4(1583207766110) 0
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© Summary Tab

User Profile m Summary

Backup Set .
2 Summary for This User
Settings
* Unit: Compressed Size / Uncormpressed Size [Ratio] [Total Mo, of Files]
Report * Unit: Compressed Size [Total Mo, of Files)

(™ Backup Set completely migrated from «B

Statistics

Effective Palicy
Backup Set Destination Data Area*

Eﬂ (1501 661450981) (@ shsayCBS 0/0[0%][0]

There are four columns showing the following information of each backup set.

Data Area

Data Area**
D/o[0%][0]
118G ATG[0%][1459]
398674 98M[20%][12]

181.00M 124G [BE%][T03]

Format:
[Compressed Size] / [Uncompressed Size] [Compression Ratio in %] [Number of files]

Example: 3.98M / 4.98M [20%] [12]

The data interpreted as the backup set has 12 files in the data area; the files
compressed and uncompressed sizes are 3.98M and 4.98M respectively; the
compression ratio is 20%.

Retention Area

Retention Area**
oro[0%I[o]

412M 74120 [0%][12]
oro[0%I[o]
aro[o%][al
oro[o%][o]

24120 1 234 0TM [26% ][ 239 ]

Format:
[Compressed Size] / [Uncompressed Size] [Compression Ratio in %] [Total number of
files]

Example: 34.12M / 234.07M [86%] [239]
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The data interpreted as the backup set has 239 files in the retention area; the files
compressed and uncompressed sizes are 34.12M and 234.07M respectively; the
compression ratio is 86%.

Total Upload
Total Upload*
o[ol
119G [183]
AM[20]
181.020 [ 706 ]
21.06M [ 78]
TRY 86M [BE3]

Format:

[Compressed Size] [Total number of files]

Example: 4M [20]
There are a total of 20 files sized of 4M uploaded for this backup set.

Total Restore

Total Restore”
o[ao]
B12.2mM[92]
aral

o[ao]
25.12m [ 36]

443G [1044]

Format:
[Compressed Size] [Total number of files]

Example: 612.2M [92]
There are a total of 92 files sized of 612.2M restored from this backup set.
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Effective Policy

The Effective Policy tab shows the details of all policies and settings which applies to the
backup user account. The Effective Policy tab is located under Users, Groups & Policies
> Backup User. It can be hidden by unchecking the box of View for Effective Policy under
Users, Groups & Policies > Policy Group > Default settings > GUI Settings.

It is subdivided into 6 tabs, each of which is described below.

© User Settings Tab

You can see the effective policy on user settings for this user on the User Settings
tab.

User Profile LIS @i LER  Backup Set Settings | GUI Settings | DefaultValues | Preempted Values | Preempted Backup Sets
-
Backup Set X .
User Settings Related Policies
Settings
Report Detail Value User Group | Pelicy
~n - Default
Statistics Quota = Quota limits calculation methed Compressed Size All Users "
settings
Effective Policy Default
User Quota > Enable es, User Quota Seftings: Enabled = true. Mode = Default All Users "
selfings
ion Quota Settings: Destir 0BS. E Default
User Quata = Valus All Users
Quota=52428800, Destinaionhlame=AhsayCBS selfings
Invalid login attempt limit (password only) =
Default
Maximum number of invalid login attempts allowed 3 times within 5 mins All Users "
settings
wilhin specified period 9
Invalid legin attempt limit (password only) = Blocking ettt
efau
period for IP address and user that exceed the 10 Minutes All Users "
settings
maximum allowed invalid login attempts 9
Default
Email Reports > Backup Report Yes All Users
selfings
Default
Email Reporis > Restore Report s All Users
setfings
Default
Email Reporis > Missed scheduled backup reminder  Yes All Users -

X ?

© Backup Set Settings Tab

You can see the effective policy on backup set settings for this user on the Backup
Set Settings tab.

User Profile User Settings Backup Set Settings e/ B2010 [V ES Default Values Preempted Values | Preempted Backup Sets
Backup Set ) . -
Backup Set Settings Related Policies
Settings
Report Detail Value User Group | Policy
_— Destinations Visible to Users = Predefined R Default
Statistics \Wasabi-1 (Wasabi) All Users
Destination seftings
Effective Policy Destinations Visible to Users > Standard Local / Mapped Drive  Network Drive / Removable Drive, U Default
sers
Destination Enable=Yes settings
Destinations Visible to Users > Standard Default
AhsayCBS, Enable=Yes All Users
Destination settings
Destinations Visible to Users > Standard Default
Google Cloud Storage, Enable=No All Users
Destination settings
Destinations Visible to Users > Standard Default
Amazon 33, Enable=No All Users
Destination settings
Destinations Visible to Users > Standard Default
SFTP. Enable=No All Users
Destination settings
Destinations Visible fo Users > Standard Default
FTP. Enable=No All Users
Destination settings
Destinations Visible fo Users > Standard Default
CTYun, Enable=No All Users
Destination settings
Destinations Visible fo Users > Standard Default
_ Dropbox, Enable=No All Users -

X ?
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© GUI Settings Tab

You can see the effective policy on AhsayOBM or AhsayACB GUI settings for this
user on the GUI Settings tab.

User Profile User Settings | Backup Set Settings [elURS- (L3N Default Values | Preempted Values | Preempted Backup Sets
s
Backup Set ) .
GUI Settings Related Policies
Settings
Report Detail Value User Group | Policy
- Backup Sets = Add and Remove Backup Set ( ONLY applicable to v7.3 - Default
Statistics " Pl P View="es All Users
V7.9 client agent ) seftings
Effective P Default
Backup Sets > General Tab View=Yes All Users
seftings
Default
Backup Sets = General Settings - Name View="es, Edit=Yes All Users
settings
Default
Backup Seis = General Settings - 1BM Domina View="Yes, Edit=Ves All Users
setlings
Default
Backup Seis = General Setlings - IBM Notes View="es, Edit=Ves All Users
setlings
Default
Backup Seis = General Setlings - MS Exchange Server View="es, Edit=Ves All Users
setfings
Default
Backup Sels = General Setfings - MS HyperV' View=Yes, Edit=Yes All Users
setfings
Default
Backup Sels = General Setfings - MSSQL Server View="es, Edit=Yes All Users
seftings
Default
Backup Sefs = General Setfings - Windows System Backup View=Yes, Edit=Yes All Users

X ?

© Default Values Tab

You can see the effective policy on default values for this user on the Default Values
tab.

User Profile User Settings | Backup Set Settings m DEETHRLTIELEE  Preempted Values | Preempted Backup Sets
s
Backup Set .
Default Values Related Policies
Settings
Report Detail Valug User Grou
. General >
Statistics N Applied Module=Fils Backup, Name=defaull-backup-set-name All Users
ame
Effective Policy General =
" Applied Module=Cloud File Backup. Name=default-backup-set-name All Users
ame
General >
" Applied Module=1BM Lotus Domino Backup, Name=defauli-backup-set-name All Users
ame
General > )
" Applied Module=IEM Lotus Notes Backup, Name=defauli-backup-set-name All Users
ame
General = )
N Applied Module=MS Exchange Server Backup, Name=default-backup-set-name All Users
ame
General = . .
N Applied Module=MS Exchange Mail Level Backup, Name=default-backup-sel-name All Users
ame:
General =
" Applied Module=MS SQL Server Backup, Name=defaull-backup-set-name Al Users
ame
General =
" Applied Module=MS Hyper-V Backup, Name=defauli-backup-set-name All Users
ame
-
4 »
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© Preempted Values Tab

You can see the effective policy on preempted values for this user on the Preempted

Values tab.
User Profile User Settings | Backup Set Settings m Default Values RS CEVELRTITELSE Preempted Backup Sets
Backup Set
Preempted Values Related Policies
Settings
No policy defined
Report
Statistics

Effective Policy

© Preempted Backup Sets Tab

You can see the effective policy on preempted backup sets for this user on the
Preempted Backup Sets tab.

User Profile Backup Set Settings m D el AR W CE TR R TE Preempted Backup Sets
Backup Set
Preempted Backup Sets Related Policies
Settings
Mo policy defined
Report
Statistics

Effective Policy
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8.2.2 Manage User Groups

User Group is used in conjunction with Group Policies (see the next chapter Manage Policy
Groups for details) for governing the behavior of client backup agent and the AhsayCBS.

The following shows the User Group tab under Backup / Restore > Users, Groups &
Policies.

€ AhsayCBS

Backup User JIETTISCIINN Policy Group

User Groups are used in conjunction with Group Policies for governing the behaviour of client backup applications. Manage your user groups in this
section.

Manage User Group

+
Hame Owner Ho. of users Destination Used / Quota (%)
@Ahsa'yCElS 1.12G / Unlimited
All Users - 11 @CBS Local 0/ Unlimited
@Ahsa'yCElS 453G/ Unlimited
User Group - Read Only - Backup User-ACB - i} - -
User Group - Read Only - Backup User-OBM - o — —

The default user group

By default, the user group named All Users has been created. All backup users will be put
under the All Users user group by default after the user account has been created. When
you click on one of the user groups, you will be able to see the following:

User Group

The following is the information of the selected user group

General Information

Name

All Users Owner -
Type
Backup User

Assigned User

Login Name Owner

Assigned Policy

+ il

Name Owner

Default setfings -

General Information — It shows the information of the user group, ownership, etc.
Assigned User — A list of users assigned to the group.

Assigned Policy — It shows a list of assigned polices to the user group. As the order
of the policy would affect the actual applied to the user group, i.e. the policy on the top
would probably overwrite the policy at the bottom of the list. If you want to arrange the
order of the policies, you can simply drag the policy up and down.

For the All Users user group, it has a predefined policy called Default settings.
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To add backup user to a user group

Backup user cannot be added to a user group in this menu. To do so, you can either:

» Add a user to a user group when you first create the user account, refer to Create a
New Backup User for further instructions.

-OR-

» You can add a user to a user group after the account has been created, refer to User
Profile for further instructions.

To add a new policy group to a user group

Follow the steps below to either add an additional policy group to the default user group (All

Users) OR add a policy group to a newly created user group.

1.

www.ahsay.com

4,

Click the user group which you wish to add a policy group to.

=ELHANGRVEETE User Group Policy Group

Used/ Quota (%)
112G/ Unlimited
0/ Unlimited

453G i Unlimited

User Groups are used in conjunction with Group Policies for governing the behaviour of client backup applications. Manage your user groups in this
section
Manage User Group
Name Owner No. of users Destination
(Sdansayces
All Users - 1 @CEIS Local
(3 Ahsayces
User Group - Read Only - Backup User-ACB - 0 -
User Group - Read Only - Backup User-OBM - 0 -

Click the & button under the Assigned Policy section.

Assigned Policy

+ W

Name

Default seftings

You will see a list of policy groups available for selection.

Add Policies

Add Policies

Name
Google Drive AC

Policy Group 2

Owner

Select the desired policy group by checking the box of the policy, then click to

add, and then click to confirm.
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8.2.3 Manage Policy Groups

The following shows the Policy Group tab under Backup / Restore > Users, Groups &
Policies.

Backup User m Policy Group

Group Policy is designed to simplify administration and to reduce the effort required for managing groups of backup users, e.g. security settings and
backup set setlings. It allows administrator to tailor features and services for different user groups

Manage Policy Group

+ i @
Name Owner

Default settings
Policy Group - Read Only - Backup User-ACB-vE -

Folicy Group - Read Only - Backup User-OBM-vE -

Policy Group is designed to simplify administration and to reduce the effort required for
managing groups of backup users, e.g. security settings and backup set settings. It allows
administrator to tailor features and services for different user groups. On a fresh AhsayCBS
installation, there is a Default settings policy group and it is assigned to the All users user

group.

WARNING

As all the default settings are stored inside “Default settings” policy group, if you
change the settings in this policy group, it would affect all users in your AhsayCBS.

In case you need to work on the policy settings for a group of user base on the default
policy group settings, you can consider the followings:

© Duplicate the Default settings policy group. Refer to the steps in To duplicate a
policy group for details.

© Create a user group for your selected users and apply the duplicated policy group to
this new user group. Refer to the steps in To create a new policy group for details.
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To create a new policy group

Follow the steps below to create a new policy group.

1.  Click the & button under the Manage Policy Group section.

Backup User | User Group [EEINITIIA

Group Policy is designed to simplify administration and to reduce the effort requir]
and backup set settings. It allows administrator to tailor features and services for

Manage Policy Group ©/
[ o

2. Enter a name for the policy group.

Add a new policy group

General

Marme

subadmin Owner -

Type
Backup User

3. Click to confirm.

4.  Go back to the Policy Group tab under Backup / Restore > Users, Groups &
Policies, and you should be able to see the policy group hame you have just created.

C Ahs BS

Backup user || User Group JEEVEY-TIT

Group Policy is designed to simplify administration and to reduce the effort required for managing groups of backup users, e.g. security settings
and backup set settings. It allows administrator fo tailor features and services for different user groups.

Manage Policy Group

+ &

Hame Owner

Default settings -
Policy Group - Read Only - Backup User-ACB-vB —
Paolicy Group - Read Only - Backup User-OBM-v& -

subadmin

5. Click on the policy group for configuration. The configuration items are subdivided
into 8 sections, each of which is described in the To configure a policy group section
below.
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To modify a policy group
After a policy group has been created, you can modify its settings by following the steps
below.
1. Navigate to the Policy Group tab under Backup / Restore > Users, Groups &
Policies.

Backup User m Policy Group

Group Policy is designed to simplify administration and to reduce the effort required for managing groups of backup users, e.g. security settings
and backup set settings. It allows administrator to tailor features and services for different user groups.

Manage Policy Group

+ i @

Name

Owner

Default settings
Policy Group - Read Only - Backup User-ACB-vE

Policy Group - Read Only - Backup User-OBNM-vE

subadmin

2. Click on the policy group you wish to modify, then follow the steps in the To configure

a policy group section below for further instructions on modifying the configurations.

To delete a policy group

Follow the steps below to delete a policy group.

1. Navigate to the Policy Group tab under Backup / Restore > Users, Groups &
Policies.

Backup User m Policy Group

Group Policy is designed to simplify administration and to reduce the effort required for managing groups of backup users, e.g. security settings
and backup set settings. It allows administrator to tailor features and services for different user groups.

Manage Policy Group

+ @@

Hame

Owner

Default settings
Policy Group - Read Only - Backup User-ACB-vG

Policy Group - Read Only - Backup User-OBI-vE

subadmin
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i button as

2. Check the box of the policy group you wish to delete, then click on the
highlighted in the screen shot below.

€ AhsayCBS

Backup User m Policy Group

Group Policy is designed to simplify administration and to reduce the effort required for managing groups of backup users, €.g. security settings
and backup set settings. It allows administrator to tailor features and services for different user groups

Manage Policy Group

+[a]®

E\ [ Name Owner

[T Default settings -

[]  Policy Group - Read Only - Backup User-ACB-v& =

j Policy Group - Read Only - Backup User-OBM-vB -

| supadmin -

3. Click “OK” to confirm.

To duplicate a policy group
Follow the steps below to duplicate an existing policy group. This is useful when you wish
to apply the same configurations from a policy group to a group of users.

1. Navigate to the Policy Group tab under Backup / Restore > Users, Groups &
Policies.

Backup User m Policy Group

Group Policy is designed to simplify administration and to reduce the effort required for managing groups of backup users, e.g. security settings
and backup set settings. It allows administrator to tailor features and services for different user groups.

Manage Policy Group

+ @@

Name Owner
Default settings
Policy Group - Read Only - Backup User-ACB-vG -
Policy Group - Read Only - Backup User-OBI-vE -

subadmin

2. Check the box of the policy group you wish to duplicate, then click on the n button
as highlighted in the screen shot below.
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€ AhsayCBS

Backup User | User Group [EINTRSTTEIT

Group Policy is designed to simplify administration and to reduce the effort required for managing groups of backup users, e.g. security settings
and backup set settings. It allows administrator to tailor features and services for different user groups

Manage Policy Group

+ i [@)]

[ Name [ Owner

Default settinas -

Policy Group - Read Only - Backup User-ACB-v6 -

Policy Group - Read Only - Backup User-OBM-v6 -

subadmin -

]

3. You willimmediately see the policy group is being duplicated, with the suffix “Clone
at YYYY-MM-DD HH:MM:SS” in the duplicated group policy’s name.

Backup user | userGroup JETECTAT

Group Policy is designed to simplify administration and to reduce the effort required for managing groups of backup users, e.g. security settings
and backup set settings. It allows administrator to tailor features and services for different user groups.

Manage Policy Group

+ @

Name Owmer
Default settings -
Policy Group - Read Only - Backup User-ACB-vG -
Policy Group - Read Only - Backup User-0BM-vG -
subadmin -

subadmin - Cloned at 2018-05-11 11:28:57 -

4.  If you need to configure the duplicated policy group, follow the steps in the To
configure a policy group section below for details.

To configure a policy group

General

This is the general settings of the policy group page, and the user group is a list of user
group which is a list of user groups which has applied this policy.

General
Name and Owner
User Settings
Mame
Backup Set Settings -
Default settings Owner -
GUI Settings
= Type
Default Values
Preempted Values
User Grou
Preempted Backup Sets P
Name Owner
All Users -
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© Name - the name of the policy group. The name is configurable.

© Type - predefined as Backup User

© User Group — displays the user group(s) with this policy group applied.

If you have changed the policy group name, click to confirm.

To add backup user to a policy group

Backup users cannot be added to a policy group directly in this setting menu. To do so, you

have to:

Step 1: Add the user to a user group first by following the steps in either case below:

»  Add a user to a user group when you first create the user account, refer to Create a

New Backup User for further instructions.

-OR-

» You can add user a to a user group after the account has been created, refer to User

Profile for further instructions.

Step 2: Assign the desired policy group to the user group by following the steps in To add a

new policy group to a user group.

User Settings

This section allows you to manage user settings such as Quota, Invalid Login Attempt

Limit, Two-Factor Authentication, Password, Email Reports, Encryption Key, Client Host

limit, Run Direct VM Limit and Advertisement.

» Quota

Administrators can set a group storage quota to a user group.

Quota limits calculation method
Maode
® Compressed Size

Uncompressed Size

Shared Quota [ |
+ i
Destination Quota Maximum percentage of shared size for each user
User Quota [ |
Maode
e Default
Preempted
+ i
Destination Quota
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The following items can be set:

Quota limits calculation method - this defines if the quota limit is calculated
by Compressed Size or Uncompressed Size.

Shared quota
Shared Quota | |

+ i

Destination Quota Maximum percentage of shared size for each user

NOTE

Please kindly note that:
»  For fresh installation user, Shared Quota default setting is disabled.

» For the user migrated from pre-v8.1, Shared Quota will be same with the previous
setting.

When this feature is enabled by turning on the | switch to the right, you can

click + to add the shared quota option, and the destination storage quota will
be shared by all users within the user group.

Quota
Destination Quota Maximum percentage of shared size for each user
vy AhsayCBS 0 Ghytes v 50 %
(= AhsayCBs 0 Ghytes ¥ 50 %
& cBsLlocal |0 Gbytes ¥ 50 %

After adding the shared destination, you can configure the following two settings.

Shared Quota [ |
+ i
Destination Quota Maximum percentage of shared size for each user

AhsayCBS 50.0 Ghytes | v 50 %

+ Quota — this defines the storage quota allowed for the user group.

+ Maximum percentage of shared size for each user — defines the
maximum percentage of shared storage allowed for each user. For
example, setting 50% means all users in the user group can occupy up to
50% of the assigned storage quota. If 100GB is the assigned storage, each
user can store up to 50GB of the assigned storage quota. If the value is set
to 100%, all users can fully utilize the storage until the assigned storage
guota is full.

IMPORTANT

The shared storage quota is allocated to users on a first-come-first-serve basis. If the
shared storage quota remains unchanged when the number of backup user grows or
there is a change on the maximum percentage of shared size for each user, it may
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cause issue like the one mentioned below.

Example

Settings: The shared storage quota is 100GB shared by 2 users with a maximum
percentage of 50% of each user. In other words, each user is entitled to a maximum
of 50GB of storage.

Current usage: Now, one of the users has used up 45GB of capacity

New setting: The maximum percentage of shared size for each user has adjusted to
30%.

Impact: In that case, that backup user has exceeded the new maximum percentage
allowed for each user, which is 30GB. The backed up data will remain on the backup
destination but that user will no longer be allowed to perform any new backup.

Best Practice: System administrator should consider upgrading the shared storage
guota as the number of backup users in the user group grows or there is a change on
the maximum percentage of shared size for each user.

User Quota — the feature is used to define the destination and quota storage for
the newly-added backup user.

User Quota [ |
Maode

® Default

Preempted
=+ il
Destination GQuota
AhsayCB3s 50.0 Mbytes
NOTE

Please kindly note that:

» For fresh installation user, User Quota will be Default mode and Destination contains
AhsayCBS with default quota setting, 50MB.

»  For the user migrated from pre-v8.1, User Quota will be Default mode and
Destination contains AhsayCBS with default setting, 50MB. If the policy group enable
guota setting, the predefined destination will also be displayed.

If the feature is disabled by turning the B! switch to the left, the backup user
quota for newly-added user will be default quota setting, AhsayCBS with 50MB,
but you can configure the quota setting as required.

When this feature is enabled, this defines if the user quota mode is Default or
Preempted. If you choose Preempted mode, you cannot configure the quota
settings in Backup/ Restore > Users, Groups & Policies > Backup User >
%backup user% > User Profile > Backup Client Settings.
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You can click & to add predefined destination for the user as backup

destination.

Quota
Destination Quota
@Irnn"»"aultstor 0 Mhytes »
¢(=b Copperstor 0 Mbytes

After adding the backup destination, you can configure the quota storage setting
for per destination.

User Quota [ |
Mode
®) Default
Preempted
+ i
Destination Quota
(39 2nsaycBs 10.0 Ghytes
¢z Irenvaultstor 0.0 Mbytes |+
(= Copperstor 0.0 Mbytes |+

Invalid Login Attempt Limit

This setting allows administrator to apply conditions for the number of invalid login
attempt allowed to the user group. The following conditions can be set after you

turned on the B switch on the right.

Invalid login attempt limit

Maximurn number of invalid login attempts allowed within specified period
3

Specified period (minutes)
a

Blocking period for IP address and user that excesd the maxirmurm allowed imealid login atternpts

g Minutes

24 v hours

Forevar

* Maximum number of invalid login attempts allowed within specified
period — this defines the maximum number of attempts allowed for invalid login
within the set period time. The backup user account will be blocked after the set
number of invalid login attempts have been reached.

* Specified period (minutes) — this defines the period of time during which the
set maximum number of invalid login attempt is allowed before the invalid login
counter resets.
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* Blocking period for IP address and user that exceed the maximum allowed
invalid login attempts — this defines the period of time during when the IP
address and user that has exceeded the invalid login attempts will be blocked
from logging in again.

Example:

If the following settings are applied:

» Maximum number of invalid login attempts allowed — 3
» Specific period — 5 minutes

» Blocking period for IP address and user that exceed the maximum
allowed invalid login attempts — 10 minutes

That means backup user can only enter a maximum of 3 times of invalid login
within 5 minutes since the first attempt. If invalid login is made for the 4t time
within that 5 minutes duration, the user account will be blocked for 10 minutes.

> Two-Factor Authentication

Once you enable the two-factor authentication option, users will be required to either
enter a one-time password generated in an authenticator app or accept the log in
reqguest in the Ahsay Mobile app to login to AhsayOBM/AhsayACB v8.5.0.0 or above.

Turn on the i switch on the right and then make sure the check box Require
Two-Factor Authentication for user logon is checked for this feature to work.

Two-Factor Authentication I

Require Two-Factor Authentication for user logon

NOTE

The two-factor authentication option will only be visible if Mobile Authentication is enabled in
System Settings > Basic > Two-Factor Authentication (2FA).

> Password

This setting allows administrator to set up the password policy. The following items
can be set after you turned on the | switch on the right.

Password
Password Age
Never expire

= |g0 v | days

w| Enforce password history (30 passwords remembered)

Complexity Requirements

= Default
| Mumbers (0-9) | Uppercase " Lowercase " Minimum length |6
" Special characters (?1-8%"&"+=:;" )

Custom (Regular expression)

Custom Description

www.ahsay.com 255



www.ahsay.com

* Password Age — defines the period of time when the login password of a
backup user account expires. When the set period of time is reached, backup
users will have to change their passwords before they can continue using
AhsayCBS.

* Enforce password history (30 passwords remembered) — when this feature
is enabled, the last 30 login passwords of each user are recorded and cannot be
used again when users are changing a new password.

* Complexity Requirements — you can customize the complexity requirements
for the password to provide better protection for the users. Under the Default
option, the selected item(s) will be the mandatory element(s) when backup
users create their passwords. While the Custom option, will allow you to specify
the Regular expression and/or Custom Description that can be used to create
their passwords.

Email Reports

This menu allows administrator to select what email reports to be sent to the users of

a user group. Turn on the | switch on the right then select the desired email
report(s) to send. By default, almost all email reports are selected after you turn on
this feature except for Email me inactive backup report when my backup set hasn’t
run for this number of days.

The table below lists out all types of email reports, together with explanation on what
the email report is about, when it will be sent, what action backup user should take,
and sample screen shot of the email and report. You can also add email recipients in
the Bcc reports to email section so that the email reports will be sent to them as
well.

NOTE

Starting with AhsayCBS v8.5.2.42 or above, the composition of backup and restore email
reports that will be sent to the user has changed. If the size of the PDF report is less than
10MB, the PDF report will be attached in the email. However, if the size of the PDF report is
greater than 10MB, the PDF report will not be attached in the email. Instead, a download
link will be available for the user to download the PDF report.

This ensures that emails will be received by the user making sure that it will not be blocked
by SMTP server due to email size is too big. This will also help in managing the capacity of
the clients’ mailbox by making sure that the email sent does not take up too much space.
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Email Reports E

Backup Report
1 Allreports
(=) Specific report(s):
Backup Ermors
Backup quota excesded

Storage Quota Exceeded
License Module Quota Exceeded
[ ] Backup wamings

Warnings
[ ] User interrupted

Backup successiul

0K
QK (no files backed up)

Restore Report

Missed scheduled backup reminder

User seitings changed alert

Active Directory authentication failure report

Backup Quota Reminder / Alert
Send backup quota reminder to user if the backup guota is over %

Trial User Reminder / Alert
Send trial user reminder to user if the reminding day(s) is less than

Welcome email

Email me consolidated email report only at this time daily

: (hh:mm)

D Email me inactive backup report when my backup set hasn't run for this number of days

Bcc reports to email

D ‘ Mame Email Encrypt Email
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Backup Report

What is this email about?

When will you receive it?

A backup report in PDF format, there is a
choice if it will include all the reports or just
specific reports.

The default setting for new installation is
“All reports”. It will be the same with
upgrades, from v6, v7, pre-8.5.0.0 to
v8.5.0.0 and onwards.

If “All reports” is selected, the following
backup reports will be received: Backup
Errors, Backup Quota Exceeded, Backup
Warnings and Backup Successful.

If “Specific report(s)” is selected, the user
has an option to select specific backup
report(s) that will be sent thru email.
These are organized in four different
categories:

© Backup errors — will contain error
encountered during backup.

© Backup quota exceeded — there are
two types of report which are storage
guota exceeded and license module
guota exceeded.

© Backup warnings — there are two
types which are warnings and if
backup was interrupted by user.

© Backup successful — there are two
types which are backup was
successful with files backed up and
the other one is with no files backed

up.

Backup Report is generated and sent to
backup user every 15 mins
(every :00, :15, :30 and :45 of an hour)

*Depending on the backup size and backup
finish time, the actual report sending time may be
longer than 15 mins.

What action should you take?

Download the backup report attached with the email or click on the download link

provided to download the backup report.
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Email / Report Sample

Email sample:

This is a sample of the email with backup report in pdf format attached that can be
downloaded.

G ayCB5

Dear usger,

Here is the summary of your backup job "2021-06-11-15-07-11". Full backup report is also
attached for your reference.

Backup Job Summary
User user
Backup Set BackupSet-1
Destination Local-1
Data Size 437K
Retention Size o
Backup Quota Unlimited
Remaining Quota Unlimited
Backup Job 2021-06-11-15-07-11
Job Status oK
Backup Time 06/11/2021 15:07:11 CST - 06/11/20271 15:07:33 CST
IP Address 192.168.12.1 (DESKTOP-I7UBY970)
Mew Files 31(437.9K)
New Directories 5
Mew Links o
Updated Files (o)
:.itlt;;butes Changed 0(0)
Deleted Files o(o)

Deleted Directories ]

Deleted Links 0
Moved Files o{)
Sincerely
Ahsay Support Team
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B BackupReport2021-06-
11-15-07-
11+1623395216001.pdf

on
Vi

This is a sample of the email without attachment but with download link provided.

Dear user,

Here is the summary of your backup job "2021-06-14-10-57-36". The full PDF report can be
downloaded in the link(s) below:

= Local1 (Local f Mapped Drive / Removable Drive)

Backup Job Summary

User user

Backup Set BackupSet-2

Destination Local

Data Size 1.52G

Retention Size 0

Backup Quota Unlimited

Remaining Quota Unlimited

Backup Job 2021-06-14-10-57-36

Job Status 0K

Backup Time 06/1472027 10:57:37 CST - 061472021 11:18:27 C5T
IP Address 192.168.12.1 (DESKTOP-I7UB970)
Mew Files 300000(1.5G)

MNew Directories 2

Mew Links 0

Updated Files 0(0)

;:I:;hutes Changed 0(0)

Deleted Files 0(0)

Deleted Directories 0

Deleted Links 0
Moved Files o(o)
Sinceraly
Ahsay Support Team
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Report sample:

@ AhsayC
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Restore Report

What is this email about? When will you receive it?
A full report in PDF format, showing the Restore Report is generated and sent to
Restore Job Summary, Restore Logs and backup user every 15 mins
Restore Files (every :00, :15, :30 and :45 of an hour)

*Depending on the restore size and restore finish
time, the actual report sending time may be
longer than 15 mins.

What action should you take?

Download the restore report attached with the email or click on the download link provided
to download the restore report.

Email / Report Sample

Email sample:

This is a sample of the email with restore report in pdf format attached that can be
downloaded.

G.i

Dear user,

Here is the summary of the restore job "2021-06-11-15-17-17". Full restora repart is also
attached for your reference.

Restore Job Summary

User user
Backup Set BackupSet-1
Restore Job 2021-06-11-151717
Job Status 0K
Restore Time 06/11/2021 151717 CST - 06/11/72021 151721 CET
IP Address 192168121
Destination Name Local1
Restored Files 31(437K)
Sincerely,

Ahsay Support Team
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RestoreReport2021-06-
11-15-17-17.pdf

on
Vi

This is a sample of the email without attachment but with download link provided.

N aT: " =
6“ ayea

Dear user,

Here is the summary of the restore job "2021-06-14-14-23-11". The full PDF report can be
downloaded in the link below:

o 2021-06-14-14-23-11

Restore Job Summary

User user
Backup Set BackupSet-2
Restore Job 2021-06-14-14-23-11
Job Status oK
Restore Time 06/14/2027 14:23:11 C5T- 06/14/2021 14:48:29 C5T
IP Address 192.168.121
Destination Mame Local
Restored Files 300000{1.52G)
Sincerely,
Ahsay Support Team
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Report sample:

Full Restore Report

Restore Job Summary
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Missed scheduled backup reminder

What is this email about?

When will you receive it?

A reminder to alert the backup user about a
scheduled backup failure.

Any backups that has failed to start 6 hours
after the scheduled backup time will be
considered as missed schedule backup.

The report is generated and sent to backup
users at the next :00 after it's classified as
missed scheduled backup (6 hours after
backup failure)

Common causes for missed scheduled backups

The following table highlights some of the common reasons causing missed scheduled
backups or scheduled backups not running according to schedule. The cause of missed
backups can be related to either server side issues (AhsayCBS or Redirector) or client
side issues (AhsayOBM/AhsayACB client machine setup).

Server Side Issues

License error
Out of Java memory / threads

AhsayCBS service is not started

YVVVVYVYYVYY

SSL certificate expired

The AhsayCBS service is unresponsive

Out of space on AhsayCBS user home drive

AhsayCBS server is powered down

License error
Out of Java memory / threads

YV VVVYYVYY

SSL certificate expired

The Redirector service is unresponsive (if applicable)

AhsayCBS system password is not updated on Redirection settings
AhsayCBS service is not started on the redirector machine
AhsayCBS server is powered down on the redirector machine

The time zone on the AhsayOBM/AhsayACB account user profile on AhsayCBS is
set incorrectly. This will cause the scheduled backup time to run either later or
earlier than the actual scheduled time but will trigger a missed backup notification.

schedule date and/or time is incorrect.

There is no backup schedule configured for the affected backup set(s) or the

Client Side Issues

power saving mode.

The AhsayOBM/AhsayACB client machine was switched off, hanged or running in

incorrectly.

The date/time, time zone, or locale on AhsayOBM/AhsayACB client machine is set
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A backup set and backup schedule was created on AhsayCBS but
AhsayOBM/AhsayACB client was not installed on the client machine or was
uninstalled.

If the AhsayOBM/AhsayACB runs on Windows machine, ensure the login
credentials in the Windows User Authentication is correct or is kept updated.

What action should you take?

You may have to check for the causes for the missed scheduled backup. That could be
caused by, for example, incorrect login credentials of the client backup application,
Internet connection problem, time zone settings, etc.

Email / Report Sample

Email sample:
@ rsaces

Dear WindowsTest_1,

Your backup job for "default-backup-set-name-1" was missed. Please check the client software
configuration to see if everything is running correctly. Below is the detail of backup set.

User WindowsTest_1

Backup Set default-backup-set-name-1

Last Backup
Time(Days Without 2019-10-07 20:00 (1 day(s))
Backup)

Missed Backup

2019-10-08 20:00
Job(s)

You are suggested to perform a backup manually for this backup set to avoid undesired data
loss.backup activity of this backup set.

Sincerely
Ahsay Support Team
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User settings changed alert

What is this email about?

When will you receive it?

A summary report showing the user settings
that have been changed in details, with the old
values and new values of the changed settings
shown.

User Settings Changed Alert Report is
generated and sent to backup user
every 15 mins (every :00, :15, :30

and :45 of an hour)

What action should you take?

The purpose of this email is to allow user to confirm the changes that have made, and
alert user for unauthorized access if they have not made those changes. In the latter
case, user should change their login password and correct the settings as soon as

possible.

Email / Report Sample

Email sample:

Dear WindowsTest_1,
list.
investigation.

User WindowsTest_1

Time Of Changes 10/15/2019 11:29:49

Company: , Address: ,
Website: , Phone: , Phone:

One or more of your user settings have been updated.Please confirm the information shown
below is correct, and that these changes were requested by an authorized user on your contact

If the changes were not made by an authorized user, change your password, correct your
settings and see if this happens again. If this happens again, please contact us for further

Ip Address 192.168.12.1
Field Old value MNew Value
g:::e: MiinchnexTsat_1, "[Naljne: WindowsTest_1,
changes L ——

Company: , Address: ,
Website: , Phone: , Phone: |"
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Active Directory authentication failure report

What is this email about? When will you receive it?
A reminder to alert the backup user about a Shortly after the active directory
backup failure due to the incorrect Active authentication failure occurred
Directory authentication.

What action should you take?

Check if the active directory authentication is properly set. If you have changed the login
credentials of the machine running the client backup application, you have to alter the
authentication details as well for the backup to perform. To do so, follow the steps below.

i) Log into AhsayOBM/AhsayACB.

ii) Click on the Backup Sets icon.

iii) Click on the backup set you would like to alter the authentication details.
iv) Click on the General section.

v) Modify the Password under the Windows User Authentication section.

vi) Click to confirm the change.

Email / Report Sample

Email sample:

@

Dear

Windows Active Directory authentication failed at 28,/11,/2016 18:51:21(0).If you have
changed the Windows login credentials recently, please login to backup server using the backup client
with the latest password, otherwise, vour Active Directory account may be locked,

If the Active Directory user has already been locked, please contact vour systermn administrator to un-
lock the account,

Sincerely

Ahsay Support Team
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Backup Quota Reminder / Alert

What is this email about? When will you receive it?
A reminder to alert backup users about the backup The backup quota reminder /
guota has exceeded the set percentage. User can alert email is generated and sent
configure the percentage where the reminder/alert to backup user at 6:00am daily.

email is triggered when it is reached.

By default, this percentage is preset as 80% when this
feature is enabled.

What action should you take?

The backup quota is going to exceed its storage quota. Contact your backup service
provider to increase the capacity. Alternatively, consider cleaning up the existing backup
sets that you are no longer using, or reviewing the retention policy.

Email / Report Sample

Email example:

Dear Administrator,

Disk usage on Drive C:\Program Files\AhsayCBS\system is over 82%.Please upgrade your
storage space to avoid backup failure due to full storage.

Sincerely,
Ahsay Support Team
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Trial User Reminder / Alert

What is this email about? When will you receive it?
A reminder to alert trial backup users that their The trial user reminder / alert email
account is about to expire in the set number of is generated and sent to backup
days. user at 6:00am daily.

By default, the preset value of this setting is 7 when
this feature is enabled.

What action should you take?

In order to continue using your account for backup and restore, contact your backup
service provider to subscribe to the paid backup service.

Email / Report Sample

Email sample:

@ #hsaye

Dear trial1,

Your trial account will expire in 3 days.Please contact your administrator for further action.
Below is the trial information of this account.

User trial
Registration Day 06/20/2019
Day(s) to Trial End 3
Total Trial Days 30
Sincerely
Ahsay Support Team
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Trial User Reminder / Alert

What is this email about? When will you receive it?
A reminder to alert trial backup users that their The trial user reminder / alert emalil
account is about to expire in the set number of is generated and sent to backup
days. user at 6:00am daily.

By default, the preset value of this setting is 7 when
this feature is enabled.

What action should you take?

In order to continue using your account for backup and restore, contact your backup
service provider to subscribe to the paid backup service.

Email / Report Sample

Email sample:

@ #hsaye

Dear trial1,

Your trial account will expire in 3 days.Please contact your administrator for further action.
Below is the trial information of this account.

User trial
Registration Day 06/20/2019
Day(s) to Trial End 3
Total Trial Days 30
Sincerely
Ahsay Support Team
www.ahsay.com 272



Welcome Email

What is this email about? When will you receive it?
A welcome message generated by the AhsayCBS to Shortly after a Backup User
confirm a backup account has been created account has been created

What action should you take?

You can click on the link in the email to download the client backup application if you have
not done so.

Email / Report Sample

Email sample:

Dear WindowsTest_1,

Welcome to Ahsay Cloud Backup Suite

Please click here to download and install the AhsayOBEM.
User Setting

Login Name WindowsTest_1
Alias -
Language English

Contact windowsTest_1 N 7 omail.com>

Quota

AhsayCBS 500k
Dropbox-1 506G
GoogleDrive-1 506G

OneDrive-1 506G

Sincerely
Ahsay Support Team
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Daily User Report

(Appears as: Email me consolidated email report only at this time daily)

What is this email about?

When will you receive it?

A consolidated report in PDF format, showing the
following categories of information:

© PROBLEMS - errors for System / Backup / Restore
/ Replication / Redirection

© |SSUES - potential issues that may cause
problems on System/Security, Users or Backup
Sets

© ACTIVITIES - all Backup Jobs / Restore Jobs /
Setting Changes performed

© STATISTICS - statistics on User Account / Data
Transfer / Disk Storage Usage

The daily user report is
generated and sent to backup
user at the time defined by
the system administrator in
this menu

What action should you take?

user report.

Click on the attachment in the email to get re-directed to the consolidated report page.
The report is in interactive format which allows you to click on different tabs/sections for
the corresponding report data. Refer to Appendix H for further explanation of the daily

Email / Report Sample

Email sample:

C

Dear WindowsTest_1,

fix them as soon as possible.

Flease download the attachment "DailyUserReport.html® to view your consolidated Daily User
Report for 10/15/2019. 6 error(s) and 4 issue(s) were found by the system. Please review and
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Backup Job

Daily User Report (WindowsTest 1)

Generated at : Tuesday, October 15, 2019 11:15:09 CST
6 PROBLEMS | Issues T\ ACTIvITIES I!l STATISTICS

| System | Backup Restore Replication Redirection

No. Events Start Time End Time
1 BackupErrar 10/1572019 10:58:54 10/15/2019 10:55:58
& UserAuthFailed 10/1472019 16:24:40 100152019 10:42:43

Total No. of Occurrence
2
3

Mo. User Details Status Report
Backup Set: default-backup-set-name-1
(15711076450714)Backup Job: 10/15/2019
i 10:58:550estination: AhsayCBSDuration Quota
1 WindowsTest1 | ;01 00:00:56 (230.02M/230.02M)Last | Exceeded Download
Successful Backup: 10/15/2079 10:47:49
(0 Days)
Backup Set: default-backup-set-name-1
(1571107645014)Backup Job: 10/15/2019
i 10:47:49Destination: AhsayCBSDuration
2 WindowsTest1 | (o, o) 00:00:35 (305.34k/439 38k)Last 0K Download
Successful Backup: 10/15/2019 10:47:49
(0 Days)
Restore Job
Mo. User Details Status Report
Backup Set: default-backup-set-name-1
. 157110764507 4)Restore Job: 10/15/2019
1 Wind Ti 1 ( OK D load
indowsTest1 1 4-48:38Destination: AhsayCBSDuration SOmI0ag
(Size): 00:00:04 (305.28k/439.38k)
Sincerely
Ahsay Support Team
Report sample:
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Inactive Backup Report
(Appears as: Email me inactive backup report when my backup set hasn’t run for
this number of days)

What is this email about? When will you receive it?
A report showing all backup sets under this Inactive Backup Report is generated and
backup user account that have not been run | sent to backup user every 15 mins
in the set number of day. (every :00, :15, :30 and :45 of an hour)

What action should you take?

You may have to check for the causes for the backup sets, especially scheduled backup
sets that are not running. That could be caused by, for example, incorrect login
credentials of the client backup application, Internet connection problem, etc.

Email / Report Sample

Email sample:

A ==l
G d '-,,"|:-1c.1|._!_.\ |-;-.']

Dear user,

Your backup set "default-backup-set-name-2" haven't performed any backup for 5 days.Please
contact your administrator for necessary action. Below is the backup activity of this backup set.

User user
Backup Set default-backup-set-name-2
Days Without Backup 5 days without backup
Last Backup Time 10/16/2019 15:15:49
Motification Days 5

Sincerely

Ahsay Support Team
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Bcc reports to email

You can add email recipients in this section so that they will receive a blind carbon
copy (bcc) of the email reports as well.

1. Click the + button under the Bcc reports to email section.

Bcc reports to email
+ w

MName

2.  Enter the name of the recipient, email address and other details if necessary.
Contact

MName

Email

Encrypt Email

Address

Company

Website

Fhone 1

Fhaone 2

If you wish to encrypt the email, check the Encrypt Email box. You will be re-
directed to another page to upload the Digital Certificate. Click the Choose
File button to upload the digital certificate, then click the tick button at the
bottom of the page to confirm.

Upload Digital Certificate

Digital Certificate for abc@abc.com (o)
Upload cert| Choose File | Mo file chosen

3. Click H when you are done with the settings.

4. Click to confirm the setting.
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> Encryption Key

Once you enabled the encryption recovery option. The encryption key file will be
uploaded to the Backup Server. In case user has forgotten the encryption key, you
can still contact us to recover the key.

Turn on the B switch on the right and then make sure the check box Uploaded
encryption key after running backup for recovery is checked for this feature to
work.

Encryption Key

' Upload encryption key after running backup for recovery

Client Host Limit

Run Direct ¥M Limit

Advertisement

It is possible to submit an encryption key recovery request via the AhsayCBS web
console. Refer to the Recovering Encryption Key via AhsayCBS Web Console
section for detailed instructions.

> Client Host Limit

Administrator is able to set the maximum number of host machine for a backup users
account.

Turn on the B switch on the right and then enter the Maximum number of host
as shown below.

Encryption Key

| Upload encryption key after running backup for recovery

Client Host Limit

Maxirmurn number of host |1

Run Direct ¥M Limit
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> Run Direct VM Limit

The administrator can set the maximum number of VM for Run Direct restore.

Turn on the =1 switch on the right and then enter the Run Direct VM Limit as
shown below.

Encryption Key

Client Host Limit

Run Direct VM Limit

Mazxirmurn nurmber of Wi 1

> Advertisement

The administrator can customize the advertising banner on the
AhsayOBM/AhsayACB interface. AhsayCBS supports both GIF and SWF formats at
the size of (830 x 102 px). It can be found in this area:

(®) Ahsayosm WindowsTest_1 [P lensish v

A

Backup Sets

12

Restore Settings Utilities

Advertisement

1. Turn on the ™=l switch on the right to turn on this feature.

Advertisement ﬂ
+ i

Name Display Time (in seconds) Type URL | Language Platform | Last Uploaded Time | Size

Default advertisement
(gif)

Default advertisement
{swi) 2

20 gif - All All 01142019 11:15:14 35k

swf - All All 01142018 11:15:14 27k

2. Press + to add the advertisement.

www.ahsay.com 279




3. Enter details in the following fields below.

Advertisement

Marme

Display Time (in seconds)

&1
“

=
E
S

i)
=
-

=

RL
http v |

’,
o
S
[I=1
c
@
fi=]
@

All v

Platfarm

All v

Image (830 102 px)
Choose File | Mo file chosen

= Name — name of the advertisement banner.

@ Display Time (in seconds) — period of time for the advertisement to be
shown before it rotates to the next one.

@ Type — format of the banner, whether it is in gif or swf format.

@ URL - the click through URL of the gif type banner. For flash banner, the
click through URL should be coded inside the flash banner.

= Language — select in which language setting in AhsayOBM/AhsayACB
will the banner be shown. If All is selected, the banner shows no matter
what language is selected in the AhsayOBM/AhsayACB.

@ Platform — select on which platform (Windows, Mac & Linux)
AhsayOBM/AhsayACB is used for the banner to show. If All is selected,
the banner shows no matter what platform the AhsayOBM/AhsayACB is
running on.

@ Image (830 x 102 px) — click Choose File to upload the banner.
4. Click H when you are done with the settings.

5. Click to confirm the setting.
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Backup Set Settings

This section allows administrator to set up backup exclusion, backup destination visible to
users, backup set type visible to users, cloud file backup source visible to users and Office
365 backup customization. It has 5 sub-sections.

www.ahsay.com

> Exclude Backup File

This menu allows you to set filter to exclude files from performing backup job. This
feature is disabled by default.

Exclude Backup File Cl

Skip backing up files that match the followings

Files on mapped drive
Files larger than
Files clder than

. Ago

Files on mapped drive — files from mapped drive will be excluded from backup
(applicable only to UNC path on Windows platform). Typical UNC path is in the
format of \\drive or IP address\folder name (e.g. \\10.1.0.10\My Documents).

Files larger than —files larger than the defined size will be excluded from
backup

File older than — files created the set period of time ago or before a specific set
date will be excluded from backup

Destinations Visible to Users

There are two kinds of destinations backup users can choose from when creating a
backup set, they are the Predefined Destination and Standard Destination. Only the
destinations selected in this menu will be available for backup users to choose from
when they are creating a backup set. This feature is enabled by default.

Below is a brief explanation on the differences between the Predefined Destination
and Standard Destination.

Predefined Destination vs Standard Destination

]

Predefined Destination - The predefined destination can be a single storage
destination on the local drive where AhsayCBS is installed, mapped drive, cloud
storage or FTP server, or a destination pool with a mix of storage options
mentioned above. Before you can select a predefined destination in this menu, it
must first be configured under the System Settings > Backup > Predefined
Destinations. Refer to Predefined Destinations Tab and Backup User Settings
Tab for details on configuration.

Standard Destination - Except for the AhsayCBS storage option, all other
storage options under the Standard Destination belong to the backup users,
whether it could be a single storage destination on the mapped drive, cloud
storage or FTP server, or a destination pool with a mix of storage options
mentioned above.
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To configure the Predefined Destination

1. Turn on the B switch on the right under the Destinations Visible to Users
section.

2. Click on + under the Predefined Destination section.

Predefined Destination
+ W

Name Run Direct

3. Select the desired destination option, which has been defined in the System
Settings > Backup > Predefined Destinations menu, by checking the box on
the desired destination item.

Add Predefined Destination

Hame

L GoogleDrive-1

4. Click to confirm adding the predefined destination.

5. If you have multiple predefined destinations to add, repeat steps 3 -4 until all
desired destinations have been selected.

6. Click to confirm.

To configure the Standard Destination

1. Turnon the Bl switch on the right under the Destinations Visible to Users
section.

2. Click on + under the Standard Destination section.

Standard Destination

Customize application name

+ il
Name

. Local [ Mapped Drive / Metwork Drive / Removable Drive

(9 AnsayCES
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3. Select the desired storage option from the drop-down menu as shown below.
Standard Destination

FIEE v
mEE

CTYun

Amazon 53

AWS 53 Compatible Cloud Storage
Wasabi

Backblaze

Google Cloud Storage

Google Drive

Microsoft Azure

CneDrive

CneDrive for Business

Rackspace

OpenStack

Drophox

FTP

SFTP

Destination pool

4. Click to add the selected standard destination storage.

5. If you have multiple destination storages to add, repeat steps 3 — 4 until all desired
storages have been selected.

6. Click to confirm.

7. You will see the newly added destination shown on the list as shown.
Standard Destination

Customize application name

i
Name
. Local / Mapped Drive / Removable Drive
@ AhsayCBS
'} Google Cloud Storage
Amazon 53

sfrp SFTP
FTP FTP

& CTYun
Q Dropbox
o AWS 53 Compatible Cloud Storage
Bm Microsoft Azure
L Google Drive
«}# Destination pool
& OneDrive
n OpenStack
o Rackspace
& OneDrive for Business
CIrmEE

@ Wasabi

é Backblaze
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NOTE

Please note that by default AhsayCBS and Local / Mapped Drive / Network Drive /
Removable Drive are the destinations already visible to users. The rest of the destinations
must be added individually by the administrator.

> Backup Set Types Visible to Users

The AhsayCBS supports a wide range of backup set types for backup and restore.
This menu allows the administrator to select the backup set types to be displayed for
backup users to choose from when they are creating a backup set on AhsayCBS,
AhsayOBM or AhsayACB. This feature is disabled by default.

1. Turnon the Bl switch on the right under the Backup Set Types Visible to
Users section.

2. Click on +.

Backup Set Types Visible to Users ljl

+ W

Type

3. Select the Backup Set Type you wish to add from the drop-down menu as shown

below.
Backup Set Type
File Backup L
File Backup

IEM Lotus Domino Backup

IEM Lotus Motes Backup

MS Exchange Senser Backup
MS Exchange Mail Level Backup
MS SQL Server Backup

M3 Hyper-\V Backup

M3 Windows System Backup
MySCIL Backup

MariaDE Backup

Cracle Datahase Server Backup
ShadowProtect System Backup
M3S Windows System State Backup
Vilvweare Backup

Cloud File Backup

COiffice 365 Backup

4. Click to add the selected backup set type.

5. If you have multiple backup set types to add, repeat steps 3 - 4 until all options
have been selected.
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6. Click to confirm.

» Cloud File Backup Source Visible to Users

This menu allows the administrator to select specific cloud file backup source(s) to be
visible to backup users when they are creating a Cloud File Backup Set. By default,
this feature is on with all cloud file backup sources pre-selected.

1. Turnonthe e | switch on the right under the Cloud File Backup Source
Visible to Users section.

2. Clickon ¥

Cloud File Backup Source Visible to Users N |

+ W

3. Select the Cloud File Backup Source Visible to Users you wish to add from the
dropdown menu as shown below.

Cloud File Backup Source Visible to Users

FIEE v
FEEEE

CTyun

Amazon 53

AWS 53 Compatible Cloud Storage
Waszabi

Backblaze

Google Cloud Storage

Google Drive

Microsoft Azure

Onelrive

OneDrive for Business

Rackspace

OpenStack

Drophox

FTF

SFTP

4. Click to add the selected cloud file backup source.

5. If you have multiple cloud file backup source to add, repeat step 3 - 4 until all
options have been added.

6. Click to save.
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> Office 365 Backup Customization

This setting allows the administrator to customize the Authorization code and Admin
consent endpoint screen for Office 365 Global region. By default this feature is turned
off, in which case the default Ahsay branded Office 365 Authorization code and Admin
consent endpoint screens will be displayed.

For example: Ahsay branded Office 365 Authorization code screen

AH

Authorization Code for Microsoft 265
VBhARCgMGNRIEGIHYTY11M1VMXIGISnVBhARCgMGNR:

Please copy and paste the above futhorization Code
into Ahsay's product to complete the setup.

For example: Ahsay Admin consent endpoint screen

AH|

Permission has been granted successfully with Admin consent.
Please get back to the application and click [Continue] to continue setting up Microsoft 365 backup.

NOTE

To support the customization of Azure AD App for Modern App Authentication, an Azure AD
subscription is required, e.g. for Office 365 Apps, Premium P1 and Premium P2 licenses of
Azure AD subscriptions.

As the free version of Azure AD does not support granting Admin consent for the
Exchange/SharePoint related APIs via New App Registration.

Please refer to Microsoft for details of Azure AD subscription plans
https://azure.microsoft.com/en-us/pricing/details/active-directory/

1. Turnonthe | switch on the right under the Office 365 Backup
Customization section.

2. Select the “Customize credentials for Global region” checkbox.

Office 365 Backup Customization I

[:] Customize credentials for Global region
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3. Enter the following information:

Office 365 Backup Customization I

« Customize credentials for Global region

Application (client) ID
Authorization code redirect URI

Admin consent endpoint redirect URI

@  Application (client) ID — application ID used for authentication

The Application (client) ID can be found on the following location on the MS

Azure Dashboard as shown in the following example:

ashboard > App registrations

= branded =

B oelete @ endpoints [ Preview features

Manage
= sranding

D suthentication

. Call APIs
) LN F x
B Manifest m a > E

@  Authorization code redirect URI — the branded reply URL where
authorization server sends the user once granted an authorization code

Admin consent endpoint redirect URI — the branded URL that sends the
user to the Microsoft identity platform admin consent endpoint

Both the Authorization code redirect URI and Admin consent endpoint
redirect URI can be found on the following location on the MS Azure

Dashboard as shown in the following example:

App registrs

3 branded | Authentication »#

Platform configurations

Manage

8randing

D Authentication ~ Mobile and desktop applications Quickstat  Docs [0

Redirect URIs

oy D

@ Authorization code redirect URI 0]

o | <2 Admin consent endpoint redirect URY &
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NOTE

> Examples of the oauth2-microsoft365.jsp and oauth2-permission365.jsp files
can be downloaded from here:
https://download.ahsay.com/support/document/v8/app-reg-microsoft365.zip

» For instructions on how to set up the redirect URI that you will use please refer to
Appendix Q How to create a new app in the Azure Active Directory.

4. Click to save.

GUI Settings

In this menu, administrator can configure the GUI elements to be shown on the client
backup agent (AhsayOBM or AhsayACB) interface for backup users. The View checkbox
allows administrator to decide whether to display the GUI item, and for some items, the
Edit checkbox is available to enable backup users to change or access the GUI item(s).

Policy The GUI element on AhsayOBM/AhsayACB

Cliemis e The Client Backup Type (AhsayOBM @ or AhsayACB @)

Apply Check this box if you wish to configure the “View” and “Edit” option for
the GUI item. If this box is not checked, the GUI item will be shown on
AhsayOBM/AhsayACB by default.

View Enable or disable backup user to view the item

Edit Enable or disable backup user to edit the item

GUI Settings

Policy Client Type | Apply View Edit

Main Menu

Backup @ @ Ll V|

Resiore [0] Q] v v

Backup Sets @E v v

Seitings [0 Q) v v

Report (o) o] v v

Utilities [0 Q) v v

Profile @ @ Ll v

Language [0 Q) v v v

Information @ v v

Advertisement [0] Q] v v

Links to Social Media | oLy applicabie to 7.3 -47 5 dlient agent | @@ v v

Links to Social Media - Facebook @ v v http:/fahsay.comisocialfacebook.html

Links to Social Media - Twitter @ @ v i http:/fahsay.com/zocialfwitter. html

Links to Social Media - Google= ®e v v http:/fahsay.com/socialigoogle+ html

Links to Social Media - Linkedin @ @ v i http:/fahsay.com/sociallinkedin.html

Links to Social Media - YouTube [o]a] v v http:/fahsay.comisocialiyoutube html

Effective Policy @ v v

Help [o]a] v v
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In AhsayCBS v8.5.0.0 or above, Two-Factor Authentication (2FA) using Mobile
Authentication and Mobile Backup is introduced. There are two additional tabs that can be
found in the Profile page which are the Authentication Tab and Mobile Backup Tab.
However GUI Settings for these tabs are not yet supported.

For 2FA, users who are using Twilio and have upgraded to AhsayCBS v8.5.0.0 or above,
the tabs that can be configured in the GUI Settings are the Password and Security Settings
tabs. These tabs will only be displayed if the Security Settings for the backup user is
enabled in Backup / Restore > Users, Groups & Policies > Backup User >
%backup_user_name% > User Profile > Authentication > Security Settings.
Otherwise, the Authentication tab will be displayed instead of the Password and Security
Settings tabs.

While users who are using Mobile Authentication for their 2FA will have the Authentication
tab which contains the Password, Two-Factor Authentication and Last Successful Login
sections.

> Password

There are two setting items under this setting category to enable or disable the
Password Tab and Password Settings.

Policy Client Type @ Apply View Edit
Fassword Tab (ol al v !
Password Settings @@ v | v

© Password Tab

This option allows the backup user to view the Password tab when using Twilio for
2FA. If Mobile Authentication is used for 2FA, then this will allow backup users to
view the Password settings in the Authentication tab.

Password Tab ®® v v

When the View checkbox is checked for this option, the Password tab will be
displayed in the Profile page; otherwise, the Password tab will not be visible in the
Profile page.

© Password Settings

This option allows the backup user to view the Password settings in the Password
tab when using Twilio for 2FA. If Mobile Authentication is used for 2FA, then this
will allow backup users to view the Password settings in the Authentication tab.

| Password Settings ®@E ! |

When only the Apply checkbox is checked for this option, the Password section
will not be visible in the Password page.

| Password Settings @@ v | |
To restrict the backup user from changing and saving the password, check the
View box and leave the Edit box unchecked.
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Password Settings

@@

v

v v

By checking both the View and Edit checkboxes, backup users can change and

save their password.

We have added additional items under the GUI settings to give you greater flexibility for
customizing the GUI elements on the client backup agent (AhsayOBM & AhsayACB). Refer
to the information below for further details.
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> New Backup Set Wizard

There are six setting items under this new setting category to enable or disable the
Destination and Encryption Key, OpenDirect and Granular Restore settings when

creating a new backup set using the client backup agent.

Policy Client Type | Apply View Edit
New Backup Set Wizard - Destination [0 v v
New Backup Set Wizard - Encryption O v v
New Backup Set Wizard - Encryption - Enable / Disable @ @ W v
MNew Backup Set Wizard - Encryplion - Options @} @ v v
New Backup Set Wizard - OpenDirect O v v
New Backup Set Wizard - Granular Restore @ W v

© New Backup Set Wizard — Destination

You can set to restrict backup users from using the default destination where they
can only view the default destination but cannot change it OR to allow them to
choose the desired backup destination on their own.

New Backup Set Wizard - Destination ®e v v

To restrict the backup destination WITHOUT letting backup user to change it,
check the View box and leave the Edit box unchecked. With this configuration,
backup users can only view the backup destination that is predefined under the
Users, Group & Policies > Policy Group > Default Values > Destination page,
but cannot alter the backup destination when creating a new backup set using the
client backup agent.

Note: If there is no destination defined in the Default Values menu as mentioned
above, you will not be allowed to configure this setting.

New Backup Set Wizard - Destination ®@E v v 4

By checking both the View and Edit checkboxes, backup users can choose their
desired backup destination from the choices defined under the Users, Group &
Policies > Policy Group > Backup Set Settings > Standard Destination.

New Backup Set Wizard — Encryption

This setting is used in conjunction with the New Backup Set Wizard —
Enable/Disable and New Backup Set Wizard — Options settings.
New Backup Set Wizard - Encryption ®E v v

When the View checkbox is checked for this option, the encryption key setting
page will be shown when creating a new backup set with a client backup agent,
otherwise, the relevant page will be skipped.

290



www.ahsay.com

New Backup Set Wizard — Encryption — Enable / Disable

In order for this setting to work, the View option for New Backup Set Wizard —
Encryption setting must be turned on.

New Backup Set Wizard - Encryption - Enable / Disable ®E v v |

When you set the View option on and the Edit option off for this setting, the
Encryption Key feature will be turned on by default.

New Backup Set Wizard - Encryption - Enable / Disable ®E v v v |

When you set both the View and Edit options on, backup users will be able to
enable or disable this feature on their own.

New Backup Set Wizard — Encryption — Options

This setting allows backup users to choose the Encryption Type among Default,
User Password or Custom.

New Backup Set Wizard - Encryption - Options ®E v v

When you set the View option on and the Edit option off for this setting, the
encryption type will not be configurable and will use the default value defined in
Users, Group & Policies > Policy Group > Default Values > Others >
Encryption.

New Backup Set Wizard - Encryption - Options ®E v v v

When you set both the View and Edit options on, backup users will be able to
choose their desired encryption type.
New Backup Set Wizard — OpenDirect

You can set to restrict backup users from enabling the OpenDirect feature OR to
allow them to enable this feature.

New Backup Set Wizard - OpenDirect @@ v v
To restrict the OpenDirect feature WITHOUT letting backup user to enable it,
check the View box and leave the Edit box unchecked. With this configuration,
backup users can only view OpenDirect but cannot enable it when creating a new
backup set using the client backup agent.

Mew Backup Set Wizard - OpenDirect ®@ v v v
When you set both the View and Edit options on, backup users will be able to
enable OpenDirect.

New Backup Set Wizard — Granular Restore

You can set to restrict backup users from enabling the Granular Restore feature
OR to allow them to enable this feature.

New Backup Set Wizard - Granular Restore @ v v

To restrict the Granular Restore feature WITHOUT letting backup user to enable it,
check the View box and leave the Edit box unchecked. With this configuration,
backup users can only view Granular Restore but cannot enable it when creating

a new backup set using the client backup agent.
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New Backup Set Wizard - Granular Restore @ v v W

When you set both the View and Edit options on, backup users will be able to
enable Granular Restore.

> Help Page

This option allows you to configure whether to show the Help button on the Ul of the
client backup agent. The Help button takes you to a set of online help instructions that
correspond to the relevant page in the client backup agent.

Help ®E v

> Add Contact

This option allows backup users to add Contact information, such as name, email,
address, etc. under the Profile > Contacts page in the client backup agent.

Add Contact ®E v v

By checking the View checkbox for this option, backup users can configure contact
information on their own.

> Remove Contact

This option allows backup users to remove contact information under the Profile >
Contacts page in the client backup agent.

Remove Contact ®E v 1

By checking the View checkbox for this option, backup users can remove contact
information on their own in the client backup agent.

> Add Backup Set

Add Backup Set ®@E v V|

By enabling the View checkbox of this option, backup users are able to add backup
set using the client backup agent.

> Remove Backup Set

Remove Backup Set ®E v v

By enabling the View checkbox of this option, backup users are able to remove
backup set using the client backup agent.

> General Settings - MariaDB

General Settings - MariaDB ® v v v

By enabling the View checkbox of this option, backup users are able to view MariaDB.
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Default Values

This section allows administrator to define the default values for numerous setting items.
The default values set under this setting menu will be applied to the backup sets directly.
However, users can still override the default values during new backup set creation. As
opposed to Preempted Values, which will be introduced later in this chapter, is a set of
predefined values by the system administrator where backup users have no right to
override the settings.

All setting items under the Default Values tab are enabled by default. The default values of
the general setting items may be modified by clicking on the item.

General ST source | Backup schedute || Continuous Backup In-File Delta
User Settings Retention Policy J] Command Line Tool Bandwidth Control | 1P Allowed for Restore || others |
Backup Set Settings Name I
GUI Settings -
=+ i
Default Values
Name Applied Modules
Preempted Values
i ST © LV #|=] 1 [ [O] F[o] o 8] + [3]0)
Preempted Backup Sets
Lotus Domino I
=+ il
Name Applied Module
Default Lotus Domino settings \Lotus.
Lotus Notes I
=+ il
Name Applied Module
Default Lotus Notes settings Lotus.
Windows System Backup I
=+ il
Name Applied Module
Default Windows System Backup settings
Windows System State Backup I
=+ il
Name Applied Module
Default Windows System State settings
MySQL Server I

> General

This section defines the default values of some general configuration items. The
following table explains each setting item under the General tab, with a brief
description of what the setting is about and all the configurable items.

Name

What is this Defines the default backup set name when backup users create a
setting about? | backup set. Multiple settings can be created in this menu if you wish to
define different default backup set names for different backup
modules.
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What are the
configurable
items?

» Name — name of the setting item
» Applied Modules — modules to apply this setting to

» Backup Set Name — default backup set name to be displayed
when a backup set is created for the selected module(s).

Lotus Domino

What is this
setting about?

Defines the path to notes.ini. Please exercise extra caution when
changing this setting because an accidental or incorrect change of this
path may cause unpredictable impact on running the Lotus Domino.
Refer to the URL below for further information on this setting.
http://www.ibm.com/support/knowledgecenter/SSKTMJ 9.0.1/admin/c
onf_editingthenotesinifile _c.html

What are the
configurable
items?

» Name — name of this setting item

» Path to notes.ini — path name of the Path to notes.ini

Lotus Notes

What is this
setting about?

Defines the path to notes.ini . Please exercise extra caution when
changing this setting because an accidental or incorrect change of this
path may cause unpredictable impact on running the Lotus Notes.
Refer to the URL below for further information on this setting.
http://www.ibm.com/support/knowledgecenter/SSKTMJ 9.0.1/admin/c
onf_editingthenotesinifile _c.html

What are the
configurable
items?

» Name — name of this setting item

» Path to notes.ini — path name of the Path to notes.ini

Windows System Backup

What is this
setting about?

Defines the default location where you wish to store the system
backup for MS Windows System Backup module

What are the
configurable
items?

» Name — name of this setting item

» Specify the location where you want to store the system
backup location path where you wish the system backup be
stored

Windows System State Backup

What is this
setting about?

Defines the default location where you wish to store the system
backup for MS Windows System State Backup module.
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What are the
configurable
items?

Name — name of this setting item

Specify the location where you want to store the system
backup location path where you wish the system state backup
be stored

MySQL Server

What is this
setting about?

Defines the default Login ID, Host name, Port and Path to mysgldump
for MySQL server backup module

What are the
configurable
items?

YV V V V V

Name — name of this setting item

Login ID — login ID for accessing the MySQL server
Host — host name of the MySQL server

Port — port number

Path to mysqgldump — path name to the mysqgldump utility

MariaDBServer

What is this
setting about?

Defines the default Login ID, Host name, Port and Path to mysgldump
for MariaDB server backup module

What are the
configurable
items?

>
>
>
>
>

Name — name of this setting item

Login ID — login ID for accessing the MariaDB server
Host — host name of the MariaDB server

Port — port number

Path to mysqgldump - path name to the mysgldump utility

Oracle Database Server

What is this
setting about?

Defines the default Login ID, Host name, Port and SID for Oracle
Database Server module

What are the
configurable
items?

YV V V V V

Name — name of this setting item

Login ID — login ID for accessing the Oracle Database server
Host — host name of the Oracle server

Port — port number

SID - the unique identifier to the database instance

VMware Host

What is this
setting about?

Defines the default VMware version, host name, port number and SSH
port for VMware backup module
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What are the
configurable
items?

Name — name of this setting item
Version — VMware version

Host — host name of the VMware host
Port — port number

SSH Port — SSH port number

V V V V V

Shadow Protect

What is this
setting about?

Defines the default path to install the Shadow Protect and whether to
encrypt the image file in temporary directory.

What are the
configurable
items?

» Name — name of this setting item

» Path to StorageCraft ShadowProtect — the path where you
installed the ShadowProtect

» Encrypt the image file in temporary directory —to enable or
disable encryption for image file in the temporary directory where
the ShadowProtect image is stored.

Windows User Authentication

What is this
setting about?

Defines the default domain name/host name and user name for
backup users to enter the Windows User Authentication details.
Multiple settings can be created in this menu if you wish to define
different default domain name/host name and user name for different
modules.

What are the
configurable
items?

» Name — name of this setting item

» Applied Modules — modules you wish to apply this default
setting to

» Domain Name (e.g. ahsay.com) / Host Name — domain name
or host name of the Windows login

» User name — user name to log in to the backup user’s Windows
for backup

> Source

This section defines the default backup source values. The following table explains
each setting item under the Source tab, with a brief description of what the setting is
about and all the configurable items.

Shortcut

What is this
setting about?

Defines the default common files and folders to be selected when user
is creating a backup set for File Backup.

What are the
configurable

» Name — name of the setting item

» Applied Module — modules you wish to apply this default setting
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items?

to

Common Files and Folders — a list of common files or folders to
choose from as default backup source when creating a file
backup set.

Filter

What is this
setting about?

Defines the default filters which used to include/exclude files in the
backup source from performing backup. This filter applies only to File
Backup on Windows platform. Creating multiple filter settings is

possible.
What are the » Name — name of the filter setting
ictznmﬂs%urable > Matching pattern - defines the pattern of the file selection,
e.g., *.doc, *.png.

» For each of the matched files/folders under top directory —
define to include or exclude all the files/folder matching the
filtering criteria under the top directory

» Exclusion / Inclusion — to include (if you have chosen to
exclude the matched files) or exclude (if you have chosen to
include the matched files) those unmatched files/folder in the
backup

» Match file/folder names by — you can set the following filtering

rules:

[Simple comparison starts with]

Include/Exclude all files/directories with name starting with a
certain pattern.

Example:

You can use B* to match all file with name starting with a B
character.

[Simple comparison ends with]

Include / Exclude all files / directories with name ending with a
certain pattern.

Example:

You can use *.doc to match all files with name ending with .doc
(all Word Documents)

[Simple comparison contain]

Include/Exclude all files/directories with name containing a
certain pattern.

Example:

You can use *B* to match all files with name containing with a
B character.

[Regular Expression (UNIX-style)]
Include/Exclude all files/directories with name matching a
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regular expression.
Notes:
» The pattern of a backup filter is case sensitive.

> If multiple patterns are required, please add the pattern one
by one e.g.: *.doc and then *.xls

» How to Apply This Filter — you can choose to apply this filter on
“All hard disk drivers” or a selected folder of your choice.

» Apply to - apply the filter to the File and/or Folder level

Use Cases

Example 1
If you want to backup only Word, Excel and PowerPoint documents in

your
document directory (e.g. C:\My Documents), you should setup your
backup

filter as follows.

Matching pattern = *.doc, *.xIs, *.ppt

For each of the matched files/folders under top directory =
Include them

Exclusion = Check

Match file/folder names by = Simple comparison end with
How to Apply This Filter = This folder only C:\My Documents
Apply to = File

Example 2
If you want to backup all files, excluding all *.exe, *.dll and *.tmp, in

C:\Application, you should setup your backup filter as follows.

Matching pattern = *.exe, *.dll, *.tmp

For each of the matched files/folders under top directory =
Exclude them

Inclusion = Check

Match file/folder names by = Simple comparison end with
How to Apply This Filter = This folder only C:\Applicaitons
Apply to = File

Example 3
If you have already chosen files (all under C:\) from the backup

source setting but you want to exclude all images (e.g. *.jpg and *.gif)
from
your selection, you should setup your backup filter as follows.

Matching pattern = *.jpg, *.gif

For each of the matched files/folders under top directory =
Exclude them

Inclusion = uncheck

Match file/folder names by = Simple comparison end with
How to Apply This Filter = This folder only C:\

Apply to = File

Please note that the Inclusion setting should not be checked because
you have already chosen the desired files to back up and do not want
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to include all other files (NOT *.jpg, *.gif) under C:\ into the backup set.

Example 4
If you want to include everything, except the “log" directory, under

C:\Applications into a backup set, you should setup your backup filter
as
follows.

Matching pattern = “og$

For each of the matched files/folders under top directory =
Exclude them

Inclusion = check

Match file/folder names by = Regular Expression (UNIX-style)
How to Apply This Filter = C:\Applications

Apply to = Folder

Example 5
If you want to include all directories named “log" from the backup set

files

with file name starting with “B" and ending with “*.doc" under C:\My
Documents into the backup set, you can use a regular expression of
“AB.*\.doc$" to do your selection. The filter backup can then be setup
as follows.

Matching pattern = ~B.*\.doc$

For each of the matched files/folders under top directory =
Include them

Exclusion = check

Match file/folder names by = Regular Expression (UNIX-style)
How to Apply This Filter = C:\My Documents

Apply to = File

Advanced

What is this
setting about?

Defines the default advanced settings, including the platform of the
user’'s machine, the backup module, selected or deselected source for
backup.

What are the
configurable
items?

Name — name of the setting item
Platform — select the platform to apply this advanced filter

Applied Modules — modules you wish to apply this default
setting to

» Other Selected Source — define the path of the source, e.g.
Windows: C:\My folder; Linux: /home/my folder, to include in
the backup set

> Deselected Source - define the path of the source, e.g.
Windows: C:\My folder; Linux: /home/my folder, to exclude in
the backup set
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> Backup Schedule

Setting up the backup schedule allows backup sets to run automatically at the
specified time. This section allows administrator to define the default backup schedule.
The following table explains each setting item under the Backup Schedule tab, with a
brief description of what the setting is about and all the configurable items.

Schedule

What is this Defines the default backup schedule when backup users create a
setting about? | packup set. Multiple settings can be created in this menu if you wish to
define different default backup schedule for different backup modules.
Within a backup schedule setting, multiple schedules can be added.

What are the Backup Schedule

configurable o
items? » Name — name of the setting item

» Applied Modules — modules to apply this setting to

» Run scheduled backup for this backup set —to enable or
disable the scheduled backup settings you set in this menu

Manage Schedule

» Name — name of the scheduler
» Type — frequency of running the scheduled backup
Daily — to run the scheduled backup everyday

Weekly —to run the scheduled backup on the selected days of
a week

Monthly — to run the scheduled backup on a specific day in a
month, or on a specific day in a specific week.

Custom — to run the scheduled backup on a specific day of
your selection

» Start backup — specify a specific time to run the scheduled
backup based on the frequency set in the Type menu above.

at — this option will start a backup job at a specific time.

every — this option will start a backup job in intervals of minutes
or hours.

» Stop — set the scheduled backup to stop either

until full backup completed — this option will stop the backup
job when it is completed regardless of how much time it takes

after — this option will stop the backup job at the set time (1-24
hrs) regardless if the backup is done or not.

This only applies to schedules with start backup “at” and is not
supported for periodic backup schedule (start backup “every”).

» Run Retention Policy after backup — enable this feature if you
wish the modified or deleted data after backup remains in the
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backup server for the set number of retention day

> Continuous Backup

When the Continuous Backup feature is enabled, a backup job will be triggered
whenever a change is made in the backup source. This section allows administrator to
define the default continuous backup settings. The following table explains each
setting item under the Continuous Backup tab, with a brief description of the
available settings and all the configurable items. Continuous Backup is only
available on Windows platform.

IMPORTANT

When setting up the Continuous Backup feature for a backup set, you must run a manual or
scheduled backup job first so that the initial files are uploaded your designated backup destination.

Continuous Backup

What is this
setting about?

Defines whether to enable this feature, whether to exclude system
files, frequency of running backup when changes are detected,
configure the maximum file size allowed for backup and configure
filters to exclude files from backup.

What are the
configurable
items?

Continuous Backup

» Name — name of the setting item

» Backup whenever a change is made — enable or disable the
continuous backup feature.

» Exclude system files — enable this feature if you do not want
to back up system files. Refer to Appendix | for a full list of
system files excluded from the backup set.

» How often should the backup run — set the frequency of
running backup when changes are detected.

» Only apply to files smaller than — file size that is larger than
the set value will not be backed up.

» Run CDP on computers named — define the name of the
computer on which continuous backup will be run.

Exclude Filter

» Name - name of the filter setting item

» Match file/folder names by — you can set the following
filtering rules:

[Simple comparison starts with]
Include/Exclude all files/directories with name starting with
a certain pattern.
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Example:
You can use B* to match all file with name starting with a B
character.

[Simple comparison ends with]

Include / Exclude all files / directories with name ending
with a certain pattern.

Example:

You can use *.doc to match all files with name ending with
.doc (all Word Documents)

[Simple comparison contain]

Include/Exclude all files/directories with name containing a
certain pattern.

Example:

You can use *B* to match all files with name containing
with a B character.

[Regular Expression (UNIX-style)]
Include/Exclude all files/directories with name matching a
regular expression.

Notes:
- The pattern of a backup filter is case sensitive.

- If multiple patterns are required, please add the pattern one
by one e.g.: *.doc and then *.xls

» Matching pattern - defines the pattern of the file selection,
e.g., *.doc, *.png.

» Apply This Filter to all files/folders in — you can choose to
apply this filter on “All selected sources” or a selected folder
of your choice

> Apply to - apply the filter to the File and/or Folder level

Use Cases Example 1

If you want to back up all files, except all Word, Excel and PowerPoint
documents, in your document directory (e.g. C:\My Documents), you
should setup your backup filter as follows.

Match file/folder names by = Simple comparison end with
Matching pattern = *.doc, *.xIs, *.ppt

Apply this filter to all files/folders in = This folder only C:\My
Documents

Apply to = File

Example 2
If you want to include everything, except the “log" directory, under

C:\Applications into a backup set, you should setup your backup filter

as

follows.

Match file/folder names by = Regular Expression (UNIX-style)
Matching pattern = “og$
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Apply this filter to all files/folders in = C:\Applications
Apply to = Folder

Example 3
If you want to exclude all directories named “log" from the backup set

files

with file name starting with “B" and ending with “*.doc" under C:\My
Documents into the backup set, you can use a regular expression of
“AB.*\.doc$" to do your selection. The filter backup can then be setup
as

follows.

Match file/folder names by = Regular Expression (UNIX-style)
Matching pattern = *B.*\.doc$

Apply this filter to all files/folders in = C:\My Documents
Apply to = File

> Destination

This section allows administrator to define the default backup destination for backup
set. The following table explains each setting item under the Destination tab, with a
brief description of what the setting is about and all the configurable items.

Destination

What is this
setting about?

Defines the default backup destination when backup users create a
backup set. Multiple settings can be created in this menu if you wish to
define different default destinations for different backup modules.

What are the
configurable
items?

Destination

» Name — name of the setting item

» Applied Modules — modules to apply this setting to

» Backup Mode - select the files transfer method during backup

Sequential — backup files are sent to the backup destination
one by one, one after another.

Concurrent — multiple files are sent to the backup destination
at the same time

» Maximum concurrent backup destinations (only if you have
selected Concurrent as the Backup Mode) — select the
maximum number of files allowed for uploading to the backup
destination

» Predefined Destination — select the predefined destination you
have configured in the Predefined Destinations Tab section.
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> In-File Delta

In-file delta technology is an advanced data block matching algorithm with the
intelligence to pick up changes (delta) of file content between two files.

Using this algorithm, daily backup of large files over low-speed internet connection is
made possible because it requires only the changes of information since the last
backup to be sent over (assuming that the full backup of the file has been saved on
the backup server already).

This section allows administrator to define the default In-File Delta type for backup set.
The following table explains each setting item under the In-File Delta tab, with a brief
description of what the setting is about and all the configurable items.

In-File Delta

What is this Defines the default in-file delta setting for backup set. Multiple settings
setting about? | can be created in this menu if you wish to define different default in-file
delta settings for different backup modules.

What kind of Incremental In-file delta
in-file delta
type are
there?

Incremental Delta will facilitate ease of backup. The delta is generated
by comparing with the last uploaded full or delta file. Delta generated
with this method is smaller and uses the least bandwidth. However, for
restoration, the full file and all deltas up to the required point-in-time
are required to be restored and merged.

Differential In-file delta

Differential Delta will facilitate ease of restore. The delta is generated
by comparing with the last uploaded full file only. Delta generated with
this method will grow daily and uses more bandwidth. However, for
restoration, the full file and a single delta is required to be restored and
merged.

What are the Destination
configurable

items? » Name — name of the setting item

» Applied Modules — modules to apply this setting to

» Default Type — type of backup method (Incremental or
Differential)

Advanced settings

> In-File Delta block size — defines the size of delta block used
when detecting changes between last full or delta file and the file
to be backed up.

In-file delta backup with small block size

-Produce a smaller delta file due to a more precise
comparison

-Require more processing power on the client machine

-Comparison may take longer to complete
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-Require more Java memory

In-file delta backup with large block size:

-Produce a larger delta file due to a less precise comparison
-Require less processing power on the client machine
-Comparison will complete faster

-Require less Java memory

For most cases, the default setting Auto will select the optimal
block size for each file (depending on the size of the file).

File size Block size

Smaller than 2GB | 4KB

2GB -8GB 8KB

Larger than 8GB | 16KB

Only apply In-File Delta to files larger than — defines the
minimum file size to apply the in-file delta setting. If the size of a
file to be backed up is smaller than the set value, the in-file delta
setting will not apply and the whole file will be uploaded to the
backup server.

It is not necessary to perform In-file delta backup on small files
because backing up the whole file does not take long. Backing up
the whole file instead reduces the time required to restore the file.

Upload full file when either of these conditions is met —a
backup of the full file will be perform if the following condition is
met:

- Number of deltas is over — when the number of delta file
exceeds the set value

- Deltaratio (delta file size / full file size) is over — this
setting is to ensure that a full file backup is performed for
file with significant changes, as it is preferable to upload a
full file instead to reduce the time required to restore the file

Weekly variations for overriding default type — override the
default in-file delta setting in the Default Type field on selected
day(s) of a week

Yearly variations for overriding default type and weekly
variations — override the default in-file delta setting in the
Default Type field as well as the setting in the “Weekly
variations for overriding default type” section on a selected
day in a week based on either of the following selection

- Day of selected months in yearly variations - select a
specific day in a month. On this specified day in the month
defined above will the in-file delta variation setting override
the default value.
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> Retention Policy

Retention policy defines the policies of persistent data management for meeting
business data archival requirements. When a backup job is performed, for data that
are modified or deleted on the client computer, their existing versions on the backup
server (backup records) will be moved into retention area, while newly backed up files
will be placed in the current data area.

Specifically, retention policy setting defines how long are the backup records kept in
the retention area before they are deleted permanently from the backup server.

This section allows administrator to define the default Retention Policy for backup set.
The following table explains each setting item under the Retention Policy tab, with a
brief description of what the setting is about and all the configurable items.

Retention Policy

What is this Defines the default retention policy for backup sets when they are
setting about? | created. Multiple settings can be created in this menu if you wish to
define different default retention policy for different backup modules.

What are the Destination
configurable o
items? > Name — name of the setting item

» Applied Modules — modules to apply this setting to

» How to retain the files in the backup set, which have been
deleted in the backup source — choose between Simple and
Advanced setting, which is explained in details below.

- Simple - enter a specific number of day or backup job
number. The retained data will be removed from the backup
destination permanently after the set number of day or set
number of job is met.

- Advanced — manage advanced retention policies by applying
advanced settings

The past number of days on which different
versions of your files are retained

Daily
Set the number of day(s) on which the old version
of data will be stored

The days within a week on which different
versions of your files are retained

Select the day(s) in a week (Monday — Sunday)

Weekly on which the old version of data will be stored

The number of weeks to repeat the above
selection
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Enter the number of week(s) for the above setting
to repeat

Monthly

The days within a month on which different
versions of your files are retained

Select a day in a month on which the old version
of data will be stored. You can either set:

- Anexact day (1-31) or

- The (First/Second/Third/Fourth/Last) of
(Monday -Sunday)

The number of months to repeat the above
selection

Enter the number of month(s) for the above
setting to repeat

Quarterly

The day within a quarter on which different
versions of your files are retained

Select a day within a quarter on which the old
version of data will be stored. You can either set:

- Anexact day (1-31) or

- The (First/Second/Third/Fourth/Last) of
(Monday -Sunday)

Months of quarter

Select the desired combination of months of
quarter

- (January, April, July, October)
- (February, May, August, November)

- (March, June, September, December)

The number of quarters to repeat the above
selection

Enter the number of quarter(s) for the above
setting to repeat

Yearly

The day within a year on which different
versions of your files are retained

Select a day within a year on which the old
version of data will be stored. You can set the day
by using one of the following methods:

- Select an exact day (1 — 31) in an exact
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month (January — December)

- Select the (First/Second/Third/Fourth/Last)
of
(Monday/Tuesday/Wednesday/Thursday/
Friday/Saturday/Sunday/Weekday/Weeken
d) in an exact month (January —
December)

- Select a day in a week (Monday — Sunday)
in an exact week of a year (Week 1 - 53)

The number of years to repeat the above
selection

Enter the number of year(s) for the above setting
to repeat

A specific day on which different versions of
your files are retained

Select a day on which the old version of data will
be stored. You can set the day by using one of
the following methods:

- Select an exact day (1 — 31) in an exact
month (January — December)

- Select the (First/Second/Third/Fourth/Last)
of

Custom (Monday/Tuesday/Wednesday/Thursday/

Friday/Saturday/Sunday/Weekday/Weeken

d) in an exact month (January —

December)

- Select a day in a week (Monday — Sunday)
in an exact week of a year (Week 1 - 53)

Year

Enter a specific year for the day set above to
execute the retention policy

>» Command Line Tool

This section allows administrator to configure a Pre-Backup or Post-Backup command.
Command such as batch file to stop and start an application before and after a backup
job is completed, or other command such as to shut down the computer when a
backup job is completed can be configured.
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The following table explains each setting item under the Retention Policy tab, with a
brief description of what the setting is about and all the configurable items.

Command Line Tool

What is this
setting about?

Defines the default command line to execute before or after a backup
is performed. Multiple settings can be created in this menu if you wish
to define different default command line for different backup modules.

What are the
configurable
items?

Destination
» Name — name of the setting item
» Applied Modules — modules to apply this setting to

» Pre-Backup Command Line Tool — configure the pre-backup
command line

- Name — name of this command line setting.

- Working Directory — directory which the pre-backup
command will run at.

- Command - Enter the pre-backup command to be run

» Post-Backup Command Line Tool — configure the post-backup
command line

- Name — name of this command line setting.

- Working Directory — directory which the post-backup
command will run at.

- Command - enter the post-backup command to be run

> Reminder

This section allows administrator to enable the backup reminder feature where users
will be reminded to run a backup job when they log off or shut down their computers.
The reminder feature is only available on Windows platform.

The following table explains each setting item under the Reminder tab, with a brief
description of what the setting is about and all the configurable items.

Reminder

What is this
setting about?

Defines whether the backup reminder is on for backup users when
they log off or shut down their computers. Multiple settings can be
created in this menu if you wish to define different settings for different
backup modules.

What are the
configurable
items?

Destination
» Name — name of the setting item
» Applied Modules — modules to apply this setting to

» Remind me to backup during Windows log off or shut down
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— turn on or off this feature

- Computer name — you can specify the computer’s name for
this reminder to apply on

> Bandwidth Control

This section allows administrator to limit the data transfer rate when performing
backup and restore jobs.

NOTE

» The actual value will be around +/- 5% of the limit value when the bandwidth control set to
below 32Mb/s. When the bandwidth control set to above 64Mb/s, the gap between actual
value and limit value might be over 5%.

> Network stability might influence the transfer rate fluctuation accuracy.

The following table explains each setting item under the Bandwidth Control tab, with
a brief description of what the setting is about and all the configurable items.

Bandwidth Control

What is this
setting about?

Defines the default settings on limiting the data transfer rate when
performing backup and restore jobs. Multiple settings can be created
in this menu if you wish to define different settings for different backup
modules.

What are the
configurable
items?

Destination
» Name — name of the setting item
» Applied Modules — modules to apply this setting to

» Limit the transfer rate when performing backup and restore
tasks — click to turn on or off this feature

- Mode

Each backup and restore job has its

Independent assigned bandwidth

All backup and restore jobs are sharing
the same assigned bandwidth

Share Note: Share mode does not support
performing backup job on multiple
destinations concurrently.

- Existing bandwidth controls — configure the bandwidth
control details

Name of the bandwidth control setting

Name .
item
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Always — apply the bandwidth control
settings at all times

Type Only within this period — configure a
specific start time and end time on a day
of a week for this bandwidth control
setting to take place

Maximum Enter the maximum transfer rate allowed,
transfer rate | in the unit of Kbit/s, Mbit/s or Gbit/s.

> |P Allowed for Restore

This section allows administrator to define IP ranges that are allowed to perform
restore. The following table explains each setting item under the IP Allowed for
Restore tab, with a brief description of what the setting is about and all the
configurable items.

IP Allowed for Restore

What is this
setting about?

Defines the default settings on IP allowed for restore. Multiple settings
can be created in this menu if you wish to define different settings for
different backup modules.

What are the
configurable
items?

Destination
» Name — name of the setting item
» Applied Modules — modules to apply this setting to

> IP Allowed for Restore— configure the IP ranges allowed for
restore

- From —restore allowed from this IP value

- To - restore allowed up to this IP value

> Others

This section allows administrator to configure other default settings. The following
table explains each setting item under the Others tab, with a brief description of what
the setting is about and all the configurable items.

Temporary Directory

What is this
setting about?

The temporary directory is used for various purposes, such as storage
of temporary spooled file, remote file list, local file list, temporary delta
file and other files of temporary nature.

Administrator can define the default location of the temporary
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directory. Multiple settings can be created in this menu if you wish to
define different temporary directory locations for different backup
modules.

What are the
configurable
items?

Name — name of the setting item
Platform — the platform on which this setting will apply on

Applied Modules — modules to apply this setting to

vV V V V

Temporary directory for storing backup files — location of the
temporary directory you wish to set.

» Remove temporary files after backup — the temporary files are
removed after backup if this option is selected

Follow Link

What is this
setting about?

Administrator can define whether to turn on the Follow Link feature by
default. When this feature is on, not only the symbolic link or junction
point will be restored, the directories and files that the symbolic link or
junction point links to will also be restored. This feature is only
applicable to File Backup module.

What are the
configurable
items?

» Name — name of the setting item

» Follow link of the backup files — check the box to enable this
feature

Volume Shadow Copy

What is this
setting about?

Enabling the Volume Shadow Copy option will allow backup of local
files that are exclusively opened during the backup process (e.g.
Outlook PST file).

Some requirements of the Volume Shadow Copy option include:

- Volume Shadow Copy can only be applied for local drive;
exclusively opened file on network shared drive cannot be
backed up even with the Volume Shadow Copy option enabled.

- Volume Shadow Copy is only available on Windows platforms
(e.g. Vista /2008 / 2008 R2 / 7 / 2012 / 2012 R2 / 8 /10).

- The user using the backup application must have administrative
privileges to access the Volume Shadow Copy service on a
computer.

- Atleast one of the partitions on the machine must be in NTFS
format.

For more technical information on Volume Shadow Copy, please
refer to the following page from Microsoft for details:
http://technet.microsoft.com/en-us/library/cc785914(WS.10).aspx

Administrator can define whether to turn on the Volume Shadow
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Copy feature by default .This feature is only applicable to File Backup
module.

What are the
configurable
items?

» Name — name of the setting item

» Enable Windows’ Volume Shadow Copy for open file backup
— check or uncheck to enable or disable this feature

File Permissions

What is this
setting about?

By enabling this option, file permissions of the operating system files
will be backed up. File permission defines, for example, the right to
view or change a file by the system owner/group/individual.

Administrator can define whether to turn on the backup of File
Permissions by default .This feature is only applicable to File Backup
module.

What are the
configurable
items?

» Name — name of the setting item

> Backup files’ permissions — check the box to enable this
feature

Archived Log Deletion

What is this
setting about?

Administrator can define whether the archived log files will be deleted
after backup by default .This feature is only applicable to Oracle
Database Server Backup module.

What are the
configurable
items?

» Name — name of the setting item

» Delete the archived logs after backup — turn on or off this
feature

- Delete archived logs that are older than the following
days — set the number of day(s) that the archived logs will be
deleted when exceeding this number

Open Direct

What is this
setting about?

Administrator can enable the OpenDirect setting for Windows File
backup sets on AhsayOBM and AhsayCB, to support restore of
selected files/folder within a compressed or images file without the
need to restore the compressed of image file first.

What are the
configurable
items?

» Name — name of the setting item

» OpenDirect — enable or disable this feature
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Granular Restore

What is this
setting about?

Administrator can enable the Granular Restore setting for VMware
ESXi/vCenter and Hyper-V guest VM backup sets, to support restore
of selected files/folder within a virtual disk of a guest VM without the
need to restore the guest VM file first.

What are the
configurable
items?

» Name — name of the setting item

» Granular Restore — enable or disable this feature

Compressions

What is this
setting about?

Compressing data before they are backed up brings faster backup
and restore time and save storage space on the backup destination.
Compression does not apply on Run direct backup sets for Hyper-V
and VMware even this feature is on.

Administrator can define the default compression type for backup set.
Multiple settings can be created in this menu if you wish to define
different default compression types for different backup modules.

What are the
configurable
items?

» Name — name of the setting item
» Applied Modules — modules to apply this setting to

» Select compression type — type of compression that will be
used during backup

No Compression — no compression of file will be made

Normal — compressed file size is the smallest among all
compression type but will result to high CPU usage

Fast (Compressed size larger than normal) — compressed file
size is larger than the Normal compression type and will result
to lower CPU usage

Fast with optimization for local — compressed file size is
larger than the Fast compression type and will result to lowest
CPU usage

Encryption

What is this
setting about?

For better security reason, backup users can choose to encrypt their
backup data with an algorithm, mode and key of their choice.
Encryption does not apply on Run direct backup sets for Hyper-V and
VMware even this feature is on.

Administrator can define the default encryption setting for backup set.
Multiple settings can be created in this menu if you wish to define
different default encryption settings for different backup modules.
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What are the » Name — name of the setting item
configurable

items? » Applied Modules — modules to apply this setting to

» Encrypt Backup Data — enable or disable this feature

Default (Machine Generated Random) — the system will
randomly generate an encryption key

User Password — the encryption key will be the same as the
login password of your AhsayOBM

Custom - define your own algorithm, encryption key, method
and key length.

Preempted Values

This section allows administrator to define the predefined values for backup users’ backup
sets. The preempted values set under this setting menu will be applied to the backup sets
directly. Backup users can add additional values on top of the preempted values when
creating a backup set but CANNOT remove the preempted values preset by the system
administrator.

All setting items under the Preempted Values tab are disabled by default. Click the |
switch on the right of each setting item and then follow the steps below for configuration.

General LUl Backup Schedule | Continuous Backup In-File Delta | Retention Policy
User Settings Command Line Tool Bandwidth Control IP Allowed for Restore m
Backup Set Settings
p : Filter |
GUI Settings
Default Values Advanced I

Preempted Values

Preempted Backup Sets

Mode

In all the setting items in the Preempted Values section, there is a Mode setting item that
contains 3 options on how this preempted values are applied to user defined settings.

- Prepend —the preempted values will be applied as the first user defined settings
- Append —the preempted values will be applied as the last user defined settings

- Override — override all user defined settings
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In some preempted value settings, "Override” mode is set as default and cannot be modified,
e.g. Reminder, as administrator should take full control of the policy settings. However, prepend
and append mode are available for some non-administrator related features, such as backup
schedule, where users defined settings can also be considered.

NOTE

> Source

This section defines the preempted backup source values. The following table
explains each setting item under the Source tab, with a brief description of what the
setting is about and all the configurable items.

Filter

What is this
setting about?

Defines the default filter mode, filters which used to include/exclude
files in the backup source from performing backup. This filter applies
only to File Backup on Windows platform. Creating multiple filter
settings is possible.

What are the
configurable
items?

>
>

Name — name of the filter setting

Apply filters to the backup source — turn this on to configure
the filters

Matching pattern - defines the pattern of the file selection,
e.g., *.doc, *.png.

For each of the matched files/folders under top directory —
define to include or exclude all the files/folder matching the
filtering criteria under the top directory

Exclusion / Inclusion — to include (if you have chosen to
exclude the matched files) or exclude (if you have chosen to
include the matched files) those unmatched files/folder in the
backup

Match file/folder names by — you can set the following filtering
rules:

[Simple comparison starts with]

Include/Exclude all files/directories with name starting with a
certain pattern.

Example:

You can use B* to match all file with name starting with a B
character.

[Simple comparison ends with]

Include / Exclude all files / directories with hame ending with a
certain pattern.

Example:

You can use *.doc to match all files with name ending with .doc
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(all Word Documents)

[Simple comparison contain]

Include/Exclude all files/directories with name containing a
certain pattern.

Example:

You can use *B* to match all files with name containing with a
B character.

[Regular Expression (UNIX-style)]
Include/Exclude all files/directories with name matching a
regular expression.

Notes:
» The pattern of a backup filter is case sensitive.

» If multiple patterns are required, please add the pattern one
by one e.g.: *.doc and then *.xls

» How to Apply This Filter — you can choose to apply this filter on
“All hard disk drivers” or a selected folder of your choice.

» Apply to - apply the filter to the File and/or Folder level

Use Cases Example 1

If you want to backup only Word, Excel and PowerPoint documents in
your

document directory (e.g. C:\My Documents), you should setup your
backup

filter as follows.

Matching pattern = *.doc, *.xIs, *.ppt

For each of the matched files/folders under top directory =
Include them

Exclusion = Check

Match file/folder names by = Simple comparison end with
How to Apply This Filter = This folder only C:\My Documents
Apply to = File

Example 2
If you want to backup all files, excluding all *.exe, *.dll and *.tmp, in

C:\Application, you should setup your backup filter as follows.

Matching pattern = *.exe, *.dll, *.tmp

For each of the matched files/folders under top directory =
Exclude them

Inclusion = Check

Match file/folder names by = Simple comparison end with
How to Apply This Filter = This folder only C:\Applicaitons
Apply to = File

Example 3
If you have already chosen files (all under C:\) from the backup

source setting but you want to exclude all images (e.g. *.jpg and *.gif)
from
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your selection, you should setup your backup filter as follows.

Matching pattern = *.jpg, *.gif

For each of the matched files/folders under top directory =
Exclude them

Inclusion = uncheck

Match file/folder names by = Simple comparison end with
How to Apply This Filter = This folder only C:\

Apply to = File

Please note that the Inclusion setting should not be checked because
you have already chosen the desired files to back up and do not want
to include all other files (NOT *.jpg, *.gif) under C:\ into the backup set.

Example 4
If you want to include everything, except the “log" directory, under

C:\Applications into a backup set, you should setup your backup filter
as
follows.

Matching pattern = "log$

For each of the matched files/folders under top directory =
Exclude them

Inclusion = check

Match file/folder names by = Regular Expression (UNIX-style)
How to Apply This Filter = C:\Applications

Apply to = Folder

Example 5
If you want to include all directories named “log" from the backup set

files

with file name starting with “B" and ending with “*.doc" under C:\My
Documents into the backup set, you can use a regular expression of
“AB.*\.doc$" to do your selection. The filter backup can then be setup
as

follows.

Matching pattern = *B.*\.doc$

For each of the matched files/folders under top directory =
Include them

Exclusion = check

Match file/folder names by = Regular Expression (UNIX-style)
How to Apply This Filter = C:\My Documents

Apply to = File

Advanced

What is this
setting about?

Defines the default advanced settings for backup source, including
backup mode, other selected source and deselected source.

What are the
configurable

» Name — name of the setting item

» Applied Module — module you wish to apply this default setting
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items?

to

» Other Selected Source — define the path of the source, e.g.
Windows: C:\My folder; Linux: /home/my folder, to include in
the backup set

> Deselected Source - define the path of the source, e.g.
Windows: C:\My folder; Linux: /home/my folder, to exclude in
the backup set.

> Backup Schedule

Setting up backup schedule allows backup sets to run automatically at the specified
time. This section allows administrator to pre-define default backup schedule(s) for
backup users. The following table explains each setting item under the Backup
Schedule tab, with a brief description of what the setting is about and all the
configurable items.

Schedule

What is this
setting about?

Predefine backup schedule(s) for backup sets. Multiple settings can
be created in this menu if you wish to pre-define different backup
schedules for different backup modules. Within a backup schedule
setting, multiple scheduled times can be added.

What are the
configurable
items?

Backup Schedule

» Name — name of the setting item
» Applied Modules — modules to apply this setting to

» Run scheduled backup for this backup set —to enable or
disable the scheduled backup settings you set in this menu

Manage Schedule

» Name — name of the scheduler
» Type — frequency of running the scheduled backup
- Daily —to run the scheduled backup everyday

- Weekly — to run the scheduled backup on the selected days
of a week

- Monthly —to run the scheduled backup on a specific day in
a month, or on a specific day in a specific week.

- Custom —to run the scheduled backup on a specific day of
your selection

» Start backup — specify a specific time to run the scheduled
backup based on the frequency set in the Type menu above.

at — this option will start a backup job at a specific time.

every — this option will start a backup job in intervals of minutes
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or hours.
» Stop — set the scheduled backup to stop either

until full backup completed - this option will stop the backup
job when it is completed regardless of how much time it takes

after — this option will stop the backup job at the set time (1-24
hrs) regardless if the backup is done or not.

This only applies to schedules with start backup “at” and is not
supported for periodic backup schedule (start backup “every”).

» Run Retention Policy after backup — enable this feature if you
wish the modified or deleted data after backup remains in the
backup server for the set number of retention day

> Continuous Backup

When the Continuous Backup feature is enabled, a backup job will be triggered
whenever a change is made in the backup source. This section allows administrator to
define the default continuous backup settings. The following table explains each
setting item under the Continuous Backup tab, with a brief description of the
available settings and all the configurable items. Continuous Backup is only
available on Windows platform.

IMPORTANT

When setting up the Continuous Backup feature for a backup set, you must run a manual or
scheduled backup job first so that the initial files are uploaded your designated backup destination.

Continuous Backup

What is this
setting about?

Predefine the settings and filters to trigger continuous backup,
including to exclude system files, frequency of running backup when
changes are detected, configure the maximum file size allowed for
backup and configure filters to exclude files from backup.

What are the
configurable
items?

Continuous Backup

» Name — name of the setting item
» Applied Modules — modules to apply this setting to

» Backup whenever a change is made — enable or disable the
continuous backup feature

» Exclude system files — enable this feature if you do not want
to back up system files. Refer to Appendix | for a full list of
system files excluded from the backup set.

» How often should the backup run — set the frequency of
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>

running backup when changes are detected.

Only apply to files smaller than — file size that is larger than
the set value will not be backed up

Exclude Filter

» Name - name of the filter setting item

» Match file/folder names by — you can set the following
filtering rules:

[Simple comparison starts with]

Include/Exclude all files/directories with name starting with

a certain pattern.

Example:

You can use B* to match all file with name starting with a B

character.

[Simple comparison ends with]

Include / Exclude all files / directories with name ending

with a certain pattern.

Example:

You can use *.doc to match all files with name ending with

.doc (all Word Documents)

[Simple comparison contain]

Include/Exclude all files/directories with name containing a

certain pattern.

Example:

You can use *B* to match all files with name containing

with a B character.

[Regular Expression (UNIX-style)]

Include/Exclude all files/directories with name matching a

regular expression.

Notes:

- The pattern of a backup filter is case sensitive.
- If multiple patterns are required, please add the pattern one

by one e.g.: *.doc and then *.xls

» Matching pattern - defines the pattern of the file selection,
e.g., *.doc, *.png.

» Apply This Filter to all files/folders in — you can choose to
apply this filter on “All selected sources” or a selected folder
of your choice

> Apply to - apply the filter to the File and/or Folder level

Use Cases Example 1

If you want to back up all files, except all Word, Excel and PowerPoint
documents, in your document directory (e.g. C:\My Documents), you
should setup your backup filter as follows.

www.ahsay.com

321




Match file/folder names by = Simple comparison end with
Matching pattern = *.doc, *.xls, *.ppt

Apply this filter to all files/folders in = This folder only C:\My
Documents

Apply to = File

Example 2
If you want to include everything, except the “log" directory, under

C:\Applications into a backup set, you should setup your backup filter
as
follows.

Match file/folder names by = Regular Expression (UNIX-style)
Matching pattern = “og$

Apply this filter to all files/folders in = This folder only
C:\Applications

Apply to = Folder

Example 3
If you want to exclude all directories named “log" from the backup set

files

with file name starting with “B" and ending with “*.doc" under C:\My
Documents into the backup set, you can use a regular expression of
“AB.*\.doc$" to do your selection. The filter backup can then be setup
as

follows.

Match file/folder names by = Regular Expression (UNIX-style)
Matching pattern = *B.*\.doc$

Apply this filter to all files/folders in = This folder only C:\My
Documents

Apply to = File
Use Cases Example 1
If you want to back up all files, except all Word, Excel and PowerPoint
documents, in your document directory (e.g. C:\My Documents), you
should setup your backup filter as follows.
Match file/folder names by = Simple comparison end with
Matching pattern = *.doc, *.xIs, *.ppt
Apply this filter to all files/folders in = This folder only C:\My
Documents
Apply to = File
Example 2
If you want to include everything, except the “log" directory, under
C:\Applications into a backup set, you should setup your backup filter
as
follows.
Match file/folder names by = Regular Expression (UNIX-style)
Matching pattern = “og$
Apply this filter to all files/folders in = This folder only
C:\Applications
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Apply to = Folder

Example 3
If you want to exclude all directories named “log" from the backup set

files

with file name starting with “B" and ending with “*.doc" under C:\My
Documents into the backup set, you can use a regular expression of
“AB.*\.doc$" to do your selection. The filter backup can then be setup
as

follows.

Match file/folder names by = Regular Expression (UNIX-style)
Matching pattern = *B.*\.doc$

Apply this filter to all files/folders in = This folder only C:\My
Documents

Apply to = File

> Destination

This section allows administrator to predefine backup destination for backup sets. The
following table explains each setting item under the Destination tab, with a brief
description of what the setting is about and all the configurable items.

Destination

What is this Pre-define backup destination when backup users create a backup
setting about? | set. Multiple settings can be created in this menu if you wish to define
different default destinations for different backup modules.

What are the Destination
configurable o
items? > Name — name of the setting item

» Applied Modules — modules to apply this setting to
» Backup Mode - select the files transfer method during backup

- Sequential — backup files are sent to the backup destination
one by one, one after another

- Concurrent — multiple files are sent to the backup destination
at the same time

» Maximum concurrent backup destinations (only if you have
selected Concurrent as the Backup Mode) — select the
maximum number of files allowed for uploading to the backup
destination

» Predefined Destination — select the predefined destination you
have configured in the Predefined Destinations Tab section.
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> In-File Delta

In-file delta technology is an advanced data block matching algorithm with the
intelligence to pick up changes (delta) of file content between two files.

Using this algorithm, daily backup of large files over low-speed internet connection is
made possible because it requires only the changes of information since the last
backup to be sent over (assuming that the full backup of the file has been saved on
the backup server already).

This section allows administrator to predefine the In-File Delta settings for backup set.
The following table explains each setting item under the In-File Delta tab, with a brief
description of what the setting is about and all the configurable items.

In-File Delta

What is this
setting about?

Predefine In-File delta setting for backup set. Multiple settings can be
created in this menu if you wish to pre-define different in-file delta
settings for different backup modules.

What kind of
in-file delta
types are
there?

Incremental In-file delta

Incremental Delta will facilitate ease of backup. The delta is
generated by comparing with the last uploaded full or delta file. Delta
generated with this method is smaller and uses the least bandwidth.
However, for restoration, the full file and all deltas up to the required
point-in-time are required to be restored and merged.

Differential In-file delta

Differential Delta will facilitate ease of restore. The delta is generated
by comparing with the last uploaded full file only. Delta generated
with this method will grow daily and uses more bandwidth. However,
for restoration, the full file and a single delta is required to be restored
and merged.

What are the
configurable
items?

Destination

» Name — name of the setting item
» Applied Modules — modules to apply this setting to

> Default Type — type of backup method (Incremental or
Differential)

Advanced settings

» In-File Delta block size — defines the size of block used when
detecting changes between last full or delta file and the file to be
backed up.

In-file delta backup with small block size
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-Produce a smaller delta file due to a more precise
comparison

-Require more processing power on the client machine
-Comparison may take longer to complete
-Require more Java memory

In-file delta backup with large block size:

-Produce a larger delta file due to a less precise comparison
-Require less processing power on the client machine
-Comparison will complete faster

-Require less Java memory

For most cases, the default setting Auto will select the
optimal block size for each file (depending on the size of the
file). The Auto setting will set the block size according the
following criteria:

File size Block size
Smaller than 2GB 4KB
2GB -8GB 8KB
Larger than 8GB 16KB

Only apply In-File Delta to files larger than — defines the
minimum file size a file to apply the in-file delta setting. If the
size of a file to be backed up is smaller than the set value, the
in-file delta setting will not apply and the whole file will be
uploaded to the backup server.

It is not necessary to perform In-file delta backup on small files
because backing up the whole file does not take long. Backing
up the whole file instead reduces the time required to restore the
file.

Upload full file when either of these conditions is met — a
backup of the full file will be perform if the following condition is
met:

- Number of deltas is over — when the number of delta file
exceeds the set value

- Deltaratio (delta file size / full file size) is over — this
setting is to ensure that a full file backup is performed for
file with significant changes, as it is preferable to upload a
full file instead to reduce the time required to restore the
file

Weekly variations for overriding default type — override the
default in-file delta setting in the Default Type field on selected
day(s) of a week

Yearly variations for overriding default type and weekly
variations — override the default in-file delta setting in the
Default Type field as well as the setting in the “Weekly
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variations for overriding default type” section on a selected
day in a week based on either of the following selection

- Day of selected months in yearly variations - select a
specific day in a month. On this specified day in the month
defined above will the in-file delta variation setting override
the default value.

> Retention Policy

Retention policy defines the policies of persistent data management for meeting
business data archival requirements. When a backup job is performed, for data that
are modified or deleted on the client computer, their existing versions on the backup
server (backup records) will be moved into retention area, while newly backed up files
will be placed in the current data area.

Specifically, retention policy setting defines how long are the backup records kept in
the retention area before they are deleted permanently from the backup server.

This section allows administrator to pre-define the Retention Policy for backup set.
The following table explains each setting item under the Retention Policy tab, with a
brief description of what the setting is about and all the configurable items.

Retention Policy

What is this
setting about?

Pre-define the retention policy for backup sets when they are created.
Multiple settings can be created in this menu if you wish to define
different default retention policy for different backup modules.

What are the
configurable
items?

Destination

>
>
>

Name — name of the setting item
Applied Modules — modules to apply this setting to

How to retain the files in the backup set, which have been
deleted in the backup source — choose between Simple and
Advanced setting, which is explained in detail below.

- Simple - enter a specific number of day or backup job
number. The retained data will be removed from the storage
destination permanently after the set number of day or set
number of job is met.

- Advanced — manage advanced retention policies by applying
advanced configurations

The past number of days on which different
versions of your files are retained

Daily
Set the number of day(s) on which the old
version of data will be stored

Weekly The days within a week on which different
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versions of your files are retained

Select the day(s) in a week (Monday — Sunday)
on which the old version of data will be stored

The number of weeks to repeat the above
selection

Enter the number of week(s) for the above
setting to repeat

Monthly

The days within a month on which different
versions of your files are retained

Select a day in a month on which the old
version of data will be stored. You can either
set:

- Anexact day (1-31) or

- The (First/Second/Third/Forth/Last) of
(Monday -Sunday)

The number of months to repeat the above
selection

Enter the number of month(s) for the above
setting to repeat

Quarterly

The day within a quarter on which different
versions of your files are retained

Select a day within a quarter on which the old
version of data will be stored. You can either
set:

- An exact day (1-31) or

- The (First/Second/Third/Forth/Last) of
(Monday -Sunday)

Months of quarter

Select the desired combination of months of
quarter

- (January, April, July, October)
- (February, May, August, November)

- (March, June, September, December)

The number of quarters to repeat the above
selection

Enter the number of quarter(s) for the above
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setting to repeat

Yearly

The day within a year on which different
versions of your files are retained

Select a day within a year on which the old
version of data will be stored. You can set the
day by using one of the following methods:

- Select an exact day (1 — 31) in an exact
month (January — December)

- Select the
(First/Second/Third/Forth/Last) of
(Monday/Tuesday/Wednesday/Thursday/
Friday/Saturday/Sunday/Weekday/Week
end) in an exact month (January —
December)

- Select a day in a week (Monday —
Sunday) in an exact week of a year
(Week 1 - 53)

The number of years to repeat the above
selection

Enter the number of year(s) for the above
setting to repeat

Custom

A specific day on which different versions of
your files are retained

Select a day on which the old version of data
will be stored. You can set the day by using one
of the following methods:

- Select an exact day (1 — 31) in an exact
month (January — December)

- Select the
(First/Second/Third/Forth/Last) of
(Monday/Tuesday/Wednesday/Thursday/
Friday/Saturday/Sunday/Weekday/Week
end) in an exact month (January —
December)

- Select a day in a week (Monday —
Sunday) in an exact week of a year
(Week 1 - 53)

Year

Enter a specific year for the day set above to
execute the retention policy
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> Command Line Tool

This section allows administrator to configure a Pre-Backup or Post-Backup command.
Command such as batch file to stop and start an application before and after a backup
job is completed, or other command such as to shut down the computer when a
backup job is completed can be configured.

The following table explains each setting item under the Retention Policy tab, with a
brief description of what the setting is about and all the configurable items.

Command Line Tool

What is this
setting about?

Predefine command line to execute before or after a backup is
performed. Multiple settings can be created in this menu if you wish to
pre-define different command line for different backup modules.

What are the
configurable
items?

Destination
» Name — name of the setting item
» Applied Modules — modules to apply this setting to

» Pre-Backup Command Line Tool — configure the pre-backup
command line

- Name — name of this command line setting.

- Working Directory — directory which the pre-backup
command will run at.

- Command - Enter the pre-backup command to be run

» Post-Backup Command Line Tool — configure the post-backup
command line

- Name — name of this command line setting.

- Working Directory — directory which the post-backup
command will run at.

- Command - enter the post-backup command to be run

> Reminder

This section allows administrator to enable the backup reminder feature where users
will be reminded to run a backup job when they log off or shut down their computers.
Reminder feature is only available on Windows platform.

The following table explains each setting item under the Reminder tab, with a brief
description of what the setting is about and all the configurable items.

Reminder

What is this

Pre-define to turn on the reminder so that backup users will be
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setting about? | reminded to perform backup when they log off or shut down their
computers. Multiple settings can be created in this menu if you wish to
define different settings for different backup modules.

What are the Destination
configurable o
items? » Name — name of the setting item

» Applied Modules — modules to apply this setting to

» Remind me to backup during Windows log off or shut down
— turn on or off this feature

- Computer name - you can specify the computer’s name for
this reminder to enable on

> Bandwidth Control

This section allows administrator to pre-define the limit for data transfer when
performing backup and restore jobs.

NOTE

» The actual value will be around +/- 5% of the limit value when the bandwidth control set to
below 32Mb/s. When the bandwidth control set to above 64Mb/s, the gap between actual
value and limit value might be over 5%.

> Network stability might influence the transfer rate fluctuation accuracy.

The following table explains each setting item under the Bandwidth Control tab, with
a brief description of what the setting is about and all the configurable items.

Bandwidth Control

What is this Pre-define the settings on limiting the data transfer rate when
setting about? | performing backup and restore jobs. Multiple settings can be created
in this menu if you wish to pre-define different settings for different
backup modules.

What are the Destination
configurable o
items? » Name — name of the setting item

» Applied Modules — modules to apply this setting to

» Limit the transfer rate when performing backup and restore
tasks — click to turn on or off this feature

- Mode

Each backup and restore job has its

Independent assigned bandwidth
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Share

All backup and restore jobs are sharing
the same assigned bandwidth

Note: Share mode does not support
performing backup job on multiple
destinations concurrently.

- Existing bandwidth controls — configure the bandwidth

control details

Name

Name of the bandwidth control setting
item

Type

Always — apply the bandwidth control
settings at all times

Only within this period — configure a
specific start time and end time in a day
of a week for this bandwidth control
setting to take place

Maximum
transfer rate

Enter the maximum transfer rate allowed,
in the unit of Kbit/s, Mbit/s or Gbit/s.

> |P Allowed for Restore

This section allows administrator to predefine IP ranges that are allowed to perform
restore. The following table explains each setting item under the IP Allowed for
Restore tab, with a brief description of what the setting is about and all the
configurable items.

IP Allowed for Restore

What is this
setting about?

Pre-define the IP allowed for restore. Multiple settings can be created
in this menu if you wish to pre-define different settings for different

backup modules.

What are the
configurable
items?

Destination

» Name — name of the setting item

» Applied Modules — modules to apply this setting to

» IP Allowed for Restore— configure the IP ranges allowed for

restore

- From —restore allowed from this IP value

- To - restore allowed up to this IP value
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> Others

This section allows administrator to pre-define other configurations for backup sets.
The following table explains each setting item under the Others tab, with a brief
description of what the setting is about and all the configurable items.

Follow Link

What is this Administrator can pre-define whether to turn on the Follow Link
setting about? | feature. When this feature is on, not only the symbolic link or junction
point will be restored, the directories and files that the symbolic link or
junction point links to will also be restored. This feature is only
applicable to File Backup module.

What are the » Name — name of the setting item

configurable

items? > Follow link of the backup files — check the box to enable this
feature

Volume Shadow Copy

What is this Enabling the Volume Shadow Copy option will allow backup of local
setting about? | files that are exclusively opened during the backup process (e.g.
Outlook PST file).

Some requirements of the Volume Shadow Copy option include;

- Volume Shadow Copy can only be applied for local drive;
exclusively opened file on network shared drive cannot be
backed up even with the Volume Shadow Copy option enabled.

- Volume Shadow Copy is available on Windows platforms (e.qg.
Vista / 2008 / 2008 R2 / 2012 / 2012 R2/ 7/ 8/ 10).

- The user using the backup application must have administrative
privileges to access the Volume Shadow Copy service on a
computer.

- Atleast one of the partitions on the machine must be in NTFS
format.

For more technical information on Volume Shadow Copy, please
refer to the following page from Microsoft for details:
http://technet.microsoft.com/en-us/library/cc785914(WS.10).aspx

Administrator can pre-define whether to turn on the Volume Shadow
Copy feature by default .This feature is only applicable to File Backup
module.

What are the » Name — name of the setting item
configurable
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items? » Enable Windows’ Volume Shadow Copy for open file backup
— check or uncheck to enable or disable this feature
File Permissions
What is this By enabling this option, file permissions of the operating system files

setting about?

will be backed up. File permission defines, for example, the right to
view or change a file by the system owner/group/individual.

Administrator can pre-define whether to turn on the backup of File
Permissions by default .This feature is only applicable to File Backup
module.

What are the
configurable
items?

» Name — name of the setting item

» Backup files’ permissions — check or uncheck to enable or
disable this feature

Archived Log Deletion

What is this
setting about?

Administrator can pre-define whether the archived log files will be
deleted after backup by default .This feature is only applicable to
Oracle Database Server Backup module.

What are the
configurable
items?

» Name — name of the setting item

» Delete the archived logs after backup — turn on or off this
feature

- Delete archived logs that are older than the following
days — set the number of day(s) that the archived logs will
be deleted when exceeding this number

Compressions

What is this
setting about?

Compressing data before they are backed up brings faster backup
and restore time and save storage space on the backup destination.
Compression does not apply on Run direct backup sets for Hyper-V
and VMware even this feature is on.

Administrator can pre-define the default compression type for backup
set. Multiple settings can be created in this menu if you wish to define
different default compression types for different backup modules.

What are the
configurable
items?

Name — name of the setting item
Applied Modules — modules to apply this setting to

Select compression type — type of compression that will be
used during backup.

No Compression — no compression of file will be made
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Normal — compressed file size is the smallest among alll
compression type but will result to high CPU usage

Fast (Compressed size larger than normal) — compressed file
size is larger than the Normal compression type and will result
to lower CPU usage

Fast with optimization for local — compressed file size is

larger than the Fast compression type and will result to lowest
CPU usage

Preempted Backup Sets

This section allows you predefine a backup set that will be run a default backup set for
backup user with this policy group setting. Backup user CANNOT remove this preempted
backup set from their backup job once it is preset by the system administrator.

General

Preempted Backup Sets
User Settings

Backup Set Settings =+ il
GUI Settings Name Type Version Platform

Default Values

Preempted Values

Preempted Backup Sets

X ?
Create a preempted backup set
Follow the steps below to create a preempted backup set
1. Click & under the Preempted Backup Sets section.
General
Preempted Backup Sets

User Settings

Backup Set Settings '

GUI Settings Name Type Version Platform

Default Values

Preempted Values
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2. Enter the Name of the new backup set, the Platform on which the backup set will run
on, and select the backup set type from the Type dropdown box. |

Create Backup Set

General

Mame

default-backup-set-name-2

Platform

Windows ¥

Backup set type
File Backup v

The choices for Platform

© Windows
© Mac

© Linux

The choices for backup set types

© File Backup © IBM Lotus Domino Backup

© IBM Lotus Notes Backup © MS Exchange Server Backup
© MS Exchange Mail Level Backup © MS SQL Server Backup

© MS Hyper-V Backup © MS Windows System Backup
© MySQL Backup © MariaDB Backup

© Oracle Database Server Backup © ShadowProtect System Backup
© MS Windows System State Backup © VMware Backup

In our example, the new backup set is called default-backup-set-name-2 which is a
File Backup type that will be run on Windows.

Click to continue.

3. Specify the backup source for the new backup set. The selection items of this page
varies depending on the backup set type you have chosen. Below is an example of
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creating a File Backup set.

Backup Source

Select the items and folders that you want to backup

Deskiop

E Documents
Favourites
Outlook
QOutlook Express
Windows Mail

Windows Live Mail

You can apply filters to the backup source, select other backup source or deselect
backup source. Click to get redirected to the relevant section in the previous chapter
for configurations details.

Apply filters to the backup source

+

Name

Other Selected Source
+ W

Path

Deselected Source

+ W

Path

Click to continue.
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6. If necessary, add a Backup Schedule for this backup set by sliding the Run
scheduled backup for this backup set option to the right and clicking + .
Schedule

Run scheduled backup for this backup set N |

Manage schedule

+ il

Name Type

Run scheduled backup on computers named

=

€ > X ?

@  Enter the information of the new backup schedule you want to add. Click to
continue.

Backup Schedule

Client version < 8.3.3.50 does not support periodic schedule, periodic schedule will work as normal schedule.

Details

Name

Backup-Schedule-1

Type
Dally v

Start backup
at v |08 v 100V

Stop
until full backup completed ¥

Run Retention Policy after backup

Here is an example of a backup set that has a periodic and normal backup
schedule.

Backup Schedule Backup Schedule

Client version = 8.3.3.20 does not support periodic schedule, periodic schedule will werk as
normal schedule.

Client version = 8.3 3 20 does not suppert periodic schedule, periodic schedule will work as
normal schedule

. Details
Details
MName
Name Weekly-2
Weekly-1 Type
Type Weekly v
Weekly w Backup on these days of the week
| sun Mon Tue Wed Thu Fri || sat
Backup on these days of the week
Sun ' Mon | Tue | Wed | Thu ) Fri Sat Start backup
at v|[21v] 00
Start backup
Stop

every v || 4hours v
g until full backup completed ~

Run Retention Folicy after backup /| Run Retention Policy after backup

Figure 1.1 Figure 1.2
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Figure 1.1 - Periodic backup schedule runs every 4 hours from Monday —
Friday during business hours

Figure 1.2 — Normal backup schedule runs at 21:00 or 9:00 PM on Saturday
and Sunday on weekend non-business hours

@  The new backup schedule, Backup-Schedule-1 in our example, can be seen
under the Manage schedule list.

Click to continue.
Schedule

Run scheduled backup for this backup set El

Manage schedule

+ i

Name Type

Backup-Schedule-1 Daily

Run scheduled backup on computers named

€ > X ?
7. Add a new backup destination for this backup set.
Destination
Backup Mode
+
Name
€ > X ?

@  From the Backup Mode dropdown box, select either Sequential or
Concurrent. In our example, we select Sequential.

@  Add a Destination by clicking & .
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Check the box next to the destination you want, then click to continue.

Add Destination

Add predefined destination to this backup set below. If there are no predefined destinations created, you need to go to "AhsayCBS
= Backup Server > Basic = Predefinad Destination” and create the appropriate destinations first.

Name

E (<) AhsayCES

@

The new destination, AhsayCBS in our example, can be seen under the
Destination list.

Destination

Backup Mode
Sequential ¥

+ i
Mame

(3 AhsayCBS

If you would like to add predefined destination, you will have to configure it first
in System Settings > Basic > Predefined Destinations. Make sure to make it
visible to users in Backup / Restore > Users, Groups & Policies > Policy Group
tab > Backup Set Settings.

Click to continue.

8. Select to enable OpenDirect, by default it is already enabled.

9. Enter the Windows User Authentication information. This is needed for backup set
with backup schedule and network shared drive selected as backup source. Enter the
domain name and user name for AhsayOBM to access the network location.

For the user name, the local account or a Microsoft account may be used. The
Microsoft account is supported for AhsayOBM installed on Microsoft Windows
version 8, 8.1 and 10.

Some users prefer to use a pin to login to Windows, this cannot be used for the
Windows User Authentication. The pin can only be used for logging in to Windows
and is not applicable for the Windows User Authentication. The password of the
account must be provided instead of the pin to access files and/or folders in the
network location.
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Example using a local account.

Windows User Authentication

Domain Mame (e.q. mycompany.com) { Host Mame

domain_name.com

lser name

Administrator

FPassword

or

Example using a Microsoft account.

Windows User Authentication

Domain Mame (e.q. mycompany.com) / Host Name

domain_name.com

User name

username@outicok.com

Fassword

10. Click to save.

11. A new backup set called default-backup-set-name-2 is created and can be seen in
the Preempted Backup Sets list.

General

Preempted Backup Sets

User Settings

Backup Set Settings =+ il

GUI Settings Name Type Version Platform
Deafault Values defauli-backup-set-name-2 m - -

Preempted Values

Preempted Backup Sets
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9 Replication

9.1 Overview
9.1.1 What is Replication?

AhsayCBS replication server provides an additional layer of data protection by providing an
offsite backup store for synchronizing data from either a single or multiple AhsayCBS
servers to provide high availability for your business needs. The replication feature is
specially designed for replicating user home data hosted physically on AhsayCBS to either
another AhsayCBS (Replication Server) or a predefined destination (e.g. cloud storage,
FTP/SFTP or local/network storage) configured in the AhsayCBS backup server. The
replication process is close to real-time and therefore can reduce the possibilities of
significant data loss in the event of an AhsayCBS server outage. In case the AhsayCBS
backup server is down, the replication server can be quickly converted into a backup server
with minimal down time.

This feature is designed to provide replication services for AhsayCBS only and it does not
provide general replication service for other files within the system. This means that you
cannot use AhsayCBS replication to replicate your Windows/Linux/Unix system to another
machine.

@ AhsayOBM AhsayACB hsay Mobile
I f
/

@A'

iy

Replication Replication

| Server w
EEBE o

3 folders are sent to the Replication
location in multi threading mode
*» CBS_HOME\conf

' . (Wi « CBS_HOME\system ety
AhsayCBS ™ . CBS_HOME\user | Q (3
Backup Server L - — - == L &£

Predefined Destination

(Cloud storage/FTP/SFTP)
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9.1.2 What technology is used for Replication?

During the Resync stage of the replication process (refer to How does Replication Work
below for details), snapshot images of users’ backup sets will be created and then sent to
the replication server. By utilizing the snapshot image technology, the data on the backup
server can be replicated in a rather short time and therefore close to real-time replication is
made possible.

By utilizing the multi-threading technology, replication can now be processed faster than
the traditional single thread replication. Refer to Multiple Threads Replication for further
details.

9.1.3 Differences between v6 and v8 on Replication

The replication service has been revamped to empower you with a more reliable and
secure replication experience. The table below explains the major feature differences
between v6 and v8 on replication.

Version 6 Version 8
Multi Threads Replication process is The replication process is
Replication performed over single thread | performed over multi threads
mode which takes longer time | mode where multiple backup
to complete. sets are sent to the replication

location concurrently. The
number of threads for replication
is also configurable by the
backup user.

Support Only replication to AhsayRPS | Supports replication to either
Replication to is possible. another AhsayCBS server or
Cloud Storage cloud storage (as defined in the

predefined destination).

Replication Port | A dedicated port has to be Replication is performed via the
defined for replication receiver | http/https (ports 80 and 443 by
to perform replication. default) defined on AhsayCBS.

No additional ports are required.

Real-time Real-time replication progress | The real-time replication
Monitoring cannot be monitored. progress of each backup set can
Progress now be monitored on the

AhsayCBS web console.

Replication of User Level - all backup sets Backup Set Level - replication
Individual from all backup users must be | of only selected backup sets is
Backup Sets replicated when the replication | now possible.

Only feature is turned on.

9.1.4 How does Replication Work
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Replication runs in 4 stages, namely Pending, Resync, Replay and Sleep. Refer to the
diagram below for an overview of the replication process.

Turn on the
Replication feature
on the Backup Server

Getting Started ( I )

— &

Configure on the Backup
Server & Replication Server

Stage 1 - Pending

Getting ready for backup sets to replicate

Thread calculation

Multiple Threads Replication is now
available to speed up the
replication process. The backup
server will calcuate the number of
concurrent backup sets on the CPU
cores.

=

0

Replication order sorting

AhsayCBS Backup Server will sort the order of
backup set(s) to be replicated based on the
following two creteria.

Tier 1: Backup user name in alphabetical order
Tier 2: Backup set ID

Tier 3: Name of Folder/Sub-folder

Tier 4: File Name

Stage 2 - Resync

‘ Create shapshots o

f backup sets and start replication

Snapshot Capture N

Snapshots of all backup sets to be
replicated are captured

Replication starts

The captured snapshots will then be
replicated to the replication server. The
following data will be replicated in this stage:
Data blocks

Index files

®)

Transaction Logs (Type 1)*

1. Snapshot images queuing up for
resync are stored in this log
temporarily.

. Any changes made on the backup
server during the snapshot
capture and replication process
are taking place will be stored in
the transaction log for
synchronization in Stage 3.

>

Encryption key

J

Stage 3 - Replay ’ ‘

Replicate data stored in the transaction log & on-going replication

Replay log changes

Replicate the transaction logs to the
replication server for changes made
during the resync stage on the backup
server

On-going replication

Any data backed up to the backup server after
the resync process will be replicated to the
replication location in this stage. Data is stored
in the Transaction Logs (Type 2)* while
waiting to be replicated.

Stage 4 - Sleep Finish up replication by repli

cating cofiguration files and users' log files

Replicate configuration files

Before replicating users' log files, all
configuration files under the system
home>CBS_HOME\conf and
CBS_HOME\system folders will be
replicated to a sub-folder named
replication

For a list of configuration files, refer
to the table in the Replication
Scope section below.

* For more details on the differences between
2, refer to Transaction Log Location.
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Replicate users' log files

_ Replicate all users' log files to the replication
* server, including files under the following
folder:

+ [user/<username>/db

« [luser/<username>/ffiles

« Juser/<username>/pdf
For further details on the type of files included
in the folders mentioned above, refer to the
table in the Replication Scope section below.

Transaction Logs Type 1 and Type
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9.1.5 Replication Scope

The following three folders on the local file system are included in the replication process.

IMPORTANT

1. Please be reminded that ALL 3 folders will be CRITICAL and REQUIRED if you
need to rebuild AhsayCBS from scratch, or to recover system settings.

2. Only user data hosted physically on AhsayCBS will be replicated. Local drive
includes, for example, local hard disk, mapped network drive, removable drive,

external storage device connected to AhsayCBS with UNC path, etc. Certain types of
external storage connection, for example FTP/SFTP, are not regarded as local drive
even if it is connected through LAN, and therefore will not be included for replication.

O %CBS_INSTALL%\conf

The table below shows a list of files included in this folder.

Server Configuration

Path

Description

[conf/server.xml

Connector setting file

/conf/afc.opt
/conf/cbs.opt

CBS option files

/conf/cbssvc.ini

Runtime setting file

/conf/ca.crt
/conf/ssl.crt
/conf/ssl.key

Default certificate files

/conf/cbs.json

CBS setting files

/conf/lfsConfig.xml

Redirector configuration files

CBS Configuration

Path

Description

/conf/obs.json

Backup Server setting files

/conflic.json
/conf/license.xml

License files

/conf/cbs.opt

CBS/OBS option files

/conflautoUpdate.bdb

Autoupdate index

/conf/rpsSend.xml

Replication configuration files

/conf/users.xml

Users’ profile

RPS Configuration

Path

Description

[conf/rps.xml
/conf/rpsRecv.xml
/conf/rps-recv.json

Replication configuration files

RDR Configuration
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Path

Description

/conf/rdr.xml

Redirector configuration files

/conf/rdr.json
/conf/rdr-lic.json . !
. License files
[conf/rdr-license.xml
Others

Path

Description

/conf/Branding/*.*

Branding directory

/conf/Backup/*.* Auto Save snapshot file
Only created after administrator importing a
/conf/certs SSL certificate or generating a new CSR

(Certificate Signing Request)

%CBS_INSTALL%\system

The table below shows a list of files included in this folder.

Group Policy Settings

Path Description
/system/obs/policies/userGroup.xml User group definition
/system/obs/policies/policyList.xml Policy group definition

%USER_HOME%

The table below shows a list of files included in this folder.

CBS User Profile

Path

Description

/user/%username%/db

This sub-folder contains files with the following info:

>
>

>

>

>
>

Backup logs of all backup sets

All logs and statistics records of all backup sets
created on different client locations

Records of email notification for
backup/restore/setting change

Restore logs

Monthly storage record of each backup set
Daily activities log

/user/%username%/files

This sub-folder contains info files for all backup sets,
with the following info:

>

YV V VYV

Backup set name

Backup set ID

Backup set type

Version of the client’s machine running the
backup set
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/user/%username%/pdf

This sub-folder contains all backup and restore
reports in pdf format

/user/%username%/
%backup set ID%

This sub-folder contains files with the following info:

» Data blocks and index file of all backups
» Encryption key file (if uploaded)
» Replication snapshots (if applicable)

Coexistence of v6 and v8 Formats Backup Data

When you have enabled replication for v6 backup sets on AhsayCBS v8, the backup data
will be replicated to your replication destination in v6 data format. If, afterwards, a v8
upgrade of the AhsayOBM/AhsayACB is done and backup is performed for those backup
sets, the backup data will be produced and replicated in v8 format. In that case, there will
be two sets of backup data stored for the same backup set in separate locations under the
CBS_HOME\user. The following illustrations show the location where the v6 and v8 format

backup data stored.

> V8 format backup data

Backup set ID — unique ID for individual backup set

Marne “

Date modified Tvpe

| 1570679655194
| 1570679775195
;1570679555039
. db

. Files

) pdf

10/10/2019 7:55 PM File Folder
10/10/2019 7:56 PM File: Folder
10/10/2019 7:55 PM File Folder
10/10/2019 7:55 PM File Falder
10/10/2019 7:55 PM File Folder
10/10/2019 7:59 PM File Folder

Data blocks folder

Marne =

| Date modified | Tvpe

) blocks
. settings
| Snapshoks

vaMigrate, csy

10/10/2019 7:55 PM File Folder
10/10/2019 7:55 PM File Falder
10/10/2019 7:55 PM File Falder
10/10/2019 §:01 P Y Fil=

A new folder created every time when a backup is run, indicated by date and time in

the folder name

Mare =

I Date modified Type

. 2019-10-10-11-55-57
. 2019-10-10-12-04-18
. 2019-10-10-12-06-12

index,db, 17000, 16db3daes7d.cgz 10{10{201% 3:03 PM Zi=Z File
| |index.db.iof4ced?h, 21501 17000, 16db3daes, .. 10/10/2019 5:05 PM Zi3Z File

10/10/2019 7:55 PM File Folder
10/10/2019 5:04 PM File Falder
10/10/2019 5:05 PM File Falder
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Data block in v8 format

Mame * Drate modified Type Size
|| oooo0a.bak 10/10/2019 3:06 PM BAK File 32,765 KB
|| 000000_o00001, bak:, 10/10/2019 3:06 PM BA&K File 32,765 kB
|| 000000_000002, bak, 10/10/2019 3:06 FM  BA&K File 32,765 KB
|| 000000_000003, bak 1041042019 3:06 PM BAK File 17,774 KB
|| ooo00a.bak 10/10/2019 3:06 PM BAK File 7I7ER
|| 000006, bak: 10/10/2019 3:06 PM BA&K File 32,765 kB
|| 00000b_000001, bak, 10/10/2019 3:07 M B&K File 32,765 KB
|| 00000b_0o000zZ, bak. 1041042019 3:06 PM BAK File 32,765 kB
|| 0o000b_000003, bak 10/10/2019 3:06 PM BAK File 26,787 kB
> v6 format backup data
Under the files folder
Marne - Date modified Type
J 1490777956809 40201710012 AW File folder
J 1490778216015 320 2MT 09 PM File folder
J 1490780883458 320527 609 P File folder
, db 472017 300 PM File folder
. files 3297207 548 P File folder
J pdf 32927516 PM File folder
Backup set ID — unique ID for individual backup set
MNarre - Date modified Type
| . 1480777056890 4f7F2017 3:01 PMA File folder
) 1480778216015 AFTFE0T BT Ahd File folder
, 1430720883458 44TF20T G017 Ak File folder
Backup data stored under the Current folder
Marre - Date modified Type
| . Current 32952007 501 PR File folder
L indexbdhb 4727 10 PR EDE File
= info.xml A7 2MT 400 PR HMAL Docurment
L | reindexbdb ASF2MT 3 PR EDE File
Marre - Date rmodified Type
. w00 3207 500 PM File folder
o (b 20T 501 PM File folder
o elc 20T 501 PM File folder
o Ol 32942017 501 PM File folder
) 2942017 501 PMW File folder
. Ilb 32942017 501 PM File folder
el 32942017 501 PM File folder
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NOTE

When data migration for v6 data is completed and AhsayCBS has replicated the v6 backup
data, the v6 data will be deleted from both the backup server and replication server.

9.1.6 Transaction Log Location

Transaction log is a location storing backup data temporarily before they enter the
replication cycle mentioned in How does Replication work.

There are two different kinds of transaction logs which are located separately under the
AhsayCBS folder. Refer to the information below for further elaboration.

Type 1 —transaction log stored in USER HOME

Location

%USER_HOME%/%BACKUP_SET_ID%/rps{%DELETE_TIME%.%LOG_SEQ%}

What kind of transaction log does it store?

This folder stores the transaction log entries produced during Stage 2 — Resync of the
replication process. In specific, the transaction logs are the changes made on the
backup server during the snapshot capture and replication process are taking place.
This kind of data will only be replicated to the replication location in Stage 3 — Replay.

Type 2 —transaction log stored in SYSTEM HOME

Location

%SYSTEM_HOME%/%USER_ID%/%BACKUP_SET_ID%/rps/replay-XXXXXX.log

What kind of transaction log does it store?

This folder stores the transaction log entries produced in Stage 3 - Replay mode
where it stores data from the backup server pending for replication to the replication
location in the on-going replication process.

9.1.7 Replication Order

Replication is performed in the order of the tiers as shown in the table below.

Tier 1 Backup User Name

Tier 2 Backup Set ID

Tier 3 Name of Folder/Sub-folder
Tier 4 File Name

Within each tier, the order of replication is performed according to the standard defined by
the American Standard Code for Information Interchange (ASCII), refer to
http://www.ascii-code.com/ for details of the order.
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9.1.8 Benefits of using Replication?

Multiple Threads Replication

1.

www.ahsay.com

From AhsayCBS v8.3.6.0 or onwards, the maximum number of replication threads is
determined using the following formula:

Number of concurrent backup set to replicate = Total CPU Cores / 8

For example, an AhsayCBS server with 8 CPU cores will have a maximum of one
concurrent replication thread.

The minimum number of replication thread is 1 while the maximum is 4.

While the maximum number of concurrent files replicated for each backup set =
4.

For example, there are 2 concurrent backup sets to replicate. Then the maximum
number of concurrent files that can be replicated concurrently is 8 (2 backup sets x 4
files per backup set = 8 files).

NOTE

The maximum number of files replicated for each backup set is fixed at 4 and is not user
configurable.
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For replication of v6 backup sets on AhsayCBS v8, only single thread replication is supported.

The number of backup sets to replicate concurrently can also be configured by the
backup user. Refer to Setting the Number of Backup Sets to Replicate Concurrently
for further instructions.

NOTE

If you are upgrading to v8.3.6.0 or onwards from v7, 8.1.x, 8.3.0.x and using default setting
for number of backup sets to replicate, the number of concurrent backup sets replicated will
be significantly reduced. However, this is offset by an increase in number of concurrent files
replicated for each backup set from 1 to 4 files.

For example, if AhsayCBS v7, 8.1.%, 8.3.0.x was enabled with replication on a server with
single socket CPU with 8 cores. The default number of concurrent backup sets replicated will
be reduced from 4 to 1 backup set. Even though the number of concurrent backup sets is
reduced, the actual number of concurrent files replicated remain unchanged at 4.

For underutilized AhsayCBS backup servers running on high performance hardware
and storage configurations, with spare network bandwidth capacity, there is an option
to increase the maximum number of concurrent backup sets replicated equal to the
number of CPU cores. For example, an AhsayCBS server with a single CPU with 8
cores will be able to get up to 8 concurrent backup sets replicated.

As each backup set supports a maximum of 4 concurrent files, then the maximum
number of concurrent files that can be replicated concurrently is 32 (8 backup sets x
4 files per backup set = 32 files).

Warning
Please consider carefully before increasing the maximum number of concurrent replication
threads on your AhsayCBS backup server. As this change could have a negative impact on
your AhsayCBS backup server and therefore your backup service, for example:
» The AhsayCBS backup server could become unresponsive or sluggish.

» Slow AhsayOBM/AhsayACB backup/restore performance.

» Your AhsayOBM/AhsayACB clients may be unable to connect to the backup server,
resulting in missed backups.

The AhsayCBS replication server may become overloaded if it is unable to process the
increased number of threads and data sent from the AhsayCBS backup server.

Example:

Assumptions:
® AhsayCBS v8.3.6.0 or onwards is installed.

= AhsayCBS Java heap size setting.
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Increasing the number of concurrent replication threads will result in increased
Java memory usage. As a general rule of thumb, twice as many replication
threads will utilize twice as the amount of Java memory. Therefore, it is highly
recommended to increase your Java heap size setting before using a higher
replication thread setting, if the peak Java memory usage on your AhsayCBS
server is over 50% of the maximum Java heap size setting. (The peak Java
memory usage can be obtained from [Monitoring] > [Dashboard] > [Memory])

For example:

*= |f current maximum Java heap setting is 4096M and the peak Java
memory usage exceeds 2048M, then you should consider increasing the
maximum Java heap size up to 8192M.

=  |f current maximum Java heap setting is 4096M and the peak Java
memory usage is only 1500M, you may not need any maximum Java heap
size adjustment in the short term.

Please refer to the following link to check about the details of how to modify the
Java heap size of AhsayCBS FAQ: How to modify the Java heap size of

AhsayCBS?

AhsayCBS installation path: %CBS_INSTALL_PATH%
*  Windows: C:\Program Files\AhsayCBS
*  Linux/Unix: /usr/local/cbs

*  AhsayUBS: /ubs/mnt/eslsfw/obsr

Steps:

Shutdown the AhsayCBS setrvice.
Using a text editor open the $CBS INSTALL PATHS%/conf/cbs.opt file

Add the following setting to the end of the file and save:
com.ahsay.cbs.obs.config.Index.RepMaxThreads=true

Restart the AhsayCBS service.
Login to the AhsayCBS web management console.

Go to [Replication] > [Sending Data] and click on the “No. of backup sets to
replicate concurrently” and select the number of replication threads you wish
to configure.

Example: When
com.ahsay.cbs.obs.config.Index.RepMaxThreads=true

For an AhsayCBS server with a total of 16 CPU cores, the Auto value would be
16, then the maximum number of concurrent files that can be replicated is 64
(16 backup sets x 4 files per backup set = 64 files).
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€ AhsayCBS

Replication

Replicate backed up data to another server or predefined cloud storage I

To another AhsayCBS

Host Name Port

Replicate User Name

LGN User Password
1
ect with SSL

2
3
4
g defined destination. Select a destination for replication
7 Local-1 (C:\predef)

]

9

GoogleDrive-1 (Google Account: KMTManila Ahsay)

1 in selected destination for storing replication data

16 p sets to replicate concurrently
Auto(16)w

L Please consider carefullv before increasina the maximum number of concurrent replication backup sets. As this chanae could have a

Improved System Logs Monitoring

The Replication Logs section in the AhsayCBS console provides a consolidated view of all
replication sending and receiving logs to allow a one-stop monitoring of the replication
activities.

Replication Close to Real-Time

The synchronization process does not require stopping or interrupting any backup/restore
operations. As the replication module will be replicating the backup data in 4 modes,
pending, sleep, resync and replay mode. These 4 modes are used to identify the mode of
the replicating backup.

Pending — backup set pending for replication

Resync — responsible to create a snapshot of the current system configuration and
user backup files

© Replay — replay the changes that happened during the resync mode
© Sleep — Backup sets that have finished replicating the backup data

When new backup data are available on the backup server, it will arrange into the above
mode of replication which will be replicated to another AhsayCBS (Replication Server) or a
predefined storage immediately. Refer to the How does Replication Work section for further
details on the 4 replication modes.

Replication of Individual Backup Set Only

Instead of replicating all backup sets from all backup users, you now have the flexibility to
select specific user’s backup set(s) from the Backup Server to replicate to either another
Replication Server or a predefined storage.

You can select the desired backup sets for replication when you create a replication
sending account, refer to Configuration on the Replication Sending End for further details.
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Retention Policy for Replicated Data

When a snapshot of the backup data on the backup server is replicated to the replication
server, the older version of the snapshot will be moved to the retention area for a set period
of time before it will be deleted permanently from the replication server. This feature is
useful in case you have to recover data on the backup server from the past.

This configuration can be set when you create a replication receiver, refer to the Create a
Replication User Account section for further details.

*This feature applies only to replication to AhsayCBS server.

Flexible Deployment Options

The replication service can be deployed in various options, including another AhsayCBS
server, cloud storage, NAS storage connected via FTP/SFTP/local network, etc. It is also
possible for multiple backup servers to replicate data to a single AhsayCBS replication
server.

You can replicate v6 backup sets to a receiver on a v7 or v8 replication server before the
backup sets undergo the data migration process. This hew deployment option gives you
greater flexibility to gradually migrate the backup sets in v6 format to v7 or v8 format after
the backup server is upgraded to v7 or v8, while the backup sets in v6 format will still be
replicated to provide you with data protection.

For more details on deployment, refer to the Deployment Options and Comparison section.

Quick Recovery of Backup Sever

The primary purpose of replication is to provide an extra layer of protection to the data on
the backup server in case of disaster like power outage or data corruption. We also
understand that it is critical to keep the data recovery process fast so as to minimize
interruption to your backup services to clients, that is why we have taken another step
forward to simplify the transitioning between replication server and backup server to make
the recovery process as fast and seamless as possible. Refer to the Recovery Method
section for further details.
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9.1.9 Replication of v6 backup sets on AhsayCBS v8

Supports replication of v6 backup sets to a receiver on a v8 replication receiver, this feature
can be set under the [Backup / Restore] > [Sending Data] > [Replication] page.

The v6 backup set replication feature is designed as a temporary solution to provide extra
protection during data migration (conversion from v6 data format to v8 data block format)
on a v8 backup server after an upgrade from v6 to v8, it is not intended to be used as a
permanent replication solution. Once the data migration process is completed for all backup
user accounts, the v6 replication feature should be disabled as v6 backup set data would
already have been automatically removed post data migration.

Detalils of the v6 replication status can be viewed under [Monitoring] > [Replication Logs]
> [Replication Sending].

Backup Server Side Replication Side

CBS Backup Server v8 > CBSve
(upgraded from v6) - Replication Server

v8 Receiver
Back t r Y
a.'c e For storing v6 For storing v8
L0 backup sets format backup sets
data format P P
.. Temporary solution:
o v6 backup sets replicate
.. tov6 receiver before data
.- migration takes place
. 3 Replication Modes
( : L - UNSYNC --> SYNC -->
") Data Migration Process > LOGGING
B_ackup Sets 4 stages of v8 Replication Process
in v8 new )
data format Pending --> Resync --> Replay --> Sleep

Note: For further details and instructions on backup set data migration from v6 to v8
format, refer to the Backup Data Migration section.
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Requirements

1. Both the AhsayCBS Backup Server (sender) and AhsayCBS Replication Server
(receiver) must be on v8.1 or above.

2. v6 backup set replication must be enabled on both the backup server and replication
server.

3. Replication license modules are required for replication of v6 backup sets.

4. The v8 replication on AhsayCBS must be enabled to another replication server.

5. A separate dedicated replication port (default port 9444) is required.

Limitations

1. v8replication must be enabled to another AhsayCBS server in order to use the
feature. As replication to predefined destination does not support replication of v6
backup sets.

2.  Replication of v6 backup sets is supported using a single thread.

3. Only v6 backup set data found in the %USER_HOME%\%USERNAME%!\files folder
will be replicated. The replication of other folders and files are handled by v7
replication process.
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9.2 Before Getting Started
Requirements and Best Practices

9.2.1 License Information

The pricing unit of AhsayCBS Replication Server module is per device to be replicated. If
you will replicate to another AhsayCBS, a CBS module license will also be required.

For inquiries please contact the Sales team at Ahsay by email at sales-kb@ahsay.com
or call our International Sales Hotline +852 3580 8091.

9.2.2 Version / Platform Compatibility

While AhsayCBS can be deployed on Windows, Linux, FreeBSD, or Solaris x64 platform, it
should be noted that only some of the version and platform combinations are supported as
illustrated below.

Backup Server Replication Server
Compatible?
Version Platform Version Platform
V8 Windows V8 Windows Yes
Linux/FreeBSD/Solaris Linux/FreeBSD/Solari
ve x64 ve s X64 Yes
V8 Windows V8 Linux/FreeBSD/Solari Yes
S X64
V8 Linux/FreeBSD/Solaris V8 Windows No*
x64
V6 Windows V8 Linux/FreeBSD/Solari Yes
S x64
V6 )Izgn;;x/FreeBSD/Solans V8 Windows No*

* The incompatibility is a result of the limitations on Windows operating systems handling of
Linux file/folder naming conventions.

9.2.3 Replication Server Storage Requirement

There is a possibility that after your backup data is replicated to replication server, the final
data size on the replication server may be larger than the original data size on backup
server. This situation could arise if there are differences in the way each respective storage
device is formatted, i.e. different default block sizes or different files systems.

Your retention policy settings would also determine the storage required on the replication
server. You will need to weight the advantages of using smaller Restore Point Interval
which allows for a greater chances of recovery and or the Retention Customization
Policy setting is configured for a large number of days against your replication server
storage limitations.

Considering the factors mentioned above, the disk capacity of your replication server
should by default be greater than your backup server to accommodate the replication data.
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9.2.4 Location of the Replication Server

In terms of disaster recovery situation, the restore media should not be stored or located on
the same premises, and these rules would also depend on different compliances,
regulations or terms with your customers.

Here are some suggestions that you may need to consider:

Set up the AhsayCBS Replication Server in another data center. In case you need to host
the Replication Server with your Backup Server, you may consider hosting it in another
server rack or another server room if possible.

> Dedicated Server for Replication

Following are the pros and cons on setting up replication on a dedicated server.

Pros:
@  Able to switch from Replication Server to Backup Server
@ Fastin recovery hence small recovery window and short downtime

@  Able to keep replicated snapshots in retention area in case recovery of data in
past snapshots becomes necessary

Cons:

@ Relatively more complex setup; requires datacenter hosting and maintenance
cost

@ Relatively expensive to expand storage
©  Downtime required for regular maintenance and upgrade

@ Upfront investment in hardware storage

> Predefined Destination (Cloud Storage / FTP / SFTP) for Replication

Following are the pros and cons on setting up replication on a predefined destination.

Pros:
@  Quick setup; low hosting and maintenance cost
@ Cheaper cost for storage expansion
@  No upfront hardware investment required

Cons:

@ To recover the replicated data, it is required to set up new backup server and
restore data from the predefined destination

@  Slow in recovery hence large recovery window and longer downtime.

For more information and comparison on different replication environment setup,
please refer to the Appendix F.
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9.2.5 AhsayCBS Replication Partitioning

The AhsayCBS replication module makes heavy use of the User Home directory to
process the snapshots of the backup sets during the Resync stage. During Resync stage,
shapshots of backup sets will be written to the User Home in the form of transactions log
files.

It is not recommended to use the O/S partition or drive as the System Home. If the System
Home folder fills up, this will cause your O/S to become unstable and may even crash your
AhsayCBS server. It is strongly recommended the System Home directory should be
located on a dedicated local drive.

9.2.6 Replication Performance Tuning

The connection speed between the backup server and the replication location (whether it is
an AhsayCBS server or a cloud storage) is typically the primary factor of the replication
performance. However, even with a fast and stable connection between the backup server
and replication location, the replication performance could be affected by the following
factors:

© Poor disk I/0 on the backup server — when scanning and retrieving data files to be
sent to the replication server.

© Poor disk I/O on the replication server — when receiving and committing files to the
receiver home.

Poor disk I/0 can be attributed to:

* The use of network drives as AhsayCBS user and system homes on the backup
server side

* The use of network drives as AhsayCBS receiver home(s) on the replication side.
* The use of a single large disk or volume for AhsayCBS user home.

* The use of a single large disk or volume for multiple AhsayCBS receiver home(s)
on the replication side.

* Slow performing local hard drives or storage devices.

In order to improve overall replication performance, the following is
recommended:

* A separate local drive for each AhsayCBS user home on the backup server side
* Distributing user accounts across multiple user homes to balance the 1/O load
* A separate local drive for AhsayCBS system home on the backup server side

* A separate local drive for each receiver on the replication side
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9.2.7 AhsayCBS Java Heap Size Setting

The machine with the Replication server installed may require more memory for additional
feature such as retention policy to run.

© For areplication server with single receiver, a maximum Java heap size setting of at
least 1024M is recommended.

© For areplication server with multiple receivers, a maximum Java heap size setting of
at least 2048M is recommended.

When setting the maximum Java heap size for the replication server, please ensure this
value does not exceed 2/3 of the RAM on the server, to allow sufficient memory for O/S
processes and operations.

It is not recommended to set excessively high values for the maximum Java heap size, as
this could result in performance issues on the replication server during internal Java VM
garbage collection or memory recycling routines.

9.2.8 Firewall Settings

Since replication is performed via the http/https ports defined on the AhsayCBS backup
server, after you have finished setting up your replication server, please ensure you have
updated your firewall settings to allow network traffic through the those ports, which are
typically port 80 for http and port 443 for https.

9.2.9 Don’t Deploy the Backup and Replication Servers on a Single Machine

It is not recommend to configure and use both services on one single machine because it
will completely defeat the purpose of the replication service as a backup or standby server
for your backup server.

Moreover, the two services will compete for system resources, such as CPU and memory.
This could affect the performance and stability of your backup service.

9.2.10 Dedicated Restore Drive on Replication Server

In order to facilitate a fast restore of snapshots from the retention area on the replication
server, it is recommended the files are not restored to an existing receiver home drive to
avoid affecting replication performance. Your replication server should be configured with a
dedicated disk for restore purposes. Alternatively, an external USB drive can also be used.
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9.2.11 Storage Requirement on Replication Server

The amount of space required to keep these replication depends on the amount of data
changed on your Backup Server.

To calculate the amount of storage required for the retention settings, we can base on the
following assumption and formula.

Assumption

There is a 2% data change in the backup server dalily.

Formula

Total data storage required = (1+0.02)" x original data size, where n = number of days
of the retention customization policy

For n=30 days, it will be around 1.81 times of the original data size, and 3.28 times if
n=60.

9.2.12 Replication Server with Multiple Receivers

If you have configured multiple receivers on your replication server to server more than one
backup servers, it is recommended that each receiver is located on its own individual disk.
The major advantage of this kind of setup is that it will minimize the I/O on each disk and
therefore improve the replication performance.

9.2.13 Replication Using Cross Over Cable

It is not recommended to set up a connection between the backup server and replication
server using a cross over cable. As from our experience this setup will result in connection
and performance issues.

If the backup server and replication server are located on the same site, they should
be connected via a switch.
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9.3 Deployment Options and Comparison

There are three major methods to deploy the replication service. This chapter presents you with
all the available deployment options, deployment combination and features comparison on
different deployment methods, to help you decide which option to use.

9.3.1 Deployment Method

There are three methods to deploy the replication service as described below.

Method 1 (Recommended) — Deploy on a single AhsayCBS Backup
Server replicate to another AhsayCBS Replication Server

Introduction

This is the typical deployment option, as well as the most recommended one, which
features replication between a single AhsayCBS backup server and AhsayCBS replication
server.

System Architecture

‘ AhsayOBM i AhsayACB

Server Desktop / laptop
- I

I 'Q‘ AhsayCBS AhsayCBS
gﬁh ) IIIIIIIIIIIIIII: @ ) M

Backup Backup Server Replication Replication Server

Requirement

Set up a new machine where you wish to host the replication server, and install AhsayCBS
on it. In other words, you will have two AhsayCBS services running. One on the backup
server, and the other on the replication server where you would like to have the backup
data replicated to.

Pros

Multiple Threads Replication

Multiple threads replication is supported to improve the replication
speed. The actual number of threads that are available for use
Speed for depends on the CPU power of the backup server. The more CPU
cores the backup server has, the more threads it will have for
replication. Refer to Multiple Threads Replication for more details.

Replication
and Restore

High Hardware Performance for High Replication Speed
A direct attached storage and SAN storage would provide good
replicating speed.
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Recovery

Fast Recovery in a Few Clicks

In case of a backup server outage, the replication server can be
switched as the backup server in a short time to minimize the system
down time and interruption to backup users.

For instructions to switch a replication server to backup server, refer
to Method 3 - Startup Replication Server as Backup Server.

Cons

Cost

Higher Cost
» Setup cost is higher

» Cost for hardware storage expansion is relatively higher

Although this option involves higher setup cost, consider the higher
replication/restore speed and recovery switching, it may be worth the
investment.

Storage
Provisioning

Slower Storage Provisioning

Compared to cloud storage deployment, it takes more time and effort
to assign the additional storage acquired when you need to expand
the hardware storage.
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Method 2 — Deploy on a single AhsayCBS Backup Server replicate to
a Predefined Destination

Introduction

This deployment option allows you to replicate your backup data on the backup server to a
cloud storage, local/mapped drive/removable storage, or FTP/SFTP server.

Refer to the list below for all the available redefined destination options.

System Architecture

Method 2a — Cloud Storage as Replication Destination connected via Internet

i AhsayOBM i !AhsayACB!

Server Desktop / laptop

C)

AhsayCB5

-I I& > ——

Backup Backup Server Replication Cloud Storage

Method 2b — NAS Server as Replication Destination connected via FTP/SFTP or local

network
@

AliayACE
TN

O
Lirrvee Darihiop / laptop

L1

™

| f—
Backup flackup Serves Connected via H&S Server
FTP/SFTP or

local netvrork

Requirement

First, you need to have cloud storage account, a local/network/removable drive, or a
FTP/SFTP server in place. Then, the predefined destination must have been set under
the System Settings > Predefined Destinations menu so it can be used for the
replication purpose.
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Available Predefined Destinations

. . CTYun .
Aliyun (o] Z) (PEEERRE ) Wasabi Amazon S3
Amazon Compatible Google Cloud . .
Cloud Storage Storage Google Drive Microsoft Azure
OneDrive OngDrlve for Rackspace OpenStack
Business
Local / Mapped Drive
Dropbox FTP SFTP / Network Drive /
Removable Drive
Backblaze
Pros
Multiple threads replication is supported to improve the replication
Multiple speed. The actual number of threads that are available for use
Threads depends on the CPU power of the backup server. The more CPU
Replication cores the backup server has, the more threads it will have for
replication. Refer to Multiple Threads Replication for more details.
Low Cost
» Setup cost is low
Cost P
» Cost for storage expansion, especially on cloud storage, is
relatively cheaper
Cons
Speed of Slower Upload Bandwidth

Replication and
Restore

The replication and restore speed is subject to the connection
speed to the predefined destination, and administrator may not
always have control over the bandwidth.

Longer Recovery Process

There is no quick way to restore the replicated data from the
predefined destination to the backup server. To recover the
replicated data on a predefined destination, you have to:
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Recovery
1. Setup a new machine.
2. Install Ahsay CBS.
3. Download the replicated files from the predefined
destination back to the Backup Server.
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Method 3 — Deploy on multiple AhsayCBS Backup Servers replicating

to another AhsayCBS Replication Server

Introduction

This deployment option allows you to replicate backup data from multiple AhsayCBS

backup servers to an AhsayCBS Replication Server.

System Architecture

®

AhsayOBM AhsayACB

i@

C)

AhsayCBS

Server Desktop / laptop

- == I I &-—) i

Backup Backup Server

i AhsayOBM i AhsayACB

Server Desktop / laptop

AhsayCBS

C

AhsayCBS

vO- I -
- sty S [TTTITTITITIIIN
Backup Backup Server

i AhsayOBM i AhsayACB

Server Desktop / laptop

AhsayCBS

S 8-

Backup Backup Server

Replication

Replication Server

Requirement

Set up a new machine where you wish to host the replication server, and install

AhsayCBS on it.

In other words, you will have multiple AhsayCBS services running. Each backup server
runs on its own license, while the replication server where you would like to have the

backup data replicated to requires another license as well.
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Pros
Lower Setup Cost
Cost You only require to have one replication server to accommodate
replication from multiple backup servers, instead of one-to-one
replication between backup server and replication server.
With only a single replication server, this deployment option
Single alloyvs You to centrally mana.ge 'Fhe replication settings and view
Replication Point replication status on the replication server web console, As
opposed to the Method 1 deployment where you have to
Management access multiple AhsayCBS web console pages for settings and
management.
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9.3.2 Comparison between Deployment on AhsayCBS and Cloud Storage

Deploy on AhsayCBS
Replication Server

Deploy on Cloud
Storage

v X

Replication Retention

The replication server creates snapshot of the replication data. Under the Replication
Retention configurations, Restore Point Interval can be configured to define the number
of days between each retention snapshot; Retention Customization Policy can be
configured to define the number of days before an existing retention snapshot is removed
from the replication server. Click here to see details of this configuration.

Startup Replication
Server as Backup Server

v X

This feature allows you to quickly convert your AhsayCBS replication server into
AhsayCBS backup server in the event of a backup server down, so that you can keep
serving the backup users to minimal impact to your business. Refer to Method 3 - Startup
Replication Server as Backup Server for detailed steps to perform this recovery.

Replicate Multiple
Backup Servers

v v

It is possible to replicate backup data from multiple AhsayCBS backup servers to another
AhsayCBS replication server or cloud storage. This gives you the convenience of hosting
backup data of multiple backup servers in one single replication server for the purposes of
cost saving and easier management. Refer to Deployment Combinations of Backup and
Replication Servers for more details.

Support v6 Backup Set
Replication

v X

This feature gives you the flexibility to back up not only v8 format backup sets, but also
the v6 ones to the replication server, before the v6 format backup sets undergo the data
migration process. Refer to Replication of v6 backup sets on AhsayCBS v8 for further
details.

Quick Storage
Provisioning

X v

As time goes by, your replication data may fill up the capacity on your AhsayCBS
replication server or cloud storage and you will have to expand the storage capacity to
accommodate the replication data. Comparing to AhsayCBS deployment, cloud
deployment allows a hassle-free storage upgrade where you only have to pay your cloud
storage service provider to get the upgrade done.

Upfront Hardware
Investment

v X

Depending on your organization’s budget on deploying the replication service, it is
generally more cost-saving to deploy the replication service on cloud storage instead of
the AhsayCBS as you do not need to invest on hardware and hosting upfront.
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9.3.3

Deployment Combinations of Backup and Replication Servers

It is only possible for a single replication server or cloud storage to host replication data
from multiple backup servers, but not the other way around, i.e. a single backup server
replicating to multiple replication servers or cloud storage destinations. Refer to the
illustration below for details on the possible deployment combinations.

Casel

Case 2

Case 3

Case 4

Case§

Case G

Ahsay CBS vE Ahsam_fc B_s v
¥ Replication
Backup Server
Server
Ahsay CBS va
Backup Server
AhsayCBS vE
Replication
L
Ahsgy CBS wa emver
Backup Server
Ahsay CBS vl
Backup Server
Cloud Storzze
Ahsgy CBS wE
Backup Server
AhsayCBS vl
»  Replication
k4
Ahsay CBE va EMver
Backup Server p——
¥ Replication
Server
¥ Cloud Storage
Ahsay CBS wE
Backup Server
¥ Cloud Storage
AhsayCBS vl
¥ Replication
Ahsay CBS wE TErvEr
Backup Server
¥ Cloud Storage

-

Multiple Backup
*  Servers to Single
Replication Server

Multiple Backup
s Servers to Cloud
Storage

Single Backup Server
> to Multiple *

Replication Servers
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9.4 Deployment

9.4.1 Major Steps to Deploy a Replication Service

Step 1 — Setup on the Replication Receiving End

Replicate to AhsayCBS Replication Server
(For Deployment Method 1 and Method 3)

Replicate to Predefined Destination *
(For Deployment Method 2)

<~

<

4 ) .
Make sure you have set the desired
Read . . ;
o replication location as a Predefined
Create a Replication User Account Destination menu under System
Settings > Basic > Predefined
Destinations.
- AN

Step 2 — Setup on the Replication Sending End

Replicate to AhsayCBS Replication Server
(For Deployment Method 1 and Method 3)

Replicate to Predefined Destination *
(For Deployment Method 2)

/For Replication (CBS v8 to CBS v8) \
Read Configure Replication from
AhsayCBS Backup Server to AhsayCBS

Receiver (CBS v8 to CBS v8)

For Replication (OBC v6 to CBS v8)
Read Configure Replication from
AhsayOBS Backup Server to AhsayCBS

kReceiver (OBS v6 to CBS v8)

)

L

/For Replication (CBS v8 to
Cloud/FTP)

Read Configure Replication from
AhsayCBS Backup Server to a
Predefined Destination (CBS v8 to

Cloud/FTP)

~

)

Step 3 — Basic Replication Settings

Replicate to AhsayCBS Replication Server
(For Deployment Method 1 and Method 3)

Replicate to Predefined Destination *
(For Deployment Method 2)

L

2

Read Other Replication Settings

* Replication to Predefined Destination DOES NOT support deployment for v6 backup

sets on CBS v8
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9.4.2 Configuration on the Replication Receiving End

Create a Replication User Account

Before an AhsayCBS/AhsayOBS backup server can replicate backup data to another
AhsayCBS replication server, a receiver user account must be created on the AhsayCBS
replication server first. Follow the steps below to create a replication receiver account.

1. Loginto the web console on the replication receiving end, go to Replication >
Accepting Data.

L

Accepting Data

2. Click the Create (+) button in the Manage Receiver section. The Add New Receiver
page appears.

Receiver

A receiver is used for receiving data from one corresponding AhsayCBS backup server. You need to add a receiver first and
then you can replicate data from an AhsayCBS backup server to such receiver. Manage your receivers below.

Manage Receiver
+ i

Login Name Bind to IP address Enable Before V7 Enable V6 Backup Sets Compression

3. Set the login name, password and alias of the receiver account.

Add New Receiver

Add a new receiver to receive replication data from another AhsayCBS.

Receiver User Account

Create a user account for this receiver.

Login Name

Password

Alias
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4. Configure the source backup server host settings, including the http/https protocol,
source backup server host name and port number.

Source Backup Server

Enter the server and user information of the source backup server that will replicate the backup dafa to this receiver.

Backup Server Host

htp ¥ 80

Backup Server Version

VT or above v

Backup Server Host — IP address / host name of the backup server
Backup Server Version — select the source backup server version.

» If you select V7 or above, it means the source backup server is an AhsayCBS
version 8 backup server.

If you have upgraded your backup server to v8 from v6, and still wish to
replicate backup sets in v6 format before they are migrated to v8 format, make
sure you select V7 or above in this menu.

* System User — the system user login of the source backup server

* System Password - the system user password of the source backup
server

System User

System Password

» If you select Before 7 as the backup server version, enter the bind to IP address
and the replication port. “0.0.0.0” and “9444” are the default values, you can
assign a specific IP if you have multiple network cards. For multiple backup
servers’ replication, a unique replication port number is required to set, such as
“0444”.

Bind to IP addrass
0.0.0.0 0444
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5.
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Switch the Enable V6 Backup Sets Replication on if you will replicate v6 backup

sets to the replication server.

Enable V6 Backup Sets Replication I

Bind to IP address
0.0.0.0 9444

Configure the retention settings for the replicated data.

a0

G0

Retention Setting

Configure retention settings for the replicated data.

Restore Point Interval

Retention Customization Policy

Days

Days

>

>

Restore Point Interval — defines the number of days before new snapshot of
the replicated data will be taken and stored in the retention area. A retention
snapshot will be taken only when the following two conditions are met:

*  There is data received from the backup server
*  Restore Point Interval has reached

No retention snapshot will be taken if there is no data received, even when the
Restore Point Interval has reached.

Retention Customization Policy — defines the number of days the old
snapshot copies to be retained in the retention area.

7. Click the icon at the bottom right corner to proceed when you are done with
settings.
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8. Set the default home directory for this replication, and set up the path to store the
user homes.

» The following is an example of a v8 receiver setup. In v8 receiver setup, you will
be able to configure the default home directory, as well as replication home
directory for individual backup server user home.

Add New Receiver

Add a new receiver to receive replication data from another AhsayCBS.
Receiver Home

Configure the Receiver Home(s) where this receiver will use to store all the data replicated from the carresponding backup server.

Default Home Directory

CAProgram Files\ahsayCBSieystemirpsircvshomet

Backup Server User Home Replication Home

DodhsayCBESwWser

DodhsayCBSwsert

GlAhsayCBESwWser

NOTE

If AhsayCBS is receiving multiple backup servers, please use unique path for each
receiver’s “Replication Home”.

» In v6 receiver, you can only set up the default home directory.

NOTE

It is recommended to configure the default home directory to a non-system drive (i.e. not
C:\ drive), especially when there are v6 backup sets, as the replication transaction log files
may fill up the disk space and cause the operating system become unstable.

9. Click in the bottom right corner to confirm the configuration.

10. Although the receiver has been created it is still disabled.

Manage Receiver
-
=+ i
Login Name Bind to IP address Enable Before VT Enable V6 Backup Sets Compression
rep 0.0.0.0:443, 0.0.0.0:80 false Mo false true
www.ahsay.com 372



11. Click on the receiver you created then check the Enable Replication checkbox. Click

to confirm the configuration.

Receiver User Account

" Enable Replication

Login Mame

rep

Fassword

Alias

rep

12. The receiver is now enabled as you can see from the screenshot below. Click to
save the settings.

Manage Receiver
-
=+ il
Login Name Bind to IP address Enable Before V7 Enable V6 Backup Sets Compression

rep 0.0.0.0:443, 0.0.0.0:80 true No false true

Editing Replication Receiver

You can edit the configurations of the replication receiver after it has been set up.

1. Goto Replication > Accepting Data on the AhsayCBS web console on the
replication receiver side.

2. Click on the replication receiver account under the Manage Receiver section which
you wish to edit configurations for.

3. Revise the desired replication receiver item, then click and at the bottom
right corner to confirm the changes.
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9.4.3 Configuration on the Replication Sending End

Enable and configure the replication feature on the backup server side by following the
corresponding sub-chapter below depending on the backup server version or replication
destination.

AhsayCBS v8 Backup Server to AhsayCBS v8 Receiver

The following example is a v8 (backup server) to v8 (replication server) replication setup.
For earlier version setup, please refer to Configure Replication from AhsayOBS Backup
Server to AhsayCBS Receiver (OBS v6 to CBS v8) for details.

Note: If you will replicate v6 backup sets on CBS v8 server to another CBS v8 replication
server, follow the steps below for setup and make sure you turn on the Replicate v6
backup sets to v7 server option in step 7.

1. Make sure you have created a replication receiver account on the receiving end of
the AhsayCBS server first. Refer to Create a Replication User Account for detailed
instructions.

2.  Click on the Sending Data icon under the Replication section on the AhsayCBS web
console of the backup server.

th

Sending Data

3.  Switch the Replicate backed up data to another server or predefined cloud
storage on. The Replication configuration page shows as below.

Replication
You can replicate this backup server to the cloud, or to a Receiver of an AhsayCBS replication server. Configure the replication settings
of the backup server below. All replication destinations, including cloud and AhsayCBS Receiver, should be configured in "AhsayCBS =
Backup Server > Basic > Predefined Destination” first.

Replicate backed up data to another server or predefined cloud storage q

To another AhsayCBS

Host Name Port

Replicate User Name
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4,

8.

Select the To another AhsayCBS option, and then enter the Host Name, Port,
Replicate User Name, Replicate User Password of the replication receiver.

e To another AhsayCEBS

Host Name Port

target.your-company.com 443

Replicate User Name

Replicate User Password

© Host Name - IP address or host name of the replication server with AhsayCBS
installed

© Replicate User Name — the username of the receiver created on the
AhsayCBS replication server

© Replicate User Password — the password to log in to the receiver created on
the AhsayCBS replication server.

Check the Connect with SSL checkbox if you need to connect to the replication
server with SSL.

+ Connect with SSL

If proxy is required to access the replication server, mark the Use proxy checkbox.

v Use proxy

If there are backup sets in v6 format to be replicated to the replication server, make
sure you switch the Replicate v6 backup sets to v7 server on. The default port is
set as “9444”,

Replicate v6 backup sets to v7 server I

Port (SSL)
9444

If you wish to configure the following replication settings, refer to Other Replication
Settings.

© Traffic limit for replication — which limits the amount of bandwidth used by
replication.

© Selectable backup set for replication — which allows you to choose individual
backup set from selected users for replication.

© Concurrent backup set for replication — which allows you to configure the
maximum number of backup set allowed for replication at the same time.
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© Cyclic Redundancy Check (CRC) Checking — which allows you to enable
this checking to run automatically for verifying the integrity of the replicated
data.

9. Click the icon at the bottom right corner to confirm the configuration.

AhsayOBS v6 Backup Server to AhsayCBS v8 Receiver

It is suggested to upgrade your v6 backup server to v8 so that you can enjoy the latest
features provided by the AhsayCBS. If you still wish to continue using the v6 backup server
to replicate to a v8 receiver, follow the steps below for configuration of the v6 backup
server.

1. Make sure you have created a replication receiver account on the receiving end of
the AhsayCBS server first. Refer to Create a Replication User Account for detailed
instructions.

2. Inyour backup server, navigate to Manage System -> Replication Config, then
enter the username, password, target host and connecting port.

Manage System | Manage Log | Manage User | Manage Group Policy | Manage S\.rsl

E Enable Replication

Username :I'-.fErEpliI:atil:lr‘l
Password :I-------.
Target Host :[10.20.7.34 Port :[3444

Lpdate ! Resetl

3.  Click Update to confirm the settings.

NOTE

The index files stored in the v6 backup server will not be replicated to the AhsayCBS
(Replication Server) nor any cloud storage.

There is no multiple threads replication.

The AhsayCBS replication server cannot be started as a v6 backup server.
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AhsayCBS v8 Backup Server to a Predefined Destination

1.

www.ahsay.com

Make sure you have created a replication receiver account on the receiving end of
the AhsayCBS server first. Refer to Create a Replication User Account for detailed
instructions.

Click on the Sending Data icon under the Replication section on the AhsayCBS web
console of the backup server.

b

Sending Data

Switch the Replicate backed up data to another server or predefined cloud
storage on. The Replication configuration page shows as below.

Replication
You can replicate this backup server to the cloud. or to a Receiver of an AhsayCBS replication server. Configure the replication settings
of the backup server below. All replication destinations, including cloud and AhsayCBS Receiver, should be configured in "AhsayCBS =
Backup Server > Basic > Predefined Destination” first.

Replicate backed up data to another server or predefined cloud storage q

To another AhsayCBS

Host Name Port

Replicate User Name

Select the To a predefined destination option as shown below. You will then see a
list of predefined destination you have set under the System Settings > Basic >
Predefined Destinations menu.

“ To a predefined destination. Select a destination for replication:

£l 2lans Storage (Microsoft Account:

_ QGrnup Storage (Drophox Account:
Lr'-ﬂj,r—stnrage (Google Account:
‘GDDQ|EDri'-.-'E-1 (Google Account:
&, ~C_LCD2 (Google Account:

You can configure the folder name in the selected predefined destination to store the
replication data.

Folder name in selected destination for storing replication data

replication
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6. If proxy is required to access the replication server, mark the Use proxy checkbox.

v Use proxy

7.  If you wish to configure the following replication settings, refer to Other Replication
Settings.

© Traffic limit for replication — which limits the amount of bandwidth used by
replication.

© Selectable backup set for replication — which allows you to choose individual
backup set from selected users for replication.

© Concurrent backup set for replication — which allows you to configure the
maximum number of backup set allowed for replication at the same time.

© Cyclic Redundancy Check (CRC) Checking — which allows you to enable
this checking to run automatically for verifying the integrity of the replicated
data.

8. Click the icon at the bottom right corner to confirm the configuration.
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9.4.4 Other Replication Settings

The following replication settings can only be set when the replication feature has been
enabled on the AhsayCBS backup server.

Traffic Limit

This is an optional setting that allows you to limit the amount of bandwidth used by
replication traffic between a specified periods of your choice.

1. Click on the Sending Data icon under the Replication section on the AhsayCBS web
console of the backup server.

it

Sending Data

2. Click the q button in the Set traffic limit section to turn the replication feature on.
You will then see the configuration menu as shown.

Set traffic limit q

+ il

From To Maximum Transfer (Kb/s)

3. Click onthe T icon for configuration.

4.  You will then see the configuration page as shown.

Traffic Limit

From

|sun v| oo v|:|fao v

Ta

|sun v || oo v|:|oo v

Maximum Transfer

khitz f Second

© From - set the start time to apply the traffic limit by selecting a day of the week
and time in hh:mm (24-hr format)

© To - set the end time to apply the traffic limit by selecting a day of the week
and time in hh:mm (24-hr format)

O Maximum Transfer — set the maximum bandwidth allowed for data transfer in
the format of kbits /second.

5. Click the icon then the icon at the bottom right corner to confirm the changes.
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Replicate Individual Backup Sets

By default, all backup sets of all users on all use homes will be replicated to the replication
location (either another AhsayCBS or a predefined destination). However, it is possible to
select specific backup users and their specific backup sets for replication.

1.
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Click on the Sending Data icon under the Replication section on the AhsayCBS web
console of the backup server.

Sending Data

Click the q button in the Replicate individual backup sets section to turn the
replication feature on. You will then see the configuration menu as shown.

Replicate individual backup sets q

Replicate new backup sets of paid users

Replicate new backup sets of trial users

First, you can set to replicate the backup data of either the paid users or trial users,
or both by checking the corresponding checkbox(s).

RFeplicate new backup sets of paid users

Feplicate new bhackup sets of trial users

Now, you can start selecting specific backup sets(s) to replicate. Click on the + icon
to select the desired backup users first. Multiple selections is possible. Click on the

icon at the bottom right corner to proceed when you are done with the selection.
Select Users

User
' @ MESCL10201 35 (Cwner, --)
v (®) TestMSSAL (Owner. --)

(2) TestOBM_5.63 (Owner: --)
(®) Test_MSSAL (Dwner:
() Testofficanis (Owner: )
@ dennis test obim (Owner: --)
(®) testtest (Owner: )

(®) test_obrn (Owner: -

(%) testencrypt (Owner: -

(2) testobrvBtovT (Owner: --)

(®) viiclient (Owner: --)
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5.  You will then see a page listing all the backup sets of the backup user(s) you have
selected from the last step. Each individual row shows the name of the backup user,
the name of the backup set, and the backup set type in the corresponding icon.

Select Backup Sets
User Name Type
@ MSSQL1020138 (Owner: --) FullRecaver-hackup-set-Full
@ MSSQL1020138 (Owner: --) FullRecaver-backup-set-Incremental
@ MSSQL1020138 (Owner: --) Simple-backup-set-Incremental 01
@ MSSQL1020138 (Owner: --) Simple-hackup-set-Incremental02
@TestMSSQL(Owner: -l FullRecovery-backup-Full
@TestMSSQL(Owner: -1 FullRecovery-backup-incremental

6. Select the desired backup sets by clicking the corresponding checkbox, then click the
icon at the bottom right corner to confirm the selection.

Select Backup Sets

User
o @ MESEAL1020135 (Owner: --)
v @ MSSQL1020135 (Owner --)
@ MSSQL1020135 (Owner --)
(3) MSSAL1 020135 (Owner: )
v (&) TestMSSQL (Owner: --)

(®) TestMSSAL (Owner: -

7.  You will then see the selected backup sets being added to the Replicate individual
backup sets section as shown if they are added successfully. Each row of the entry
shows the corresponding backup user name, backup set name and the size of the
backup set.

Replicate individual backup sets I

« Replicate new backup sets of paid users
« Replicate new backup sets of trial users

+ W
Login Name (Alias) Backup Set Used
@ MSSAL1020135 (MSSAL10201359) FullRecovery-backup-set-Full 231.83M
@ MSSAL1020135 (MSSAL10201359) FullRecovery-backup-setincremental 229.93M
@TestMSSQL (TestMSS0L) FuIIRecuver\;—backup—Full 43.5M

8. Click the icon then the icon at the bottom right corner to confirm the changes.
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Setting the Number of Backup Sets to Replicate Concurrently

You are able to change the number of backup sets to replicate concurrently on the
AhsayCBS backup server web console under Replication > Sending Data.

Under the Replicate backed up data to another server or predefined cloud storage section,
there is a drop-down menu for the No. of backup sets to replicate concurrently setting. The
minimum number of backup sets that can be configured to replicate concurrently is 1 while
the maximum is 16.

The default value is Auto, with this setting the number of backup sets to replicate
concurrently is automatically computed. The way this value will be computed depends on
the setting of the maximum threads for replication option which can be added in the
$CBS_INSTALL PATHS$\conf\cbs.opt file.

Here are the two ways that the Auto value will be computed:

© If the maximum allowed number of replication threads is enabled
com.ahsay.cbs.obs.config.Index.RepMaxThreads=true

The default (Auto) number of concurrent backup sets = the number of CPU cores

For example, if the AhsayCBS server has a total of 8 CPU cores, then the number of
concurrent backup set to replicate is 8.

NOTE

There is ho maximum value for the default (Auto) value, so if the AhsayCBS
server has a total of 64 CPU cores then the Auto value will be 64.

© If the maximum allowed number of replication threads is disabled (default)
com.ahsay.cbs.obs.config.Index.RepMaxThreads=false

The default (Auto) number of concurrent backup sets = Total number of CPU cores / 8

For example, if the AhsayCBS server has a total of 8 CPU cores, then the number of
concurrent backup set to replicate is 1.

Another example, if the AhsayCBS server has a total of 16 CPU cores, then the
number of concurrent backup set to replicate is 2.

NOTE

There is a minimum number for the default (Auto) value which is 1. While the
maximum number for the default (Auto) value is 4.
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Mo. of backup sets to replicate concurrently
Auto{1) »

Auto(1)

i pnsider carefully before increas
2

3

4

5 e vb backup sets to v7 o
B

7

8 c limit

9

10

11 P

12 e individual backup sets
13

14

15

You may adjust the concurrent backup set value from the drop-down menu as highlighted
above. In case you find the default setting is too low, the value can be increased to a larger
value. Or if the large value is causing performance issues such as hard disk 1/0 or high
network bandwidth utilization, it can be decreased to a lower value.

For more information regarding replication threads please refer to this article: FAQ: How do
| increase the number of replication threads on my AhsayCBS backup server to improve
replication speed?

NOTE

The multiple threads feature supports the backup set that is created/converted in V8 format. This
feature does not support users who are still using vé backup clients, as their backup sets are still
using the legacy v6 backup set data format. Refer to the Backup Data Migration section for further
information on converting backup set format.
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Cyclic Redundancy Check (CRC) Checking

The Cyclic Redundancy Check (CRC) Checking job will check all new files replicated to
the AhsayCBS receiver since the last CRC job. This checking can be run automatically for
verifying the integrity of the replicated data.

A replication receiver must have been set before you can enable the Cyclic Redundancy
Check (CRC) Checking.

1.
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Click on the Accepting Data icon under the Replication section on the AhsayCBS
web console of the replication server.

L1

Accepting Data

Click on the receiver which you wish to enable the CRC checking feature.

Receiver

A receiver is used for receiving data from one corresponding AhsayCBS backup server. You need to add a receiver first and then you can replicate data
from an AhsayCBS backup server to such receiver. Manage your receivers below.

Manage Receiver

=+ il

Login Name Bind to IP address Enable Before V7 Enable V6 Backup Sets Compression

al 0.0.0.0:443, 0.0.0.0:80, 0.0.0.0:9444 true No true true

Scroll to the Cyclic Redundancy Check (CRC) Checking section and switch on the
feature by sliding the ™M icon on the right.

The CRC checking is set to run on the second and fourth Saturdays of every month
by default. You can configure the time for the checking to run on the specified dates.

Cyclic Redundancy Check (CRC) Checking

Maonthly at[HH:MM}

On the 2nd and 4th Saturdays of every manth

Click the icon then the icon at the bottom right corner to confirm the changes.

NOTE

Please note that the Cyclic Redundancy Check (CRC) Checking feature option is only
available for backwards compatibility:

» AhsayOBS v6 to AhsayCBS v8
It is not supported in replication setups for:

» AhsayCBS v8 to AhsayCBS v8

» AhsayCBS v7 to AhsayCBS v8
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9.5 Recovery Process Overview

After you have deployed the replication server, data from the backup server will be replicated to
the replication destination you have selected. In the event of a system down on your backup
server, or you wish to retrieve deleted data from the replication destination, you can recover the
configurations and backup data replicated from the backup server by using any one of the
recovery methods below.

Method 1 — Rebuild AhsayCBS from Replication

Introduction

This recovery method rebuilds the AhsayCBS by extracting AhsayCBS configuration, system
files, user profiles and backup data from the replication destination then restoring it either to
the Backup Server or restoring the raw data alone using a Backup Client Agent (AhsayOBM /
AhsayACB).

Steps

Step 1: Confirm Replication Status by Checking Replication Logs
Step 2: Extract Data from Replication Destination

From AhsayCBS Replication Server

From a Predefined Destination - Cloud storage

From ETP/SETP

From Local/Mapped Drive/Removable Drive

YV V V V

From v6 Replication

» From Snapshot in Retention Area

Step 3: Restore replication data extracted from the previous step using either method below

» Restore Data to the Backup Server

-OR-

> Restore the Raw Data Alone using a Backup Client Agent

Pros

Selective Backup Set Restore

After extracting the backed up data from the replication destination, you have the flexibility to
restore only the selected backup sets from selected backup users, instead of restoring all
data at once.

Restore as Raw Data
Instead of restoring the backed up data to the backup server, you can only restore the raw
data by using a client backup agent (AhsayOBM / AhsayACB).
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Cons

Relatively Time and Effort Consuming
As opposed to Method 3 where you can quickly convert the replication server as backup
server, this recovery method takes more time and effort to rebuild the backup server.

Method 2 — Rebuild from Auto Save

Introduction

This recovery method only restores the AhsayCBS configuration, system files and user
profiles but not the users’ backed up data. Users’ backed up data will have to be re-uploaded
again to complete the recovery.

Steps

Step 1: Select the desired Auto Save snapshot by date
Step 2: Select the desired configuration and/or user profile
Step 3: Override the existing configuration files

-OR-

Manually restore the configuration files
Step 4: Restart AhsayCBS service

Refer to Method 2 - Rebuild from Auto Save section for detailed steps.

Pros

Quick Rebuild of AhsayCBS
AhsayCBS can be quickly rebuilt by applying only the configuration files and user profiles.

Cons

Longer Time to Re-upload Backup Data
Since the users’ backup data is not restored and required to be re-uploaded again, it is going
to take a longer time to complete the whole recovery process.

Method 3 — Start up Replication Server as Backup Server

Introduction

This recovery method allows you to quickly convert AhsayCBS in replication receiver mode
to a backup server. This is a quick and direct way to access your backup data in the event of
a system down on your backup server.

Steps

Refer to Method 3 - Startup Replication Server as Backup Server for detailed steps.
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Pros

Fastest Recovery
This recovery method is the fastest way to turn the replication server as a backup server so as
to minimize the system down time in the event of a backup server disaster.

9.6 Recovery Methods
9.6.1 Method 1 - Rebuild AhsayCBS from Replication

1. Setup anew AhsayCBS on a new machine with similar hardware specification, and
sufficient hard disk space as the original backup server.

2. Make sure replication has been performed before you start restoring any replication
data. Refer to To check replication logs on the Backup Server: and To check the
replication logs on the Replication Server: for details.

3.  Extract data in the 3 folders ( “conf”, “system” and “user”) from the replication
destination. Below are the links that can quickly direct you to the corresponding
section for the detailed steps.

» From AhsayCBS Replication Server

From a Predefined Destination - Cloud storage

From FTP/SFTP

From v6 Replication

>
>
»  From Local/Mapped Drive/Removable Drive
>
»  From Snapshot in Retention Area

4.  Stop AhsayCBS server on the new machine.

5.  To rebuild the AhsayCBS on the new machine by restoring the extracted data,
continue to read through the rest of the steps in this section.
-OR-

To restore the backup raw data alone using a Backup Client Agent, disregard the
steps below and skip to Restore Raw Data Using AhsayOBM / AhsayACB for further
steps.

6. Copy all the contents in 3 folders backup to your new server as instructed below:
» system ->CBS_HOME\system
» user ->CBS_HOME\user
» conf\conf.zip -> CBS_HOME\conf

Note: Expand the conf.zip first.
7.  Start the AhsayCBS server on the new machine after copying the data instructed

above.
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8. Logon to the AhsayCBS web management console.

9.  You will notice that there is a license error. This is because your AhsayCBS is
running on the new machine with hardware and settings changed. Please contact our
support with your licensee name and license key. We shall relax the license for you.
There is a 14 days grace period before the license deactivates.

Here is a list of suggested items to check after you started up your AhsayCBS.

1. Check SMTP settings in AhsayCBS web console by navigating to System Settings
> Basic > Email.

2. Check all users’ profile, backup and policy group settings in AhsayCBS web console
by navigating to Backup/Restore > Users, Groups & Policies.

3. Check https connection to the AhsayCBS on different browsers (IE, Firefox and
Chrome).
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9.6.2 Method 2 - Rebuild from Auto Save

Comparing with the rebuilding from the replication server, this option can only restore the
AhsayCBS configuration, system files and user profiles. Users’ backed up data will not be
restored and therefore users need to re-upload all backup data again on their next
schedule backup.

So it is very important to configure a replication for your AhsayCBS if you need to restore
everything that was originally on the Backup Server.

REMINDERS

1. As the system keeps only a maximum of 30 Auto Save snapshots on software
vendor’s cloud, if you want to keep these snapshot(s) on your server, you need to
download these snapshots manually.

2. If you restore an earlier snapshot, all the snapshots beyond the restore date will
not be able to restore again.

dropdown list.

Example: If today is Jan 21st 2016, after you restore the snapshot on Jan 19t,
2016, the snapshot on Jan 20" and Jan 21st will not be able to select from the

The table below shows all the major system configuration files that are saved on the cloud

daily by the Auto Save system job:

Server Configuration

Description

Path

Connector setting file

/conf/server.xml

CBS option files

/conf/afc.opt

/conf/cbs.opt

Runtime setting file

/conf/cbssvc.ini

Default certificate files

/conf/ca.crt
/conf/ssl.crt

/conf/ssl.key

CBS setting files

/conf/cbs.json

Redirector configuration files

/conf/lfsConfig.xml

CBS Configuration

Description

Path

Backup Server setting files

/conf/obs.json

License files

/conf/lic.json

/conf/license.xml

CBS/OBS option files

/conf/cbs.opt

www.ahsay.com
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Autoupdate index

/conf/fautoUpdate.bdb

Replication configuration files

/conf/rpsSend.xml

RPS Configuration

Description

Path

Replication configuration files

[conf/rps.xml
/conf/rpsRecv.xml

/conf/rps-recv.json

RDR Configuration

Description

Path

Redirector configuration files

[conf/rdr.xml

[/conf/rdr.json

License files

/conf/rdr-lic.json

[conf/rdr-license.xml

CBS User Profile

Description

Path

Users’ profile

/conf/users.xml

Oth

ers

Description

Path

Branding directory

/conf/Branding/*.*

User group definition

/system/obs/policies/userGroup.xml

Policy group definition

/system/obs/policies/policyList.xml

Please note that there are no options to restore the “Others” category, however it will be

restored automatically every time when you need to restore the auto save files.

Steps to restore the Auto Save snapshot
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1. Loginto AhsayCBS management console, and go to System Settings -> Advanced
-> Auto Save.

2.  Turn on the Use Auto Save switch, then click on the Restore button.

When this feature is enabled, the system will automatically save all the settings in this server to the software vendor's cloud so that you can restore those

settings in the future when needed

Use Auto Save

Usze Proxy
Restare
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3.  Select the snapshot that you want to restore.

Data
022472017 » | (MMddAnyyy)

e

02/252017 g Mration (serverxmi)
0272772017 | br Configuration
om0ty | Jodule Confguraton
03/02/2017  bnfiguration
e

4.  Select the items that you need to restore. Select all the items if you need to restore
the configuration exactly on that restore point.

Date
027242017 » | (MM/iddAyyyy)

' Server configuration (serverxml)
W Backup Server Configuration

" Feplication Module Configuration
| Redirector Configuration

| Backup Server User Profile

5. Click on the Next button.

6. Select to download the snapshot file or to overwrite the existing configuration.

Download configuration files

*' Overwrite existing configuration files

@ In this example, we have selected the Overwrite existing configuration files
option.

@  Skip to the Manual Restore section below if you want to restore the
downloaded file manually.

7. Click on the Restore button if you want to overwrite the existing configuration.

8. Restart the AhsayCBS service, and the configuration will be overwritten.
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Manual Restore

1. Hereis an example of the downloaded configuration file, it is named as dr-YYYY-
MM-DD.zip date format.

Folders X Name - Type Modified
£3) [dr-2016-01-21.2ip] |#]afc.opt OPT File 1/21{2016 6:00 AM
o #] autoUpdate bdb BDB File 1/21/2016 6:00 AM
(2 policies Eca.crt Security Certificate 1/21{2016 6:00 AM
2 cbs.json JSON File 1/21/2016 6:00 AM
[#) cbs.opt OPT File 1/21/2016 6:00 AM
3cbssvc.ini Configuration Settings 142142016 6:00 AM
1| IFsConfig. xml XML Document 1/21/2016 6:00 AM
2] lic.json I5ON File 1/21/2016 6:00 AM
1= license.xml XML Document 1/21/2016 6:00 AM
!J obs.json JSON File 1j21{2016 6:00 AM
5] rdr.json JSON File 1/21/2016 6:00 AM
& rdr xml XML Document 1§21/2016 6:00 AM
| rdr-lic.json JSON File 1/21/2016 6:00 AM
(2 rdr-license. xml XML Document 1/21/2016 6:00 AM
= rps.xml XML Document 1§21/2016 6:00 AM
&) rps-recv.json JSON File 17212016 6:00 AM
| rpsRecy.xml XML Document 142142016 6:00 AM
= rpsSend.xml XML Document 1/21/2016 6:00 &AM
= server.xml XML Document 1212016 6:00 &AM
ssl.cvt Security Certificate 1/21/2016 6:00 AM
ussl.l@y KEY File 1j21/2016 6:00 AM
= users.xml XML Document 1/21/2016 6:00 AM
< | >

2. (Optional) If you need to restore the file manually, you can unzip the 2 folders “conf”
and “policies” into the CBS_HOME\system\recovery. After the restart of the
AhsayCBS service, the configuration will be imported to the AhsayCBS.
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9.6.3

Method 3 - Startup Replication Server as Backup Server

Refer to the following steps to convert your AhsayCBS in replication receiver mode to a

backup server.

NOTE

It is assumed that the first cycle of replication from the sender to the receiver had been
completed.
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1. Check on the Receiver's Setting by following the steps below, and make note of the

Default Home Directory and Replication Home settings.

» On the AhsayCBS in replication receiver mode, login to the AhsayCBS web

console.

» Confirm on the replication receiver's settings. Under Replication, select

Accepting Data.

» Check on the Default Home Directory setting, as well as the Replication

Home setting.

Default Home Directory

CAProgram FilesdhsayCRSisystemirpsircyshormelre ceiver

Backup Server User Hame Replication Hame

CAProgram FilestAhsayCBSser E\Receiver Hame

settings, and configuration settings are stored (in the app folder).

receiver -
Ii(__—) - T Jocorps b orowshome booreceiver b "N ] Search recener
Marne ’ Date modified Type Size
| . app 1042520168 12:08 ... File folder
J files 10/25/2M612:07 ... File folder

Default Home Directory is where the replication sender's system home, user

Replication Home is the location where users' backup data and logs are stored.

Receiver Home = =
I:(:—) - 1 . < Wolume 2(E) » Receiver Home v O Search Receiver Home P
Marne : Date rmodified Type Size
, 2016-10-25-12-06-58 104252061207 .. File folder
| usernarne 10725206 12:23 .. File folder

In the example above, the following settings are used:

» Default Home Directory is set to:
C:\Program Files\AhsayCBS\system\rps\rcvshome\receiver
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» Replication Home is set to:
E:\Receiver Home

2. Configure the Software License by following the steps below.

» On the AhsayCBS in replication receiver mode, login to the AhsayCBS web
console.

» Under System Settings, select Licenses, then apply the AhsayCBS license
(the license from the AhsayCBS in backup server mode).

This will ensure that there are sufficient Client Software and Add-on Modules
available to the backup users after the switch.

» Press Update, then click .

Ensure that the license information are properly applied by checking the Client
Software and Add-on Modules settings under License Details.

IMPORTANT

Before continuing with the next step, ensure that the license is properly
applied. Failure to do so may result in backup accounts being suspended
and all backup settings being reset.

Also, ensure to shut down the AhsayCBS on the backup server, so that you
are not running two servers with the same AhsayCBS license.

3. Convert the AhsayCBS in Replication Receiver Mode to Backup Server Mode by
following the steps below.

» Shutdown the AhsayCBS service.
Note: Shutdown the AhsayCBS and AhsayCBS NFS services.

» Copy the replicated system config files to the corresponding location.

@ Extract the content of the conf.zip file from the Default Home Directory to
the AhsayCBS installation conf folder.

Extract
%Default Home Directory%\app\conf\conf.zip

to
%AhsayCBS Install Home%\*

Using the example in Step 1, extract content of

C:\Program
Files\AhsayCBS\system\rps\rcvshomel\receiver\app\conf\conf.zip

to

C:\Program Files\AhsayCBS\conf
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AN conf = B
Home Share i
@ * T . % rowshome b oreceiver b oapp b oconf v & Search conf
Marme : Date rodified Type Size
1) canfazip 10425/ 20161208 .. Cornpressed (zipp.. 1,38 KB
TRV conf
Harme Share Wienn
@ * . <« Program Files » &hsayCBS » conf v & Search conf
Marne ’ Date rnodified Type Size
|| chsjsan 10/25/201612:08...  JSOM File 14k
|| chsjson 10/25/201612:08..  1File 14k
|| chsjson.2 10/25/201612:08..  2File 13k
|| chsjsond 1072537261408, 3File 13k
. || chsjsond 10/25/201612:08..  4File 13k
1itern
|| chsjsoni 10/25/201612:08..  SFile 13k
|| chsjsong 10/25/201612:08..  6File 13k
|| chsijsond 104253726 1408..  TFile 13k
163 iterms

» Copy the replicated system home to the corresponding location by following the
steps below.

@  Copy the replicated system home from the Default Home Directory to the

AhsayCBS system home folder.

Copy
%Default Home Directory%\app\system\*

to

%AhsayCBS System Home%\*

Using the example in Step 1, copy the content of

C:\Program
Files\AhsayCBS\system\rps\rcvshome\receiver\app\system\*

to

C:\Program Files\AhsayCBS\system
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[ = system - O
Home Share e
@ v P L€ receiver b oapp bosystem v & Search systern
-
Marme Date rmodified Type Size
. chs 10/25/201612:08 ... File folder
| abs 10525/20612:20...  File folder
v
o & I [ =1 Systerm
Home Share Wige
@ = P . <« Program Files » AhsayCBI » system v & Search systern
-
Marne Date modified Type Size
L chs 104252016 309 Ph File folder
. ohs 10/25/2016 2:29 Pk File folder
ordr 10/25/2M611:517 ... File folder
L tps 10/25/201612:07 ... File folder
4 itern
4iterns

If you are planning to change the system home location, copy the replicated system
home to the new system home location instead.

» Copy the replicated user home to the corresponding location.

@  Copy the replicated user home from the Replication Home to the
AhsayCBS user home folder.

Copy
%Replication Home%\%username%

to

%AhsayCBS User Home%\*

Important: Do not copy over the folder in YYYY-MM-DD-hh-mm-ss format.

Using the example in Step 1, copy the content of
E:\Receiver Home\*
to

C:\Program Files\AhsayCBS\user
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[ =] Receiver Home -
Home Share i e
Ii(__—) - 1 .« VYolume 2 (E) » Receiver Home v & Search Receiver Home
Marme Date modified Type Size
J 2016-10-25-12-06-58 10/25/201612:07 ... File folder
J username 10/25/201612:23 ... File folder
L )
L 4 = user
e Haome Share i B
Ii(__-J * T < Prograrn Files » ShsayCBS » user v & Search user
Marme Date rmodified Type Size
J username 102526 %30PK  File folder
J username? 1025 2MG &S50 P File folder
J username3 102526 @51 PR File folder
J usernamed 1025726651 PR File folder
5 item
4 itermns

NOTE

If you are planning to change the user home location, copy the replicated user home
to the new user home location instead.

» Startup the AhsayCBS service.
Note: Startup the AhsayCBS and AhsayCBS NFS services.

» Login to the AhsayCBS web console, confirm on the settings.

@ Confirm the system settings under the System Settings > Basic and
System Settings > Advanced menus.

Modify the System Home setting under System Settings > Basic if
necessary (e.g. if you had copied the replicated system home to a new
location in the previous step).

@  Confirm the user and policy settings under Backup / Restore > Users,
Groups & Policies menu.

Modify the User Home setting under Backup / Restore > Basic if
necessary (e.g. if you had copied the replicated user home to a new
location in the previous step).

NOTE

For AhsayCBS installation on Linux platforms, the conversion procedure is the same
except all directory paths are in the Linux convention.
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9.7 Extract Data from Replication Destination
9.7.1 Getting Started

If you have chosen to recover your replication data using Method 1 - Rebuild AhsayCBS
from Replication, you will have to extract the replication data from the replication
destination first. Before getting started, make sure replication has been performed before
you start restoring any replication data by performing the following checking.

To check replication logs on the Backup Server:

Log in to the AhsayCBS web console, navigate to Monitoring > Replication Logs >
Replication Sending.

E

Replication Logs

EVIICENEL RSO E LI Replication Receiving [l Activities Log

view all the logs of sending job from this server to the corresponding receiver oelow.

Replication Sent Log

Filter| Type v |V|ew| * Today v

Timestamp Type Message

11162016 14:21:15 ReplicateStart  Start replication (User: a1, Backup Set MySQL Database 1)

111602016 14:21:15 ReplicateStart Start replication (User: a1, Backup Set MySQL Daily)

111602016 14:21:19 ReplicateMode  Start replication in RESYNG mode (User: a1, Backup Set: MySQL Database 1)

1M602016 14:21:19 ReplicateMode  Start replication in RESYNGC mode (User: a1, Backup Set: MySQL Daily)

M602016 14:21:19  CompareDirlnfo  Comparing directory replicationtToDropBoxd BiZ10318wWsena1l1 46521186797 8\hlocks' with the one at target destination
111162016 14:21:20 CompareDirinfo - Comparing directory replicationtToDrapBoxdBIiZ1 031 8wsenalll 465203332036 locks" with the one attarget destination
111182016 14:21:23  ReplicateFileinfo  Replicating DhsayCBSwsenalll 46521186797 3blocks\2016-06-06-19-18-5M0000000 hak'

117182016 14:21:23  ReplicateFileinfo  Replicating DAhsayCBSwsenalll 465203382036 blocks\2016-06-06-16-58-0510M000000 hak'

111182016 14:21:25 ReplicateFileinfo  Replicating DAhsayCBSwsenalll 465203382036 blocks\2016-06-06-16-58-0510M000001 hak'

11182016 14:21:25 ReplicateFileinfo  Replicating DhsayCBSwsenalll 46521186797 3blocks\2016-06-06-19-18-500000001 hak'

117182016 14:21:35 ReplicateFileinfo  Replicating DAhsayCBSwsenalll 465203382036 blocks\2016-06-06-16-58-0510M000001_000001 bak'

1116i2016 14:21:35 ReplicateFilelnfo  Replicating 'DishsayCBSwsenall146521186797 Rblocks12016-06-06-19-18-5M0000001_000001 hak'..

1116i2016 14:21:39  ReplicateFilelnfo  Replicating 'DishsayCBSwsenall146520330920361hlacks201 6-06-06-16-58-0510W000002.bak'...

1116i2016 14:21:40  ReplicateFilelnfo  Replicating 'DishsayCBSwsenal146521186797 Rblocks12016-06-06-19-18-50M0000002. bak'..

1116i2016 14:21:40  ReplicateFilelnfo  Replicating 'DishsayCBSwsenall146520330202361hlocks\2016-06-06-16-58-05lindex-50,j00.100.1552410161 0.cgz'..

1116i2016 14:21:41  ReplicateFileinfo Replicating 'DiAhsayCBSwsenalll 465211867978 blocks\201 6-06-06-19-18-59index-$0.j00.100.1552570d700.cpz".

Viewing option

Use the drop-down filters at the top right corner to filter the desired replication sending logs:

Type Select the desired type of replication log to display

View Select a specified date or range of time of the replication logs
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To check the replication logs on the Replication Server:

Log in to the AhsayCBS web console, navigate to Monitoring > Replication Logs >
Replication Receiving.

Replication Sending Replication Receiving .12 (S E)

View all the logs of receiver on this server below.

Replication Received Log

Fiter [ steven v | [Type v | View| * This Week v |Page[ 1 v |

Timestamp | Type Message
2010212017 '
11:03:15
2010212017
11:03:15
2010212017
11:03:15
2010212017
11:03:15
2010212017
11:03:21

ListFilesinfo  Listing 'C:\Program Fil

ReceiveFileinfo Received ‘C:\Program 1487559791992, dummy’ (10, 2017-02-20 11:02)

DeleteFileinfo  Deleting 'C:\Program Fil 1487559791992.dummy’ ...

DeleteFileinfo  Deleting 'C:\Program

ReplicateStart  [Start] Replication

Viewing option

Use the drop-down filters at the top right corner to filter the desired replication receiving
logs:

Receiver Name | Select the receiver name of whom the replication data is from

Type Select the type of replication log to display

View Select a specified date or range of time of the replication logs
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9.7.2 Extract from AhsayCBS Replication Server

1. Follow the steps below to disable the replication service on both the Backup Server
and the Replication Server.

& To Disable on the Backup Server Side

i. Click on the Sending Data icon under the Replication section on the
AhsayCBS web console of the backup server.

Wb

Sending Data

ii. Click the q button in the Replicate individual backup sets section to
turn the replication feature off. You will then see the configuration menu as
shown.

Replication

“ou can replicate this backup server to the cloud, ar to a2 Receiver of an AhsayCEBS replication server. Canfigure the replication settingd
of the hackup server below. All replication destinations, including cloud and AhsayCBS Receiver, should he configured in "AhsayCBS 5
Backup Server = Basic = Predefined Destination" first.

Replicate backed up data to another server or predefined cloud storage l

@ To Disable on the Replication Server Side

i. Click On the replication receiving end, go to Replication > Accepting
Data on the AhsayCBS web console to create a replication user account.

th

Accepting Data

ii. Click on the replication receiver item under the Manage Receiver section
which you wish to turn off.

Receiver

A receiver is used for receiving data from one corresponding AhsayCBS backup server. You need to add a receiver first and
then you can replicate data from an AhsayCBS backup server to such receiver. Manage your receivers below.

Manage Receiver

+
Login Name Bind to IP address Enable Before VT Enable V6 Backup Sets Compression
| steven 0.0.0.0:443, 0.0.0.0:80 false MNo false true
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iii. Uncheck the Enable Replication checkbox under the Receiver User
Account section.

Edit Receiver

Edit the details of this receiver.

Receiver User Account

Enahle Replication

Login Mame

steven

Fassword

Alias

2. Goto the Replication Server web console > Accepting Data > Manage Receiver >
%receiver_name%.

c Ahsa y CBS

Receiver

A receiver is used for receiving data from one correspeonding AhsayCBS backup server. You need to add a receiver first and
then you can replicate data from an AhsayCBS backup server to such receiver. Manage your receivers below.

Manage Receiver
-
=+ i
Login Name Bind to IP address Enable Before VT Enable V6 Backup Sets Compression
steven 0.0.0.0:443, 0.0.0.0:80 false MNo false true

3. Locate the Restore section at the bottom of the page.

Restore

Snapshot

Current

2017-01-06-18-20-59

4.  Click on the Snapshot “Current”, you will see all the replicated users.
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5. Select the user(s) that you want to recover, select all if you want to recover all the
users for the Backup Server.

Restore Path

User

al

a2

a3

aaa
acbwin
emilytest
mini
mininas

miniwin

6.  Enter the path you want to restore the data to (e.g. D:\Restore).

Restore Path

D:\Restore|

7.  Click the m button at the bottom right corner to start the restoration.

8. It will then go back to the Edit Receiver page and you will see the restore progress
under the Restore section.
Restore

Restore Path

CiRestoreiRetention_Current

Festoring CAProgram Files\hsayCBSisystemirpsircvshomeisteventappisystemichsiinstallers\ROOTicomponent

Stop

9.  When you see the Finished restoration !! message, the restore is completed.
Restore

Finished restoratian Il
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10. The data of the selected users and the server configuration are restored to the
specified restore path on the Replication Server.
You will find folder structure as:

@ D:\Restore\Retention_Current\system
(It contains “CBS_HOME\conf” and “SYSTEM_HOME”.)

@ D:\Restore\Retention_Current\users
(It contains user folders.)

Mame B Date moedified Type
| system 172017 4:49 PM File folder
| users 172017 517 PM File folder

11. Copy the whole restored folder “D:\Restore” to a free space on your Backup Server
first, e.g. C:\Desktop.

12. After extracting the replication data, you can follow the instructions in Restore
Replication Data to the Backup Server to restore the replication data to your
AhsayCBS backup server.

-OR-

Refer to the Restore Raw Data Using AhsayOBM / AhsayACB if you wish to recover
the raw data alone without restoring them to AhsayCBS.
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9.7.3 Extract from a Predefined Destination - Cloud storage

In this example, we use Google drive as the cloud storage. Other cloud storage should
have similar capability.

Prerequisite: Google drive is installed
1. Disable the replication on the Backup Server by following the steps below.

i. Click on the Sending Data icon under the Replication section on the AhsayCBS
web console of the backup server.

it

Sending Data

ii. Click the q button in the Replicate individual backup sets section to turn
the replication feature off. You will then see the configuration menu as shown.

2. Go to your Google drive folder or login to the Google drive web interface to access to
your storage.

3. You will be able to find the following path such as Google drive > Ahsay >
replication. (‘replication’ is the replication profile name)

Google drive file explorer
W| \ & Ahsay » replicationtToDropBoxdBiZ.. » - | ‘,H Search replicationtToDropBoxdBir... Pl

Organize - Include in library - Share with - Burn Mew folder == = [ @
-~
< Favorites MName Date modified Type
Bl Desktop L » conf 11/16/2016 2:23 PM  File folder
& Downloads 1 1 system 11/16/2016 2:27 PM  File folder
& Google Drive 4 user 11/16/2016 2:23 PM  File folder

@
= Recent Places

4 Libraries
@ Documents

J’ Music
[ Pictures
E Videos - 4 mm

‘, 3 items
4
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Google drive web interface

Go gle Drive Search Drive

My Drive > Aheay > replicationtToDropBox4BiZ10318 ~

» My Crive Folders

=  Shared with me

® Recent

“.' Google Photos

Y Stared

i Trash

B conf BB system B user

You will see the following 3 folders.

© conf
© system
© user

You may download all the 3 folders to your local drive if you need to restore all the
files. Select the folder to download according to your requirement.

NOTE

The conf and system folders are AhsayCBS configuration or system related files. The
user folder contains the replicated user folders.

After extracting the replication data, you can follow the instructions in Restore
Replication Data to the Backup Server to restore the replication data to your
AhsayCBS backup server.

-OR-

Refer to the Restore Raw Data Using AhsayOBM / AhsayACB if you wish to recover
the raw data alone without restoring them to AhsayCBS.
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9.7.4 Extract from the FTP/SFTP

In this example, we use SFTP server as an example, the restore method is basically the
same for FTP and SFTP.

Assumption: The WinSCP is installed on the system. Other FTP tools can be
used.

1. Disable the replication on the Backup Server by following the steps below.

i. Click on the Sending Data icon under the Replication section on the AhsayCBS
web console of the backup server.

iy

Sending Data

il. Click the q button in the Replicate individual backup sets section to turn
the replication feature off. You will then see the configuration menu as shown.

2. Login to the WIinSCP and locate the replication folder. If the FTP/SFTP server is on
your LAN, you may map the drive on your FTP/SFTP server.

3. You will be able to find the following path such as /sftp_root/Ahsay/replication.
(‘replication’ is the replication profile name)

WinSCP
"z replication - SFTP - WinSCP
Local Mark Files Commands Session Options Remote Help

LD e WS EF Defaul - &~
wf v & & -® E”  Greplication @ ie-s - imE@EAAE
Jsftp_root/Aheay/replication
Mame = Ext MName - Ext Size Changed
®.. .. 1/19/2016 2:55:09 PM
(conf 1/19/2016 2:56:04 PM
[Chsystem 1/19/2016 2:55:52 PM
[Dhuser 1/19{2016 2:55:12 PM

Mapped the SFTP share folder
mv[l-vf@_mut'mw'mﬁcm' '@IS&ardﬂ

Organize *  Include inlibrary +  Share with +  Mew Folder

<% Favorites 21 Mame - I Date modified
Bl Desktop | conf 19/01/2016 15:09
# Downloads |, system 19/012016 15:09
:“t ﬁzzbn:’;aces |, user 19/01/2016 15:09
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4.  You will see the following 3 folders.

© conf
© system
© user

5.  You may download all the 3 folders to your local drive if you need to restore all the
files. Select the folder to download according to your requirement.

NOTE

The conf and system folders are AhsayCBS configuration or system related files. The
user folder contains the replicated user folders.

6.  After extracting the replication data, you can follow the instructions in Restore
Replication Data to the Backup Server to restore the replication data to your
AhsayCBS backup server.

-OR-

Refer to the Restore Raw Data Using AhsayOBM / AhsayACB if you wish to recover
the raw data alone without restoring them to AhsayCBS.
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9.7.5 Extract from the Local/Mapped Drive/Removable Drive

In this example, we use local drive as an example, the restore method is basically the same
for mapped drive and removable drive.

1. Disable the replication on the Backup Server by following the steps below.

i. Click on the Sending Data icon under the Replication section on the AhsayCBS
web console of the backup server.

(13

Sending Data

ii. Click the q button in the Replicate individual backup sets section to turn
the replication feature off. You will then see the configuration menu as shown.

2. Open your replication home folder e.g.: E:\rpshomelreplication (‘replication’ is the
replication profile name).

e‘ )\—,~| ~ Computer « New Yolume (E:) ~ rpshome + replication - gISearchrepl
Organize ¥  Includeinlibrary v  Sharewith v  New folder
N ) = Mame ~ I Date modified
i Favorites
Bl Deskkop .. conf 19/01/2016 12:16
& Downloads | system 23{12{2015 18:09
Ah
f*: Dropbox (Aheay) | user 19/01/2016 12:07

i Darant Dlaras

3. You will see the following 3 folders.

© conf
© system
© user

4.  You may copy all the 3 folders if you need to restore all the files on your AhsayCBS.
Select the folder to download according to your requirement.

NOTE

The conf and system folders are AhsayCBS configuration or system related files. The user
folder contains the replicated user folders.

5.  After extracting the replication data, you can follow the instructions in Restore
Replication Data to the Backup Server to restore the replication data to your
AhsayCBS backup server.

-OR-

Refer to the Restore Raw Data Using AhsayOBM / AhsayACB if you wish to recover
the raw data alone without restoring them to AhsayCBS.
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9.7.6 Extract from v6 Replication

This section provides steps on restoring replication data in v6 format to a v6 version backup
server.

IMPORTANT

Please be reminded that the steps in this section apply only if you are restoring the
replication data in v6 data format back to a backup server in v6 version.

If the backup server has been upgraded to v8, the replication data in v6 data format
cannot be restored in the upgraded backup server due to the fundamental differences of
the system structure and data format between v6 and v8. If you have upgraded your
backup server to v8, you will have to configure the replication receiver again and make
sure to select the Backup Server Version as 8 during the receiver creation process.
Refer to the Create a Replication User Account section for further details on the
configuration.

1. Disable the replication on the Backup Server by following the steps below.

i. Click on the Sending Data icon under the Replication section on the AhsayCBS
web console of the backup server.

i

Sending Data

ii. Click the -I button in the Replicate individual backup sets section to turn
the replication feature off. You will then see the configuration menu as shown.

2.  Go to the Replication Server web console, then navigate to Replication > Accepting
Data > Manage Receiver > %receiver_name%.

3. Locate the Restore section at the bottom of the page.

Traffic Limit Setting
+

Name From To Maximum Transfer

Restore

Finished restoration |l

Snapshot

Current

2016-10-20-18-05-31

4. Click on the Snapshot “Current”, you will see all the replicated users.

5.  Select the user(s) that you want to recover, select all if you want to recover all the
users for the Backup Server.
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10.

www.ahsay.com

Enter the path you want to restore the data to (e.g. F:\v6rps).

Restore Path

fwBrps
User
usert

Click the [Restore] button to start.

It will then go back to the “Edit Receiver” page and you will see the restore progress

under the “Restore” section.

Cyclic Redundancy Check (CRC) Checking

Restore

Restore Path
tuwErpsiRetention_Currant

| Restoring FirevshomewBreplicationdfile siC%3&Program Files\ansay08S and AhsayRPSavallinient

TElop

Once you see the "Finished restoration !!" message, the restore is completed.

Cyclic Redundancy Check (CRC) Checking

Restore

(Finished restoration !! j

Snapshot

Current

2016-01-19-18-03-56

The data of the selected users and the server configuration are restored to the

restore path on the Replication Server.
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11.

You will find folder structure as:

File Edit View Favorites Tools Help

pBack O -2 ‘ »- Search | Fo!dersi|4 > D

Address IL__] F:\vérps
Folders
[=] e Local Disk (F:)
[=) O vérps
[=) 1) Retention_Current

= 1) system
= ) C%3A

Ll

= ) users
=) usert

[= () Program Files
(=) |2) AhsayOBS and AhsayRPS
() bin
# ) conf
# 1) java
# 1) system
[+ 1) tomcat
# 1) webapps
# 1) work

# ) db
# ) files

NOTE

The folder F:\v6rps\Retention_Current\ contains all the restore materials for your vé OBS.
Under the folder, F:\v6rps\Retention_Current\system, you can see the folder “C%3A”
which indicate the drive letter of the installation, %3A is the URL encoding for the colon
character which means “C:".

Here is a summary of the restored folders under the path
“F:\Wwérps\Retention_Current\system\C%3A\Program Files\AhsayOBS and

AhsayRPS”:

Folder name

Description

bin

It contains startup scripts.

conf

OBS server configuration files.

java

Bundled Java for the OBS.

system

System configuration and policy settings.

tomcat

Bundled Tomcat for the OBS.

webapps

OBS and RPS application folders, OBC installer files etc.

work

Cache folder.

12. Copy the whole restored folder “F:\v6rps” to your AhsayOBS machine.
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411




13. Locate the OBS installation directory in the OBS machine, conf folder, system folder
and user folder.

File Edit View Favorites Tools Help
QBack » O - (| S search [ Folders | & 2 X 9 | [@-
Address [ C:\Program Files\AhsayOBS and AhsayRPS
Folders X | [ Name ~ | size | Type
- o [Sn File Folder
& bin Chconf File Folder
& £ conf (Jicons File Folder
£ icons Jjava File Folder
B jove Chlicenses File Folder
) licenses | Slogs File Folder
) logs () migration File Folder
[# ) migration Jrcyshome File Folder
& £ revshome L_)rps-system File Folder
B @ rpe-systen Cysystem File Folder
& 3 system Jtemp File Folder
&) temp _Jtermsofuse File Folder
) termsofuse Ctomeat File Folder
& £ tomeat (Juser File Folder
& user ot File Folder
& 5 ol ()webapps File Folder
& @ webepps Cywork File Folder
E)work = ﬂnru\uu- e [P S S
[26 objects (Disk free space: 9.23 GB)

In this case, all the 3 folders are located in the same directory. If you have changed
the OBS system home or user home folder, you can check this information in your
OBS Management Console > Manage System > Server Configuration page.

14. After extracting the replication data, you can follow the instructions in Restore
Replication Data to the Backup Server to restore the replication data to your
AhsayCBS backup server.

-OR-

Refer to the Restore Raw Data Using AhsayOBM / AhsayACB if you wish to recover
the raw data alone without restoring them to AhsayCBS.
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9.7.7 Extract Snapshot from Retention Area

A snapshot of the replicated data is taken and stored in the retention area for a certain
period of time of your configuration. This gives you an extra layer of protection in case you
need to retrieve the old replication data. For details of the retention policy setting, refer to
the Retention Setting under the Create a Replication User Account section.

Follow the instructions below to recover replication data from the retention area.

1. Go to the Replication Server web console > Accepting Data > Manage Receiver >
%receiver_name%.

€ AhsayCBS

Receiver

A receiver is used for receiving data from one corresponding AhsayCBS backup server. You need to add a receiver first and then you
from an AhsayCBS backup server to such receiver. Manage your receivers below.

Manage Receiver
+
Login Name Bind to IP address Enable Before V7 Compression

steven 0000443 000080 true No true

2.  Locate the Restore section at the bottom of the page and you will see the snapshots
that have been captured for your replication data.

Restore

Snapshot

Current

2017-02-24-00-00-11

2017-02-20-11-03-15

3.  The past snapshots are named in date and time when it was captured. Click on the
desired snapshot you wish to extract the replication data from.
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Select the user(s) that you want to recover, select all if you want to recover all the
users for the Backup Server.

Restore Path

User

al

a2

a3

aaa
acbwin
emilytest
mini
mininas

miniwin

Enter the path you want to restore the data in the retention area (e.g. E:\Retention).

Festore Path

E\Retention

NOTE

Do not restore the retention data to the same folder where you normally store the extracted
replication data so as to avoid any possible confusion.

Click the m button at the bottom right corner to start the restoration.

It will then go back to the Edit Receiver page and you will see the restore progress
under the Restore section.

Restore

Restore Path
E’\Retention'\Retention_2017-02-24-00-00-11

Restoring C\Program Files\AhsayCBSsystemirpsircvshomeisteven\appisystemicbs\Messagelog
Stop

When you see the Finished restoration !! message, the restore is completed.
Restore

Finished restoratian Il
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9. The data of the selected users and the server configuration are restored to the
specified restore path on the Replication Server.

You will find folder structure as:

@ E:\Retention\Retention_YYYY-MM-DD-HH-MM-SS\system
(It contains “CBS_HOME\conf” and “SYSTEM_HOME”.)

@ E:\Retention\Retention_YYYY-MM-DD-HH-MM-SS\users
(It contains user folders.)

Mame - Date modified Type
| system 1/17/2017 4:49 PM File folder
| users 11772017 517 PM File folder

10. Copy the whole restored folder “E:\Retention” to a free space on your Backup Server
first, e.g. C:\Desktop.

11. After extracting the replication data, you can follow the instructions in Restore
Replication Data to the Backup Server to restore the replication data to your
AhsayCBS backup server.

-OR-

Refer to the Restore Raw Data Using AhsayOBM / AhsayACB if you wish to recover
the raw data alone without restoring them to the backup server.
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9.8 Restore Replication Data

9.8.1 Restore Replication Data to the Backup Server

IMPORTANT

Make sure you have extracted the replication data from the replication destination before
you start with the restore. Refer to the instructions in the Extract Data from the
Replication Destination for details.

Follow the instructions below to restore replication data to your AhsayCBS backup server.

1. Stop the AhsayCBS service on the Backup Server by going to the Services console,
click on Ahsay Cloud Backup Suite then click the Stop button on the left.

Services

Help
= HEE > muw

. Services (Local)
Ahsay Cloud Backup Suite Marne

Description Status

el loud Backup Suite Running
Stop the service L5 Ahsay Online Backup Manager Services Continuous...  Running
Restart the service % App Readiness Gets apps re.,

Lo Bpplication Experience Processes a..

2. If you want to recover the user data, copy the %user_name% folder from the
"%Restored_folder%\Retention_Current\users" folder, then paste it to the User
Home folder located in “\AhsayCB S\user\’on your backup server machine.

(€) (3) ~ | L » ThisPC » Local Disk () » PragramFiles » AhsayCBS »

7 Favorites Marme * Date modified Type
B Desktop . hin 2752017 5:05 P File falder
4 Downloads . build 21272017 323 AM File folder
15l Recent places . conf 2f22f2MT 33 PM File folder
. download 257727 505 P File folder
18 This PC .. font 2772017 5:05 P File folder
m Desktop L icons 2 F2MT 505 PR File folder
| Documents L java 2752017 506 P File falder
& Downloads ik 2752017 5:05 P File falder
A Music . licenses 2572 T 305 P File folder
= Pictures . logs 2225207 200 AR File folder
8 videos L migration 21372M7 446 P File folder
|=j_ Local Disk (C:) . nfs 2 F2MT 5:06 PR File folder
o testcases (W1592,168,22 . systemn 22T 225 AM File folder
L temp 22T 00 &0 File folder
'Gh Metueork . terrmsofuse 2752017 5:05 P File falder
18 tsclient . tomeat 277207 500 PrA File falder
18 41 2R2-6-89 L. user 2/2/2017 228 AN File folder
18 441 2R 2-6- 01 o util 277207 442 P File folder
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3.

b Local Disk {(C:) » Program Files » AhsayCBS » user »

Marme

. backup user 1

. backup user 2

 backup user 3

FY

Date modified

02T 428 P
2737207 535 PR
27227207 20 PR

Type

File folder
File falder
File folder

If you want to recover the server configuration, extract the

"%Restored_folder%\Retention_Current\system\conf\conf.zip", then unzip the file

and replace all the unzipped files with those located on “\AhsayCBS\conf\”.

This PC » Local Disk () » Program Files » AhsayCBS »

wai :
=] autoDiscoveryxml

22052017 11:08 AR

Marne - Date rmodified Type
. hin A 2T 505 PhA File folder
. build 2522017 223 Ak File folder
. conf 222017 543 PR File folder
. dowenload FRAMT 505 P File folder
. font AFFFEMT 505 PA File falder
() - 1 | . » ThisPC » Local Disk (C3) » Program Files » AhsayCBS » conf
X Favorites Mame - Date modified Type
B Desktop | Backup 2/22/2017 600 AM  File folder
8. Downloads =] ach-configami 2/20/2017 11:08 &AM XML Docurnent
i Recent places | afc.opt 2/20/2017 11:08 40 OPT File

ML Docurment

1 This PC | autaUpdate bdb 22042017 11:08 AW BODE File

m Desktop 5 caucrt 2202071108 AN Security Certificate
| Docurnents || Catalina 22002071108 A0 File
& Downloads || catalina.policy 22020171108 AN POLICY File
.I'r Music || catalina.properties 220207 11:08 Ak PROPERTIES File
=| Pictures || chsjson 22227 @00 AN JSOM File
B Videos || chsjson i1y el Ak 1File

|=—‘- Lacal Disk {C:) || chsjson.2 2200271108 Ak 2 File
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4.  If you want to recover the system home, copy the content of the
"%Restored_folder%\Retention_Current\system\system" folder in the restored
folder, then paste it in the system folder located in “AhsayCBS\system\”on your
backup service machine.

(e - 1~| b ThisPC » Local Disk (C) » Program Files » AhsayCES

r Favorites Marne - Date modified Type
B Desktop . bin 2FF 207 505 PR File folder
& Downloads . build 2272017 9:23 &M File folder
5 Recent places . conf 2/2212MT 251 PR File folder
. download 2207 505 P File folder
1M This pC . font 272017 5:05 PM File folder
i Desktop . icons 2T 00 P File folder
| Docurnents L java 2AEMT 506 P File folder
& Downloads . lib 2572017 5:05 PM File folder
o Music . licenses 25T 509 P File folder
= Pictures . logs 2722207 00 A File folder
g Videos .. migration 273207 246 P File folder
|=J- Local Disk {C:) . nfs NI 06 P File folder
L testcases (419216822 | | systemn 222017 9:25 AN File folder
| termnp 272227 @00 Ak File folder

b Local Disk {C:) » Program Files ¥ AksaypCTBS b spstern

Marne Date rmodified Type

. chs 2035207 00 8K File falder
. ohs 2222017 RIAPM File folder
ordr 2T 225 Ak File falder
L rps 27207 315 P File folder

5. Restart the AhsayCBS service on the Backup Server by going to the Services
console, click on Ahsay Cloud Backup Suite then click the Start button on the left.

Services
Help
= B » 0w
. Senvices (Local)

Ahsay Cloud Backup Suite Marme - Description Status
Eed 1) yud Back te

Start the service S Bhsay Online Backup Manager Services Continuous..  Running
L Lpp Readiness Gets apps re...
Lo bpplication Experience Processes a..,

www.ahsay.com 418

- 4
."/



9.8.2 Restore Raw Data Using AhsayOBM / AhsayACB

Besides restoring the replication data back to the backup server, you can also restore the
raw data alone using either of the client backup agent (AhsayOBM / AhsayACB).

Make sure you have extracted the replication data from the replication destination before
you start with the restore. Refer to the instructions in the Extract Data from the Replication
Destination. Once you have extracted the replication data, follow the steps below to restore

the raw data.

AhsayOBM is used in the following instructions for decrypting the data. The procedures
work basically the same for AhsayACB.

1. Loginto the AhsayOBM client backup agent, then navigate to the Utilities icon on
the main interface, then go to the Decrypt Backup Data section.

Utilities

Data Integrity Check

Space Freeing Up
Delete Backup Data

Utilities

Decrypt Backup Data

2.  Click Browse to locate the backup set you wish to decrypt replication data you have
extracted, then navigate to the [%backup set ID%/blocks] level of the backup set

you wish to restore data from.

Ut| | |t| es Decrypt Backup Data

Please enter the path to the [<backup set ID>/blocks] folder which contains the
backup files that you want to decrypt.

Delete Backu p Data C:\Users\steven.tse\.obmitemp Browse

Data Integrity Check
Space Freeing Up

Temporary directory for storing restore files

Decrypt Backup Data Decrypt

@ Change path to decrypt
Lookin: | | 1487829651429 - BIckE-
I= ,
s } . settings
Recent Items
419
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3. Click Decrypt to proceed.

U’EI|I’E|€S Decrypt Backup Data
Please enter the path to the [<backup set ID=>/blocks] folder which contains the
Data Integﬂty Che(k backup files that you want to decrypt.

C\Users\steven.tse\Desktop\1487829651429-20170223T061107Z-001\ Browse
Space Freeing Up

Temporary directory for storing restore files

Delete Ba(kup Data C\Users\steven.tse\.obmitemp Browse

Decrypt Backup Data Decrypt

4. Select the file(s)/folder(s) you wish to restore from the selected source, then click
Next to proceed.

Select Your Files To Be Restored

Select what to restore

Choose from files as of job wf || 23/02/2017 w || Latest w
Show filter

Folders Name Size Date medified
- E decrypt_destination [ |. Backup Process Overview
2O
E||:| L Users
=0 |8 stevenitse
-] Bl Desktop

B[ [ Backupt
D | Decuments
D W Music
D =| Pictures
-] | @ Videos

5. Select to restore to the Original location or an alternate location of your choice. Click
Restore to start the decryption process when you are done with the settings.

Choose Where The Files To Be Restored

Restore files to
®) Original location

Alternate location

Show advanced option
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10 Configuring Redirector

As your business keeps growing, the capacity of an AhsayCBS machine may reach its physical limit
such as the I/O, disk space, etc. In that case, you may consider adding a machine to solve the
problem.

A common practice for server administrator will name their server in the following way when a new
server is added for backup service, for example:

serverl.mybackup.com
server2.mybackup.com
server3.mybackup.com

With mybackup.com being the domain name of the backup service in the above example. This is only
a solution to resolve physical limit of a server but is not flexible to apply into a high scalable backup
system. This is because if a user has hosted in, for example, serverl.mybackup.com and later on
wants to add more backup quota, however, only server2.mybackup.com has enough storage for
expansion. In that case, you will need to migrate the user to server2 and your backup users will need
to change the backup server URL from serverl to server2 in the login screen of the client interface to
get access to the new server.

A high scalable backup system should make this kind of transition seamless to users, for example,
you can set up a domain name www.mybackup.com for your client to connect which is able to redirect
users to the correct backup server to backup. Our Redirector is exactly designed to work for this
solution.

By setting up a Redirector Server:

1. All new clients can use the backup URL e.g.: www.mybackup.com when they set up the
backup client interface.

2. Administrator can add backup machines to the Redirector as the number of users grows.

Redirector Server Group
Redirector URL: www.mybackup.com

Q)

{Redirector and AhsayCBS
backup server roles) — .
ARRNRNRRRARERANN
Server/ VM

Backup server URL:
serverl.mybackup.com
IP: 192.168.6.101

- o
L L ] L]
T1RRRRNRLNRNENNN llinnnnnanannanl illnnnannnRInnni
Server / WM Server / VM Server/ VM
(backup server role) {backup server role) (backup server role)
Backup server URL: Backup server URL: Backup server URL:
server2.mybackup.com server3.mybackup.com serverd.mybackup.com

IP: 192.168.6.102 IP: 192.168.6.103 IP: 192.168.6.104
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The dotted area shows the redirector server group.

serverl.mybackup.com
server2.mybackup.com
server3.mybackup.com

As the CPU utilization for a Redirector Server is low, you can dedicate one of the AhsayCBS as the
redirector host. In the above example, serverl.mybackup.com also serves as a redirector host. The
domain name www.mybackup.com is also pointed to this server.

Administrator will require setting up the following in the DNS, for example:

Name ‘ Type Value
www.mybackup.com. CNAME serverl.mybackup.com.
serverl.mybackup.com. A record 192.168.6.101
server2.mybackup.com. A record 192.168.6.102
server3.mybackup.com. A record 192.168.6.103
server4d.mybackup.com. A record 192.168.6.104

Notes:

1. The IP address of serverl to server4 are ranged from 192.168.6.101 to 192.168.6.104.
2. The Redirector Server is hosted on the serverl.mybackup.com machine.

In the following chapters, we shall guide you to set up a Redirector host, and how to join your
existing servers to this Redirector host.

Limitation

1. Existing users can continue to back up to their existing server, for example,
server2.mybackup.com in the above example. However if they want to use the redirector
feature, they are required to change the connecting host name to e.g.:
www.mybackup.com . The redirector setup can only benefit new users as you will distribute
the URL, i.e. www.mybackup.com to new users, you may not want to bother the existing
users on applying the settings immediately.

2. Administrators need to ensure the same username (case sensitive) has not been used
within the backup servers in the same redirector group. This limitation includes all the
users created by the resellers.

License information

The pricing unit of AhsayCBS Redirection Server module is per device to be redirected.

For meter key inquiries please contact the Sales team at Ahsay by email at sales-kb@ahsay.com
or call our International Sales Hotline +852 3580 8091.
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10.1 Hosting a Redirector

First of all, you need to assign an AhsayCBS to be set up as a Redirector role. In our example,
serverl.mybackup.com also serves as a redirector host. The domain name

www.mybackup.com is also pointed to this server.

In the following steps, we will set up the connection channel between the redirector host and
the backup servers. In the AhsayCBS of serverl, you need to register your Backup Server(s)
with the Redirector in AhsayCBS management console under Redirection -> Hosting a

Redirector.

€ AhsayCBS

Server Configuration

Configure the server settings for this redirector

Manage Target Backup Server

Enabled Login Name Hostname Enable SSL SSL Port
true system server!.mybackup.com true 443

true aystem server2 mybackup.com true 443

O oono

true aystem serverd.mybackup.com true 443

Enable Free Trial Settings

| server! mybackup.cam %

server! .mybackup.com
server?. mybackup.com
serverd.mybackup.com

Enable Http
false
false

false

Http Port

0
0

0

1. Add a Backup Server in the Redirector by clicking the Create button, then entering the
login credentials and host name, and the ports of that Backup Server.

2.  Repeat the above steps until all the Backup Servers in your environment are registered

with the AhsayCBS with the Redirector role.

Option: You can dedicate one of the AhsayCBS (Backup Server) to host free trial users,
by enabling this feature and assign one of your Backup Servers in the list.

WARNING

You may only change the settings after:

» AhsayOBS v6 is upgraded to AhsayCBS v8.

enabled hosted on the AhsayCBS v8 are also upgraded to
AhsayOBM/AhsayACB v8.

Do not update any settings in “Hosting a Redirector” after Ahsay Redirector v6 is upgraded to
AhsayCBS v8, if any AhsayOBM/AhsayACB v6 clients are using the Local Copy feature on any
of the AhsayOBS v6 server(s). Otherwise, all AhsayOBM/AhsayACB v6 backups with Local
Copy enabled will fail to work and the problem cannot be fixed afterwards.

» All AhsayOBM/AhsayACB v6 clients with Backup Set Local Copy feature
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10.2 Joining Redirector
In the following steps, we will set up the connection channel between the redirector host and
the backup servers.
Limitation:

Administrators need to ensure the same user name (case sensitive) has not been used within
the backup servers in the same redirector group, this limitation includes all the users created by
the resellers.

To join your Backup Servers to a Redirector, please enter your AhsayCBS management
console under Redirection -> Joining Redirectors.

Note: Even your redirector is hosted in serverl, you still need to perform the following setup.

High Scalability

¥ou are able to build & highly scalable backup system by enatling the High Scalability feature below. With the feature enatbled, you are able
to use multiple backup servers with a single URL. All wour backup client software will be connected to Ahsay Redirector with that URL first, and
then the Redirector will direct the users to the appropriate backup servers.

Enable high scalability feature q

Protocal

Hostnarme

i, mybackup. com Part 443

Login Mame

system

Password

Use Praoxy

Test

1. Turn on the Enable high scalability feature button.
2. Enter the protocol, host name, and port number of the Redirector machine.
3. Enter the login credentials to the Redirector machine.

4. Repeat the above steps on all other backup server that needs to join the redirector server.
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10.3 Advanced Setup
10.3.1 Setup Wild Card Certificate

In the Redirector with a number of Backup Servers setup scenario, you need to apply a wild
card certificate for all your AhsayCBS servers. When you add a new backup server or
Redirector into the redirector server group, you need to apply the wild card certificate to the
new server. This is cost efficient and do not require to purchase a new certificate for a new
server.

10.3.2 Setup Replication in Redirector Server Group

Since the user profile and local user data are hosted on individual Backup Servers, if you
need to setup replication in this environment, you need to setup a dedicated replication
profile for each Backup Server. In our example, 4 dedicated replication profiles are required
to setup.

Note: The replication can be replicated to another replication server or predefined storage.

For more information about the replication setup, please refer to the CONFIGURING
REPLICATION section for details.

10.3.3 Multiple Redirector Setup

The following is an example on setting up a multiple redirector server group. The main
reason is to maintain a high availability redirector.

Assumption and requirement:

In this example, we assumed that you are using a DNS round robin setup, when there is a
request from the Internet, e.g.: www.mybackup.com , it will be able to redirect either to the
first redirector (e.g.: serverl.mybackup.com) or second redirector (e.g.:
server2.mybackup.com).

For each Redirector Server, it is required to have its own redirector license key. If you setup
2 Redirector Servers, you will need 2 times of your redirector licenses.
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Administrator will require setting up the following in the DNS, for example:

Name ‘ Type Value
www.mybackup.com. A record 192.168.6.101
www.mybackup.com. A record 192.168.6.102
serverl.mybackup.com. A record 192.168.6.101
server2.mybackup.com. A record 192.168.6.102
server3.mybackup.com. A record 192.168.6.103
server4d.mybackup.com. A record 192.168.6.104

Notes:

1. The round robin setting is required to redirect the traffic to either
serverl.mybackup.com (192.168.6.101) or server2.mybackup.com (192.168.6.102).

2. The IP address of serverl to server4 are ranged from 192.168.6.101 to
192.168.6.104.

3.  The Redirector Servers are hosted on the serverl.mybackup.com and
server2.mybackup.com machine.
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When you configure the redirector hosting on the first redirector, which we have described
in the Hosting a Redirector section, same configuration is required to apply on the second
redirector.

Example:

Server Configuration

Configure the server settings for this redirectar

Manage Target Backup Server

O Enabled Login Name Hostname Enable SSL SSL Port Enable Http Http Port
O true aystermn serer] mybackup.com true 443 falze 1]
O true system server.mybackup.com true 443 false 0
O tre system serverd.mybackup.com true 443 false 0
Enable Free Trial Settings q

Servert mybackup.com ¥

server].mybackup.com
O
sererd.mybackup com

On other backup servers, you need to join the redirector.

Example:

High Scalability
wou are able to build a highly scalable backup system by enabling the High Scalability feature below. With the feature enabled, wou are able

to use multiple backup servers with a single URL. All your backup client software will be connected to Ahsay Redirector with that URL first, and
then the Redirector will direct the users to the appropriate Dackup servers

Enable high scalability feature q

Protocol

Hostname

waw mybackup. com Fart 443

Login Marme

system

Paszword

Use Proxy

Test
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11 Monitoring Activities

11.1 Set up a Read-only Admin Account for Operators

For daily monitoring on the AhsayCBS management console, you can assign your
staff/operators with a read-only admin role account. This read-only admin role system account
shares similar accessibility as its creator, except it has read-only permission. This feature is
designed to help you with monitoring on the backup and restore jobs, Live Activities on the
AhsayCBS server, Administration logs and Reporting etc.

Follow the steps below to create a system user with read-only admin role:

1. Click on the Basic icon under the System Settings section on the CBS main page.

2. Navigate to the Administrative Access tab, then click on the % button under Manage
System User to create a new system user.

| General || Email || Predefined Destinations YL S Y 1L S Multi-Factor Authentication (MFA)
Manage all system user accounts that are able to access the web consale of this server.
Manage System User
+ER View | Defaul ¥
|:| | Name Type Owner Status
[]  system Admin - Enable
D system-1 Admin - Enable
-
X ?
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3. Fillin the details of the system user profile on the page as shown below. Make sure you
have selected Read-only Admin under the Type field.

Add new system user

Profile

MNams

usemame

Pazsword

Re-type Password

Type
I Read-only Admin ¥ |

4. Click the button then the button at the bottom of the page to confirm. The system
user with read-only admin role has been added.
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11.2 Dashboard

Dashboard

The dashboard is a one-stop overview providing important information that the system
administrator should have attention to, for example, system errors/warnings, the system health
conditions and real-time activities of the system. With this information, system administrator can
quickly identify the potential issues that might pose threat to the AhsayCBS system and
therefore can react accordingly to fix the issues. Below is a summary of the information that the

dashboard section provides.

11.2.1 To Dos

It contains system announcement, errors and warning such as “Missed Backups”, “Failed
Backups”, “System Errors”, “Replication Errors”, “API Errors” and “Email Errors”.

Administrator or operators can base on these messages to take corresponding actions.

€ AhsayCBS

Errors and Warnings

Today ~
a do 18 G AT )
Missed Backups Failed Backups System Errors Replication Errors API Errors Email Errors

0 4 71 0 0 0

View | 25 Rows/Page

Login Name Owner | Backup Set Destination Job Status Report
(@ WindowsTest_1 - m File backup 2 (9 AnsaycBS 08/05/2020 10:45 Wamn Download
(®) WindowsTest_1 m File backup 2 @ AhsayCBS 08/05/2020 0950 Warn Download
@ WindowsTest_1 m File backup 2 @ AhsayCBS 08/05/2020 09:50 Quota Exceeded Download
(® ROSUser - E rosbackupl @ AhsayCBS 08/05/2020 09:41 Quota Exceeded Download
X ?
H
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Viewing options

Selectable Logs Period

You can select to display the log entries of the errors and warnings from a period of time
you selected. Click the drop-down menu on the right under the Errors and Warnings
section to select the desired period of time.

o oos [ T I Y Iy

Errors and Warnings

‘Yesterday

This Week
Last Week
This Maonth

& Jo 1o L) W

Missed Backups Failed Backups System Errors Replication Errors API Errors

0 4 71 0 0

Besides selecting Today and Yesterday from the above mentioned drop-down menu, you
will see a chart illustrating the number of errors for different types of errors/warning within
the selected period of time.

Last Month
Last 7 Days
Last 14 Days
Last 30 Days
Last 60 Days
Custom

In the chart below, for example, the vertical axis denotes the number of errors/warnings
while the horizontal axis denotes the date. The lines on the chart in different colors
correspond to the different types of errors/warnings as shown in the number counter below
the chart in their respective colors.

Errors and Warnings
70
*
(] > °
50
.

40
0
20

- . ——

.- —_—
10 e
o LE X X - -~
4-Dec 5-Dec 6-Dec T-Dec 8-Dec
a Jo 1o ) ) L)
Missed Backups Failed Backups System Errors Replication Errors API Errars Email Errors
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Selectable Number of Row per Page

You can also select the number of rows (i.e. the number of entries) to display on each page.
Click on the drop-down menu as shown in the screen shot below to select the desired
setting.

Errors and Warnings

Today v
a o £0) @® i )
Missed Backups Failed Backups System Errors Replication Errors API Errors Email Errors

View Fage | 1 w

25 Rows/Page

25 Rows/Page

Timestamp Login Name Owner | Message 50 Rows/Page

] : - . - 100 Rows/Page -
0&/05/2020 _ [Getlndexxml.execute] Invalid login name "WindowsTest_5' [Excplion] 200 Rows/Page linvalid
13:18:21 login name "WindowsTest_5' 500 Rows/Page
08/05/2020 [GetindexXml execute] Invalid login name 'OBMTestAccount [Exception] [Getindexxml execute] Invalid

Missed Backups

)

Missed Backups

1327

This page shows all details on all missed backups from all backup users using the
AhsayCBS server. Missed backup refers to backup jobs that failed to run according to the
set backup schedules. Any backup jobs failed to run backup 6 hours after the scheduled
backup time is considered as missed backup.

View| 25 Rows/Page « |Fage| 1«

Login Name Owner Backup Set Destination Job Status

@ WindowsTest_1 - E File backup 2 @ AhsayCBES 08/05/2020 09:50 Missed Backup

@ WindowsTest_2 - E File backup 1 @ AhsayCBS 08/05/2020 09:50 Missed Backup

(® ROSUser - E roshackupi (9 Ansayces 08/05/2020 09:41 Missed Backup
Login Name Login name of the backup user
Owner Ownership of the backup account
Backup Set Name of the backup set that has missed the scheduled backup

Destination

Backup destination of the missed backup

Job

backup

Date and time when the backup job was classified as a missed
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Status Status of the missed backup job

Failed Backups

o

Failed Backups

126

This page shows all details on all failed backups from all backup users using the
AhsayCBS server. Failed backup refers to backup jobs that are not performed successfully.
The backup failure could be caused by various reasons, such as storage capacity on the
backup destination, Internet connection between the client backup agent and the
AhsayCBS server/backup destination, user interruption during backup, etc.

View | 25 Rows/Page « |Page 1 «

Login Name Owner | Backup Set Destination Job Status Report
@ WindowsTest_1 - m File backup 2 @ AhsayCBES 08/05/2020 09:50 Wam Download
(® WindowsTest_1 - m File backup 2 G AhsayCBS 08/05/2020 09:50 Quota Excesded Download
(® ROSUser - E rosbackup1 G AhsayCBS 08/05/2020 09:41 Quota Exceeded Download

Login Name Login name of the backup user

Owner Ownership of the backup account

Backup Set Name of the backup set that failed to back up

Destination Backup destination of the failed backup

Job Date and time when the backup job failed to back up

Status Status of the failed backup job

Report Downloadable report in pdf format
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System Errors

25

System Errors

5102

This page shows all details of system errors related to backup/restore for the AhsayCBS
server. System errors include, for example, failed login attempt, login authentication failed,
etc.

Timestamp Login Name Owner | Message
08/05/2020 [GetindesxxXml.execute] Invalid legin name "WindowsTest_5' [Exception] [GetindexXml.execute] Invalid
13:18:21 login name "WindowsTest_5'
08/05/2020 [GetindexXml.execute] Invalid login name "OBMTestAccount [Exception] [GetindexXml.execute] Invalid
13:14:41 login name "OBMTestAccount
08/05/2020 [GetindexXml.execute] Invalid login name 'OBMTestAccount [Exception] [Getindexxml.execute] Invalid
13:14:18 login name "OBMTestAccount
08/05/2020 [GetindexXml execute] Invalid login name 'MSSQL' [Exception] [GetindexXml.execute] Invalid login name
1310016 ‘MssaL’
08/05/2020 [GetindesxxXml.execute] Invalid legin name "WindowsTest_5' [Exception] [GetindexXml.execute] Invalid
13:03:18 login name "WindowsTest_5' -
X ?
Timestamp Date and time when the system error recorded
Login Name Name of backup user in relation to the system error
Owner Ownership of the backup account
Message Message showing the system errors in details

Replication Errors

@

Replication Errors

460

This page shows all details of replication error for the Ahsay CBS server.

e

Timestamp Message
12/08/2016
163338 Error replaying *1457105878860\iles\2016-06-14-23-30-00\retention xml. 187.158d6598cac gz’ to target destination

s 16 Failed to replicate 'E:\ahsay01\Telco_PC\1457105878860\Snapshots\1481152470048.313". Error=[LocalDiskManager.getOutputStream] Fail to open
‘X:replicate/Ahsay_nortec/userTelco_PC/1457105878860/files/2016-06-14-23-30-0 ion.xml.187.15 gz'. Error="Fail to set file attributes:

X\replicate/Ahsay_nortecfuser/Telco_PC/1457 10587 8860/files/2016-06-14-23-30-00/retention.xml. 187.158d6598cac.g2

16:33:38

12/08/2016

16:33:32 Error replaying '1464621030883\iles\2016-07-01-20-00-00\retention.xml. 187 15845840493 g2’ to target destination

Failed to replicate 'EX\ahsay01\Eidem_DC01_NY\1464621030883\Snapshotsi1481137128205.107". Error=[LocalDiskManager.getOutputStream] Fail to open

5 pl y_nortecit 1_DCO1_NY/1464621030883/les/2016-07-01-20-00-00/retention xml. 187.158d5840483.g2'. Error="Fail to set file attributes:
Xi\replicate/Ahsay_nortecfuser/Eidem_DCO1_NY/1464621030883/files/2016-07-01-20-00-00/retention.xml. 187.158d5840493.92'

12/08/2018
16:33:32
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Timestamp Date and time when the replication error recorded

Message Message showing the replication errors in details

API Errors

o

API Errors

32

This page shows all details of API errors for the AhsayCBS server.
ToDos [ cru ]

Timestamp | Login Name | Owner | Message

[4p[RunDirectlcom ahsay obs core dbs € INCOMECt backup Usernameipassword 3t com ahsay ohs apl APSrCtsACtion checkBkpUserPwi{Unknown Source) at com ahsay obs 3pl ApiStructsAction checkBhol
at com ahsay obs apl json JSONAR! executs(Unknown Source) at org apache Stits chain commands seriet ExecuteACtion execute(ExecuteActon java 58] at

org apache struts chain commands AbstractExecuteAction execute(AbstractExecuteAction java B7) at org apache struts chain commands ActionC; execute(ActionC javasl)yat

0rg apache commans chan impl ChainBase execute{ChainBase java 191) at org.apache cammons chain generic LookupCommand execute(LookupCammand java 305 &t

0r @pache.commans chan impl ChainBase execute(ChainBase java 191) at org spache struts.chain Comp questProcessor pracess(Compo: rocessor java283) at

©rg apache struls action i java 1913) at org apache stnds action ActonServiet doPostiActionSerdet java 482) at javax seriet htp HitpSenviet service(HitpServiet java 845) at
javass serviet http HitpServie o  java T27) at org.ap: ina core Ap “hain.internall “hain java 303) at

org apache catalina core App iiterChain doF iter{Appl iterChain java 208) 3t org.apache torcat websocket server WsFiter dofiter(\VsFilter java 52) at

o apache catalina core Applic ationFilterChain internalDoF iter(Applic ationFitterChain java 241) at org apache catalinz core ApplicationFitterChain doFiten(AppcationFitterChain java 208) at

1172472016 com.ahsay obs www EncodingFilter dof iter{Uninown Source) at org.apache cataling.core ApplicationF iterChain intemalDoF iter{AppheationFilterChain java:241) at

[TETE I . org apache.catalina core ApplicationFilterChain doF iter{ApplicationFiterChain java 208) at com Filter doFilter( at
org apache catalina core Appl hain internalDoF iter(Agp hain java: 241) at arg apache.catalina care ApphcationFilterChain o iter(AppbcationF iterChain java 208 at
org apache catalina core invoke( java720) at org apache catalina core StandardContextValve invoke(StandardConte:dae java 122) at

org apache catalina authenticator AuthenticatorBase invoke{AuthenticatorBase Java 504) at org apache cataing valves AccessLogvsie invoke(AccessLogialve java 850) at
0] apache catalin core StandarsHostvsive invoke(StandardHostvalve java:170) at org apache cataing valves ErrorRepontvalve invoke(EmorReportvalve java 103) 3t

org apache catalina core StandarsEngineVabve imvoke(StandariEngine\abe java:116) at org apache catalina connector Coyoteadapter sendce(CoyoteAdapterjava 421) at

org apache coyote hitn11 AbstractHit11Processor process{AbstractHitp11Processor java 1074) at org apache coyote AbstractProtocalfAbstractConnectionHandler process(AbstractPratacol java B11) at
org apache tomcat uil net AprEndonintd SocketProcessor doRun(AprEndpoint java 2466) at org apache tomcat ull net AprEndpointSacketProcessar run(ApiEndpoint java 2456) at

java it cancurrent ThreadPoolExecutor nurorker{Unknown Source at java.util concurrent ThreadPoolExecutorforker runUnknown Source) at org apache tomcat utlthreads TaskThreasWirappngRunnzb)

4t java lang Threar run(Unknovn Source)

Timestamp Date and time when the API error recorded

Login Name Name of backup user in relation to the API error

Owner Ownership of the backup account

Message Message displaying the API errors in details

Email Errors

s

Email Errors

31

This page shows all details of email errors for the AhsayCBS server. Email errors could be
caused by invalid email entered by the backup users, storage capacity of the backup user’s
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email account, etc.
Ta Dos [ cpu ] memory |

Timestamp Login Name Owner Message
[SMTPMailer sendHtmiWithAttach] Failed to send email to ‘abc@abe.con' with subject 'Scheduled backup, steven2 > Exchange Mail Level Backup (2010) > 2016-11-20-22-00-00,
was lo 10l 1: [SMTPMailer h] Failed to send email to ‘abc@abc.con' with subject 'Scheduled backup, steven2 = Exchange Mail Level Backup
(2010) > 2016-11-20-22-00-00, was missed at com.ahsay.afc.mail SMTPMailer.a(Unknown Source) al com ahsay.afc.mail SMTPMailer.a(Unknown Source) al

com.ahsay.obs.core.ers.a.a(Unknown Source) al com.ahsay.obs.core.ers.a.run(Unknown Source) al java lang. Thread.run(Unknewn Seurce) Caused by:

com.sun.mail.util MailConnectException: Couldn't connect ta host, port: smtp.gmail.com, 587; timeout -1; nested exception is: java.net ConnectException: Connection timed out:
connect al com.sun.mail smip SMTP Transport openServer(SMTP Transport java:2053) at com .sun.mailsmip. SMTPTransport protocolConnect(SMTP Transport java:637) at
Javax mail Service conneci(Service java:386) at javax mail Service connect{Service java:245) al javax mail Service connect(Service java:194) al

com.ahsay.afc.mall. SMTPMailer a(Unknown Source) at com.ahsay.afc.mail SMTPMaller.aiUnknown Source) al com ahsay.afc.mail SMTPMailer.a(Unknown Source) ... 5 more
i ative Method) at

Jnknown Source) al

ocketCi

Caused by. java.nel.ConnectExceplion. Connection timed out: connect al java.nel.’

connect

javanet
Jjava.net.AbstractPlainSocketimpl.connect{Unknown Source) at java.net PlainSocketimpl.connect(Unknown Source) at java net. SocksSocketimpl.connect(Unknown Source) at
java.net Sockel.connect{Unknown Source) at java.net Sacket connect{Unknown Source) at com.sun. mail.util
com.sun.mail util SocketFetcher getSocket(SockelFelcher java:236) at com sun.mail smip. SMTPTransport openServer(SMTPTransport java:2019) ... 12 more
com.sun.mail util. MailConnectException: Couldn't connect lo host, port: smip.gmail.com, 587; limeoul -1, nested exceplion is: java.net ConneclException: Connection timed out:
connect al com.sun.mail.smip SMTP Transport.openServer(SMTP Transport java:2053) at com.sun.mail.smip.SMTPTransport protocolConnect(SMTP Transport java:697) at

doConneci(Unknown Source) al java.nel

eicherjava:a12) at

P Javax.mall.Service.connect(Service java:386) at javax.mail Service connecl(Service java:245) al javax.mail Service.connecl(Service java:194) al
steven2 -

040321 com.ahsay.afc.mall. SMTPMaller a(Uinknown Source) at com.ahsay.afc.mail SMTPMailer.a(Unknown Source) al com ahsay.afc.mail SMTPMailer.a(Unknown Source) at

com.ahsay.afc.mall SMTPMaller.a(Unknown Source) at com.ahsay.afc.mail.SMTPMailer.a(Unknown Source) at com ahsay.obs.core.ers.a.a(Unknown Source) at
com.ahsay.obs.core ers.a.run(Unknown Source) al java.lang. Thread.run(Unknown Source) Caused by: java.net.ConneclException: Cannection limed oul: connect al
ive Method) at java.net AbstractPlainSocketimpl.doConnect{Unknown Source) at

java.net, sockelC

Timestamp Date and time when the Email error recorded

Login Name

Name of backup user in relation to the Email error

Owner

Ownership of the backup account

Message

Message displaying the Email errors in details

11.2.2 Overview

This is an overview of the system resource and system settings. These are useful
information for administrator or support staff to collect machine information. This

information include “Java virtual machine”,
Operating System”, “CPU Architecture”, “Number of Processors”,

“Java version

“Committed Virtual Memory”,

Java VM version”, “vendor of the Java”,

"«

Physical Memory”, and “Swap Space”.

In addition, a list of system settings such as “VM Arguments”, “Class Path”, “Library
Path”, “Boot Class Path” and “System Properties” are shown for reference.

Virtual Machine

Server VM

Architecture
amd64

OpenJDK 64-Bit

ovenvew [0 I

Status overview of all system resources and settings.

MNumber Of Processors

i

Vendor
Oracle
Corporation

n-
VM version

25.181-b13

Java version

1.8.0_181

Operating System
Windows Server
2012 R2

- =

Committed Virtual
4 Memory
1.11GB

el

Physical Memory
1.58GB (Free)
4GB (Total)

Swap Space
1.87GB (Free)
5.69GB (Total)
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11.2.3 CPU

In the CPU page, you can see the current CPU utilization, the percentage that system and
application occupied

Current CPU usage on this machine
CPU Usage
100%
67%
33%
o | 1l e
01:00:00 02:00:00 03:00:00 04:00:00 05:00:00 06:00:00 07:00:00 08:00:00 09:00:00 10:00:00 11:00:00 12:00:00
Type Usage Percentage
E System — 667%
Fpp\\(alwn 0%

There are two parts of information from this page.

CPU Usage Chart

The CPU Usage shows the daily usage of the machine’s CPU where the AhsayCBS is
installed, with the vertical axis denotes and CPU utilization rate while the Y axis denotes

the time.
CPU Usage
100%
67%
33%
o _. S| VeV
00:00:00 01:00:00 02:00:00 03:00:00 04:00:00 05:00:00 06:00:00 07:00:00 08:00:00 09:00:00 10:00:00 11:.00:00 12:00:00

Usage Distribution

This chart shows the CPU usage distribution in percentage on System and Application.

Type Usage Percentage
E System | 6.96%
Application 0%
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11.2.4 Memory

) AhsayCBS
Current memory usage on this machine.

Memory Usage
1,500 MB
1,000 MB

500 MB

o0MB

Type Usage
(@59 Heap Size
X Non Heap Size

This is a graphical view of the memory pool/managers usage on this machine.

o o L

AP AAA AR AA A AR ARA A PR MARAR A AR A NAAN AP A AR A SRR ok

02:00.00 03:00:00 04:00.00

| 109.9MB 176MB

05:00:00 06:00.00 07:00:00 08:00:00 09:00.00 10:00:00 11:00.00 12:00.00

Current Size Maximum Size

853.77MB 1.93G8

Heap Size

The heap memory is the runtime data area from which the
Java VM allocates memory for all class instances and arrays.

Non Heap Size

Non heap memory includes a method area shared among all
threads and memory required for the internal processing or
optimization for the Java VM.

Par Eden Space

The pool from which memory is initially allocated for most
objects.

Par Survivor Space

The pool containing objects that have survived the garbage
collection of the Eden space.

CMS Old Gen

The pool containing objects that have existed for some time
in the survivor space.

Code Cache

The HotSpot Java VM also includes a code cache, containing
memory that is used for compilation and storage of native
code.

Metaspace

The pool containing all the reflective data of the virtual
machine itself, such as class and method objects. With Java
VMs that use class data sharing, this generation is divided
into read-only and read-write areas.

Compressed Class
Space

This is part of the metaspace.
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11.2.5 Storage

This is a local storage and predefined destination usage overview.

» Disk Usage

Under the Disk Usage section, it shows all the drives on the machine where the
AhsayCBS is installed. You can see the capacity used (Used) and capacity remain
(Free) for each drive.
Disk Usage

Drive
. (c) |
B New volume (D) I

|

Be

. New Volume (F:)

. New Volume (G:)

You can select to view the entries in the Disk Usage section by sorting the Drive Letter
or Free Storage

Wiew | * Sort by Drive Lette »

* Sort by Orive Letter
* Sort by Free Storage

55 66GE 12.61GE

192 45GE 738.94GH

» Predefined Destination Usage

Under the Predefined Destination Usage section, it shows all the predefined
destinations that you have added under the System Settings > Basics >
Predefined Destination.

Predefined Destination Usage

Destination

. Local-1

(%) CBS-Test-Destination

You can select to view the predefined destination entries by sorting the Destination
Name or Free Storage.

View | * Sort by Destination Nan v

* Sort by Destination Name
T Sort by Free Storage

0e 0e
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11.2.6 Live Threads

This page shows all live threads that are running on this machine.

All live threads that are running on this machine.

Live Threads

100

w w

o
235700 0057°20 015740 025800 0358:20 045840 055900 065920 075940 090000 1000:20 110040 120100 130120 140140 150200 1602:20 170240 18:03.00

2 ) e i
Live Threads Peak Daemon Threads Total Threads Started
88 Q0 87 202
Live Threads Active process threads
Peak The largest number of live threads record in the above
period
Daemon Threads Threads that are handled in the background

Total Threads Started The total number of started threads

You can use mouse over at any point of the curve to obtain the number of live threads at
the particular time.
Live Threads

100

02:13:28, 72
4

50

0
01:00:00  02:00:00  03:00:00

If you click on the Details button below the Live Threads icon, you will see a breakdown of
all live threads that are running on this machine. It is shown as thread groups for
developers or administrators reference.

Threads

Thread group:system (8)
Thread group:main (67)
Thread group:WebSocketServer-ROOT (0)

I—I""'E Th res d =S Thread group:WebSocketServer-fobs (0)
H H Thread group:[AccessManager.ThreadGroup@24385a8b] (0)
Thread group:AhsayCBS-internal (13)
. Thread group:WebSocketServerdrps (0)
Details Thread group:WebSocketServer-irdr (0)
Thread group:WebSocketServer-ichs (0}
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11.3 Live Activities

Pl

Live Activities

You can check on recent backup and restore status with the progress monitor in percentage,
replication (both send and receive) and redirection status.

11.3.1 Backup Status

Backup Type AhsayOBM AhsayACB  Ahsay

Mobile
File Backup v v NA
Cloud File Backup v v NA
IBM Lotus Domino Backup v NA NA
IBM Lotus Notes Backup v v NA
MariaDB Backup v NA NA
MS Exchange Mail Level Backup v NA NA
MS SQL Server Backup v NA NA
MS Windows System Backup v v NA
MS Windows System State Backup v NA NA
MS Hyper-V Backup v NA NA
MySQL Backup v NA NA
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Office 365 Backup v v NA
Oracle Database Server v NA NA
ShadowProtect System Backup v NA NA
VMware Backup v NA NA

This section shows a list of agent based and agentless backup job(s) that is currently
running. Once a backup job is completed, the entry will be immediately removed from the
Live Activities.

For agentless Office 365 and Cloud File backup job(s), aside from monitoring the backup
job(s) from here, each agentless backup Java process can also be monitored at an
operating system level on the AhsayCBS server.

For more details on how to monitor the agentless backup Java process, please refer to
Appendix N How to monitor Run on Server backup Java process.

It will also show a list of agent based and agentless backup job(s) that were terminated
abnormally. Examples of these are:

© The backup machine was shutdown, rebooted or AhsayOBM/AhsayACB was killed
using Windows Task Manager.

© AhsayOBM/AhsayACB client crashed during a backup job, the affected entries will be
automatically cleared after 72 hours.

© Agentless Office 365 and Cloud File backup job(s) that have become unresponsive
and have been terminated. There are several methods to terminate the unresponsive
agentless backup job(s). For more information, please refer to Appendix O How to
terminate unresponsive Run on Server backup jobs.

Backup jobs that are currently running or finished within 1 hour.

Backup Status

Filter | Client Type ~ || User ~ || Registration Date ~ || User Group ~

Login Name (Alias) | Owner | Backup Set Destination | Progress Estimated Time Left | Current File Transfer Rate

—
@ ROSUser () - E @ 0sec for backup/IMG_3315.JPG 4Mibit/s
cloudbackupset-1 AhsayCES 100 %
(® ROSUser () - m G Osec Obitis
0365backupset-1 AhsayCBS 0%
) @ I C\Users\Administrator\Documents\Backup
@ ROSUser () - E File Backup Osec 22Mibit's

AhsayCBS 100 % Files\sample screenshot JPG
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11.3.2 Restore Status

www.ahsay.com

Restore Type AhsayOBM AhsayACB AhsayOBR Ahsay
Mobile
File Normal Restore v NA
OpenDirect
Restore X NA
Cloud File Backup v NA
IBM Lotus Domino
Backup NA NA
IBM Lotus Notes Backup v NA
MariaDB Backup NA NA
MS Exchange Server
Backup NA NA
MS Exchange Mail Level
Backup NA NA
MS SQL Server Backup NA NA
MS Windows System
Backup v NA
MS Windows System
State Backup NA NA
MS Normal Restore NA NA
Hyper-V
Run Direct
Restore NA NA
Granular
Restore with
AhsayOBM File NA NA
Explorer
Granular NA NA
Restore with
443




Windows File

Explorer
MS SQL Server Backup v NA v NA
MySQL Backup v NA v NA
Office 365 Backup v v v NA
Oracle Database Server v NA v NA

ShadowProtect System

Backup v NA v NA
VMware | Normal Restore v NA v NA
Run Direct
Restore v NA v NA
Granular
Restore with
AhsayOBM File v NA v NA
Explorer
Granular
Restore with
Windows File X NA X NA
Explorer

This section shows a list of agent based and agentless restore job(s) that is currently
running. Once a restore job is completed the entry will be immediately removed from the
Live Activities. It will also show a list of restore job(s) that were terminated abnormally.
Examples of these are:

© The backup machine was shutdown, rebooted or AhsayOBM/AhsayACB was killed
using Windows Task Manager.

© AhsayOBM/AhsayACB client crashed during a restore job, the affected entries will be
automatically cleared after 72 hours.
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Backup Status ML ST CE T Replication

All restore jobs that are currently running or finished within 1 hour.

Restore Status

Filter| Client Type || User ~ || Registration Date ~ || User Group +
Login Name {Alias) | Owner | Backup Set Destination Progress Estimated Time Left | Current File | Transfer Rate
(® ROSUser () - Ecmuqbackupsem (9 AnsayCBS NES— 100 % 0 sec Obit/s
(® ROSUser ) - [ rieeackue (3 AnsayCBS  n— 100 % 0 sec Obitis
X ?
H

OpenDirect restore of file backup sets or granular restore from VMware and Hyper-V backup
sets performed using Windows File Explorer will not show up on the [Restore Status] tab in Live
Activities. This only applies to restores performed directly through
AhsayOBM/AhsayACB/AhsayOBR or AhsayCBS User Web Console.

11.3.3 Replication

Here is the replication jobs status from the backup server to the corresponding receiver.

List of all replication jobs from this server to the corresponding receiver that are current running.

Replication Status

Login Name {Alias) | Owner | Backup Set | Mode Status Current Jobh Start Time | Estimated Time Left
@60 - mbset RESYNG 0% GiohsAlsystermobsitempenntzip 144617
X ?
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11.3.4 Receiver

In this menu, you will see all the replication jobs that the receiver on this server is currently
running.

m Restore Status Replication Receiver

List af all replication jobs that the receiver on this server 15 currently receiving

Receiver Status

Receiver Mode Status Current Job Start Time Estimated Time Left

144972775329 fhlacks

-~ |
replication REFLAY 1201 8-12-11-14-56-10 15:01:37
18%
f0W00001_000002 bak

11.3.5 Redirection

You can see a list of all redirection jobs that are currently running.

m Restore Status Replication Redirection

List of all redirection jobs that are current running.

Redirection Status

Filter | User VllType b’

Login Name Host From Target Tyne Number
system 10.7.0.130 listBackupSerers 4
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11.4 Administration Logs

Administration Logs

You can check on the SNMP logs, list of notifications/announcements/alerts, and activities log
(system logs) and audit trails.

11.4.1 SNMP Log

You can see a list of SNMP log message in this page. You need to enable the SNMP log in
Settings -> Advanced -> Logging -> Enable SNMP Service, and need to download the
MIB definition file and pass to your SNMP machine. The logs may be filtered by type, user

group and date.

SNV PSRN Message History | Activities Log | Audit Trails |

View all the SNMP logs below

List of SNMP Log

Filter| Type  ~ || User Group ~ | View | Today -

Timestamp Login Name Owner Trap address Type olD Message

11.4.2 Message History

This page contains a list of notifications, announcements and alerts. The logs may be
filtered by type.

SNMP Log  Message History | Ta il BT BT T [T 5

List of systam notifications, announcements from software vender, and system alerts recsived.

Latest Notifications | Announcements | Alerts

Filter | Notification v

Date Type Notification
10302018 0 Effect on the postpenement of Daylight Saving Time in Brazil
Announcement

End of support for Oracle Database, IEM Lotus Domino/Motes and StorageCraft ShadowProtect medules

10222018 0
Anncuncement  im Ahsay version &
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11.4.3 Activities Log

In this page, you will see a list of activities/system logs generated by system events, v6
migration or other user activities. The logs may be filtered by type and date.

Timestamp
08/05/2020
09:14:26
(08/05/2020
09:14:26
08/05/2020
09:14:26
(08/05/2020
09:14:28

List of System Log

Type

RoutineJoblnfo

RoutineJobinfo

RoutineJohinfo

SNMP Log | Message History IFCIISIRSIN Audit Trails |

View all the system logs of this server below.

Filter | Type | View | Today v
Message

[Job][Logger] Starling to log system status

[Job][Logger] Start: logging system status

[Job][Logger] End: logging system status

RemoveMigratedvéDatalnfo  [Job][HourlyJob]Start: Remove migrated vé data

11.4.4 Audit Trails

In this page, you can only see the activity logs of the selected user. The logs may be
filtered further according to type and date.

Audit Trails

0&/05/2020
09:40:52

0&/05/2020
09:41:19
08/05/2020
09.41:19

www.ahsay.com

Select User| ROSUser

Timestamp | Type

UserChangeLog

FileSenvicelnfo

BackupStart

SNMP Log [| Message History || Activities Log J-ULLEIcIH]

Wiew the activity logs of all users on this server.

v Filter | Type w | View | Today ~

Message

[Profile] Per Destination Quota {"[Destination Key: OES, Quota: 5358700120)[Destination Key: -1596510891161, Quota: 0]
[Destination Key: -1596510471330, Quota: 0] == “[Destination Key: OBS, Quota: 5120][Destination Key
-159651099711671, Quota: O][Destination Key -1596510471330, Quota: 0]°) IP = “180.191.171.16'

[FileService.loginfo] Start to log start backup , Username = ROSUser, Backup Set ID = 1596514380913, Destination ID =
1596514565804, Job |D = 2020-08-05-09-41-11, Minor Version = 3.4.42

Backup, rosbackup1 -» 2020-08-05-09-41-11, fo AhsayCBS started with host , server host name = hitp://125.5.184 206:80

[UpdateObmBackupSef] User="ROSUser", IP="125.5.184.206", Backup Set="rosbackup1", ("[Name: rosbackup1,

Windows User Authentication: [Domain Mame: | User name: , User name: |, Backup Source: [backup file], Filter: [Enabled:

X ?
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11.5 Backup / Restore Logs

Backup / Restore Logs

You can check on a list of backup and restore jobs, backup errors, backup set logs, and
activities logs.

11.5.1 Backup Jobs

Here is summary of the backup jobs. The logs may be filtered by backup job, job status,
where the backup was run either client or server, user group and date.

-ELUL NI Restored Jobs [l Backup Errors | Backup SetLog [| Activities Log

View all the backup jobs by all backup users below.
List of Backup Jobs
Filter| Backup Job w || Job Status ~ || Runon ~ || User Group ~ | View | Today ~
Login Name Owner  Backup Set Destination | Start Time End Time Version Upload Size | Job Status | Report
rosbackup1 08/05/2020 08/05/2020 AhsayCBS Cuota
ROSUser AhsayCBS 41.12M Download
(1596514380913) 09:41 09:41 8.3.4.42 Exceeded
) File Backup 08/05/2020  08/05/2020
WindowsTesi_1 AhsayCBS OBM 83442  34.31M OK Download
(1596591869919) 09:46 09:46
File backup 2 08/05/2020 08/05/2020 Quota
WindowsTest_1 AhsayCBS OBM 83442 0 Download
(1596592087543) 09:50 09:50 Exceeded
) File backup 2 08/05/2020  08/05/2020
WindowsTest_1 AhsayCBS OBMB3442 0 Wam Download
(1596592087543) 09:50 09:50
X ?
H

11.5.2 Restored Jobs

Here is a summary of the restored jobs. The logs may be filtered by user group, date and
where it was run either client or server.

Backup Jobs Restored Jobs Backup Errors Backup Set Log Activities Log

Wiew restore jobs by all backup users below.

List of Restore Jobs

Filter| Run on | | User Group w | View | Today v
Login Name Owner  Backup Set Destination = Start Time End Time Size | IP Status | Report
WindowsTest_1 File Backup (1596591869919)  AhsayCBS  08/05/2020 10:20 08/05/2020 10:20 0 1255.184206 QK Download
WindowsTest_1 File backup 2 (1596592087543) AhsayCBS  08/05/2020 10:21 08/05/2020 10:21 0 125.5.184.206 QK Download
ROSUser rosbackupt (1596514380913) AhsayCBS  08/05/2020 10:23 08/05/2020 10:23 0 QK Download
X ?
L]
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11.5.3 Backup Errors

Here is a summary of the backup errors encountered by all backup users. The logs may be
filtered by user group and date.

Backup Jobs [| Restored Jobs [:EUU A1 Ml Backup SetLog [| Activities Log

View all the backup errors encountered by all backup users below.

List of Backup Error

Filter | User Group w | View | Today ~

Timestamp Login Name Owner | Backup Set Destination Message
08/05/2020 09:41-41 ROSUser rosbackup AhsayCBS You have exceeded your storage quota limit (36.47M / 5K)
08/05/2020 09:41:47 ROSUser rosbackup AhsayCBS Backup Interrupted By Quota Exceeded
08/05/2020 09:50.02 WindowsTesi_1 File backup 2 AhsayCBS YYou have exceeded your storage quota limit. (34.31M/ 5K)
08/05/2020 09:50:02 WindowsTest_1 File backup 2 AhsayCBS Backup Interrupted By Quota Exceeded

X ?

H

11.5.4 Backup Set Log

Here is a summary of backup set logs of all the backup users. The logs may be filtered by

user group.
Backup Jobs Restored Jobs Backup Errors Backup Set Log Activities Log
View all the backup set logs of all backup users below.
List of Backup Set Log
Filter | User Group v
Backup Time End Time Job Status Login Name Owner | Backup Set Client Version Last Successful Backup
08/05/2020 08/05/2020 Cuota AhsayCES
ROSUser - rosbackup! -
094 09:41 Exceeded 83442
08/05/2020 08/05/2020
oK WindowsTest_1 — File Backup OBM 8.3.4.42 2020-03-05-09-46-03
09:46 09:48
08/05/2020 08/05/2020
Warn WindowsTesi_1 - File backup 2 OBM 8.3.4.42 -
09:50 09:50
X ?
H
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11.5.5 Activities Log

Here is a list of user backup/restore related system activities logs. The logs may be filtered
by type, user group and date.

C / BS
Backup Jobs J Restored.Jobs | Backup Errors | Backup Set Log [ (U HEY]

View all the system logs of this server below.

List of System Log

Filter| Type ~ || User Group ~ | View | Today -

Timestamp | Login Name Cwner | Type Message

08/05/2020

091419 Systeminfo [InitFile.readUsersXml] Read users from ugers.xml, last modified: 20200804180100341

08/05/2020 ) ) I,

051419 Systeminfo [InitFile.updatelnvalidUserlD] Updating invalid user IDs on startup

14 .
X ?
H

11.6 Replication Log

ES

Replication Logs

You can check on both send and receiver logs, and activities logs.

11.6.1 Replication Sending

You can see a list of sending job from the AhsayCBS to the corresponding receiver. Logs
can be filtered by type and date.

Replication Sending Replication Receiving Activities Log

View all the logs of sending job from this server to the corresponding receiver below.

Replication Sent Log

Filter | Type ~ | View| Yesterday w

Timestamp Type Message
08/04/2020 14:01:46 ReplicateStart Start replication (User: ROSUser, Backup Set: rosbackupt)
08/04/2020 14:01:46 ReplicateMode  Start replication in RESYMNC mode (User: ROSUser, Backup Set: rosbackupi)

08/04/2020 14:01:46 ReplicateMode  Start replication in REPLAY mode (User: ROSUser, Backup Set: rosbackup1)

08/04/2020 14:01:46 ReplicateEnd End replication (User: ROSUser, Backup Set: rosbackup1)
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11.6.2 Replication Receiving

Here is the receiver log on the AhsayCBS. It only shows the logs of the selected receiver.
Logs can be filtered further by type and date.

Replication Sending Replication Receiving Activities Log

View all the logs of receiver on this server below.

Replication Received Log

Receiver Name rep(rep) v Filter | Type w | View | Yesterday
Timestamp Type Message
08/04/2020 14:06:08 ReplicateEnd [End] Replication
X ?
H

11.6.3 Activities Log

Here is the page to view all the replication activities log, such as creation of new receiver,
changes in the settings, retention policy job etc.

Replication Sending || Replication Receiving [¥:Y-0ULCEIR-]

Wiew all the replication activities log below.

Activities Log

Filter | Type w | View | Yesterday w

Timestamp Type Message
08/04/2020 11:36:58 ApiError UpdateReceiversThrowahle="[Error] Parameter Alias is nulllempty!
08/04/2020 11:37:14 SystemChangelLog Created new receiver 'rep’
08/04/2020 11:55:02 SystemChangelLog Receiver: rep’ {Enabled Replication {"N" == "Y")}
08/04/2020 14:06:06 SystemChangelLog Receiver: rep’ {Enabled Replication {"Y" == "N")}

X ?

-
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11.7 Redirection Logs

E

Redirection Logs

You can check on the redirection activities logs in this menu. The logs may be filtered by type
and date.

Activities Log

Wiew all the redirection activities below.

Activities Log

Filter | Type w | View | Today ~

Timestamp Type Message
08/05/2020

RoutineJebinfo localhost-startStop-4 Skip daily license update
09:14:25
08/05/2020

RoutineJobinfo [Job][HourlyJoh] Skip license check
09:14:26
08/05/2020
091500 RoutineJebinfo [Job][DailyLicenselpdate] Skip daily license update

Enable Third Party Monitoring Tools

You can set up third party monitoring tools such as SNMP and Windows Event Log (Windows
only) in System Settings -> Advanced -> Logging.

Auto Save m Logging File Explorer

“YYou can publish system and error messages of this server to third parties’ monitoring toels through SNMP. If your monitoring tool
supports SNMP, simply enable the SNMP feature below.

Download MIB Files

Download

Enable SNMP Service I

Windows Event Log

Use Windows Event Log

Event Log Name

B X ?
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12 Branding the AhsayCBS

This chapter describes the steps to brand the AhsayCBS/AhsayUBS.

You can brand the AhsayCBS and generate new AhsayCBS installers and AhsayUBS image files
from the AhsayCBS interface.

12.1 Prerequisite

A Rebranding license is required for this feature to work. Evaluation license does not support
this feature. If you do not have a license yet, visit the Ahsay Shopping Centre — Rebranding
page to purchase one.

12.2 Before Getting Started

Here are the suggested steps for you to complete the process.

1.

www.ahsay.com

Prepare the logos, properties, application settings and digital signature to be applied in
the Rebrand Clients section, which will be reflected in the Client Backup Agents
(AhsayACB/AhsayOBM).

Generate the AhsayOBM/AhsayACB installers for testing.

Prepare the logos, properties, cascade style sheet, connector/SSL certificate settings and
customized report templates to be applied in the Rebrand Web Console section, which
will be reflected in the AhsayCBS web console.

Generate the AhsayCBS installer for testing.
Optional:

» AhsayUBS image file generation. Select either 'ISO' or 'IMG' as the format for
image file generation. The image file will be the installation file for the AhsayUBS.

» |f Office 365 backups are offered, need to prepare the oauth2-microsoft365.jsp
and oauth2-permission365.jsp files, to customize the Authorization code and
Admin consent endpoint screen for Office 365 Global region.

» If Two-Factor Authentication and/or mobile backup service is enabled then Ahsay
Mobile app branding is required.

During the initial rollout phases, the branding of Ahsay Mobile app can only be
done by Ahsay, if you are interested in branding the Ahsay mobile app you must
engage our professional services. For more information please refer to Chapter
12.8 Ahsay Mobile Branding.

Ahsay Mobile Branding Service

To engage our professional services for Ahsay Mobile branding, please
contact our sales team at Ahsay by email at sales-kb@ahsay.com or call our
International Sales Hotline +852 3580 8091.
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AhsayUp Upgrade Service

Subscribe to our premium upgrade service to enjoy a smooth and effortless upgrade
experience. Click here to learn more about the AhsayUp Upgrade Service or visit the
Ahsay Shopping Centre directly to subscribe the service.

For the images specifications, please refer to the Appendix E.

12.3 Prepare Branding for AhsayCBS Interface

After you have installed the AhsayCBS, you can upload the graphics and customize the
properties.

1. Login to the AhsayCBS management console as “system” user.

2. Click in System Settings -> Basic -> Administrative Access.

| General J| Email || Predenined Destinations [FELILIENCTIZY RIS Two-Factor Authentication (2FA)

IManage all system user accounts that are able to access the web console of this server.

Password I

Manage System User

+ i R View | Default «
Name Type Owner Status
system Admin - Enable
system-1 Admin - Enable
-,
X ?

3. Click on the “system” user to brand the AhsayCBS.

If you are testing this feature, please create a sub admin user and test the following steps,
this is because when new installers are generated, the existing installers will be
overwritten with the new ones.

4. Click on the Rebrand Web Console section on the left.

Profile User Interface m Predefined Destinations
Custom Fies Bl nstallers

Rebrand Web Console
User Interface

Rebrand Clients

Title

Product Name

Download link for 105 app
hitps:/fwww ahsay.comisplennomefindex. jsp?pageContentke

Download link for Android app
https:/fwww_ahsay.comfsplennomefindex. jsp?page Contentke
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Enter the following fields under the User Interface tab.

© Title — the name to be displayed on the title bar of the browser.
© Product Name - the name to be displayed in the software license page.

© Download link for iOS app —the URL link directs users to iOS App Store to
download Ahsay Mobile.

© Download link for Android app — the URL directs users to Android Google Play to
download Ahsay Mobile.

Upload the branding image for the AhsayCBS interface. Please refer to the branding
image specifications listed on Appendix E, you can download the default logo/icon for
reference.

At the bottom of this page, you can upload the Cascade Style Sheet (CSS) for the
AhsayCBS interface.

Click on the Connector tab if you need to change the connector settings and SSL
settings. These settings will be applied to your new installers.

Profile User Interface LGS Predefined Destinations
Backup User Settings Custom Properties | Custom Files | Digital Signature § Build Installers

Rebrand Web Console
Connector

Rebrand Clients

1P Port | Protocel | Max Connection | Connection Timecut | Max Keep Alive Request | S5L Certificate
0.00.0 30 HTTP 2000 120000 1000 -
0000 443 HTIPS 2000 120000 1000 -
SSL Certificate
-
+ i

Name | Common Name | Organization Unit | Organization Name | Location State | Country Expiry Date | Status

If you will generate the AhsayUBS installer, please reserve the port 8080 for the
AhsayUBS web admin interface.

Click on the Predefined Destinations tab if you need to customize the application name
for standard destinations or the credentials for Cloud storage. Please refer to the
Customize Application Name on Cloud Storages for instruction.

NOTE

OpenStack, Local, AhsayCBS and Destination Pool destinations cannot be customized.
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Profile MEIEY NN Predefined Destinations
Backup User Setlings Custom Properties || Custom Files | Digital Signature || Build installers

Rebrand Web Console Application Name

Rebrand Clients

Customize application name

OneDrive

Customize credentials for OneDrive

OneDrive for Business

Customize credentials for Global and Germany region

Customize credentials for China region

Google Drive

Customize credentials for Google Drive

Dropbox

Customize credentials for Dropbox

2 v X ?

10. Click on the Report tab if you want to modify the HTML template. These templates will be
applied to your new installers.

Profile User Interface § Connector § Predefined Destinations [T
Backup User Stings Cosiom i Buid nstalers

Rebrand Web Console =
Report

Rebrand Clients
Active Directory authentication failure report (ad_authentication_failure.html)
&
Mo
preview

(Defa

Choose File | No file chosen

Backup quota alert (backup_guota_alert.html)
&

No
preview . -
(Default file)

Choose File | No file chosen

Backup quota reminder {backup_guota_reminder. html)

&
No
PEREY  (Defautt file)

-

2 [ v X ?
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11. Click on the Custom Properties tab if you want to modify the properties on the

AhsayCBS. These properties will be applied to your new installers.

Profile

Backup User Settings

User Interface Connector Predefined Destinations
Custom Propertes Buid nsialers

Rebrand Web Console .
Custom Properties

Rebrand Clients

CBS5

cbs.deploy.win.install location

Terms Of Use

Filter | Group

English

i

Terms of Use

1. All softwares provided by
SCOMPANY_NAME_FULL% is
an an "as is" basis with no
warmranfies of any kind and

¥ | Region r

Catalan Da

Condicions d'is B

14
%l
1. Tots els softwars proporcionats pa
per %COMPANY_MAME_FULL%  uds
20n "as iz"sense cap mena de og

SCOMPANY_NAME_FULL% will
not be liable for any damages of

garanties i %L
SCOMPANY_NAME_FULL% noes eri -

2 v X ?

12. Click on the Custom Files tab. Upload the branding image for the AhsayCBS
installer/AhsayUBS image file. Please refer to the branding image specifications listed on
Appendix E, you can download the default logo/icon for reference.

Profile Predefined Destinations

Images for Windows

Rebrand Clients

aboutBG.bmp { 164 x 337 px)
&

(Default file)

Choose File | No file chosen

deskiop.ico (16x 16,32 x 32 48 x 48 128 x 128 256 x 256 px - Truecolor plus alpha
channel transparency }

&
G (Default file)

Choose File | No file chosen

installerico (16x16,32x 32,48 x 43 128128, 256 x 256 px - Truecolor plus alpha
channel transparency )

&

-

2% v X ?
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13.

14.

15.

16.

17.

18.

www.ahsay.com

If you have uploaded the digital signature in Rebrand Clients > Digital Signature, it will
be applied to your new Windows installer.

Profile User Interface § Connector | Predefined Destinations
Backup User Settings Digital Signature  JEITLALEE 10

Rebrand Web Console . .
Digital Signature

Rebrand Clients

Please refer to [Rebrand Clients] = [Digital Signature]

Click on the Build Installer tab.

NOTE

The new AhsayOBM/AhsayACB will be generated and overwrite your existing installers.

Select the installer(s) or image file(s) to generate. You can also select the AhsayUBS
image file generation. Before you use this option, you may test the AhsayCBS installer
generation first, this can save the generation time and download time before you can
finalize your branding work.

Profile User Interface m Predefined Destinations

Rebrand Web C I
Building Targets

Rebrand Clients

| Windows (chs-win.exe)
| Unix (cbs-nix tar.gz)
IS0 (cbs-ubs.isa)
IMG (cbs-ubs.img)

If you wish to rebrand the AhsayCBS to resellers using your own branding and to prevent
resellers from knowing the software is from Ahsay and changing the branding, you can
check the Disable branding feature on customized web management console
checkbox. With this feature enabled, the Rebrand Web Console and Rebrand Clients
sections in the web management console of the CBS installer to be generated will be
disabled. In that case, backup users will not see any Rebrand parameters with Ahsay
wording.

Rebrand Control

Disable branding feature on customized web management consale

. = . . .
Click and to save all the settings before generating the installer.

Go back to the Build Installers tab, click on the Build Branded Server button to
generate new AhsayCBS installer or AhsayUBS image file.

Build Branded Server | Last update fime : 2020-11-24 23:00:18 )

1. Important! If you have changed the rebranding settings, please save them first before pressing 'Build Branded Server' button.

Rebuild process may take time due Apple Motarizafion for Mac OS X installer
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Please be patient, the installer generation process should take around 10 to 15 minutes
for each installer/image. The generation time would depend on the traffic condition on the
customization portal.

You can download branded AhsayCBS installer from the download page.

In case there are any problems when building the installer, you will be able to see the
logs by clicking on the Download Log button.

By clicking on the Download Log button, you can download the branding log file “cbs-
log.zip” and you can take a look into the log for troubleshooting the branding issue.
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12.4 Prepare Branding for AhsayOBM/AhsayACB
Follow the steps below to brand the AhsayOBM/AhsayACB.

1. Login to the AhsayCBS management console with “system” account.

2. Click in System Settings -> Basic -> Administrative Access.
BS

| General )| Email || Predefined Destinations YL BT Y IS Two-Factor Authentication (2FA)

Manage all system user accounts that are able to access the web console of this server.
Password I

Manage System User

+ i R View | Default +
Name Type Oowner Status
system Admin - Enable
system-1 Admin - Enable

& X ?

3. Click on the “system” user to brand the client. If you are testing this feature, please
create a sub admin user and test the following steps, this is because when new installers
are generated, the existing installers will be overwritten with the new ones.

4. Click on the Rebrand Clients where you can customize the properties, apply the
AhsayOBM, AhsayACB settings, and upload AhsayOBM and AhsayACB branding
images.

Profile Custom Properties [N e e b e
Ratand Wab Conscle Coto Schame Setings rsoroBH
Custom Properties
Filter | Group ~ | Region ~
Key English Catalan Danish
%THIS_YEAR% 2020 2020 2020
S%COMPANY_NAME_FULL% Ahsay Systems Corporation ahsay Systems Corporation Ahsay Systems Corporation
%COMPANY_NAME_SHORT% Ahsay Ahsay Ahsay
SLCOMPANY_NAME_SYSTEM% Ahsay Systems Corporation
“COMPANY_URL% v ahsay.com vaww ahsay.com v ahsay.com
1999-%THIS_YEAR% (C) 1999-%THIS_VEAR% (C) 1999-%THIS_YEAR% (C)
#COMPANY_COPYRIGHT% HCOMPANY_NAME_SYSTEMS: All FCOMPANY_NAME_SYSTEM¥: Al HCOMPANY_NAME_SYSTEN
rights reserved rights reserved rights reserved
“%£SUPPORT_EMAIL% support-kb@ahsay com suppori-kb@ahsay com support-kb@ahsay com
%SUPPORT_URL% hitp:/’kb.ahsay.com hitp:#kb.ahsay.com hitp:/kb.ahsay.com
%#SUPPORT_TEL%
% SUPPORT_TEAM% Ahsay Support Team Ahsay Support Team Ahsay Support Team
SLUPDATES URLY% :\I:p:ﬁlorum ahsay.comiviewforum php? :1||1p Hforum.ahsay.com/viewforum.php? :\I:p:morum ahsay.comiviewfor|
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First, click on the Custom Properties tab.

Profile Custom Properties

Backup User Setfings Custom Files - AhsayACB || Custom Files - AhsayOBC

Rebrand Web Console

D Custom Properties

Key English
®THIS_YEARY% 2020
SCOMPANY_NAME_FULL% Ahsay Systems Corporation

®COMPANY_NAME_SHORT Ahsay

SCOMPANY_NAME_SYSTEMS% Ahsay Systems Corporation

SCOMPANY_URL% vownw.ahsay.com

1999-5%THIS_YEAR% (C)
%COMPANY_COPYRIGHT%
rights reserved

%SUPPORT_EMAIL% suppori-kbi@ahsay. com

%SUPPORT_URL% hitp:/fkb_ahsay com
%SUPPORT_TEL%

%SUPPORT_TEAM% Ahsay Support Team

%®UPDATES_URL% “

SBCOMPANY_NAME_SYSTEMS6 All

hitp-/fforum ahsay comivievdorum php?

Filter | Group
Catalan
2020
Ahsay Systems Corporation

Ahsay

www.ahsay.com

1999-%THIS_YEAR% (C)

%COMPANY_MAME_SYSTEM% Al

rights reserved.
support-kb@ahsay.com

hitp:#kb.ahsay.com

Ahsay Support Team

Application Settings - AhsayOBM [ Application Settings - AhsayACB [ Custom Files - AhsayOBM
Mobile Feature | Color Scheme Settings - AhsayOBM J Color Scheme Settings - AhsayACB | Digital Signature [ Build Installers

~ | Region v
Danish
2020
Ahsay Systems Corporation

Ahsay

wenw.ahsay.com
1999-%THIS_YEAR: (C)
SBCOMPANY_NAME_SYSTEN
rights reserved

support-kbi@ahsay. com

http:/fkb ahsay com

Ahsay Support Team

hitp:#forum.ahsay comfvieworum php? hitp:-/fiorum ahsay comivievdor

=1

=1

i. There are three categories of branding properties on this page, they are “Branding
information”, “Installer — Configuration” and “Installer - Terms of Use”. By
default, you will be able to branding properties of all categories, you can also select
the desired category by using the filter on the right hand side of the page.

Filter I Group v I Region

Group
Cats Branding Information
2014 Installer - Configuration

Installer - Terms Of Use
Ahzdy SVEIEME Colrporans

Danizh
2019

Ahszay

Ahsay Sysfems Corpd

ii. You can also filter the language displayed on this page by using the Region drop-

down menu.
Filter | Group v | Region r |
Catalan Western Europe
2019 Morthern Europe

Eastern Europe

Ahzay Sysiems Corporafion

Middle East
America
Asia Pacific

Ahsay
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iii. By clicking into each item, you can modify the name of each property in different

languages. Click on at the bottom right corner to continue.
Branding Information

Customize the information

Branding Information

Key
% COMPANY _NAME_FULL%

Copy fram English

Engligh

Ahsay Systems Cormporafion

Catalan

Ahsay Systems Corporation

Danigh

Ahsay Systems Corporafion

iv. You will be able to see the modified branding properties as shown.

Profile [T Ol Application Settings - AhsayOBM [| Application Settings - AhsayACB | Custom Files - AhsayOBM
Backup User Settings Custom Files - AhsayACB || Custom Files - AhsayOBC
Rebrand Web Console Mobile Feature | Color Scheme Settings - AhsayOBM | Color Scheme Settings - AhsayACB [ Digital Signature || Build Installers
Rt Custom Properties
Filter | Group ~ | Region v
Key English Catalan Danish
%THIS_YEAR% 2020 2020 2020
%COMPANY_NAME_FULL% My Company My Company My Company
%COMPANY_NAME_SHORT% My Company My Company My Company
%COMPANY_NAME_SYSTEM% My Company
%COMPANY_URLS% v mycompany.com wnv.mycompany.com wvivw.mycompany.com
2000-%THIS_VEAR% (C) 2000-%THIS_YEAR% (C) 2000-%THIS_VEAR% (C)
%COMPANY_COPYRIGHT% %COMPANY_NAME_SYSTEMS All %COMPANY_NAME_SYSTEM% All %COMPANY_NAME_SYSTEP
rights reserved. rights reserved rights reserved.
%SUPPORT_EMAIL% pport. pport m support |
2« v X ?

AhsayCBS made some constraints for the system properties, which are defined as follow:
Short System Property (%6XXX_SHORT_NAME_SYSTEM%)

» Accepts alphabet and/or numeric character(s)
General System Property (%XXX_SYSTEM%, except for Short System Property,
%OBM_SYNOLOGY_APP_ID_SYSTEM% and
%SOCIAL_MEDIA_LINK_XXX_SYSTEM%)

» Only accept alphabet, numeric and/or space character(s)
%OBM_SYNOLOGY_APP_ID_SYSTEM%

» Accepts alphabet, numeric and/or dot character(s)

» The length cannot exceed 128 characters
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Install Location Properties (i.e. acb.deploy.win.install.location and
obm.deploy.win.install.location)

» Cannot be empty

In order to meet the above constraints, some default values of system properties are
modified:

%ACB_FULL_NAME_SYSTEM%

» From “Ahsay A-Click Backup” to “Ahsay AClick Backup”
%OBSR_SHORT_NAME_SYSTEM%

» From “AhsayOBS and AhsayRPS” to “AhsayOBSR”
%ACB_COMMENTS_SYSTEM%

» From “Ahsay A-Click Backup” to “Ahsay AClick Backup”

There will be warning shown if the character is incorrect.

Branding Information

Customize the information

Branding Information

Key
%0BM_SYNOLOGY_APP_ID_SYSTEM%

Value

com.ahsay.obm- | [x]

The application |D must be within 128 characters. Furthermore, The application |D can contain only characters, numbers and dot

It is not allowed to save the incorrect value, a warning Error will pop out.

e Error

The application ID can contain only characters, numbers and dot

Modify

If there is still some unexpected character(s) in the branding system properties, which may
cause unexpected behavior for installer(s), the warning will pop out to suggest that you
modify the value when click on Build Branded Client in Builder Installers.
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A\ %0BM_SHORT_NAME_SYSTEM%

AnsayOBM-.help

%0BM_COMMENTS%

Ahsay Online Backup Manager

Ahsay Online Backup Manager

Ahsay Online Backup Manager

Ahsay Online Backup Manager

A %0BM_COMMENTS_SYSTEM%

Ansay Online Backup Manager®*

A Warning

Some of your branding system properties contains unexpected character(s), which may

cause unexpected behavior for the installer(s). It is suggested to modify the value. If you
tried to build installer(s) without any issue, you may decide to proceed

6. After you completed properties, you can click on the Application Settings — AhsayOBM

tab.

Backup User Settings
Rebrand Web Console

Application Settings - AhsayOBM [T T Ly Gl e e e

Custom Files - AhsayACB [ Custom Files - AhsayOBC

Mobile Feature | Color Scheme Settings - AhsayOBM | Color Scheme Settings - AhsayACB || Digital Signature | Build Installers

Backup Server Setting

Backup Server @

Backup Protocol [7]
® piip
O hitps

Backup Fort 0
® g0
Oagz

S —

Language

Support Languages
[ Arabic

|| Catalan
[]czech

=g

GLUI Feature

[ Shimw ssakect kengusagrn drop down st 00
[ Shew baciup senser UL i)

] Sheww treee tial aplion on siarup page
[ ‘Shioww save passwond aotion

www.ahsay.com

465




www.ahsay.com

You can customize the default connection settings, supported languages, and GUI
features. There are four GUI features that are available, all GUI features are enabled by
default:

© Show select language drop down list — this is where the user can select the language
to be used in AhsayOBM.

© Show backup server URL — this is where the user can input the backup server URL
of the AhsayCBS where AhsayOBM will connect.

© Show free trial option on startup page — displays the Free Trial registration option on
the startup page upon initial login.

© Show save password option — displays the Save password checkbox on both the
login page and Profile > Authentication page.

NOTE

On Linux/FreeBSD operating systems, the Save password option is only applicable on
Linux/FreeBSD GUI. As on Linux/FreeBSD CLI environments, the password is
automatically saved after login using RunConfigurator.sh and cannot be disabled. As most
all script files do not support user login functionality, i.e. RunBackupSet.sh, Restore.sh,
Decrypt.sh, ListBackupSet.sh, ListBackupJob.sh, RunDatalntegritryCheck.sh etc.

Click on the Application Settings — AhsayACB tab.

Profile e = Tl Application Settings - AhsayACE [ BN e
Backup User Settings ‘Custom Files - AhsayACB [ Custom Files - AhsayOBC
Rebrand Web Console Mobile Feature i Color Scheme Settings - AhsayOBM J§ Color Scheme Settings - AhsayACB Digital Signature Build Installers

i L Backup Server Setting

Backup Sarver

Backup Protocol
@ hitp

(8] hitps:

Backup Port

® 3

O 443

O others

Language

Support Languages
Arabic
Catalan

Czech
Dacich

GUI Feature

Wow oW
EEE &

W
i
L
W

Similar to the previous step, you can customize the default connection settings,
supported languages, and GUI features. There are four GUI features that are available,
all GUI features are enabled by default:

© Show select language drop down list — this is where the user can select the language
to be used in AhsayACB.
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© Show backup server URL — this is where the user can input the backup server URL
of the AhsayCBS where AhsayACB will connect.

© Show free trial option on startup page — displays the Free Trial registration option on
the startup page upon initial login.

© Show save password option — displays the Save password checkbox on both the
login page and Profile > Authentication page.

Below is a table comparing the different behavior of the Free Trial registration and Save
password options under two different scenarios.

O New installation of AhsayOBM/AhsayACB v8.5.2.35 or above

© Upgrade of pre-v8.5.2.35 AhsayOBM/AhsayACB to v8.5.2.35 or above

New installation of AhsayOBM/AhsayACB v8.5.2.35 or above

Enabled Will be displayed on the startup Will be displayed on the login page
page. and Profile > Authentication page.

Disabled Will not be displayed but will go Will be hidden on the login page
straight to the login page. and Profile > Authentication page.

Upgrade of pre-v8.5.2.35 AhsayOBM/AhsayACB to v8.5.2.35 or
above

Enabled Will be displayed on the startup Will be displayed on the login page

page. and Profile > Authentication page.
Disabled Will not be displayed but will go Will be hidden on the login page
straight to the login page. and Profile > Authentication page.
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8. Click on the Custom Files — AhsayOBM tab.

Profile

T el T e W Yzl Custom Files - AhsayOBM
Backup User Settings Custom Files - AhsayACB | Custom Files - AhsayOBC
Rebrand Web Console Mobile Feature {§ Color Scheme Settings - AhsayOBM J§ Color Scheme Settings - AhsayACB Digital Signature Build Installers

Rebrand Clients Images for all platforms

about_logo.png { 144 %33 px)
&

@ s

Choose File | Mo file chasen

login_bg png ( 1016 x 734 px )

&

(Default file)

Chooseg File | Mo file chosen

login_logo.png (200 x 60 px)

& v X ?

You can upload the branded images for your AhsayOBM installer/application. Please

refer to the branding image specifications listed on Appendix E , you can download the
default logo/icon for reference.

9. Click on the Custom Files — AhsayACB tab.

Profile

Application Settings - AhsayOBM [ Application Settings - AhsayACB | Custom Files - AhsayOBM

Backup User Settings [eT Ty R ST EE e Custom Files - AhsayOBC
Rebrand Web Console Mobile Feature § Color Scheme Settings - AhsayOBM | Color Scheme Settings - AhsayACB Digital Signature Build Installers
[T s Images for all platforms

about_logo.png ( 144x 33 px )
&

@emacn

(Default file)

Choose File | No file chosen

login_bg.png (1016 x734 px)

Choose File | No file chosen

login_logo.png { 200 x 60 px )

You can upload the branded images for your AhsayACB installer/application. Please refer

to the branding image specifications listed on Appendix E, you can download the default
logo/icon for reference.
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10. Click on the Custom Files — AhsayOBC tab.

Profile

Application Settings - AhsayOBM [ Application Settings - AhsayACB || Custom Files - AhsayOBM
LG RN Custom Files - AhsayOBC
Rebrand Web Console Mobile Feature | Color Scheme Settings - AhsayOBM § Color Scheme Settings - AhsayACB | Digital Signature §§ Build Installers

e Images for Windows

acb-splash.bmp (340 x 240 px )

&
Default file)

Choose File | Mo file chosen

installerice (16x16,32x32 48x48, 128 x 128, 256 x 256 px - Truecolor plus alpha channel fransparency )

Backup User Settings

Choose File | Mo file chosen

obc-background.bmp ( 340 x 240 px )

4

You can upload the branded images for your AhsayOBC installer. Please refer to the

branding image specifications listed on Appendix E, you can download the default
logo/icon for reference.

11. Click on the Mobile Feature tab.

www.ahsay.com

Profile Custom Properties Application Setfings - AhsayOBM Application Settings - AhsayACB Custom Files - AhsayOBM
Custom Files - AhsayACB Custom Files - AhsayOBC

Mobile Feature Color Scheme Settings - AhsayOBM Color Scheme Settings - AhsayACB Digital Signature Build Installers

Access Key

Backup User Settings

Rebrand Web Console
Rebrand Clients

Please provide the access key pair to retriieve the customized contents.

Access Key

Secret Key

Branding Details

App Name
English: Ahsay Mobile
Show all languages

maobile-app-icon.png (120 x 120 px)

&
. (Default file;

Download link for i0S and Android

htips:/#10.3.121.17:443chs/AppDownload do?token=518691

You can provide the Access Key and Secret Key which can be obtained from the Ahsay
Mobile team since they do the Mobile branding as a professional service. The
customized contents will be displayed in the Branding Details.
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12. Click on the Color Scheme Settings — AhsayOBM tab.

Fille Application Settings - AsayOBM

Backup User Sellings

Rebrand Web Console Color Scheme Settings - AhsayOBM

Rebrand Clients Color Scheme Settings

Select one of the schemes
® predefined Scheme | Default v
© Custom Scheme

{pjarame

n) o
Westore ings

AhsayCBS supports changing the color scheme for backup clients. You can select the
color scheme settings from “Predefined Scheme” or “Custom Scheme”.

i. For Predefined Scheme, you can click on the dropbox to choose from the
predefined options.

Emerald
Rainbow
Rub

ii. For Custom Scheme, you can choose color for each section.

Profle Application Settings - AhsayOBM

Backup User Setings

Rebrand Web Console Color Scheme Settings - AsayOBM
Color Scheme Settings

Select one of the schemes
© Predefined Scheme
@ Custom Scheme

Login Panel

d

Main Panel

d

=
=
£
i
@

clion

"

Backup Secfion

o
&
=3

up Set Section

"

Report Section

d

7

slore Section

d

£

tting Section

o

Utilities Section

MK v X ?
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The color setting is based on hex color codes and you can either select the color
using the palette or just input the hex color code. Please refer to the following link for
details of hex color code: http://www.color-hex.com/

Color Scheme Settings

Select one of the schemes
O Predefined Scheme

@ Custom Scheme

Login Panel

-

| 200609¢

cancel choose

ardrive

BACKUP MANAGER
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Backup Set Section

About Section

Report Section

Utilities Section
Restore Section

Main Panel

Settings Section

<

Click on . at the bottom right corner to continue.

NOTE

After changing and saving the configuration of Color Scheme Settings — OBM,
administrator can provide available online/ offline installer with according color scheme for

client user to download and run after finishing [Build Installers] > [Build Branded Client]
successfully.

AhsayOBR will follow the same color scheme settings with AhsayOBM.

13. Click on the Color Scheme Settings — AhsayACB tab.

www.ahsay.com

Profile

Application Settings - AhsayOBM [ Application Settings - AhsayACB J| Custom Files - AhsayOBM
Backup User Settings Custom Files - AhsayACB Custom Files - AhsayOBC

Rebrand Web Console Mobile Feature | Color Scheme Settings - AhsayOBM

Color Scheme Settings - AhsayACB Digital Signature Build Installers
Rebrand Clients Color Scheme Settings

Select one of the schemes
® predefined Scheme Default v
© Custom Scheme

s

Just click

AhsayCBS supports changing the color scheme for backup clients. You can select the
color scheme settings from “Predefined Scheme” or “Custom Scheme”.

For Predefined Scheme, you can click on the dropbox to choose from the
predefined options.
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Default

Default
Emerald
Rainbow
Rub

ii. For Custom Scheme, you can choose color for each section.

Profile Custom Properties | Application Settings - AhsayOBM | Application Settings - AhsayACB [| Custom Files - AhsayOBM
Backup User Settings ‘Custom Files - AhsayACB ‘Custom Files - AhsayOBC

Rebrand Web Console Mobile Feature Color Scheme Setfings - AhsayOBM Color Scheme Settings - AhsayACB Digital Signature Build Installers
Color Scheme Settings

Select one of the schemes
© Predefined Scheme
@Cuslom Scheme

Login Panel

"

=

lain Panel

P

L

2=

bout Section

EEE
8
E
]
5
w
&
&
E]

m

ackup Set Section

"

3

port Seclion

"

7

store Section

d

Setting Section

"

=

lifies Section

‘H

2[4 v X ?

The color setting is based on hex color codes and you can either select the color
using the palette or just input the hex color code. Please refer to the following link for
details of hex color code: http://www.color-hex.com/
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Color Scheme Settings

Select one of the schemes
O Predefined Scheme

® Custom Scheme

Login Panel

-

[#0f1e24

cancel choose

ardrive

HOME BACKUP
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Backup Set Section

About Section

Report Section
Backup Section

Just click | Help |

Main Panel

Settings Section

Click on at the bottom right corner to continue.

NOTE

After changing and saving the configuration of Color Scheme Settings — ACB, administrator
cannot provide available online/ offline installer with according color scheme for client user to
download and run until [Build Installers] > [Build Branded Client] finished successfully.

14. Optional: Click on the Digital Signature tab if you need to generate your
AhsayOBM/AhsayACB installers with a digital certificate.

Profile Application Settings - AhsayOBM [ Application Settings - AhsayACB J| Custom Files - AhsayOBM

Backup User Settings Custom Files - AhsayACB Custom Files - AhsayOBC

Rebrand Web Consale Mobile Feature Color Scheme Settings - AhsayOBM Color Scheme Settings - AhsayACB Digital Signature Build Installers

Rebrand Clients Digital Signature I
Digital certification used to sign all EXE/JAR files

e default certificate
‘. Use certificate in mycredentials.spc/mycert.pfx uploaded

Digitial Certificate Password
Use existing
New

Please select your cerificate type

mycredentials.spe

Mo file chosen

myprivatekey pvk

Mo file chosen

NOTE
The digital signature is only supported for AhsayOBM and AhsayACB Windows installers.

i.  Switch on the Digital Signature button.

Profile

Application Settings - AhsayOBM [ Application Settings - AhsayACB | Custom Files - AhsayOBM
Custom Files - AhsayACB | Custom Files - AhsayOBC

Backup User Settings

Rebrand Web Censole Mobile Feature Color Scheme Settings - AhsayOBM [ Color Scheme Settings - AhsayACB Digital Signature Build Installers

Rebrand Clients

Digital Signature

ol
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ii. You can use the Ahsay default digital certificate by selecting the Use default
certificate.

Digital Signature I

Digital certification used to sign all EXE/JAR files
* Use default cerificate
Use certificate in mycredentials spc/mycert pix uploaded

NOTE

If the default digital signature is used then the AhsayOBM and AhsayACB Windows
installers will show they are signed by Ahsay Systems Corporation Limited.

-OR-

If you prefer to use your own digital certificate, you can select Use certificate in
mycredentials.spc/mycert.pfx uploaded option.

Digital Signature I

Digital certification used to sign all EXE/JAR files
' Use default certificate
Use cerfificate in mycredentials. spc/mycert pfx uploaded
Digitial Certificate Password
O Use existing
® new
Please select your certificate type
SPC and PVE %

mycredentials spc

| Choose File | No file chosen

myprivatekey. pvk
| Choose File | No file chosen

Enter the digital certificate password and select whether you are uploading a “SPC
and PVK” or “PFX” digital certificate, then you can upload your digital certificate file.

15. Click and to save all the settings.
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12.5 Build the AhsayOBM/AhsayACB Installers for your Resellers

Follow the steps below to build branded installers of AhsayOBM and AhsayACB for your
resellers. With AhsayCBS v8.5.4.20 or above there are two ways to do this:

© Build installer for each reseller

© Build installers in one go for selected or all resellers

Build installer for each reseller

1. Goto System Settings > Basic > Administrative Access.

2. Inthe View option select “Default”. Select the sub admin account that you want to apply
the branding to build installers.

| General || Emai || Predefined Destinations [FRLIENCVAWATSMN | anguages | Two-Factor Authentication (2Fa)

IManage all system user accounts that are able to access the web console of this server.

Password I

Manage System User

+ 1 R View | Default
Name Type Owner Status
sub1 Sub Admin - Enable
sub2 Sub Admin - Enable
sub3 Sub Admin - Enable
system Admin - Enable

3. Goto Rebrand Clients > Build Installers tab and click on the Build Branded Client
button. AhsayCBS will request our customization portal to generate new installers.

Profile Application Settings - AhsayOBM || Application Settings - AhsayACB || Custom Files - AhsayOBM
Backup User Settings Custom Files - AhsayACB [ Custom Files - AhsayOBC
Rebrand Web Console Mobile Feature Color Scheme Settings - AhsayOBM J| Color Scheme Settings - AhsayACB Digital Signature Build Installers

Rebrand Clients
Build Branded Glient | | L35t update time : 2020-11-24 23:00:18 )

L. Important! If you have changed the rebranding settings, please save them first before pressing 'Build Branded Client’ button.

Rebuild process may take time due Apple Nofarizafion for Mac OS5 X installer

Please be patient as the installer generation process should take around 5 to 10 minutes.
The generation time depends on the traffic condition on the customization portal. The
option will be greyed-out. You will be able to see the following message when the
installer generation is completed.
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Profile Application Settings - AhsayOBM | Application Settings - AhsayACB J| Custom Files - AhsayOBM
Backup User Settings Custom Files - AhsayACB Custom Files - AhsayOBC
Rebrand Web Console Mobile Feature [ Color Scheme Settings - AhsayOBM | Color Scheme Settings - AhsayACB Digital Signature Build Installers

Rebrand Clients Branded installers are available from the dovnload page. (Last update time: 2020-11-27 00.03.55)

Build Branded Client

1. Important! If you have changed the rebranding settings, please save them first before pressing 'Build Branded Client’ button.

Rebuild process may take time due Apple Notarization for Mac OS X installer

In case of any problems when the installer is being built, you will see the Download Log
button.

FET

Backup User Setings

Rebrand Web Console Build Installers

Rebrand Clients The building process is failed with error 'Mo match version 8.5.0.0°. Please click [Download Log] to download the log file for detail (Last update time: 2020-
11-27 00:03:55)

Build Branded Client Last update time : 2020-11-24 23:00:18 )

1. important! If you have changed the rebranding settings, please save them first before pressing 'Build Branded Client’ button.

Rebuild process may take time due Apple Notarizafion for Mac OS X installer

Click on the Download Log button and you can download the branding log file obc-
log.zip and you can take a look into the log for troubleshooting the branding issue.

Build installers in one go for selected or all resellers

If there are multiple admin accounts when building installers for several or all resellers,
AhsayCBS will build the AhsayOBM/AhsayACB installers for the first admin account on the list.

In this example, the installers will be built for the “system” account since it is the first one on the
list.

m m Predefined Destinations Administrative Access Two-Factor Authentication (2FA)

Manage all system user accounts that are able to access the web consale of this server.

Password I

Manage System User

+ i R View | Default v
Name Type Owner Status
sub1 Sub Admin - Enable
sub2 Sub Admin - Enable
sub3 Sub Admin - Enable
system Admin - Enable
systemd Admin - Enable
system2 Admin - Enable
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Password

Manage System User

| General || Email || Predefined Destinations [ CLULIRICT Y TSI Two-Factor Authentication (2FA)

Manage all system user accounts that are able to access the web consale of this server.

Build Message

Start to build branded client (Building for: sub1) (Last update time: 2021-08-20 15:36:40)

Start to build branded client (Building for: sub2) (Last update time: 2021-08-20 15:36:40)

Start to build branded client (Building for: sub3) (Last update time: 2021-08-20 15:36:41)

Name Type Status
Sub

sub1 Enable
Admin
Sub

sub2 . Enable
Admin
Sub

sub3 Enable
Admin

- Admin Enable

Start to build branded client (Building for: system) (Last update time: 2021-08-20 15:36:41) |

View | Build ~

Build Status

building

building

building

building

1. Goto System Settings > Basic > Administrative Access.

2. Inthe View option, select “Build”.

Password

Manage System User

L

Name

sub1

sub2

sub3

www.ahsay.com

| General | Eman || Predefined Destinations [F-XUUIENCIZY IS Two-Factor Authentication (2FA)

IManage all system user accounts that are able to access the web console of this server.

Type Status Build Message
Admin Enable

Sub Admin Enable

Sub Admin Enable

Sub Admin Enable

View | Build

Build Status
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3.

4,
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Select the sub admin account that you want to apply the branding then click ﬂ to start
building the branded installers.

e B0 EEETETE TR Administrative Access Two-Factor Authentication (2FA)

IManage all system user accounts that are able to access the web console of this server.
Password I

Manage System User

View | Build

v Name Type Status Build Message Build Status
- Admin Enable -

W sub1 Sub Admin Enable -

vy sub2 Sub Admin Enable -

vy sub3 Sub Admin Enable -

The progress of the build can be seen in the Build Message.

| General | Email || Predefined Destinations [V CLILET VY ITES Two-Factor Authentication (2FA)

IManage all system user accounts that are able to access the web console of this server.

Password I

Manage System User

“~ View | Build +

Name Type Status Build Message Build Status
- Admin Enable -

sub1 Admi Enable Building installer(s) 'obc-win exe, ach.dmg' (sub1) (Last update time: 2021-08-18 18:00:23) building
min
Sub
sub2 admi Enable Building installer(s) 'obc-win.exe, ach.dmg' (sub2) (Last update time: 2021-08-18 18:00:23) building
min
Sub
sub3 Admi Enable Building installer(s) 'obc-win exe, ach.dmg' (sub3) (Last update time: 2021-08-18 18:00:23) building
min

480




5.  Once the build is done you can see “finished” under Build Status.

she
€ Ahs

Password

-~

Name

sub1
sub2

sub3

Manage System User

Status

Enable

Enable

Enable

Enable

Predefined Destinations Administrative Access Two-Factor Authentication (2FA)

IManage all system user accounts that are able to access the web console of this server.

Build Message

Branded installers are available from the download page. (Last update time: 2021-08-
18 12:05:26)
Branded installers are available from the download page. (Last update time: 2021-08-
18 18:04:30)
Branded installers are available from the download page. (Last update time: 2021-08-
18 18:05:27)

View | Build

Build Status

finished (2021-08-13
18:05:26)
finished (2021-08-13
18:04:230)
finished (2021-08-138
18:05:27)

The branded installers are stored in CBS_HOME\system\cbs\Installers\%Reseller_ID%.

Example:

The branded installer for each reseller will be in its own folder in the Installers folder.

Looe Mew Volume (D:) » system » chs » Installers » v & Searc
Marne Date modified Type
W 12515 8/20/2021 3:54 PM File folder
W 22541 8/20/2021 3:54 PM File folder
1 35314 g/17/2021 11:06 AM  File folder
\J 35535 8/20/2021 3:53 PM File folder
.. ROOQT 8/20/2021 3:53 PM File folder

www.ahsay.com
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The branded installers can be found in the Reseller ID folder.

L.« MewVolume (I:) » system » cbs » Installers » 12515 » v & | | Search 12515

MName - Date modified Type Size

. component 8/18/2021 &:05 PM File folder

L jvm 8/18/2021 &:05 PM File folder

|| ach.dmg 8/18/2021 &:05 PM DMG File 122 KB
£} obc-log 8/18/2021 &:05 PM Compressed (zipp.. 1,586 KB
E& obo-win 8/18/2021 &05PM  Application 3319 KB
|| obm.dmg 8/18/2021 &:05 PM DMG File 126 KB
|| obm.qgpkg 8/18/2021 &:05 PM QPKG File 233 KB
|| obm.spk 8/18/2021 &:05 PM SPK File 280 KB
| obm-debian-noarch.debk 8/18/2021 &:05 PM DEE File TKB
| ebm-linux-noarch.rpm 8/18/2021 &:05 PM RPM File 10 KB
|| obm-nix.sh 8/18/2021 &:05 PM 5H File 24 KB
|| ohr-mac.sh 8/18/2021 &:05 PM 5H File 10 KB
|| ohr-nixsh 8/18/2021 &:05 PM 5H File 15 KB
obr-win 8/18/2021 &:05 PM Application 2,079 KB
|| wersion 8/18/2021 &:05 PM Text Document 1KEB

Please leave them inside this folder and it is forbidden to move them to other folders. When
your reseller’s customer access to the web console by the system account’s hostname,
AhsayCBS will arrange the corresponding branded installers for users to download.
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12.6 Customize Application Name on Cloud Storages

12.6.1 Request for Permission Pages

When your client set up the cloud storage on

1. Dropbox

2.  Google Drive

3.  OnebDrive

4. OneDrive for Business
AhsayOBM / ACB would forward an URL through the browser to the cloud storage. The
cloud storage would require your client to login and/or prompt the following page to get
client’s approval for the AhsayOBM / ACB to access the cloud storage.

For example:

Google Drive

G sign in with Google

Ahsay wants to access your
Google Account
© N 5 il.com

This will allow Ahsay to:

L See, edit, create, and delete all of your Google @
Drive files

Make sure you trust Ahsay

You may be sharing sensitive info with this site or app.
Learn about how Ahsay will handle your data by reviewing
its privacy policies. You can always see or remove access
in your Google Account.

Learn about the risks

English (United States) ~ Help Privacy Terms
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One Drive

AH

Authorization Code for Microsoft OneDrive

M48665603-4950-fdb7-0f8c-0adb3ebc4ad

Please copy and paste the above Authorization Code
into Ahsay's product to complete the setup.

In this request for permission pages, you can see the “Ahsay” logo and the “Ahsay” wording.
You can setup the destination settings in the policy group in your AhsayCBS to customize
the branding.

Preparation

Before you customize the logo and application name on the request for permission page,
you need to collect the following details:

Dropbox
> Application key

> Application secret

Google Drive
> Client ID

> Client Secret

OneDrive

> Client ID
> Client Secret
> Native application redirect URI

OneDrive for Business

> Client ID
To retrieve the Client ID:

1. Login to the OneDrive for Business portal (Microsoft 365 Admin Center):
http://portal.office.com

2. Select Admin Centers at the bottom of the left panel, then select Azure
Active Directory.
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http://portal.office.com/

MIH;;; Adm

~

Exchange o
3 View my bill

Teams & Skype o

SharePoint =7

OneDrive & @ SUPpOI‘t
Dynamics 365 = .
-+ New service request

Yammer OF 8= View service requests

o=
PowerApps (=7
Flow CF

Security & Compliance o

Azure Active Directory =)

nin center Q @ @ @ AHSA\'.SvéT{MSCDRPDRA'ﬂGNIﬂf

MermiEs ahsay systems corporation limited- App registrations
Azure Active Directory

:E Endpoints % Troubleshoot

+ New application registration

®| Dashboard MANAGE @ To view and manage your registrations for converged applications, please
Console.
Users
@ Azure Active Directory My apps
Groups
." Users DISPLAY NAME APPLICATION TYPE
Roles and administrators
@ Enterprise applications
i Enterprise applications You're not the owner of any applications in thig

D Devices View all applications

£ Application proxy

5 licenses

4. Select New application registration, then enter the following:
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Azure Active Directory admin center

Hon

All services Create

®
K FAVORITES Name @

Backup App v

I Dashboard
Application type @

’ Azure Active Directory Native N

° * Redirect URI @
hd Users

https://%hostname¥%/oauth2-office365-sample.jsp

@ Enterprise applications

o Name: Enter a name for your customized application.
e Application type: Select Native.

¢ Redirect URI: Enter the path to the corresponding .jsp file on the
AhsayCBS server (obtained from the next step), for example:

https://%hosthname%/oauth2-office365-sample.jsp
5. Click Create afterward.

6. The Application ID will be displayed, which is the Client ID required for the
OneDrive for Business customization

Ho

Test

Registered app

ﬁ' Settings ,'. Manifest [ Delste
Display name Application ID
Test 1940cddf-dca3-42ee-859b-0482c1a19319
Application type Object ID
Native a2f929c2-1834-47c6-9a62-e85601bcf23
Home page Managed application in local directory
- Test
&

7. Finally, configure the permission required, select Settings.
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8. Under API ACCESS, select Required permission. Enable the following API
settings:

Windows Azure Active Directory

e Signin and read user profile
e Access the directory as the signed-in user

Office 365 SharePoint Online

e Read and write user files
9. Save the changes afterward.
> Native application redirect URI
To retrieve the Native application redirect URI:

1. Create a web page (.jsp) for request of the Authorization Code.

Authonzation Code for Microsoft OneDrive for Business (customizable)

PMSEFEIYKUSMpPGWB4X1CESWq10ARNDOGTLK_-TDPeqKOKItMbwiaghcHbXDekmBRFnQrbgvAvSYIsPsGBiLGnhdepWsK0GkzFLSVRQ3XUg-X3GjeSbu2zmmMm|

Please copy and paste the above Authorization Code
into the product to complete the setup.

A sample format of the page:

<html>
<head>
<title>Authorization Code for Office 365</title>
</head>
<body>
<table width="100%" border="0" align="center">
<tr>
<td align="center">
<img src="ahsay-120px-oauth.gif" /><br>
Authorization Code for Microsoft OneDrive for Business</td>
</tr>
<tr>
<td align="center"><input onClick="this.select()" id="authcode" type="text" size="30"
value="<%= request.getParameter("code") %>"></td>
</tr>
<tr>
<td align="center"><p>Please copy and paste the above Authorization Code
<br>into the product to complete the setup.</p></td>
</tr>
</table>
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</body>
</html>

You can obtain a sample jsp file by Clicking Here.

Important:
The line value="<%= request.getParameter("code") %> are used for retrieving /
displaying the authorization code, you must include this on the page.

It is expected that you have basic HTML knowledge to create the authorization
code request page.

Once you have created the customized page, copy and place the jsp file to the
AhsayCBS server at:

For CBS on Windows: %CBS_Install_Home%\webapps\ROOT
For CBS on Linux: %CBS_Install_ Home%/webapps/ROOT
The Native application redirect URI will be:
https://%CBS_hostname%/%customized_page _name%.jsp

Where CBS_hostname is the hostname or IP address of your AhsayCBS
server and customized_page_name is the name of the jsp file.

For example:
https://backup.server.com/oauth2-office365-sample.jsp

The Client ID and Native application redirect URI can now be entered in

Standard Destination

+# Customize credentials for application

ClientID
ceZchbBe1-280e-4d45-8078-ca99fbeal3af

Mative application redirect URI
hitps:/CBS_hostname/customized_oauth2-office 365 jsp
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For other cloud vendors, refer to the following websites for information on how to collect the
required information.
Reference

Dropbox
https://www.dropbox.com/developers/support

Google Drive
https://developers.google.com/drive/v3/web/enable-sdk#enable the drive api
https://auth0.com/docs/connections/social/google

OneDrive and OneDrive for Business
https://dev.onedrive.com/app-registration.htm

Configure the storage

After you have collected the above information from your cloud / developer account, you
can put the relevant information in the policy settings of your AhsayCBS.

1. Navigate to Backup / Restore > Users, Group & Policies, then select the Policy
Group tab.

Backup User | User Group VI

Group Policy is designed to simplify administration and to reduce the effort required for managing groups of backup users, e.qg.
security settings and backup set settings. It allows administrator to tailor features and services for different user groups.

Manage Policy Group

+ i @
Name Owner
api-test-policy -
bean -
cliff -

Default settings -

2. Select the policy group that you want to apply the setting.
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3.  Click into Backup Set Settings tab.

General
Exclude Backup File

User Settings

Skip backing up files that match the followings

& Files on mapped drive

Ul Settings o1 Files Jarger than [

+ Files older than

17-MNow-2016

Default values
Preempted Values

Preempted Backup Sets

Destinations Visible to Users

Predefined Destination

+ i
Name Destination Storage | Info Quota Run Direct
Group 5000
Dropbox Account
Alans Microsott Accaunt ClaudBackn 100

Starage Corp.@3161ha4080207 Gar

Standard Destination

Customize application name

+ i

Name

. Local/ Mapped Drive [ Rermovable Drive
Amazon 53

T AWS 53 Compstible Cloud Storage

F} Google Cloud Storage

L Google Drive

4. Turn on the switch “Destinations Visible to Users”
5.  Scroll to the bottom part of “Destinations Visible to Users”

You can select one of the following cloud storage to customize

»  Dropbox
»  Google Drive

»  OneDrive

»  OneDrive for Business
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Dropbox
1. Click into Dropbox

2. Enable the “Customize credentials for application” option.

Standard Destination

Drophox v

Customize credentials for Dropbox

Application key

Application secret

3.  Enter the “Application Key”

4. Enter the “Application Secret”

5. Click to continue.

Google Drive
1. Click into Google Drive

2. Enable the “Customize credentials for application’

Standard Destination

Google Drive v

& Customize credentials for Google Drive

Client ID

Client Secret

3. Enter the “Client ID”

4. Enter the “Client Secret”

5. Click to continue.
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OneDrive

1. Click into OneDrive

2. Enable the “Customize credentials for application”

Standard Destination

| oneDrive v|

«"| Customize credentials for CneDrive

Client 1D

Client Secret

MNative application redirect URI

3. Enter the “Client ID”
4. Enter the “Client Secret”

5.  Enter the “Native application redirect URI”

6. Click to continue.

OneDrive for Business

1. Click into OneDrive for Business

2. Enable the “Customize credentials for application”

Standard Destination

OneDrive for Business v

+”| Customize credentials for Global and Germany region

Client 1D

Mative application redirect URI

Customize credentials for China region

Client ID

Mative application redirect UR|
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3. Enter the “Client ID”

4. Enter the “Native application redirect URI”

5. Click to continue.

12.6.2 Customize the Folder/Bucket name in Standard Destination

www.ahsay.com

Navigate to Backup/Restore -> Users, Group & Policies, then select the Policy Group
tab. Click on the desired Policy Group, then select the Backup Set Settings section on the

left. You can customize the application name (folder/bucket name) in different storages
from there.

In the following example, we set the “Customize application name” as “mybackup”, when
backup to the cloud storage (e.g.: Google Drive), the folder name “mybackup” will be
created.

=
General

Exclude Backup File N |

User Settings
Skip backing up files that match the followings

Backup Set Settings w#| Files on mapped drive

GUI Settings | Files larger than |10 Ghytes v
| Files older than
Default Values o |10 Years v | Ago
Preempted Values 18-Jan-2019
Preempted Backup Sets
Destinations Visible to Users -

Predefined Destination
+

Name Run Direct

¢=) GoogleDrive-1

Standard Destination

| Customize application name

mybackup

For "Run on server” backup set, only the AhsayCBS standard destination is supperted regardless of this
setting

+ i
Name
. Local / Mapped Drive / Removable Drive
Amazon 53

‘ Google Drive

Backup Set Types Visible to Users I
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E.g.: Google Drive

GO gle Search Drive - “ Kevin

& Drive My Drive ~ HH. VAR i T -
Name
[ e B e 8 My Drive

+» B My Drive

Details Activity
o  Shared with me

4= Google Photos

(O Recent
Y starred

Select a file or folder to view its details
i Trash

12GBof 15GB used

== Upgrade storage

|:| Get Drive for PC

o0

12.6.3 Customize the Storage in Predefined Destination

General

User Settings

Skip backing up files that match the followings
Backup Set Settings 'v| Files on mapped drive
GUI Settings | Files larger than 10 Ghytes v

\w#| Files older than
Default Values

® 10 Years v |Ago
Preempied Values 18-Jan-2019
Preempted Backup Seis
Destinations Visible to Users N |

Predefined Destination
+ i
Name Run Direct

¢=) GoogleDrive-1

Standard Destination

| Customize application name

mybackup

For "Run on server” backup set, only the AhsayCBS standard destination is supperted regardless of this
setting

+
Name

. Local / Mapped Drive / Removable Drive

Amazon 53

‘ Google Drive

Backup Set Types Visible to Users I

Exclude Backup File N |




Navigate to Backup / Restore > Users, Group & Policies, then select the Policy Group
tab. Click on the desired Policy Group, then select the Backup Set Settings section on the
left. You can add a predefined destination for your clients, and your clients will be able to
select the predefined destination when they create a new backup set.

Example:

New Storage Destination / Destination Pool

Name

Destination storage

[€] Ansaycas

AhsayCBS
& GoogleDrive-1
ﬂ Local / Mapped Drive / Removable Drive

NOTE

You need to add a predefined destination in advance, after that you can set the predefined
destination visible to your user group.

12.7 Office 365 Backup Customization

For details on how to customize the Authorization code and Admin consent endpoint screen for
the Office 365 Global region please refer to discussion regarding Office365 Backup
Customization and Appendix Q: How to create a new app in the Azure Active Directory.
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12.8 Ahsay Mobile Branding

During the initial rollout phases, the branding of Ahsay Mobile app can only be done by Ahsay,
if you are interested in branding the Ahsay mobile app you must engage our professional
services.

Ahsay Mobile Branding Service

To engage our professional services for Ahsay Mobile branding, please contact our sales
team to obtain a service quotation by email at sales-kb@ahsay.com or call our
International Sales Hotline +852 3580 8091.

Once the branded mobile application has been completed, it will automatically be available for
download in the Google Play Store and Apple App Store under your branded mobile app name.

Requirements

Once you have settled the Ahsay mobile branding service fee. Please submit the following
materials to enable us to brand your Ahsay Mobile application:

1. Image files and icons with your branding
To customize the look and feel of your mobile application prepare the following:
® Application images

® Application icons

v

Splash screen

® Colors dictionary

v

Localization
®» Adverts

For more information on the specifications needed please refer to the Ahsay Mobile
Image Specifications document.

2. Organisation Information
® Organisation ID and Organisation Name for your Apple Business Account
®» Mobile application description
» Keywords to be used for searching the mobile application

» Support URL
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12.9 Customize Download Page

New style-id for the different tabs and platforms with corresponding tab count enable the
users to hide the tabs, platform, or installer links without any trouble. The download page can
be customized to hide/show,

O the following tabs: AhsayOBM, AhsayACB, Mobile, Restore, AhsayCBS, and AhsayUBS.

O the operating system in each tab, example only show AhsayOBM/AhsayACB installers
for Windows.

LIMITATION: The customization for hide/show of individual installer download links is
currently not supported .

For more details on how to customize the Download page, refer to Appendix S: How to
customize AhsayCBS Download Page.

List of tabs, tab-counts, platforms, and style-ids of the download links for

mapping

Windows download-obm-win
macOS download-obm-mac
AhsayOBM li:nth-of-type(1) Linux/FreeBSD/Solaris download-obm-nix
Synology download-obm-synology
QNAP download-obm-gnap
Windows download-acb-win
AhsayACB li:nth-of-type(2)
macOS download-acb-mac
Android download-mob-android
Mobile li:nth-of-type(3)
i0OS download-mob-ios
Windows download-obr-win
Restore li:nth-of-type(4) Mac download-obr-mac
Linux/FreeBSD/Solaris download-obr-nix
Windows download-cbs-win
CBS li:nth-of-type(5)
Linux/FreeBSD/Solaris download-cbs-nix
UBS li:nth-of-type(6) Disk Image download-ubs-image
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Example: Setting for hiding the “Mobile” download tab .

[name=ShowDownloadIndexBean] div > ul > li:nth-of-type(3) { display:none; }

Tab count

File Edit Format View Help

[name=showbownloadindexgean] div > ul > [1i:nth-of-type3)|[{ display:none; }|——bDisplay

status

Example: Setting for hiding the AhsayOBM macOS tile.

#download-obm-mac {display:none;}

style-id «—]

Platform

Help

#down uad-|u_bm mac

|jd1‘sp'|ay:nnne; }|—

Tab

—>Display

status

Example: Setting for hiding the AhsayOBM DMG online installer and TAR GZ offline installer
links for macOS but the leaving the macOS tile visible.

#download-obm-mac .download-link-div {display:none;}

Installer
Platform Download link

i cbs.css - Notepad

style-id «—|[#down] oad-la_bm mac

. downTload-1ink-div|{display:none; } — > Display

status

Tab count

Tab

Platform

style-id

Installer Download
link

Display status

www.ahsay.com

©

©© 00 ©00 0

This identifies the tab and platform.

v
Tab
li:nth-of-type(1) for tab
AhsayOBM
li:nth-of-type(2) for tab
AhsayACB
li:nth-of-type(3) for tab Mobile
obm for AhsayOBM
acb for AhsayACB
mob for Mobile

win for Windows

mac for macOS

nix for Linux/FreeBSD/Solaris
syn for Synology

©

©

© © 006 © 60 O

li:nth-of-type(4) for tab Restore
li:nth-of-type(5) for tab
AhsayCBS
li:nth-of-type(6) for tab
AhsayUBS

obr for Restore

cbs for AhsayCBS
ubs for AhsayUBS
gnap for QNAP
android for Android
ios for iOS

image for Disk Image

This identifies the download installer links of the selected platform.

This hides the display of the download platform and installer link

-
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13 API

In this release, new APIs (now in JSON format) are introduced in the AhsayCBS, if you have written
API in previous version, please test and modify your API calls on AhsayCBS v8 in your testing
environment first, so that it will not affect your current CRM, billing systems etc. when new AhsayCBS
is upgraded. Please download the AhsayCBS API guide from our website for reference.
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14 Contacting Ahsay

14.1 Technical Assistance

To contact Ahsay support representatives for technical assistance, visit the Partner Portal:
https://www.ahsay.com/partners/

Also use the Ahsay Wikipedia for resource such as Hardware Compatibility List, Software
Compatibility List, and other product information:
https://wiki.ahsay.com/

14.2 Documentation

Documentations for all Ahsay products are available at:
https://www.ahsay.com/jsp/en/home/index.ijsp?pageContentKey=ahsay downloads document
ation_qguides

You can send us suggestions for improvements or report on issues in the documentation by
contacting us at:
https://www.ahsay.com/partners/

Please specify the specific document title as well as the change required/suggestion when
contacting us.

www.ahsay.com 500


https://www.ahsay.com/partners/
https://wiki.ahsay.com/
https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay_downloads_documentation_guides
https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay_downloads_documentation_guides
https://www.ahsay.com/partners/

Appendix

Appendix A Supported Language Code

ar Arabic

ca Catalan

Ccs Czech

da Danish

de German

el Greek Modern

en English

es Spanish

eu Euskara/Basque

fi Finnish

fr French

iw Hebrew

hu Hungarian

id Indonesian

it Italian

ja Japanese

ko Korean

It Lithuanian

nl Dutch

no Norwegian

pl Polish

pt_BR Portuguese (Brazil)

pt PT Portuguese (Portugal)

ro Russian

sl Slovenian
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Sv Swedish

th Thai

tr Turkish

vi Vietnamese

zh_CN Chinese (Simplified)
zh_ TW Chinese (Traditional)
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Appendix B

Supported Time Zone

GMT-11:00 (SST)

Pacific/Midway

GMT-11:00 (NUT)

Pacific/Niue

GMT-10:00 (TAHT)

Pacific/Tahiti

GMT-10:00 (HST)

HST

GMT-10:00 (HADT)

America/Adak

GMT-10:00 (CKT)

Pacific/Rarotonga

GMT-09:00 (GAMT)

Pacific/Gambier

GMT-09:00 (AKDT)

AST

GMT-08:00 (PST)

Pacific/Pitcairn

GMT-08:00 (PDT)

America/Dawson

GMT-07:00 (MST)

America/Dawson_Creek

GMT-07:00 (MDT)

America/Boise

GMT-06:00 (GALT)

Pacific/Galapagos

GMT-06:00 (EAST)

Chile/Easterlsland

GMT-06:00 (CST)

America/Belize

GMT-05:00 (PET)

America/Lima

GMT-05:00 (GMT-05:00)

Etc/GMT+5

GMT-05:00 (EST)

America/Cayman

GMT-05:00 (ECT)

America/Guayaquil

GMT-05:00 (COT)

America/Bogota

GMT-05:00 (CDT)

America/Chicago

GMT-04:30 (VET)

America/Caracas

GMT-04:00 (PYT)

America/Asuncion

GMT-04:00 (GYT)

America/Guyana

GMT-04:00 (EDT)

America/Detroit

GMT-04:00 (CLT)

America/Santiago

GMT-04:00 (BOT)

America/La_Paz
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GMT-04:00 (AST)

America/Anguilla

GMT-04:00 (AMT)

America/Boa_Vista

GMT-04:00 (ADT)

America/Glace_Bay

GMT-04:00 (ACT)

America/Eirunepe

GMT-03:30 (NST)

Canada/Newfoundland

GMT-03:00 (WGST)

America/Godthab

GMT-03:00 (UYT)

America/Montevideo

GMT-03:00 (SRT)

America/Paramaribo

GMT-03:00 (PMDT)

America/Miguelon

GMT-03:00 (GFT)

America/Cayenne

GMT-03:00 (FKT)

Atlantic/Stanley

GMT-03:00 (BRT)

America/Araguaina

GMT-03:00 (BET)

BET

GMT-03:00 (ART)

AGT

GMT-02:00 (GST)

Atlantic/South_Georgia

GMT-02:00 (FNT)

America/Noronha

GMT-01:00 (EGT)

America/Scoresbysund

GMT-01:00 (CVT)

Atlantic/Cape_Verde

GMT-01:00 (AZOST)

Atlantic/Azores

GMT+13:00 (WST)

MIT

GMT+13:00 (TKT)

Pacific/Fakaofo

GMT+12:00 (WFT)

Pacific/Wallis

GMT+12:00 (WAKT)

Pacific/Wake

GMT+12:00 (TVT)

Pacific/Funafuti

GMT+12:00 (PETST)

Asia/Kamchatka

GMT+12:00 (NZST)

Antarctica/McMurdo

GMT+12:00 (NRT)

Pacific/Nauru

GMT+12:00 (MHT)

Kwajalein

GMT+12:00 (MAGT)

Asia/Magadan
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GMT+12:00 (GILT)

Pacific/Tarawa

GMT+12:00 (FJT)

Pacific/Fiji

GMT+12:00 (ANAST)

Asia/Anadyr

GMT+11:00 (VUT)

Pacific/Efate

GMT+11:00 (VLAT)

Asia/Vladivostok

GMT+11:00 (SBT)

Pacific/Guadalcanal

GMT+11:00 (PONT)

Pacific/Ponape

GMT+11:00 (NCT)

Pacific/Noumea

GMT+11:00 (KOST)

Pacific/Kosrae

GMT+10:00 (YAKT)

Asia/Yakutsk

GMT+10:00 (TRUT)

Pacific/Truk

GMT+10:00 (PGT)

Pacific/Port_Moresby

GMT+10:00 (EST)

AET

GMT+10:00 (DDUT)

Antarctica/DumontDUrville

GMT+10:00 (ChST)

Pacific/Guam

GMT+09:30 (CST)

Australia/Adelaide

GMT+09:00 (PWT)

Pacific/Palau

GMT+09:00 (KST)

Asia/Pyongyang

GMT+09:00 (JST)

Asia/Tokyo

GMT+09:00 (JAYT)

Asia/Jayapura

GMT+09:00 (IRKST)

Asia/lrkutsk

GMT+08:00 (WST)

Australia/West

GMT+08:00 (ULAT)

Asia/Ulaanbaatar

GMT+08:00 (SGT)

Asia/Singapore

GMT+08:00 (PHT)

Asia/Manila

GMT+08:00 (MYT)

Asia/Kuala_Lumpur

GMT+08:00 (KRAT)

Asia/Krasnoyarsk

GMT+08:00 (HKT)

Asia/Hong_Kong

GMT+08:00 (CST)

Asia/Chongging
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GMT+08:00 (BORT)

Asia/Ujung_Pandang

GMT+08:00 (BNT)

Asia/Brunei

GMT+07:00 (NOVT)

Asia/Novosibirsk

GMT+07:00 (JAVT)

Asia/Jakarta

GMT+07:00 (ICT)

Asia/Bangkok

GMT+07:00 (CXT)

Indian/Christmas

GMT+06:00 (YEKST)

Asia/Yekaterinburg

GMT+06:00 (KGST)

Asia/Bishkek

GMT+06:00 (I0T)

Indian/Chagos

GMT+06:00 (BTT) Asia/Thimbu
GMT+06:00 (BDT) Asia/Dacca
GMT+06:00 (ALMST) Asia/Almaty
GMT+05:30 (LKT) Asia/Colombo

GMT+05:30 (IST)

Asia/Calcutta

GMT+05:00 (UZT)

Asia/Tashkent

GMT+05:00 (TMT)

Asia/Ashgabat

GMT+05:00 (TJT)

Asia/Dushanbe

GMT+05:00 (TFT)

Indian/Kerguelen

GMT+05:00 (PKT)

Asia/Karachi

GMT+05:00 (MVT)

Indian/Maldives

GMT+05:00 (MAWT)

Antarctica/Mawson

GMT+05:00 (AQTST) Asia/Aqtau
GMT+04:00 (SCT) Indian/Mahe
GMT+04:00 (SAMST) Europe/Samara

GMT+04:00 (RET)

Indian/Reunion

GMT+04:00 (MUT)

Indian/Mauritius

GMT+04:00 (MSD) Europe/Moscow
GMT+04:00 (GST) Asia/Dubai
GMT+04:00 (GEST) Asia/Thilisi
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GMT+04:00 (AZST)

Asia/Baku

GMT+04:00 (AMST)

Asia/Yerevan

GMT+03:30 (IRST)

Asia/Tehran

GMT+03:00 (EAT)

Africa/Addis_Ababa

GMT+03:00 (AST)

Asia/Aden

GMT+03:00 (ADT)

Asia/Baghdad

GMT+02:00 (SAST)

Africa/Johannesburg

GMT+02:00 (IDT)

Asia/Jerusalem

GMT+02:00 (EET)

ART

GMT+02:00 (EEST)

Asia/Amman

GMT+02:00 (CEST)

Africa/Ceuta

GMT+02:00 (CAT)

Africa/Blantyre

GMT+01:00 (WAT)

Africa/Bangui

GMT+01:00 (CET)

Africa/Algiers

GMT-+00:00 (WET)

Africa/Casablanca

GMT+00:00 (WEST)

Atlantic/Canary

GMT+00:00 (UTC)

Etc/UCT

GMT+00:00 (IST)

Eire

GMT+00:00 (GMT)

Africa/Abidjan

GMT+00:00 (BST)

Europe/Belfast
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Appendix C Error Code 1011 and 1012

Internal Error 1011

This error could occur when one of the following conditions is true:
> The license key has been used on more than one machine.

> Change of network card of the server machine or moving the AhsayCBS system to a new
server.

Solution:

In the case where the license key was used on a second server for testing purposes, please use an
evaluation key instead.

Alternatively, please shutdown the AhsayCBS service on the second server, and then contact our
Support Engineer with your "License Name" and "License Key", and we shall update the license
server to allow your key to be used again.

In the case where the network card of the server machine is changed, or an AhsayCBS relocation
has been performed. Please also contact our Support Engineer with your "License Name" and
"License Key", and we shall update the license server to allow your key to be used again.

If the problem still persists, please ensure that there are no connectivity issues from the AhsayCBS
server to the Internet and that you can connect to lic.ahsay.com with HTTPS from the AhsayCBS
backup server. There is a connection test button underneath the license field entry box to test the
connection to our license server. The testing result will be displayed next to the test button.

Please also verify if the machine in concern contain any software that would create virtual MAC
address, for example, VPN software. If yes, please disable such software, and notify us again.
Internal Error 1012

Internal Error 1012 can occur when one of the following conditions is true:
> The license key has been used on more than one machine.

> Change of the MAC address, local / remote IP address, or local port that AhsayCBS is
installed on.

Solution:

Persistent 1012 license errors can occur if your AhsayCBS server is operating in a network
environment where network traffic is routed to the Internet via multiple external IP addresses. For
example, network load balancing is implemented using, i.e. a dual WAN router, Round Robin routing,
or network card with multiple external IP.

For these cases, we would suggest setting up a static route for the server's connection to
lic.ahsay.com, so that the remote IP address on the server will remain the same every time a
connection to lic.ahsay.com is established.
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Appendix D Setting up Cloud Storage

In the following examples, we are demonstrating how to setup cloud storage in predefined
destinations.

Add a predefined destination in System Settings > Basic > Predefined Destinations, click on the

+ button.

| General I Email I CRUC]L BRIV RN Administrative Access Two-Factor Authentication (2FA)

Configure the predefined destinations that can be used by this server below.

Predefined Destination
+ il
MName Destination Storage Info Owner

@ My local storage Local | Mapped Drive / Network Drive / Removable Drive D:\my_folder

Aliyun (F[HEZ)

This storage option is available on computers with China or Hong Kong locale settings.

1. If you do not have the Aliyun (fff 2 =), please click on the link 'Sign up for [ffEE ="' to create
an account.
2. Select 'fif ' from the [Destination Storage] drop down box.
3. Enter name of the backup destination.
Add New Predefined Destination
Name
aiyun-1 |
Type
® Single storage destination
O Destination pool
Destination Storage
[z |
Access Key ID
|
Access Key Secret
L
Region
(optional) Bucket Name
1
Test
Sign up for FIRZ
= X ?
4. Select Single storage destination.
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NOTE

The option Destination Pool is defined from a number of single storage destination.

5. Enter the Access Key ID.

6. Enter the Access Key Secret.

7. Select the region from the dropdown box.
8. Click Add to continue the setup.

9. Go to Backup/Restore > Users, Groups & Policies > Policy Group > Manage Policy
Group, edit the Default settings policy.

(By applying the changes to the “Default settings”, all the users will be able to see and
use the settings by default. If you need to create a predefined destination for a particular
group of users, you need to create a new policy group and user group for this.)

Add the newly created predefined storage “Aliyun-1” to the Backup Set Settings >
Destinations Visible to Users > Predefined Destinations.

General

Exclude Backup File I
User Settings
Backup Set Settings L .

Destinations Visible to Users I
GUI Settings

Default Values
Predefined Destination

+

Preempted Values

Preempted Backup Sets
Name Run Direct

&) Aliyun-1

Standard Destination

Customize application name -

10. When you create a backup set for a user, you will be able to see the new predefined
destination.
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CTYun

This storage option is available on computers with China or Hong Kong locale settings.

1. If you do not have the CTYun, please click on the link 'Sign up for CTYun' to create an
account.

2. Select 'CTYun' from the [Destination Storage] drop down box.

3. Enter name of the backup destination.

Add New Predefined Destination

Name
CTYun-1

Type
#) Single storage destination

Destination pool

Destination Storage
CTYun v

Access Key ID

Secret Access Key

Test
Sign up for CTYun

4, Select Single storage destination.

NOTE

The option Destination Pool is defined from a number of single storage destination.

5. Enter the Access Key ID.
6. Enter the Secret Access Key.
7. Click Add to continue the setup.

8. Go to Backup/Restore > Users, Groups & Policies > Policy Group > Manage Policy
Group, edit the Default settings policy.

(By applying the changes to the Default settings, all the users will be able to see and use
the settings by default. If you need to create a predefined destination for a particular group
of users, you need to create a new policy group and user group for this.)

Add the newly created predefined storage “CTYun-1" to the Backup Set Settings >
Destinations Visible to Users > Predefined Destinations.
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General
Exclude Backup File

User Settings

Backup Set Settings . .
Destinations Visible to Users

GUI Settings

Default Values
Predefined Destination

+ i

Preempted Values

Preempted Backup Sets

Name

¢=5 CTYun-1

Standard Destination

Customize application name

Run Direct

-

When you create a backup set for a user, you will be able to see the new predefined

destination.

Amazon S3
If you do not have the Amazon S3, please click on the link ‘Sign up for Amazon S3’ to

1.

3.
www.ahsay.com

create an account.

Select Amazon S3 from the [Destination Storage] drop down box.

Enter name of the backup destination

Add New Predefined Destination

Name
AmazonsS3-1

Type
#) Single storage destination

Destination pool

Destination Storage

Amazon 53 v

Location
US East (N. Virginia) v

Access Key ID
Secret Access Key
Storage Class
Standard Storage v

(optienal) Bucket Name

Test

Sign up for Amazon 53

Select Single storage destination.
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NOTE

The option Destination Pool is defined from a number of single storage destination.

4, Select the “Location” from the drop down box.

5. Enter the Access Key ID.

6. Enter the Secret Access Key.

7. Select the “Storage Class” from the drop down box.
8. Option: Enter the Bucket Name.

9. Click Add to continue the setup.

10. GotoBackup/Restore > Users, Groups & Policies > Policy Group > Manage Policy
Group, edit the Default settings policy.

(By applying the changes to the Default settings, all the users will be able to see and use
the settings by default. If you need to create a predefined destination for a particular group
of users, you need to create a new policy group and user group for this.)

Add the newly created predefined storage “AmazonS3-1” to the Backup Set Settings >
Destinations Visible to Users > Predefined Destinations.

General

Exclude Backup File I
User Settings

Destinations Visible to Users I
GUI Settings
Default Values

Predefined Destination

+ i

Preempted Values

Preempted Backup Sets
Name Run Direct

(z> Amazonsa-1

Standard Destination

Customize application name -
L
X ?

11. When you create a backup set for a user, you will be able to see the new predefined
destination.
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AWS S3 Compatible Cloud Storage

1. Select AWS S3 Compatible Cloud Storage from the [Destination Storage] drop down box.

2. Enter name of the backup destination.

Add New Predefined Destination

Name
AWSCompatible-1

Type
® Single storage destination

Destination pool

Destination Storage
AWS 53 Compatible Cloud Storage ~

Host Port
Access Key ID

Secret Access Key

Signature Version
Signature Version 2

® Signature Version 4
(optional) Signature Region

Bucket Name (please create this bucket manually first)

Connect with SSL

Test

+ x ?

3. Select Single storage destination.

NOTE

The option Destination Pool is defined from a number of single storage destination.

4. Enter the Host and Port number.
5. Enter the Access Key ID.

6. Enter the Secret Access Key.

7. Select the Signature Version.

8. Opton: Enter the Signature Region. (This will only be displayed if “Signature Version 4” is
selected).

9. Enter the Bucket Name for the storage. (You need to create this bucket manually first).
10.  Option: Click on the check box [Connect with SSL] if necessary.

11. Click Add to continue the setup.
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12. Goto Backup/Restore > Users, Groups & Policies > Policy Group > Manage Policy
Group, edit the Default settings policy.

(By applying the changes to the Default settings, all the users will be able to see and use
the settings by default. If you need to create a predefined destination for a particular group
of users, you need to create a new policy group and user group for this.)

Add the newly created predefined storage “AWSCompatible-1” to the Backup Set
Settings > Destinations Visible to Users > Predefined Destinations.

General

Exclude Backup File I
User Settings
Backup Set Settings
Destinations Visible to Users . |
GUI Settings
Default Values

Predefined Destination

=+ i

Preempted Values

Preempted Backup Sets
Name Run Direct

¢&> AWSCompatible-1

Standard Destination

Customize application name -
Ly
X ?

13.  When you create a backup set for a user, you will be able to see the new predefined
destination.
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Wasabi

1. If you do not have a Wasabi account, please click on the link 'Sign up for Wasabi’ to create
an account.

2. Select Wasabi from the [Destination Storage] drop down box.

3. Enter name of the backup destination.

Add New Predefined Destination

Name
Wasahi-1

Type
@ Single storage destination

Destination pool

Destination Storage
Wasabi v

Access Key ID

Accass Key Secret

Region
us-west-1 v

(optional) Bucket Name

Connect with SSL
Test

Sign up for Wasabi

4. Select Single storage destination.

NOTE

The option Destination Pool is defined from a number of single storage destination.

5. Enter the Access Key ID.

6. Enter the Access Key Secret.

7. Select the region from the dropdown box.

8. Option: Enter the Bucket Name.

9. Option: Click on the check box [Connect with SSL] if necessary.
10. Click Add to continue the setup.
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11. Gotothe Backup/Restore > Users, Groups & Policies > Policy Group > Manage
Policy Group, edit the Default settings policy.

(By applying the changes to the “Default settings”, all the users will be able to see and
use the settings by default. If you need to create a predefined destination for a particular
group of users, you need to create a new policy group and user group for this.)

Add the newly created predefined storage “Wasabi-1” to the Backup Set Settings >
Destinations Visible to Users > Predefined Destinations.

-
General

Exclude Backup File I
User Settings
Backup Set Settings o .
_ Destinations Visible to Users N |
GUI Settings
Default Values

Predefined Destination

=+ il

Preempted Values

Preempted Backup Sets
Name Run Direct

¢=)Y Wasabi-1

Standard Destination

Customize application name

-

12. When you create a backup set for a user, you will be able to see the new predefined
destination.
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Backblaze

1. If you do not have a Backblaze account, please click on the link 'Sign up for Backblaze’ to
create an account.

2. Select Backblaze from the [Destination Storage] drop down box.

3. Enter name of the backup destination.
Add New Predefined Destination

Name
Backblaze-1

Type
® Single storage destination

Destination pool

Destination Storage

Backblaze v
Key 1D
Application Key
(optional) Bucket Name
Test
Sign up for Backhlaze
+ x ?
4, Select Single storage destination.

NOTE

The option Destination Pool is defined from a number of single storage destination.

5. Enter the Key ID.

6. Enter the Application Key.

7. Option: Enter the Bucket Name.
8. Click Add to continue the setup.

9. Go to the Backup/Restore > Users, Groups & Policies > Policy Group > Manage
Policy Group, edit the Default settings policy.

(By applying the changes to the “Default settings”, all the users will be able to see and
use the settings by default. If you need to create a predefined destination for a particular
group of users, you need to create a new policy group and user group for this.)
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Add the newly created predefined storage “Backblazei-1” to the Backup Set Settings >
Destinations Visible to Users > Predefined Destinations.

General
Exclude Backup File I
User Settings

Backup Set Settings o .
Destinations Visible to Users I

GUI Settings
Default Values
Predefined Destination
Preempted Values
=+ in

Preempted Backup Sets

Name Run Direct

{2 Backblaze-1

Standard Destination

Customize application name

-

10. When you create a backup set for a user, you will be able to see the new predefined
destination.

Google Cloud Storage

NOTE

Before you set up the storage for Google Cloud Storage, please collect the Access Key and
Secret key from your Google Cloud Storage account first.

1. Go to the Google Developers Console.
2. Click the name of the project you would like to use as your default project.
3. In the left sidebar, click APIs & auth.

4, Find Google Cloud Storage JSON API and make sure it is enabled. When the JSON API is
enabled, the Status will display "ON".

5. Next to the Google Cloud Storage JSON API service, click the settings gear icon.

6. Click Interoperable Access in the left sidebar.

7. Click Generate new key.

8. The access key part of the new developer key is displayed.
9. Click Show to show the secret part of the new developer key.

Now, you can go back to add your predefined destination.
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10.

11.

12.

13.

If you do not have Google Cloud Storage, please click on the link ‘Sign up for Google

Cloud Storage’ to create an account.
Select Google Cloud Storage from the [Destination Storage] drop down box.

Enter name of the backup destination.

Add New Predefined Destination

Name

GoogleCloudStorage-1
Type
#® Single storage destination

Destination pool

Destination Storage

Google Cloud Storage v

Access Key
Secret
Storage Class

Mulii-Regional *

Location

nam4 {lowa and South Carolina) T

(optional) Bucket Name

Test

Sign up for Goegle Cloud Storage

Select Single storage destination.

NOTE

The option Destination Pool is defined from a number of single storage destination.

14.
15.
16.
17.
18.
19.

20.

www.ahsay.com

Enter the Access Key.

Enter the Secret.

Select the ‘Storage Class’ from the drop down box
Select the ‘Location” from the drop down box.
Option: Enter the Bucket Name.

Click Add to continue the setup.

Go to the Backup/Restore > Users, Groups & Policies > Policy Group > Manage

Policy Group, edit the Default settings policy.
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(By applying the changes to the Default settings, all the users will be able to see and use
the settings by default. If you need to create a predefined destination for a particular group
of users, you need to create a new policy group and user group for this.)

Add the newly created predefined storage “GoogleCloudStorage-1” to the Backup Set
Settings > Destinations Visible to Users > Predefined Destinations.

General =
Exclude Backup File I
User Settings

Backup Set Settings
Destinations Visible to Users B |
GUI Settings

Default Values
Predefined Destination

+ m

Preempted Values

Preempted Backup Sets

Name Run Direct

¢=) GoogleCloudStorage-1

Standard Destination

Customize application name

-

21. When you create a backup set for a user, you will be able to see the new predefined
destination.
Google Drive
1. If you do not have Google Drive, please click on the link 'Sign up for Google Drive' to
create an account.
2. Select ‘Google Drive' from the [Destination storage] drop down box.
3. Enter name of the backup destination.
Add New Predefined Destination
T®ypsemgle storage destination
O Destination pool
Destination Storage
iGnng\e Drive v
Test
i X ?
4. Select Single storage destination.
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NOTE

The option Destination Pool is defined from a number of single storage destination.

5. Click Add to continue the setup.

6. A browser will pop up and Google will ask for your permission to access the storage, click
on "Allow".

This will allow Ahsay to:

L See, edit, create, and delete all of your Google @
Drive files

Make sure you trust Ahsay

You may be sharing sensitive info with this site or app.
Learn about how Ahsay will handle your data by reviewing
its privacy policies. You can always see or remove access
in your Google Account.

Learn about the risks

7. On the browser, a code is displayed, copy it and paste into the “create predefined
destination” page in the AhsayCBS.

Google
Signin
Please copy this code, switch to your application and paste it there:

4/rgH2eMadPWPFU2DWEfv1Pnm8H51DF3_mpKTZyd7L jwl2eXL7 |_|:|
VRPCHv@
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10.

11.

www.ahsay.com

(Sample authentication code)
Add New Predefined Destination

Name

GoogleDrive-1

Type
#) Single storage destination

Destination pool

Destination Storage

Google Drive A

Authorization code
4/rgH2eMa4PWPFUZDWET1Pnm8H5IDT3_mpKTZydTLjw12

Test

Sign up for Google Drive

Click Add to continue.

Go to Backup/Restore > Users, Groups & Policies > Policy Group > Manage Policy

Group, edit the Default settings policy.

(By applying the changes to the Default settings, all the users will be able to see and use
the settings by default. If you need to create a predefined destination for a particular group

of users, you need to create a new policy group and user group for this.)

Add the newly created predefined storage “GoogleDrive-1” to the Backup Set Settings >

Destinations Visible to Users > Predefined Destinations.

General

Exclude Backup File I
User Settings

Destinations Visible to Users

GUI Settings

Default Values
Predefined Destination

=+ i

Preempted Values

Preempted Backup Sets
Name Run Direct

@ GoogleDrive-1

Standard Destination

Customize application name

When you create a backup set for a user, you will be able to see the new predefined
destination.
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Microsoft Azure

** Before you setup the storage for Microsoft Azure, please collect the Storage Account
Name and Access Key from your Microsoft Azure account first.

1.

10.

Go to the Microsoft Azure web page.

Click the "portal” link at the top of the page.

Login to the portal.

Click on the "MANAGE ACCESS KEYS" link at the bottom of the page.

The "STORAGE ACCOUNT NAME" and "PRIMARY ACCESS KEY" are displayed. The
Storage account name is the same as the node name when you create this Windows
Azure account.

Copy the "STORAGE ACCOUNT NAME" and "PRIMARY ACCESS KEY" to your
AhsayOBM application.

(Suggested to copy and paste the name and key to avoid typographical errors.)

Now, you can go back to add your predefined destination.
Select ‘Microsoft Azure' from the [Destination Storage] drop down box.

Enter name of the backup destination.
Add New Predefined Destination

Name
MicrosoftAzure-1

Type
@ single storage destination
© Destination pool

Destination Storage
[ Microsoft Azure e

Storage Account Name

Access Key

Test

Select Single storage destination.

NOTE

The option Destination Pool is defined from a number of single storage destination.

Enter the Storage Account Name.

Enter the Access Key.
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11. Click Add to continue the setup.
12. Goto Backup/Restore > Users, Groups & Policies > Policy Group > Manage Policy
Group, edit the Default settings policy.
(By applying the changes to the Default settings, all the users will be able to see and use
the settings by default. If you need to create a predefined destination for a particular group
of users, you need to create a new policy group and user group for this.)
Add the newly created predefined storage “MicrosoftAzure-1” into the Backup Set
Settings > Destinations Visible to Users > Predefined Destinations.
General =
Exclude Backup File I
User Settings
Destinations Visible to Users -
GUI Settings
Default Values
Predefined Destination
Preempted Values
Preempted Backup Sets T
Name Run Direct
C'é} MicrosoftAzure-1
Standard Destination
Customize application name -
X ?
13.  When you create a backup set for a user, you will be able to see the new predefined
destination.
OneDrive
1. If you do not have the OneDrive, please click on the link 'Sign up for OneDrive' to create an
account.
2. Select 'OneDrive' from the [Destination Storage] drop down box.
Enter name of the backup destination.
Add New Predefined Destination
Name
T(;pseingle storage destination
O Destination pool
Destination Storage
iOneDnve b
Test
Sign up for OneDrive
B X ?
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Select Single storage destination.

NOTE

The option Destination Pool is defined from a number of single storage destination.

Click Add to continue the setup.

A browser will popup and a code is displayed, copy it and paste into the “create
predefined destination” page in the AhsayCBS.

Md2bd973f-587d-107b-7cff-02b3c3bd43d5

Please copy and paste the above Authorization Code
into Ahsay's product to complete the setup.

(Sample authentication code)
Add New Predefined Destination

Name

OneDrive-1

Tyne
@ single storage destination
O Destination pool

Destination Storage
| oneprive ¥

Authorization code
Md2bd973f-587d-107b-7cf-02b3c3bd43d5

Test

Sign up for OneDrive

Click [Add] to continue the setup.

Go to the Backup/Restore > Users, Groups & Policies > Policy Group > Manage
Policy Group, edit the Default settings policy.

(By applying the changes to the Default settings, all the users will be able to see and use
the settings by default. If you need to create a predefined destination for a particular group
of users, you need to create a new policy group and user group for this.)
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Add the newly created predefined storage “OneDrive-1” to the Backup Set Settings >
Destinations Visible to Users > Predefined Destinations.

General =
Exclude Backup File I

User Settings

Backup Set Settings

Destinations Visible to Users . |

GUI Settings

Default Values
Predefined Destination

+

Preempted Values
Preempted Backup Sets

Name Run Direct

(&) OneDrive-1

Standard Destination

Customize application name

-

8. When you create a backup set for a user, you will be able to see the new predefined
destination.

OneDrive for Business

1. If you do not have the OneDrive for Business, please click on the link 'Sign up for OneDrive
for Business' to create an account.

2. Select 'OneDrive' from the [Destination Storage] drop down box.

Enter name of the backup destination.

Add New Predefined Destination

Name

OneDriveForBusiness-1

Type
® Single storage destination
O Destination pool

Destination Storage

| OneDrive for Business e

Test

Sign up for OneDrive for Business

3. Select Single storage destination.

NOTE

The option Destination Pool is defined from a number of single storage destination.

4. Click Add to continue the setup.
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A browser will pop up and Microsoft will ask for your permission to access the storage,
click on "Accept".

Ahsay

App publisher website: ahsay.com
Ahsay needs permission to:
« Read and write your files @

® Access the directory as you @
. ur profile @

hsay.qa@ahsay biz

5. On the browser, a code is displayed, copy it and paste into the “create predefined
destination” page in the AhsayCBS.

AHITT]

Authorization Code for Microsoft OneDrive for Business

AAABAAAAILIKN2Z27UubvWFPbmOgLZhukLV

Please copy and paste the above Authorization Code
into Ahsay's product to complete the setup.

(Sample authentication code)
Add New Predefined Destination

Name

[oneDriveForBusiness-1 |

Type
@ single storage destination
O Destination pool

Destination Storage

| OneDrive for Business >

Authorization code
b:bouNn—Hv\-XLsZ— FFpD\‘szIXME_KlKPAqunQIAA{

6. Click Add to continue.

7. Go to Backup/Restore > Users, Groups & Policies > Policy Group > Manage Policy
Group, edit the Default settings policy.

(By applying the changes to the Default settings, all the users will be able to see and use

the settings by default. If you need to create a predefined destination for a particular group
of users, you need to create a new policy group and user group for this.)
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Add the newly created predefined storage “OneDriveForBusiness-1” to the Backup Set
Settings > Destinations Visible to Users > Predefined Destinations.

General =
Exclude Backup File I

User Settings

Backup Set Settings i a .
_ Destinations Visible to Users . |
GUI Settings

Default Values
Predefined Destination

+ i

Preempted Values
Preempted Backup Sets

Name Run Direct

¢=) OneDriveForBusiness-1

Standard Destination

Customize application name

-

8. When you create a backup set for a user, you will be able to see the new predefined
destination.
Rackspace
1. If you do not have the Rackspace, please click on the link 'Sign up for Rackspace' to create
an account.
2. Select 'Rackspace’ from the [Destination Storage] drop down box.
3. Enter name of the backup destination.

Add New Predefined Destination

Name

Rackspace-1

Type
[O] Single storage destination
O Destination pool

Destination Storage

I Rackspace e

Usemame

APl Key

Test

Sign up for Rackspace

4, Select Single storage destination.

NOTE

The option Destination Pool is defined from a number of single storage destination.
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10.

11.

Enter the User Name.

Enter the API Key.

Click Add to continue the setup.

It will prompt for the “Region”, select the “Region” from the dropdown box.
Click Add to continue the setup.

Go to Backup/Restore > Users, Groups & Policies > Policy Group > Manage Policy
Group, edit the Default settings policy.

(By applying the changes to the Default settings, all the users will be able to see and use
the settings by default. If you need to create a predefined destination for a particular group
of users, you need to create a new policy group and user group for this.)

Add the newly created predefined storage “Rackspace-1” to the Backup Set Settings >
Destinations Visible to Users > Predefined Destinations.

General

Exclude Backup File I
User Settings

Backup Set Settings . i .
_ Destinations Visible to Users . |
GUI Settings

Default Values
Predefined Destination

+

Preempted Values

Preempted Backup Sets
Name Run Direct

(é} Rackspace-1

Standard Destination

Customize application name >

When you create a backup set for a user, you will be able to see the new predefined
destination.
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OpensStack

1. Select 'OpensStack’ from the [Destination Storage] drop down box.

2. Enter name of the backup destination.
Add New Predefined Destination

Name
OpenStack-1

Type
® Single storage destination
O Destination pool

Destination Storage
] OpenStack N5

Host Port

Username

Password

[ ] Connectwith SSL

Test

3. Select Single storage destination.

NOTE

The option Destination Pool is defined from a number of single storage destination.

4, Enter the Host and Port number.
5. Enter the Username.
6. Enter the Password.

7. Option: Click on the check box [Connect with SSL] if necessary.
8. Click Add to continue the setup.

9. The page will request to enter more information after the initial connection.
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Add New Predefined Destination

MName
OpenStack-1

Type
® Single storage destination

 Destination pool

Destination Storage
| OpenStack A

Host Port
10.7.54.10 5000

Username

names1

Passwiord

Froject

Region

Caontainer

nametcontainer

Connectwith 3L

Test

+ x ?

10. Select the “Project” in the dropdown box.

11.  Select the “Region” in the dropdown box.

12.  Enter the container name.

13. Click Add to continue the setup.

14. Go to the Backup/Restore > Users, Groups & Policies > Policy Group > Manage
Policy Group, edit the Default settings policy.
(By applying the changes to the Default settings, all the users will be able to see and use
the settings by default. If you need to create a predefined destination for a particular group
of users, you need to create a new policy group and user group for this.)
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Add the newly created predefined storage “OpenStack-1” to the Backup Set Settings >
Destinations Visible to Users > Predefined Destinations.

General =
Exclude Backup File I

User Settings
Backup Set Settings L .
Destinations Visible to Users
GUI Settings

Default Values
Predefined Destination

+ i

Preempted Values

Preempted Backup Sets

Name Run Direct

C%} OpenStack-1

Standard Destination

Customize application name

-

15.  When you create a backup set for a user, you will be able to see the new predefined

destination.
Dropbox
1. If you do not have the Dropbox, please click on the link 'Sign up for Dropbox' to create an
account.
2. Select 'Dropbox’ from the [Destination Storage] drop down box.

Enter name of the backup destination.

Add New Predefined Destination

Name
Drophox-1

Type
® Single storage destination
© Destination pool

Destination Storage

| Drophox v

Test

Sign up for Drophox

3. Select Single storage destination.

NOTE

The option Destination Pool is defined from a number of single storage destination.
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4, Click Add to continue the setup.

5. A browser will pop up and Dropbox will ask for your permission to access the storage, click

AHITT]

Ahsay would like access to its own folder, Apps » Ahsay,
inside your Dropbox. Learn more

On the browser, a code is displayed, copy it and paste into the “create predefined
destination” page in the AhsayCBS.

AHITT]

Enter this code intoAhsay to finish the process.

L7MDOjbnkgAAAAAAAAABRIRZSDekidtKzzuSXWE|hga

(Sample authentication code)
Add New Predefined Destination

Name
Drophox-1

Type
@ single storage destination
© Destination pool

Destination Storage

| Drophox v

Authorization code
LIZNhJAB32VSNI4 4hzKCIGAAAB3 3NowIziF g4hQybed

Test

Sign up for Drophox

6. Click Add to continue the setup.

7. Go to the Backup/Restore > Users, Groups & Policies > Policy Group > Manage
Policy Group, edit the Default settings policy.

(By applying the changes to the “Default settings”, all the users will be able to see and
use the settings by default. If you need to create a predefined destination for a particular
group of users, you need to create a new policy group and user group for this.)
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Add the newly created predefined storage “Dropbox-1” to the Backup Set Settings >
Destinations Visible to Users > Predefined Destinations.

General =
Exclude Backup File I

User Settings

Backup Set Settings
Destinations Visible to Users B |
GUI Settings

Default Values
Predefined Destination

+ i

Preempted Values
Preempted Backup Sets

Name Run Direct

@ Dropbos-1

Standard Destination

Customize application name

-

8. When you create a backup set for a user, you will be able to see the new predefined
destination.

1. Select 'FTP' from the [Destination storage] drop down box.

2. Enter name of the backup destination.
Add New Predefined Destination

Marme
FTP-1

Type
@ single storage destination
© Destination pool

Destination Starage
[FrP v

Host Fort

Username

Password

toplional) FTP directory o store backup data (defaultto ~(Ahsay)

Connect with 851

Test

3. Select Single storage destination.
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NOTE

The option Destination Pool is defined from a number of single storage destination.

4, Enter the Host and Port number.
5. Enter the Username.
6. Enter the Password.

7. Option: Enter the FTP directory if you have one.
8. Click Add to continue the setup.

9. Go to Backup/Restore > Users, Groups & Policies > Policy Group > Manage Policy
Group, edit the Default settings policy.

(By applying the changes to the Default settings, all the users will be able to see and use
the settings by default. If you need to create a predefined destination for a particular group
of users, you need to create a new policy group and user group for this.)

Add the newly created predefined storage “FTP-1" to the Backup Set Settings >
Destinations Visible to Users > Predefined Destinations.

General

Exclude Backup File I
User Settings
Backup Set Settings L o
Destinations Visible to Users I
GUI Settings
Default Values

Predefined Destination
+ i
Name Run Direct

() FTP-1

Preempted Values

Preempted Backup Sets

Standard Destination

Customize application name -
=
X ?

10. When you create a backup set for a user, you will be able to see the new predefined
destination.
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1. Select 'SFTP' from the [Destination storage] drop down box.
2. Enter name of the backup destination.
Add New Predefined Destination

Name

SFTP-1

Type

® Single storage destination

© Destination pool

Destination Storage

| sFTP v

Host Port

Usemame

Password

(optional) SFTP directory to store backup data (default to ~iahsay)

Test

B X ?

3. Select Single storage destination.

NOTE

The option Destination Pool is defined from a number of single storage destination.

4, Enter the Host and Port number.
5. Enter the Username.
6. Enter the Password.

7. Option: Enter the SFTP directory if you have one.
8. Click [Add] to continue the setup.

9. Go to Backup/Restore > Users, Groups & Policies > Policy Group > Manage Policy
Group, edit the Default settings policy.

(By applying the changes to the Default settings, all the users will be able to see and use
the settings by default. If you need to create a predefined destination for a particular group
of users, you need to create a new policy group and user group for this.)
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Add the newly created predefined storage “SFTP-1” to the Backup Set Settings >
Destinations Visible to Users > Predefined Destinations.

General =
Exclude Backup File I

User Settings

Backup Set Settings L .

_ Destinations Visible to Users N |

GUI Settings

Default Values
Predefined Destination

=+ il

Preempted Values
Preempted Backup Sets

Name Run Direct
=5 SFTP-1

Standard Destination

Customize application name

10. When you create a backup set for a user, you will be able to see the new predefined
destination.
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Appendix E Image Specifications

You can use common graphics editing tools that able to edit 32bit graphic files to generate these png
format files with transparent background.

Example:

"™ Save Configuration

Setthgs ————————————————— Preview, file size: 21 KB
BitDepth ——
() Auto-detect
(&) 32-bit

O 24-bit

O it

Dithering level

ol ]

Transparency threshold

(¢)AlisGyOBM

128

PFixels with an alpha value less than
the threshold will be fully ransparent.

For those ico (Windows icon) and icns (Mac icon) files, you can use icon editing tools (available to
download from Internet). Most of the icon files have multiple sizes of images. Please refer to the
original icon format to replace your product logo into the files.

—
| [256x256 - True Color+aipha v] (3 5¢C B | L [0 v] @ #‘;

256x256 - 32

®

1z28x125 - 32

©®

4o - 32

®

FEx3E - 32

O]

16x16 - 32
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Image specifications for AhsayCBS (web interface, pdf and email report)

File name: ico_40_cbs_logo.png

This logo has transparent background (checkered
squares) with white text.

C,

File name: default.large.gif

This logo has transparent background (checkered
squares).

‘G Al 18y sos ‘

File name: ico_24_cbs.png

This logo has transparent background (checkered
squares).

File name: ico_obm_16.png

This logo has transparent background (checkered
squares).

®)

www.ahsay.com

Format: png
Width: 200 px
Height: 72 px

Format: gif
Width: 129 px
Height: 40 px

Format: png
Width: 24 px
Height: 24 px

Format: png
Width: 18 px
Height: 18 px
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File name: ico_acb_16.png Format: png

Width: 18 px
This logo has transparent background (checkered Height: 18 px
squares).

()

Image specifications for Ahsay Mobile icon (on web console Mobile App Download page and
Mobile Feature tab)

File name: mobile-app-icon.png Format: png
Width: 120 px
Height: 120 px
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Image specifications for AhsayCBS (Installation graphics)
Images for Windows (Installation graphics)
File name: aboutBG.bmp Format: Bitmap

Width: 164 px
Height: 337 px

(The size of this graphic is reduced to fit into this document.)

File name: desktop.ico Format: Windows Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)
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G@m

(The sizes of these logos are reduced to fit into this document.)

transparency)

File name: installer.ico Format: Windows Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel

e ™
.G

(The sizes of these logos are reduced to fit into this document.)

www.ahsay.com
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File name: splash.bmp Format: Bitmap
Width: 340 px
Height: 240 px

(The size of this graphic is reduced to fit into this document.)

File name: restart.ico Format: Windows Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)

Oo.

(The sizes of these logos are reduced to fit into this document.)
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File name: small.bmp Format: Bitmap

Width: 55 px
Height: 58 px
File name: start.ico Format: Windows Icon
Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px

squares).

(True color plus alpha channel
transparency)

Qo.

(The sizes of these logos are reduced to fit into this document.)

File name: stop.ico Format: Windows Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)
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Qo..

(The sizes of these logos are reduced to fit into this document.)

File name: uninstall.ico Format: Windows Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)

&’ (&
H%m

(The sizes of these logos are reduced to fit into this document.)
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File name: webAdmin.ico Format: Windows Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)

©o.

(The sizes of these logos are reduced to fit into this document.)

Images for AhsayUBS (Installation graphics)

File name: favicon.ico Format: Website Icon
Width: 16 px
This logo has transparent background (checkered Height: 16 px
squares).
or
Width: 32 px
Height: 32 px

(True color plus alpha channel
transparency)

Q
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File name: footer.png Format: png

Width: 127 px
Height: 42 px
File name: header_bg.png Format: png

Width: 2400 px
Height: 143 px

(The size of this graphic is reduced to fit into this document.)

File name: header_logo.png Format: png
Width: 524 px
This logo has transparent background (checkered Height: 143 px

squares) with white text.

-

Ll

(The size of this graphic is reduced to fit into this document.)
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File name: login_bg.png Format: png
Width: 471 px
Height: 340 px

(The size of this graphic is reduced to fit into this document.)

File name: login_logo.png Format: png
Width: 353 px
This logo has transparent background (checkered Height: 140 px

squares) with white text.

Ll
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File name: splash_320x200.bmp Format: Bitmap
Width: 320 px
Height: 200 px

W

™

Ahsay" Universal Backup Sysh

File name: splash_1024x768.bmp Format: Bitmap
Width: 1024 px
Height: 768 px

u

Ahsay™ Universal Backup System

(The size of this graphic is reduced to fit into this document.)
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Image specifications for AhsayOBM (Application graphics)

Images for all platforms

File name: about_logo.png Format: png
Width: 144 px
This logo has transparent background (checkered Height: 33 px
squares).
(@) AtisayoEm
File name: login_bg.png Format: png

Width: 1016 px
Height: 734 px

(The size of this graphic is reduced to fit into this document.)

File name: login_logo.png Format: png
Width: 200 px
This logo has transparent background (checkered Height: 60 px

squares) with white text.
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File name: logo.png Format: png

Width: 32 px
This logo has transparent background (checkered Height: 32 px
squares).
F Y
O,
File name: main_logo.png Format: png
Width: 148 px
This logo has transparent background (checkered Height: 33 px
squares) with white text.
File name: splash.png Format: png
Width: 420 px

Height: 240 px

@ AhsayOBM

(The size of this graphic is reduced to fit into this document.)
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File name: dstn_CBS_24.png

This logo has transparent background (checkered
squares) with white text.

©

File name: dstn_CBS_32.png

This logo has transparent background (checkered
squares) with white text.

C

File name: dstn_CBS_48.png

This logo has transparent background (checkered
squares) with white text.

C

File name: fs16_root_CBS.png

This logo has transparent background (checkered
squares) with white text.

www.ahsay.com

Format: png
Width: 24 px
Height: 24 px

Format: png
Width: 32 px
Height: 32 px

Format: png
Width: 48 px
Height: 48 px

Format: png
Width: 16 px
Height: 16 px

:

553



Images for Linux, FreeBSD and Solaris (Application graphics)

File name: desktop.png

This logo has transparent background (checkered
squares).

Images for Synology (Application graphics)

File name: logo_16.png

This logo has transparent background (checkered
squares).

=
O

File name: logo_32.png

This logo has transparent background (checkered
squares).

©

www.ahsay.com

Format: png
Width: 128 px
Height: 128 px

Format: png
Width: 16 px
Height: 16 px

Format: png
Width: 32 px
Height: 32 px
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File name: logo_72.png Format: png

Width: 72 px
This logo has transparent background (checkered Height: 72 px
squares).
Images for ONAP (Application graphics)
File name: logo_72.png Format: png
Width: 72 px
This logo has transparent background (checkered Height: 72 px

squares).

7
)

Images for Windows (System tray)

The following icons iconl.ico, icon2.ico, icon3.ico and icon4.ico will be used in the Windows system
tray. Please arrange them in an animated sequence. The application will arrange the animation
sequence when the backup job is run.

File name: iconl.ico Format: Windows Icon
Width: 16 px

This logo has transparent background (checkered Height: 16 px

squares).

(True color plus alpha channel
transparency)
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®

Criginal Image enlarged for easy reference
File name: icon2.ico Format: Windows Icon
Width: 16 px
This logo has transparent background (checkered Height: 16 px
squares).

(True color plus alpha channel

transparency)
@
Criginal Image enlarged for easy reference
File name: icon3.ico Format: Windows Icon
Width: 16 px
This logo has transparent background (checkered Height: 16 px
squares).

(True color plus alpha channel
transparency)

@

Criginal Image enlarged for easy reference
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File name: icon4.ico Format: Windows Icon
Width: 16 px

This logo has transparent background (checkered Height: 16 px

squares).

(True color plus alpha channel

transparency)
*]
Criginal Image enlarged for easy reference
File name: toast.ico Format: Windows Icon
Width: 64 px
This logo has transparent background (checkered Height: 64 px
squares).
(True color plus alpha channel
transparency)
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Images for Mac (Application and installation graphics)

File name: desktop.icns Format: Mac Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)

@@m

(The sizes of these logos are reduced to fit into this document.)

File name: GenericlavaApp.icns Format: Mac Icon

This logo has transparent background (checkered
squares).
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E:

128128 -32bit 32x3232bit 16x16-32hit

2 =

32x32 8bit  16x16 8hit

32:32-1bit 16x16-1bit

Note: These are default Java application icons, they will be displayed when there
are icons missing. This is not directly related the product branding.

File name: installer.icns Format: Mac Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)

(The sizes of these logos are reduced to fit into this document.)
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File name: Logo.icns Format: Mac Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)

@@m

(The sizes of these logos are reduced to fit into this document.)
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File name: uninstall.icns Format: Mac Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)

R

(The sizes of these logos are reduced to fit into this document.)

File name: OBMLogo.ichs Format: Mac Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)

www.ahsay.com 561

o



@@m

(The sizes of these logos are reduced to fit into this document.)

File name: background.jpg Format: JPEG
Width: 622 px
Height: 420 px

@AhsayOBM

(The size of this graphic is reduced to fit into this document.)

File name: logo.png Format: png

Width: 128 px

Height: 128 px
www.ahsay.com 562




(The size of this graphic is reduced to fit into this document.)

Images for Synology (Installation graphics)

File name: PACKAGE_ICON.PNG

This logo has transparent background (checkered
squares).

File name: PACKAGE_ICON_120.PNG

This logo has transparent background (checkered
squares).

File name: PACKAGE_ICON_256.PNG

This logo has transparent background (checkered
squares).

www.ahsay.com

Format: png
Width: 72 px
Height: 72 px

Format: png
Width: 120 px
Height: 120 px

Format: png
Width: 256 px
Height: 256 px
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Images for ONAP (Installation graphics)

File name: PACKAGE_ICON_64.GIF

File name: PACKAGE_ICON_64_GRAY.GIF

File name: PACKAGE_ICON_80.GIF

www.ahsay.com

Format: gif
Width: 64 px
Height: 64 px

Format: gif
Width: 64 px
Height: 64 px

Format: gif
Width: 80 px
Height: 80 px
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Images for Windows (Installation graphics)

File name: aboutBG.bmp Format: Bitmap
Width: 164 px
Height: 337 px

@AhsuyOBM

(The size of this graphic is reduced to fit into this document.)

File name: desktop.ico Format: Windows Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)
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@@m

File name: installer.ico Format: Windows Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)

(The sizes of these logos are reduced to fit into this document.)

File name: small.bmp Format: Bitmap
Width: 55 px
Height: 58 px
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©®

File name: uninstall.ico Format: Windows Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)

o)
H@m

(The sizes of these logos are reduced to fit into this document.)
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Image specifications for AhsayACB (Application graphics)

Images for all platforms

File name: about_logo.png Format: png
Width: 144 px
This logo has transparent background (checkered Height: 33 px
squares).
(@ Ansayacs
File name: login_bg.png Format: png

Width: 1016 px
Height: 734 px

(The size of this logo is reduced to fit into this document.)

File name: login_logo.png Format: png
Width: 200 px
This logo has transparent background (checkered Height: 60 px

squares) with white text.
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File name: logo.png Format: png

Width: 32 px
This logo has transparent background (checkered Height: 32 px
squares).
Py
Q
File name: main_logo.png Format: png
Width: 148 px
This logo has transparent background (checkered Height: 33 px
squares) with white text.
File name: splash.png Format: png
Width: 420 px

Height: 240 px

@ AhsayACB

(The size of this graphic is reduced to fit into this document.)
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File name: dstn_CBS_24.png

This logo has transparent background (checkered
squares) with white text.

©

File name: dstn_CBS_32.png

This logo has transparent background (checkered
squares) with white text.

C

File name: dstn_CBS_48.png

This logo has transparent background (checkered
squares) with white text.

C

File name: fs16_root_CBS.png

This logo has transparent background (checkered
squares) with white text.

www.ahsay.com

Format: png
Width: 24 px
Height: 24 px

Format: png
Width: 32 px
Height: 32 px

Format: png
Width: 48 px
Height: 48 px

Format: png
Width: 16 px
Height: 16 px

M
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Images for Windows (System tray)

The following icons iconl.ico, icon2.ico, icon3.ico and icon4.ico will be used in the Windows system
tray. Please arrange them in an animated sequence. The application will arrange the animation
sequence when the backup job is run.

File name: iconl.ico Format: Windows Icon
Width: 16 px

This logo has transparent background (checkered Height: 16 px

squares).

(True color plus alpha channel

transparency)
@
Criginal Image enlarged for easy reference
File name: icon2.ico Format: Windows Icon
Width: 16 px
This logo has transparent background (checkered Height: 16 px
squares).
(True color plus alpha channel
transparency)
@
Criginal Image enlarged for easy reference
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File name: icon3.ico Format: Windows Icon

Width: 16 px
This logo has transparent background (checkered Height: 16 px
squares).
(True color plus alpha channel
transparency)
@
Criginal Image enlarged for easy reference
File name: icon4.ico Format: Windows Icon
Width: 16 px
This logo has transparent background (checkered Height: 16 px
squares).
(True color plus alpha channel
transparency)
* ]
Criginal Image enlarged for easy reference
File name: toast.ico Format: Windows Icon
Width: 64 px
This logo has transparent background (checkered Height: 64 px
squares).
(True color plus alpha channel
transparency)
www.ahsay.com 572
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Images for Mac (Application and installation graphics)

File name: desktop.icns Format: Mac Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)

@o..

(The sizes of these logos are reduced to fit into this document.)

File name: GenericlJavaApp.icns Format: Mac Icon

This logo has transparent background (checkered
squares).

www.ahsay.com 573
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128128 -32bit 32x3232bit 16x16-32hit

2 =

32x32 8bit  16x16 8hit

32:32-1bit 16x16-1bit

Note: These are default Java application icons, they will be displayed when there
are icons missing. This is not directly related the product branding.

File name: installer.icns Format: Mac Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)

@Em
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(The sizes of these logos are reduced to fit into this document.)

File name: Logo.icns Format: Mac Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)

Qo..

(The sizes of these logos are reduced to fit into this document.)

File name: uninstall.icns Format: Mac Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)
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(The sizes of these logos are reduced to fit into this document.)

File name: ACBLogo.icns Format: Mac Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)

QYo

(The sizes of these logos are reduced to fit into this document.)

File name: background.jpg Format: JPEG
Width: 622 px
Height: 420 px
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@AhsayACB

(The size of this graphic is reduced to fit into this document.)

File name: logo.png Format: png
Width: 128 px
Height: 128 px

QL

(The size of this graphic is reduced to fit into this document.)

Images for Windows (Installation graphics)

File name: aboutBG.bmp Format: Bitmap
Width: 164 px
Height: 337 px
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@AhsayACB

(The size of this graphic is reduced to fit into this document.)

File name: desktop.ico Format: Windows Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)

@@m

(The sizes of these logos are reduced to fit into this document.)

File name: installer.ico Format: Windows Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)
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@EE

(The sizes of these logos are reduced to fit into this document.)

File name: small.bmp Format: Bitmap
Width: 55 px
Height: 58 px
File name: uninstall.ico Format: Windows Icon
Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)
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(The sizes of these logos are reduced to fit into this document.)
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Image specifications for AhsayOBC (Installation graphics)

Images for Windows

File name: acb-splash.bmp

AhsayACB

File name: installer.ico

This logo has transparent background (checkered
squares).

Format: Bitmap
Width: 340 px
Height: 240 px

Format: Windows Icon
Width: 256,128,48,32,16px
Height: 256,128,48,32,16px

(True color plus alpha channel
transparency)

L _@&@_%ﬁ

(The sizes of these logos are reduced to fit into this document.)

www.ahsay.com
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File name: obc-background.bmp Format: Bitmap
Width: 340 px
Height: 240 px

The central area inside the green dotted lines is reserved for the OBM/ACB
installation buttons.

203 px

Install &b=sy 0B

Install AhsayACH
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File name: obc-splash.bmp Format: Bitmap
Width: 340 px
Height: 240 px

AhsayOBC

File name: obm-splash.bmp Format: Bitmap
Width: 340 px
Height: 240 px

AhsayOBM

www.ahsay.com
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Appendix F

Comparison on Different Replication Setup
Environments

Here is a comparison table of the setup concerns on different replication environment.

[Ahsay CBS [Ahsay CBS|Cloud FTP/ SFTP |Ahsay CBS|Ahsay CBS|Local Mapped Local/
FTP/ Drive Removable
(Physical (Existing VM) [(Storage) (Physical (Existing VM) |SFTP Drive
machine/Cloud) machine/Cloud
)
Type of Internet LAN N/A
connection
This is the type of connection with the Backup Server, for Internet connection, you may aware on the download
speed which may affect the restore performance.
N/A refers to a direct connection with the Backup Server and the replication storage is not located on the same disk
of the user home.
Cost High Medium Medium* Low High Medium Low Low Low
The cost is measured in terms of setup, hosting, storage media type and maintenance.
* The cost would be affected if the cloud storage is charged base on bandwidth or amount of access.
Replication Medium Medium Medium Medium Fast Fast Fast Fast Fast
Speed
The replication speed over the Internet would mainly depend on the upload bandwidth. The replication speed is
similar as file copying between 2 devices and the number of backup set to replicate. If fast replication is required,
lyou can consider using the multiple threads replication (v7.7 onwards)
Recovery Fast Fast Slow Slow Fast Fast Fast Fast Fast
Speed
This is measured in terms of the Backup Server downtime. The bottleneck is mainly on the Internet bandwidth.
Switch to Yes Yes No No Yes Yes No No No
Backup Server
Time to switch [Slow ** Slow ** N/A N/A Fast Fast N/A N/A N/A
over by DNS
** The speed would depend on the DNS propagation time.
N/A refers to the device has no such capability and not applicable for the DNS switch over.
Time to switch [Fast Fast N/A N/A Fast Fast N/A N/A N/A
over by IP
address Switch the IP address of the Replication Server to the IP address of the Backup Server, provided that the Backup
Server is down and the IP address will not be used on the Backup Server again.
N/A refers to the device has no such capability and not applicable for the IP switch over.
Offsite Yes Yes Yes Yes No No No No No
replication
Replication By Ahsay By Ahsay |Depends *** |INo By Ahsay |By Ahsay [No No No
snapshot CBS CBS CBS CBS

*** Depends on the cloud service provider/setup.

www.ahsay.com
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Appendix G

System Job

Here is a summary of the system jobs on the AhsayCBS. For the daily job, it is scheduled at 06:00,
while others will be performed hourly and quarter-hourly.

Quarter-hourly Job

Job Name Description Email
Low Disk Space When the disk space of the user home or system home is v
Alert over 80%, email will be sent to administrator. Once the alert

email is sent, email will not be sent within the next hour.
Inactive Backup Set | Email users when backup set has not been run for a number v
Report of days. (The number of days can be set in policy group.)
Settings Change When user’s profile or backup set settings is changed, Email v
Report will be sent to user.
Restore Job Report | Send restore job report to user.
Backup Job Report | Send backup job report to user.
Remove Deleted This job scans removed backup sets from the storage.
Backup Set
Hourly Job

Job Name Description Email
Missed Backup Email will be sent if scheduled backup job has not been v
Report started after 6 hours.

Remove Migrated (Version 7.7 or later) When v6 backup data has completely X
v6 Data migrated to v7 format, this job will remove the old v6 backup
data.
License Check License validation check. X
Daily Job

Job Name Description Email
Backup Quota It will send report to user when the backup quota is over v
Reminder Report 80% or backup quota is full.

Trial User Reminder | It will send report to trial users when trial users are going to v
Job expire or to those expired trial users.
Low Destination It will send disk space reminder email to administrator. It v
Space Reminder monitors the local and cloud storages such as Google Drive,
OneDrive and OneDrive for Business.
Configuration Perform AhsayCBS system configuration, user profile, and b 4
585
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Archival

runtime settings to our cloud.

Remove Trial User

www.ahsay.com

:

Expired trial users will be removed by this job. b 4
Logs Removal This job removes expired log entries such as backup error, X
backup job, CDP backup job, replication log, advertisement
log and system logs etc.
Meter license usage | Upload meter license usage to our cloud. b 4
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Appendix H

Daily User Report

If the user group your account belongs to has the Daily User Report selected in the Policy Group

setting, you will receive a daily user report generated by the CBS system.

The daily user report is an interactive report to provide you with detailed information activities,
statistics, problems or issues that your account is associated with.

There are two major types of reports you can find from the email, the Backup/Restore Report and

the Daily User Report.

To access the Backup/Restore report

» Download individual Backup or Restore report

1. The content in the email shows a list of Backup and Restore jobs performed associated with
your user. Simply click on the Download link in the individual backup or restore job item as

highlighted in the screen shot below.

Dear Windows_Test3,

Backup Job

MNo. User

1 Windows_Test3

2 Windows_Test3

Restore Job

MNo. User

1 Windows_Test3

Sincerely
Ahsay Support Team

Details

Backup Set: b1 (155002570667 2)Backup
Job: 02/13/2019 10:43:13Destination:
AhsayCBSDuration (Size): 00:06:08

(22.29M/25.57M)Last Successful Backup:

02/13/2019 10:43:13 (0 Days)

Backup Set: b2 (1550025890832)Backup
Job: 02/13/2019 10:45:18Destination:
AhsayCBSDuration (Size): 00:05:42
(27.58M/30.8M)Last Successful Backup:
02/13/2019 10:45:18 (0 Days)

Details

Backup Set: b1 (155002570667 2)Restore
Job: 02/13/2019 10:46:30Destination:
AhsayCBSDuration (Size): 00:00:37
(22.29M/25.57M)

Status

OK

OK

Status

oK

Please download the attachment "DailyUserReport. html” to view your consolidated Daily User
Report for 02/13/2019. 0 error(s) and 0 issue(s) were found by the system. Please review and
fix them as soon as possible.

Report

Download

Download

Report

Download

www.ahsay.com
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2. You will be prompted to enter the password of your backup user account as shown below.
Click on the Download button after entering the password.

Login Mame:

NMindows:_Test3

Password

L

el

Download

3. The Backup or Restore report in .zip format will be download.

» Download Backup and Restore reports at once

1. All backup reports and restore reports are grouped separate .zip attachments and are named
as BackupReports.zip and RestoreReports.zip respectively.

G AhsayCBS

Dear steven.tselahsay.com,

Please download the attachment "DailyUserReport.html™ to view your consolidated Daily User
Report for 11/25/2016. 95 error{s) and 89 issue({s) were found by the system. Please review and

fix them as soon as possible.

& Download zip file (total 115 KB)
W BackupReports. zip (29 KE)
B BestoreReports. zip 17 KE)

2. Unzip the downloaded file and you will find all the backup or restore reports.
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To access the Consolidated Report

1. Click on the attachment DailyUserReport.html from the email to download the file.

@ AhsayCES

Dear Windows_Test3,

fix them as soon as possible.

2 Attachments

Please download the attachment "DailyUserReport.hitml” to view your consclidated Daily User
Report for 02/13/2019. 0 error(s) and 0 issue(s) were found by the system. Please review and

B roname ! E DpailyuserReportht.. '
2. Launch the file with your Internet browser and you will see a screen similar to this.
PrTviER
Daily User Report (Windows Test3)
Generated at : Wednesday, February 13, 2019 11:00:18 CST
€) proBiems  issues  TQ actvmes |l stamsmics
\ System | Backup Restore Replication Redirection
No. Events Start Time End Time Total No. of Occurrence
Mo Records
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About the Daily User Report

The daily user report has 4 major sections which are PROBLEMS, ISSUES, ACTIVITIES and
STATISTICS.

€3 PROBLEMS

All unsuccessful activities including system jobs, backup jobs, restore, replication and redirection are
recorded under the PROBLEMS section. There are 5 tabs under this category.

» System

This page shows the consolidated data for system job errors with the following details. All same
type of system job error will be grouped as one entry.

Daily User Report (Windows Test3)

@ WEBVIEW PRINT VIEW

€ rroBLEMS issues Ty acrvmes |l stamsTics

System Backup Restore Replication Redirection

No. Events Start Time End Time Total No. of Occurrence

1 UserAuthFailed 02/13/2019 12:29:12 02/13/2019 12:29:12 1
No. Sequential number of report item
Events Type of system job error
Start Time Start time of the first occurrence of the particular type of system job error
End Time End time of the last occurrence of the particular type of system job error
Total No. of . .

Number of occurrence of the particular type of system job error
Occurrence
» Backup

This page shows all the unsuccessful backup jobs with the following details.

. PRINT VIEW
Daily User Report (Windows Test3)
€3 ProBLEMS issues Ty actvmes |l stamistics
System Backup Restore  Replication Redirection
User Backup Sets Start Time End Time Job Status Jobs@Destinations Total Mo. of Errors  Last Successful Backup
Windows_Testd b3 0211372019 12:52:57 02132019 12:58:19  User interrupted  2019-02-13-12-58-05@AhsayCBS 1 -
User Name of the backup user
Backup Sets Name of the failed backup set
Start Time Start time of the failed backup job (in backup server’s time zone)
End Time End time of the failed backup job (in backup server’s time zone)
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Job Status

Status of the failed backup job, e.g. Missed Backup

Job@Destinations

Backup time in client time zone

Total No. of Errors

Total number of backup error for the particular backup set

Last Successful

Time of the last successful backup job for the particular backup set
Backup

> Restore

This page shows all the unsuccessful restore jobs with the following details.

PRINT VIEW

Daily User Report (Windows Test3)

€3 ProBLEMS issues Ty actvimes [l stamstics

System Backup Restore Replication Redirection

User Backup Sets  Start Time End Time Job Status Jobs@Destinations Total No. of Errors

Windows_Testd b2 02/13/201912:58:44 021372019 12:58:46 Userintermupted  2019-02-13-12-58-44@AhsayCBS 1

User Name of the backup user

Backup Sets Name of the failed backup set

Start time of the failed restore job (in backup server’s time

Start Time
zone)

End Time End time of the failed restore job (in backup server’s time
zone)

Job Status Status of the failed restore job, e.g. User interrupted

Job@Destinations Restore time in client backup agent’s time zone

Total No. of Errors Total number of restore error for the particular backup set

» Replication

This page shows all the unsuccessful replication jobs with the following details.

. PRINT VIEW

Daily User Report (Windows Test3)

€3 ProBLEMS issues Ty actvimes [l stamstics

System Backup Restore Replication Redirection

User Backup Sets Timestamp Type Messages

Mo Records
User Name of the backup user
Backup Sets Name of the backup set failed for replication
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Timestamp Recorded time of the replication error

Type Type of the replication error

Messages Error message showing details of the replication error

> Redirection

This page shows all the unsuccessful redirection jobs with the following details.

. R PRINT VIEW
Daily User Report (Windows Test3)

€3 ProBLEMS issues Ty acnvmes |l stamisics

System Backup Restore  Replication | Redirection |

Timestamp Events Users Total No. of Errors
Mo Records
Timestamp Recorded time of the redirection error
Events Type of the redirection error
Users Name of user failed for the redirection job
Total No. of Errors Total number of redirection error for the particular user
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ISSUES

This section shows issues regarding system jobs, backup user account and backup sets that backup
user should be aware of. There are 3 tabs under this category.

» System / Security

This page shows the consolidated data for system or security issues with the following details.

. . PRINT VIEW
Daily User Report (Windows Test3)

€3 ProBLEMS issues T acrvimes |l stamistics

System / Security Users Backup Sets

Events Users Start Time End Time MNo. of Occurrence Remote IP Address User Agent
UserAuthFailed Windows_Test3 02132019 12:29:12 021372019 12:29:12 1 10.16.10.11 CEM
Events Type of system / security issues
Users Name of the backup user for the particular type of system/security
issue
. Start time of the first occurrence of the particular type of
Start Time e p yp
system/security issue
. End time of the last occurrence of the particular type of
End Time P yp

system/security issue

Number of occurrence of the particular type of system/security of a

No. of Occurrence
backup user

Remote IP Address IP address where Client Agent Application is installed
User Agent Type of Client Agent Application (AhsayOBM/AhsayACB)
» Users

This page shows a list of backup users whose account’s storage quota is 90% or above full.

. . PRINT VIEW
Daily User Report (Windows Test3)

€3 ProBLEMS issues Ty acnvimes [l stamsmics

System / Security Users Backup Sets

Events Type User Used/Quota (%) Last Login Registration Date Last Backup Suspend At
Mo Records
Events Type of user issue
Type User’s subscription status, whether it is a paid or trial user
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User Name of the backup user

Used/Quota (%) | Storage used / Storage Quota (Utilization rate)

Last Login Last login time of user

Regi i . . .
egistration Backup account’s registration date and time

Date
Last Backup Date and time of the last backup job performed
Suspend At » Trial account — date when the trial account expires

» Paid account — suspension date set by the system administrator

» Backup Sets

This page shows a list of missed scheduled backup and backup sets that have not been backed
up for 14 days or more.

Daily User Report (Windows Test3)

@ WEBVIEW PRINT VIEW

€3 ProBLEMS issues Ty actvimes il stamstics

System / Security Users Backup Sets

Events Users Backup Set Creation Date Last Backup Job
Mo Records

Events Type of backup set issue

Users Name of the backup user

Backup Set Name of the backup set

Creation Date Date and time when the backup set was created

Last Backup Job | Number of day when a backup job was last performed
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Ty ACTMTIES

This section shows activities of all backup and restore jobs, both successful and unsuccessful ones,
as well as all setting changes made. There are 3 tabs under this category.

» Backup Jobs

This page shows a list of all backup job activities.

5 . PRINT VIEW
Daily User Report (Windows Test3)

€3 rroOBLEMS 1ssues Ty actvimes [l stamsmics

Backup Jobs Restore Jobs Setting Changes

Users Backup Set Destinations IP Address Start Time End Time Backup Duration Backup Status Backup Size *
Windows_Test3 b1 AhsayCBS 10161011 {w16_spd2013) 02/13/2019 10:38:06 02/13/2019 10:44:14 8 min(s) & sec(s) OK T[22.29M72557TM]
Windows_Test3 b2 AhzayCES 10.16.10.11 {(w16_spd2013) 0213/2019 10:40:09 02/13/2019 10:45:51 5 min(s) 42 sec(s) OK 19[27.58M / 30.8M ]
Windows_Test3 b2 AhsayCBS  10.16.10.11 (w16_spd2013) 02/13/2019 12:05:46 02/13/2019 12:12:07 & min(s)21 sec(s) OK (no files backedup ) 0[0/0]
Windows_Test3 b3 AhsayCBS 10.16.10.11 {w16_spd2013) 02/13/2019 12:52:57 02/13/2019 12:58:19 5 min(s) 22 sec(s) User inlerrupted 0[0/0]

= Unit = No. of files [Compressed size / Uncompressed size]

Users Name of the backup user

Backup Set Name of the backup set

Destinations Location of the backup destination

IP Address IP address where User Agent Application is installed
Start Time Date and time backup job started

End Time Date and time backup job ended

Backup Duration Duration of the backup job

Backup Status Status of the backup job

Backup Size No. of files [Compressed size / Uncompressed size]

> Restore Jobs

This page shows a list of all restore job activities.

. N PRINT VIEW
Daily User Report (Windows Test3)

€9 rroBLEMS issues Ty acrvmes |l stamsmics

Backup Jobs Restore Jobs Setting Changes

Users Backup Set Destinations IP Address Start Time End Time Restore Duration Restore Status Restore Size®
Windows_Test3 b1 AhsayCBS 10.16.10.11 02/13/2019 10:46:30 02/13/2019 10:47:07 37 sec(s) OK 5(22.29M)
Windows_Test3 b2 AhsayCBS 10.16.10.11 02/13/2019 12:58:44 02/13/2019 12:55:46 2 sec(s) User interrupted 0(0)

* Unit = Mo. of files {Downloaded size)

Users Name of the backup user

Backup Set Name of the backup set

www.ahsay.com 595



Destinations

Location of the restore destination

IP Address

IP address where User Agent Application is installed

Start Time

Date and time restore job started

End Time

Date and time restore job ended

Restore Duration

Duration of the restore job

Restore Status

Status of the restore job

Restore Size

Number of files restored (Downloaded size)

» Setting Changes

This page shows a list of the settings changed by backup users.

E———
Daily User Report (Windows Test3)
€3 rroBLEMS issues Ty actvmes il stamsmcs
Backup Jobs Restore Jobs Setting Changes
Users Field Old New Value Time of IP Address
Value Changes
Windows_Test3 Timezons "1084" "1097" 02/13/2018 192165 121
12:46:53
Windows_Test3 [Profile] "[Mame: b1, Windows User Authentication: [Domain Name: w16_spd2013, User name: Administrator, User name: ], 02/13/2019  10.16.10.11
[Backup Backup Source: [C\for backup], Filter: [Enabled: false], Schedule: [Compuler Mame: w16_spd2013][Daily: [Name: Backup 10:37:38
Sef] Schedule, Time: 20: 0, Type: , Duration: -1, Retention Policy: Yes]][ - J[Custom: ), Continuous Backup:
[Enabled: Mo, Destinations: [Mame: AhsayCBS, Type: OBS], In-File Delta: [Enab\ed Yes, Default Type: |, Block Size: -1
Minimum Size = 26214400, Maximum Mo. of Delta = 100, Delta Ratio = 50, Weekly: [], Monthly: [, Day: 0, Criteria: Friday,
Day of selected months in yearly variations: Firsi], Retention Policy: [Type: Simple, Pericd: 7, Unit: Day(s)]. Command
Line Tool: , Reminder: Logout Backup Reminder: w16_spd2013, Ofi-line Backup Reminder. , Off-line Notification Day: 1
Days 0 hours, Bandwidth Control: [Enabled: Mo, Mede: Independent, Bandwidth Control: ], IP Allowed for Restore: [[From
0.0.0.0, To: 255.255.255.255]], Remove temporary files after backup: Yes, Follow Link: Yes, Volume Shadow Copy: Yes,
File Permissi Yes, Compression Type: Fast (Comp d size larger than normal]]"
Users Name of the backup user
Field The field that has been changed
Old Value Old Value before the change
New Value New Value after the change
Time of Changes Date and time change was made
IP Address IP Address of the machine which initiated the changes
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[l stamsmics

> Users

This section shows statistics data of backup users, user quota and data transfer.

This page shows a list of statistics data regarding the backup user account.

Daily User Report (Windows Test3)

PRINT VIEW

€3 rroBLEMS 1ssues 1§ actvimes [l stamistics
Users | User Quota  Data Transfer
Username Alias Registration Date Last Backup Last Login
Windows_Test3 0211312019 09:58:11 - 02/13/2019 13:00:48
Username Name of the backup user

Alias

Another name of the backup user

Registration Date

Date and time when the backup account was registered

Last Backup

Number of day when a backup job was last performed with the

particular user account

Last Login

Date and time when user last logged in to the particular

account

» User Quota

This page shows a list of statistics data regarding user quota.

Windows_Test3
Windows_Test3

Users | User Quota Data Transfer
Username Alias Destination
GoogleDrive-1

AhsayCBS (--)

Daily User Report (Windows Test3)

€3 ProBLEMS issues Ty acrvmes |l stamsTics

Used/Quota (%)
0/ Unlimited (3}
49.87M / 100G (0.05%)

Compressed

PRINT VIEW

Username Name of the backup user

Alias Another name of the backup user

Destination Backup destination used by the backup user

Used/Quota Storage used / Storage Quota (Utilization rate)

Compressed Whether data is compressed or not
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> Data Transfer

This page shows a list of statistics data regarding data transfer for backup jobs and restore jobs.
PRINT VIEW

Daily User Report (Windows Test3)

€) eroBLEMS issues 1§ acivimes il stamsnics

Users  User Quota | Data Transfer

Backup Jobs

User Backup Set Destinations |IP Address Start Time End Time Backup Duration Backup Status Backup Size*
\Windows_Testd b1 AhsayCBS 10.16.10.11 (w16_spd2013) 02/13/201910:38:06 02132019 10:44:14 6 min(s) 8 sec(s) DK T[22.29M/2557TM ]
Windows_Testd b2 AhsayCBS 10.16.10.11 (w16_spd2013)  02M3/2019 10:40:09  02/13/2019 10:45:51 5 min{s) 42 sec(s) OK 19 [27.58M / 30.8M |
Windows_Test3 | b2 AhsayCBS  10.16.10 11 {w16_spd2013)  02/13/2019 12:0546  02113/2018 1212:07 | 6 minjs) 21 sec(s) OK [nofiles backedup) 0[0/0]

Windows Test3 b3 AhsayCBS 10.16.10.11 {w16_spd2013)  02113/2019 12.52:57  02113/2019 1225818 5 min(s) 22 secis)  User interrupted 0[0/0]

Restore Jobs

User Backup Set Destinations IP Address Start Time End Time Restore Duration Restore Stafus Restore Size™
\Windows_Testd b1 AhsayCBS 10.16.10.11 021372019 10:46:30 021372019 10:47.07 37 sec(s) OK 5 (22.29M)
Windows_Test3 b2 AhsayCBS 10.16.10.11 0213720119 12:58:44 02/13/2019 12:58'46 2 sec(s) User interrupted 0(0)

* Unit = Mo. of files [Compressed size / Uncompressed size]
** Unit =No. of files (Downloaded size)

Users Name of the backup user

Backup Set Name of the backup set

Destinations Backup Destination of the particular backup set

IP Address IP address of the client backup agent running the backup /
restore

Start Time Start time of the particular backup / restore

End Time End time of the particular backup / restore

Backup Duration / Duration of the backup / restore for the particular backup /

Restore Duration restore

Backup Status / Restore

Status Status of the particular backup / restore job

Backup size / Restore size
No. of files [Compressed size / Uncompressed size]
No. of file [Downloaded size]

Backup Size / Restore
Size
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Daily Report Viewing Option

There are two viewing options for the daily report, namely the WEB VIEW and PRINT VIEW, which
can be altered by click the corresponding icon at the top right corner.

@ WEBVIEW PRINT VIEW

Daily User Report (Windows Test3)

The WEB VIEW is an interactive style report where data is presented under different categories while
user navigates through the report.

. . PRINT VIEW
Daily User Report (Windows Test3)

€) ProBLEMS issues Ty activimes il stamsmics

Users User Quota Data Transfer

Username Alias Registration Date Last Backup Last Login

Windows_Test3 - 0211372019 09:58:11 0211372019 13:00:43

The PRINT VIEW is a one-page report listing all the data from the different categories from the WEB

VIEW report.
wes view
Problems > System
No. Events Start Time End Time Total No. of Occurrence
1 UserAuthFailed 0211372019 12:28:12 02132019 12:29:12 1
Problems > Backup
User Backup Start Time End Time Job Status  Jobsi@Destinations Total Mo. of  Last Successful
Sets Errors Backup
Windows_Testd b3 02132018 02/13/2019 User 2019-02-13-12-58- 1
12:52:57 12:58:19 inferrupied 05@AhsayCES
Problems > Restore
User Backup Start Time End Time Job 5tatus Jobs@Destinations Total No. of
Sets Errors
Windows_Test3 b2 021372019 021372019 User 2019-02-13-12-58- 1
12:58:44 12:58:46 interrupted 44@AhzayCBS
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Appendix | System Files for Continuous Backup Exclusion

Below is a full list of system files you choose to exclude from performing the continuous backup.

Y

C:\Program Files

C:\Windows

Pagefile.sys

hiberfil.sys

*.tmp

* part

System Volume Information

$Recycle.Bin (Vista, 2008/R2, Win7)

RECYCLER(2000, XP, 2003)

RECYCLED

C:\Documents and Settings\All Users\Application Data\Microsoft, C:\ProgramData\Microsoft
C:\Documents and Settings\All Users\Application Data\Kaspersky Lab
C:\Documents and Settings\All Users\Application Data\Symantec
C:\Documents and Settings\All Users\Application Data\Avg7
C:\Documents and Settings\All Users\Application Data\Avg8
C:\Documents and Settings\All Users\Application Data\McAfee
C:\Documents and Settings\All Users\Application Data\McAfee.com
C:\Documents and Settings\All Users\Application Data\Sophos
ntuser.dat ntuser.dat.log

*AppData\Local\Microsoft\*

*AppData\Local\Temp\*

*AppData\Roaming Data\Microsoft\*

*\Local Settings\Application Data\Microsoft\*

*\Local Settings\Temporary Internet Files

*\Local Settings\Temp

*\Local Settings\History

NLOCALS~1\Temp

NLOCALS~1\Tempor~1

*LOCALS~1\History

~$*.doc

~$*.ppt

~$*xls

~$*.dot

VVVVVVYVYVVVVVVVVVVVVVVVYVVYVYVYVYYYVYYYY

www.ahsay.com 600




Appendix J Monitoring Activities Log Filter List
Administration Logs

On the AhsayCBS Web Console, click the following icon to see the list of system logs generated by
system events, v6 migration, and other user activities.

Administration Logs

Click the Activities Log tab to display the list of system log.

>

SNMP Log J| Message History Audit Trails

View all the system logs of this server below.

List of System Log

Filter | Type v |View| Today v Page g v
Timestamp Type Message
11/06/2019 13:17:58 RoutineJobinfo [Job][Logger] Start: Iogging system status
11/06/2019 13:17:58 RoutineJobinfo [Job][Logger] End: logging system status

11/06/2019 13:18:00 MigrateV6Datalnfo [Job][MigrateVBFile]Start: migrate v6 data

1100612019 13:18:00  MigrateV6Datalnfo  [Job][MigrateV6File] End: migrate v6 data.

11/08/2019 13:18:58 RoutineJobinfo [Job][Logger] Starting to log system status.
11/06/2019 13:18:58 RoutineJobinfo [Job][Logger] Start: logging system status
11/06/2019 13:18:58 RoutineJobinfo [Job][Logger] End: logging system status

1110612019 13:19.00  MigrateVeDatainfo  [Job][MigrateVeFile]Start: migrate v6 data

11/06/2019 13:19:00 Migy Datainfo ¢ i File] End: migrate v data.

On the log filter, click the drop-down menu to select a filter type that you would like to display.

sNMP Log || message History JECTRETEIEVIN Auart Trails |

View all the system logs of this server below.

List of System Log

Filter§ Type v |View | Today v |Page| 7 v
pe S
Timestamp Type Message Auto Save Config Error
‘Auto Save Config Info

11/08/2019 09:55:47 RoutineJoblnfo [Job][Logger] Start: logging system s Backup Status Error
1110672019 09:55:47 RoutineJobinfo lJob[Logger] End: logging system st BaCkup Stalus Info
Dashboard Error
11/06/2019 09:56:00 MigrateV6Datalnfe [Job][MigrateV6File]Start: migrate v6| Dashboard Info
Data Integrity Check Error
11/06/2019 09:56:00 MigrateV6Datalnfo [Job][MigrateVV6File] End: migrate vé Data Integrity Check Info
Data Integrity Check Wam
11/06/2019 09:56:47 RoutineJoblnfo [Job][Logger] Starting to log system ¢ pebug Configuration Error

Debug Configuration Info
Delete Backup Data Error
Delete Backup Data Info

11/06/2019 09:56:47 RoutineJohinfo [Jobl[Logger] Start: logging system s

11/08/2019 09:56:47 RoutineJoblnfo [Job][Logger] End: logging system st Delete Backup Data Warm
110672018 08:57:00 WigrateV6Datalnfo [Job)MigrateVeFile]Start migrate vé Disk Monitoring Error

Disk Space Warning
11/08/2019 09:57:00 MigrateV6Datalnfo [Job][MigrateVBFile] End: migrate v8 Migrate V6 Data End

Migrate V6 Data Error

Migrate V6 Data Info -

The following table shows the filter list and their use.

Filter Type Description

Auto Save Config Error Indicates error(s) encountered in the auto save configuration
settings under Advanced > Auto Save on the AhsayCBS Web
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Console. For further details, refer to Auto Save Settings.

Auto Save Config Info

Displays auto save related activities under Advanced > Auto
Save on the AhsayCBS Web Console. For further details, refer to
Auto Save Settings.

Backup Status Error

Indicates error(s) on the backup status. To see the progress of
recent backup(s), go to Live Activities > Backup Status tab on
the AhsayCBS Web Console. For further details, refer to Live
Activities (Monitoring Backup Status).

Backup Status Info

Indicates any backup related information.

e.g.
. [ClientAbortException] java.io.EOFException:
Unexpected EOF read on the socket, caused by
[EOFException]
To see the progress of recent backup(s), go to Live Activities >
Backup Status tab on the AhsayCBS Web Console. For further
details, refer to Live Activities (Monitoring Backup Status).

Dashboard Error

Indicates information related to the following error(s) and
warning(s):

e Missed backup(s)

e Failed backup(s)

e System error(s)

e Replication error(s)

e APl error(s)

o Email error(s)
Detailed error and warning information can be found under
Dashboard > To Dos tab on the AhsayCBS Web Console. For
further details about dashboard, refer to AhsayCBS Dashboard.

Dashboard Info

Provides important information that should be monitored by the
system administrator.
e.g.

e System error(s) or warning(s)

e System health conditions

¢ Real-time activities of the system
For further details about dashboard, refer to AhsayCBS
Dashboard.

Data Integrity Check Error

Indicates any error(s) encountered during Data Integrity Check for
Run on Server (Office 365 and Cloud File) backup initiated on the
AhsayCBS Web Console.
e.g.
. Failed to check integrity of destination
"1570697247058". Error: "[p] "

Data Integrity Check Info

Shows the Data Integrity Check process for Run on Server (Office

365 and Cloud File) backup initiated on the AhsayCBS Web

Console.

e.g.

® Start data integrity check on backup set

"BackupSet Cloud(1573527965483)", "GoogleDrive-
1(-1571107249564)", crc enabled, rebuild index
disabled

® Download valid index files from backup job
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"Current" to
"$UserProfile$\AhsayCBS\temp\1573527965483\ Pred
efined@-1571107249564\index".

® Processing Job "2019-11-12-11-12-16", ""

® Saving encrypted backup file index to
1573527965483/blocks at destination
GoogleDrive-1...

® Data integrity check on backup set=
"BackupSet Cloud" destination= "GoogleDrive-1"
is completed

® [Finished data integrity check on backup set
"BackupSet Cloud(1573527965483)", "GoogleDrive-
1(-1571107249564)", crc enabled, rebuild index
disabled

Data Integrity Check Warn

Indicates any warning(s) encountered during Data Integrity Check
for Run on Server (Office 365 and Cloud File) backup initiated on
the AhsayCBS Web Console.

Debug Configuration Error

Indicates any error(s) related to the debug configuration settings in
the AhsayCBS Web Console.

Debug Configuration Info

Displays information related to debug configuration settings in the
AhsayCBS Web Console.

Delete Backup Data Error

Indicates any error(s) encountered during delete backup data for
Run on Server (Office 365 and Cloud File) backup initiated on the
AhsayCBS Web Console.

Delete Backup Data Info

Indicates deleted backup data from delete backup data feature on
the AhsayCBS Web Console for Run on Server (Office 365 and
Cloud File) backup.
e.g.

e 1573527965483/blocks/index.db.11000.16e5d95dd26

.Cgz
o 1573527965483/1ogs
® [inished deleting files by server run. User

Name = TestAccountl, Backup Set = BackupSet-
1(1573527965483)

Delete Backup Data Warn

Indicates any warning(s) encountered during delete backup data
for Run on Server (Office 365 and Cloud File) backup initiated on
the AhsayCBS Web Console.

Disk Monitoring Error

Indicates any error(s) encountered in the disk storage monitoring.

Disk Space Warning

Indicates low disk space warning(s) on the AhsayCBS backup
destination(s).
e.g.
. Free space of the disk for path C:\Program
Files\AhsayCBS\user is 19%, less than 20%

Migrate V6 Data End

Shows the ended v6 data migration process.

Migrate V6 Data Error

Indicates any error(s) encountered during v6 data migration
process.

Migrate V6 Data Info

Displays the full status of v6 data migration process.

e.g.
o [Job] [MigrateVé6File]Start: migrate vé6 data

www.ahsay.com

603




(] [Job] [MigrateVé6File] End: migrate vé data.

Migrate V6 Data Start

Shows the started v6 data migration process.

Redirection Status Error

Indicates error(s) in the redirection job status. To see the list of all
redirection jobs that are currently running, go to Live Activities >
Redirection tab on the AhsayCBS Web Console. For further
details, refer to Live Activities (Monitoring Redirection).

Redirection Status Info

Indicates information related to redirection job(s). To see the list of
all redirection jobs that are currently running, go to Live Activities
> Redirection tab on the AhsayCBS Web Console. For further
details, refer to Live Activities (Monitoring Redirection).

Remove Migrated V6 Data
Error

Indicates any error(s) encountered during the process of removing
migrated v6 data.

Remove Migrated V6 Data
Info

Shows the full status of removing migrated v6 data.

e.g.
. [Job] [HourlyJob]Start: Remove migrated vé data
(] [Job] [HourlyJob] End: Remove migrated vé6 data.

Replication Receiver
Status Error

Indicates error(s) in the replication receiving status. To see the
progress of the replication receiving jobs that are currently
running, go to Live Activities > Receiver tab on the AhsayCBS
Web Console. For further details, refer to Live Activities
(Monitoring Replication Receiver).

Replication Receiver
Status Info

Indicates information related to replication receiving job(s). To see
the progress of replication receiving jobs that are currently
running, go to Live Activities > Receiver tab on the AhsayCBS
Web Console. For further details, refer to Live Activities
(Monitoring Replication Receiver).

Replication Sender Status
Error

Indicates error(s) in the replication sending status. To see the
progress of replication sending jobs that are currently running, go
to Live Activities > Replication tab on the AhsayCBS Web
Console.

Replication Sender Status
Info

Indicates information related to replication sending job(s). To see
the progress of replication sending jobs that are currently running,
go to Live Activities > Replication tab on the AhsayCBS Web
Console.

Restore Status Error

Indicates error(s) on the restore status. To see the list of restore
jobs that are currently running or finished within 1 hour, go to Live
Activities > Restore Status tab on the AhsayCBS Web Console.
For further details, refer to Live Activities (Monitoring Restore

Status).

Restore Status Info

Indicates information related to restore job(s). To see the list of
restore jobs that are currently running or finished within 1 hour, go
to Live Activities > Restore Status tab on the AhsayCBS Web
Console. For further details, refer to Live Activities (Monitoring

Restore Status).

Routine Job Error

Indicates error(s) encountered in the start and end of logging
system status.

Routine Job Info

Displays the start and end of logging system status.
e.g.
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(] [Job] [Logger] Start: logging system status
(] [Job] [Logger] End: logging system status

Space Free Up Error

Indicates any error(s) encountered during space freeing up job(s)
initiated on the AhsayCBS Web Console for Run on Server (Office
365 and Cloud File) backup.

Space Free Up Info

Shows the process of space freeing up job(s) initiated on the
AhsayCBS Web Console for Run on Server (Office 365 and Cloud
File) backup.

e.g.

o Start processing space freeing up on backup
set= "BackupSetl (1573527965483)" destination=
"GoogleDrive-1 (-1571107249564)"

. Saving encrypted backup file index to
1573527965483/blocks at destination
GoogleDrive-1...

® [Finished space freeing up on backup set "

BackupSetl (1573527965483)", "GoogleDrive-1 (-
1571107249564) "

Space Free Up Warn

Indicates any warning(s) encountered during space freeing up job
for Run on Server (Office 365 and Cloud File) backup initiated on
the AhsayCBS Web Console.

System Authentication
Failed

Displays all the logs for failed admin login attempt to AhsayCBS
Web Console.

e.g.
. Failed login attempt from IP address 127.0.0.1

System Authentication
Successful

Displays all successful admin login attempt to AhsayCBS Web
Console.
e.g.
(] [Logon] Admin authentication successful
"system" logon to web console successfully from
IP address 192.168.12.1, server host name =
10.90.10.14

System Change Log

Indicates the basic system settings of the AhsayCBS server.
e.g.
. [System Settings]Basic {Host name
("serverl.mybackup.com" => "125.5.184.206")}

(] [System Settings]Basic {Admin Contact ("" =>
"[Name: system, Email:
ahsaytest0l@gmail.com]"), MFA
("{SmsVerification={Enable=false,
PasscodeLength=6, ResendCooldownTime=1,
ExpiryTime=5, MaxSendAllowed=5,
MaxInvalidAllowed=5,
AllowLegacyClientToSkip=true,
TwilioSettings={AccountSid=,
AuthToken=1B2M2Y8AsgTpgAmY7PhCfg==,
Sender={Type=PHONE, Value=}}}}" =>
"{SmsVerification={Enable=true,
PasscodeLength=6, ResendCooldownTime=1,
ExpiryTime=5, MaxSendAllowed=5,
MaxInvalidAllowed=5,
AllowLegacyClientToSkip=true,
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TwilioSettings={AccountSid=ACcf6235ffe9cObbbec?
1230a009c2001b,
AuthToken=eqPHlr/3ZNJJFrSIaxJWUA==,
Sender={Type=PHONE, Value=1-2028997544}}}}")}

System Configuration Error | Displays any error(s) encountered in the AhsayCBS system
configuration settings.

e.g.
(] [Exception] Failed to delete the connector.
Subadmin: "subadminl" with hostname:
"mysubadmin.com" is using this connector
"0.0.0.0:80".
System Configuration Info | Indicates information related to AhsayCBS system configuration
settings.
System Error Indicates error(s) related to system activities (e.g. failed to export
backup user).
System Status Error Indicates any system status related error(s).
System Status Info Indicates any information on the system status.

User Authentication Failed | Displays all the logs for failed user login attempt to AhsayCBS
User Web Console.
e.g.
° [Logon] 'Account Testl' logon failed.
IP="'127.0.0.1". Eeason=User "AccountTestl' not

found.
User Authentication Displays successful user login attempt to AhsayOBM/AhsayACB
Successful client and AhsayCBS User Web Console.

e.g.
For AhsayOBM/AhsayACB client
. [Logon] User authentication successful
"WindowsTestAccount" logon to client software
successfully from IP address 10.16.10.11,
server host name = https://10.16.10.14:443
For AhsayCBS User Web Console
° [Logon] User authentication successful
"TestAccount" logon to web console successfully
from IP address 192.168.12.1, server host name
= 10.90.10.14

To see the list of activities of selected user on the AhsayCBS server, go to the Audit Trails tab.

€ AnsayCBS

SNMP Log J| Message History [| Activities Log IR C ]

View the activity logs of all users on this server.

Audit Trails
Select User v Filter View
Timestamp Type Message
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In this page, click the drop-down menu to select a backup account.

SNMP Log [| Message History | Activities Log UL RIEI0)

Wiew the activity logs of all users on this server.

Audit Trails

Select User[ vl Fiter | Type ~ | View | Today v

. al
Timestamp ACBTestAccount Type Message

ACBWindows
ROSUser

WindowsTest_1

WindowsTest 2

After selecting a backup account, click the drop-down menu to select the type of filter that you would
like to display.

SNMP Log Message History Activities Log Audit Trails
View the activity logs of all users on this server.
Audit Trails
Select User | WindowsTest_1 v Filter | Type v |Miew | Today -
pe -
Timestamp | Type Message API Authentication Failed
0810/2020 [FileService.loginfo] Start to log start backup , Username = WindowsTest_1, Backy AP Authentication Successful niD=
FileServicelnio AP Service Error
14:15:10 1506591951601, Job 1D = 2020-08-10-14-15-00, Minor Version = 3.4.42 AP Service Info
08/10/2020 Backup End
BackupStart Backup, File Backup - 2020-08-10-14-15-00, to AhsayCBS started with hes§w2k1] Backup Error |k34.206:80
141510 Backup Info
; ) Backup Start
08/10/2020 FileService.loginfo] Start to log start backup , Username = WindowsTest_1, Backu niD =
FileServicelnfo [ ginfe] o P Backup Warn
141510 1506592134554, Job ID = 2020-08-10-14-15-00, Minor Version = 3 4 42 Billing Error
Billing Info
08/10/2020 Disk Full
BackupStart Backup, File backup 2 -= 2020-08-10-14-15-00, to AnsayCBS started with hoft w2l Z1Ek Full Error 184 206:80
14:15:10 Email Report Error
- Email Report Info
08/10/2020 FileServicelno [FileService.loginfo] Start to log end backup , Username = WindowsTest_1, BackuUp| e Service Error D=
14:15:20 1596591951601, Job ID = 2020-08-10-14-15-00, Minor Version = 3.4.42 File Service Info
Group Paolicy Error
08/10/2020 § Group Policy Info
BackupEnd Backup, File Backup - 2020-08-10-14-15-00, to AhsayCBS ended with host jv2k12 ; 84.206:80
14:15:20 GUI Cenfiguration Error -
The following table shows the filter list and their use.
Filter Type Description
Backup End Displays all ended backup job(s) on the AhsayOBM/AhsayACB client
and AhsayCBS Web Console for Run on Server (Office 365 and Cloud
File) backup.
e.g.

For AhsayOBM/AhsayACB client

® Backup, NewBackupl -> 2019-11-18-13-41-24, to
AhsayCBS ended with host w2kl6R2-std, server host
name = http://10.16.10.14:80
For Run on Server (Office 365 and Cloud File) backup

® Backup, CloudFileBackup -> 2019-11-18-14-31-18, to
GoogleDrive-1 ended with host 172.16.10.14

Backup Error Indicates error(s) encountered during backup job(s) on the
AhsayOBM/AhsayACB client and AhsayCBS Web Console for Run on
Server (Office 365 and Cloud File) backup.
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e.g.
For AhsayOBM/AhsayACB client
e NewBackupl -> 2019-11-18-14-46-20: Backup
Interrupted By Quota Exceeded,
http://10.16.10.14:80
For Run on Server (Office 365 and Cloud File) backup
. CloudFileBackup -> 2019-11-20-10-57-28: You have
exceeded your storage quota limit. (39.55M / 2k) ,
null

Backup Info

Indicates post-backup information or action(s) initiated by user during
backup.
e.g.
. You have exceeded your storage quota limit. (42.1M
/ 50k)

(] User Interrupted

Backup Start

Displays all started backup job(s) on the AhsayOBM/AhsayACB client
and AhsayCBS Web Console for Run on Server (Office 365 and Cloud
File) backup.
e.g.
For AhsayOBM/AhsayACB client
® Backup, NewBackupl -> 2019-11-18-13-41-24, to
AhsayCBS started with host w2kl6R2-std, server host
name = http://10.16.10.14:80
For Run on Server (Office 365 and Cloud File) backup
® Backup, CloudFileBackup -> 2019-11-18-14-31-18, to
GoogleDrive-1 started with host

Backup Warn

Indicates any warning(s) encountered during backup job(s) on the
AhsayOBM/AhsayACB client and AhsayCBS Web Console for Run on
Server (Office 365 and Cloud File) backup.

File Service Error

Indicates error(s) related to backup and/or restore operation(s).
e.g.
(] [FileService.checkQuotaExceeded] [CloudException.Quo

takExceededExpt] You have exceeded your storage
quota limit. 345k / 2k ( Used / Total Quota )

File Service Info

Indicates the following information of the started backup job:
e Backup user
e Backup set ID
e Destination ID
e Job ID (date and time of the started backup)
e Backup client version
e.g.
. [FileService.logInfo] Start to log start backup ,
Username = UserAccount, Backup Set ID =

1574055547862, Destination ID = 1574055674297, Job
ID = 2019-11-18-13-41-24, Minor Version = 3.0.30

Lockout User

Indicates backup account(s) with “locked” status on the AhsayCBS
Web Console. Locked backup account(s) can be enabled in Users,
Groups & Policies > Backup User tab > *select user* > User Profile
> General tab > Status.

Profile Service Info

Shows logs for updated time zone of the backup set.
e.g.
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[doGetProfile] Updating timezone for backupSet NewBackup
from to 1098

Quota Alert

Indicates when backup user(s) has reached its backup quota set
percentage.

Quota Exceeded

Displays module(s) with exceeded quota. Storage quota settings on the
AhsayCBS Web Console can be configured in Users, Groups &
Policies > Backup User tab > *select user* > User Profile > Backup
Client Settings tab > Quota.

Quota Reminder

Displays backup user(s) which backup quota has exceeded the set
percentage.

Request Reset
Password

Displays backup account(s) which requested to reset password.

Reset Password

Displays backup account(s) with reset password.

Restore End

Displays all ended restore job(s) on the AhsayOBM/AhsayACB client
and AhsayCBS Web Console for Run on Server (Office 365 and Cloud
File) restore.
e.g.
For AhsayOBM/AhsayACB client
° Restore, NewBackup -> 2019-11-25-11-44-14, from
AhsayCBS ended
For Run on Server (Office 365 and Cloud File) restore
o Restore, Cloud backup set -> 2019-11-25-12-13-10
ended

Restore Error

Indicates error(s) encountered during restore job(s) on the
AhsayOBM/AhsayACB client and AhsayCBS Web Console for Run on
Server (Office 365 and Cloud File) restore.

Restore Info

Indicates post-restore information or action(s) initiated by user during
restore job(s).
e.g.
. You have exceeded your storage quota limit. (42.1M
/ 50k)

(] User Interrupted

Restore Start

Displays all started restore job(s) on the AhsayOBM/AhsayACB client
and AhsayCBS Web Console for Run on Server (Office 365 and Cloud
File) restore.
e.g.
For AhsayOBM/AhsayACB client
(] Restore, NewBackupl -> 2019-11-18-14-42-27, from
AhsayCBS started
For Run on Server (Office 365 and Cloud File) restore
® Restore, CloudFileBackup —-> 2019-11-18-14-41-05
started

Restore Warn

Indicates any warning(s) encountered during restore job(s) on the
AhsayCBS Web Console for Run on Server (Office 365 and Cloud File)
restore.

e.g.

® Restore Interrupted by User

Resume User

Indicates enabled account status of the backup account. Backup
account status can be configured in Users, Groups & Policies >
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Backup User tab > *select user* > User Profile > General tab >
Status.

Routine Job Info

Displays all running system activities on the AhsayCBS server.

e.g.
L] [Job] [QuarterHourlyJob] [removeOrphanBSet] Start:
Remove v6 data. User 'UserAccount'. Backup Set
'1574058352552".

Suspend User

Indicates system user(s) with suspended account status.

System Info

Indicates unsuccessful login authentication to AhsayOBM/AhsayACB
client and AhsayCBS User Web Console.

e.g.
For AhsayOBM/AhsayACB client
(] [Logon] 'UserAccount' logon failed.
IP='10.16.10.12"'. Login Failure Count=2
Reason=[UserCacheManager.PasswordIncorrectExpt]
Incorrect password for user 'UserAccount'.

AhsayCBS User Web Console

(] [GetUserProfileRqgt]
[UserCacheManager.PasswordIncorrectExpt] Incorrect
password for user 'UserAccount'. IP =
'192.168.12.1'. Login Failure Count = 1

User Authentication
Failed

Displays all unsuccessful user login attempt to AhsayOBM/AhsayACB
client.
e.g.

e Failed login attempt from IP address 10.16.10.12

User Authentication
OK

Displays all successful user login attempt to AhsayOBM/AhsayACB
client.
e.g.

e TLogon to client software successfully from IP

address 10.16.10.12, server host name =
http://10.16.10.14:80

User Authentication
Type Error

Displays any error(s) encountered on the user login attempt (e.g.
incorrect login credentials).

User Change Log

Displays user activities and backup set settings under its created
backup set.
e.g.
L] [UserParam.addUser] Added a new user, ID =
'1574055353372" Name = UserAccount'

(] [ProfileService] [Profile] [Backup Set] ("" =>
"[Name: NewBackup, Windows User Authentication:
[Domain Name: w2k16R2-std, User name:
Administrator, User name: ], Backup Source:
[%UserProfile%\Test files], Filter: [Enabled: No]j,
Schedule: [Computer Name: w2k16R2-std] [Daily:
[Name: Backup Schedule, Time: 20: 0, Type: ,
Duration: -1, Retention Policy:

Yes] ] [Weekly: ] [Monthly: ] [Custom: ], Continuous
Backup: [Enabled: No], Destinations: [Name:
AhsayCBS, Type: OBS], In-File Delta: [Enabled: Yes,
Default Type: I, Block Size: -1, Minimum Size =
26214400, Maximum No. of Delta = 100, Delta Ratio =
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50, wWeekly: [], Monthly: [, Day: 0, Criteria:
Friday, Day of selected months in yearly
variations: First], Retention Policy: [Type:
Simple, Period: 7, Unit: Day(s)], Command Line
Tool: , Reminder: [Computer Name: w2kl6R2-std],
Bandwidth Control: [Enabled: No, Mode: Independent,
Bandwidth Control: ], IP Allowed for Restore:
[[From: 0.0.0.0, To: 255.255.255.255]], [Remove
temporary files after backup: Yes][Follow Link:
Yes] [Volume Shadow Copy: Yes][File Permissions:
Yes] [Compression Type: Fast (Compressed size larger
than normal)]]") IP = '10.16.10.12"'

Backup / Restore Logs

Click the following icon on the AhsayCBS Web Console to see the list of backup and/or restore related
system activities.

55

Backup / Restore Logs

Go to the Activities Log tab to display the list of system log.

View all the system logs of this server below.
List of System Log
Fier | Type v || User Group v | View Today v|Page|5 v
Timestamp Login Name Owner | Type Message
11/06/2019 12:30:26 7 7 RoutineJobinfo [Job][QuarterHourlyReportJob]Starting to send backup report
11/06/2019 12:30:26 RoutineJobinfo [Job][QuarterHourlyReportJob]Start: Sending backup report
11/06/2019 12:30:26 RoutineJobinfo [Job][QuarterHourtyJob] Finished removing deleted backup set files
11/06/2019 12:30:26 User_Account1 P [Pendi ] Client log is not found for '1572249684765', job "2019-10-28-16-03-00"
11/06/2019 12:30:26 QNAPTest P [ ] Client log is not found for '1572247005690', job ‘2018-10-28-15-37-38'
11/06/2019 12:30:26 Mac0365_01 EmailRep [Pendi il i ] Client log is not found for '1571294168281', job '2019-10-24-11-20-17"
11/06/2019 12:30:26 Mac0365_01 p [ i cord] Client log is not found for '1571294168281', job '2019-10-24-11-14-37"
11/06/2019 12:30:26 RoutineJobinfo [Job][QuarterHourlyReportJob]End: Sending backup report
11/06/2019 12:30:26 RoutineJobinfo [Job)[QuarterHourlyReportJob]Starting inactive backup reminder
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On the user group filter, click the drop-down menu to select a backup account.

Backup Jobs [ Restored Jobs § Backup Errors | Backup SetLog EY-oWiERE]
View all the system logs of this server below.
List of System Log
v e 3 [T R e
User Group
Timestamp Login Name Owner  Type Message All Users
LinuxTest
1111312018 09:0005 RoutineJobinfo  [Job][HourlyJob|Start: Sending missed backup reminder report MacCioutFle 02
11/13/2019 09:00:05 RoutineJoblnfa [Jeb][HourlyJob]End: Sending missed backup reminder report :'::::355—0'
1111312018 09:00:05 RoutineJobinfo  [Job[HouriyJob]Starting license check CiaPTest
11/13/2019 09:00:05 RoutineJoblnfa [Jeb][HourlyJob|Start: License check testaccount
TestAccount1
11/13/2018 09:00:05 RoutineJoblinfo [Job][HourlyJob]End: License check testaccount100
testaccount1000
11/13/2019 09:00:38 RoutineJoblnfa [Jeb][QuarterHourlyReportJob]Starting low disk space alert TestO365
trial
11/13/2018 09:00:38 RoutineJobinfo [Job][QuarterHourlyReportJob]Start: Sending low disk space alert trialuser
VMWareTest
11/13/2019 09:00:38 RoutineJoblnfa [Job][QuarterHourlyReportJob] End: Sending low disk space alert. WindowsTesl_1
11113/2018 09:00:38 Routihedobinfo  [Jobl[QuarterHourlyReportJob]Starting restore report WindowsTestAccount
11/13/2019 09:00:38 RoutineJoblnfa [Job][QuarterHourlyReportJob]Start: Restore report
11/13/2018 09:00:38 RoutineJobinfo [Job][QuarterHourlyReportJob]End: Restore report

On the log filter, click the drop-down menu to select the type of filter that you would like to display.

Backup Jobs [§ Restored Jobs J| Backup Errors J| Backup SetLog QEEYGTIEARY]

View all the system logs of this server below.

List of System Log

ype
Timestamp Login Name Owner | Type Message AP Authentication Failed
AP Authentication Successful

11/06/2019 12:30:26 RoutineJobinfo [Job][QuarterHourlyReportJob]Starting to send AP Service Error

/0612019 12:30.26 Routinedobinfo  [JobiQuarterHourlyReportjoblStart: Sending g:lm“gm'”'"

11/06/2019 12:30.:26 Routinedoblnfo  [Job[QuarterHourlyJob] Finished removing de| Backup Error
Backup Info

11/08/2019 12:30:26  User_Account1 EmailReportinfo  [PendingEmail. postValidateJobRecord) Client | Backup Start job '2019-10-28-16-03-00"
Backup Wam

11082019 12:30:26  QNAPTest E p [P ! JobRecord] Client | Billing Errar Job '2019-10-28-15-37-38"
Billing Info

11/06/2019 12:30:26 Mac0365_01 EmailReportinfo [PendingEmail postvalidateJobRecord] Client | Disk Full Error job '2018-10-24-11-20-17"
Email Report Error

11/06/2019 12:30:26  MacO365_01 EmallReportinfo  [PendingEmall.postValidate JobRecord] Glient | Email Report Info Job 2018-10-24.11-14-37"
File Service Error

1106/2019 12:30:26 Routinedobinfo  [JobiQuarterHourlyReportioblEnd: Sending bi cyc so o

Group Palicy Error
Group Palicy Info
1110612019 12:30:26 RoutineJoblnfo  [Job][QuarterHourlyReportJob] Start: Inactive ¢ B! Configuration Error -

11/06/2019 12:30:26 RoutineJobinfo [Job][QuarterHourlyReportJob]Stariing inactive

The following table shows the filter list and their use.

Filter Type Description

API Authentication Failed | Displays unsuccessful API login authentication to AhsayCBS
server.
e.g.
e Failed login attempt from IP address
192.168.22.40

API Authentication Displays successful API login authentication to AhsayCBS server.
Successful e.g.
® Logon to API from IP address 192.168.22.40
successfully
API Service Error Indicates any API service error(s) encountered on the AhsayCBS

server.
e.g.
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° [Api] [UpdateLicense] [o] Incorrect Product Key

° [Api] [AuthUser] [ad]
[UserCacheManager.NoSuchUserExpt] User 'tl' not
found.

API Service Info

Displays any API related information on the AhsayCBS server.

Backup End

Displays all ended backup job(s) on the AhsayOBM/AhsayACB
client and AhsayCBS Web Console for Run on Server (Office 365
and Cloud File) backup.
e.g.
For AhsayOBM/AhsayACB client
® Backup, NewBackup -> 2019-11-20-10-57-18, to
AhsayCBS ended with host w2kl6R2-std, server
host name = http://10.16.10.14:80
For Run on Server (Office 365 and Cloud File) backup
® Backup, Server Run Office 365 Backup Set ->
2019-11-15-23-00-00, to AhsayCBS ended with
host 172.16.10.14

Backup Error

Indicates error(s) encountered during backup job(s) on the
AhsayOBM/AhsayACB client and AhsayCBS Web Console for
Run on Server (Office 365 and Cloud File) backup.
e.g.
For AhsayOBM/AhsayACB client

® Backup Set Test 01 -> 2019-11-07-20-00-00: You

have exceeded your storage quota limit. (304k /
50k) , https://127.0.0.1:443

For Run on Server (Office 365 and Cloud File) backup
e (Client Run Office 365 Backup Set -> 2019-11-02-

23-38-00: Backup completed with error(s) ,
https://10.90.10.14:443

Backup Info

Indicates post-backup information or action(s) initiated by user
during backup job(s).
e.g.
. You have exceeded your storage quota limit.
(42.1M / 50k)

(] User Interrupted

Backup Start

Displays all started backup job(s) on the AhsayOBM/AhsayACB
client and AhsayCBS Web Console for Run on Server (Office 365
and Cloud File) backup.

e.g.

For AhsayOBM/AhsayACB client

e Backup, Sample Backup Set 01 -> 2019-11-01-20-
00-00, to AhsayCBS started with host w2k16R2-
std, server host name = https://10.16.10.14:443

For Run on Server (Office 365 and Cloud File) backup
® Backup, Server Run Office 365 Backup Set ->
2019-11-01-23-00-00, to AhsayCBS started with
host

Backup Warn

Indicates any warning(s) encountered during backup job(s) on the
AhsayOBM/AhsayACB client and AhsayCBS Web Console for
Run on Server (Office 365 and Cloud File) backup.

Disk Full Error

Indicates error(s) encountered in the disk storage usage.
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Email Report Error

Indicates failed sending of generated email report to the system
administrator and/or backup user(s).

. [BackupJob.record.list] Unable to list pending
email, error =
[UserCacheManager.NoSuchUserExpt] User
'"User Accountl' not found. [ad]
[UserCacheManager.NoSuchUserExpt] User
'"User Accountl' not found.

For further details about email settings, refer to Email
configuration settings.

Email Report Info

Displays email report related information.

e.g.

. [PendingEmail.postValidatedJobRecord] Client log
is not found for '1573526959301', job '2019-11-
12-10-52-42"

. [BackupReport.send] Backup report email sent to
pd-vm95-obm@ga.ahsay.com; Subject: Backup
Report [OK] > ga-w03r2x-0-95-obm > v5-VM95-
mysqlb5-IC-R4J > Job 2019-12-02-13-00-00; Time
used (milliseconds): 577

° [LicEmailAlert] No SMTP servers configured

o [LowDiskSpaceAlertReport.send] Low disk space
alert email sent to ahsaytest0l@gmail.com;
Subject: (80-90%) $%UserProfile%\AhsayCBS\system
has reached 85% of its capacity,; Time used
(milliseconds): 2435

For further details about email settings, refer to Email
configuration settings.

File Service Error

Indicates error(s) encountered in the backup client settings.
e.g.

[ ]
[FileService.checkQuotaExceeded] [G]
[CloudException.QuotaExceededExpt] You have
exceeded your storage quota limit. 345k / 2k
( Used / Total Quota )

File Service Info

Indicates backup account settings and other user activities on the

AhsayCBS server.
e.g.

. [FileService.logInfo] Start to log start
backup , Username = UserAccount, Backup Set ID
= 1574055547862, Destination ID =
1574055674297, Job ID = 2019-11-18-13-41-24,
Minor Version = 3.0.30

° [logEndInfo] :user = UserAccount, BackupSet ID
= 1574058352552, Destination ID = -
1571107249564, sMajorVersion = 8, sMinorVersion
= 3.0.30, Operation = delete

Group Policy Error

Indicates any error(s) related to migration of backup accounts or
policy group issue.

Group Policy Info

Indicates information related to managing of backup accounts
(e.g. security settings, backup settings).

GUI Configuration Error

Indicates error(s) encountered in the GUI configuration settings.
e.g.

° [DbsException. PwdComplexityExpt] Password does
not meet complexity requirements
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GUI Configuration Info

Indicates server connection status of GUI configuration settings.
e.g.
For license server
. [TestLicConn] The license server connection
test is successful.
For backup destination
(] [TestDestination] The destination connection
test is successful.

For redirector
. [TestRdrConn] The redirector connection test 1is

successful.
License Error Indicates incorrect or unspecified license key.
e.g.
(] [Thread] [Job] [LicenseExpiryCheck] License
Incorrect - Validation46: Internal Error 1011.

[o] [License.Expt] Unspecified license
exception !

License Info

Indicates license key related activities.
e.g.

. Verifying online license, License Name =
'AhsayKorea NFR04 ', License Key = 'aMoRa-
n82qe—aIB9M:pJVrA—6A'

. Product Key Activation Requesting.

. Product Key Activated.

Lockout User

Indicates backup account(s) with “locked” status on the AhsayCBS
Web Console. Locked backup account(s) can be enabled in
Users, Groups & Policies > Backup User tab > *select user* >
User Profile > General tab > Status.

Policy Service Error

Indicates any error(s) encountered in the policy service.

Policy Service Info

Indicates policy service-related information.

Profile Service Error

Indicates “locked/suspended" status of the backup account(s).
e.g.

° [ProfileService.doGetProfile] [ak]
[UserCacheManager.UserLockedExpt] User
'"TestAccountl' is locked.

(] [ProfileService.doGetProfile] [ai]
[UserCacheManager.SuspendedUserExpt] User
'TestAccountl' is suspended.

Profile Service Info

Indicates system activities and/or activities initiated by user on the
AhsayCBS server.
e.g.
. [doGetProfile] Updating timezone for backupSet
BackupSet 1 from to 1098
(] [ProfileService.doSendMfaPasscode] Passcode

with prefix 'GFUJ' sent to phone =
+639171234567

Quota Alert

Indicates when backup user(s) has reached its backup quota set
percentage.

Quota Exceeded

Indicates backup user(s) with exceeded storage quota for
AhsayCBS backup destination(s). Storage quota settings on the
AhsayCBS Web Console can be configured in Users, Groups &
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Policies > Backup User tab > *select user* > User Profile >
Backup Client Settings tab > Quota.

Quota Reminder

Displays backup user(s) which backup quota has exceeded the
set percentage.

Replicate Error

Displays any error(s) encountered in the replication process.

Replicate File

Displays the data replication process that is currently running.
e.g.

e Replicating
'$UserProfile$\1570697089264\blocks\2019-10-10~-
17-09-35\0\000000.bak". ..

e Replicating
'$UserProfile$\1570696973741\blocks\2019-10-10~-
17-02-25\backupInfo.db.9000.16db4e97dc0.cgz’. ..

e Replicating
"$UserProfile$\1570696973741\settings\Encryptio
nKeys-2019-10-10.json.rgz'...

e Replicating '$UserProfile$\2019-10-31.1og"'..

Replication End

Displays all ended replication job(s).
e.g.
. End replication (User:

username, Backup Set:

backup set name)

Replication Mode Changed

Indicates the changes on the replication status of the backup
set(s).
e.g.
e Replication
RESYNC mode

for backup set name is now in

e Replication

REPLAY mode

For further details, refer to Replication Close to Real-Time in
Chapter 7 Replication.

for backup set name is now in

Replication Start

Displays all started replication process.
e.g.

e Replication for backup set name started

Request Reset Password

Displays backup account(s) which requested to reset password.

Reset Password

Displays backup account(s) with reset password.

Restore End

Displays all ended restore job(s) on the AhsayOBM/AhsayACB
client and AhsayCBS Web Console for Run on Server (Office 365
and Cloud File) restore.
e.g.
For AhsayOBM/AhsayACB client

® Restore, BackupSet 1 -> 2019-11-12-10-09-30,

from AhsayCBS ended

For Run on Server (Office 365 and Cloud File) restore

e Restore, BackupSet Cloud -> 2019-11-12-13-58-47
ended

Restore Error

Indicates error(s) encountered during restore job(s) on the
AhsayOBM/AhsayACB client and AhsayCBS Web Console for
Run on Server (Office 365 and Cloud File) restore.

Restore Info

Indicates post-restore information or action(s) initiated by user
during restore job(s).
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e.g.
. You have exceeded your storage quota limit.
(42.1M / 50k)

(] User Interrupted

Restore Start

Displays all started restore job(s) on the AhsayOBM/AhsayACB
client and AhsayCBS Web Console for Run on Server (Office 365
and Cloud File) restore.

Restore Warn

Indicates any warning(s) encountered during restore job(s)
initiated on the AhsayCBS Web Console for Run on Server (Office
365 and Cloud File) restore.

e.g.

® Restore Interrupted by User

Resume User

Indicates enabled account status of the backup account. Backup
account status can be configured in Users, Groups & Policies >
Backup User tab > *select user* > User Profile > General tab >
Status.

Routine Job Error

Indicates any error(s) encountered in the backup and/or restore
job(s).

Routine Job Info

Displays all running system activities on the AhsayCBS server for
backup and restore job(s).
e.g.
L] [Job] [QuarterHourlyReportJob]Start: Sending
backup report
(] [Job] [QuarterHourlyReportJob]End: Sending
setting change report job
(] [Job] [QuarterHourlyJob] Finished checking run
backup.
(] [Job] [ConsolidatedReport] Finished to send
consolidated report.
o [Job] [QuarterHourlyJdob] Start removing deleted
backup set files
For further details, refer to Appendix G System Job.

Suspend User

Indicates system user(s) with suspended account status.

System ChangelLog

Displays server configuration settings and other system events
initiated by the system user.
e.g.

° [Server Configuration]RDR {Enabled ("Y" =>
"N"), Host ("125.5.184.206" => ""), Port ("443"
=> ""), Login Name ("system" => ""), Password
("system" => "")}

. [Server Configuration]RDR {Login Name ("system"
=> "apitest"), Password ("system" =>
"abcl235%")}

(] [Remove Backup User] [Web Console] Removed
backup user "userl" by system user "system"
from IP address "180.232.88.174"

System Error

Indicates system related error(s) during backup and/or restore
operation(s).

System Info

Displays backup and/or restore related system activities.
e.g.
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° [TestDestination.checkDuplicatedDestination]
Creating GDrive access info

User Authentication Failed | Displays unsuccessful user login attempt to

AhsayOBM/AhsayACB client.

e.g.
e Failed login attempt from IP address
10.16.10.12
User Authentication OK Displays successful user login attempt to AhsayOBM/AhsayACB
client.
e.g.

e Logon to client software successfully from IP
address 10.16.10.12, server host name =
https://10.16.10.14:443

User Authentication Type | Displays any error(s) encountered on the user login attempt (e.g.

Error incorrect login credentials).

User Change Log Indicates user configuration settings.
e For AhsayOBM/AhsayACB client:
Backup Set Settings
(e.g. Windows User Authentication, Backup Schedule,
Retention Policy)
e For AhsayCBS Web Console
(e.g. Reset password)

V6 Service Error Indicates any error(s) encountered in the v6 service connection.

V6 Service Info Indicates information about v6 service connection.

Replication Logs

Click the following icon on the AhsayCBS Web Console to see the list of replication sending and
receiving logs, and other system activities.

E

Replication Logs

Replication Sending

Click the Replication Sending tab to display the logs for replication sending from the AhsayCBS
server to the corresponding receiver.

€ AhsayCBS

RECUCENCUREL G | Replication Receiving i Activities Log

View all the logs of sending job from this server to the corresponding receiver below.

Replication Sent Log
Filter | Type v |View | Today v

Timestamp Type Message

www.ahsay.com 618

-’w‘



On the log filter, click the drop-down menu to select the type of filter that you would like to display.

Replication Sent Log

Timestamp

LRI Replication Receiving || Activities Log |

View all the logs of sending job from this server to the corresponding receiver below.

Type

Type Message Compare Dir Info
Replay File Error
Replay File Info
Replicate Connection Error
Replication End
Replicate File Error
Replicate File Info
Replication Mode
Replication Start
Unlock File End
Unlock File Start
V6 Error

V6 Info

V6 Wam

The following table shows the filter list and their use.

Filter Type

Description

Compare Dir Info

Displays the comparing of target destination(s) of the backup data during
the replication sending process.
e.g.

e (Comparing directory
"testaccount\1572250130514\settings' with the one
at target destination

e Comparing directory 'C:\Program

Files\AhsayCBS\system' with the one at target
destination

® Comparing directory 'C:\Program
Files\AhsayCBS\user\ga-wxp-0-102-obm\db\UserLog'
with the one at target destination

Replay File Error

Indicates any error(s) encountered in the replay mode of the replication
sending process.

Replay File Info

Displays the replaying process of the data to the target destination(s).
e.g.
e Replaying '1573546575096\settings\' to target
destination
® Replaying '1573546575096\blocks\2019-11-13-20-00~
00\0\000000.bak' to target destination

Replicate
Connection Error

Indicates any error(s) encountered in the replication connection.

Replication End

Indicates all ended replication sending process.
e.g.
e FEnd replication (User: username, Backup Set:

backup set name)

Replicate File Error

Indicates error(s) encountered in the replication sending process.

Replicate File Info

Displays the process of the file replication sending.
e.g.

e Replicating
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"$UserProfile$\user account\StorageLog\157225324515
2\2019-10.10g". ..

e Deleting ‘$UserProfile$\user account)\
1572253245152/2019-11.10g"..

Replication Mode

Shows the process of identifying the replication mode. Replicating
backup data is classified into four (4) modes: Pending, Resync, Replay,
and Sleep.
e.g.
° Start replication in RESYNC mode (User: username,
Backup set: backup set name)
° Start replication in REPLAY mode (User: username,
Backup set: backup set name)

For further details, refer to Replication Close to Real-Time in Chapter 7
Replication.

Replication Start

Displays all the started replication sending process.
e.g.

e Start replication (User: username, Backup Set:
backup set name)

Unlock File End

Indicates the files locked by the replication process.

Unlock File Start

Indicates the unlocked files when there is another valid operation
running (i.e. space free up), which needs to access the files locked by
the replication process.

V6 Error Indicates error(s) encountered in the v6 data during the replication
process.
e.g.
. [SendHandler.connect] [Unable to connnect]
[IOException] Reason=[SSLSocketJVM14.getSSLSocket]
Hostname verifying failed. sDNSname='10.16.10.15"
doesn't match any name on the SSL certificate.
Session=[Session-1,
SSIL NULL WITH NULL NULL] [IOException]
Reason=[SendHandler.connect] [Unable to connnect]
[IOException] Reason=[SSLSocketJVM14.getSSLSocket]
Hostname verifying failed. sDNSname='10.16.10.15"
doesn't match any name on the SSL certificate.
Session=[Session-1, SSL NULL WITH NULL NULL]
V6 Info Indicates information on the v6 replication sending process.
e.g.
° [Start] Replication
. [MonthlyJob] Resyncing all files again because it
hasn't been run for the past 31 days
. [MonthlyJob] Resyncing all files again
. Sent 0 byte in 190 sec (0 byte/sec)
V6 Warn Indicates any warning(s) encountered in the v6 data during the

replication sending process.
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Replication Receiving

Click the following tab to display the replication receiving logs on the AhsayCBS server.

Replication Sending | BGECEHELEELEVLI | Activities Log

View all the logs of receiver on this server below.

Replication Received Log

Receiver Name A Filter View

Timestamp Type Message

Click the drop-down menu to select a receiver account.

€ AhsayCBS
Replication Sending Replication Receiving Activities Log

View all the logs of receiver on this server below.

Replication Received Log

Receiver Name v Filter View
plrep) Type Message

alrep)

Timestamp

On the log filter, click the drop-down menu to select the type of filter that you would like to display.

Replication Sending Replication Receiving Activities Log

View all the logs of receiver on this server below.

Replication Received Log

Receiver Name | a(rep) v Filter iew | Today "

Type -
Timestamp Type Messagle Delete File Error

| Delete File Info

Error

Info

IP Restrict Error

List Files Info

Receive File Error
Receive File Info
Replication End
Replication Mode
Replication Start
Restore File Error
Restore File Info

V6 Delete File Info

V& Error

V& Info

VB Receive File Info
V& Replicate End

VG Replicate Start

The following table shows the filter list and their use.

Filter Type Description
Delete File Error Indicates error(s) encountered during the deletion of the received data in the
replication receiving process.
e.g.
e Error deleting
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‘$UserProfile’\user account\backup set name\backup set fo
lder destination\blocks folder\0\000000.bak’

Delete File Info

Displays the received data that are deleted.
e.g.
e Deleting
‘$UserProfile$\user account\backup set name\backup set fo
lder destination\blocks folder\0\000000.bak’

Error

Indicates any error(s) in the replication receiving process.

Info

Indicates any information in the replication receiving process.

IP Restrict Error

Indicates any error(s) encountered in the IP restriction to AhsayCBS Web
Console.

List Files Info

Shows the listing of the received data from the corresponding backup server.
e.g.
e Listing
‘$UserProfile$\user account\backup set name\backup set fo
lder destination ..”

Receive File Error

Indicates error(s) encountered in the received data from the corresponding
backup server.

Receive File Info

Displays information of the received data (i.e. file path, file size, date and time
of the received data) from the corresponding backup server.
e.g.
e Received
‘$UserProfile$\user account\backup set name\backup set fo
lder destination\blocks folder\0\000000.bak’ (22.53M,
2019-11-12 15:00)

Replication End

Indicates all ended replication receiving process.
e.g.

(] End replication (User: username, Backup Set:
backup set name)

Replication Mode

Displays the full status of the replication mode.
e.g.
e Replication is now in RESYNC mode
® Replication is now in REPLAY mode
For more details about replication modes, refer to How does Replication work?

Replication Start

Displays the logs for the started replication receiving process.

e.g.
. [Start] Replication

Restore File Error

Indicates any error(s) encountered in the restore file during the replication
receiving process.

Restore File Info

Indicates restore file related information in the replication receiving process.

V6 Delete File Info

Indicates information about the received v6 data which has been deleted.

V6 Error

Indicates error(s) encountered in the replication receiving process.

e.g.
. [2019/11/14 14:38:06] [RequestHandler.run] There is not
enough space on the disk

V6 Info Indicates software version of the corresponding v6 backup server and the size
of the received data.
e.g.
. Sender OBS Version: 6.29.0.0
622
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® Received 1.72G byte in 153 sec (11.55M byte/sec)

V6 Receive File Info

Displays the process of receiving data from the corresponding v6 backup
server.
e.g.

e Receiving '$UserProfile$\user\test-OLD.zip'...

V6 Replicate End

Indicates the ended v6 replication receiving process.

V6 Replicate Start

Indicates the started v6 replication receiving process.

V6 Warn

Indicates any warning(s) encountered in the v6 replication receiving process.

Warn

Indicates any warning(s) encountered in the replication process.

Activities Log

Go to the Activities Log to view all the replication related activities on the AhsayCBS server.

Replication Sending || Replication Receiving

View all the replication activities log below.

Activities Log

Timestamp

Filter | Type v View Today v

Type Message

On the log filter, click the drop-down menu to select the type of filter that you would like to display.

Replication Sending | Replication Receiving J.VQ7TICHRT]

View all the replication activities log below.

Activities Log

Timestamp

Type

Type Message Api Error
Apl Info
GUI Configuration Error
GUI Configuration Info
IP Restiction Info
IP Restiction Error
Restore Point Error
Restore Point Info
Retention Policy Error
Retention Policy Info
System Change Log
System Error
System Info
Traffic Limit Error
Traffic Limit Info
V6 CRC Checking Error
V6 CRC Checking Info
V6 Service Error
V6 Service Info

The following table shows the filter list and their use.

Filter Type Description
API Error Indicates any API related error(s) encountered in the replication process.
e.g.
(] UpdateReceiversThrowable="'[Error] Parameter Alias 1is
null/empty!"’
www.ahsay.com 623
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API Info

Indicates API related activities in the replication process.
e.g.

e Removed receiver ‘AhsayCBS receiver name’

GUI Configuration Error

Indicates any error(s) encountered in the GUI configuration settings.

GUI Configuration Info

Indicates information about the GUI configuration settings.

IP Restriction Info

Indicates information about the IP restriction to AhsayCBS Web Console.
For further details, refer to Restricting access to system page by IP
address.

IP Restriction Error

Indicates any error(s) encountered in the IP restriction to AhsayCBS Web
Console.

Restore Point Error

Indicates any restore point related error(s) in the retention settings for the
replicated data.

Restore Point Info

Indicates information about the set restore point in the retention settings for
the replicated data.

Retention Policy Error

Indicates retention policy related error(s).

Retention Policy Info

Shows the process of the retention policy for replicated data.
e.g.

. Cleaning retention area for
‘$UserProfile%\AhsayCBS\user’

(] [Job] [DailyJob] Finished removing retained files.

System Change Log

Indicates replication related activities initiated by system administrator.
e.g.

. Created new receiver 'tl1'

System Error

Indicates system activities error(s) related to the replication process.

System Info

Indicates system activities information related to the replication process.

Traffic Limit Error

Indicates error(s) related to the configuration of traffic limit for the
replication process.

Traffic Limit Info

Indicates the amount of bandwidth used by replication when the traffic limit
setting in Sending Data > Set traffic limit on the AhsayCBS Web Console
is enabled. For further details about traffic limit, refer to Traffic Limit

Configuration.

V6 CRC Checking Error

Displays any error(s) encountered in the v6 CRC checking during the
replication process.

V6 CRC Checking Info

Displays information about the v6 CRC checking during the replication
process.

V6 Service Error

Indicates any error(s) encountered in the v6 service connection during the
replication process.

V6 Service Info

Indicates information about v6 service connection in the replication
process.
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Redirection Logs

To see the list of redirection activities log, click the following icon on the AhsayCBS Web Console.

£

Redirection Logs

On the log filter, click the drop-down menu to select the type of filter that you would like to display.

Activities Log

View all the redirection activities below.

Activities Log

Filter} Type v | View | Today v|Page 4 v
Timestamp Type Message API Authentication Failed
API Authentication Successful
11/06/2019 16:55:11 LocateBackupServerinfo [LocateBackupServer] No enabled host identified. Login name = "Windows API Check New User Error

API Check New User Info

1110612019 16:55:24 LocateBackupServerinfo [LocaleBackupServer] No enabled host identiled. Login name ="WIn036 | o) 0o o cerver siattis Error
11/0612019 16:58:02 LocateBackupServerinfo [LocateBackupServer] No enabled host identified. Login name = 'MacClou AP! Get Backup Server Statistics Info
API List Backup Servers Error
11/06/2019 16:58:12 LocateBackupServerinfo [LocateBackupServer] No enabled host identified. Login name ='Mac0O36! API List Backup Serversinfo
API Test Connection Error
1110612019 16:59:35 LocateBackupServerinfo [LocateBackupServer] No enabled host identified. Login name = ‘testacco API Test Connection Info
AP Update Configuration Error
1110612019 17:00:02 LocateBackupServerinfo [LocateBackupServer] No enabled host identified. Login name = 'User_Ac| API Update Configuration Infa
APl Update License Ermor
1110612019 17:00:12 LocateBackupServerinfo [LocateBackupServer] No enabled host identified. Login name ="Windows Apj Update License Info

GUI Configuration Error

11/06/2019 17:00:26 RoutineJobinfo [Job][HourlyJob]Starting license check GUI Configuration Info

1110612019 17:00:26 RoutineJobinfo [Job][HourlyJob|Start: License check Locate Backup Server Error
Locate Backup Server Info

11/06/2019 17:00:26 RoutineJoblnfo [Job[HourlyJob]End: License check Routine Job Error

The following table shows the filter list and their use.

Filter Type Description
API Authentication Failed Indicates failed API login authentication.
API Authentication Successful Displays successful API login authentication.

e.g.
® Logon to API from IP address
180.232.88.174 successfully

API Check New User Error Displays any error(s) encountered in checking new
user in the redirection process.

API Check New User Info Displays any error(s) encountered in checking new
user in the redirection process.

API Get Backup Server Statistics Error | Indicates any error(s) encountered in the API backup
server statistics.

API Get Backup Server Statistics Info | Indicates information related to API backup server
statistics.

API List Backup Servers Error Indicates any error(s) encountered in the API backup
server(s).
e.g.
. Incorrect system
username/password[Exception]
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API List Backup Servers Info

Indicates information about API backup server(s).

API Test Connection Error

Displays any error(s) encountered in the API
connection test.

API Test Connection Info

Indicates information about the API connection test.

API Update Configuration Error

Indicates any error(s) encountered in the API server
configuration settings.

e.g.

. UpdateServerConfig[DbsException$Connec
tObsExpt]
[DbsException.ConnectObsExpt]
https://server2.mybackup.com: 443,
errMsg = serverZ.mybackup.com:443
failed to check duplicated user with
error class

API Update Configuration Info

Indicates information about API configuration settings.

API Update License Error

Indicates any error(s) encountered in API license
update.

e.g.

. Activate Product Key Error. [Exception]
License key incorrect. Please try
again.

° [Api] [UpdateLicense] [Exception]
License key incorrect. Please try
again.

API Update License Info

Shows logs for requesting API product activation key.
e.g.

. Product Key Activation Requesting.

GUI Configuration Error

Indicates any redirection related error(s) on the
AhsayCBS server.
e.g.
. Incorrect system username/password
e Must enable/configure at least one
backup server
. Failed to connect to Backup Server,
system: 80

GUI Configuration Info

Indicates the server connection status of the
redirection job.
e.g.
o [TestObsServerConn] The obs server
connection test is successful.

Locate Backup Server Error

Indicates error(s) encountered in locating the backup
server.

Locate Backup Server Info

Displays the location info of the backup server (host,
port, login name, and IP address).

e.g.
. [LocateBackupServer] Protocol =
'https'. Host = '125.5.184.66'"'. Port =
'443'. Login name = 'server2'. IP =

'180.232.88.174"

Routine Job Error

Indicates any error(s) encountered in the redirection
process.
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Routine Job Info

Displays all the license check process for redirection
job(s).
e.g.
(] [Job] [HourlyJob]Start: License check
o [Job] [HourlyJob]End: License check

o [Job] [DailyLicenseUpdate]Starting
daily license update

Server Service Error

Indicates any error(s) encountered in the AhsayCBS
server service connection.

Server Service Info

Indicates information related to AhsayCBS server
service connection.

System Change Log

Shows all server configuration settings.
e.g.

. Server Configuration {Backup Server
("" => "[Host: 125.5.184.66, Login
name: system, Password:
VLUwclQ07rj46TQ+cfKBdg==]")}

System Error

Indicates error(s) related to redirection process.
e.g.

(] [LicenseCheck.checkMultipleRDR] [Except
ion] No Authentication from
Server.Throwable='No Authentication
from Server.'

System Info

Displays all redirection related system activities on the
AhsayCBS.
e.g.

° [RedirectionStatusCache.removeObsolete
Record] Removing the following user
from redirector cache [apiAuthFailed]
due to inactivity for 30 minutes.

. Instance check starting.

. Instance checking ending.

V6 Locate OBSR Error

Indicates any error(s) encountered in the location of
the OBSR server.

V6 Locate OBSR Info

Indicates the location information of the OBSR server.

e.g.
(] [obc.LocateObsr] Protocol = 'https'.
Host = '10.3.0.101'. Port = '443".
Login name = 'qa-w03r2x-0-95-obm'. IP
= '10.6.0.12".

V6 OBC Error

Indicates any error(s) encountered in the OBC server
connection (e.g. connection timeout).

V6 OBC Info

Indicates information about the OBC server.

Console system logs.

NOTE

Some events might take a bit of time (i.e. may take a few minutes) to appear on the AhsayCBS Web
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Appendix K Change display format of AhsayCBS web
console logs

Error messages in AhsayCBS web console in [Backup/Restore Logs] > [Backup Errors] are not
displayed properly. It is hard to read them since they do not look presentable and looks unformatted.

See sample of how an unformatted error message looks like below:

Backup Jobs Restored Jobs Backup Errors Backup SetLog Activities Log

View all the backup errors encountered by all backup users below.

List of Backup Error

Filter | User Group ~ | View | 01/31/2020 ~ Page 3 -«

Timestamp | Login Name | Owner | Backup Set = Destination A Message
[New File] File="C:\Users\\Documents\Design'QA System DesigniUserConfig\dev-qc-user-096\confighconfig.ini”
Error="com.ahsay.afc.bfs.cloud. CbfsExceplionSParentNotExistExpt: [CloudFileSystem.createFile] Parent
directory 'C\Users\\Documents\Design\QA System Design\UserConfig\dev-ge-user-096\config’ does nof exist
at com.ahsay.afc.bfs.cloud. CloudFileSystem createFile(CloudFileSystem java:1330) at
com.ahsay.afc.bis.cloud. CloudBasic. backupFile(CloudBasic java:324) at
com.ahsay.obx. util.cfs. CloudBFS backupFile(CloudBF S java:1384) at
com.ahsay.obx. util.cfs. CloudBF S backupFile(CloudBF S java:1369) at

0173172020 15131 [Removed [Removed com.ahsay.afc.bfs.cloud. CloudBasic. backupFile(CloudBasic java:240) at

14:11:15 Backup Set] Destination] com ahsay obx core backup file BackupRequestTask$Cloud backupFile(BackupRequestTask java 1649) at
com.ahsay.obx.core_backup file BackupRequesiTask§Cloud backupFile{BackupRequestTask java: 1215) at
com.ahsay.obx.core.backup file. NewFileTask3Cloud.backup(NewFileTask java:226) at
com.ahsay.obx.core.backup file. NewFileTask3Cloud.run{NewFileTask java:129) at
com.ahsay.afc.util. Concurrenc 2 run({Concurrency java:328) at
Jjava.ufil.concurrent ThreadPooclExeculor.runWorker(ThreadPoolExecufor java: 1142) at
Jjava.ufil.concurrent ThreadPoolExecutor§Worker.run(ThreadPoolExecutor java:617) at
java.lang.Thread.run(Thread java:745) "

To improve the formatting of error messages in AhsayCBS web console logs, follow the steps below
to modify the std.css file.

1. Go to CBS_Homelwebapps\cbs\atl\std.css.
2. Modify the line:
table.list_table > tbody > tr >td > dive {
word-break: normal;
}
to
table.list_table > tbody >tr >td > dive {
word-break: break-all;
}
3. Save thefile.
4. Restart the AhsayCBS server.
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Backup Error logs will look like this once formatting is applied:

List of Backup Error

01/31/2020
1411158

15131

Timestamp | Login Name | Owner | Backup Set

[Removed B
ackup Set]

Destination

[Removed D

estination]

Backup Jobs Restored Jobs Backup Errors Backup Set Log Acti es Log

View all the backup errors encountered by all backup users below.

Filter| User Group w View| 01/31/2020 |~ | Page| 3 |~

Message

[Mew File] File="C:\WWsers\\Documents\DesigniQA System DesignilUserConfigidev-qc-user-096\configlco
nfig.ini” Error="com.ahsay afc.bfs.cloud.CbfsException§ParentMotExistExpt: [CloudFileSystem.createFile]
Parent directory "C\Users\Documents\Design'QA System DesigniUserConfig\dev-qe-user-096iconfig’ d
oes not exist at com.ahsay.afc.bfs.cloud.CloudFileSystem.createFile(CloudFile System.java: 1330) at com.
ahsay.afc.bfs.cloud CloudBasic.backupFile(CloudBasic java:324) at com.ahsay.obx.util.cfs.CloudBFS.ba
ckupFile(CloudBFS.java:1384) at com.ahsay.obxutil.cfs.CloudBF S.backupFile(CloudBFS java:1369) at ¢
om.ahsay.afc.bfs.cloud.CloudBasic.backupFile(CloudBasicjava:240) at com.ahsay.obx.core backup.file.
BackupRequesiTask$Cloud. backupFile(BackupRequesiTask java:1649) at com.ahsay.obx.core. backup.fi
le.BackupRequestTask$Cloud.backupFile(BackupRequestTask java:1215) at com.ahsay.obx.core.backu
pfile NewFileTaskBCloud backup(NewFileTask java:226) at com.ahsay.obx core.backup file. NewFileTas
kSCloud run(MNewFileTask java:129) at com ahsayafe util. ConcurrencyManager$2 run({ConcurrencyMana
gerjava:328) at java.util.concurrent. ThreadPoolExecutor.runWorker(ThreadPoolExecutor java: 1142) at jav
a.util.concurrent ThreadPoolExecutorWarkerrun(ThreadPoolExecutor java:617) at java.lang. Thread.run
(Thread java:745)"

For Branded AhsayCBS, aside from modifying the std.css file, follow the instructions below:

1. Login to AhsayCBS.

Go to [System Settings] > [Basic] > [Administrative Access] > system user.

Select [Rebrand Web Console] > [User Interface] and upload the branded cbs.css file.

2
3
4. Click on Save.
5

Re-enter the page and go to [Build Installers] to build the installer.
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Appendix L How to regain access to your AhsayCBS web
management console when you have lost your
2FA registered phone

After setting up the 2FA login, there might be an instance wherein the system administrator cannot
login using 2FA. Here are some cases when that may happen:

» Lost access to registered phone number
» Twilio credential used for 2FA has expired

There is a workaround for this to allow the system administrator to access the AhsayCBS web console
so that the registered phone number and Twilio credentials may be set up again. To gain access to
the AhsayCBS web console, follow the instructions below:

1. Stop the AhsayCBS services.

© In Windows
. Services (Local)

A

Ahsay Cloud Backup Suite MName Description Status

-.E}Active)(lnstaller (AxInstsY) Provides Us...
#1 Ahcay Cloud Backup Suite
) s Oinline Daclim Mananer Corvicec Crmbimiirie  Dimeine

Stop fhe service

Hestart the service

© |n Linux/FreeBSD

# cd /usr/local/cbs/bin
# sh shutdown.sh

2. Open the cbs.json, it is located in %CBS_Home%\conf\.

3. Locate the “SecuritySettings” for the system user. Under “SecuritySettings” there is a field
named “Enable”. Modify the value of “Enable” from ‘true’ to ‘false’.

LTIy 7o TT oI T =T OTTT T s 7 CrToTT TTOTToT T

"IsQnapfvailable”:true,
"SecuritySettings”:{
"UserlLockSettings™:{
"LastFailureTime":-1,
"LockedTime": -1,
"LoginFailureCount™:@
T
Phonelist"[{
"Verified":true,
"VerifiedTime":1586276686985,
"PhonelNumber" : I 123",
"ID":"1586183627382",
"CountryCode":63
R
"Enable"”:true, ::}-"Enable":False
- SEmTImITeeTTIngs " |
"LastSendTime": -1,
"SendCount™:@

9

4. Save the cbs.json file.

5. Start the AhsayCBS services.
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© In Windows
" Services (Local)

s

Ahsay Cloud Backup Suite MNarne Description Status
_ 16} ActiveX Installer (AxInstSV) Provides Us...
he service say Cloud Backup Suite

© In Linux/FreeBSD

# cd /usr/local/cbs/bin
# sh startup.sh

6. Login to AhsayCBS web console, the system administrator should be able to login using the
username and password only, 2FA will not be required.

7. System administrator may now setup the registered phone number and Twilio credentials.
© To set up registered phone number

i. Go to System Settings > Basic > Administrative Access > %System_User_Name%
> Authentication. By default Security Settings is off, switch it on by sliding the lever
to the right.

Backup User Settings

Password
Rebrand Web Console

Password
Rebrand Clients

Resel Password

Security Settings I
Phone numbers for SMS authenfication

+ i

Phone Verified Last Verified Time

i. Click onthe & button. Select the Country Code and enter your phone number
then click .
Phone

Please input the phone number for receiving SMS message for MFA.

[Andorra (+378) v | 1234567890

v X ?

ii. Click in the succeeding window then to save the registered phone number.
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© To set up Twilio credentials

i. Go to System Settings > Basic > Two-Factor Authentication (2FA).
©) AhsayCBS

Configure the settings for two-factor authentication (2FA) below

BS

Mobile Authentication |

Account SID
AC3 I

Auth Token

Sender
Phone Number w || United States, Canada (+1) v | I EEEESS

Test

Passcode length

B v

Resend cooldown time

B X

Twilio Credentials Verification -

ii. Enter the new Account SID, Auth Token and Sender details. Click =5 then

once done to save the new Twilio credentials.

NOTE

To enhance security, the recovery email feature for Twilio users has been removed for
AhsayCBS v8.5.0.0 or above.
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Appendix M

How to migrate AWS S3 Compatible Cloud
Storage destination to Wasabi Hot Cloud Storage

Before AhsayCBS v8.3.0.30 was released, you may have created a backup set using AWS S3
Compatible Cloud Storage as destination that connects Wasabi Hot Cloud Storage to save backup

sets. After AhsayCBS

v8.3.0.30 has been released, you may now change AWS S3 Compatible Cloud

Storage to backup directly to your Wasabi Hot Cloud Storage. To do this follow the steps below:

1. Take note of the destination ID of the existing AWS S3 Compatible Cloud StoragerPredefined
destination that is connecting to Wasabi. To get the destination ID go to System Settings >
Basic > Predefined Destination > %Predefined_Destination_Name%, it is located at the end of

the address bar.

A Not secure | 5.184.23/cbs/system/config/destination/EditDestination.do?update="Y&id{-1586934300011 Q ¥

2. In AhsayCBS create a hew Wasabi Hot Cloud Storage predefined destination. Also take note
of the destination ID.

A Not secure | 5.184.23/cbs/system/config/destination/EditDestination.do?update=Y&id-1586940941802 | @ +¥

i. To create the Wasabi Hot Cloud Storage predefined destination go to System

Settings > Basic > Predefined Destination and click the * putton.
c AhsayCBS

=+ il

m m Predefined Destinations Administrative Access Two-Factor Authentication (2FA)

Configure the predefined destinations that can be used by this server below.

Predefined Destination

Mame Destination Storage Info QOwner

ii. Provide
>

>

www.ahsay.com

the following information:

Name — name of the predefined destination

Type — type of destination, whether single storage destination or destination
pool, for this select Singel storage destination

Destination Storage — the name of destination storage, in this case select
Wasabi

Access Key ID — the access key ID of your Wasabi account
Access Key Secret — the secret access key of your Wasabi account
Region — the region of your bucket in Wasabi

Bucket Name — the name of your bucket in Wasabi, this is optional, if no name
is provided a bucket name will be created by AhsayCBS

Connect with SSL — only check this box if you use SSL to connect to the
internet
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Add New Predefined Destination

Mame
Wasabi-1

Type
® 3ingle storage destination

Destination pool

Destination Storage

Wasabi ~

Access Key ID
Fs

Access Key Secret

Region

us-west-1 v

(optional) Bucket Name

Connect with S5L

Test

Sign up for Wasabi

i, Click the T85! putton then Ml in the pop up message that will appear. Click the
button to add the predefined destination.
125 I 5= s

oK
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iv. Click to save the predefined destination you just created.

| General || Eman ESCRINLINTENEN Administrative Access Two-Factor Authentication (2FA)

Configure the predefined destinations that can be used by this server below.

Predefined Destination
&
+
Name Destination Storage Info Owner

@ Wasabi-1 Wasahi Access Key |D: FS3BC™*, Bucket ahsay-ce05271804619-us-wesi-1

3. Stop the AhsayCBS services.

© In Windows
Ahsay Cloud Backup Suite MName Description Status
ﬂhctive)( Installer (AxInstsY) Provides Us...
5top Jhe service Ahsay Cloud Backup Suite Running
Restart the service T .
€% Ahcawe Olnling Barlyn Manancr Sonsicac Coamtinnanc Bunnina

© In Linux/FreeBSD

# cd /usr/local/cbs/bin
# sh shutdown.sh

4. Replace the destination ID of AWS S3 with the destination ID of Wasabi in the following server

text files:

e.g <Value data="-1586934388811" to <Value data="-1586948941882"

© %CBS_Home%\conflusers.xml

<Key name="com.ahsay.obx.cxp.obs.DestinationSettings"” content="">
<Value data="1" name="concurrency-level” type="integer" />
<Key name="com.ahsay.obx. cxp. ob emDestination” content="" allowMultiple="Y">
<Value data name="1id" type="string" />
<Value data="" name="name" type="string" />

O %CBS_Home%\system\obs\policies\policyList.xml

<Key name="com.ahsay.obx.cxp,cof, po jserSettings.SystemDestination” content="" allowMultiple="Y">
<Value data name="destination-id" type="string" />
<Value data="N" name="enable-quota" type="boolean" />
<Value data="0" name="gquota" type="long" />
<Value data="N" name="run-direct-enabled" type="boolean" />

</Key>
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5. Start the AhsayCBS services.

© In Windows
Ahsay Cloud Backup Suite Mame Description Status
'-;‘E‘!;Activexlnstaller (AxlnstsY) Provides Us...
he service

hsay Cloud Backup Suite

o

© In Linux/FreeBSD

# cd /usr/local/cbs/bin
# sh startup.sh

6. The destination of the backup set must now be the Wasabi Hot Cloud Storage.

General
Destination
Source
Baclup Mode
Backup Schedule -
Sequential ¥

Continuous Backup

CT—

In-Filz Delta Name

Retention Palicy (&b Wasabi-1

Command Line Tool
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Appendix N How to monitor Run on Server backup Java
process from an operating system level

To monitor the Run on Server backup Java process from an operating system level, the following
commands can be used on the AhsayCBS server.

In AhsayCBS for Windows, the following command can be used to check the Run on Server backup
Java process: wmic process where caption=”java.exe” get commandline.

Each Run on Server backup process starts with the SAPPLICATION_HOME path. In the example
below, there are three backup jobs running.

C:\Users\Administrator>wmic process where caption="java.exe" get commandline

"C:\Program Files\AhsayCBS\java\bin\java" -Xms512m -Xmx1024m -
XX:MaxDirectMemorySize=1024m -Dsun.nio.PageAlignDirectMemory=true -Xrs -
Djava.library.path=1ib/WinX64 -cp "C:\Program
Files\AhsayCBS\lib\cbs.jar;C:\Program Files\AhsayCBS\1lib\*;C:\Program
Files\AhsayCBS\1lib;C:\Program Files\AhsayCBS\tomcat\lib\*" -
Dcom.ahsay.obcs.sch.scheduler=false -Dcom.ahsay.obcs.sch.serverinit=false "-

Dcatalina.base=C: i " ckupSet "C:\Program
Files\AhsayCB84 1593767006824 ALL "Cloud File”
0gsSo/AkSIvT1OOVIcF/WodcgxQKiFnVgI/A9Le zhxQPMICIB
gMMXzanlAFb9mtmknrvGtkzdbfNAU= I false] 2020-07-07-15-54-05 ROSUserI

0gsSo/AkSIvT1OOVIcF/WodcaxQKiFnVgI/A9Le/NOsscTUDZASAWNOeERKREUIXRAAOcLm1Hi0/ 50
vZMzZhDJ3Q/rucQQFR5WBU+KpFgv/3/r2PJdx2pmC7XcfJu+cplgczglgkcb4jTI3AIXgWEOA==
0gsSo/AkSjvT1O0V]icF/WIdcgxQKiFnVgI/A9Le/NOvoJhU2PJUcvVAhXIRRGMEFqf8QvBb5kBYA9
B8rSVDM6X1fsUazZnNNijIkghDiMJo=
Q0gsSo/AkSIJvT10O0OVicF/W9dcgxQKiFnVgI/A9Le/NOVASWCtVmMPYioVybBxBenAD
Q0gsSo/AkSjvT100V])cF/WodcgxQKiFnVgI/A9Le/NOv1SONsRs2pazhxGk4KIxvhCOSrP78Dmh7twm
LK6Sf7HA== OBM

"C:\Program Files\AhsayCBS\java\bin\java" -Xms512m -Xmx1024m -
XX:MaxDirectMemorySize=1024m -Dsun.nio.PageAlignDirectMemory=true -Xrs -
Djava.library.path=1ib/WinX64 -cp "C:\Program
Files\AhsayCBS\lib\cbs.jar;C:\Program Files\AhsayCBS\1lib\*;C:\Program
Files\AhsayCBS\1lib;C:\Program Files\AhsayCBS\tomcat\1lib\*" -
Dcom.ahsay.obcs.sch.scheduler=false -Dcom.ahsay.obcs.sch.serverinit=false "-

Dcatalina.base=C:\Program Files\AhsavCBS" RunBackupSet "C:\Program
Files\AhsayCBS"| 1593765511356 ALL "Office 365 Exchange Online"
Q0gsSo/AkSIvT1O0V] cF/WIdcqxQKiFnVql /A9Le/NOulzfJhC2cIJPReetUn29xImsRXNzhxQPMICIB
gMMXzanlAFb9mtmknrvGtkzdbfNAU= I false| 2020-07-07-15-54-13 ROSUser
0gsSo/AkSIvT100VIicF/WOdcgxQKiFnVgI/A9Le/N0O0sscTUDZASAWNNOeERKREUIxRAAOcLm1Hi0/50
vZMzZzhDJ3Q/rucQQFROWBU+KpFgv/3/r2PJx2pmC7XcfJutcplgczglgkcb4jTI3AIXgWEOA==
QgsSo/AkSjvT1OOV]cF/W9dcgxQKiFnVgI/A9Le/NO0voJhU2PJUcvVAhXIRRGMgfFgf8QvBb5kBYA9
B8rSVDM6X1fsUazZnNNijIkghDiMJo=

QgsSo/AkSjvT1O0V]cF/W9dcqxQKiFnVqI /A9Le /NOVASWCtVMPY ioVybBxBenAD
QgsSo/AkSjvT100VicF/WI9dcgxQKiFnVgI/A9Le/NOv1SONsRs2pazhxGk4KIxvhCOSrP78Dmh7twm
LK6Sf7HA== OBM

"C:\Program Files\AhsayCBS\java\bin\java" -Xms512m -Xmx1024m -
XX:MaxDirectMemorySize=1024m -Dsun.nio.PageAlignDirectMemory=true -Xrs -
Djava.library.path=1ib/WinX64 -cp "C:\Program
Files\AhsayCBS\lib\cbs.jar;C:\Program Files\AhsayCBS\1lib\*;C:\Program
Files\AhsayCBS\1lib;C:\Program Files\AhsayCBS\tomcat\1lib\*" -
Dcom.ahsay.obcs.sch.scheduler=false -Dcom.ahsay.obcs.sch.serverinit=false "-
Dcatalina.base=C;\Program Files\AhsayCBS" RunBackupSet "C:\Program
Files\AhsayCBSi 1593765066840 ALL "Cloud File"
0gsSo/AkSjvT100V]icF/WIdcgxQKiFnVgI/A9Le/NOulzfJhC2cJPReetUm2 9xImsRXNzhxQPMICIB
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gMMXzanlAFb9mtmknrvGtkzdbfNAU= I false| 2020-07-07-15-54-21 ROSUser |
0gsSo/AkSjvT1O0VicF/WIdcaxQKiFnVgI/A9Le/NO0sscTUDZAdSAWNOeERKREUIxRAdOcLm1Hi0/50
vZMzZhDJ3Q/rucQQFR5WBU+KpFgv/3/r2PJx2pmC7XcfJutcplgczglgkcb4djTI3AIXgWEOA==
0gsSo/AkSjvT100V]cF/WodcgxQKiFnVgl/A9Le/NOvoJhU2PJUcvVdhX9RRgMgfFqf8QvBb5kBYAS
B8rSVDM6X1fsUaZnNNijIkghDiMJo=

0gsSo/AkSjvT100VicF/WIdcaxQKiFnVgI/A9Le /NOVASWCtVmMPYioVybBxBenAD
QgsSo/AkSjvT100VicF/WI9dcgxQKiFnVgI/A9Le/NOv1SONsRs2pazhxGk4KIxvhCOSrP78Dmh7twm
LK6Sf7HA== OBM

In AhsayCBS for Linux there are two commands that can be used to check the Run on Server backup
Java process.

© Youcanuse the ps -ef|grep RunBackupSet command to list only the Run on Server backup
jobs that are running. To easily identify the backup job that is running, it starts with the username
then the process ID. In the example below, there are three Run on Server backup jobs that are
running.

# ps —-ef|grep RunBackupSet

Iroot 6491| 6304 17 22:15 pts/3 00:00:03 /usr/local/cbs/java-linux-
x64/bin/java -Xms512m -Xmx1024m -XX:MaxDirectMemorySize=1024m -
Dsun.nio.PageAlignDirectMemory=true -Xrs -
Djava.library.path=/usr/local/cbs/1ib/LinX64 -cp
/usr/local/cbs/lib/cbs.jar:/usr/local/cbs/lib/*:/usr/local/cbs/lib:/usr/local
/cbs/tomcat/lib/* -Dcom.ahsay.obcs.sch.scheduler=false -

Dcom.ahsay.obcs.sch.serverinit=false -Dcatalina.base=/usr/local/cbs
RunBackupSet /usr/local/cbs|1593776649249 ALL Cloud Filel
Q0gsSo/AkSjvT100V])cE/WOdcaxOKIFnVaT /A9T.e/NOuyzIAFF1BJql ZNFwlLKxfODe8gZiYInGbCq
IX/97xW/A== F true|2020—07—03—22—15—42 ROSUser
0gsSo/AkSIvT100VicF/WodcgxQKiFnVgI/A9Le/NOt9RweXikmaghJgbAic6cADx3k7EFY21mwUjW
GKgrlxT1gfC6A6I8VTVWS5G1SJ/51022rul/FXcgG+sGwILXFBr1AINVRgI+8c7t8nMukIBAJA==
0gsSo/AkSIvT100VicF/WodcgxQKiFnVgI/A9Le/NOvoJhU2PJUcvVdhX9RRGMaEfFgf8QvBb5kBYA
9B8rSVDM6X1fsUazZnNNijIkghDiMJo=
0gsSo/AkSjvT100VicF/WIdcgxQKiFnVgI/A9Le/NOVASWCtVmMPYioVybBxBenAD
QgsSo/AkSIvT1O0OVIcF/WodcgxQKiFnVgI/A9Le/NOv1SONsRs2pazhxGk4KIxvhCOSrP78Dmh7tw
mLK6Sf7HA== OBM

root 6519| 6304 34 22:15 pts/3 00:00:03 /usr/local/cbs/java-linux-—
x64/bin/java -Xms512m -Xmx1024m -XX:MaxDirectMemorySize=1024m -
Dsun.nio.PageAlignDirectMemory=true -Xrs -
Djava.library.path=/usr/local/cbs/1ib/LinX64 -cp
/usr/local/cbs/lib/cbs.jar:/usr/local/cbs/1lib/*:/usr/local/cbs/1lib:/usr/local
/cbs/tomcat/1lib/* -Dcom.ahsay.obcs.sch.scheduler=false -
Dcom.ahsay.obcs.sch.serverinit=false -Dcatalina.base=/usr/local/cbs
RunBackupSet /usr/local/cbs| 1593784149501 ALL Office 365 Exchange Onlinel
QgsSo/AkSjvT100V]cF/WOdcgxOKIFNVgT /A9Te/NOuvzIAFF1BJIgl ZNFwlLKxf0ODe8gzZiYInGbCqg
IX/97xW/A== F false| 2020-07-03-22-15-52 ROSUser
0gsSo/AkSjvT100V]icF/W9dcaxQKiFnVgI/A9Le/NOt9RweXikmaghdg5Aic6cADx3k7FY21mwUIjW
GKgrlxT1gfC6A6I8VTIVW5G1SJ/510Z2ruh/FXcgG+sGwILXFBr1AJNvRgI+8c7t8nMukIBAJA==
0gsSo/AkSjvT100V]icF/WIdcaxQKiFnVgI/A9Le/NOvoJhU2PJUcvVAhXIRRgMgfFgf8QvBb5kBYA
9B8rSVDM6X1fsUaZnNNijIkghDiMJo=

09sSo/AkSjvT1O0V]cF/W9dcqxQKiFnVqI/A9Le /NOVASWCtVMPYioVybBxBenAD
QgsSo/AkSJvT100VicF/WI9dcgxQKiFnVgI/A9Le/NOv1SONsRs2pazhxGk4KIxvhCOSrP78Dmh7tw
mLK6Sf7HA== OBM

[ root 6549 |6304 95 22:15 pts/3  00:00:03 /usr/local/cbs/java-linux-
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x64/bin/java -Xms512m —-Xmx1024m -XX:MaxDirectMemorySize=1024m -
Dsun.nio.PageAlignDirectMemory=true -Xrs -
Djava.library.path=/usr/local/cbs/1ib/LinX64 -cp
/usr/local/cbs/lib/cbs.jar:/usr/local/cbs/lib/*:/usr/local/cbs/1lib:/usr/local
/cbs/tomcat/lib/* -Dcom.ahsay.obcs.sch.scheduler=false -
Dcom.ahsay.obcs.sch.serverinit=false -Dcatalina.base=/usr/local/cbs
RunBackupSet /usr/local/cbs| 1593785006625 ALL Cloud Filel
QgsSo/AkSjvT100V]cE/WOdcaxOKiFNVaTl /A9Te /NOuvzIAFF1BJIql ZNFwlLKxfODe8gZ1iYInGbCq
IX/97xW/A== F fals4 2020-07-03-22-16-00 ROSUser
Q0gsSo/AkSjvT10O0OV]cF/W9dcgxQKiFnVgI/A9Le/NOt9RweXikmaghJg5Aic6cADx3k7FY21mwUjW
GKgrlxT1lgfC6A6I8VIVWS5G1SJ/51022ruh/FXcgG+sGwILXFBr1AIJNVRgI+8c7t8nMukIBAJA==
Q0gsSo/AkSjvT100V]cF/WodcgxQKiFnVgl/A9Le/NOvoJhU2PJUcvVdhX9RRMafFqf8QvBb5kBYA
9B8rSVDM6X1fsUaZnNNijIkghDiMJo=

0gsSo/AkSjvT1O0VicF/WIdcaxQKiFnVgI/A9Le /NOVASWCtVmMPYioVybBxBenAD
0gsSo/AkSjvT100VicF/WIdcaxQKiFnVgI/A9Le/NOv1SONsRs2pazhxGk4KIxvhCOSrP78Dmh7tw
mLK6Sf7HA== OBM

root 6577 5818 0 22:16 pts/0 00:00:00 grep —--color=auto
RunBackupSet

© Oryoucan use the ps -aux|grep java command to list all the processes using java to run.
This also starts with the username then the process ID to identify the running processes. In the
example below, the first process you will see is the AhsayCBS process and the next three
processes are the Run on Server backup jobs that are running.

# ps -aux|grep java

root 16820 3.3 6.8 5810040 552284 pts/2 S1 16:16 0:51
/usr/local/cbs/java/bin/java -
Djava.util.logging.config.file=/usr/local/cbs/conf/logging.properties -
Djava.util.logging.manager=org.apache.juli.ClassLoaderLogManager -
Djava.library.path=/usr/local/cbs/1ib/LinX64 -DCATALINA PID=/var/run/obsr.pid
-Xrs -Xms512m -Xmx2048m -Xss384k -XX:MetaspaceSize=96m -
XX:MaxMetaspaceSize=256m -XX:MaxDirectMemorySize=512m -XX:NewRatio=3 -
XX:SurvivorRatio=32 -XX:MinHeapFreeRatio=20 -XX:MaxHeapFreeRatio=80 -
XX:+PrintGCDetails -XX:+PrintGCDateStamps -XX:+UseConcMarkSweepGC -
XX:+UseCMSInitiatingOccupancyOnly -XX:CMSInitiatingOccupancyFraction=85 -
XX:+ScavengeBeforeFullGC -XX:+CMSScavengeBeforeRemark -
Dsun.net.inetaddr.tt1=3600 -Dnetworkaddress.cache.ttl=3600 -
Dsun.net.inetaddr.negative.tt1l=300 -Dnetworkaddress.cache.negative.ttl=300 -
Dsun.nio.PageAlignDirectMemory=true -Djava.net.preferIPv4Stack=true -
Djava.util.logging.manager=org.apache.juli.ClassLoaderLogManager -
Djava.util.logging.config.file=conf/logging.properties -Dtc.work.path=work -
Dtc.log.path=logs -Djavax.servlet.context.tempdir=work -
Djdk.nio.maxCachedBufferSize=262144 -Dfile.encoding=UTF-8 -
Dsun.jnu.encoding=UTF-8 -Djdk.tls.ephemeralDHKeySize=2048 -
Djava.protocol.handler.pkgs=org.apache.catalina.webresources -
Dorg.apache.catalina.security.SecuritylListener.UMASK=0027 -
Dignore.endorsed.dirs= -classpath
/usr/local/cbs/tomcat/bin/bootstrap.jar:/usr/local/cbs/tomcat/bin/tomcat-
juli.jar -Dcatalina.base=/usr/local/cbs -Dcatalina.home=/usr/local/cbs/tomcat
-Djava.io.tmpdir=/usr/local/cbs/temp org.apache.catalina.startup.Bootstrap
start

root 17074 l3.0 2.8 3712820 228680 pts/2 Sl 16:41 0:03
/usr/local/cbs/java-linux-x64/bin/java -Xms512m -Xmx1024m -
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XX:MaxDirectMemorySize=1024m -Dsun.nio.PageAlignDirectMemory=true -Xrs -
Djava.library.path=/usr/local/cbs/1ib/LinX64 -cp
/usr/local/cbs/lib/cbs.jar:/usr/local/cbs/lib/*:/usr/local/cbs/lib:/usr/local
/cbs/tomcat/lib/* -Dcom.ahsay.obcs.sch.scheduler=false -
Dcom.ahsay.obcs.sch.serverinit=false -Dcatalina.base=/usr/local/cbs
RunBackupSet /usr/local/cb4 1593776649249 ALL Cloud File
QgsSo/AkSjvT1O0V]cF/WOdcgxQKiFnVgI /A9Le /NOuvzIAFF1BJIqlZNFwlLKxfODe8gZ1iYInGbCq
IX/97xW/A== I true| 2020-07-07-16-41-11 ROSUser
0gsSo/AkSjvT1O0VicF/WIdcaxQKiFnVgI/A9Le/NOt9RweXikmaghdg5Aic6cADx3k7FY21mwUIjW
GKgrlxT1lgfC6A6I8VTVWS5G1SJ/51022ruh/FXcgG+sGwILXFBr1AIJNVRgI+8c7t8nMukIBAJA==
Q0gsSo/AkSjvT100V]cF/WodcgxQKiFnVgI/A9Le/NOvoJhU2PJUcvVdhX9RRMafFqf8QvBb5kBYA
9B8rSVDM6X1fsUaZnNNijIkghDiMJo=

0gsSo/AkSjvT1O0VicF/WIdcaxQKiFnVgI/A9Le /NOVASWCtVmMPYioVybBxBenAD
0gsSo/AkSjvT1O0VicF/WIdcaxQKiFnVgI/A9Le/NOv1SONsRs2pazhxGk4KIxvhCOSrP78Dmh7tw
mLK6Sf7HA== OBM

root 17103|26.1 2.7 3712820 221984 pts/2 Sl 16:41 0:03
/usr/local/cbs/java-linux-x64/bin/java -Xms512m -Xmx1024m -
XX:MaxDirectMemorySize=1024m -Dsun.nio.PageAlignDirectMemory=true -Xrs -
Djava.library.path=/usr/local/cbs/1ib/LinX64 -cp
/usr/local/cbs/lib/cbs.jar:/usr/local/cbs/lib/*:/usr/local/cbs/lib:/usr/local
/cbs/tomcat/lib/* -Dcom.ahsay.obcs.sch.scheduler=false -

Dcom.ahsay.obcs.sch.serverinit=false —-Dcatalina.base=/usr/local/cbs
RunBackupSet /usr/local/cbs| 1593784149501 ALL Office 365 Exchange Online I
0gsSo/AkSIvT1IOOVIcF/WOdcagxQKiFnVgIl/A9Le/NOuvzIAFF1BJql ZNFwlLKxfODe8gZiYInGbCqg
IX/97xW/A== I false| 2020-07-07-16-41-24 ROSUser
QgsSo/AkSjvT10O0OV]icF/WO9dcagxQK1FnVgl/A9Le/NOt9RweX1kmaghJg5A1ic6cADx3k7FY21mwUjW
GKgrlxT1gfC6A6I8VTVWS5G1SJ/51022ruh/FXcgG+sGwILXFBr1AJINVRgI+8c7t8nMukIBAJA==
0gsSo/AkSjvT100VicF/WIdcaxQKiFnVgI/A9Le/NOvoJhU2PJUcvVAhXIRRGMgfFgf8QvBb5kBYA
9B8rSVDM6X1fsUaZnNNijIkghDiMJo=
Q0gsSo/AkSIJVvT1O0OVicF/W9dcgxQKiFnVgI/A9Le/NOVASWCtVmMPYioVybBxBenAD
QgsSo/AkSIvT100OVIcF/WodcgxQKiFnVgI/A9Le/NOv1SONsRs2pazhxGk4KIxvhCOSrP78Dmh7tw
mLK6Sf7HA== OBM

root 17132|84.7 2.8 3712820 227676 pts/2 Sl 16:41 0:03
/usr/local/cbs/java-linux-x64/bin/java -Xms512m -Xmx1024m -
XX:MaxDirectMemorySize=1024m -Dsun.nio.PageAlignDirectMemory=true -Xrs -
Djava.library.path=/usr/local/cbs/1ib/LinX64 -cp
/usr/local/cbs/lib/cbs.jar:/usr/local/cbs/1lib/*:/usr/local/cbs/1lib:/usr/local
/cbs/tomcat/1lib/* -Dcom.ahsay.obcs.sch.scheduler=false -

Dcom.ahsay.obcs.sch.serverinit=false -Dcatalina.base=/usr/local/cbs
RunBackupSet /usr/local/cb4 1593785006625 ALL Cloud File

09sSo/AkSjvT100V] cELHOdcqxORIFAVGT /A9Te /NOuvZ IAFF1BJIql ZNFwl LKxfODe8gZiYInGbCq
IX/97xW/A== I true| 2020-07-07-16-41-33 ROSUser
0gsSo/AkSIvT100VIicF/WodcgxQKiFnVgI/A9Le/NOt9RweXikmaghJgbAic6cADx3k7EFY21lmwUjW
GKgrlxT1gfC6A6I8VIVW5G1SJ/510Z2ruA/FXcgG+sGwILXFBr1AJNvRgI+8c7t8nMukIBAJA==
0gsSo/AkSjvT100V]icF/W9dcaxQKiFnVgI/A9Le/NOvoJhU2PJUcvVAhXIRRgMgfFgf8QvBb5kBYA
9B8rSVDM6X1 fsUaZnNNijIkghDiMJo=
0gsSo/AkSjvT100V]cF/WIdcgxQKiFnVglI/A9Le/NOvASWCEVMPYioVybBxBenAD
QgsSo/AkSJvT100VicF/WI9dcgxQKiFnVgI/A9Le/NOv1SONsRs2pazhxGk4KIxvhCOSrP78Dmh7tw
mLK6Sf7HA== OBM

root 17159 0.0 0.0 112712 980 pts/0 R+ 16:41 0:00 grep --
color=auto java
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In AhsayCBS for FreeBSD, there are two steps to check the Run on Server backup Java process.

1. Firstfind the process ID using the ps —aux|grep java command. To identify each process
that is running, it also starts with the username then the process ID. In the example below, you
will see the AhsayCBS process and two Run on Server backup jobs that are running. The first
two processes are the Run on Server backup and the last process is the AhsayCBS process.

# ps -aux|grep java

root 68150 |144.9 0.5 2455244 21896 2 S 17:20 0:12.39

/usr/local/cbs/jvm/jre/bin/java -Xms512m -Xmx1024m -
XX:MaxDirectMemorySize=1024m -Dsun.nio.PageAlign

root 68151 | 42.6 0.4 1349592 16152 2 S 17:20 0:02.96

/usr/local/cbs/jvm/jre/bin/java -Xms512m -Xmx1024m -
XX:MaxDirectMemorySize=1024m -Dsun.nio.PageAlign

root 59569 18.5 16.3 3825776 676432 2 I 10:32 26:30.41
/usr/local/cbs/java/bin/java -

Djava.util.logging.config.file=/usr/local/cbs/conf/logging.properties

root 68153 0.0 0.1 14828 2096 4 s+ 17:20 0:00.55 grep java

2. Then use procstat -c [process ID] to display the details of the Run on Server backup
Java process.

# procstat -c| 68150

PID COMM ARGS
68150 | java /usr/local/cbs/jvm/jre/bin/java -Xms512m -Xmx1024m -

XX:MaxDirectMemorySize=1024m -Dsun.nio.PageAlignDirectMemory=true -Xrs -
Djava.library.path=/usr/local/cbs/1lib/FbdX64 -cp
/usr/local/cbs/lib/cbs.jar:/usr/local/cbs/lib/*:/usr/local/cbs/lib:/usr/local
/cbs/tomcat/lib/* -Dcom.ahsay.obcs.sch.scheduler=false -
Dcom.ahsay.obcs.sch.serveripnit=false -Dcatalina.base=/usr/local/cbs
RunBackupSet /usr/local/cbs| 1594037087130 ALL Cloud File
QgsSo/AkSjvT100V]cE/WOdcaxOKIFNVaTl /A9Te/NOUuvZIAFF1BJIqlZNFwlLKxfODe8gziYInGbCqg
IX/97xW/A== I true|2020-07-07-17-20-06 ROSUser
0gsSo/AkSjvT100VicF/WIdcaxQKiFnVgI/A9Le/N0s89YOXStiERfIPJBONZu/igbTHxSAAS11w6
nKgeWtBZqUnoTO0hgp5X7PQTqTcvX1WcOHAUHHHUUNNRWBYWnCHSrY+gkScYei 6KtEg4yBOwlQ==
Q0gsSo/AkSjvT100V]cF/WodcgxQKiFnVgI/A9Le/NOvoJhU2PJUcvVdhX9RRMafFqf8QvBb5kBYA
9B8rSVDM6X1 fsUaZnNNijIkghDiMJo=
0gsSo/AkSIvT1OOV]cF/WodcagxQKiFnVgI/A9Le/NOuzvzjluNHgIX3XpxeAQo71jgISMInwlTgT9
xva+0YL4A==
QgsSo/AkSjvT100VicF/W9dcgxQKiFnVgI/A9Le/NOv1SONsRs2pazhxGk4KIxvhCOSrP78Dmh7tw
mLK6Sf7HA== OBM

# procstat -c| 68151

PID COMM ARGS
68151 Hava /usr/local/cbs/jvm/jre/bin/java -Xms512m -Xmx1024m -

XX:MaxDirectMemorySize=1024m -Dsun.nio.PageAlignDirectMemory=true -Xrs -
Djava.library.path=/usr/local/cbs/1ib/FbdX64 -cp
/usr/local/cbs/lib/cbs.jar:/usr/local/cbs/lib/*:/usr/local/cbs/lib:/usr/local
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/cbs/tomcat/lib/* -Dcom.ahsay.obcs.sch.scheduler=false -
Dcom.ahsay.obcs.sch.serverinit= - i = /local/cbs
RunBackupSet /usr/local/cbq 1594037275026 ALL Cloud FileI
QgsSo/AkSjvT100OV]cEF/WOdcgxQKiFnVgI/A9Le/NOuvzIAFF1BJIglZNFwlLKxf0ODe8gziYInGbCq
IX/97xW/A== T trud 2020-07-07-17-20-15 ROSUser |
0gsSo/AkSjvT100VicF/WIdcaxQKiFnVgI/A9Le/NO0s89YOXStiERfOPIBINZu/igbTHxSAAS511w6
nKgeWtBZqUnoTOhgp5X7PQTaTcvX1WcOHAUHHHUUNNRWBYWnCHS5rY+gkScYei 6KtEg4yBOwlQ==
0gsSo/AkSjvT100VicF/WIdcaxQKiFnVgI/A9Le/NOvoJhU2PJUcvVAhXIRRGMgfFgf8QvBb5kBYA
9B8rSVDM6X1fsUazZnNNijIkghDiMJo=
0gsSo/AkSIvIT1OOVIcF/WodcgxQKiFnVgI/A9Le/NOuzvzjluNHgq9X3XpxeAQo71jgqISMInwlTgT9
xva+0YL4A==
QgsSo/AkSIJvT100VicF/WI9dcgxQKiFnVgI/A9Le/NOv1SONsRs2pazhxGk4KIxvhCOSrP78Dmh7tw
mLK6Sf7HA== OBM
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Appendix O  How to terminate unresponsive Run on Server
backup jobs

In situations where a Run on Server backup job encounters errors/warnings, becomes unresponsive
or appears to be “stuck”, or even crashes; the following methods can be used to terminate the
problematic backup job.

Terminate a Run on Server backup job in this order:

1. Usethe i button in AhsayCBS

User Profile
Manage Backup Set
Backup Set
-

Settings + Wk
Report Name Type | Version | Owner | Execute Job
Statistics cloudbackupset-1 (1593776649249) E - - Backup is Running

_ _ 0365backupset-1 (1503784149501) E] - ~ Backup + || Run
Effective Policy

cloudbackupset-2 (1593785006625) E - - Eackup ~  Run

This will only work for manually triggered backup job.

2. Create an empty “stop” file in %USER_HOME%/%user%/ipc/BackupSet/%backup set ID%/ if
“running” is found

In AhsayCBS for Windows:

i(—:l * P | .. « Program Files » AhsayCBS » user » ROSUser » ipc ¢ BackupSet » 1608326055946
MName - Date modified Type Size
[E] stop 12/21/20201:51 PM Windows Batch File 0 KB

In AhsayCBS for Linux/FreeBSD:

# touch /usr/local/cbs/user/ROSUser/ipc/BackupSet/1593753612991/stop

In AhsayUBS:

# touch /ubs/mnt/esfmfw/obsr/system/obsr/user/jbl/ipc/BackupSet/
1594198116726/stop
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3. Use the Windows Task Manager to end task or kill in Linux

In AhsayCBS for Windows:
Go to the Windows Task Manager, select the backup job (java.exe) that you want to stop and

; End task

click .
= Task Manager —[a X

File Options View
‘Pru(esseslPerfurman[e | Users‘ Details |Sewi(es‘

Name “ PID Status Userna.. CPU Memory.. Command line De ™
[ conhostexe 3556  Running SYSTEM 00 432 K \?\C\Windows\system32\conhost.exe Ox4 Cc
[ conhostexe 2464 Running SYSTEM 00 432 K \?M\C\Windows\system32\conhost.exe Ox4 Ca
[ conhost.exe 3716  Running SYSTEM 00 428 K \?\C\Windows\system32\conhost.exe Ox4 Cc
[ conhost.exe 4004 Running SYSTEM 00 444 K \?MCA\Windows\system32\conhost.exe Ox4 Co_
87 corss.exe 356 Running SYSTEM 00 1092K ai”
] csrss.exe 428  Running SYSTEM 0o 1104 K Cli
B csrss.exe 556 Running SYSTEM 00 1,236 K Cli
® 1 dllhost.exe 1348 Running SYSTEM 0o 2,672 K C\Windows\system32\dllhost.exe /Processid:{02D4B3F1-FD88-11D1-960D-00805FC79235} cc
W] dns.exe 1160  Running SYSTEM 00 171,520 K C:\Windows\system32\dns.exe Dc
B dwm.exe 724 Running DWM-1 00 10,584 K "dwm.exe" De
W] dwm.exe 3060 Running DWM-2 00 13344K “"dwm.exe" De
_.|explorerexe 484 Running Adminis. 00 31,184 K C:\Windows\Explorer.EXE Wi
1)GoogleCrashHa.. 3280 Running SYSTEM 00 216 K "C\Program Files (x86)\Google\Update\1.3.35.452\GoogleCrashHandler.exe™ Gc
:(f)chgleCrashHa 3288 PRunning SYSTEM 00 56 K "C)\Program Files (x86)\Google\Update\1.3.35.452\GoogleCrashHandler64.exe” Gc
@java‘exe 2572  Running SYSTEM 03 219,108 K "C\Program Files\AhsayCBS\java\bin\java" -Xms512m -Xmx1024m -XX:MaxDirectMemorySize=1024m -.. Of
g‘jjava exe 1544 Running SYSTEM 00 224920 K "C\Program Files\AhsayCBS\java\binyjava" -Xms512m -Xmx1024m -XX:MaxDirectMemorySize=1024m -.. Of
@iava‘exe 2188 Running SYSTEM 02 246,136 K "C\Program Files\AhsayCBS\java\bin\java" -Xms512m -Xmx1024m -XX:MaxDirectMemorySize=1024m -.. Of
7 LogonUl.exe 716 Running SYSTEM 00 6,560 K “"LogonUlexe” /flags:.0x0 Wi
W 1sass.exe 520 Runnina SYSTEM 00 6428 K CA\Windows\svstem32\Isass.exe o™
< n >
@ Fewer details

In AhsayCBS for Linux:

Type ps -aux|grep java. Locate the process ID of the backup job (%java home% -Xms%xms%
- Xmx%xmx% -XX:MaxDirectMemorySize=1024) that you want to stop. Then use the kill
command.

# ps -aux|grep java

root 6491 4.3 2.8 4799704 226524 pts/3 Sl 22:15 0:03
/usr/local/cbs/java-linux-x64/bin/java -Xms512m -Xmx1024m -
XX:MaxDirectMemorySize=1024m -Dsun.nio.PageAlignDirectMemory=true -
Xrs -Djava.library.path=/usr/local/cbs/1lib/LinX64 -cp
/usr/local/cbs/lib/cbs.jar:/usr/local/cbs/lib/*:/usr/local/cbs/lib:/u
sr/local/cbs/tomcat/lib/* -Dcom.ahsay.obcs.sch.scheduler=false -
Dcom.ahsay.obcs.sch.serverinit=false -Dcatalina.base=/usr/local/cbs
RunBackupSet /usr/local/cbs 1593776649249 ALL Cloud File
QgsSo/AkSjvT100VicF/W9dcaxQKiFnVgI/A9Le/NOuvzIAFF1BJglZNFwlLKxfODe8gz
iYInGbCgIX/97xW/A== F true 2020-07-03-22-15-42 ROSUser
0gsSo/AkSjvT1O0VicF/W9dcaxQKiFnVgI/A9Le/NOt9RweXikmaghdg5Aic6cADx3k7TF
Y21mwUjWGKgrlxT1gfC6A6I8VTVWS5GLST/510Z2ruA/FXcgG+sGwILXFBr1AJNVRgI+8c
7t8nMukIBAJA==
QgsSo/AkSjvT100VicF/W9dcaxQKiFnVgI/A9Le/NOvoJhU2PJUcvVdhX9RRgMafFgf8Q
vBb5kBYAIB8rSVDM6X1fsUaZnNNijIkghDiMJo=
QgsSo/AkSjvT1IOOV]cF/WI9dcaxQKiFnVgI/A9Le/NOVASWCLVmMPYioVybBxBenAD
QgsSo/AkSjvT1OOV]cF/W9dcagxQKiFnVgI/A9Le/NOv1SONsRs2pazhxGk4KIxvhCOSrP
78Dmh7twmLK6Sf7HA== OBM

# kill -9 6491
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In AhsayCBS for FreeBSD:

Use the ps -aux|grep java command to locate the process ID of the backup job (%java home%
-Xms%xms% - Xmx%xmx% -XX:MaxDirectMemorySize=1024) that you want to stop. Check
the details of the Run on Server backup Java process to make sure that you are terminating the
correct backup job by using the procstat —c [process ID] command. Then use the Kill
command.

# ps -aux|grep java

root 68150 144.9 0.5 2455244 21896 2 S 17:20 0:12.39
/usr/local/cbs/jvm/jre/bin/java -Xms512m -Xmx1024m -
XX:MaxDirectMemorySize=1024m -Dsun.nio.PageAlign

# procstat -c 68150
PID COMM ARGS

68150 java /usr/local/cbs/jvm/jre/bin/java -Xms512m -
Xmx1024m -XX:MaxDirectMemorySize=1024m -
Dsun.nio.PageAlignDirectMemory=true -Xrs -
Djava.library.path=/usr/local/cbs/lib/FbdX64 -cp
/usr/local/cbs/lib/cbs.jar:/usr/local/cbs/lib/*:/usr/local/cbs/lib:/u
sr/local/cbs/tomcat/lib/* -Dcom.ahsay.obcs.sch.scheduler=false -
Dcom.ahsay.obcs.sch.serverinit=false -Dcatalina.base=/usr/local/cbs
RunBackupSet /usr/local/cbs 1594037087130 ALL Cloud File
QgsSo/AkSjvT100VicF/W9dcaxQKiFnVgI/A9Le/NOuvzIAFF1BJglZNFwlLKxfODe8gz
iYInGbCgIX/97xW/A== I true 2020-07-07-17-20-06 ROSUser
0gsSo/AkSjvT100VicF/W9dcaxQKiFnVgI/A9Le/N0s89YOXStiEREIPIBINZu/igbTHx
SAA511w6nKgeWtBZqUnoTOhgp5X7PQTgTcvX1WcOHAUHHHUUNNRWBYWnCHS5rY+gkScYei
6KtEg4yBOwlQ==
QgsSo/AkSjvT100VicF/W9dcaxQKiFnVgI/A9Le/NOvoJhU2PJUcvVdhX9RRgMgfFgf8Q
vBb5kBYA9B8rSVDM6X1 fsUaZnNNijIkghDiMJo=
QgsSo/AkSjvT100VicF/W9dcaxQKiFnVgI/A9Le/NOuzvz)luNHgIX3XpxeAQo71jgISM
1InwlTgT9xva+0YL4A==
0gsSo/AkSjvT100VicF/WidcaxQKiFnVgI/A9Le/NOv1SONsRs2pazhxkGk4KIxvhCOSrP
78Dmh7twmLK6Sf7HA== OBM

# kill -9 68150
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Appendix P Setting the Data Synchronization Check (DSC)

Data Synchronization Check (DSC) is enabled by default and will run every 60 days.
Assumption: AhsayOBM Installation path is C:\Program Files\AhsayOBM
To disable the data synchronization check, follow the instructions below:

1. Make sure there are no active backup or restore job running.
Close AhsayOBM UI.
Stop the Ahsay Online Backup Manager Services.
Go to C:\Program Files\AhsayOBM\ folder.
Open cb.opt file using a text editor such as Notepad or Notepad++.
Add this line, 0Office365.DSCInterval=-1

S T

A value of -1 indicates data synchronization check is disabled.
7. Start the Ahsay Online Backup Manager Services.

To check if the data synchronization check is enabled, follow the instructions below:

1. Goto C:\Program Files\AhsayOBM\ folder.
2. Open ch.opt file using a text editor such as Notepad or Notepad++.
3. Look for this line, Office365.DSClnterval=xx.

Note:

If xx is a positive value this indicates the data synchronization check is enabled and represents
the interval number of days until the next run of data synchronization check.

_OR_
If the interval value is not -1.

To adjust the interval number of days, follow the instructions below:

Make sure there are no active backup/restore job running.

Close AhsayOBM ULI.

Stop the Ahsay Online Backup Manager Services.

Go to C:\Program Files\AhsayOBM\ folder.

Open cb.opt file using a text editor such as Notepad or Notepad++.

o gk wDd

Change the interval number.
For example:
Current interval: Office365.DSClInterval=60
Updated interval: Office365.DSClInterval=10
Explanation:

On the current interval, the number of days is 60. While in the updated interval, the number
of days is reduced to 10.

WARNING

If the interval value is 0, Office365.DSClnterval=0, then the Data Synchronization Check (DSC) will
run for every backup job.

7. Start the Ahsay Online Backup Manager services.
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Appendix Q How to create a new app in the Azure Active
Directory

In order to obtain the redirect URI that will be used in your branded pages, a new app must be created
in the Azure Active Directory using the App Registrations.

To support the customization of Azure AD App for Modern App Authentication, an Azure AD
subscription is required, e.g. for Office 365 Apps a Premium P1 and Premium P2 licenses of Azure
AD subscriptions is required. As the free version of Azure AD does not support granting admin
consent for the Exchange/SharePoint related APIs via New App Registration. Please refer to
Microsoft for details of Azure AD subscription plans.

Once you have the required subscription, follow the instructions below on how to do this:

1. Loginto Azure AD.

2. On the bottom of the page, click App Registrations.

H Microsoft Azure P search resources, services, and docs (G+/) ¥ @ahsay.onmi... @&
AHSAY SYSTEMS CORPORATION ... ‘&

Welcome to Azure!
)
. , "
[ 4

Don't have a subscription? Check out the following options.

Start with an Azure free trial Manage Azure Active Directory Access student benefits
Get $200 free credit toward Azure products and services,  Manage access, set smart policies, and enhance security  Get free software, Azure credit, or access Azure Dev Tools
plus 12 months of popular free services. with Azure Active Directory. for Teaching after you verify your academic status.

st [P p— Leammoredt

Azure services

HH . n — = =
+ ) Q & = o a T -
Creste a A Security Center  App Services Virtual Storage SQL databases  Azure Datsbase  Azure Cosmos  More services
resource registrations machines accounts for PostgresQ... DB

3. Click New Registration.

Home >

App registrations = X

T Mew registration @ Endpoints f Troubleshooting  + Downlead (Preview) D Got feedback?

0 Welcome to the new and improved App registrations (now Generally Available). See what's new and learn more on how it's changed. —*

o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will
continue ta provide technical support and security updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft
Authentication Library (MSAL) and Micresoft Graph. Learn more

All applications Owned applications

2 start typing a name or Application 1D te filter these results

This account isn't listed as an owner of any applications in this directory.

View all applications in the directory
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4. Enter the Name of the app and under Supported account types select “Accounts in any
organizational directory (Any Azure AD directory — Multitenant) and personal Microsoft
accounts (e.g. Skype, Xbox)” then click Register.

Home > App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

| | branded e ||

Supported account types

Who can use this application or access this API?
O Accounts in this arganizational directory only (Ahsay Systems Corporation Limited anly - Single tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

I @ Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox) I

O Personal Microsoft accounts only

By preceeding, you agree to the Microsoft Platform Policies =

5. Onthe left panel click Authentication then Add a platform.

Home » App registrations > branded

3 branded | Authentication = X
2 Search (Ctrl+/) | « E‘ Save X Discard > Got feedback?
R Overview = . )
Platform configurations

& Quickstart

. . ) Depending on the platform or device this application is targeting, additional configuration may be reguired
#  Integration assistant | Preview such as redirect URIs, specific authentication settings, or fields specific to the platform.
Manage T Add a platform
E Branding

3 Authen n
Supported account types
Certificates & secrets
Who can use this application or access this 4PI7

Token canfiguration
o Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal

% API permissions Microsoft accounts (e.g. Skype, Xbox)

All users with 3 work or schoal, or personal Microsoft account can use your application or APIL This
@ Expose an API includes Office 365 subscribers.
s Owners A\ To change the supported accounts for an existing registration, use the manifest editor. Take care, as

. . certain properties may cause errors for personal accounts. Learn more about these restrictions.
s Roles and administrators | Pre...

L 1 e
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6. Double click on Mobile and desktop applications.

Configure platforms

Web applications

D) we

Build, host, and deploy a web server
application. .NET, Java, Python

Mobile and desktop applications

. i08 / mac05

Objective-C, Swift, Xamarin

E Mobile and desktop
applications

Windows, UWP, Console, loT & Limited-
entry Devices, Classic i0S + Android

— Single-page application

Configure browser client applications and
progressive web applications. Javascript.

‘l Android

Java, Kotlin, Xamarin
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7. Check all three (3) checkboxes and enter the Authorization code redirect customized URI (e.g.
https://www.yourdomain.com/register/oauth2-microsoft365.jsp). Click Configure.

Configure Desktop + devices X

¢ All platforms CQuickstart  Docs

Redirect URIs

The URls we will accept as destinations when returning authentication responses (tokens)
after successfully authenticating users. Also referred to as reply URLs. Learn more about
Rediract URIs and their restrictions=

https://login.microsoftonline.com/comman/oauth2 /nativeclient |D
https://loginlive.com/osuth20_desktop.srf (LiveSDK) @
mzalbe065f17-1214-4cd5-b197-T8ee31eTacf1://auth (MSAL only) |E

Custom redirect URIs

https://www.yourdomain.com/register/oauth2-microsoft365,sp o

8. Click Add URI and enter the Admin consent endpoint redirect customized URI (e.qg.
https://www.yourdomain.com/register/oauth2-permission365.jsp). Click Save.

Home > App registrations > branded

) branded | Authentication = *
[ search (cri=) | « Save | X Discard | < Got feedback?
B Overview - redirect URIs‘ specific authentication settings, or fields specific tothe platform.

& Quickstart - Add a platform

# Integration assistant | Preview

~ Mobile and desktop applications Quickstart  Docs? (]
Manage
B Branding Redirect URIs
3 Authentication The URIs we will accept as destinations when returning authentication responses (tokens) after successfully

authenticating users. Also referred to as reply URLs. Learn more about Redirect URls and their restrictions !
Certificates & secrets

I Tok . hitps//login microsoftonline com/common/oauthd/nativeclient [
1 oken comn |gurat|5n

hitps://login live.com/cauth20_desktop.srf (LiveSDK) [y
9 AP| permissions

B msalbB06517-1214-4cdS-b107-T8eeS 1eTack//auth (MSAL only) [T
@ Expose an API

F o hittps://wwiw.yourdamain.com/register/oauth2-microsoft365 jsp Ty
= wners

S oles and acini E | [ ttps:/iwwwyourdomain.cam/register/aautn2- permission385,sp < |
] es and administrators | Pre...

Bl Manifest Add URI

Examples of the oauth2-microsoft365.jsp and oauth2-permission365.jsp files can be downloaded
from here https://download.ahsay.com/support/document/v8/app-reg-microsoft365.zip.
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9. On the left panel go to API permissions, then click Add a permission.

Home * App registrations > branded
= branded | APl permissions = X

|;: Search (Cirl=/) \ « () Refresh P Got feedback?

i#  Overview .
Configured permissions

& Quickstart X . .
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process, The

# Integration assistant | Preview list of configured permissions should include all the permissions the application needs. Learn more about permissions and
consent

Manage

~/ Grant admin consent for Ahsay Systems Cerporation Limited

B Branding
APl / Permissions name Type Description Admin consent required Status
D Authentication YP pt: q

) v Microsoft Graph (1)
Certificates & secrets

I X . UserRead Delegated  Sign in and read user profile -
Il Token configuration

@ Expose an APl

Owners

10. Add the permissions for Microsoft Graph, SharePoint and Exchange.

Click on Microsoft Graph.

Request API permissions

Select an API

Microsoft APls  APls my organization uses My APls

Commonly used Microsoft APls

Microsoft Graph

\_—
4‘\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
N

Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a
single endpoint.

1 (™) Azure Rights Management
‘ Azure Data Catalog rhl Azure DevOps k. Services

Programmatic access to Data Catalog Integrate with Azure DevOps and Azure Allow validated users to read and write
resources to register, annotate and DevOps server protected content

search data assets

. — Data Export Service for
IA Azure Service Management s Azure Storage Microsoft Dynamics 365
Programmatic access to much of the Secure, massively scalable object and Export data from Microsoft Dynamics
functionality available through the Azure data lake storage for unstructured and CRM organization to an external
portal semi-structured data destination
1] |

Click Delegated permissions. Check the box beside the following permissions:

e emalil
e profile
e User.Read.All
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Request API permissions

€ All APIs
@ Microsoft Graph
https://graph.microsoft.com/ Docs !

What type of permissions does your application require?

Delegated permissions

Your application needs to access the API as the signed-in user.

Application permissions

signed-in user.

Select permissions

Your application runs as a background service or daezmon without a

expand all

0 start typing a reply url to filter these results

Permission

' Openld permissions (2)

email &

View users' email address

B offline_access (0

IMaintain access to data you have given it access to

G openid @

Sign users in

profile &
View users' basic profile

N User (1)

User.Export.All (D

Export user's data

Userlnvite.All (D)

Invite guest users to the arganization
User.Manageldentities.All (D
IManage user identities

UserRead (&)

Sign in and read user profile

UserRead.All ()
Read all users’ full profiles

User.ReadBasic.All (D

Read all users’ basic profiles

I <

Admin consent required

Yes

Yes

Yes

Then go to Application permissions

e Organization.Read.All
e User.ReadWrite.All
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Then click Add permissions.

Request APl permissions

CAll APIs

@ Microsoft Graph
https://graph.microsoft.com/ Docs

What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Select permissions

Application permissions
Your application runs as a background service or daemon without a
signed-in user.

expand all

J Start typing a reply url to filter these results

Permission

" Organization (1)

Organization.Read.All (D
Read organization information

I:‘ Organization.Readwrite.All (©

Read and write organization information
N User (1)

I:‘ User.Export.All (D
Export user's data

UserInvite.All (O

Invite guest users to the organization

User.Manageldentities.All (O

Manage all users’ identities

Read all users' full prafiles

User.ReadWrite.All (@
Read and write all users’ full profiles

[
[
O UserResdal O

Admin consent required

Yes

Yes

Yes

Yes

Yes

Yes

Yes
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You can see that the permissions added for Microsoft Graph will be listed. Do the same
process to add permissions for SharePoint. Click Add a permission.

Home > App registrations > branded

- branded | APl permissions = X
| 2 Search (Ctrl=/) ‘ % O Refresh P Got feedback?
i Overview - . e R . - .
A\ You are editing permission(s) to your application, users will have to consent even if they've already done so previously.

&4 Quickstart
#" Integration assistant | Preview Configured permissions

Applications are authorized to call APls when they are granted permissicns by users/admins as part of the consent process. The
Manage - - . . S N o

list of configured permissions should include all the permissions the application needs. Learn more about permissions and
= consent

E Branding

D Authentication ~ Grant admin consent for Ahsay Systems Corporation Limited

Certificates & secrets

APl / Permissions name Type Description Admin consent required Status
ill Token configuration ~ Micrasott Graph (5
= APl permissions emai Delegated  View users' email address - o
@ Expase an API OrganizationRead.All  Applicati.. Read organization information  Yes A No, e
# Owners profile Delegated  View users' basic profile -
& Roles and administrators | Pre... UserResd.Al Delegated  Read all users' full profiles Yes A No, e
8 Manifest UserReadwrite A Applicati.. Read and write all users' full pr..  Yes A No, e

Click SharePoint.

Request API permissions

; Intune G Office 365 Management APls OneNote

Programmatic access to Intune data Retrieve information about user, admin, Create and manage notes, lists, pictures,
system, and palicy actions and events files, and maore in OnelNote notebooks
from Office 365 and Azure AD activity
logs

Power Bl Service |¢,| PowerApps Runtime Service Q SharePoint

Programmatic access Powerful data storage, modeling, security Interact remotely with SharePoint data

to Dashboard resources such and integration capabilities

as Datasets, Tables, and Rowsin Power Bl

e Skype for Business ¢ Yammer

Integrate real-time presence, secure Access resources in the Yammer web
messaging, calling, and conference interface (e.g. messages, users, groups
capabilities etc)
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Click Delegated permissions. Check the box beside AllSites.FullControl.

Request APl permissions

€ All APIs
SharePoint
https://microsaft.sharepoint-df.com/ Docs

What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Select permissions

o SharePoint APls are available via the Microsoft Graph APl You may want to consider using Microsoft Graph instead.

Application permissions
Your application runs as a background service or daesmon without a
signed-in user,

expand all

P Start typing a reply url to filter these results

Permission

N/ Allsites (1)

Allsites.FullControl (&
Have full control of all site collections

Admin consent required

Yes

Then goto Application permissions.

e Sites.FullControl.All
e User.ReadWrite.All

Then click Add permissions.

Check the box beside the following permissions:

Select permissions

Request APl permissions X
C Al APIs
SharePoint
https://microsoft.sharepoint-df.comy Docs =
0 SharePoint APls are available via the Microsoft Graph APl You may want te consider using Microsoft Graph instead.
What type of permissions does your application reguire?
Delegated permissions Application permissions
Your application needs to access the AP as the signed-in user. Your application runs as a background service or daemen without a
signed-in user.
expand all

A Start typing a reply url to filter these results

Permission

N/ sites (1)

Sites.FullControlall &

Have full control of all site collections

N User (1)

UserRead.All (@

O

Read user profiles

User.Readwrite.All (O
Read and write user profiles

Admin consent required

Yes

Yes
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You can see that the permissions added for SharePoint will be listed. Do the same process to
add permissions for Exchange. Click Add a permission.

Home > App registrations > branded

- branded | APl permissions % X

|;) Search (Ctrl=/)

« {0 Refresh | < Got feedback?

1] iew 8 ;
B Overviev A\ You are editing permission(s) to your application, users will have to consent even if they've already done so previously.

& Quickstart
consent
# Integration assistant | Preview
4 Add a permission |~ Grant admin consent for Ahsay Systems Corporation Limited
Manage
APl / Permissions name Type Description Admin consent required Status

E Branding
v SharePoint (3)
D Authentication

Allsites. FullContro: Delegated  Have full control of all site coll...  Yes A No,, -
Certificates & secrets
Sites.FullControl Al Applicati... Have full control of all site coll...  Yes A No,, -
ill Token canfiguration
User.ReadWrite Al Applicati... Read and write user profiles es & No,, -

== AP| permissions

& Expose an AP|

Click Exchange.

Request API permissions

ity e Ju— ey e e AaEEN e A TR g

Key Vaults

D Customer Insights D Dynamics ERP /_‘ Speech

Create profile and interaction models for Programmatic access to Dynamics ERP Create powerful speech-enabled features
your products data using speech to text and text to speech
conversion

‘i Universal Print

Programmatic access to create and
manage printer and print job resources

Supported legacy APls

> Azure Active Directory Graph “ Exchange
Programmatic access to directory data A powerful, easy-to-use way to access
and objects and manipulate Exchange data

Click Delegated permissions. Check the box beside the following permissions:

e Calendars.ReadWrite.All
e Contacts.ReadWrite.All
e EWS.AccessAsUser.All
e Group.ReadWrite.All

e Mail.ReadWrite.All

¢ Notes.ReadWrite

e People.ReadWrite

e Place.Read.All

e Tasks.ReadWrite

e User.Read.All
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{ All APIs

Request APl permissions

Exchange
https://outlook.office365.com/ Docs

What type of permissions does your application require?

Delegated permissions

Your application needs to access the API as the signed-in user.

Select permissions

Application permissions
Your application runs as a background service or daesmoen without a
sighed-in user,

expand all

J Start typing a reply url to filter these results

O

Permission

' Calendars (1)

Calendars.ReadWrite (O

Read and write user calendars

Calendars.ReadWrite.All ()
Read and write user and shared calendars

O

O

Calendars.ReadWrite.Shared (0
Read and write user and shared calendars

' Contacts (1)

Contacts.ReadWrite (0

Read and write user contacts

Contacts.ReadWrite.All (&
Read and write user and shared contacts

O

Contacts.ReadWrite.Shared (@
Read and write user and shared contacts

N EWS (1)

Admin consent required

EWS.AccessAsUserall (&

Access mailboxes as the signed-in user via Exchange Web Services

O

' Group (1)

Group.Read.All (@
Read all groups (preview)

Group.ReadWrite.All &
Read and write all groups (preview)

O

N Mail (1)

Mail.ReadWrite (O

Read and write user mail

Mail.ReadWrite.All (0
Read and write user and shared mail

O

O

Mail.ReadWrite.Shared (@
Read and write user and shared mail

" Motes (1)

Notes.Read (O

Read user notes

Notes.ReadWrite (&
Create, read, update and delete user notes
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~ People (1)

D People.Read (D

Read users' relevant people lists (preview)

People.ReadWrite (@)

Read and write users' relevant people lists (preview)

" Place (1)

Place.Read.All (D)

Read all company places

N/ Tasks (1)

Tasks.Read.Shared (@

O

Read all tasks 3 user has access to

Tasks.ReadWrite (3

Create, read, update and delete user tasks

Tasks.ReadWrite.Shared (0

O

N User (1)

D UserRead (O
Read user profiles

User.Read.All (O
Read all users’ full profiles

D User.ReadBasic.All (3
Read all users’ basic profiles

Create, read, update and delete all tasks a user has access to

Yes

Yes

Then goto Application permissions.

o full_access_as_app

e Calendars.ReadWrite.All

e Contacts.ReadWrite

e Exchange.ManageAsApp

e MailboxSettings.ReadWrite
e Mail.ReadWrite

e Place.Read.All

e Tasks.ReadWrite

e User.Read.All

Then click Add permissions.

Check the box beside the following permissions:

Request API permissions

< All APIs

‘ Exchange
https:/foutlook.office365.com/ Docs

What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Select permissions

Application permissions

signed-in user.

Your application runs as a background service or daemon without a

expand all

2 start typing a reply url to filter these results

Permission

' Other permissions (1)

full_access_as_app @

Use Exchange Web Services with full accass to all mailboxes

Admin consent required

Yes
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' Calendars (1)

D Calendars.Read &
Read calendars in all mailboxes

D Calendars.Read.All (O

Read calendars in all mailboxes

Calendars.Readwrite.all (0
Read and write calendars in all mailboxes

O

 Contacts (1)

Contacts.Read (@)

Read contacts in all mailboxes

Contacts.ReadWrite (&)
Read and write contacts in all mailboxes

' Exchange (1)

Exchange.ManageAsApp (O
. Manage Exchange As Application

0

' MailboxSettings (1)

MailboxSettings.Read @
Read all user mailbox settings

MailboxSettings.ReadWrite (&
Read and write all user mailbox settings

N Mail (1)

0

Mail.Read &
Read mail in all mailboxes

Mail.ReadWrite (&

Read and write mail in all mailboxes

]

 Place (1)

Mail.Send &
Send mail as any user

Place.Read.All (O

Read all company places

' Tasks (1)

0

Tasks.Read (&
Read user tasks in all mailboxes

Tasks.ReadWrite ()
Read and write tasks in all mailboxes

N User (1)

UserRead . All (&
Read all users’ full profiles

Yes

Yes

Yas

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes
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11. Check Grant admin consent for Ahsay Systems Corporation Limited and click Yes in the
confimation message that will be displayed.

Home > App registrations » branded

- branded | APl permissions  » X
[ search (Ctri+/) | « () Refresh | < Got feedback?
i Overview -

A\ You are editing permission(s} to your application, users will have to consent even if they've already done so previously.

& Quickstart -
consent

i Integration assistant | Preview

+ Add a permission | v Grant admin consent for Ahsay Systems Corporation Limited

Manage
API / Permissions name Type Description Admin consent required Status
= Branding
v Exchange (18) .
D Authentication
CalendarsReadWrite. Al Delegated Read and write user and share., - -
Certificates & secrets
CalendarsReadWrite. Al Applicati.. Read and write calendars inall .. Yes A Mo, o
il Token configuration
Contacts.ReadWrite Applicati.. Read and write contacts inall ... Yes A Mo, o
<2 AP| permissions
Contacts.ReadWritz.Al  Delegated Read and write user and share.. - o
& Exposs an AP } )
EWS.AccessAslsenAl Delegated  Access mailboxes as the signed... - o
# Owners - .
Exchange.ManagedsAp) Applicati.. Manage Exchange As Applicati... Yes A Mo,
@ .
Roles and administrators | Pre..
= l ful_access_as_app Applicati..  Use Exchange Web Services wit... Yes A Mo, o
Manifest
o Mail.ReadWrite Applicati.. Read and write mail in all mailb... Yes A Mo, o
Support + Troubleshooting Mail.Read Writa.Al Delegated Read and write user and share.. - -
&2 Troubleshooting MailboxSettings.ReadW Applicati... Read and write all user mailbox... Yes A Mo, -

Do you want to grant consent for the requested permissions for all accounts in Ahsay Systems Corporation Limited?
This will update any existing admin consent records this application already has to match what is listed below.
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All permissions have now been granted admin consent.

Configured permissions

Applications ars authorized to call AP

4 adda permission "
AP/ Permissions name

" Exchange (15)

Calendars. ReadWrizz.All

Calendars.Readh

vz.All
Contacts ReadWrite

Contacts ReadWrite All

_
Exchange Manzgehzipn
full_sccess_as_spp
Group.ReadWritz.All

Pzl ReadWritz

Mazil ReadWritz.All

Mailbox3a

ngs.ReadWrite

Tasks ReadWrite

Tasks ReadWrits

User.Read Al

User Read Al

™ Microzoft Graph (5]

email
Crganization.Read.All
profile

User.Read Al

User ReadWrite.All

 ShareFaint (3

AllSites FullControl

Sites.FullContral All

User.ReadWrite. All

Type

Delegated
Application
Application
Delegated
Delegated
Application
Application
Delegatsd
Application
Delegated
Application
Dzlegatad
Delegated
Delegated
Application
Delegated
Application
Delegated

Application

Delegated
Application
Delegated
Delegated

Application

Delegated
Application

Application

o Successfully granted admin consant for the requested permissions.

Description

Re=d and write user and shared calendars
Re=d and write calendars in il mailboxes
Rezd and write contacts in all mailboxes

Re=d and write user and shared contacts

Access mailboses as the signed-in user via Exchange W...

Mznage Exchangs Az Application

Use Exchange Web Services with full access to all mailb...

Fezd and write all groups (preview)
Re=d and write mail in all mailboxss
Re=d and write user and shared mail
Rezd and write all user mailbox settings

Create, read, update and delete user notes

Rezd and write users' relevant people lists (pravisw)

Rezd all company places

Rz=d all company places

Create, read. updste and delete user tasks
Rezd and write tasks in all mailboxes
Re=d all users’ full profiles

Read all users’ full profiles

View wsers’ email address
Rezd organizaticn information
Wigw wsers’ basic profile

Re=d all users’ full profiles

Resd and write all users’ full profiles

Have full contrel of all site collections
Have full control of all site collections

Rezd and write user profiles

Admin consent req...

Status

O Grantad for Ahzay Sy

@ Granted for Ahsay

& Grantad for Ahsay

O Grantad for Ahsay Syste_
@ Grantad for Ahsay Syste_

@ Grantad for Ahsay Systa_

o Grantad for Ahsay

@ Granted for Ahsay Syste_
@ Grantad for Ahsay Systa_
o Grantad for Ahsay Syste_
@ Granted for Ahsay Syste_
@ Grantad for Ahsay Systa_

o Grantad for Ahsay Syste_

@ Granted for Ahsay Sy:

@ Grantad for Ahsay Systa_

o Grantad for Ahsay Syste_

@ Granted for Ahsay Syste_
@ Grantad for Ahsay Syste_

@ Grantad for Ahsay Syste_

O Grantad for Ahzay Syste
@ Grantad for Ahsay Syste_
@ Grantad for Ahsay Systa
o Grantad for Ahzay Syste

@ Grantad for Ahsay Syste_

O Grantad for Ahzay Sy

@ Grantad for Ahsay Syste_

& Grantad for Ahsay

yste

yste

when they are granted permissions by users/admins as part of the consent process. The list of configured parmissions should include
3ll the permiszions the application nesds. Leam more about permiszions and consent
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Appendix R How to setup authenticator app to be able to
login to AhsayCBS web console after losing
access to authenticator app

After setting up the Mobile Authentication 2FA login, there might be an instance wherein the system
administrator cannot login using 2FA. Here are some cases when that may happen:

» Lost access to registered phone
» Lost access to authenticator app
» System user was deleted from the authenticator app
Follow the steps below to be able to login again to AhsayCBS web console:

1. Select any method from the list.

Two-Factor Authentication

Please select one Two-Factor Authentication method to continue.

E Input one-time password generated in Authenticator App from "googletest”
E Input one-time password generated in Authenticator App from "test”

Approve reguest in Authenticator App from "Galaxy A70"

Unable to login/Do not have any Authenticater App(s)

2. Click HYnabletologin .

Two-Factor Authentication

Please input the one-time password generated in Authenticator App from "test”.
(00:00:08)

Unable fo login

3 Click Recover this Authenticator App link.

Two-Factor Authentication

Please select an action to proceed

Go back to device list
Recover this Authenticator App

*If you cannot access all Authenticator App(s), please go back to device list to click

"Unable to login/Do not have any Authenticator App(s)"
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4. Enter the recovery phone number excluding the last 2 digits then click | 2end SMS Verification code

Authentication Recovery

Please enter the first few digits of "test"(™******75) for recovery. It will be discarded after the recovery process

is completed.

Please fill in the recovery phone number

Philippines (+63) * || - 75

*This phone number will be used for account security and recovery only. Flease be reminded that standard SMS charge will be applied.

Send SMS Verification code

5. Enter the verification code and click to continue.

Authentication Recovery

You have selected "test” and it will be discarded after recovery is completed.

Verification code
AFGD - 802209 (00:04:41)

Resend SMS Verification code

6. Click to setup 2FA again.

Authentication Recovery

Please use your mobile device to get the below Mobile App from Apple App Store / Google Play Store.

Ahsay Mabile

Once ready, hit [Next] button to continue the setup.

# Download on the GETITON
& AppStore » Google Play
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7. Scan the QR code using third-party authenticator app and enter a display name and the one-time

password generated by the third-party authenticator app. Click to continue.

Authentication Recovery

Please scan the QR code or input Secret Key to register your mobile device with your backup account for following feature:

Two-Factor Authentication

Secret Key: D5DB HOP2 YWFV QNC5

Enter & display name for user profile.

test

Enter the one-time password generated by Authenticator App.
280123 [00:00:06)

Using Ahsay Mohile

Or

If you want to use Ahsay Mobile click the =59 Ansay Mobile i, and scan the QR code.

Authentication Recovery

Please scan the QR code to register your mobile device with your backup account for following feature:

Two-Factor Authentication

Using other TOTP Authenticator App (e.g. Authy, Duo, Google)?
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8. Click to finish the setup and login to AhsayCBS.

Authentication Recovery

YYou have registered "Galaxy A70" for the following feature:

3,;:‘; Two-Factor Authentication

9. The main screen is now displayed.

English

B 5o =)
Dashboard Live Activities Administration Logs Backup / Restore Logs Replication Logs

Redirection Logs

1 1
th th B3 e
LS LS
Users, Groups & Paolicies Sending Data Acceprting Data Joining Redirectors Hosting a Redirector
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Appendix S How to customize AhsayCBS Download Page

Follow the instructions below to customize the AhsayCBS Download Page:

> How to hide the download tab

> How to hide the download platform and installer links

» How to hide the download installer links

The download page customization can be done by editing the cbs.css file with a text editor which is
located $APPLICATION_HOME\Wwebapps\cbs\include folder.

The default path for AhsayCBS running on:
» Windows is C:\Program Files\AhsayCBS\webapps\cbs\include
» Linux/FreeBSD is /usr/local/cbs/webapps/cbs/include
» AhsayUBS is /ubs/mnt/esfmfw/obsr/system/obsr/iwebapps/cbs/include

How to hide the download tab

Example: Hiding the AhsayOBM DMG online installer and TAR GZ offline installer links for macOS
but the leaving the macOS tile visible on AhsayCBS v8.5.2.0 and above on Windows.

1. Goto $APPLICATION_HOMEWwebapps\cbs\include folder.
Example: C:\Program Files\AhsayCBS\webapps\cbs\include

g (j)v | . = Computer = Local Disk (C:) = Program Files = AhsayCBS + webapps » cbs = include
Organize *  Includein library +  Sharewith +  Mew Folder
‘v Favorites Mame = Date modified Tyvpe Size
4% | arimo.css 3/20/2020 '9:00 AM Cascading Style sh... 2KB
H_“bra”es || arimaltalic400, woff 3/20/2020 .00 4M  WOFF File 29KB
J‘v Dacuments || arimoltalic7o0.weff 5{20/2020 9:00 6M  WOFF Fils 28 KB
i‘ :::LIIEI’ES || arimoMarrnal4a0,woff 3/20/2020 '9:00 AM WOFF File 23 KB
E Videos || arimoMarmnal 700, woff 3/20/2020 '9:00 AM WOFF File 23 KB
babel-generator-runtime.js  3/20/2020 9:00 AM Jscript Script File Z2ZKB
1M Computer 4 | chs.css 5/8/2021 6:31 AM Cascading Style Sh... 96 KB

2. Open the cbs.css and add this line: #download-obm-mac .download-link-div {display:none;}
then save.

.EhS.ESS - Motepad

File Edit Faormak Miew Help
#downToad-obm-mac . download-Tink-div {display:none; |

3. Restart the AhsayCBS setrvice.

£} sServices (Local)

Ahsay Cloud Backup Suite it Description Status
'1 Ahsay Cloud Backup Suite Started Aukamatic
ervice £k Ahsay Online Backup Manager Services Maobile Backup, C...  Started Aukamatic
[@e serice £} Application Experience Processes applic,., Manual
£} Application Tdentity Determines and ... Manual
£} Application Information Facilitates the ru... Manual

4. Clear your browsers cache.
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5. This is the before and after of hiding the macOS download installer links.

BEFORE

3vCRBS

JUPYLIIN Ansayacs || mobile || Restore || Ansayces | ansayuss

1] z

B Windows ' mac0$

I!l EXE online installer I!l DMG online installer
Yy ZIP offiine installer Yy TAR GZ offiine installer

>

[c [« [

[«

Linux / FreeBSD / Solaris

SH onling installer

TAR GZ offline installer

RPM online installer

DEE online installer

PUESVLLTIN Ansayace [| mobie | Restore | Ansayces | ansayuss

T | z
H Windows . macO$S

I!l EXE online installer

I!l ZIP offline installer

>

[ [ [

[«

Linux / FreeBSD / Solaris

SH online installer

TAR GZ offline installer

RPM online installer

DEB online installer
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How to hide the download platform and installer links

Example: Hiding the AhsayOBM macOS tile on AhsayCBS v8.5.2.0 and above on Windows.

1. Goto $APPLICATION_HOMEWwebapps\cbs\include folder.
Example: C:\Program Files\AhsayCBS\webapps\cbs\include

6 (j)v | . = Computer - Local Disk (C:) = Program Files = AhsayCBES - webapps ~ cbs - include
Organize *  Includein library = Sharewith +  Mew folder
U Favorites Mame = Date modified Twpe Size
4 | atimo,css 3/20/2020 9:00 AM Cascading Style Sh... ZKB
ﬁ_L‘bra“es || arimaltalic40m, woff 3/20/2020 00 M WOFF File 29KB
£ Dacuments || arimoltalic7 0. woff 3/20/2020 2:00 M WOFF File 3EKE
i‘ :::Lllcres || arimomormal4a0,woff 3/20/2020 9:00 AM WOFF File 28 KB
E Videos || arimamarmal 700, woff 3/20/2020 9:00 AM WOFF File 28 KB
babel-gererator-runtime.js - 3/20/2020 9:00 AM JScript Script File 22KB
;‘.i‘ Computer 4% | chs.css 5/8/2021 £:31 AM Cascading Style Sh... 96 KB

2. Open the cbs.css and add this line: #download-obm-mac {display:none;} then save.

File Edit Format “iew Help
#download-obm-mac {display:none; b

3. Restart the AhsayCBS service.

£} Services (Local)

Ahsay Cloud Backup Suite b Shatus Startup Tyoe
1 ihsay Cloud Backup Suite Started Aukamatic
ﬁer\’ice ».‘.“} Ahsay Online Backup Manager Services Mobile Backup, ... Started Aukamatic
[ Restart the service -.‘.“} Application Expetience Processes applic. .. Manual
-.,‘.“} Application Identity Determines and ... Manual
£}-. Application Information Facilitates the ru... Manual

Clear your browsers cache.

This is the before and after of hiding the macOS platform and download installer links.

BEFORE

FUEYYIN Ansayacs || mobile || Restore || Ansayces | ansayuss

’
=- Windows ' macOS 6 Linux / FreeBSD / Selaris
I!l EXE online installer I!l DMG online installer I!l SH enline installer
& ZIP offiine installer &y TAR GZ offine installer Yy TAR GZ offine installer
I!l RPM online installer
I!l DEB online installer
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AFTER

=- Windows & Linux / FreeBSD / Solaris
I!l EXE onling installer I!I SH online installer
Yy ZIP offline installer Yy TAR GZ offiine installer

I!I RPM online installer

I!I DEB online installer

° Synology

I!I SPK online installer

Please copy and paste the following
URL information into the "URL" text field
during installation
https://125.5.184.164:443%0wnerid=0
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How to hide the download installer links

Example: Hiding the AhsayOBM DMG online installer and TAR GZ offline installer links for macOS
but the leaving the macOS tile visible on AhsayCBS v8.5.2.0 and above on Windows.

1. Goto $APPLICATION_HOMEWwebapps\cbs\include folder.
Example: C:\Program Files\AhsayCBS\webapps\cbs\include

@ (j)v | . = Computer = Local Disk (C:) = Program Files = AhsayCBS + webapps » cbs = include
Organize *  Includein library *  Sharewith +  Mew folder
S Favorites Mame ~ Date modified Type Size:
4% | arimo.css 3/20/2020 '9:00 AM Cascading Style sh... 2KB
i Libraries || arimoltalic400, woff 3(20{2020 ::00 AM  WOFF File 29KB
J: Bacuments || arimoltalic7on.weff 3{20/2020 9:00 A WOFF File 28 KB
i‘ :::Lllcres || arimoMorrnal400. woff 3/20{2020 '9:00 AM WOFF File 23 KB
E Videos || arimoMarrnal 700, woff 3/20{2020 '9:00 AM WOFF File 23 KB
babel-gernerator-runtime.js  3/20/2020 9:00 AM J5cripk Script File 22 KB
18 Computer 4 | chs.css 51812021 6:31 AM Cascading Style Sh... 96 KB

2. Open the cbs.css and add this line: #download-obm-mac .download-link-div {display:none;}
then save.

.EhS.ESS - Motepad

File Edit Format Miew Help
#downToad-obm-mac . download-Tink-div {display:none; ;

3. Restart the AhsayCBS service.

£} Services (Local)

Skatus
Started

Ahsay Cloud Backup Suite Description

o s v Cloud Backup Suite Autarnatic

ervice Q &hsay Online Backup Manager Services Maobils Backup, C...  Starked Aukannatic
Restart te service & —_— . .
£} Application Experience Processes applic... Manual
£} Application Identity Determines and ... Manual
£} Application Information Facilitates the ru... tanual

Clear your browsers cache.
This is the before and after of hiding the macOS download installer links.

BEFORE

) AnhsayCBS

FYEVCIVIN Ansayace || mobile | AhsaycBS || AhsayuBs
LT = i .
& Windows ' macO$ ) Linux / FreeBSD / Solaris
I!l EXE online installer I!l DMG online installer I!l &H online installer
¥y ZIP offiine installer Y, TAR GZ offiine installer Yy TAR GZ offiine installer
I!l RPM online installer
I!l DEB online installer
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AFTER

]| £
& Windows ‘ macO$8

I!l EXE online installer

I!l ZIP offline installer

& Linux / FreeBSD / Solaris

SH onling installer

[«

TAR GZ offline installer

[«

RPM online installer

[«

DEB online installer

[«
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Appendix T How to set and configure the Java heap size for
Data Migration

By default, the memory is set to 1024 MB. This can be changed by appending the options
“com.ahsay.obs.core.job.MigrateV6Data.Xmx=xxxx" for the maximum Java heap size and
“‘com.ahsay.obs.core.job.MigrateV6Data.Xms=xxxx” for the minimum Java heap size in the

cbs.opt file.
If you wish to use the default Java heap size settings, then the additional options above are not
required in the cbs.opt file.
Follow the instructions below:
» Windows

» Linux/FreeBSD
» AhsayUBS

Windows
In Ahsay CBS for Windows:
1. Locate the cbs.opt file in the SAPPLICATION_HOME\conf folder.

GQ )vl . = Computer = Local Disk (i) = Program Files  AhsayCBS -+ conf =

Organize jOpen *  Nlew folder

- Favorites WS
. chs.opk
- Libraries | chssve.ini
3 Documents 2] conbext.xml
’J‘v' Music || delete.log
5‘ Tcltures | keystore

2. Open the file, add the options “com.ahsay.obs.core.job.MigrateV6Data.Xmx=value” and
“‘com.ahsay.obs.core.job.MigrateV6Data.Xms=value” then save.

] cbs.opt - Notepad

File Edit Format Wiew Help

com. ahsay. obs. core. job.Mmigratevépata. xmx=2048
com. ahsay. obs. core, job.Migratevabata, xms=128

For the Java heap size settings in the cbs.opt file, there is no need to specify “m”.

3. Restart the AhsayCBS service.

£} Services {Local)
Status

Ahsay Cloud Backup Suite s
'!}'.\hs.a':,-' Cloud Backup Suite Started Autornatic
ﬁ:emce_ £} Ahsay Online Backup Manager Services Mobile Backop, ... Started Aukomatic
[ Restart the service £} Application Experience Processes applic... Manual
£} Application Idenkity Determings and ... Manual
‘£ Application Information Facilitates the ru... ranual
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Linux/FreeBSD
In AhsayCBS for Linux/FreeBSD:

1. Locate the cbs.opt file in /usr/local/cbs/conf folder.

[root@centos-7-1810-temp ~]# cd /usr/local/cbs/conf
[root@centos-7-1810-temp confl# 1ls -la

total 1468

drwxr-xr-x 4 root 4096 May 7 15:12

drwxr-xr-x 23 root root 4096 Apr 30 17:45

-rwxr-xr-x 1 root root 316 Apr 30 17:44 acb-config.xml
-rwxr-xr-x 1 root root 4961 Apr 30 17:44 afc.opt

-rwxr-xr-x 1 root root 70 Apr 30 17:44 autoDiscovery.xml
-rwxr-xr-x 1 root root 1024 Apr 30 17:44 autoUpdate.bdb
-rwxr-xr-x 1 root root 1952 Apr 30 17:44 ca.crt

drwxr-x--- 3 root root 4096 Apr 30 17:44 Catalina

-rwxr-xr-x 1 root root 12505 Apr 30 17:44 catalina.policy
-rw-r--r-- 1 root root 12315 May 1 20:46 catalina.properties

-rwxr-xr-x 1 root root 12293 May 4 11:44
catalina.properties.1620108671165.bak

-rw-r--r-- 1 root root 12293 Apr 27 16:08
catalina.properties.1620186806193.bak

-rwxr-xr-x 1 root root 30046 May
root root 30344 May
root root 28385 May
root root 28681 May
root root 30344 May 20:40 cbs.json.2
root root 29750 May 20:18 cbs.json.

6 20:40 cbs.json
6
4
4
6
6
root root 28084 May 6 20:18 cbs.json.
6
5
5
5
5
0

20:40 cbs.json.l
14:11 cbs.json.10
14:11 cbs.json.1l1

—YWXr-XIr—-Xx
—YWXr—-XIr—-x
—~rWXIr-XI—X
—~rWXIr-XIr—X
—~IrWXIr-XIr—X
—YWXr-Xr—-x
“ITWXr—XIr—x root root 28382 May 20:18 cbs.json.
root root 28385 May 12:00 cbs.json.
root root 28681 May 12:00 cbs.json.
root root 28086 May 11:52 cbs.json.
root root 28382 May 11:52 cbs.json.
root root 9618 Apr 30 17:44 cbs.opt

—rwXr—-xXr—-x

—rwXr—-xXr—-x

—rwXr—-xXr—-x

O 0 J o U b W

1
1
1
1
1
1
1
1
1
1
“rWXr-xr-x 1
1

—IWXr—-Xr—x

2. Open the file, using a text editor then add the options
‘com.ahsay.obs.core.job.MigrateVéData.Xmx=value” and
‘com.ahsay.obs.core.job.MigrateV6Data.Xms=value” then save.

com.ahsay.obs.core.job.MigrateVé6Data.Xmx=2048

com.ahsay.obs.core.job.MigrateVé6Data.Xms=128

3. Restart the AhsayCBS service.

[root@centos-7-1810-temp confl# cd /usr/local/cbs/bin
[root@centos-7-1810-temp bin]l# sh restart.sh
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AhsayUBS
1. Locate the cbs.opt file in /Jubs/mnt/eslsfw/obsr/conf folder.

# cd /ubs/mnt/eslsfw/obsr/conf
# 1s -la
total 925
drwxr-xr-x root wheel 142 Jul 9 02:15

root wheel 13 Jul 8 08:25

root wheel 316 Nov 19 2018 acb-config.xml

root wheel 4966 Jul 8 08:35 afc.opt

drwxr-xr-x 1
—~rWXIr-XIr—X
—~rWXIr-XIr—X
—IWXIT—XI-X root wheel 70 Nov 19 2018 autoDiscovery.xml
root wheel 1152 Jul 8 08:48 autoUpdate.bdb
root wheel 1952 Nov 19 2018 ca.crt

root wheel 0 Nov 19 2018 Catalina

root wheel 12505 Nov 19 2018 catalina.policy

—YWXr—-XI—X
—YWXIr—-XIr—X
—~rWXIr-XIr—X
—~rWXIr-XIr—X
—TWXY—XY—X root wheel 8008 Nov 19 2018 catalina.properties
root wheel 19671 Jul 8 10:25 cbs.json

3
3
1
1
1
1
1
1
1
1
“ITWXX—XIr—xX 1
“ITWXX—XIr—xX 1 root wheel 19672 Jul

1

1

1

1

1

1

1

1

1

1

1

8 10:25 cbs.json.1
—TWXYX—Xr—X root wheel 18755 Jul 8 08:43 cbs.json.10
—TWXYX—XI—X root wheel 19028 Jul 8 08:28 cbs.json.ll
—TWXYX—Xr—X root wheel 19672 Jul 8 09:09 cbs.json.2
“TWXY—XY—X root wheel 19672 Jul 8 09:09 cbs.json.3
“TWXY—XY—X root wheel 19373 Jul 8 08:46 cbs.json.4
—TWXYX—Xr—X root wheel 19169 Jul 8 08:46 cbs.json.b5
—TWXYX—Xr—X root wheel 19169 Jul 8 08:44 cbs.json.6
—TWXYX—Xr—X root wheel 19208 Jul 8 08:44 cbs.json.7
“TWXY—XY—X root wheel 19208 Jul 8 08:43 cbs.json.8
“ITWXr—XIr—xX root wheel 18958 Jul 8 08:43 cbs.json.9
“ITWXr—XIr—xX root wheel 9666 Jul 8 08:54 cbs.opt

2. Open the file, using a text editor then add the options
‘com.ahsay.obs.core.job.MigrateV6Data.Xmx=value” and
‘com.ahsay.obs.core.job.MigrateV6Data.Xms=value” then save.
com.ahsay.obs.core.job.MigrateVé6Data.Xmx=2048
com.ahsay.obs.core.job.MigrateVé6Data.Xms=128
3. Restart the AhsayCBS service.
# cd /ubs/mnt/esfmfw/obsr/system/obsr/bin
# sh restart.sh
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Appendix U How to monitor Data Migration Job Process

Follow the instructions below on how to monitor the Data Migration:
» Windows

> Linux

» FreeBSD

» AhsayUBS

Windows
In AhsayCBS for Windows, the following command can be used to check the Data Migration process:
wmic process where caption="java.exe” get commandline.

C:\>wmic process where caption="java.exe" get commandline

CommandLine

"C:\Program Files\AhsayCBS\java\bin\java" -Xmsl28m -Xmx1024m -
XX:MaxDirectMemorySize=1024m -Dsun.nio.PageAlignDirectMemory=true -Xrs -
Djava.library.path=1ib/WinX64 -cp "C:\Program
Files\AhsayCBS\lib\cbs.jar;C:\Program Files\AhsayCBS\1lib\*;C:\Program
Files\AhsayCBS\1lib;C:\Program Files\AhsayCBS\tomcat\lib\*" "-
Dcatalina.base=C:\Program Files\AhsayCBS" RunDataMigration "C:\Program
Files\AhsayCBS" 1620111338046
QgsSo/AkSjvT100VicF/WodcgxQKiFnVgI/A9Le/NOulzfJhC2cJPReetUm29xImSqBd2LJatigmkS377
gDp5J/D244eThpQ7x1ZWwQrXGe=
QgsSo/AkSJvT100V]cF/WodcgxQKiFnVgI/A9Le/NOte9GIsulFiLYAh8wprdjBs
QgsSo/AkSJvT100VicF/WOdcgxQKiFnVgI/A9Le/NOuYKAV116z1R18edTvrKjuPskU4o0KMpOddldenn7
kgh8fMSJwRHFGb14Rm/GpS6aKfMS1TYGGyhS4ppp6s3ddeXum/UuA6d7/4Xt2vdWKlsvg==
QgsSo/AkSJvT100VicF/WodcgxQKiFnVgI/A9Le/NOvC/gEJqRt1LFZr1Iz3nkhpvKKt607TuA+cseUli
mZXV4LAYYYN3w+0gYiyBDCM32Q= OBM 127.0.0.1 8081
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Linux

In AhsayCBS for Linux you can use the ps -ef|grep java command to list all the processes using java
to run. This also starts with the username then the process ID to identify the running processes. In
the example below, username root with process ID 10370 is the Data Migration process. This is
indicated by the min/max java heap size -Xms128m -Xmx1024m.

#root@centos-7-1810-temp ~]# ps -ef|grep java

root 4905 1 017:12 2 00:00:59 /usr/local/obm/jvm/bin/bschdW -
Xmsl28m -Xmx768m -Dsun.nio.PageAlignDirectMemory=true -Djava.library.path=. -
cp .:./cbs.jar cbs /usr/local/obm

root 9796 1 18 20:40 pts/0 00:01:41 /usr/local/cbs/java/bin/java -

Djava.util.logging.config.file=/usr/local/cbs/conf/logging.properties -
Djava.util.logging.manager=org.apache.juli.ClassLoaderLogManager -
Djava.library.path=/usr/local/cbs/1lib/LinX64 -DCATALINA PID=/var/run/obsr.pid -Xrs -
Xms512m -Xmx2048m -Xss384k -XX:MetaspaceSize=96m -XX:MaxMetaspaceSize=256m -
XX:MaxDirectMemorySize=512m -XX:NewRatio=3 -XX:SurvivorRatio=32 -
XX:MinHeapFreeRatio=20 -XX:MaxHeapFreeRatio=80 -XX:+PrintGCDetails -
XX:+PrintGCDateStamps -XX:+UseConcMarkSweepGC -XX:+UseCMSInitiatingOccupancyOnly -
XX:CMSInitiatingOccupancyFraction=85 -XX:+ScavengeBeforeFullGC -
XX:+CMSScavengeBeforeRemark -Dsun.net.inetaddr.ttl=3600 -
Dnetworkaddress.cache.ttl=3600 -Dsun.net.inetaddr.negative.ttl1l=300 -
Dnetworkaddress.cache.negative.tt1=300 -Dsun.nio.PageAlignDirectMemory=true -
Djava.net.preferIPv4Stack=true -
Djava.util.logging.manager=org.apache.juli.ClassLoaderLogManager -
Djava.util.logging.config.file=conf/logging.properties -Dtc.work.path=work -
Dtc.log.path=logs -Djavax.servlet.context.tempdir=work -
Djdk.nio.maxCachedBufferSize=262144 -Dfile.encoding=UTF-8 -Dsun.jnu.encoding=UTF-8 -
Djdk.tls.ephemeralDHKeySize=2048 -
Djava.protocol.handler.pkgs=org.apache.catalina.webresources -
Dorg.apache.catalina.security.SecuritylListener.UMASK=0027 -Dignore.endorsed.dirs= -
classpath /usr/local/cbs/tomcat/bin/bootstrap.jar:/usr/local/cbs/tomcat/bin/tomcat-
juli.jar -Dcatalina.base=/usr/local/cbs -Dcatalina.home=/usr/local/cbs/tomcat -
Djava.io.tmpdir=/usr/local/cbs/temp org.apache.catalina.startup.Bootstrap start

[ oot 10370 | 9796 99 20:49 pts/0 00:00:04 /usr/local/cbs/java-linux-
x64/bin/java -Xmsl28m -Xmx1024m -XX:MaxDirectMemorySize=1024m -

Dsun.nio.PageAlignDirectMemory=true -Xrs -
Djava.library.path=/usr/local/cbs/1lib/LinX64 -cp
/usr/local/cbs/lib/cbs.jar:/usr/local/cbs/lib/*:/usr/local/cbs/lib:/usr/local/cbs/tom
cat/lib/* -Dcatalina.base=/usr/local/cbs RunDataMigration /usr/local/cbs

| 1620111338046

09550/ AKSJVIIOOV]cF/WodcgxQKiFnVgI/A9Le/NOuvzIAFF1BJgl ZNFwlLKxfO3B8uWZiG135vDj0DjScn8
Q== QgsSo/AkSjvT100VicF/W9dcgxQKiFnVqIl/A9Le/NOte9GJIsulFiLYAh8wprdjBs
QgsSo/AkSIvT100V]cF/WIdcgxQKiFnVgI/A9Le/NO0sJtzhgqrGM6Tax1RIL6+zjurG1JISNuslsgxg9vhbOviN
cM3Z9EaCwb7vMjHAMjKzVHx1/9zRmKcsCfovDWxFj8wa+yruhLORYuOKuDdEgxcAw==
QgsSo/AkSjvT100VicF/WOdcgxQKiFnVgI/A9Le/NOvC/gEJqRt1ILFZr1Iz3nkhpvKKt607TuA+cseUlimZXV
4L4YYYN3w+0gYiyBDCM32Q= OBM 127.0.0.1 8081

root 10397 9112 0 20:49 pts/0 00:00:00 grep --color=auto java
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FreeBSD
In AhsayCBS for FreeBSD, there are two steps to check the Data Migration process.

1. Firstfind the process ID using the ps —aux|grep java command. To identify each process that
is running, it also starts with the username then the process ID. In the example below,
username root with process ID 2970 is the Data Migration process. This is indicated by the
min/max java heap size -Xms128m -Xmx1024m.

#root@FREEBSD120X86:~ # ps -aux|grep java

[ root 2970 | 37.6 2.9 1416376 91568 0 S  22:47  0:02.71
/usr/local/cbs/jvm/jre/bin/java -Xmsl28m -Xmx1024m -
XX:MaxDirectMemorySize=1024m -Dsun.nio.PageAlignDirectMemory=true -Xrs -
Djava.library.path=/usr/local/cbs/lib/FbdX86

root 2163 1.0 21.9 2652664 681100 0O I 22:21 4:13.54
/usr/local/cbs/java/bin/java -
Djava.util.logging.config.file=/usr/local/cbs/conf/logging.properties -
Djava.util.logging.manager=org.apache.juli.ClassLoaderLogManager -D

root 2972 0.0 0.1 4728 2228 0 S+ 22:47 0:00.00 grep

Jjava

2. Thenuse procstat —c [process ID] to display the details of the Data Migration process.

#root@FREEBSD120X86:~ # procstat -c 2970

PID COMM ARGS
2970| java /usr/local/cbs/jvm/jre/bin/java -Xmsl28m -Xmx1024m -

XX:MaxDirectMemorySize=1024m -Dsun.nio.PageAlignDirectMemory=true -Xrs -
Djava.library.path=/usr/local/cbs/1ib/FbdX86 -cp
/usr/local/cbs/lib/cbs.jar:/usr/local/cbs/lib/*:/usr/local/cbs/lib:/usr/loc
al/cbs/tomcat/lib/* -Dcatalina.base=/usr/local/cbs RunDataMigration
/usr/local/cbs|1620111338046
QgsSo/AkSIvT100V]cF/W9dcaxQKiFnVgI/A9Le/NOuvzIAFF1BJIgl ZNFwlLKxfO3B8uWZziG135
vDj0DjScn8Q==
QgsSo/AkSIvT100VcF/WodcaxQKiFnVgI/A9Le/NOte9GIsulFiLYAh8wprdjBs
0gsSo/AkSjvT100VicF/WodcaxQKiFnVgl/A9Le/NOtWUU/zgGdsBufKrG40pssVYpVVpyQONl1yL
Dxu2AXA2U5+uvTPSa¥YaMzdyCGO0+rPhXZtzLZgkf5IfruVGGecXXMgtcosRITVI+RLGnTaWA9Imr5g

0gsSo/AkSjvT100VicF/W9dcgxQKiFnVgl/A9Le/NOvC/gEJgRt1LFZr1Iz3nkhpvKKt 607 Tul+
cseUlimZXV4L4YYYN3w+0qYiyBDCM320= OBM 127.0.0.1 8081

www.ahsay.com 677



AhsayUBS
In AhsayUBS, there are two steps to check the Data Migration process
1. Firstfind the process ID using the ps —aux|grep java command. To identify each process that
is running, it also starts with the username then the process ID. In the example below,

username root with process ID 77431 is the Data Migration process. This is indicated by the
min/max java heap size -Xms128m -Xmx1024m.

ahsayubs:~# ps -aux|grep java

58.3 3.6 2703736 291176 - S 03:39 0:16.85
/ubs/mnt/esfmfw/obsr/system/obsr/java-freebsd-x64/bin/java -Xmsl28m -
Xmx1024m -XX:MaxDirectMemorySize=1024m -Dsun.nio.PageAlignDirectMemory=true
-Xrs -Djava.library.path

root 45832 0.2 11.3 4044324 924100 - I 09:07 22:43.51
/ubs/module/obsr/system/obsr/java-freebsd-x64/bin/java -
Djava.util.logging.config.file=/ubs/module/obsr/system/obsr/conf/logging.pr
operties -Djava.util.logging.manager=o

root 77434 0.0 0.0 6740 2624 0 S+ 03:39 0:00.00 grep java

2. Thenuse procstat —c [process ID] to display the details of the Data Migration process.

ahsayubs:~# procstat -c 77431
PID COMM ARGS

java /ubs/mnt/esfmfw/obsr/system/obsr/java-freebsd-x64/bin/java -
Xms1l28m -Xmx1024m -XX:MaxDirectMemorySize=1024m -
Dsun.nio.PageAlignDirectMemory=true -Xrs -
Djava.library.path=/ubs/module/obsr/system/obsr/lib/FbdX64 -cp
/ubs/mnt/esfmfw/obsr/system/obsr/lib/cbs.jar:/ubs/mnt/esfmfw/obsr/system/ob
sr/lib/*:/ubs/mnt/esfmfw/obsr/system/obsr/lib:/ubs/mnt/esfmfw/obsr/system/o
bsr/tomcat/lib/* -Dcatalina.base=/ubs/mnt/esfmfw/obsr/system/obsr
RunDataMigration /ubs/mnt/esfmfw/obsr/system/obsr 1620111338046
QgsSo/AkSJvT1IOOV]cF/WIdcaxQKiFnVgI/A9Le/NOuPoAT6LpXuDZrAlUZ/AubghWmklcZY7WQ
2wa4GkkmyOLEpVIjEsgNudF75MPRDHs18=
0gsSo/AkSjvT1O0VIcF/WIdcaxQKiFnVgI/A9Le/N0te9GIsulFiLYAh8wprdjBs
0gsSo/AkSjvT100VicF/WodcaxQKiFnVgI/A9Le/NOuA5iIH3nF6CztQiD4PrNEEyUcDFJJUeGM
M5YVnjQ2uWiBAZZT2YIoe0v/NoplmSOWRW+LgeNv5FV6+V4Pdal ffabgox4 fsQbjALICFwU60ig
0gsSo/AkSjvT100VicF/W9dcgxQKiFnVgl/A9Le/NOvC/gEJgRt1LFZr1Iz3nkhpvKKt 607 Tul+
cseUlimZXV4L4YYYN3w+0qYiyBDCM320= OBM 127.0.0.1 8081
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Appendix V How to hide the VM Run Direct Tile on AhsayCBS
User web console

The VM Run Direct tile on the AhsayCBS User web console can be hidden by editing the cbs.css file
which is located in the SAPPLICATION_HOME\webapps\cbs\include folder.

n

Live Activities

VM

N

Run Direct

The default path for AhsayCBS running on:
» Windows is C:\Program Files\AhsayCBS\webapps\cbs\include
» Linux/FreeBSD is /usr/local/cbs/webapps/cbs/include

» AhsayUBS is /ubs/mnt/esfmfw/obsr/system/obsr/webapps/cbs/include
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Follow the instructions below to hide the VM Run Direct tile on the AhsayCBS User web console:

1. Goto $APPLICATION_HOME\webapps\cbs\include folder to locate the cbs. css file.

Example: C:\Program Files\AhsayCBS\webapps\cbs\include

A

Q\ )v| . = Local Disk {C:) = Program Files = ahsawCBS = webapps = chs - include

i Favarites

- Libraries
3 Dacuments
J‘- Music

= Pictures

B videos

M Computer
-ﬂ_{ Local Disk (T

Crganize *  Include inlibrary *  Sharewith +  New folder

Mame = Drate modified Type

4k | arimo.css 3120/2020 9:00 AM Cascading 5
|| arimoltalic400.woff 3202020 9:00 AM WOFF File
|| arimoltalic?00.waff 3/20/2020 9;00 AM WiOFF File
| arirmamormal400,.waff 32002020 9;00 AM WOFF File
| arirmamormal700.waff 32002020 9;00 AM WOFF File

habel-generator-runtime. js

4k | chs.css

3/20{2020 9:00 AM
51312021 2:11 AM
8/26/2020 9:19 PM

J5cripk Scripl
Cascading S
J5cripk Scrip

2. Using a text editor open cbs.css and add the following code: . cbs-
new _home container .cbs-new menu container-bkup restore-reseller

div.cbs-menu box4.cbs-menu box-bkup restore-reseller.cbs-menu-
bkup restore:nth-child(3)

{display: none;} then save.

}

display:

noney;

.Cbs-new_home_ container .cbs-new menu container-bkup restore-
reseller div.cbs-menu box4.cbs-menu box-bkup restore-
reseller.cbs-menu-bkup restore:nth-child(3) {

Clear your browsers cache.

4. Login to the AhsayCBS user web console using an AhsayOBM or AhsayACB user account to
verify that the VM Run Direct Tile is already hidden.

€ AhsayCBS

B

Live Activities
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