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1 Introduction

Ahsay Replication Server (AhsayRPS)

is a replication solution specially

designed for AhsayOBS. With the use of AhsayOBS replication module, it can
provide close to real time data protection to the data stored on the multiple

AhsayOBS.

1.1 Conventions

Convention | Descriptions Example

Bold Important information WARNING: You must
check the timestamp
of obrA.jar before
proceeding to step 2.

Italic Folder path or file path /usr/local/obs/conf

1 Graphical Interface Elements [Manage Log]

%% File path in Windows format %0OBSR_HOME%

$ File path in Linux/FreeBSD/Solaris $OBSR_HOME

format
italic Command mkdir Zusr/local/obs

1.2 Definitions, Acronyms and Abbreviation

Term/Abbreviation

Definition

AhsayOBS

Ahsay™ Offsite Backup Server

AhsayRPS Ahsay™ Replication Server

AhsayRDR Ahsay™ Redirector Server

AhsayOBM Ahsay™ Online Backup Manager

AhsayACB Ahsay™ A-Click Backup

OBSR_HOME The install location of AhsayOBS & AhsayRPS.

Windows
C:\Program Files\AhsayOBS and AhsayRPS

Linux/FreeBSD/Solaris
/usr/local/obs/

OBSR_HOME_BAK

The backup location of AhsayOBS & AhsayRPS. It is
used temporary during the install/upgrade process.

Windows
C:\Program Files\AhsayOBS and AhsayRPS.bak\

Ahsay Systems Corporation Limited 1
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Linux/FreeBSD/Solaris
/usr/local/obs.bak/

CONF_HOME

The backup location of AhsayOBS & AhsayRPS. It is
used temporary during the install/upgrade process.

Windows
%0BSR_HOME%\conf

Linux/FreeBSD/Solaris
$OBSR_HOME/conf

USER_HOMES

The directories where AhsayOBS and AhsayRPS store
the AhsayOBM & AhsayACB users accounts.

The default location is:
%0OBSR_HOME%b\users

POLICY_HOME

The directory where AhsayOBS and AhsayRPS store
its system users and group policy information.

Windows
%0BSR_HOME%\system\policy

Linux/FreeBSD/Solaris
$OBSR_HOME\system\policy

SYSTEM_HOME

The directory where AhsayOBS and AhsayRPS store
its system information.

Windows
%0BSR_HOME%\system\

Linux/FreeBSD/Solaris
$OBSR_HOME\system\

WEBAPPS_HOME

Location of the webapps directory inside the
installation directory of AhsayOBS & AhsayRPS.

Windows
%0BSR_HOME%\webapps.

Linux/FreeBSD/Solaris
$OBSR_HOME\webapps

WEBAPP_HOME_BAK

A backup of the webapps directory inside AhsayOBS
and AhsayRPS.

Windows
%0BSR_HOME%\webapps.bak

Ahsay Systems Corporation Limited 2
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Linux/FreeBSD/Solaris

$OBSR_HOME\webapps.bak

RECEIVER_HOME

The location where the replicated data is stored for a
particular replication receiver.

JAVA_HOME

The location where JAVA is installed

1.3 System Requirements

Please refer to the FAQ: Ahsay Software Compatibility List (SCL) for version
6.3 or above (2323) for the system requirements.

AhsayRPS v6 supports replication for AhsayOBS v5.5.3.0 or above.

Ahsay Systems Corporation Limited
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2 Overview

This chapter introduces you to the AhsayOBS replication module and the
AhsayRPS server.

2.1 Ahsay Replication Server

Ahsay Replication Server provides an additional layer of data protection by
providing an offsite backup store for backing up data from either a single or
multiple AhsayOBS servers. The Ahsay replication process is close to real-
time and hence this will reduce the probability of significant data loss in the

event of an AhsayOBS outage.

2.2 Ahsay Replication Server Administration Console

As both AhsayRPS and AhsayOBS features have been merged into one
installer. Once installed you can choose which service you wish to activate
either AhsayOBS or AhsayRPS service.

To access the AhsayRPS Administration Console, please do the following:

1.

Point to http://<your-replication-server>= on web browser and the
AhsayOBS Administration Console will be shown.

Uik shagiitng Al Oridn Fackup Siste
§ Ay ™ OMIsfe Fachup Server (AR OS] o o

verver appicetion which offers coine Dackup services
50 £ usars.

(DAl ™ Ovdne Backtp Manager (AlsaORRy
3 o fulbioatured chent spphcation uted b0 Dechup dete
50 the Ansay Ol

EAlmay™ AClick Backimp IMmayACE i@ 0 Re
chert spphcation for saay beckup frecavery of fles fo./
e the ARsas O

O Aleay™  Heplicaion  Server  (AhsayHPS)
provides an offste siore for backed up deta from
ke Ahgay UGS
o Gpiting Staried wilh AsavOfiM v
o ting Started wih AhsavACH v
@ Decimantations v
5 Sysiom Mansgement ¥

Eoit INSTALL_FOLDER] 1 webapos §ROOT L |

Administrator Login | e o0

J X
B - §
== (:ﬂ
1///' |
@ A

Login Name : Systen

Password @

[#] remember my login narm

heck to see if your CAPS LOCK is on, Both the login name and password are case sensitive.
ehrek 1 soe i your system elock i corrnet, Coakies may net wark correctly f your systemn dack s seorrect
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2. Click on “Switch to Replication Server” to go to Ahsay Replication Server
Administration Mode.

Administrator's Guide | Se

0 Ahsay™ Replication Server —~ =
Administrator Login

[© Switch to Ahsay™ Offsite Backup Server |

@ Introduction

) Ahsay™ Replication Server (AhsayRPS)
providez an offstz ztore for backed up data from
multiple Ahsay0BSs.

() Getting Started with AhsayRP § ¥

= Contactus ¥
il -
,,:-' e -
“ A
AhsayRPS
Login Name : |
Password |
Login

W remember my login name

Troubleshooting:

Alternatively, you can access the AhsayRPS Administration Console
page directly using the following URL http://<your-replication-server=/

rps-helper/index.jsp

Ahsay Systems Corporation Limited
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2.3 AhsayOBS Replication Module

AhsayOBS replication module is specially designed for replicating both
AhsayOBS user home data and AhsayOBS program or binary files to
AhsayRPS server. It is designed to provide replication services for AhsayOBS
only and it does not provide general replication service for other files within
the system. This means that you cannot use AhsayOBS replication to
replicate your Windows/Linux/Unix server to another machine.

Since it is an AhsayOBS aware replication module, it has the following
benefits over using other external synchronizing software (e.g. rsync or
Microsoft Replication Services) in the context of replicating backup data on
AhsayOBS to another server.

Real Time Replication

When a backup block arrives at the backup server, it is automatically put into
the replication queue. Data in the replication queue are replicated to
AhsayRPS immediately (or at a delay of at most 1 minute). No replication
schedules or extensive checking of whether each file should be replicated are
required.

Platform Independence

As AhsayOBS and AhsayRPS supports Windows, Linux, FreeBSD, or Solaris
platforms. This means that you can have AhsayOBS running on Windows and
AhsayRPS running on Linux/FreeBSD/Solaris or other possible combinations.

No Interuption to Existing Backup Operations

Since AhsayOBS replication module will be replicating transaction log files,
instead of the actual backup files, to the AhsayRPS, normal write access to
the backup files will not be interrupted and this can ensure normal backup
operation of AhsayOBS.

Secured and Compression Connection

Replication data are transported under a 128-bit SSL and compressed
channel. Data transferred between AhsayOBS and AhsayRPS is secured and
optimized.

Transaction Log Level Replication

AhsayOBS replication module logs all transaction made on AhsayOBS and
replicates only the transaction log file to AhsayRPS. This means that only
changes applies to the user data will be required to be replicated to
AhsayRPS.

Ahsay Systems Corporation Limited 6
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Replicating Selective Users from AhsayOBS to AhsayRPS

It is possible to select specific users from AhsayOBS to replicate to AhsayRPS,
instead of just replicating all users on all the user homes.

2.4 Replication Scope
The following folders are included in the replication process:

* 9%OBSR_HOME% (files only)

*  9%OBSR_HOME%\bin

*  9%OBSR_HOME%o\conf

*  9%OBSR_HOME%\java

*  9%OBSR_HOME%\system (a.k.a. SYSTEM_HOME of AhsayRPS)

*  9%0OBSR_HOME%\tomcat

* 9%OBSR_HOME%\webapps

*  9%OBSR_HOME%\work

* %USER_HOMES% (according to your replication settings, some users
may not be included in the replication.

The index files (r-index.bdb and index.bdb) for each backupset are not
replicated to AhsayRPS as part of the replication process. Since they are
updated frequently, any copies on AhsayRPS would be outdated as soon as
it is replicated. When replication skips an index files it will record in the
replication log the following entries:

Skip replicating index BDB files "............ /index.bdb’
Or
Skip replicating index BDB files ".......... /r-index.bdb

The following is an example of entries that you are likely to find on the
ManagelLog] -> [Replication Log] page.

364 12:55:21 PM | [N] Replicating '/data/user/acb2/db/Profile.xml.8" (3k, 2011-02-20 09:30)

365 12:55:21 PM | [N] Replicating '/data/user/acb2/db/Profile.xml.9' (3k, 2011-02-20 09:30)

366 12:55:21 PM | [N] Replicating '/data/user/acb2/db/RestoreLog/2011-02-07-13-43-24.log' (176, 2011-02-07 13:44)
367 12:55:21 PM | [N] Replicating '/data/user/acb2/db/Storagelog/2011-02.log' (578, 2011-02-25 09:55)

368 12:55:21 PM | [N] Replicating '/data/user/acb2/db/UserLog/2011-02-07.log' {6k, 2011-02-07 13:44)

369 12:55:21 PM | [N] Replicating '/data/user/acb2/files/-1297048893023/Current/root/3404278061' {1k, 2011-02-20 09:30)
370 12:55:21 PM  Skip replicating index BDB files '/data/user/acb2/files/-1297048893023/index.bdb’

371 12:55:21 PM | [N] Replicating '/data/user/acb2/files/-1297048893023/info.xml' (105, 2011-02-07 13:43)

372 12:55:21 PM  Skip replicating index BDB files '/data/user/acb2/files/-1297048893023/r-index.bdb’

373 12:55:21 PM | Skip replicating index BDE files '/data/user/acb2/files/0/index.bdb’

374 12:55:21 PM | [N] Replicating '/datafuser/acb2/files/0/finfo.xml' (85, 2011-02-07 13:43)

375 12:55:21 PM | Skip replicating index BDB files '/data/user/acb2/files/0/r-index.bdb'

376 12:55:21 PM  Listing remote '/data/user/acb3’

377 12:55:21 PM | [N] Replicating '/datafuser/acb3/db/Profile.xml' (3k, 2011-02-25 09:55)

378 12:55:21 PM | [N] Replicating '/data/user/ach3/db/Profile.xml.1' {3k, 2011-02-24 05:55)

379 12:55:21 PM | [N] Replicating '/data/user/acb3/db/Profile.xml.10' (3k, 2011-02-17 09:55)

380 12:55:21 PM  [N] Replicating '/data/user/acb3/db/Profile.xml.11' {3k, 2011-02-16 09:55)
381 12:55:21 PM | [N] Replicating '/data/user/acb3/db/Profile.xml.2' (3k, 2011-02-23 09:55)
382 12:55:21 PM | [N] Replicating '/data/user/ach3/db/Profile.xml.3' {3k, 2011-02-22 05:55)
383 12:55:21 PM | [N] Replicating '/data/user/acb3/db/Profile.xml.4' {3k, 2011-02-21 09:55)
384 12:55:21 PM | [N] Replicating '/data/user/acb3/db/Profile.xml.5' (3k, 2011-02-20 09:55)
2A% 12:55.91 BM | [N1 Ranliratinn 'fdatafiicarfarh/dh/Brofila vml & (2l 2011-02-20 Na-2M
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2.5 Replication Order

For each user home the user accounts will be listed and replicated in the
following order:

i.  Numeric user accounts
ii. Upper case user accounts

iii. Lower case user accounts

2.6 Replication Settings

Replication settings are saved in %OBSR_HOME%/conf/Ifsconfig.xml and
%0OBSR_HOME%/conf/rpsSend.xml.

2.7 Transaction Logging

When backup data arrives on the backup server, an extra copy of this data is
saved in the transaction log files. (It only happens when AhsayOBS
replication module is in LOGGING or SYNC mode. The transaction log file(s)
will then be replicated to AhsayRPS and replayed into the affected backup
files replicated to AhsayRPS ready to produce a consistent backup image of
all data available on the backup server.

Transaction log files are saved in %SYSTEM_HOME%/logfiles/log????.alf (e.qg.
log log0395.alf where “0395” is the sequence number of the transaction log
files).

When using AhsayOBS with replication module enabled, please make sure
that the [Manage System] -> [Server Configuration] -> [System Home]
setting is set in a disk partition with lots of free disk space.

To provide a consistent view of the backup file system while AhsayOBS is
running in SYNC mode, AhsayOBS uses the %SYSTEM_HOME%/sync/***
directory to store many of the temporary files required. Please do not tamper
with the files in this directory and make sure that it has lots of free space.

Ahsay Systems Corporation Limited 8
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2.8 Replication Mode of AhsayOBS

When replication is running, there are four distinct replication modes :
Resfreshing File, UNSYNC, SYNC, and LOGGING mode.

1. Refreshing File

When AhsayOBS replication module is started up, it first replicates AhsayOBS
program binaries and configuration files to AhsayRPS during “Refreshing File”
mode. No data under SYSTEM_HOME, POLICY_HOME and USER_HOMES will
be replicated to AhsayRPS in this mode.

Since program binaries and configuration files rarely change and there are
limited numbers of these files, this part is completed relatively quickly.

The following is an example of entries that you are likely to find on [Manage
Log] -> [Replication Log] page during refreshing mode.

| No. | n

1 PM [Start] Replication

2 PM [Start] Refreshing File

% BM RPS Version: 6.2.3.0

4 EM Listing remote '/

5 PM [N] Replicating 'fusr/local/obs6/bin/ExtractBackupFileHeaders.sh' (2k, 2010-12-20 14:38)
6 PM [N] Replicating 'fusrflocal/obs6/bin/ListBackupFileIndex.sh' {3k, 2010-12-20 14:38)
7 BM [N] Replicating 'fusr/local/obs6/bin/browse.sh' (108, 2008-08-15 11:51)

3 EM [N] Replicating 'fusr/local/obs6/bin/install.sh' {4k, 2011-01-26 18:5Z7)

=] FM [M] Replicating 'fusr/local/obs6/bin/obsr’ (1014, 2011-01-26 18:52)

10 = PM [N] Replicating 'fusrflocal/obs6/binf/obsr-bsd’ (1k, 2011-01-19 11:18)

11 5:11: PM [N] Replicating 'fusr/local/obs6/binf/obsr-sysv' (1k, 2011-01-19 11:18)

12 5:11:49 PM [N] Replicating 'fusr/local/obs6/bin/shutdown.sh' {7k, 2010-09-24 14:45)

13 :11:49 PM [N] Replicating 'fusr/local/obs6/bin/startup.sh’ {12k, 2011-01-26 18:51)

14 :11:49 PM [M] Replicating 'fusrflocal/obs6/bin/uninstall.sh’ (1k, 2011-01-19 11:18)

15 =7 b B PM [M] Replicating 'fusr/local/obs6/conf/acb-config.xml’ (1k, 2008-01-15 18:24)

16 5:11:49 PM [MN] Replicating 'fusr/local/obs6/conf/acb-config.xml.original’ {1k, 2008-01-15 18:24)
17 :11:49 PM [M] Replicating 'fusrflocal/obs6/conffautoDiscovery.xml' (70, 2008-05-23 14:57)
i3 :11:49 PM [N] Replicating 'fusrflocal/obs6/conf/autoDiscovery.xml.original' (70, 2008-05-23 14:57)
19 :11:49 PM [N] Replicating 'fusr/local/obs6/conf/catalina.policy’ (6k, 2002-06-11 13:09)

20 5:11:49 PM [M] Replicating 'fusr/local/obs6/conf/custom-port.jar’ (12k, 2006-05-24 18:00)
21 111 PM [MN] Replicating 'fusr/local/obs6/conf/debug.props’ (93, 2006-07-28 16:19)

22 o b I PM [N] Replicating 'fusr/local/obs6/conf/keystore’ (14k, 2004-03-22 18:49)

23 :11:49 PM [N] Replicating 'fusr/local/obs6/conf/IfsConfig.xml' {255, 2011-02-09 17:06)

24 5:11:49 PM [N] Replicating 'fusr/localf/obs6/conf/IfsConfig.xml.1' (255, 2011-02-09 17:06)
25 8 i PM [M] Replicating 'fusr/local/obs6/conf/IfsConfig.xml.10' (257, 2011-02-09 16:54)
26 :11: PM [N] Replicating 'fusrflocal/obs6/conf/IfsConfig.xml.2' (255, 2011-02-09 17:086)
o7 ol b PM [N] Replicating 'fusr/local/obs6/conf/IfsConfig.xml.3' (255, 2011-02-09 16:59)
23 5:11:49 PM [N] Replicating 'fusr/local/obs6/conf/IfsConfig.xml.4' (257, 2011-02-09 16:59)
29 :11:49 PM [M] Replicating 'fusr/local/obs6/conf/IfsConfig.xml.5' (257, 2011-02-09 16:59)
30 :11: PM [M] Replicating 'fusr/local/obs6/conf/IfsConfig.xml.6' (257, 2011-02-09 16:58)
31 :11: PM [N] Replicating 'fusrflocal/obse/conf/IfsConfig.xml.7' (257, 2011-02-09 16:57)
33 S:id: PM [N] Replicating 'fusr/local/obs6/conf/IfsConfig.xml.8' (257, 2011-02-09 16:56)
33 :11:49 PM [N] Replicating 'fusr/local/obs6/conf/IfsConfig.xml.9' (257, 2011-02-09 16:55)
34 :11:49 PM [N] Replicating 'fusrflocal/obs6/conf/license.xml’ (562, 2011-02-09 11:33)

35 =11z PM [M] Replicating 'Yusr/local/obs6/conf/license.xml.1' (562, 2011-02-14 08:03)

36 5:11: PM [N] Replicating 'fusr/local/obse/conf/license.xml.10' (562, 2011-02-04 08:01)

37 5:11: PM [N] Replicating 'fusr/local/obs6/conf/license.xml.11' (562, 2011-02-03 08:01)

38 :11:49 PM [N] Replicating 'fusrflocal/obs6/conf/license.xml.2' (562, 2011-02-13 18:00)

39 :11:49 PM [N] Replicating 'fusr/local/obs6/conf/license.xml.3’' (562, 2011-02-12 17:40)

40 S5:11: FM [M] Replicating 'fusr/local/obs6/conf/license.xml.4' (562, 2011-02-10 17:40)

41 5:11: PM [N] Replicating 'fusr/local/obs6/conf/license.xml.5' (562, 2011-02-09 16:30)

42 :11:49 PM [N] Replicating 'fusrflocal/obs6/conf/license.xml.6' (562, 2011-02-08 08:01)

43 5:11:49 PM [N] Replicating 'fusr/local/obs6/conf/license.xml.7' (562, 2011-02-07 08:01)

44 5: EM [N] Replicating 'fusr/local/obs6/conf/license.xml.8' (562, 2011-02-06 08:01)

45 5 PM [M] Replicating 'fusr/local/cbs6/conf/license.xml.9' (562, 2011-02-05 08:01)

46 :11: PM [M] Replicating 'fusrflocal/obs6/conf/logging.properties’ (230, 2009-01-13 12:26)
47 511 PM [N] Replicating 'fusr/local/obs6/conf/mergeQueue.xml’ (54, 2011-02-13 20:59)
an i lan o LT e g S sy S S L ] R i e

During the execution of this process the transaction logging on AhsayOBS is
disabled. Backup data is written directly to the backup files on the AhsayOBS
user home.

Note : Although at this stage replication is in refreshing mode, the
AhsayOBS web console [Manage System] -> [Replication Config]
page under “Enabled Replication” checkbox. The replication status is
shown as “Status: UNSYNC™.
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2. UNSYNC Replication (UNSYNC mode)

When replication is in UNSYNC mode, the AhsayOBS web console [Manage
System] -> [Replication Config] page under “Enabled Replication” checkbox.
The replication status is updated to “Status: UNSYNC”.

[ Enable Replication (Status:UNSYNC) View Replication Log
Username = IBingIe

Password E I“"

Target Host :[10.10.1.13 Port :[9443

Type |HTTP =

Proxy Host Port :|

|
Proxy Username :I ( optional )
Proxy Password :I ( opticnal )
Traffic Limit *New From [sSun x| [00 =l :[00 =] (HH:MmM)
To  [sun =] [oo = :Joo =] (HH:mm)
Maximum Transfer l_- kbytes / Second

Selective user replication (replication must be disabled before making changes)

i* Replicate all users

= Replicate selected users only

Update | Reset |

After the replication module has finished replicating all program binaries and
configuration files, it will start replicating all files under the SYSTEM_HOME,
POLICY_HOME and USER_HOMES directories to AhsayRPS. During the
execution of this task, transaction logging of AhsayOBS is disabled. Backup
data is written directly to the backup files on the AhsayOBS user home.

The following is an example of entries that you are likely to find on [Manage
Log] -= [Replication Log] page during UNSYNC mode.

316 12:58:20 PM | [Start] Replicating files in UNSYNC mode

317 12:58:20 PM | RPS Version: 6.2.3.0

318 12:58:20 PM | Listing remote '/

319 12:58:20 PM | Listing remote '/data’

320 12:58:20 PM | Listing remote '/data/user'

321 12:58:20 PM | Deleting remote '/data/user/1'

322 12:58:52 PM  Deleting remote '/data/user/a’

323 12:59:05 PM | Listing remote '/data/user/aa’

324 12:59:05 PM | [N] Replicating '/data/user/aa/db/Profile.xml’ (1k, 2011-02-25 09:55)

325 12:59:05 PM | [N] Replicating '/data/user/aa/db/Profile.xml.1' (1k, 2011-02-24 09:55)

326 12:59:05 PM | [N] Replicating '/data/user/aa/db/Profile.xml.2' {1k, 2011-02-23 14:23)

327 12:59:05 PM | [N] Replicating '/data/user/aa/db/Storagelog/2011-02.l0g’ (60, 2011-02-25 09:55)
328 12:59:05 PM | [N] Replicating '/data/user/aa/db/UserLog/2011-02-23.log' (745, 2011-02-23 14:23)
325 12:59:05 PM | Listing remote '/data/user/acb1’

330 12:59:05 PM | [N] Replicating '/data/user/acb1/db/Profile.xml' (3k, 2011-02-25 09:55)

331 12:59:05 PM | [N] Replicating '/data/userfacbi/db/Profile.xml.1' (3k, 2011-02-24 09:55)

332 12:59:05 PM | [N] Replicating '/data/user/acb1/db/Profile.xml.10' (3k, 2011-02-18 09:55)

333 12:59:05 PM | [N] Replicating '/data/user/acb1/db/Profile.xml.11' (3k, 2011-02-17 09:55)

334 12:59:05 PM | [N] Replicating '/data/user/acb1/db/Profile.xml.2' (3k, 2011-02-23 09:55)

335 12:59:05 PM | [N] Replicating '/data/userfacbi/db/Profile.xml.3' (3k, 2011-02-22 09:55)

336 12:59:05 PM | [N] Replicating '/data/user/acb1/db/Profile.xml.4' (3k, 2011-02-21 09:55)

337 12:59:05 PM | [N] Replicating '/data/user/acb1/db/Profile.xml.5' (3k, 2011-02-20 09:55)

338 12:59:05 PM | [N] Replicating '/data/user/acb1/db/Profile.xml.6' (3k, 2011-02-20 09:30)

339 12:59:05 PM | [N] Replicating '/data/userfacbi/db/Profile.xml.7' (3k, 2011-02-20 09:30)

340 12:59:05 PM | [N] Replicating '/data/user/acb1/db/Profile.xml|.8' (3k, 2011-02-20 09:30)

341 12:59:05 PM | [N] Replicating '/data/user/acb1/db/Profile.xml.9' (3k, 2011-02-19 09:55)

342 12:59:05 PM | [N] Replicating '/data/user/acb1/db/Storagelog/2011-02.log' (510, 2011-02-25 09:55)
343 12:59:05 PM | [N] Replicating '/data/userfacb1/db/UserLog/2011-02-07.log' (2k, 2011-02-07 11:28)
344 12:59:05 PM | Skip replicating index BDB files '/data/user/acb1/files/1297049299157/index.bdb’
345 12:59:05 PM | [N] Replicating '/datafuser/acbi/files/1297049299157 info.xml' (97, 2011-02-07 11:28)
346 12:59:05 PM | Skip replicating index BDB files '/data/user/acb1/files/1297049299157/r-index.bdb’'
347 12:59:05 PM | Listing remote '/data/user/ach2’
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3. SYNC Replication (SYNC mode)

When replication reaches SYNC mode, the AhsayOBS web console [Manage
System] -> [Replication Config] page under “Enabled Replication” checkbox.
The replication status is updated to “Status: SYNC”.

& Enable Replication (Status:SYNC) View Replication Log

Username :Isingle

Password :Inn

Target Host :[10.10.1.13 Port :[9448

Type HTTP = I

Proxy Host Port :

4
Proxy Username :I ( optional )
:

Proxy Password ({ optional )
Traffic Limit iNew From [Sun =] [00 =] :Jo0 =] (HH:Mm)

7o [sun =l [oo_=] :[oo =] (HH:MM)

Maximum Transfer I_- kbytes / Second

i* Replicate all users

= Replicate selected users only

Update | Reset |

Since it could take hours (or even days) to replicate all backup data form
AhsayOBS to AhsayRPS, by the time all files under SYSTEM_HOME,
POLICY_HOME and USER_HOMES are replicated, some files might have been
added/removed/updated from these directories. To ensure AhsayRPS
contains an exact copy of all files available in SYSTEM_HOME, POLICY_HOME
and USER_HOMES directories on AhsayOBS, we should make sure that there
is no change to all files under these directories during the replication process.
To do so, AhsayOBS replication module will put AhsayOBS into SYNC mode.

Once in SYNC mode:

e All files under the USER_HOMES, SYSTEM_HOME and POLICY_HOME
directories that are updated after being replicated in UNSYNC replication
are replicated again.

* During the execution of this task, transaction logging of AhsayOBS is
enabled. Backup data is written directly to the respective backup files on
the user home, in addition a copy of this data is made to the transaction
log files.
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The following is an example of entries that you are likely to find on [Manage
Log] -> [Replication Log] page during SYNC mode

2673 05:13:26 PM [Start] Replicating files in SYNC mode

2674 05:13:26 PM RPS Version: 6.2.3.0

2675 05:13:26 PM Listing remote '/'

2676 05:13:26 PM Listing remote '/data’

2677 05:13:26 PM Listing remote '/data/user’

2678 05:13:26 PM [N] Replicating '/datafuser/acb1/db/Profile.xml' {3k, 2011-02-14 09:57)

2679 05:13:26 PM | [N] Replicating 'fdatafuserfacb1/db/Profile.xxml.1’' (3k, 2011-02-08 09:55)

2680 05:13:26 PM [N] Replicating '/datafuser/acbl/db/Profile.xml.2’' (3k, 2011-02-08 09:40)

2681 05:13:26 PM [MN] Replicating '/data/fuserfacb1/db/Profile.xml.3" (3k, 2011-02-07 11:28)

2682 | 05:13:26 PM | [N] Replicating '/data/user/acb1/db/Profile.xml.4' (3k, 2011-02-07 11:27)

2683 05:13:26 PM [M] Replicating '/data/user/acb1l/db/Profile.xml.5' {1k, 2011-02-07 11:17)

2634 05:13:26 PM [M] Replicating 'fdatafuserfacbl/db/Storagelog/2011-02.log’ (60, 2011-02-14 09:57)
2685 05:13:26 PM [N] Replicating '/data/user/acbl/db/UserLog/2011-02-07.log’ (2k, 2011-02-07 11:28)
2686 05:13:26 PM Skip replicating index BDB files '/datafuser/acb1/filesf1297049299157/index.bdb’

2687 05:13:26 PM | [N] Replicating '/data/user/acb1/files/12870458299157/info.xml’ (37, 2011-02-07 11:28)
263838 05:13:26 PM Skip replicating index BDE files '/data/user/acbi/files/1297049299157/r-index.bdb’
2689 05:13:26 PM [N] Replicating '/data/user/acb2/db/BackupSet/-1297048893023/2011-02-07-12-19-45.log" (4k, 2011-02-07 12:21)
2690 05:13:26 PM [M] Replicating '/datafuser/acb2/db/BackupSet/-1297048893023/2011-02-07-13-17-51.log’ (353, 2011-02-07 13:18)
2691 05:13:26 PM [N] Replicating '/data/user/acb2/db/BackupSet/-1297048893023/2011-02-07-13-18-28.log’ (353, 2011-02-07 13:19)
2692 05:13:26 PM [N] Replicating '/datafuser/acb2/db/BackupSet/-1297048893023/2011-02-07-13-41-44.log’ (353, 2011-02-07 13:42)
2693 05:13:26 PM [N] Replicating '/data/user/acb2/db/BackupSet/-1297048893023.bdb’ (1k, 2011-02-07 13:42)

2694 05:13:26 PM [N] Replicating '/data/user/acb2/db/BackupSet/0.bdb' (384, 2011-02-07 13:44)

26095 05:13:26 PM | [N] Replicating '/data/user/acb2/db/Profile.xml' (3k, 2011-02-09 17:12)

2696 05:13:26 PM [M] Replicating '/data/user/acb2/db/Profile.xml.1' (3k, 2011-02-09 17:07)

2697 05:13:26 PM [N] Replicating '/data/userfacb2/db/Profile.xml.10' (3k, 2011-02-09 16:22)

2698 | 05:13:26 PM | [N] Replicating '/data/user/acb2/db/Profile.xml.11' (3k, 2011-02-09 16:17)

2699 05:13:26 PM [N] Replicating '/datafuser/acbh2/db/Profile.xml.2' {3k, 2011-02-09 17:02)

2700 05:13:26 PM | [N] Replicating 'fdata/user/ach2/db/Profile.xml.3’ (3k, 2011-02-09 16:57)

2701 05:13:26 PM [N] Replicating '/data/user/acb2/db/Profile.xml.4’ {3k, 2011-02-09 16:52)

2702 05:13:26 PM [N] Replicating '/datafuser/acb2/db/Profile.xml.5' (3k, 2011-02-09 16:47)

2703| 05:13:26 PM | [N] Replicating '/data/user/ach2/db/Profile.xml.6' {3k, 2011-02-09 16:42)

2704 05:13:26 PM [M] Replicating '/data/user/acbz/db/Profile.xml.7' {3k, 2011-02-09 16:37)

2705 05:13:26 PM [N] Replicating 'fdatafuserfacb2/db/Profile.xml.8' (3k, 2011-02-09 16:32)

2706 05:13:26 PM [N] Replicating ‘/datafuser/acb2/db/Profile.xml.9' (3k, 2011-02-09 16:27)

2707 05:13:26 PM [N] Replicating '/datafuserfacbh2/db/Restorelog/2011-02-07-13-43-24.log' (176, 2011-02-07 13:44)

3708 05:13:26 PM | [N] Replicating '/data/user/ach2/db/Storagelog/2011-02.log’ (79, 2011-02-14 09:57)

2709 05:13:26 PM [M] Replicating '/data/user/acb2/db/UserLog/2011-02-07.log’ {6k, 2011-02-07 13:44)

2710 05:13:29 PM [MN] Replicating '/data/user/acb2/files/-1297048893023/Current/root/3404278061" (1k, 2011-02-07 12:20)

2711 05:13:29 PM Skip replicating index BDB files 'fdata/user/ach2/files/-1297048833023/index.bdb’

2712 05:13:29 PM [M] Replicating '/data/user/acb2/files/-1297048893023/info.xml' (105, 2011-02-07 13:43)

2713 05:13:29 PM Skip replicating index BDE files '/data/user/acb2/files/-1297048893025/r-index.bdb’

2714 05:13:29 PM Skip replicating index BDB files '/data/user/acb2/files/0/index.bdb’

2715 05:13:29 PM [N] Replicating '/datafuserfacb2/ffiles/0finfo.xml’ (85, 2011-02-07 13:43)

2716 05:13:29 PM Skip replicating index BDB files 'fdatafuserfach2/files/0/r-index.bdb’

2717 05:13:29 PM [N] Replicating '/data/user/dm/db/BackupSet/1297137325171/2011-02-08-12-00-31.log’ (321, 2011-02-08 12:00)
2718 05:13:29 PM [N] Replicating '/data/user/dm/db/BackupSet/1297137325171/2011-02-08-12-01-5%9.log’ (697, 2011-02-08 12:01)
2719 05:13:29 PM [M] Replicating 'fdata/user/dm/db/BackupSet/1297137325171,/2011-02-08-12-03-29.log' (634, 2011-02-08 12:03)
2720 05:13:29 PM [N] Replicating '/data/user/dm/db/BackupSet/1297137325171/2011-02-08-12-06-53.log’ (634, 2011-02-08 12:06)
2721 | 05:13:29 PM | [N] Replicating 'fdata/user/dm/db/BackupSet/1297137325171/2011-02-08-12-12-26.log’ (634, 2011-02-08 12:12)
2722 05:13:29 PM [N] Replicating '/data/user/dm/db/BackupSet/1297137325171.bdb’ (1k, 2011-02-08 12:11)

2723 05:13:29 PM [N] Replicating '/data/user/dm/db/BackupSet/1297142977281/2011-02-08-13-30-41.log’ (800, 2011-02-08 13:30)
2724 05:13:29 PM [M] Replicating '/datafuser/dm/db/BackupSet/1297142977281,/2011-02-08-13-33-3%.log’ (371, 2011-02-08 13:33)
2725 05:13:29 PM [M] Replicating 'fdata/user/dm/db/BackupSet/1297142977281.bdb' (640, 2011-02-08 13:33)

2726 05:13:29 FM [N] Replicating '/data/user/dm/db/BackupSet/1297145958531/2011-02-08-14-21-18.log’ (697, 2011-02-08
2T2F 05:13:29 PM [M] Replicating 'fdata/user/dm/db/BackupSet/1297145958531,/2011-02-08-14-23-21.log’ (634, 2011-02-08

At the end of SYNC mode, AhsayRPS does not contain changes in AhsayOBS.
Synchronization can be easily done in the next mode, by replicating the
transaction log file over from AhsayOBS to AhsayRPS and replaying these
transaction logs on AhsayRPS.
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4. Transaction Logs Replication (LOGGING Mode)

When replication reaches LOGGING mode, the AhsayOBS web console
[Manage System] -> [Replication Config] page under “Enabled Replication”
checkbox. The replication status is updated to “Status: LOGGING”.

& Enable Replication (Status:LOGGING) View Replication Log
Username :Isingle

Password :Inn

Target Host :[10.10.1.13 Port :[0443

Type 1| HTTP .[
Proxy Host = I Port :I
Proxy Username :I ( optional )

Proxy Password { optional )
Traffic Limit * New From |Sun | |00;| 00 =] (HH:MmM)

To  [sun =l oozl :[oo =] (HH:Mm)

Maximum Transfer l_- kbytes / Second

Selective user replication (replication must he disahled hefore making changes)

{# Replicate all users
= Replicate selected users only

Update Reset |

During LOGGING mode, transaction logging of AhsayOBS is also enabled
backup data is written directly to the backup files that they are supposed to
go to as well as to transaction log files. In LOGGING mode the replication
logs will show only transaction log (logxxxx.alf) files replicated from
AhsayOBS to AhsayRPS in this mode.

The following is an example of entries that you are likely to find on [Manage
Log] -= [Replication Log] page during LOGGING mode.

5357 05:14:14 PM  [End] Replicating files in SYNC mode

5358 | 05:14:14 PM  Sent 216.63M byte in 47 sec (4.61M byte/sec)

5359 | 05:14:15PM | RPS Version: 6.2.3.0

5360 05:14:15PM | Replicating 'fusr/local/obs6/system/logfiles/log0001.alf' (373k, 2011-02-09 17:14)
5361 05:14:15PM  Replicating 'fusr/local/obs6/system/logfiles/log0002.alf' (16, 2011-02-09 17:14)
5362 05:14:16 PM | Sent 39k byte in 0 sec (0 byte/sec)

5363 05:15:17 PM | RPS Version: 6.2.3.0

5364 05:15:17 PM | Replicating 'fusr/local/obs6/system/logfiles/logD003.alf' (18k, 2011-02-09 17:15)
5365 05:15:17 PM  Sent 2k byte in 0 sec (0 byte/sec)

5366 05:16:18 PM | RPS \ersion: 6.2.3.0

5367 | 05:16:18 PM | Replicating '/usr/local/obs6/system/logfiles/log0004.alf' (Sk, 2011-02-09 17:16)
5368 05:16:19 PM | Sent 2k byte in 0 sec (0 byte/sec)

5369 05:17:20 PM | RPS Version: 6.2.3.0

5370 05:17:20 PM  Replicating 'fusr/local/obs6/system/logfiles/log0005.alf" (9k, 2011-02-09 17:17)
5371 05:17:20 PM | Sent 2k byte in 0 sec (0 byte/sec)

5372 05:18:22 PM | RPS Version: 6.2.3.0

5373 05:18:22 PM | Replicating 'fusr/local/obs6/system/logfiles/log0006.alf' (Sk, 2011-02-09 17:18)
5374 05:18:22 PM | Sent 2k byte in 0 sec (0 byte/sec)

5375 05:19:23 PM | RPS Version: 6.2.3.0

5376 05:19:23 PM | Replicating 'fusr/local/obs6/system/logfiles/log0007.alf' (461, 2011-02-09 17:19)
5377 05:19:24 PM  Sent 387 byte in 0 sec (0 byte/sec)

5378 05:20:25PM | RPS Version: 6.2.3.0

5379 05:20:25 PM | Replicating '/usr/local/obs6/system/logfiles/logD008.alf" (463, 2011-02-09 17:20)
5380 05:20:25 PM | Sent 389 byte in 0 sec (0 byte/sec)

5381 | 05:21:26 PM | RPS Version: 6.2.3.0

5382 05:21:26 PM | Replicating 'fusr/local/obs6/system/logfiles/log0009.alf' {6k, 2011-02-09 17:21)
5383 | 05:21:27 PM | Sent 2k byte in 0 sec (0 byte/sec)
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Since data in the USER_HOMES, SYSTEM_HOME, and POLICY_HOME
directories of AhsayOBS and AhsayRPS have been synchronized already in
SYNC mode, it requires only replaying all transaction log files recorded after
the beginning of the SYNC period on the AhsayRPS to bring AhsayRPS into a
consistent state with AhsayOBS.

When there are no backup activities and all pending transaction log files have
been replicated to AhsayRPS, transaction log files are replicated to AhsayRPS
every 1 minute (even when empty). This will ensure that partialrecore-within
transaction log files get replicated to AhsayRPS in close to real-time. Since
compression is enabled by default, replicating empty transaction log files will
not use much network bandwidth.

Note: In the event of any errors encountered during LOGGING mode,
replication will be restarted in SYNC mode, only if the replication has
reached the LOGGING mode within the last 7 days. Otherwise, it
restart from UNSYNC mode.

2.9 Monthly RESYNC

To ensure the data on the replication server is fully in sync with the backup
server after lots of transaction logs have been applied on the replication server,
a monthly RESYNC job will run on the first Saturday of each month at 1:00pm, if
replication is in LOGGING mode. This involves running “Refreshing Files”,
“UNSYNC Replication” and “SYNC Replication” all over again.

In addition, AhsayOBS will perform a check every time replication is enabled. If
AhsayOBS detects that more than 31 days has passed since the last monthly
resync or SYNC mode, then an immediate resync initiated.

1 12:30:21 PM [Start] Replication

2 12:30:21 PM [Monthlylob] Resyncing all files again because it hasn't been run for the past 31 days
3 12:30:21 PM [MonthlyJob] Resyncing all files again

4 12:30:21 PM [Start] Refreshing File

5 12:30:23 PM RPS Version: 6.2.3.0

6 12:30:23 PM Listing remote /'

7 12:30:23 PM Listing remote 'fusr'

3 12:30:23 PM Listing remote 'fusr/local'

g 12:30:23 PM Listing remate 'fusr/local/obsé’

10 12:30:23 FM Listing remate '/usr/local/obs&/bin’

11 12:30:23 FM Listing remate 'fusr/local/obs6/conf’

12 12:30:23 PM [T] Replicating 'fusr/local/obs6/conf/ifsConfig.xml' (252, 2011-08-06 12:30)

13 12:30:23 PM [T] Replicating '/usr/local/obs6/conf/IfsConfig.xml.1' (252, 2011-06-04 13:28)
14 12:30:23 PM [ST] Replicating 'fusr/local/cbs&/conf/IfsConfig.xml.10' (255, 2011-06-04 13:20)
15 12:30:23 PM [ST] Replicating 'fusr/local/obs6/conf/IfsConfig.xml.2' (255, 2011-06-04 13:28)
16 12:30:23 PM [ST] Replicating 'fusr/local/obs6/conf/IfsConfig.xml.3' (255, 2011-06-04 13:27)
17 12:30:23 PM [5T] Replicating 'fusr/local/obs6/conf/IfeConfig.xml.4' {255, 2011-06-04 13:26)
18 12:30:23 PM [ST] Replicating 'fusr/local/obs6/conf/IfsConfig.xml.5' (255, 2011-06-04 13:25)
19 12:30:23 PM [ST] Replicating 'fusr/local/obs6/conf/IfsConfig.xml.6' (255, 2011-06-04 13:24)
20 12:30:23 PM [ST] Replicating 'fusr/local/obs&/conf/IfsConfig.xml.7' (255, 2011-06-04 13:23)
21 12:30:23 PM [ST] Replicating 'fusr/local/obs6/conf/IfsConfig.xml.8' (255, 2011-06-04 13:22)
22 12:30:23 FM [5T] Replicating 'fusr/local/ebs6/conf/IfsConfig.xml.9' {255, 2011-06-04 13:21)
23 12:30:23 PM [T] Replicating 'fusr/local/obs6/conf/license.xml' (562, 2011-08-06 12:30)

24 12:30:23 PM [T] Replicating '/usr/local/obs6/conf/license.xml.1’ (562, 2011-06-04 12:30)

25 12:30:34 PM [End] Refreshing File

26 12:30:34 PM Sent 3k byte in 13 sec (276 byte/zec)
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3 Best Practices and Recommendations

This chapter outlines all the best practices and recommendations which you
should consider before using AhsayRPS.

3.1 AhsayRPS Hardware Requirements

As the AhsayRPS server is used as a backup or a standby machine in case of
an AhsayOBS server outage. The hardware specifications of your AhsayRPS
server should be similar to your AhsayOBS server. To ensure that when you
re-configure and startup your AhsayRPS server as an AhsayOBS server, there
will not be any performance issues.

3.2 AhsayRPS Server Storage Requirements

There is a possibility that after your AhsayOBS data is replicated to AhsayRPS,
the final data size on AhsayRPS may be larger than the original data size on
AhsayOBS. This situation could arise if there are differences in the way each
respective storage devices is formatted, i.e. different default block sizes or
different files systems

The disk capacity of your AhsayRPS server should by default be greater than
your AhsayOBS server in order to avoid such problems.

3.3 AhsayOBS Replication Partitioning

AhsayOBS replication module makes heavy use of the [Manage System] ->
[System Home] directory to create a consistent view of the backup file
system under SYNC replication mode. During SYNC mode copies of the
backup data will be written to the [System Home] in the form of transaction
log files

It is not recommended to use the O/S partition or drive as the [System
Home]. If the [System Home] folder fills up, this will cause your O/S to
become unstable and may even crash your AhsayOBS server. It is strongly
recommended the [System Home] directory should be located on a
dedicated local drive.

The [System Home] should have plenty of free space. There is no exact
formula for estimating the size of the [System Home]. As the amount of
space used in SYNC mode is dependent on:

i. The period of time the replication process is in SYNC mode
ii. The amount of daily backup data uploaded to your AhsayOBS server

For example, if daily customer backup jobs generate an average of 20GB of
data daily. Your previous replication SYNC mode time period was 5 days
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before it went into LOGGING mode, then your [System Home] partition will
require at least 100GB (20GB x 5 days) of free disk space.

This is only a general rule of thumb, this estimation does not take into

consideration the growth of daily backup data, or the accumulation of backup
data on AhsayOBS which will result in a longer SYNC mode time period.

3.4 Replication Performance Tuning

Even with a fast and stable connection between AhsayOBS and AhsayRPS,
replication performance is affected more by:

i. Poor AhsayOBS disk I/0 — when scanning and retrieving data files to
be sent to AhsayRPS.

ii. Poor AhsayRPS disk I/0 — when receiving and committing files to the
receiver home.

Poor disk 1/0 can be attributed to:
i. The use of network drives as AhsayOBS user and system homes
ii. The use of network drives as AhsayRPS receiver home(s)
iii. The use of a single large disk or volume for AhsayOBS user home

iv. The use of a single large disk or volume for multiple AhsayRPS
receiver home(s)

v. Slow performing local hard drives or storage devices
In addition, on AhsayOBS certain routine system jobs such as the Cyclic
Redundancy Check (CRC) Checking, weekly Rebuild User Storage, and
multiple single Rebuild User Storage jobs will increase the 1/0 load on
AhsayOBS user homes. On AhsayRPS, the Cyclic Redundancy Check (CRC)

Checking routine job for each replication receiver will also affect replication
performance.

In order to improve overall replication performance, the following is
recommended:

i. A separate local drive for each AhsayOBS user home

ii. Distributing user accounts across multiple user homes to balance
the 1/0 load

iii. A separate local drive for AhsayOBS system home

iv. A separate local drive for each AhsayRPS receiver
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Both AhsayOBS and AhsayRPS servers should be running on separate
dedicated machines.

3.5 AhsayRPS Java Heap Size Setting

Due to the additional AhsayRPS features such as retention policy and CRC
checking. AhsayRPS may require more memory.

i. For a single receiver AhsayRPS server, a maximum Java heap size
setting of at least 1024M is recommended.

ii. For a multiple receiver AhsayRPS server, a maximum Java heap size
setting of at least 2048M is recommended.

When setting the maximum Java heap size for AhsayRPS please ensure this
value does not exceed 50% of the RAM on the server, to allow sufficient
memory for O/S processes and operations.

It is not recommended to set excessively high values for the
maximum Java heap size, as this could result in AhsayRPS
performance issues during internal Java VM garbage collection or
memory recycling routines.

3.6 AhsayRPS and Multiple Receivers

If your AhsayRPS server is used by more than one AhsayOBS server, it is
recommended that each receiver is located on it own individual disk. The
advantages of this type of setup, is it will minimize the 1/0 on each disk and
therefore improve replication performance.

Also, if one of the AhsayOBS servers suffers an outage, there is the option of
swapping the disk to the affected AhsayOBS server.

3.7 Enable AhsayRPS CRC Checking

It is strongly recommended that you enable CRC checking for each receiver
to ensure the integrity of the files on each AhsayRPS receiver.

3.8 Avoid Using Dynamic IP Addresses

The use of AhsayRPS domain names with dynamic IP addresses may result in
the replication process restarting itself into UNYSNC mode whenever the IP
address re-cycles.

It is strongly recommended to use a static IP address for the connection for
both your AhsayOBS and AhsayRPS servers to ensure a stable and reliable
replication service.
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3.9 Using Different Ports for Different Receivers

If there are multiple receivers configured on your AhsayRPS Server, you must
assign different ports for each receiver.

3.10 Firewall Settings

After you have finished setting up your replication server, please ensure you
have updated your firewall settings to allow network traffic through the
following ports:

e Port 80 - HTTP port for AhsayOBS and AhsayRPS web interface

e Port 443 — HTTPS for AhsayOBS and AhsayRPS web interface

* Any port(s) used by the AhsayRPS receiver(s), e.g. 9444, 9445

3.11 Third Party Monitoring Software

Avoid using monitoring software that checks for network traffic on the
replication ports as some tools, e.g. Nagios have been known to affect the
replication connection between AhsayOBS and AhsayRPS. The type of
monitoring can cause the replication process to continually restart itself into
UNSYNC mode, in some cases it may prevent AhsayOBS from connecting to
AhsayRPS.

If you wish to use monitoring tools, make sure they are configured to scan
the replication logs instead.

3.12 Do Not Operate AhsayOBS and AhsayRPS on a Single
Machine

Although both AhsayRPS and AhsayOBS have been merged into one installer,
both AhsayOBS and AhsayRPS services are activated post installation.

It is not recommended to configure and use both services on one machine, as
they will compete for system resources, i.e. CPU and memory. This could
affect the performance and stability of your backup service.

If both services are running on one machine, it will completely defeat the
purpose of AhsayRPS as a backup or standby server to your AhsayOBS.

3.13 Performing an AhsayOBS Seed Load

In order to speed up the replication process and achieve LOGGING mode as
quick as possible. It may be worth considering performing an initial
AhsayOBS seed load to your AhsayRPS server.
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3.14 AhsayRPS Dedicated Restore Drive

In order to facilitate a fast restore of snapshots from AhsayRPS retention
area, it is recommended the files are not restored to an existing receiver
home drive to avoid affecting replication performance. Your AhsayRPS server
should be configured with a dedicated disk for restore purposes. Alternatively,
an external USB drive can also be used.

3.15 AhsayOBS and Dual WAN Routers

For AhsayOBS servers which are connected to dual WAN routers for network
load balancing. Please ensure that a static route is defined for network traffic
via a single connection. As any switching between the two network
connections will cause connection problems between AhsayOBS and
AhsayRPS due to the change in IP address. This will result in the replication
process restarting itself.

3.16 Replication Using Cross Over Cable

It is not recommended to setup AhsayOBS and AhsayRPS using a cross over
cable for replication. As from our experience this setup will result in
connection and performance issues.

If AhsayOBS and AhsayRPS servers are located on the same site they should
be connected via a switch.
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This chapter describes the minimum steps required to start using AhsayRPS.
Please consult the information in the following chapters for a complete
reference to all features available in AhsayRPS.

4.1 Getting started

To setup your AhsayRPS, please do the following:

Setup Replication Server

1. Point your browser to http://<your-replication-server-ip=>/.
2.  Switch to Replication Server Administration Interface.
3. Logon as administrator.

The default login name and password are “system” and “system”
respectively.

4. Set your hostname.
5. Set your SMTP Server.
6. Press the [Update] button.

Note: The SMTP server is required by AhsayRPS, so it can send alert emails
to the system administrator when there are license issues.

Ahsay Systems Corporation Limited 20



AH

Ahsay Replication Server
Administrator’'s Guide

Add Receiver

You need to add receiver to the system before you can start replication data
to AhsayRPS. To add a receiver to the system, please do the followings:

1.

3.

Click the [Manage Receiver] link available at the top menu and choose

[Add Receiver].

Enter the receive information for the new receiver account into the form

provided.

Key

Description

Login Name

Login name of the AhsayRPS receiver.

Password Password for the AhsayRPS receiver.

Alias Alias for the AhsayRPS receiver.

Home Directory where the AhsayRPS receiver uses to store

Directory the data replicated by AhsayOBS.

Bind to IP IP address where an AhsayRPS receiver will wait for

address requests from the AhsayOBS. By default 0.0.0.0

Port TCP port where this AhsayRPS receiver will wait for
requests from the AhsayOBS.

Restore Point | Minimum number of days between each retention

Interval snapshot. A retention snapshot will be created when
data is received and time interval between current time
and previous snapshot is over the specified period. No
retention snapshot will be created if data is not
received even when time interval is over.

Retention Retention snapshots over the specified days will be

Customization
Policy

removed by retention policy routine job runs everyday
at 0:00 a.m.

The receiver is now ready.

Start Replication

1.

2.

Point your browser to http://<your-backup-server-ip=>/.

Logon as administrator.

Go to [Manage System] -=> [Replication Config].

Fill in the receiver information on the form.
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5. Checked the [Enable Replication] checkbox and click the [Update]
button to start the replication.
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5 Installation

For instructions on how to install AhsayRPS on your computer, please refer to
AhsayOBS & AhsayRPS Setup Guide.
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6 Manage AhsayRPS System

This chapter describes how to use the [AhsayRPS Administration Console] ->
[Manage System] menu to configure AhsayRPS.

6.1 Server Configuration

The [AhsayRPS Administration Console] -> [Manage System] -> [Server
Configuration] page allows you to setup the system settings of an AhsayRPS.

(D smay- Rephcation Server
[0 St Al Offane Buckom Seover

0 Introduction

0 Ahsay™ PReplicsion Seree  (AhsayRPS)
Erivides an oifse siore dar backed up dals e

This section describes all settings under the [Server Configuration] menu.

Key Description
System Username Username for AhsayRPS Administration Console.
System Password Password for AhsayRPS Administration Console.

System Home Directory | Location where all AhsayRPS system log and
transaction log files are stored.

SMTP Server SMTP server for sending AhsayRPS emails.
Report Sender Email address for sending AhsayRPS emails.
Administrator Contact Email address for AhsayRPS emails.
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6.2 System Log

The [AhsayRPS Administration Console] -> [Manage System] -> [System Log]
page shows you the running status of an AhsayRPS.

O Ahsay— Replication Server

Paphestion Seaves  (AlnaA)

e for backed up s wom ¥
4

[ tpomtees v |

| 8 pecumentations v |

[ 5 Swstem Management v |

[=centoctin v ]

This section describes all settings under the [System Log] menu.

Key Description

Date The date when system log entries are recorded.

Rows per page Maximum number of rows showing in a page.
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7 Manage Receiver on AhsayRPS

This chapter describes how to use the [AhsayRPS Administration Console] ->
[Manage Receiver] menu to configure receivers for AhsayRPS.

7.1 Create Receivers

To setup replication
add a receiver to Ah
[Manage Receiver]

between AhsayOBS and AhsayRPS, the first step is to
sayRPS using the [AhsayRPS Administration Console] ->
-> [Add] page. To create a new AhsayRPS receiver,

simply fill in the form below and press the [Add] button.

() 1reay~ Repiication Server

[ = ] ation Receiver
S

O Abay™ Bephosion Server iAhsaniPs)
provides an offn store for bathed Up dats Wom Allas
P Ansa 0BG

Humse Directery

) Gatting Stated with Mviai's Ml nind to TP address
Hestorn Paint 1a

Caga ) CEasat )

Key

Description

Login Name

Login name of an AhsayRPS receiver to create. E.g.
Receiverl

Password

Password of an AhsayRPS receiver to create.

Alias

Alias of an AhsayRPS receiver to create. E.g. Receiverl

Home Directory

Directory where an AhsayRPS receiver will use to store
all its data.

Bind to IP address

IP address where an AhsayRPS receiver will wait for
requests from the AhsayOBS. The default value is
0.0.0.0.

Port

TCP port where this AhsayRPS receiver will wait for
requests from the AhsayOBS. The default value is 9444.

Restore Point
Interval

Minimum number of days between each retention
snapshot. A retention snapshot will be created when data
is received and time interval between current time and
previous snapshot is over the specified period. No
retention snapshot will be created if data is not received
even when time interval is over. The default value is 30
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days.
Retention Retention snapshots over the specified days will be
Customization removed by retention policy routine job runs everyday at
Policy 0:00 a.m. The default value is 60 days.
Enable Enable replication service.

7.2 Retention Feature

7.2.1 Retention Settings

AhsayRPS will create a snapshot according to the settings in the AhsayRPS
web console [Manage System] -> [Manage Receiver] ->
[Y0RECEIVER_NAME%] page.

Add | List | Profile | File Explorer | Retention | Replication Log Logout

[T Enable Replication

Login Name :;5230
Password :qu
Alias :[6230
Home Directory :Ia’dataa’rcvshomef5230

User homes Replication stores®
1. /datafuser == |a’c|ataircvshomeIBQSUrﬁIesa’dataa’user

* (Optional) Storing data replicated from different AhsayOBS user homes in different replication stores (i.e. folders) on AhsayRPS. After
making changes to replication store settings above, please remember to move all user home folders from the folder under the old
setting to the folder under the new setting manually.

Bind to IP address :!U.U.D.U Port :194-44
Restore Point Interval :ISU Days
Eﬁ'::::l‘i):ation Policy :!BU Days
_Update | _Reset |
* Restore Point Interval — defines the number of days between each
retention snapshot. The default value is 30 days and the minimum value
is 1 day.

* Retention Customization Policy — defines the number of days before an
existing retention snapshot is removed from the AhsayRPS receiver. The
default value is 60 days and the minimum value is O days

When the replication starts, it will check if there is a retention snapshot
available.

* If no retention snapshot is found, a new snapshot is created using the
current time stamp. The files will be stored in both the snapshot folder
and the current folder.

* If a retention snapshot already exists, it will check if it is still within the
“Restore Point Interval”. It will create a new snapshot if it is not.

Only the first version of a file uploaded to AhsayRPS is stored in a related
snapshot located in the retention area
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WARNING: Please make sure you have sufficient storage capacity to
accommodate your retention policy. As setting the Restore Point
Interval to a low value and or the Retention Customization Policy to a
high value, could result in the disk where the receiver is located
running out of space very quickly. This could cause the existing data
on the receiver(s) to corrupt.

7.2.2 Retention Policy Considerations

In deciding on an appropriate AhsayRPS retention policy setting, you will
need to weight the advantages of using smaller restore point intervals which
allows for a greater chances of recovery and or the “Retention Customization
Policy” setting is configured for a large number of days against your
AhsayRPS server storage limitations.

Example:

Restore Point Interval: 10 Days
Retention Customization Policy: 60 Days

Assuming that every 10 days there is a 100GB change on your AhsayRPS
receiver. After 60 days there will be six restore point intervals created (6 X
100 GB) totaling 600GB. Therefore, in order to implement this retention
policy your AhsayRPS will require at least an additional 600GB of space.

This extra disk space does not take into account the normal data growth as a
result of business expansion or change in client backup behaviour.

7.2.3 Retention Policy Job

In order to manage the retention snapshots on AhsayRPS, a retention policy
system job runs at 12:00 AM daily to check if there are any retention
snapshots which have exceeded the “Retention Customization Policy” for each
receiver. If any snapshot has exceeded this setting it will be immediately
deleted. All information regarding these operations is recorded in the
AhsayRPS system log.

The following is an example of entries that you are likely to find on [Manage
System] -> [System Log] page.
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2011-02:27 >

Date (YYYY-MM-DD): Rows per page I 50 'l

[No. | Timestamp [Message |
12:00:00 AM  [info][system]main Cleaning retention area for '/data/rocvshome/6230/files/data/user’

12:00:00 AM  [info][system]main Cleaning retention area for '/data/rovshome/6230/files'

12:00:00 AM  [info][system]main Cleaning retention area for 'fopt/obs6230/rcvshome/6230-no/files/data/user’

12:00:00 AM  [info][system]main Cleaning retention area for '/data/rcvshome/6230-no/files'

12:00:00 AM  [info][system]main Cleaning retention area for '/data/rovshome/testl/files/data/user'

12:00:00 AM  [info][system]main Cleaning retention area for '/data/rcvshomeftesti/files’

12:00:00 AM  [info][system]main Cleaning retention area for '/data/rovshome/single/files/data/user’

12:00:00 AM  [info][system]main Deleting snapshot '/data/rovshome/single/files/data/user/2011-02-26-18-14-02'

] 12:00:04 AM  [info][system]main Cleaning retention area for '/data/rcvshome/single/files'

10 12:00:04 AM  [info][system]main Deleting snapshot '/data/rcvshome/single/files/2011-02-26-18-14-02'

11 12:00:04 AM  [info][system]main Cleaning retention area for '/data/rovshome/5580-3/files/E%3A/user'

12 12:00:04 AM  [info][system]main Cleaning retention area for '/data/rovshome/5580-3/files'

13 02:23:07 PM  [info][www][System][Logon] System logaed on successfully. [P=10.10.0.1 session=84F7150DCAB3004C70160A04BB01FDECE

(=R = LT I S FC R R

For AhsayRPS servers configured with multiple receivers, the retention policy
job will run in the order they are listed in the %RPS_HOME%/conf/
rpsRecv.xml file.

7.2.4 Disabling AhsayRPS Retention

AhsayRPS retention is enabled by default, it is not possible to totally disable
this feature. You can effectively “disable” it by configuring the receiver(s)
with the following policy settings:

i. Restore Point Interval: 9999 Days
ii. Retention Customization Policy: 0 Days

Even with this workaround AhsayRPS will still create an initial snapshot, there
maybe some data saved in this snapshot.

Another method is to limit the amount of disk space used by the AhsayRPS
retention feature is to configure the receiver(s) with the following policy
settings:

i. Restore Point Interval: 1 Days
ii. Retention Customization Policy: 1 Days

Note: The retention feature will work with AhsayOBS v5.5.3.0 or
above.
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7.3 CRC Redundancy Check (CRC) Checking

After an AhsayRPS receiver is created, clicking on the “Advanced Options” will
show extra configuration settings for the receiver, the “Traffic Limit” settings
and Cyclic Redundancy Check (CRC) job.

Manage System | Manage Receiver [test1] _Administrator's Guide | Select Language
Add | List | Profile | File Explorer | Retention | Replication Log Logout
-
[T Enable Replication —
Login Name :itest‘l
Password :Iuo
Alias :|abc
Home Directory : |ldatafrcvshomentest]

User homes Replication stores*
1. /data/user == I!datap’rcvshomeftest‘lfﬁless’datas’user

* (Optional) Storing data replicated from different AhsayOBS user homes in different replication stores (i.e. folders) on AhsayRPS.
After making changes to replication store settings above, please remember to move all user home folders from the folder under the
old setting to the folder under the new setting manually.

Bind to IP address :|0.0.0.0 Port :i94-47
Restore Point Interval :|30 Days
gﬁf:::::l?znatinn Policy ;|60 Days
Traffic Limit Setting
Traffic Limit iNew From [Sun x| [oo =] :Joo =l (HH:Mm)
to  [sun =] Joo x| :Joo =] (HHmm)
Maximum Transferr kbytes / Second
System Job Time to run
Cyclic Redundancy Check (CRC) Checking H & Enable ¢ Disable Monthly at|U1 'I: 0o 'i (HH:MM)
At the 2nd and 4th Saturdays of every month
Update | Reset I
Traffic Limit Define the maximum network bandwidth usage of a
replication amount. By default, it is not set.
Cyclic Monthly job performing CRC of checking of backup files
Redundancy for each user. By default it is disabled.
Check (CRC)
Checking
Update Update the configurations of a receiver.
Reset Reset all values to its original values.

File Checking Criteria

The “Cyclic Redundancy Check (CRC) Checking” job will check all new files
replicated to the AhsayRPS receiver since the last CRC job. When the
AhsayRPS CRC job checks a file it will update the file header with a ‘RPS CRC
next check date’. This is calculated as 180 + (random number of O to 60)
days, so for existing files which have been checked previously. The next CRC
check will be performed after 180 to 240 days.

Note: It is recommended that you enable the CRC checking for each
receiver so that regular file integrity checks can be made.
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Configuration

By default CRC checking is disabled. To Enable the CRC Check you need to go
[Mange System] -> [Manage Receiver] -> [%Receiver%] -> [Advanced
Options] and select “Enable” for “Cyclic Redundancy Check (CRC) Checking”.

In order for the Cyclic Redundancy Check (CRC) Checking job to run properly
both:
i. The “Cyclic Redundancy Check (CRC) Checking” must be set
“Enable”.
ii. The receiver must be enabled.

The CRC job checks the files on the receiver even if there is no replication
traffic or if there is no AhsayOBS server connected to the receiver.

You can enable or disable the CRC check and or change the start time for
each receiver without stopping the replication process. All you need to do is
to make your changes to the receiver, then in [Mange System] -> [Manage
Receiver] -> [%Receiver%] -> [Advanced Options] press the [Update]
button to confirm. The new settings will be effective immediately.

CRC Job Scheduling and Multiple Receivers

As the CRC check is a single thread background job, it will only run on one
receiver at a time.

Example 1: AhsayRPS server has three receivers enabled and
configured for CRC check as follows:

i. RecX start time 09:00
ii RecY start time at 15:00
ii RecZ start time at 20:00

Then RecX will run first as it is configured to start at the earliest time. As the
CRC process is a single thread process. RecY will start only after RecX has
finished running. RecZ will start after RecY has finished running.

In effect for multiple receivers the start time of the following receiver is
dependent on the end time of the previous receiver.

Example 2: AhsayRPS server has multiple receivers enabled and
configured to start at 13:00.

If all receiver’s are configured to start at the same time, i.e. 13:00 the CRC
check will be run according to the receiver ordering as defined in the
%RPS_HOME%/conf/rpsRecv.xml file.
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15

16

17

18

CRC Checking

When the CRC job runs the start and end times, as well as the folders and
files which have been checked, will be recorded in the AhsayRPS system and
RPS_CONTEXT logs. There may be some further logs entries in the
catalina.out log.

The following is an example of entries that you are likely to find on [Manage
System] -> [System Log] page during the CRC check.

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

:05:

05:

05:

05:

05:

05:

05:

05:

05:

05:

035:

05:

05:

05:

:58:02 PM

00 PM

00 PM

00 PM

00 PM

00 PM

00 PM

00 PM

00 PM

00 PM

00 FM

00 PM

[info][www][System][Logon] System logged on successfully. IP=10.10.0.1 session=ASEC6A011977B2823EBCB26C013ECCFA
[info][www][System][Logon] System logged on successfully. IP=10.10.0.1 session=AE05F85094713900910BA4C348F2D963
[info][system]Start checking CRC of replicated files in '/data/rcvshome/single/files/data/user’
[infu][systern]checking CRC of replicated files in '/data/rcvshome/single/files/data/user/uota/files/1297152425000/ Current/0x75/0x5d
E?n);z]ogg\i(szt;n]checking CRC of replicated files in '/data/rcvshome/single/files/data/user/ucta/files/1297152425000/ Current/0x0b,/0xcf
gion);s?{g\ii:m]checking CRC of replicated files in '/data/rcvshome/single/files/data/user/uota/files/1297152425000/Current/0x17/0x9c
lEiDn)lgE]d{sDyxsftgep'l]Checking CRC of replicated files in '/data/rcvshome/single/files/data/user/uota/files/1257152425000/ Current/0x34/0x0c
Erion);?r]a{g\iigrn]checking CRC of replicated files in '/data/rcvshome/single/files/data/user/uota/files/1297152425000/ Current/0xf2/0x0f
Erion)gg]ogfxicsi:rn]checking CRC of replicated files in '/data/rcvshome/single/files/data/user/uota/files/1297152425000/Current/0xfa/0x68
gionj;g]of{g;;gt;m]checking CRC of replicated files in '/data/rcvshome/single/files/data/user/uota/files/1297152425000/ Current/0x4d/0xf3
{Fn);s?{g:;im]checking CRC of replicated files in '/data/rocvshome/single/files/data/user/uota/files/1297152425000/ Current/0x11/0xa4
Erion);:?{so;csigrn]checking CRC of replicated files in '/data/rcvshome/single/files/data/user/uota/files/1297152425000/ Current/0xbd/0x63
JE{ion);é?tt]IElrsU\u)'(sgt;‘n]Checl-cing CRC of replicated files in '/data/rcvshome/single/files/data/user/uota/files/1297152425000/ Current/0xca/0xed
fgion)gi]g{g;iim]checking CRC of replicated files in '/data/rcvshome/single/files/data/user/ucta/files/1297152425000/ Current/Oxec/0x14
Erion)g}{g\:;;m]checking CRC of replicated files in '/data/rcvshome/single/files/data/user/uota/files/ 1297152425000/ Current/0xaf/0xb0
g?nﬁﬁigiiern]chacking CRC of replicated files in '/data/rcvshome/single/files/data/user/ucta/files/1297152425000/ Current/0xad/0x34
Erion)gs]?{;]\:(;;m]checking CRC of replicated files in '/data/rcvshome/single/files/data/user/uota/files/1297152425000/Current/0xb4/0xb2
EEH);SS{I%E%m]ChECking CRC of replicated files in '/data/rcvshome/single/files/data/user/ucta/files/1297152425000/ Current/Ox0e/0xd4
X33,
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Corrupted File Handling

When the CRC job encounters an invalid or corrupted file, the file will be
immediately deleted from AhsayRPS, this action will be recorded in the RPS
system and RPS_CONTEXT logs. There may be some further logs entries in
the catalina.out log.

The following is an example of entries that you are likely to find on [Manage

System]

-> [System Log] page during the CRC check, when handling

corrupted files.

25 01:06:02 PM
26 01:06:02 PM
27 01:06:02 PM
28 01:06:02 PM
29 01:06:02 PM
30 01:06:02 PM
k) 01:06:02 PM
32 01:06:02 PM
33 01:06:02 PM
34 01:06:02 PM
35 01:06:02 PM
36 01:06:02 PM
37 01:06:02 PM
38 01:06:02 PM
39 01:06:02 PM
40 01:06:03 PM
41 01:06:03 PM
42 01:06:03 PM
43 01:06:03 PM
4 01:06:03 PM
45 01:06:03 PM
46 01:06:03 PM
47 01:06:03 PM
48 01:06:03 PM
45 01:06:03 PM
a0 01:06:03 PM

[info][system]Checking CRC of replicated files in '/data/rovshome/6230/files/data/user/uota/files/1297150596968/ Current/Oxaa/0x72/ 0xad/0xe2'

[info][system]Checking CRC of replicated files in '/data/rovshome/6230/files/data/user/uota/files/1 297150596968/ Current/0x86/0x9e/ Oxde/ Dxbd'

[info][system]Checking CRC of replicated files in '/data/rcvshome/6230/files/data/user/uota/files/1 297150596968/ Current/0x34/0x0c/0x98/0x30'

[info][system]Checking CRC of replicated files in '/data/rcvshome/6230/files/data/user/uota/files/1297150586968/ Current/0x34/0x95/ 0xe6/ Oxfb'

[info][system]Checking CRC of replicated files in '/data/rcvshome/6230/files/data/user/uota/files/1297150596968/ Current/0xf2/0x14/0xd5/0x66"

[info][system]Checking CRC of replicated files in '/data/rcvshome/6230/files/data/user/uota/files/1297150596968/Current/0xf2/0x0f/0x30/0x8a"

[info][system]Checking CRC of replicated files in '/data/rcvshome/6230/files/data/user/uota/files/1297150596966/ Current/0xa2/(x36/ 086/ 0xde’

[info][system]Chacking CRC of replicated files in '/data/rovshome/6230/files/data/user/uota/files/1297150596968/ Currant/0xa2/0x76/ 0x4f/0xel’

[info][system]Checking CRC of replicated files in '/data/revshome/6230/files/data/user/uota/files/1297150596966/ Current/0xa2/0x54/ 0x7d/0xf9’

[info][system]Checking CRC of replicated files in '/data/rovshome/6230/files/data/user/uota/files/1 297150596968/ Current/0%03/0x54/0x95/0x85'
[info][system][Thread][Job][CRC_Check] Header corrupted. '/data/rcvshome/6230/files/data/user/uota/files/1297 150506968/ Current/0x03/0x54/0x05/0x85/2259281893' is deleted.
[info][system][Thread][Job][CRC_Check] Header corrupted. '/data/rcvshome/6230/files/data/ user/uota/files/1297 1505096968/ Current/0x03/0x54/0x95/0x85/4149580587' is deleted.
[info][system][Thread][Job][CRC_Check] Header corrupted. '/data/rcvshome/6230/files/data/ user/uota/files/ 1297 150596968/ Current/0x03/0x54/0x95/0x85/3413822869' is deleted.
[info][system][Thread][Job][CRC_Check] Header corrupted. '/data/rcvshome/6230/files/data/user/uota/files/ 1237150586968/ Current/0x03/0x54/0x95/0x85/1438651456' is deleted.
[info][system]Checking CRC of replicated files in '/data/rcvshome/6230/files/data/user/uota/files/1297150596968/Current/Oxeb/0x9 1/0xff/0xec

[info][system]Checking CRC of replicated files in '/data/rcvshome/6230/files/data/user/uota/files/1297150596966/ Current/0x52/0xb8/0x21/0xe2'

[info][system]Checking CRC of replicated files in '/data/rcvshome/6230/files/data/user/uota/files/1297150596966/ Current/0xb3/0x50/0x20/0xae’

[info][system]Checking CRC of replicated files in '/data/revshome/6230/files/data/user/uota/files/1297150596968/ Current/0xfa/0x68/0x60/0x31'

[info][system]Checking CRC of replicated files in '/data/rcvshome/6230/files/data/user/uota/files/1297150595968/Current/0xco/0xf0/0x21/0x69'

[info][system]Chacking CRC of replicated files in '/data/rovshome/6230/files/data/user/uota/files/1297150596968/ Current/0xce/0x3d/0x3c/0x66'

[info][system]Checking CRC of replicated files in '/data/rovshome/6230/files/data/user/uota/files/1297150596968/ Current/0x4d/0xf 3/ 0xce/0xdd'

[info][system]Checking CRC of replicated files in '/data/rcvshome/6230/files/data/user/uota/files/1 297150596966/ Current/0x11/0xa4/ 0xda/ 0x60"

[info][system]Checking CRC of replicated files in '/data/rcvshome/6230/files/data/user/uota/files/1 297150596968/ Current/0x11/0xf0/0xd9/0x21"

[info][system]Checking CRC of replicated files in '/data/rcvshome/6230/files/data/user/uota/files/1297150586968/ Current/0x0d/0x0b/0x37/0x0f'

[info][system]Checking CRC of replicated files in '/data/rcvshome/6230/files/data/user/uota/files/1297150596968/ Current/0x0d/0x23/0xc7/0xfd'

[info][system]Checking CRC of replicated files in '/data/rovshome/6230/files/data/userfuota/files/1297150596968/ Current/0xa4/0x63/ 0x8f/0x43'

The deleted file(s) will be updated from AhsayOBS either during:

i. The next monthly RESYNC on the 1° Saturday of each month at 13:00

ii. If replication is in UNSYNC mode, then the files will be updated from
AhsayOBS when in SYNC mode.

iii. When replication is restarted.

Note:

i. There will not be any updates during LOGGING mode.
ii. If the file on AhsayOBS is corrupted then during the next SYNC,
RESYNC it will be replicated back to AhsayRPS.
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7.4 List all Receivers

The [AhsayRPS Administration Console] -> [Manage Receiver] -> [List] page
lists all receivers configured on AhsayRPS.

O Ahsay™ Replication Sarver

0 It euction.

0 Ahsay™ Replicstion Server (Aba#P5)
priveses an ofiste sore ke backed wp deba from

This section describes all settings under the [List] menu.

Key Description

Login Name Login name of an AhsayRPS receiver.

Bind to IP address | IP gddress and TCP port number of an AhsayRPS
receiver.

Enable Enable/Disable AhsayRPS receiver.

Use SSL* Whether to use SSL on an AhsayRPS receiver.

Compression™* Whether to use compression on an AhsayRPS receiver.

Detail Show the details of an AhsayRPS receiver.

Remove Remove an AhsayRPS receiver.

* To ensure optimal replication performance and security. Both Compression
& SSL settings are enabled by default and are mandatory as of AhsayRPS
v5.5.3.0 or above.
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7.5 Edit Receiver’s Profile

The [AhsayRPS Administration Console] -> [Manager Receiver] -> [Profile]
page shows the details of an AhsayRPS receiver.

O Ahsay~ Replication Server

O Amay™ Peplistion Server (Aladrs
[eodes o SRE e for bicked b s bom N

Cuipdate 1( Buset |

This section describes all settings under the [Profile] menu.

A

ey

Description

Enable Replication

Whether to enable/disable a receiver.

Login Name

Login name of a receiver.

Password

Password of a receiver.

Alias

Alias of a receiver.

Home Directory

Directory where all replicated data will be stored by a
receiver.

Replication stores

Directory for storing data from the OBS user home.

Bind to IP address

IP address of a receiver.

Port

TCP port number of a receiver.

Restore Point
Interval

Minimum number of days between each retention
snapshot. A retention snapshot will be created when data
is received and time interval between current time and
previous snapshot is over the specified period. No
retention snapshot will be created if data is not received
even when time interval is over.

Retention
Customization
Policy

Retention snapshots over the specified days will be
removed by retention policy routine job runs everyday at
0:00 a.m.

Traffic Limit

Define the maximum network bandwidth usage of a
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replication amount. By default, it is not set.
Cyclic Monthly job performing CRC of checking of backup files
Redundancy for each user. By default. It is disabled.
Check (CRC)
Checking
Update Update the configurations of a receiver.
Reset Reset all values to its original values.
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7.6 File Explorer

The [AhsayRPS Administration Console] -> [Manage Receiver] -> [File
Explorer] page shows replication files at different retention snapshots of a
select RPS receiver. It is currently not possible to restore replicated files from
this page. As a workaround, you can restore replicated files from AhsayRPS
using the [Decrypt] tools available in AhsayOBM.

Bnceiver [Mstener]

gu in
Ahzay ™ Replication Server
0 P | Pibe Explorer | Eetnosian | Realisasan Lag

el e v Sflans Barkum oren

Size Last Modilied

O Msay™ Replication Serves  (AhsayRPS)
provides an otisee siore M Backsd up dals from
(((((((((((

7.7 Retention Recovery

The [AhsayRPS Administration Console] -> [Manage Receiver] -> [Retention]
page lists all replication snapshots recorded by the receiver at an interval
defined at receiver profile. Click [yyyy-MM-dd-HH-mm-ss] snapshot link to
recover replicated files up to the time specified.

a2 iy anage Receiver (listener]
Ahsay Replicaion Server

S L Al D14 Db Serve

| |
Y

0 Introduction

0 Ahsay™ PReplicsion Serve  (AhsayRPS)
Erivides an oifse siore dar backed up dals e

muitichs Arawis

| 4 tmcientaen V]

[ 8 Srvter Monwaement ¥ |

| = cooctin 7]

Key Description

Retention List Listing of replication snapshots that can be recovered.
Current snapshot contains the latest files received by this
receiver.
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Replication Snapshot Recovery

This feature will restore the snapshot of selected user account files from the
receiver home path to another location on the AhsayRPS server.

To restore a snapshot enter the destination restore path on AhsayRPS host
machine and click [Restore] button to begin snapshot recovery. It will restore
replicated files up to the time specified on snapshot. Limit the recovery by
selecting users from the name list and click [Restore] button. If you click the
[Current] link in the [AhsayRPS Administration Console] -> [Manage Receiver]
-> [Retention] or [yyyy-MM-dd-HH-mm-ss] link, it will return to the

[Retention] page.

Minags Sestar | Manage Receive er
O Ahsay Replication Server
#dd | Ligt | Erofils | il Explorer | Retention | Easlicstion Log Legsut

(Restoration target directory in Ahsay Replication Server hast machine)

S i ok e

() Gutting Staried with Ahsaies v

T

Key Description

Restore Path Any location on Ahsay Replication Server host machine
with enough disk space for replicated file recovery.

Name Name of users to be recovered. Check the [Name]
checkbox to select user for recovery.

Recovery Process

The recovery process begins after clicking the [Restore] button. During the
recovery process, AhsayRPS will restore both the AhsayOBS system files and
selected user files. By default system files will be recovered first, followed by
the file of users. The recovery files and status will be shown during recovery
process. Recovery can be terminated at any time. Click [Stop] button to
terminate and remove all recovered files from the restore path.

tanage Receiver [listener]

Ahsay~ Replication Server fickiesumia L e
O &4 | List | Brefilg | File Explorer | Rebention | Replication Leg

[ Stch 12 Awae™ oftaine Backup Serves

i Introducticn

Cone

0 Amsay™ Replication Server  (Ahsn@Ps)
provees an Oltde sl e Backed up dals bom

O 2000-08-08-12.54-12
i Aranv0BSs 03 Curreet

() Gefling Saried wih AtsaiEs

|

Note: If you specify a non-existent or incorrect path as the restore
path AhsayRPS will restore the snapshot to the 2cAhsayRPS_HOME%6
path. This could result in server instability or even a server crash if
the size of the snapshot exceeds the free disk space on the
%AhsayRPS_ HOME%6 partition or drive.

Ahsay Systems Corporation Limited

38



AH,’WF ™ Ahsay Replication Server
| Administrator’'s Guide

7.8 Replication Log

The [AhsayRPS Administration Console] -> [Manage Receiver] ->
[Replication Log] page lists all logs recorded by this receiver.

m | Hanage Beceiwer [listenss]

Manags i o
‘ i Ahtay= Rephcotion Server
Add | st | ol | Bl Euslocas | Batectivn | RapMcation Leg reey
-
B ] vate prvve-ses-ooy (20100815 Raws per poge:[30_1
[0 s — 1 <iiass6raaie-ia
[rie L Timestamp ltcssage
O Ahsay™ Peglcaion Sesver  (na#PS) 1 o
frovides an offste Sire M Backed up dala rom 2 o 1l POBS and Ahsay Configarl’ .
Araar0ss 3 o 'Ul, {299, 2010 09 14 lD 27)
a o ving 'Ci\Program il i 11 and a1
L o, ved succasibolly (299, 2000-09.14 lb 27)
L GssirSlaced eelr AusaAss i & e 547083 ancd Ay Srcishomastaned e s\ JProgram FlasAbasy 085 wnd AhsarRéS\conlsConfy sl 10" .
? o st
H_ PR ram Fies\Ahaar GBS and AsayRPScorfWsConfigami.2 .
., o
T .« o 34 ¥OBE and Canfigami.y .
no o
BTl : - 1085 and ahs Confgamia’
B w
M g ‘Ci\Pregram 0 e 1085 and Ahsay a5
15 o mo(esa'uls (299, 20U0-05-14 lD 25)
1% o g 'Ci\Pregeam Pl AR OBS aad AREapRESevihoma hetaner fila\ O IANProgram Filad\AREayORS and AhtayRPS\conffaCanfig aml s’ .
1r o Il(a( ved »nuuu'\.ll, {299, 2010-0%:14 10:29)
W ow 4 e istanas il 78 M ARSAFOLS and AhsayRFT\conffeContig ami.T" .
1o
0 o Files\AbeayOBS and AhsayRFSwonfifsConfigamiy’ ..
n »
= o FOBE and Ahs. Configamid .
B w
M o ¥ FOBS and AbsayRPSieondlicense al |
% o ﬂme \'M m((eHUI, {563, 2000-09-15 08:01)
k3 o 'C\Program Files\Ahsay OB and AbcayRfS\rovshome'listenerfiles\ S % 34 \Program Files\Abeay OB and AhpayEPShcond license aml L' ..
2 o satully (363, 2010-09:14 08:01)
n o o d Files\Abtay0B5 and AhsayRPEconflcense. ami.’ ..
m o
B - " FOBS and amly
no o
B o POBS and Ahsay A,
n o
M o " 1l 2 J 1 i1 and Ahg Ll g
= o, succassfally (563, 20000909 12:30)
% o 3 'CI\Pragram Fass\ARENFODS dnd AheyRES\Crhome istaner fis\C % IMPropram Fisf\AREarOBS and AhsayEPS\confiicenss smls’ .
7 o ruscavsbly (138 010-0.09 1226)
n o I(oe Hving ‘C\Prog and Abcayl Files'\AbayOBS and AhsaySFSwonfibcense sml 7 .
D [PESTALL FOLDIR] L webapps | BOOT Uik | . - ’ mmul,“w e 4 L
GO B ST g SOmpary kg el P i o nm\_“ “E e P prop A TP POBE ared Ahs a8,
el e e e ay o Racered mrr»ulul un  209%-03-23 17147
cortart 1 e Tt v LT W— - = . *

Bemirad i by ahsar Srandand e i 3.3

Cemyeight (2 Al Bighes Rataread:

Key Description

Date The date when log entries are recorded.

Rows per page | Maximum number of rows showing on a page.
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8 Replication Configuration on AhsayOBS

This chapter describes how to use [Manage System] -> [Replication Config]
page to manage the AhsayOBS replication module which allows you to
perform real-time replication of all backup data and application or binary files
from AhsayOBS to AhsayRPS.

Note: Please logon to the AhsayOBS web interface before proceeding
to the next step.

8.1 Mandatory Replication Setting

To setup replication on AhsayOBS, please browse to [Manage System] ->
[Replication Config] page on the web interface and do the followings:

1. Make sure that you have setup and started a receiver for this AhsayOBS
on the replication server.

2. Enter the [Username], [Password], [Target Host] and [Port] textbox on
the configuration page.

3. Check the [Enable Replication] checkbox.

4. Press the [Update] button at the button of the page.

5. The setup is now completed. You can now use the [View Replication Log]
link to review the replication logs.

Hanage System | | | i :

S, gien | Rutine b | Saftmare L ol

G rvhch e Ao Bewhation Seveer W ® coobegeplication ________________________________ fYcn«#esliation Loa s
Username 3 wtarnr

[T ———— Password : arrssssanens

) Ay Dffaitas Backup Servet iMhasOS) s s Target Hast BE T Part: 8458
Barver appacation which cteTE orine Backup Berecer
100 users

(@ Ay O Bk e annsyouna; I
5w fulkteatured chent appcaton used 1o baciup date Type FHTIP &
1ot AnsayHES

@A™ ACEE Backup (ABaACE) o 5 me  PronT Host s Port :
et seqicsnce, I ot tien

frcem e bl
OfAsay™ Pepheaion  Terves  (AhSmAPS)  Prowy Patems il

el G et |
(il e Teaftic Limit Setting
g * Maw Fron 00 v (i
@ Getiing Started wih AsnO0RM ¥ To |Sun G5 (000 00 G (e
" v b J

Sciective uner ceplcation (replcatin s be dsabled before making chasges)
EXCTI TS o ot e
O
[Vi‘“l! L.
[EITTT
CETT—
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Key Description

Username Username of the replication receiver on the replication
server.

Password Password of the replication receiver on the replication
server.

Target Host Host name (or IP address) of the replication server.

Port TCP port number used by the replication server for this
receiver.

The [View Replication Log] link will bring you to the Replication Log page. The
[Advanced Options] link will open up some other optional configuration
parameters on the page. The descriptions of these parameters are described
in the following sections.

8.2 Use Proxy

You can use the [Use Proxy] section under the [Manage System] ->
[Replication Config] page to configure whether you want to use proxy for
replication traffic between AhsayOBS and AhsayRPS. There are a few
configurable parameters available and they are described in the following
table.

Proxy setting is an optional setting.

Key Description

Use Proxy Whether to use Proxy for replication traffic.

Type Proxy Type, e.g. HTTP or SOCKS.

Proxy Host Hostname or IP address of the proxy server.

Proxy Port TCP port number of the proxy server.

Proxy Username | Username for the proxy server (if proxy authentication
(optional) is required).

Proxy Password | Password for the proxy server (if proxy authentication
(optional) is required).

Note: When implementing replication via a proxy server, please
ensure your proxy server is capable of handling the replication traffic
flow. Otherwise this could result in replication performance issues or
network connection stability problems.
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8.3 Traffic Limit

You can use the [Traffic Limit] section under the [Manage System] ->
[Replication Config] page to limit the amount of bandwidth used by
replication traffic between specified times. There are a few configurable
parameters available and they are described in the following table. Traffic
Limit is an optional setting.

You can set an all-time traffic limit by setting both [From] and [To]
parameters to [Sun, 00:00].

Key Description

Traffic Limit Bandwidth Throttling for replication traffic.
From Start time of enforced traffic limit period.
To End time of enforced traffic limit period.

Maximum Transfer

Maximum bandwidth used between the [From] and
[To] period.
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8.4 Selective User Replication

You can use the [Selective user replication] section under [Manage System] -
> [Replication Config] page to select specific users for replication.

O Saiehio Sheay™ Bepkession Seree | Passmord
[ore R
ke staticla) Alviay Crine Rk Sume

W Use Proxy

Ahvsay™ Offshe Duskup Sevver (AhaayOB5) o o
serves spplcation which offers orine backup servces  Typs
o tn

() Alsay™ Online Backup Manages (Absay0Bbly
b e —————

uuuuuuu

ek Backup (AhSsACE) = & e
tor vy »

st [rmcevery o et 15

The definitions of keywords related to the settings in this section are shown

in the table below:

Key

Description

Replicate all users

Replicate all the users in the user home without

selection.

Replicate selected
user only

Replicate users selected only.

No.

The count of user.

Login Name
(Alias/Owner)

The login name of the user, with Alias of the user
bracketed behind, and the creator of the user.

Used / Quota (%)

The size of data stored on the server by the user and
defined quota of size of the user. The percentage of
used size over quota is also included at the end.

Replicate new users
added from API

For any new user created by the Ahsay API, the user
account will be replicated.

Replicate new users
added from LDAP

For any new user created by Windows Active Directory
and added to AhsayOBS, the user account will be
replicated.

Replicate new free
trial users

For any new trial users created, the user account will
be replicated.

Replicate new users

For any new trails users created by AhsayOBS web-
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added from web | console, the user account will be replicated.
interface

To enable this function, simply select the [Replicate selected users only]
under the section of [Selective user replication], and check the boxes next to
the users which are going to be replicated..

Once the specific users have been selected and replication is enabled. If you
wish specify additional existing users to the list or make change to the user
list, you will have to disable or stop the replication process to make your re-
selection.

Selective user replication also provides options for configuring the default
replication settings for newly created users:

i. Replicate new users added from API

ii. Replicate new users added from LDAP

iii. Replicate new free trial users

iv. Replicate new users added from web interface

The default replication settings for new users can be changed without
disabling or stopping the replication process.

Note: If selective replication is enabled but the previous replication
mode was “replicate all users”. Any user accounts which were
previously replicated to AhsayRPS but have not been currently
selected will be removed from the AhsayRPS current data area.
Recovery of the data is dependent on your AhsayRPS retention
settings.
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8.5 Replication Log

You can review the logs by visiting the [Manage Log] -> [Replication Log]
page.

8.6 Enable/Disable Replication Service

You can restart the replication process completely from the beginning by
doing the following:

1. On AhsayRPS, uncheck the [Manage Receiver] -> [Profile] -> [Enable
Replication] checkbox and press the [Update] button.

2. On AhsayOBS, uncheck the [Manage System] -> [Replication Config] ->
[Enable Replication] checkbox and press the [Update] button.

3. On AhsayRPS, check the [Manage Receiver] -> [Profile] -> [Enable
Replication] checkbox and press the [Update] button.

4. On AhsayOBS, check the [Manage Receiver] -> [Replication Config] ->
[Enable Replication] checkbox and press the [Update] button.

5. On AhsayOBS, visit the [Manage Log] -> [Replication Log] page to
check if replication starts running.
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9 Starting AhsayRPS as AhsayOBS

This chapter describes the information on how you can start up AhsayRPS as
AhsayOBS.

Scenario

You want to start AhsayOBS by using the replication data and using the
same AhsayOBS & AhsayRPS service on the replication server side.
AhsayOBS & AhsayRPS is installed in C:\Program Files\AhsayOBS and
AhsayRPS on the backup server side.

AhsayOBS & AhsayRPS is installed in C:\Program Files\AhsayOBS and
AhsayRPS on the replication server side.

The RECEIVER_HOME of the receiver of AhsayOBS configured on
AhsayRPS is D:\RepHome.

The USER_HOMES of AhsayOBS are E:\Users and F:\Users on AhsayOBS.
The SYSTEM_HOME of AhsayOBS is E:\System on AhsayOBS.

The POLICY_HOME of AhsayOBS is E:\Policy on AhsayOBS.

To startup the replication server as a backup server, please follow the steps
below:

1.

Shutdown the AhsayOBS & AhsayRPS service on the replication server
side.

Copy the CONF folder, i.e. copy the D:\RepHome\files\C%3A\Program
Files\AhsayOBS and AhsayRPS\conf to C:\Program Files\AhsayOBS and
AhsayRPS\conf, exclude rps.xml, rpsRecv.xml, rpsLicense.xml and
server.xml.

Copy the WEBAPPS folder, i.e. copy D:\RepHome\files\C%3A\Program
Files\AhsayOBS and AhsayRPS\webapps\obs to C:\Program
Files\AhsayOBS and AhsayRPS\webapps\obs.

Copy the USER _HOMES, i.e. copy D:\RepHome\files\E%%3A\Users to
E:\Users, D:\RepHome\files\F%%3A\Users to F:\Users and
D:\RepHome\files\E263A\System to E:\System.

If the partitions for E:\ or F:\ are not available, you can copy these
directories to any location you want. However, you must remember to
open C:\Program Files\AhsayOBS and AhsayRPS\conf\obs.xml and
modify the entries for “user-home” and “system-home” with the correct
paths.

Copy the POLICY_HOME, i.e. copy D:\RepHome\files\E%3A\Policy to
E:\Policy.

Startup AhsayOBS & AhsayRPS service on the replication server. This
service is running both AhsayOBS service from the original backup
server and the AhsayRPS service now.
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7. Perform a system rebuild for the User Home data afterward.

Select [Manage System] -> [Routine Job], and then [Rebuild User
Storage], modify the [Time to run] setting to begin the rebuild as soon
as possible.

Note: Please take a look at %0OBSR_HOME%6\logs\obs*.log and
2% 0BSR_HOME20o\logs\cat*.log if you run into any problem.
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10 Advanced Configuration

10.1 Restricting access to system page by IP address

For better security, you can restrict access to the system administration
console by IP addresses. To do so, please do the followings:

1. Open %0OBSR_HOME%\webapps\rps\WEB-INF\web.xml.

2. Add the following SystemConsole filter under “filter” section

web.xml

<filter>
<filter-name>SystemConsole</filter-name=
<filter-class>com.ahsay.ars.www.IPFilter</filter-class>
<init-param>
<param-name=>Rangel</param-name=>
<param-value=localhost</param-value>
</init-param>
<init-param>
<param-name=>Range2</param-name=>
<param-value=>127.0.0.1-127.0.0.1</param-value>
</init-param>
</filter>
<filter-mapping=
<filter-name>SystemConsole</filter-name>
<url-pattern>/system/*</url-pattern>
</filter-mapping=>

3. Change the “Range2” parameter value from “127.0.0.1-127.0.0.1”
(shown in red and bold above) to a range of IP addresses from where
access to the system administration console is allowed.

For example, changing [Range2] value from “127.0.0.1-127.0.0.1” to
“192.168.1.1-192.168.1.255” to allow the 192.168.1.x network to
invoke the APIs.

web.xml (Updated)

<filter>
<filter-name>SystemConsole</filter-name>
<filter-class>com.ahsay.ars.www.IPFilter</filter-class>
<init-param=>
<param-name>Rangel</param-name=>
<param-value>localhost</param-value>
</init-param>
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<init-param=>
<param-name=>Range2</param-name=>
<param-value>192.168.1.1-192.168.1.255</param-value>
</init-param>
</filter>
<filter-mapping>
<filter-name>SystemConsole</filter-name=>
<url-pattern>/system/*</url-pattern>
</filter-mapping>

Please note that you can configure more than one IP range by adding
additional init parameters (i.e. “Range3”, “Range4” and so do) to the
filter XML tag. For example:

<filter>
<filter-name>SystemConsole</filter-name=>
<filter-class>com.ahsay.obs.www.IPFilter</filter-class>
<init-param>
<param-name=>Rangel</param-name=>
<param-value>localhost</param-value>
</init-param>
<init-param>
<param-name=>Range2</param-name=>
<param-value>192.168.1.1-192.168.1.255</param-value>
</init-param>
<init-param>
<param-name>Range3</param-name=>
<param-value>192.168.2.1-192.168.2.255</param-value>
</init-param=>
</filter=>
<filter-mapping=>
<filter-name>SystemConsole</filter-name>
<url-pattern>/system/*</url-pattern>
</filter-mapping=>

4. Restart AhsayOBSR.
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11 Troubleshooting

If you are running into problems when making the replication process work
as stated in previous sections.

11.1 Connections Errors

1237 | 05:25:41 AM  Sent 0 byte in 10 sec (0 byte/sec)

1238 05:25:41 AM  com.ahsay.obs.X: [RPSSender.refreshUnloggedFile][Exception] [SendHandler.connect][Unable to connnect] [I0Exception]
Reason=Connection refused

1239 05:25:41 AM  com.ahsay.obs.ae.i{Unknown Source)

1240 | 05:25:41 AM  com.ahsay.obs.ae.a{Unknown Source)

1241 05:25:41 AM  com.ahsay.obs.ae.m{Unknown Source)

1242  05:25:41 AM  com.ahsay.afc.util.n.run{Unknown Source)

1243 | 05:25:41 AM  java.lang.Thread.run(Thread.java:619)

1244 05:25:41 AM  com.ahsay.obs.gw: [SendHandler.connect][Unable to connnect] [I0Exception] Reason=Connection refused

1245 05:25:41 AM  com.ahsay.obs.as.e{Unknown Source)

1246 | 05:25:41 AM  com.ahsay.obs.ah.c{Unknown Source)

1247 05:25:41 AM  com.ahsay.obs.ae.i{Unknown Source)

1248 05:25:41 AM  com.ahsay.obs.ae.a(Unknown Source)

1249 | 05:25:41 AM  com.ahsay.obs.ae.m{Unknown Source)

1250 05:25:41 AM  com.ahsay.afc.util.n.run{Unknown Source)

1251 05:25:41 AM  java.lang.Thread.run(Thread.java:619)

1252 | 05:26:41 AM | [Start] Refreshing File

1253 05:26:52 AM  [End] Refreshing File

1254 | 05:26:52 AM  Sent 0 byte in 10 sec (0 byte/sec)

1255 05:26:52 AM  com.ahsay.obs.X: [RPSSender.refreshUnloggedFile][Exception] [SendHandler.connect][Unable to connnect] [I0Exception]
Reason=Connection refused

1256 05:26:52 AM  com.ahsay.obs.ge.i{Unknown Source)

1257 05:26:52 AM  com.ahsay.obs.ae.a{Unknown Source)

1258 05:26:52 AM  com.ahsay.afc.util.n.run{Unknown Source)

1259 05:26:52 AM  java.lang.Thread.run(Thread.java:619)

1260  05:26:52 AM  com.ahsay.obs.gw: [SendHandler.connect][Unable to connnect] [I0Exception] Reason=Connection refused

1261 05:26:52 AM  com.ahsay.obs.as.e{Unknown Source)

1262 05:26:52 AM  com.ahsay.obs.ah.c{Unknown Source)

1263 | 05:26:52 AM  com.ahsay.obs.ae.i{Unknown Source)

1264 05:26:52 AM  com.ahsay.obs.ge.a(Unknown Source)

1265 05:26:52 AM  com.ahsay.afc.util.n.run{Unknown Source)

1266 05:26:52 AM  java.lang.Thread.run(Thread.java:61%9)

i. Ensure the connection from AhsayOBS to AhsayRPS is not blocked by your
firewall. You can test if the connection is blocked by your firewall by using the
telnet command on AhsayOBS server:

telnet < your-replication-server-ip > PORT_NO

your-replication-server-ip = IP address of AhsayRPS.
PORT_NO = TCP port used for replication receiver

ii. Make sure the <PORT_NO=> is not already in use by another receiver on
the AhsayRPS server. You can the a list of receivers on AhsayRPS in [Manage
System] -> [Manage Receiver]

iii. Make sure the receiver is enabled on AhsayRPS. You check the status of
receivers on AhsayRPS in [Manage System] -> [Manage Receiver]

iv. Disk related problems on AhsayRPS server could also result in connection
issues to be reported on AhsayOBS. Please make sure the disk for the
receiver home is not out of disk space. Check for physical errors with the disk,
if the receiver home is a network drive make sure the connection is stable.
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11.2 Authentication Errors

[RPSSender.refreshUnloggedFile][Exception] Password is incorrect for
username "’XXxXxXxxx'

876 05:00:15 AM com.ahsay.obs.): [RPSSender.refreshUnloggedFile][Exception] Password is incorrect for username 'single’
877 05:00:15 AM com.ahsay.obs.ae.i(Unknown Source)

878 05:00:15 AM com.ahsay.obs.ae.a{Unknown Source)

879 05:00:15 AM com.ahsay.obs.ae.m(Unknown Source)

830 05:00:15 AM com.ahsay.afc.util.n.run(Unknown Source)

881 05:00:15 AM java.lang.Thread.run(Thread.java:613)

a2 05:00:15 AM com.ahsay.obs.X: Passward is incorrect for username 'single’
883 05:00:15 AM com.ahsay.obs.as.q(Unknown Source)

834 05:00:15 AM com.ahsay.obs.as.e{Unknown Source)

835 05:00:15 AM com.ahsay.obs.ah.c{Unknown Source)

886 05:00:15 AM com.ahsay.obs.ae.i{Unknown Source)

887 05:00:15 AM com.ahsay.obs.ae.a{Unknown Source)

838 05:00:15 AM com.ahsay.obs.ae.m(Unknown Source)

833 05:00:15 AM com.ahsay.afc.util.n.run(Unknown Source)

890 05:00:15 AM java.lang.Thread.run(Thread.java:613)
891 05:01:16 AM k:_Start_]__ReFreshiEg”FiIe

i. Verify if the username and password entered on the AhsayOBS [Manage
System] -> [Replication Config] page is the same as the values defined in
replication receiver on AhsayRPS

ii. The port number could be valid but for another active receiver.

Verify if the port number entered on the AhsayOBS [Manage System] ->
[Replication Config] page is the same as the value defined in replication
receiver on AhsayRPS.

11.3 Replication Always Restarting

For cases where the replication is always restarting itself into UNSYNC mode,
please check in the replication logs on AhsayOBS under
%0BS_HOME%\system\ReplicationLog. A quick way to track down problems
is to open the log for the day of the restart in a text editor, and use the find
feature to locate “UNSYNC” phrase.

If this step is repeated on the replication logs for the previous restarts, you
can check to see if there are any patterns such as replication is restarting
when it tries to replicate the same backupset or the same file/folders. This
could indicate a problem with the user home drive itself:

i.  Physical disk errors on the user home drive. In which case a disk
check should be performed on the affected drive.

ii. It could be due to high 1/0 loading on the particular user home drive
which is causing a read time out.

iii. If the user home is a network drive, check if the connection between
AhsayOBS and network drive is stable. This could cause a replication
read time out.
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11.4 Replication Connection Timeouts

If replication is experiencing persistent connection timeouts which is causing
the process to restart itself in UNSYNC mode. But this issue is not setup or
hardware related.

Error=[RPSSender.replicateFileUnsync][Exception][SendHandler.sendFile]
Stop resending "\User_Home\File' Reason="Failed to send file after XX retries’
Exception="Software caused connection abort: socket write error’

You can try to increase the connection time out values on both the AhsayOBS
and AhsayRPS services.

AhsayOBS

1. Disable replication on AhsayOBS

2. Shutdown the AhsayOBS service

3. Edit the %60BS_HOME%\conf\rpsSend.xml file

4. Change the default timeout="1800000" (3 minutes) value to larger value,
i.e. timeout="9000000" (15 minutes)

5. Restart the AhsayOBS service for the setting to take effect

AhsayRPS

1. Shutdown the AhsayRPS service

2. Edit the %RPS_HOME%\conf\rpsRecv.xml file

3. Change the default timeout="3600000" (6 minutes) value to larger value,
i.e. timeout="9000000" (15 minutes)

4. Restart the AhsayRPS service for the setting to take effect
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12 Further Information

If you need further assistance,

please contact our support team by
submitting a ticket to our Forum.

Ahsay Systems Corporation Limited 53


http://forum.ahsay.com/

AH 1T Ahsay Replication Server
Administrator’'s Guide

Appendix A Product Documentations

Please visit this link for the documentations of Ahsay Products.
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Appendix B How to restore files from AhsayRPS

As backup files replicated from AhsayOBS to AhsayRPS are identical, you can use
the Decrypt Files Wizard tool available on AhsayOBM to restore backup files from
AhsayRPS.

Please use the following instructions:

1.

Copy the user account folder or backup set to another on drive on the
AhsayRPS server

. Install AhsayOBM onto the computer running AhsayRPS.

Open [AhsayOBM] from the system tray and logon to any AhsayOBS
server available (Make sure that you have set the [Control Panel] ->
[Administrative Tools] -> [Services] -> [Online Backup Scheduler] service
to disable. Otherwise, scheduled backup job configured under this backup
account will run on AhsayRPS, possibly causing backup data deletion)

Choose [Tools] -> [Decrypt File Wizard]

Use the [Browse] button to select the “files” directory which contains all
backup files stored under a backup account (i.e. browse to the replicated
user home, go down to the “files” directory, go further down to the [User
Home] directory as specified on AhsayOBS, find the user account with the
backup files you want to restore and finally select the “files” directory)

Select the [Backup Set] (shown as numeric ID) containing the backup files
you want to restore

. Select the files that you want to restore and press the [Next] button

Set the [Decrypt files to] section, enter a valid decrypting key and press
the [Start] button.

As replicated backup sets on AhsayRPS do not contain any index files
(index.bdb), the Decrypt File Wizard will first perform a rebuild of the
selected backup set in order to generate the index files. Depending on the
number of files/folders in the backup set and other factors like disk speed,
this could take some time. Only after the index has been generated will the
actual decrypt process take place.
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