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1 Overview

1.1 Conventions

A list of notations that are used throughout this document.

Convention | Descriptions Example

Bold Important Information WARNING: You must

check the timestamp of
obrA.jar before
proceeding to step?2.

Italic Folder Path or File Path /usr/local/obs/conf
1 Graphical Interface Elements [Manage Log]
%% Filepath in Windows format %0BSR_HOME%
$ Filepath in Linux/Unix/BSD $OBSR_HOME
format
italic Command mkdir Zusr/local/obs

Notation that are used specificially for APl section:

Convention

Descriptions

brackets>

<Text Inside angle | Placeholder for which you must supply a value.

brackets]

[Text inside square | Optional items.

{Text insides braces}

Set of required items; choose one.

Vertical bar (])

Separator for mutually exclusive items; choose
one.

Ellipsis (...)

Items that can be repeated.

1.2 Definitions, Acronyms and Abbreviation

Term/Abbreviation | Definition

AhsayPRD Ahsay™ Proxy Redirector

AhsayOBS Ahsay™ Offsite Backup Server

AhsayRPS Ahsay™ Replication Server

AhsayRDR Ahsay™ Redirector Server

AhsayOBM Ahsay™ Online Backup Manager

AhsayACB Ahsay™ A-Click Backup

OBSR_HOME The install location of AhsayOBS & AhsayRPS.

Ahsay Systems Corporation Limited 1
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Windows
C:\Program Files\AhsayOBS and AhsayRPS

Linux/FreeBSD/Solaris
/usr/local/obs/

CONF_HOME

The backup location of AhsayOBS & AhsayRPS. It is
used temporary during the install/upgrade process.

Windows
%0BSR_HOME%\conf

Linux/FreeBSD/Solaris
$OBSR_HOME/conf

USER_HOMES

The directories where AhsayOBS and AhsayRPS store
the AhsayOBM & AhsayACB users accounts.

The default location is:
%0BSR_HOME%b\users

WEBAPPS_HOME

Location of the webapps directory inside the
installation directory of AhsayOBS & AhsayRPS.

Windows
%O0OBSR_HOME%\webapps.

Linux/FreeBSD/Solaris
$OBSR_HOME\webapps

JAVA_HOME

The location where JAVA is installed

1.3 System Requirements

It is recommended to install Ahsay Proxy Redirector on server grade
O/S and hardware platform, such as Windows Server 2003 — 64 bit,
Windows 2008 server or Windows 2008 server R2. However, for
evaluation purposes installation on Windows XP or Windows 7
platforms would be fine for testing.

Ahsay Systems Corporation Limited
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2 Overview and Benefits

The Ahsay Proxy Redirector (AhsayPRD) is the tool for hosting multiple
AhsayOBS instance on the same machine. The AhsayPRD redirects the
incoming internet traffic calling to eg: OBS1.ahsay.com or OBS2.ahsay.com
through a specific port defined in the AhsayPRD configuration file.

2.1 Overview

Internet

Firewall

Dell R510
Windows server 2008

Windows Firewall

Ahsay Proxy Redirector

(AhsayPRD)
A 4 A 4 o Yo ____.
OBS1.ahsay.com OBS2.ahsay.com i OBSX.ahsay.com i
OBS for reseller 1 OBS for reseller 2 OBS for future

resellers

External
SCSI Array Dell MD1200

Storage

In our example, we installed the AhsayPRD on a Windows 2008 server R2, we
have 2 AhsayOBS instances named as OBSl.ahsay.com and
OBS2.ahsay.com , and we can increase the number of AhsayOBS instances
by making a copy of the AhsayOBS template with some settings change in
the AhsayPRD. This will be described in later chapters.

Ahsay Systems Corporation Limited 3
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2.2 Benefits

AhsayPRD provides an easy way for hosting multiple AhsayOBS instances on
one physical backup server hardware, which give you many benefits as
stated below.

1. As AhsayOBS is not resource demanding, setting up multiple AhsayOBS
instances on one hardware allows you to fully utilize the power of that
hardware.

2. Only one operating system license is required, as all AhsayOBS instances
are running on the same operating system. Therefore, you can save a
great deal of expenditure on purchasing multiple operating system
licenses.

3. Only one IP is required, as routing to the individual AhsayOBS instances
can be done through the use of server ports. Thus, spending on
purchasing multiple IPs can also saved.

4. If the multiple AhsayOBS instances you intend to use can be under a same
domain, only one SSL certificate is required. Thus, spending on
purchasing multiple SSL certificates can be saved.

5. Individual AhsayOBS instances can have their own brandings, including
branded AhsayOBS, AhsayOBM, AhsayACB and AhsayRPS applications,
branded reports, customized settings, automatic updating of AhsayOBM
and AhsayACB, etc. It thus allows a service provider to set up different
AhsayOBS instances with different brandings for their resellers effortlessly.
Moreover, as each AhsayOBS instance can have its own domain name,
each reseller can have its own branded AhsayOBS for offering its own
braned online backup business.

6. As you can add new AhsayOBS instances anytime, it provides you with the
scalability for the expansion of your backup system in the future.

Ahsay Systems Corporation Limited 4
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3 Best Practices and Recommendations

This chapter lists out all best practices and recommendations which you
should consider before deploying AhsayPRD with AhsayOBS to a production
environment.

3.1 Hardware Requirements

AhsayPRD should be installed on a machine supporting 64 bit multiple CPU
and multiple cores. A 64 bit Operating System will allow AhsayPRD and
AhsayOBS to run on a 64 bit Java JRE platform, as 64 bit Java is capable of
supporting larger Java heap size settings. This type of configuration will
provide sufficient capacity for future business expansion, to meet the needs
of exisiting customers, and to support new AhsayOBS server features.

A more powerful machine will also reduce the need for frequent hardware
upgrades, which will require service down time for data migration.

It is a good idea to ensure your server is equipped with some redundancy
features, i.e power supply, network card, and is connect it to a UPS
(Uninterupterable Power Supply).

Processor
Intel® CoreTM 2 Duo or above, Intel® Xeon® CPU recommended.

Physical memory
4 GB or above

The number of ram required is proportional to number of AhsayOBS
instances that can be created. For example you can configure 4GB of ram
to run 2 AhsayOBS instances for start. When the number of AhsayOBS
instances increase, or total number of backup users increased, you will
need to adjust the physically memory accordingly.

Server
Server with several removable hard disk bays is recommended.

Disk storage
Two physical 1-2TB internal hard disks for OS and AhsayOBS application,

four hard disks mounted on removable hard disk bay for reseller’s client
storage. SCSI type storage array or SAN recommended.

In our example, we have a pair of hard disks with RAID 1 formatted, and
partitioned it into 2 volumes C: and D:. The Windows OS is installed on C
while the OBS application will be installed on D drive. Each reseller’s client
data are stored into a dedicated disk with RAID 1 formatted. The amount of
hard disks used and the RAID setup is purely for your reference. This setup
would depends on the amount of storage required and the severity of your

Ahsay Systems Corporation Limited 5
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reseller service, RAID 5 or above setup may be required according to your
reseller’'s requirement.

In our example, we are using RAID 1 for each reseller's user home. We
setup the storage as RAID 1, this is because when your reseller requires to
get the hard disk for restoring purpose, we can simply get take hard disk
out from the data center and deliver the hard disk to your reseller.

Operating System
Server grade OS such as Windows server 2003 SP2 64-bit or above,
Windows server 2008 R2 SP1 recommended.

Note: A standard Windows Server 2008 R2 has a limitation of 32GB of
physical memory, if you are going to host more AhsayOBS instances or
support more users on the same server, Datacenter or Enterprise edition
may need to consider. Please refer to Windows Dev Center about the
Physical Memory Limits on Windows Server 2008 R2

Example
The following example is the hardware setup used in the following sections.

It is a Dell server R510 with external disk array module MD1200. R510 has
12 slots (built-in) which use H700 internal integrated RAID controller. The
external disk array module MD1200 has 12 slots and use H800 as the
external RAID controller. H800 has 2 slots to control external disk array.
You can add new disk array if more resellers or additional disk storage

required.
%% =] f R510
| IDIREARINE | wo1200
Processor: Intel® Xeon® CPU X5650 @2.67GHz (2 processors)
Installed RAM: 32.0 GB
RAID card: PERC H700 Internal Integrated (internal disk array) and

PERC H800 External Adapter for MD1200 (external disk
array). If you have a PERC 6/E, you can connect it to an
external MD1000 disk array module. However MD1000 may
be discontinued in some countries.

3.2 Server Configuration

One of the most important factors in determining backup and restore
performance is the disk performance of the server. You should consider
using:

Ahsay Systems Corporation Limited 6
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i. A separate local drive for each individual AhsayOBS instance’s user
home.
ii. A separate local drive for AhsayOBS system home.

It is not recommended to use the O/S partition or drive as the
AhsayOBS system or user home. If the O/S partition runs out of

space, this will cause your O/S to become unstable and may even
crash your AhsayOBS server.

3.3 Expose only TCP port 80 and 443 to the public

It is recommended to expose only TCP port 80 and 443 to the public on
your firewall. Please consult the user’'s manual of your firewall for more
information on how to do so.

3.4 Restricting Access on Administration Panel
For security reasons, we would recommend that the Administration Panel of

AhsayOBS/AhsayRPS must be hidden from public access, i.e. it should be
exposed to local area network only.

3.5 File System Tuning

In order to ensure optimal performance from a server file system, please
ensure that you:

1. Use local drives instead of network drives, i.e. iISCSi, NFS, SAMBA etc

2. Tune your file system. For example, for NTFS, run the followings:

fsutil behavior set disasble8dot3 1
fsutil behavior set mftzone 2

fsutil behavior set disablelastaccess 1
fsutil behavior set memoryusage 2

3. Turn off drive indexing [on MS Windows O/S this is used for faster
searching] feature for each system and user home drive(s).

3.6 Anti-Virus Software

If you have anti-virus software installed on your server, please make sure
the user home and system home drives are excluded from scanning, as this
may interfere with normal AhsayOBS operation.

Ahsay Systems Corporation Limited 7



A H ™ Ahsay Proxy Redirector
Administrator’'s Guide

3.7 Network Load Balancing Configuration

For servers which are configured with network load balancing, i.e. a dual
WAN router or Round Robin routing. A static route should be configured for
your AhsayOBS server connection to the Ahsay license server
(lic.ahsay.com). This will ensure the remote IP address sent by AhsayOBS
to the Ahsay license server will remain the same during daily routine license
checks. This will avoid potential license errors, i.e. 1011 or 1012 license
errors which could result of the automatic shutdown of your AhsayOBS
service.

3.8 Reseller Management

AhsayPRD can be used by advanced service providers for managing their
resellers. It provides you with more flexibilities than the System User
Management (Reseller Panel) function bundled with AhsayOBS. Thus, if you
are a service provider looking for reseller management feature, and you are
able to manage AhsayPRD, we suggest you to use AhsayPRD for this
purpose instead of the built-in Reseller Panel of AhsayOBS.

3.9 Other AhsayOBS Settings

All other settings such as Java heap size, QPS settings, scheduling backup
jobs, replication, SSL certificate, APl or other AhsayOBS settings can
generally follow the instructions in our AhsayOBS administrator guide.

Ahsay Systems Corporation Limited 8
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4 Setup Instruction

4.1 Getting Started

This chapter describes the minimum setup required to start using the AhsayPRD
setup.

Assumption: You have installed Windows server 2003/2008 on a server with
removable hard disks. If you are not sure on this setup, please check on Chapter
3 Best Practices and Recommendations.

The following setup would be base on a Windows Server 2008 R2 installed on
Dell R510 with an internal SCSI storage array with PERC H700.

Note: You may use external MD1000 with PERC 6/E or external MD1200 with

PERC H800. The MD1000 is an older model and may be discontinued in some
countries.

4.2 Hard Disk Setup

We will assign a pair of hard disks for the user home of each AhsayOBS

1. Open the DELL OPENMANGE™ in your browser, type
https://your_servername:1311 and login the OPENMANAGE™
admin page with administrator.

OPENMANAGE™

2. On the left navigation, navigate to [System] > [Storage] > [PERC
H800 External Adapter (PCl Slot 4)] > [Connector O (RAID)] >
[Virtual Disk]

Ahsay Systems Corporation Limited 9
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AANAGE™ SERVER ADMINISTRATOR

Properties
InformationiConfiguration

Virtual Disk(s) on Controller PERC H700 Integrated & A m C ?

ODUOHS »  Gotothe Create Yirtual Disk Wizard

Virtual Disks
Status Mame State  Tasks Layout  Size Device Name  Bus Protoc
Virtual Windaws
(7] DDus.k Ready [ Available Tasks =] | Brecute | RAD1 2322568 e SATA
e Windaws
(7] I13|sk Ready [ Available Tasks =] | Brecute | RAID-1 1,862.50GR DEEe SATA
Virtual Windaws
(7] Slsk Ready [ Available Tasks =] | Brecute | RAID-1 1,862.5008 e SATA
e Windaws
(7] Slsk Ready [ Available Tasks =] | Brecute | RAID-1 1,862.50GR DEES SATA
k| | 0

3. In the right panel, select > Go to the Create Virtual Disk Wizard ,
click on the [Go to Advance Wizard]

MANAGE™ SERVER ADMINISTRATOR

Properties
Information/Configuration

Create Virtual Disk Express Wizard (Step 1 of 2) - 5
PERC H700 Integrated :

Options: »  Goto Advanced Wizard

Selectthe Virtual Disk Attributes

RAID Level [SelecthaiD =]
Description

RAID Level Description

When you select a RAID level, the description is displayed here.

Mame =
Size GB

Minimum Size: 0000.00 GB Maximum Size: 0000.00 GB

4. Select RAID Level as RAID-1 , click [Continue]

Ahsay Systems Corporation Limited 10
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ANAGE™ SERVER ADMINISTRATOR

PERC H700 Integrated

Options: »  Goto Exprese Wizard

Select RAID Level
RAID Leval
Irtelligent Mirroring
Description

RAID Level Description

GFroups two disks as one virtual disk with a capac BAD-S0
on both disks. When = disk fails, the wirtual digBAID50
but slightly slower write performance.

RAID-1 >
Select RAID
FAID-0

RAID-S
RAID-6
RAID-10

. Better read performance,

Better redundancy.

| Exitizard

?

le disk. Data is replicated

Prope
Information/Configuration

Create Virtual Disk Advanced Wizard (Step 1 of 4) -

=

5. Select the disks from the Connector panel (left), you can also see

the selected hard disks on the right, click [Continue]

ANAGE™ SERVER ADMINISTRATOR

Prope
InformationiConfiguration

PERC H700 Integrated

Instructions

- firtual Dit * Connector 0 © Connector 1

=I--Backplane (Enclasure 1D 0}
[V Physical a31.00G8

Disk 0:0:8 (Free) SHTRHDD
IV Fhysical 931.00G8

SATAHDD
Disk 0:0:8 (Free)
™ Physical o a1 = R

6. Click on [Continue]

Create Virtual Disk Advanced Wizard (Step 2 of 4) -

RAID-1: Select physical disks. Winimum number of physical disks recuired: 2. Masimum number of physical disks allowed: 2

2 Physical Disks Selected
J =I--Backplane (Enclasure 1D 0}
¥ Physical
Disk 0:0:8 931.00GB SATAHDD
IV Fhysical
931.00GB SATAHDD
Disk 0:0:9
| GoBackto Previous Page | | Exititizard |

?

Ahsay Systems Corporation Limited
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PENMANAGE™ SERVER ADMIN

PERC H700 Integrated

Selectihe Virual Disk Altributes for RAID-1
Name

Size

Minimum Size: 0000.10 GB

Stripe Element Size

Read Policy

Wite Policy

Disk Cache Policy

7. Click on [Finish]

OPENMANAGE™ SERVER ADMINISTRATOR

Properties
Information/Configuration

Create Virtual Disk Advanced Wizard (Step 3 of 4) -

?

531.00 GB

Maximumn Size: 0931.00 GB

Go Back o Previous Page | | Exitwizard |

PERC H700 Integrated

Properties
InformationiConfiguration

Create Virtual Disk Advanced Wizard (Step 4 of 4) -

?

| mformation

Virtual it
Summary of Virtual Disk Aftributes

Attributa

RAID Level

Size

Mame

Stripe Element Size
Read Policy

Write Palicy

Disk Cache Policy

Selected Physical Disks
Physieal Disk

0:0:8

L)

‘ “ Asgign Dedicated Hot spare option is not awailable atthis time. For more information, please referto the online help. ‘

valug
RAID-1
431.00GA

G4 KB
Adaptive Read Ahead
Write Back

Enabled

Available Space

931.00G68 SATAHDD
931.0068 SATAHDD
| GoBackto Previous Page || Exit\izard |

8. Wait for a few minutes, and refresh the screen, you will see the
background initialization of the virtual disk starts.

Ahsay Systems Corporation Limited
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E™ SERVER ADMIN

Virtual Disk(s) on Controller PERC H700 Integrated

Options: > Go to the Greate Virual Disk Wizard

Properties
Information/Configuration

& A m C ?

Virtual Disks
Status Mame  State Tasks Progress  Layout  Size Device Na
il Windmws
V] E:u;k Ready [ Available Tasks =] [ Excute | RAD-1 2322608t
irtul Windows
a |1msk Ready [ Auwailable Tasks x| [ Excute RAID-1 18625008 [ W
il Windows
(-] ZD\sk Reatdy [Available Tasks =] [ Execute | RAD-1 18625008 (im0
ULTE] Windows
(V] g)u;k Ready [ Available Tasks =] [ Excute RAID-1 18625008 (1n
Wirtual
Background = 1% . Windows
7] E\sk Piialieation | Available Tasks x| [ Execute complete AT 831000 A
« ok | ol

9. When you enter the Server Manager, Windows will prompt you that
you have a new disk, and you can select MBR if your disk is less
than 2TB, if your disk is larger than 3TB, you need to choose GPT.

File Action ‘iew Help

E. Server Manager =] 3

e EplHEIEx 55 « &

T Server Manager (B302) Disk Management me List + Graphical

5 Roles
il Features

Volume La outl Type | File 5 steml Status

—j Disgriostics = 5ystem Reserved Simple  Basic MTFS Healthy (Logical C
-jﬁ Configuration mstorage0d (E:) Simple  Basic  NTFS Healthy (Primary
ol Docie  RITES et

B =5 Storage

b windows Server Backup
=5 Disk Management @5t Yoy must initialize a disk before Logical Disk Manager can access it
|
% Gelect disks
Cwsl
Disk 4

Use the following partition style for the selected disks:
= MER [Master Boot Recard)
4 | £ GPT [GUID Partition T able]

s Mote: The GPT partition style iz not recognized by all previous versions of
Basi ‘Windows. Itis recommended for disks larger than 2TB, or disks used on
232 Itanium-based computers.

Mare Actions »

L=pisk 1 J
Basic storage04 (E:)

1862.50 GB 1862.50 GB NTFS

Online Healthy (Primary Partition)

L=Disk 2

Basic pb01 (F:)

1862.50 GB 1862.50 GB MTF35

online Healthy {Primary Partition) ﬂ

W Unallocated [l Primary partition [l Extended partition [ Free spa

10. Right click the new disk (Disk4) and format it as a New Simple
Volume, assign a drive letter to the drive, and use NTFS as the file
system. Wait until the format completed. The drive is ready to use.

Ahsay Systems Corporation Limited
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E. Server Manager i [=] 3
File  Action View Help

e HnEE RS E

S Server Manager (B302) Disk Management  Volume List + Graphical View | Actions
5 Roles M
= Wolume Layout | Type | File System | Status = || Disk Managemen!
& Features " n
{8 Diagrostics (i Syskem Reserved S!mple Bas!c NTFS Healthy (S!{Stj More Actions »
-jﬁ Carfiguration w storageld (E:) Simple  Basic  NTFS Healthy (Prime
B 22 storage i storagel (F:) Simple  Basic NTFS Healthy (Prime
'&’. Windaws Server Backup w05 () Simple  Basic  NTFS Healthy (Bo_ot'LI
|27 Disk Management h D
—sDisk 0
Basic Sy ||0s (C:) DATA (D: || |Backup-T
232,25 GB 100 |[139.90 GB M1 | |32.25 GB M | |60.00 GBI
online He. | |Healthy {Boal | |Healthy (Pr § |Healthy (Lc
—uDisk 1
Basic storage04 {(E:)
1862.50 GB 1862.50 GB MTFS
Online Healthy (Primary Partition)
—=Disk 2
Basic storage01 (F:)
1862.50 GB 1862.50 GB MTFS
Online Healthy (Primary Partition)
_iDisk 3 I
Basic storagel0 (G:)
1862.50 G& 1862.50 GE MTFS
Online Healthy (Primary Partition)
aDisk 4 | e, sipe volure. .
Basic
S 0 oot 0 CE I Spann:d V;o\ume.‘.
Online Unallocaked hew Stripedjallme...
e Mirrored Yolume, .,
Hew RATD-G Yalume. .,
M Unallocated [l Primary partition ] Extended parti  Properties

Help

4.3 Windows Setting

By default, Windows firewall is blocked for all the incoming traffic. You need to
enable the Windows firewall setting so that external port 80 and 443 can reach
your AhsayOBS server instance.

4.3.1 Required Package

Please check on your Windows to ensure that the following package is installed
before you install AhsayPRD.

e Microsoft Visual C++ 2008 SP1 Redistributable Package (x86)

The AhsayRPD installation will be failed if the above package is not installed. In
addition, if you have previous version of Microsoft Visual C++ redistributable

packages, please try to uninstall it first before installing the above redistributable
package.

4.4 Install Software

Please follow the belowing steps to install the Ahsay Proxy Redirector.
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4.4.1 Install Ahsay Proxy Redirector
1. Download the Ahsay Proxy Redirector from here.
2. Unzip the Ahsay Proxy Redirector and put it in D:\Application

3. Modify the httpd.conf file in D:\Application\Ahsay Proxy Redirector\conf

httpd.conf

ServerRoot "D:/Applications/Ahsay Proxy Redirector"

# include basic configuration files
Include conf/httpd-basic.conf

# Define NameVirtualHost settings for IP OBS
NameVirtualHost 123.123.123.123:80
NameVirtualHost 123.123.123.123:443

# Define VirtualHost settings for companyl.ahsay.com

# Need to add this connector to tomcat server.xml to use mod_jk

# <Connector address="127.0.0.1" port="60001" protocol="AJP/1.3"
redirectPort="443" />

#H

#Use VHOST companyl.ahsay.com 123.123.123.123
admin@ahsay.com 60001 "D:\Applications\Companyl\webapps"
conf/wildcard.NOT_SECURE.com.crt
conf/wildcard.NOT_SECURE.com.key conf/ca.crt 2048000

Modify the ServerRoot, NameVirtualHost (highlighted in red) according to
your environment settings.

Note:
a. The server root refers to the path of the Ahsay Proxy Redirector folder.
b. The NameVirtualHost is your machine’s IP address.

4. Run the install-service.bat inside D:/Applications/Ahsay Proxy Redirector
folder .
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[+ Administrator: Command Prompt

D:“Application~Ahsay Proxy Redirectorhinshttpd.exe -k install —n

edirector"

5. Check the installed service.

£} services

File  Action  Wew Help

== o= HEE |
' Services fLocal) £} services (Local)

Ahsay Proxy Redirector

Stop the service
Restart the service

Description:
Apache/2.2.14 (Win32) mod_sslf2.2.14
Open55L0.9.8k mod_jk/1.2.30

Name

| Descripkion

| Status

‘ Startup Type

[ 10] %]

"Ahzay Proxy R

=1 E3

| Lag On As

Ok adobe Acrobat Update Se...

v Procey Redirector
*: Application Experience
£ Application Identity
£ Application Information

& Application Layer Gatewa. .

& Application Managernent

&k AutoUpdatedgent (Ahsay..,
& Backaround Inteligent Tra...

£ Base Filtering Engine

rtificate Propagation
ShCNG Key Tsolation

S COM+ Event Syskem

£ COM+ System Application
£k Computer Browser

£ Continuous Data Protectio. .

&k Credential Manager
& Cryptographic Services

5L DCOM Server Process Lau..,
& Desktop Window Manager.. .

CLOHCP Client

% Black Level Backup Engine. ..

Adobe Acr,..
Apachef2....

Processes ...

Determines...

Faciltates ...
Provides s...

Processes i,

Transfers ...
The Base F...

The WEEM. ..

Copies use...

The CHG k...

Supporks 5.,

Manages t...

Maintains a...

Provides s...

Provides Fo...
The DCOM. .,
Provides D...
Reqistets a...

Starked
Started

Started
Starked
Started
Started
Starked
Starked

Started

Starked

Starked

Starked
Starked
Started
Starked

Autamatic
Automatic

Manual
Marual
Marual
Marual
Mariual
Manual
Autarnatic (0.,
Autarnatic
Marual
Mariual
Mariual
Autarnatic
Marual
Disabled
Mariual
Mariual
Autarnatic
Autarnatic
Autarnatic
Automatic

Lacal System

Local Systemn

Local System
Local Service
Lacal System
Local Service
Local System
Local System
Lacal System
Local Sarvice
Lacal System
Local System
Lacal System
Local Service
Lacal System
Lacal System
Local System
Lacal System
Mebwark 5.
Lacal System
Lacal System
Local Service

-

\ Extended A Standard

4.4.2 Prepare awild card certificate for the AhsayPRD

Default installation of AhsayPRD enables SSL (Secure Socket Layer) support
using a wild card dummy certificate. For your own security, you are advised
to replace the pre-installed dummy SSL cert with a secure SSL certificate
from a trusted CA (Certificate Authurity). The generation of a wild card cert is
required because, all your AhsayOBS instances may share the SSL cert under
the same domain name eg: OBSl.ahsay.com , OBS2.ahsay.com
are hosting different domains with the same AhsayPRD, then you need to

have another wild card cert.

If you
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Requirements

You need to install the third party software OpenSSL first, please refer to the

following download link:

Other distribution of OpenSSL

https://www.openssl.org/related/binaries.html

Steps

To replace the non-secure dummy wild card SSL certificate with a secure SSL
certificate, please do the following:

1. ldentify the location of the cert files.

It is located in D:\Application\Ahsay Proxy Redirector\conf ,

called

wildcard.NOT_SECURE.com.crt , wildcard.NOT_SECURE.com.key and

ca.crt .

Key

Description

Wild card public key

This is a wild card public key file.

Wild card private key

This is a wild card private key file.

CA root cert

The CA root cert file.

Note:

If you use your own wild card certificate, make sure the certificate is
chained properly. You can use a text editor such as Notepad in
Windows to embed the intermediate/root into the wild card SSL

certificiate file.

Since the format of the certificate issued by CA may be different,
please always check with your CA with the correct instruction, or
you can try with the examples below.

* The length of the certificate is shorten and modified to fit into

this section.

* No line feed is required between certificates.
e Make sure there are no invisible characters at the end of each

line.

Example (SSL certificate file)

————— BEGIN CERTIFICATE
M1 1DXTCCAqQ2gAw 1 BAg I BADANBgkghk i GOWOBAQSFAALUEBhMCVVMX
EDAOBgNVBAQTBOFyaXpvbmEXEzARBgNVBACTCINjbGjAYBgNVBAOT
EUdVRGFkZHkuY29tLCBJbmMuMTEWLWYDVQQDEYyhHbb2901ENIcnRp

(A sample root certificate)

Ahsay Systems Corporation Limited
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éGTzLH4U/ALqn83/BZgX2yKQOClGjdFU8anXf1855eJlusV2GDPO
LPAVTK33sef0T6jEmOpUBsV/FdUID+1c/n4XubDE32p2u0OmYRIyngl
4uJEvIiz36hzl

M1 1EODCCA7 i gAw1BAg I BBZANBgkghk i GOWOBAQSFADCBgZELMAKGA
EDAOBgNVBAQTBOFyaXpvbmEXEzARBgNVBACTCINjb3ROc2RhbGUXG
EUdVRGFkZHkuY29tLCBJbmMuMTEWLWYDVQQDEyhHbyBEYWRkeSBSh

(A sample intermeditate certificate)

bsziWJYRBuriSUBAA/Nthi2lGOOW9Rva0vHP8ds42pMSZZCzqr
Glo/i1kGQI31bS/6kA1ibRrLDYGCD+H1QQc7CoZDDu+8CL91VVO5EF
LXY2JtwE65/3YR8V31dv7kaWKK2hJKCavPi8BDAB

MITE9QjCCA96gAwW I BAg 1QMWS6s6pu/WuP4wFEK 1 X 1DDANBgkghkiG9
MQswCQYDVQQGEwJVUzEVMBMGALUEChMMVGhhd3R ILCBJIbmMuMROWG
b21haW4gVmFsaWRhdGVk 1 FNTTDEZMBCGALUEAXMQVGhhd3R I 1ERWI
Glo/i1kGQI131bS/6kA1ibRrLDYGCD+H1QQc7CoZDDu+8CL91VVO5EF

(A sample SSL certificate)

+5E93hMgykOD9Eq6UhAOU13BQOVAe I INVrmZaKDtTrig/aikLYsxK
yB150evH8ML jQLpC8GUaVizT+0Z229dghKwSx3810mQ242QADR6gXI
aGvmAm6p0dQA7aru7Zal UNX8Ebbp6/KQHE IH2pg 1 inwcxc6hy8JTy
LPEyeRKx02UzxApLkOpO6x9gaFaAjSI=

————— END CERTIFICATE-----

2. Generate the Certificate Signing Request

To generate a pair of private key and public Certificate Signing Request
(CSR) for AhsayPRD, please use the following command:

Assume your OpenSSL is installed in C:\OpenSSL

set OPENSSL_CONF=C:\OpenSSL\bin\openssl.cfg

openssl req -new -nodes -keyout myserver.key -out server.csr
-newkey rsa:2048

After you replied the questions asked by the OpenSSL. It creates two
files. The file myserver.key contains a private key; do not disclose this
file to anyone. Carefully protect the private key.

You will now be asked to enter details to be entered into your CSR. For
some fields, there will be a default value, if you enter ‘.’ the field will be
left blank. Use the wild card cert name eg: *.mycompany.com as
Common Name (CN).

eg:
| Full Example
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C:\OpenSSL\bin>set
OPENSSL__CONF=C:\OpenSSL\bin\openssl.cfg

C:\OpenSSL\bin=openssl req -new -nodes -keyout
myserver.key -out server.csr -newkey rsa:2048
Loading ‘'screen’ into random state - done

Generating a 2048 bit RSA private key

You are about to be asked to enter information that will be
incorporated into your certificate request.

What you are about to enter is what is called a Distinguished Name
or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.", the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:Texas
Locality Name (eg, city) []:Houston

Organization Name (eg, company) [Internet Widgits Pty Ltd]:My
Company Inc

Organizational Unit Name (eg, section) []:1T Division

Common Name (eg, YOUR name) []:*.mycompany.com
Email Address []:admin@mycompany.com

Please enter the following 'extra’ attributes
to be sent with your certificate request

A challenge password []:XXXXXX

An optional company name []:

C:\OpenSSL\bin>

Note: CA accepts a 2048-bit RSA private key only, as breaking a 1024-
bit private key algorithm is now possible.

4. Apply the wild card cert from your CA with the CSR file (server.csr)
generated in the last step.

5. When your CA signed the wild card SSL cert, you can put the wild card
public key, private key and the CA root cert file to the conf folder. The
CA root cert can be optained from your CA website.

Ahsay Systems Corporation Limited 19



A H ™ Ahsay Proxy Redirector
Administrator’'s Guide

6. When a new AhsayOBS instance is created, rename the definition in the
httpd.conf .

httpd.conf

Use VHOST obsl.ahsay.com 123.123.123.123 admin@ahsay.com 60001
"D:\Applications\OBS1\webapps" conf/wildcard.mycompany.crt
conf/myserver.key conf/ca.crt 2048000

7. If a new AhsayOBS instance is setup, you may use the same private key,
public key and root CA definition in the httpd.conf (eg: obs2.ahsay.com).
If a different domain name is setup (eg: backup.backupvault.com), you
may apply another set of private key, public key and root CA definition in
the httpd.conf .

eg:

httpd.conf

Use VHOST obsl.ahsay.com 123.123.123.123 admin@ahsay.com 60001
"D:\Applications\OBS1\webapps" conf/wildcard.mycompany.crt
conf/myserver.key conf/ca.crt 2048000

Use VHOST obs2.hsay.com 123.123.123.123 admin@ahsay.com 60003
"D:\Applications\OBS2\webapps" conf/wildcard.mycompany.crt
conf/myserver.key conf/ca.crt 1024000

Use VHOST backup.backupvault.com 123.123.123.123
admin@ahsay.com 60005 "D:\Applications\backup\webapps"
conf/wildcard.backupvault.crt conf/mybackupserver.key
conf/ca_root.crt 4096000

Note: Once you setup the SSL cert in the AhsayPRD, you are not required to
install any other SSL cert in the keystore file in the AhsayOBS.
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4.4.3 Prepare the AhsayOBS template for your resellers

The following will guide you to prepare each AhsayOBS from a template. For
each reseller’'s AhsayOBS, you are required to copy the template folder to
create a new AhsayOBS instance. If you need a branded OBS template, you
can follow our instructions in DOC: Ahsay Customization Portal User's Guide
(2457) to prepare the images and properties files.

1. Download AhsayOBSR for Windows “Upgrade Existing Installation”
release (obsr-win.zip) from our website, do not the use the “New
Installation”. This is because AhsayOBS installation is not required.

2. Expand the obsr-win.zip to a directory called “template” inside
“D:\Application” folder.

II‘. H- ._,' - template - - 'ﬂ; | Zasich tarplshs ,!q
Orgeize + Jchdeinbbvary v Shyewsth = Mew Folder = o | H
 Favorkes e Ot reoeifind [T bl ] |
B Deshiop b WIOGEE S ITEH il Tokdar
& Cowrloads von L1002 KIFEH P Folder
] Recest Aaces kons LAC(20Z HUTFH Pl Foldar
= oy i " Fn|T ke
4 Lraries . |awadbad LI202 RITRH File folde
T Donsnsils jawadfizhd 002 SIEPH Fil foldar
& M lenses LAIGH2002 HIRFH P Folder
i Pictunas — s LAIOf2002 2USFH File Foldas
B e . b LHIOY200E 3 ISFH Fil foides
= e [l e e B Fils Fioldas
| Sp——
i P tervesafies LAI0f2002 HI8FH Pl Folder
i
- o .t L0202 RUSFH Fil Fodes
B i WIOG0NE S IEPH Fil Tokdar
pshunpe LIIOf2002 BI5EH P Foldsr
version, b LAIO(2002 HUSFH Tk Document 158
d
i 14 e
;

3. Keep necessary directories and files for the template. Some of the
expanded folders are not required for the template, after reading the
following table, you can decide if you need to keep these folders.

Folders required:

Folders Description
bin Contains the startup and shutdown
binaries of the AhsayOBS service.

conf Contains the AhsayOBS configuration, such
as the license, AhsayOBS management
console etc.
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javaléx64 64-bit Java run-time library. It is required
for a 64-bit Windows OS.

tomcat Tomcat library and setup files.

webapps It contains AhsayOBS, AhsayRPS library
files, html/jsp files, images/logos etc.

version.txt It contains the version of the AhsayOBS for

your reference.

Folders not required:

Folders Description

icons Contains the AhsayOBS installation icons,
such as desktop icons files, which is not
required in this setup.

javal6éx32 Contains the Java 32-bit library which is
not required for a Windows 2008 or
Windows 2003 64-bit setup.

licenses Java, Tomcat, Apache terms of use, after
you read them, you can remove this
folder.

logs Folder for your AhsayOBS log files, such as
access logs, Catalina logs, etc.

system Folder for system logs, pending email,
backup log, error log etc.

temp A temporary folder.

termsofuse Terms of use of the AhsayOBS.

util Utilities used with AhsayOBS installer,

generally not required for the update
version.

After you removed these folders, it should look like the following.
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I

' LN = Lemoiyte - - .ml:"-"ﬂ":hbf"F . M
Crgeics »  bohdsinbeay +  Sheyeeth = Mew folder = = [} @
R 2l bave - st el | Tipe o |
B Cesdop b JUnlz0Lz BUF P Ple Frbder
& Dovmloads cré IDI0LZ 3T PN Fle Fokder
&l Receri Haces el st 1ADG0LE RUB P Pl fokder
Ubraries bomcat IO SUBEM Pl Fokder
i [— webzpps IDN0LZ IO P Fie Fokdar
o Psic s ket IIDGOLE 3AOFM Test Document 1KE
= Fctures B
B ndecs
1 Computer
ol
e (D)
L (Ei)

g fenns

4. The startup.bat defined the home location of Tomcat and OBS when
AhsayOBS startup. In a standard installation, the home location of the
Tomcat and OBS are located in the same directory. In case you want
Tomcat to write logs in another drive eg: E:\ drive, you need to modify
the startup.bat and shutdown.bat .

eg:

i. Define the TC_HOME at the top of the startup.bat , since this is a
template, the actual location will be defined when you setup a new
AhsayOBS instance.

startup.bat

@echo off
SET TC_HOME=

@REM *****x*kkkxxx* Please leave JAVA_HOME empty as it is
SET JAVA HOME=

ii. Remark the line TC_ HOME=%0OBS_ HOME% , so that the value of
the OBS_HOME value is not the same as the value of the TC_HOME.
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startup.bat

@REM SET TC_HOME=%0OBS_HOME%

ifli. You can also find the following path definitions.

startup.bat

SET CATALINA_TMPDIR=%TC_HOME%\temp
SET TC_LOG_PATH=%TC_HOME%\logs

SET TC_WORK_PATH=%TC_HOME%\work

SET TC_OBS_CONF_PATH=%0BS_HOME%\conf
SET TC_RPS_CONF_PATH=%O0BS_HOME%\conf

Since the OBS_HOME was defined in the current directory of the
AhsayOBS application, when you define a new path for TC_HOME, the
logs file, temp files, and the work files will be stored in a new path.

You also need to modify the shutdown.bat in the same way that you
modified in the startup.bat .

shutdown.bat

@echo off
SET TC_HOME=

@REM *****x*x*xxxxxxx* Please leave JAVA_HOME empty as it is
SET JAVA_HOME=
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@REM SET TC_HOME=%O0OBS_HOME%

SET CATALINA_TMPDIR=%TC_HOME%\temp
SET TC_LOG_PATH=%TC_HOME%\logs

SET TC_WORK_PATH=%TC_HOME%\work

SET TC_OBS_CONF_PATH=%0BS_HOME%\conf
SET TC_RPS_CONF_PATH=%O0BS_HOME%\conf

5. Rename the bin\startup.bat and bin\shutdown.bat to startup.bat.bak
and shutdown.bat.bak . This is to avoid when you setup the AhsayOBS
service in the following steps, service will be started automatically.

Note: In our example, we put the template folder in the
D:\Applications\Template , you can change the location if you like.

If you need a branded OBS template, you can put the images and
properties in the webapps folder, please follow the instruction in DOC:
Ahsay Customization Portal User's Guide (2457) to prepare the images
and properties files.

6. Copy the below xml definition and replace the
D:\Applications\Template\conf\server.xml

server.xml

<Server port="60002" shutdown="SHUTDOWN">
<Service name="Tomcat-Standalone">

<!-- Define a non-SSL HTTP/1.1 Connector on port 80 -->
<Connector address="127.0.0.1" port="60001" protocol="AJP/1.3"
redirectPort="443" />

<Engine name="Standalone" defaultHost="localhost" >
<Host name="localhost" appBase="webapps" unpackWARs="true"
autoDeploy="false" liveDeploy="false">
<Valve className="org.apache.catalina.valves.AccessLogValve"
directory="${tc.log.path}" prefix="access_log." suffix=".log"
pattern="common"/>
</Host>
</Engine>
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</Service>

</Server>

4.4.4 Setup each dedicated AhsayOBS instance

1. Create a local Windows user [Standard User], e.g. OBS1, for this
AhsayOBS and assign a password for this user.

Note: It is not compulsory to setup a local Windows user to run this
service, but it is highly recommended to create a separate local Windows
account for each AhsayOBS instance for management purpose. Please
also create a password for this Windows user.

2. Make a copy of "D:\Applications\Template" as "D:\Applications\OBS1",
you are suggested to apply a full folder persmission of
"D:\Applications\OBS1" to the Windows user “OBS1” for administration

purpose.
l 0B51 Properties E
| Generall Sharing S ecurity | Previous Wersiohs | Eustomizel
|
[ . Permissions for 0BS1
[ Security |

Object name:  D:\Applications‘\0B51

Group or user names:
52 SYSTEM
52, Administraters [BS02%Administrators)
% 0BS1 (BSO2AOBST)

Permizzions for OBS1 Al Dty

Full contral
odify
Read & execute

Ligt folder contents
l Read

lafafal
Oooooo

Learn about access control and permissions

1 aK I Cancel | Apply I

Note: If you are going to assign a dedicated drive eg drive E: for the
user home of OBS1, please also assign the same permission to the drive.

3. Run the following command from the command prompt to install the
AhsayOBS service as a startup service for your reseller.
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eg:

D:\Applications\OBS1\bin\Aobservice -i "AhsayOBS (OBS1)"

[&+] Administrator: Command Prompt

C:lzersAdministrator>D:"Applications“0BS1 bin“Aohservice —i "Ahzay0BE (OBS1>"
Ahzay0BS (0B%1) installed

C: lsers“Administrator>_

After you installed the AhsayOBS service, the service is started by default,
you can stop the service in the Control Panel > Administrative Tools >

Services
O Services [ (] =
Bl At e Hedo
dm r B [N R
e |
Alekay 085 [Comparei] Fama = | Desorpton | 2ahn | SatpTips | Logon i j
o Ascia Acrobt Upcdste Sa.., Adcbe A Tarted Autoaradic Lol Sasharn
lEg the pervice L ey Fe oy Fce notor Apachml? Tarted Autraradic Loaal Sachars
it the service Fole
L fochostion Espenencs Prigeses Fwted M Lol Syshers
Aockrstion bk Dsteevines Faripd Local Saivios
ARt I oerstion Falisies te] M Local Syshens
ASRCHRN LT Gy Provids & Fareid L Servie
AR Maragevert Processesi.,  abed Mo Local Systenn
An st (bl Stabed M Lical Systern
Badoured Ieeloent Tra. Tracdessl... Stwbed  Sutewate [D...  Licsl Syshan
Eirie Pty Engre Thee Basan FL..  Snarved Autorale Loeal Servi
| Back: Ll Sachog Eregren... Tha WEEN, Hama Lecal Sxabarn
| Cartfrats Frocageton Copmuima... Stabed  Mamad Local Sxabarn
o 4G Koy leodabion Tha ChiG & Harmal Local Sxvbarn
Lo ST Evend Seshen pprhs 5 arted Autoaradic Local Servica
ok DT Srystmn Appdration Hansges b Bl Local Sachan
L Comgnme Dirvassss Msinksre 5 Comshlsd Lecsl Syvhars
ok Duks Paotedio Fated  Man Lol Sy
L Camvgmcinagl Plar ey Proridss & Plarasd Locsl S
U P vt |

Edhnded A Standeed

4. Right click the properties of the created service, click on the Log On tab,
change the logon of the service to the “This account”, click on [Browse].
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"
0, Gervices 1 [=]

File Action View Help

&= || =] al = | ‘ AhsayOBS (DBS1) Properties {Local Computer) |

N - -~ (R |

Log on as:

ption | Skatus | Starkup Type | B
" Local System account Acr...  Started Aukamatic
e/2.... Started Automatic
Started Automatic
Started Automatic

Ahsay0BSs (OB

Stop the service

Restart the servic ™| Bllow service tojinteract with deskiop

& This account
Started Automatic

Passward: ses... Started Marual
Eaifi 4 |esesvssssssenes S Manual
=onfim passward: Btes.. Started  Manual
Help me confiqure user account log on options. 55 Manual
sesi.. Started Manual

Started Marual
ersf.., Started Aukomatic (D...
pseF... Started Automnatic

BEN. .\ Mariual
use... Started Manual
GK... Marual
rts 5., Started Automatic
est... Marual
ins ... Disabled
Started Manual
oK Cancel Apply I 5 Manual

o Fro Sharkad ko akic i
f 8

Extended A Standard /

Change the log on to “OBS1”

L, services _[Of =

File  Action View Help

@ $ || D Q] [:= ‘ | AhsayOBS {0BS1) Properties {Local Computer) |
]
Select this ohject type

T o atus Startup Type =
AhsayOBS (0B IUsel or Built-in security principal DObject Types. I B P I

arted Automatic
Stop the service Erom this location: arted Automatic

Restart the servic IE502 [Er— arted  Automatic

arted Automatic

Enter the object name to select [sxamples): arted Automatic
BSOZ\OEST Check Names | farted  Manual
Manual
arted Manual

Manual
Advanced | Concel arted  Manual
Farted Manual
ersf... Started Automatic (...
mseF... Started Automatic

BEM... Manual
use.., Started Manual
G k.. Manual
rts 5. Started Automatic
est... Manual
ins a... Disabled

Started Manual
es 5. Manual

(e ] 22l | b Srorred Ausbomatic a
i »
Extended /4 Standard /

Note: You need to apply a password after you click OK.

5. Open [D:\Applications\OBS1\bin\startup.bat.bak] and change the
TC_HOME environment variable to [E:\OBS1] where E is the drive letter
of drive to be used exclusively for this AhsayOBS instance

eg:

startup.bat.bak
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6.

eg:

7.

@echo off
SET TC_HOME=E:\OBS1

@REM FF*H*AFxxAkxxkx* Please leave JAVA_HOME empty as it is
SET JAVA_HOME=

@REM ******xkkxxxxi* Please set the correct values for OBS_HOME,
relative to OBS_HOME always

cd ..

SET OBS_HOME=.

Open [D:\Applications\OBS1\bin\shutdown.bat.bak] and change the
TC_HOME as in the previous step.

shutdown.bat.bak

@echo off
SET TC_HOME=E:\OBS1

@REM FF*HAFxdkxkkx* Please leave JAVA_HOME empty as it is
SET JAVA_HOME=

@REM ******xkkxxxxi* Please set the correct values for OBS_HOME,
relative to OBS_HOME always

cd ..

SET OBS_HOME=.

Open [D:\Applications\OBS1\conf\server.xml] and change the Tomcat
management interface port to a free TCP port eg:60008 and the
AhsayOBS server port port to a free TCP port eg:60007 which is used for
this AhsayOBS instance exclusively.

server.xml
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<Server port="60008" shutdown="SHUTDOWN">
<Service name="Tomcat-Standalone">

<!-- Define a non-SSL HTTP/1.1 Connector on port 80 -->
<Connector address="127.0.0.1" port="60007" protocol="AJP/1.3"
redirectPort="443" />

<Engine name="Standalone" defaultHost="localhost" >
<Host name="localhost" appBase="webapps" unpackWARs="true"
autoDeploy="false" liveDeploy="false">
<Valve className="org.apache.catalina.valves.AccessLogValve"
directory="3${tc.log.path}" prefix="access_log." suffix=".log"
pattern="common"/>
</Host>
</Engine>

</Service>

</Server>

For easy management, please assign a pair of free ports for each
AhsayOBS instance, eg: “60007 and 60008”, “60009 and 60010” ......

8. Open [D:\Applications\OBS1\conf\autoDiscovery.xml] and change the
Auto Discovery server port to a free TCP port eg:10011 and the client
port to a free TCP port eg:10012

autoDiscovery.xml

<Root><AutoDiscovery server-port="10011" client-port="10012"
/></Root>

For easy management, please assign a pair of free ports for each
AhsayOBS instance, eg: “10011 and 10012”, “10013 and 10014” ......

9. Open [D:\Applications\Ahsay Proxy Redirector\conf\httpd.conf] and
change the VHOST settings.

| httpd.conf
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ServerRoot "D:/Applications/Ahsay Proxy Redirector"

# include basic configuration files
Include conf/httpd-basic.conf

# Define NameVirtualHost settings for IP OBS
NameVirtualHost 123.123.123.123:80
NameVirtualHost 123.123.123.123:443

# Define VirtualHost settings for companyl.ahsay.com

# Need to add this connector to tomcat server.xml to use mod_jk

# <Connector address="127.0.0.1" port="60001" protocol="AJP/1.3"
redirectPort="443" />

#H

#Use VHOST companyl.ahsay.com 123.123.123.123 admin@ahsay.com
60001 "D:\Applications\Companyl\webapps"
conf/wildcard.NOT_SECURE.com.crt conf/wildcard.NOT_SECURE.com.key
conf/ca.crt 2048000

Use VHOST obsl.ahsay.com 123.123.123.123 admin@ahsay.com 60007
"D:\Applications\OBS1\webapps" conf/wildcard.NOT_SECURE.com.crt
conf/wildcard.NOT_SECURE.com.key conf/ca.crt 2048000

Syntax of the VHOST settting

Use VHOST <Hostname> <IP address> <Admin email> <AhsayOBS
port number> <Path to AhsayOBS webapps folder=<Wild card public
key> <Wild card private key> <CA Root cert> <Bandwidth>

Key Description

Hostname This is the host name registered with your ISP for the
AhsayOBS instance.

IP address This is the IP address used for the hosting. This IP
address should be registered with your ISP with the
registered hostname.

Admin email Email contact of your administrator.
AhsayOBS port This is the AhsayOBS connector port defined in step 6.
number

Path to AhsayOBS This is the path to your AhsayOBS webapps folder.
webapps folder eg. D:\Applications\OBS1\webapps

Wild card public key | This is a wild card public key file.
eg: conf/wildcard.NOT_SECURE.com.crt

Wild card private This is a wild card private key file.
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10.

11.

12.

13.

key eg: conf/wildcard.NOT_SECURE.com.key

CA root cert The CA root cert file.
eg: conf/ca.crt

Bandwidth Bandwidth defined in MegaBytes. It allows your
AhsayOBS to use a maximum bandwidth of your
internet.

£} Services [_[O[x]

Note: You need to register eg: obsl.ahsay.com to point to the IP eg:
123.123.123.123 with your DNS hosting company.

Restart "Ahsay Proxy Redirector" service in the Control Panel >
Administrative Tools > Services

Fle Action Wisw Help

¢ @Ee:=Hm[»n un

ESESIT=TI () cervices (Local)
Ahsay Proxy Redirector Hame | Description | Status | Startup Type | Llogonds | <
‘Gl Adobe Acrobat Update Se... Adobe Acr...  Started  Automatic Loral System
Stap the service axy Started Aukomatic Local tem
Restart the service Started  Manual Lacal System
‘&, Application dentity . Manual Local Service -
Description: . & pplication Infarmation Facilitates ... Started Manual Local System
é:zihsesﬁuzBl?afar\.‘:;‘dgjifn;)g_;;vz2 4 .Q.:; Apphcat?on Layer Gatewa,., Provides s... Manual Local Service
&), Application Management  Processesi., Starked  Manual Lacal System
4 AutoUpdateagent (shsay. . Started  Manual Local System
©hBackground Intelligent Trs... Transfersf... Ststted  Automatic (D... Local System
£} Base Filkering Engine: The Base F... Starked Automatic Lacal Service
‘. Block Level Backup Engine...  The WEEN. .. Manual Lacal System
G, Certificats Propagation Copiesuse.. Started  Manual Local System
£} CMG Key Isolation The CNG k... Manual Local System
E1COM+ Event: System Supports 5. Started  Automatic Local Service
G4 COM+ System Application  Managest... Manual Local System
& Computer Browser Maintains a... Disabled Local System
&), Continuous Data Protectia. . Started  Manual Local System
& Credential Manager Provides s... Manual Local System
& Cryptographic Services Provides fo... Started  Automatic Metwark 5...
£}, DCOM Server Process Lau... The DCOM...  Started Automatic Local System
£} Deskbop Window Manager... ProvidesD... Started  Automatic Lacal System
G DHCP Client Registers a... Statted  Automatic LocslService |

\ Extended & Standard /

When your ISP notifies you that the domain name OBS1.ahsay.com is
ready, you can now rename the bin\startup.bat.bak and
shutdown.bat.bak to startup.bat and shutdown.bat

If you are using a dedicated drive for the user home of the “OBS1”
service, eg. E: drive, please modify the obs.xml in
D:\Applications\OBS1\conf folder, change the xml tag “user-home” to
the following.

. <user-home path="E:\OBS1\user"/>......

Startup the [AhsayOBS (OBS1)] service
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14. Open the browser on your desktop and type in

http://OBS1.ahsay.com , you should be able to see a new AhsayOBS

instance. Login with the default password

Username: system
Password: system

£~ Windows Intarnat Explorar

@“- B Wt JORS1 . sbwry.com » 3 X

e S | g8 hepfoesy absay.com & -

fER

‘:} Aoy

Offsite Bockup Server

Tnre —— 1

3 Ahsny™ Offaite Backup Server (ARsay0BS)
B8 o server appicatien which atfers onine hackup

(@Ansay™  Unline  Uackup  Manager
(AhSayOBM] is & %sfeatures chent azchcatan
ne Lnsay U5

Backup (AhsayACH) s a e
« eayy BACkUp | recavery of iea
haayORS

&

Replication  Server [AhsayHpPs)
orovees an offete store - backed ug data from
mutole AnsayOlGs,

@ AhsayOBS

B Symbem Managuesmern) A4

I

3 Condsct us

Login Namae @ | system

Password

Troubleshooting:

ALL_FOLDER] webanps | ROGT |\ . Check to see if your CAZ5 L
l2ga and the

i elete tne

aue thas e <

iy Onbnw Backup ZoNvears, Standard Evaliation Ftien

(Logn]

remember my lagin name

DC¥ is on. Both the loQin name and password are case sensitive
il Flease check to see if your System elock i eorrect. Copkies may nat werk cosreetly if your system cloek is incorrect

i G Internat

-
b4

Buy Licenses Onlingl

# 100w«

15.

Apply your license key to the AhsayOBS management console >

Manage System > Software License to activate the license.

Ahsay Systems Corporation Limited

33


http://obs1.ahsay.com/

W

Ahsay Proxy Redirector
Administrator's Guide

/2 Windows Internel Explorer

g e - & hirp[OArS L shedry.com

W b fJOBS) by com

G Ahsay - Offiite Bockup Server i L ! !
] - |

say™ Offaita Usthup Server (ARSsyODS) Heuasn Huy,

o which oflers oo

License Settings.

Licenses Name ¢ | Ecaationtng

perec ey

@ansay™  Online  Uackup  Mansger
Ay DBM) 5 & fulfestured et aoplestes
wnes

Company Hame

Contact Namn

Contact Email Address

Contact Phane Number

Mizmber of iwers [puaita
Ay ORM

AhsayACH

User Add-on Hodules Quota
Microsoft Cxchange Server

Microsall Exehange Haillox

Microscft SGL Server

Oracle Database Server

MySQL Database Server i unlimized
Lotus Domine

Latus Notes

In-File Delta

Valume Shadow Copy

AhsayO0M WH Royalty

Peweted sy Ansay Oning Bacaup Safware. Siasdar Evauaten Eaten

Cozyrgat () 1958201

t | 32pMG-YPDAI- 3pgaC-bEMCT 4

Awailabsin

Note: The best way to handle the license for your resellers should be
purchasing a poolable license from us. You can logon to our Ahsay
License Management Portal to re-distribute the license CAL into a pool
of license key for your resellers. You can manage the number of CALs
easily with the Ahsay License Management Portal. For more
information about the poolable license or pool key, you can visit our
FAQ: Ahsay License Management Portal Overview (2305) for reference.

16. If you are adding a new AhsayOBS instance in the future, you can
simply follow the above 14 steps to create a new AhsayOBS instance.
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4.4.5 Remove an AhsayOBS instance

1. Open [D:\Applications\Ahsay Proxy Redirector\conf\httpd.conf] and
remove the VHOST settings.

httpd.conf

ServerRoot "D:/Applications/Ahsay Proxy Redirector"

# include basic configuration files
Include conf/httpd-basic.conf

# Define NameVirtualHost settings for IP OBS
NameVirtualHost 123.123.123.123:80
NameVirtualHost 123.123.123.123:443

# Define VirtualHost settings for companyl.ahsay.com

# Need to add this connector to tomcat server.xml to use mod_jk

# <Connector address="127.0.0.1" port="60001" protocol="AJP/1.3"
redirectPort="443" />

#H

#Use VHOST companyl.ahsay.com 123.123.123.123 admin@ahsay.com
60001 "D:\Applications\Companyl\webapps"
conf/wildcard.NOT_SECURE.com.crt conf/wildcard.NOT_SECURE.com.key
conf/ca.crt 2048000

Use VHOST obsl.ahsay.com 123.123.123.123 admin@ahsay.com 60007
"D:\Applications\OBS1\webapps" conf/wildcard.NOT_SECURE.com.crt
conf/wildcard.NOT_SECURE.com.key conf/ca.crt 2048000

2. Restart "Ahsay Proxy Redirector” service in the Control Panel >
Administrative Tools > Services

£} Services [_[O[x]
Fle  Action  Wiew Help
| = EREENT P N TN
", Services (Local] €4 Services (Local)

Ahsay Proxy Redirector Hame_~ | Description | Status | Startup Type | LogOnds | -

“Cadobe Acrobat Update Se... Adobe Acr...  Started  Automatic Local System

Stap the service ®3 1\heay Proxy Redirector Automatic

Restart the service &) Application Experience Processes ... Starked Manual Laocal System
&} Application Identity Determines. .. Manual Local Service |

Description: “C): Application Information Facilitates ...  Started Manual Local System

Apache/2.2.14 (Win32) mod_ss|/2.2.14 Ch Application Laysr Gatewa,., Provides s.. Manual Local Service

OpensSsL/0.9.8k mod_jkf1.2.30 !

£, Application Management Processesi.. Started  Manual Local System

&) AutoUpdateagent {ahsay. . Started  Manual Local System

&), Background Intelligent Tra... Transfersf... Started  Automatic (D... Local System

‘£ Base Filketing Engine The Base F... Starked Automatic Lacal Service

15, Block Level Backup Engine. .. The WEEN, . Manual Local System

1) Certificate Propagation Copies use... Started  Manual Local System

) NG Key Isolation The CHNGE... Manual Laocal System

1), COM+ Eventt System Supports 5., Started  Automatic Local Service

15}, COM+ System Application  Managest, . Manual Local System

15}, Computer Browser Maintains a. .. Disabled Local System

£, Continuous Data Protectio... Started  Manual Local System

15, Credential Manager Provides s... Manual Local System

&), Cryptographic Services Provides fo... Starked  Aukomatic Metwark 5...

E£),DCOM Server Process Lau,.. The DCOM..,  Started Automatic Local System

1), Desktop Window Manager... ProvidesD... Started  Automatic Local System
15 DHCP Client Registers a... Started  Automatic Local Service x|

\ Extended & Standard /
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3.

eg:

Run the following command from the command prompt to remove the

AhsayOBS instance from startup service.

D:\Applications\OBS1\bin\Aobservice -r "AhsayOBS (OBS1)"

nistrator: Command Prompt

Microzoft Windows [Uersion 6.1.76811]
Copyright <c> 288? Microsoft Corporation. All rights reserved.

C:“UserssAdministrator>D:“\Applications“0BS1is\bin“Acohservice —r "AhzayOBE (OBS1>"
Ahsay0Bs (0BS1) removed.

C:slUserssAdministrator>

Remove the AhsayOBS instance directory eg: D:\Application\OBS1\

If you have created a storage in the previous steps, you need to check if
the storage is required to remove, or remove the Windows user account,
or remove the DNS entry accordingly.

4.5 Uninstall Software

If you need to uninstall the Ahsay proxy redirector, you need to ensure all
the AhsayOBS instances are migrated to other platforms/machines properly.
When you uninstall the Ahsay proxy redirector, all your AhsayOBS instances
hosted on this machine will not be functioning.

If you need to uninstall the AhsayOBS instances on this machine, please refer
to the previous section for details.

To remove the Ahsay proxy redirector, please do the following steps.

1.

2.

Run the uninstall-service.bat inside your installation folder eqg:
D:\Applications\Ahsay Proxy Redirector

Check the removed service from the Windows service.

Remove the installation folder if necessary.
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4.6 Manage your AhsayOBS Instance and Future
expension

4.6.1 Add new storage for your resellers

If new storage requires to add to your AhsayOBS instance. You can assign a
pair of hard disks formatted as RAID 1 for your reseller. For the hard disk
setup, please refer to chapter 4.2 .

After you have assigned a drive letter to your newly created RAID disk (eg. G:
drive), you can go to your AhsayOBS management console > Server
Configuration , add a new user home entry eg: G:\OBS1\users

Manage System | Manage Log | Manage User | Manage Group Policy | Manage Systern User Administrator's Guide | Select Language

System Settings

Login Name :|Svstem E
Password :| | b |
Host Name :|0bs1.ahsay.com |

System Home :|F:10EISHSystem |

Policy Home :[F10BS1isystermpolicy |

User Homes

"

. |FA0BS1wsers
Hew |G1OBS1Wsers|

Single Level Access : [ Limited systerm users and backup users access an current level and one below

Auto Lock User : Lock backup user automatically after 3 invalid login atternpts

Scroll to the middle of the page and click on the [Update] button.

Manage System | Manage Log | Manage User | Manage Group Policy | Mansge Systermn User Adrninistrator's Guide | Select Language

. @ Microsoft Windows System
Backup

\.N'n Microsoft Windows Virtualization
I ymware um Backup

Remove User : Days after registration
Configuration Recovery
Date [ %] ervvv-mm-oo)
Path :|F10BS1\systemidr |
Mode : @ auta O Manual i
a
Key :
Login Mame Login Mame used to logon to this page.
Password Password used to logon to this page.
Host Name The host name/IP address that backup users will use to contact this server (e.g. backup.company.com)
System Home The top directory of systern information will be stored. Marmally, it is not necessary to modify this value,

v

You will have 2 user homes on this AhsayOBS instance. You may relocate
your users or add new users to this user home.

Note: When you relocate users, we suggest you to turn off the service for
that AhsayOBS instance to ensure data integrity.
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4.6.2 Update your existing AhsayOBS instance

If you need to update your existing AhsayOBS instance, you will need to have
a new version of template ready. Please refer to chapter 4.4.3 to prepare a
new template.

1. Stop your AhsayOBS service in the Control Panel > Administrative Tools

> Services

L seavices M=l E
B A Hea  Hep

e w0 s B L3 I

s
e I

Aleray 085 [Company 1]
Eicp e pervice .
Eaziari the earvics
[Dtzemings Maripd Log Saivios
Falimes Sated M Local Syshens
Proddes ., Moy Local Sevvios
Pivigssgs i, Soabed Ml Lical Sxstesta
Stabe] Mo Lical Sxsten
Trarcdessl...  Staied Actpanadie [D...  Locdl Syadan
) Barie Flbrineg Eogr TheSass F... Stabed  Aulorals Leeal Sgrviog
Lk Bk vl Sachog Eregren. Thea WEEN. . Harmd Lotal Sxabarn
Lk Cartfoate Fropagaton Copmy ... Sharbed Harual Local Sybarn
Sk G Ky |odation Thaiha kL Farual Local Zasbarn
£ 0O Evend Serhen Lpperhe ... Thatad  Auttrali Leeal Sarvies
Tl om Svfen dnclostion Mgt Ml Lol Sarhars
Ll Cormaukes Drosssar Msinksires 5 Cisabiad Local Syshers
L Cantigogs Duks Satecti Sated Moy Lecsl Syshens
S Ormcmcias b Frovidss Flariss Luaal Sysbem
'-h'.'- ”Z“T"wwf“""‘ Bredieatn St Autnstc "“"‘.".'_‘_:j.

Edtanded f, Soandeed

2. Rename your existing folder in D:\Applications
eg: OBS1 to OBS1_6700

3. Copy the new template folder to OBS1
4. Copy the conf folder in the OBS1_6700 and replace the conf folder in
OBS1. Unless you want to make a copy of the original config, otherwise

you can overwrite all the xml files in the conf folder.

5. Start your AhsayOBS service in the Control Panel > Administrative Tools
> Services
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6. Run your new AhsayOBS from your browser.
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5 Further Information

If you have any question or suggestion about this document, please send an
email to our support team via our Ahsay Forum.
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