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1 Overview

1.1 Conventions

A list of notations that are used throughout this document.

Convention Description Example

WARNING: You must check the
Bold Important Information timestamp of server.xml before
proceeding to step2.

Italic Folder Path or File Path C:\Program Files\AhsayCBS
0 Graphical Interface Elements [Manage Log]

%% Filepath in Windows format %CBS_HOME%

italic Command mkdir d:\users

Notation that are used specifically for API section:

Convention Description

<Text Inside angle brackets> Placeholder for which you must supply a value.

[Text inside square brackets] Optional items.

{Text insides braces} Set of required items; choose one.
Vertical bar (|) Separator for mutually exclusive items; choose one.
Ellipsis (...) Items that can be repeated.

1.2 Definitions, Acronyms and Abbreviation

The following table shows the definitions, acronyms, and abbreviations used in this manual.

AhsayCBS Ahsay Cloud Backup Suite
AhsayOBM Ahsay Online Backup Manager
AhsayACB Ahsay A-Click Backup
AhsayPRD Ahsay Proxy Redirector

The install location of AhsayCBS.

CBS_HOME Windows
C:\Program Files\AhsayCBS

The backup location of AhsayCBS. It is used temporarily
CBS_HOME_BAK during the install/upgrade process.




Windows
C:\Program Files\AhsayCBS.bak

CONF_HOME

The directory to store AhsayCBS configuration files.

Windows
%CBS_HOME%\conf

USER_HOMES

The directories where AhsayCBS store the AhsayOBM and
AhsayACB user accounts. The default location is:
%CBS_HOME%\users

POLICY_HOME

The directory where AhsayCBS store its system users and
group policy information.

Windows
%CBS_HOME%\system\policy

SYSTEM_HOME

The directory where AhsayCBS store its system information.

Windows
%CBS_HOME%\system

WEBAPPS_HOME

Location of the webapps directory inside the installation
directory of AhsayCBS.

Windows
%CBS_HOME%\webapps

WEBAPP_HOME_BAK

A backup of the webapps directory inside AhsayCBS.

Windows
%CBS_HOME%\webapps.bak

RECEIVER_HOME

The location where the replicated data is stored for a
particular replication receiver.

JAVA_HOME

The location where JAVA is installed.
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1.3 System Requirements

Please refer to the following article articles for the system requirements of AhsayCBS:
FAQ: Ahsay Software Compatibility List (SCL) for version 7.3 or above (5001)
FAQ: Ahsay Hardware Requirement List (HRL) for version 7.3 or above (5000)

Users should install Ahsay Proxy Redirector on a 64-bit server-grade O/S such as Windows
2008/Windows 2008 R2 or Windows 2012/Windows 2012 R2. However, for evaluation
purposes, users can install Ahsay Proxy Redirector on Windows 7 or Windows 8 64-bit
platforms instead.


https://forum.ahsay.com/viewtopic.php?f=169&t=13514
https://forum.ahsay.com/viewtopic.php?f=169&t=13492

2 Overview and Benefits

The Ahsay Proxy Redirector (AhsayPRD) is the tool for hosting multiple AhsayCBS instances
on the same machine. The AhsayPRD redirects the incoming internet traffic calling to for
example CBS1.ahsay.com or CBS2.ahsay.com through a specific port defined in the
AhsayPRD configuration file.

2.1 Overview

Windows Server 2003

e[ e[ e e Dell R540 I....

I Windows Firewall

I Ahsay PRD

I chs1.ahsay.com I I chs2.ahsay.com I I chs3.ahsay.com I

CBS for reseller 1

CBS for reseller 2 I CBS for future
I rezellers
N N N S . -

External
SCS| Array
Storage

Dell MD1200

In our example, we installed the AhsayPRD on a Windows 2008 server R2. We have 2
AhsayCBS instances named cbs1.ahsay.com and cbs2.ahsay.com for reseller 1 and
reseller 2 respectively, and we can increase the number of AhsayCBS instances by making a



copy of the AhsayCBS template with some settings change in the AhsayPRD
(cbs3.ahsay.com for future reseller). These steps will be described in later chapters.

2.2 Benefits

AhsayPRD provides an easy way for hosting multiple AhsayCBS instances on one physical
backup server hardware, which give you many benefits as stated below.

1. As AhsayCBS is not resource demanding, setting up multiple AhsayCBS instances on a
single hardware allows you to fully utilize the power of that hardware.

2. Only one operating system license is required, as all AhsayCBS instances are running
on the same operating system. Therefore, you can save a great deal of expenditure on
purchasing multiple operating system licenses.

3. Onlyone IP is required, as routing to the individual AhsayCBS instances can be done
through the use of server ports. Thus, spending on purchasing multiple IPs can also be
saved.

4. If the multiple AhsayCBS instances you intend to use can be under a same domain, only
one SSL certificate is required. Thus, spending on purchasing multiple SSL certificates

can be saved.

5. As you can add new AhsayCBS instances anytime, it provides you with the scalability for
the expansion of your backup system in the future.



3 Best Practices and Recommendations

This chapter lists out all best practices and recommendations which you should consider before
deploying AhsayPRD with AhsayCBS to a production environment.

3.1 Hardware Requirements

AhsayPRD should be installed on a machine supporting 64 bit multiple CPU and multiple
cores. A 64 bit Operating System will allow AhsayPRD and AhsayCBS to run on a 64 bit Java
JRE platform, as 64 bit Java is capable of supporting larger Java heap size settings. This type
of configuration will provide sufficient capacity for future business expansion, to meet the
needs of existing customers, and to support new AhsayCBS server features.

A more powerful machine will also reduce the need for frequent hardware upgrades, which
will require service down time for data migration.

It is a good idea to ensure your server is equipped with some redundancy features, that is,
power supply, network card, and is connect it to a UPS (Uninterruptible Power Supply).

The following lists the hardware requirements for AhsayPRD:

© Processor

Intel® Core™ 2 Duo or above, Intel® Xeon® CPU recommended.
© Physical memory

4 GB or above

The amount of RAM required on the AhsayPRD server is proportional to the number of
AhsayCBS instances installed. For example, you can configure 8GB RAM to run two
AhsayCBS instances (each instance configured with 2GB Java heap size). When additional
AhsayCBS instances are required, or the number of backup users on the existing AhsayCBS
instances increases, you will need to add extra RAM to the AhsayPRD server.

Note

When setting the maximum Java heap size for AhsayCBS, ensure there is sufficient memory reserved
for the operating system.

However, it is not recommended to set excessively high values for the maximum Java heap size, as
this could result in AhsayCBS performance issues during internal Java VM garbage collection or
memory recycling routines.

© Server
Server with several removable hard disk bays is recommended.
O Disk storage

Two physical 1-2TB internal hard disks for OS and AhsayCBS application, four hard
disks mounted on removable hard disk bay for reseller’s client storage. SCSI type
storage array or SAN recommended.



In our example, we have a pair of hard disks with RAID 1 formatted, and partitioned it into 2
volumes C:\ and D:\. The Windows OS is installed on C while the CBS application will be
installed on D drive. Each reseller’s client data are stored into a dedicated disk with RAID 1
formatted. The amount of hard disks used and the RAID setup is purely for your reference.
This setup would depend on the amount of storage required and the severity of your reseller
service, RAID 5 or above setup may be required according to your reseller’s requirement.

In our example, we are using RAID 1 for each reseller’'s user home. We setup the storage as
RAID 1, this is because when your reseller requires getting the hard disk for restoring purpose,
we can simply get take hard disk out from the data center and deliver the hard disk to your
reseller.

© Operating system

Server grade OS such as Windows server 2008 (64-bit) or above, Windows server
2008 R2 SP1 recommended.

Note

A standard Windows Server 2008 R2 has a limitation of 32GB of physical memory, if you are
going to host more AhsayCBS instances or support more users on the same server, Datacenter
or Enterprise edition may need to consider. Please refer to Windows Dev Center about the
Physical Memory Limits on Windows Server 2008 R2.

© Example

The following example is the hardware setup used in the following sections. Itis a Dell
server R510 with external disk array module MD1200. R510 has 12 slots (built-in)
which use H700 internal integrated RAID controller. The external disk array module
MD1200 has 12 slots and use H800 as the external RAID controller. H800 has 2 slots
to control external disk array. You can add new disk array if more resellers or additional
disk storage required.

][]ﬂﬂ[[][]ﬂﬂ MD1200

Processor: Intel® Xeon® CPU X5650 @2.67GHz (2 processors)
Installed RAM: 32.0GB
RAID card: PERC H700 Internal Integrated (internal disk array)

and PERC H800 External Adapter for MD1200
(external disk array). If you have a PERC 6/E, you can
connect it to an external MD1000 disk array module.
However MD1000 may be discontinued in some
countries.


http://msdn.microsoft.com/en-us/library/windows/desktop/aa366778%28v=vs.85%29.aspx#physical_memory_limits_windows_server_2008_r2

3.2 Server Configuration

One of the most important factors in determining backup and restore performance is the disk
performance of the server. You should consider using:

© A separate local drive for each individual AhsayCBS instance’s user home.

© A separate local drive for AhsayCBS system home.

Note

It is not recommended to use the O/S partition or drive as the AhsayCBS system or user home. If the
OIS partition runs out of space, this will cause your O/S to become unstable and may even crash your
AhsayCBS server.

3.3 Expose only TCP Ports 80 and 443 to the Public

It is recommended to expose only TCP ports 80 and 443 to the public on your firewall. Please
consult the user’'s manual of your firewall for more information on how to do so.

3.4 Restricting Access on Administration Panel

For security reasons, we would recommend that the Administration Panel of AhsayCBS must
be hidden from public access, i.e. it should be exposed to local area network only.

3.5 File System Tuning

In order to ensure optimal performance from a server file system, please ensure that you do
the following:

1. Use local drives instead of network drives, i.e. iISCSI, NFS, SAMBA, etc.

2. Tune your file system. For example, for NTFS, run the following:

fsutil behavior set disable8dot3 1
fsutil behavior set mftzone 2

fsutil behavior set disablelastaccess 1
fsutil behavior set memoryusage 2

3. Turn off drive indexing feature for each system and user home drive(s). On MS Windows
O/S this is used for faster searching.

3.6 Virus Software

If you have anti-virus software installed on your server, please make sure the user home and
system home drives are excluded from scanning, as this may interfere with normal AhsayCBS
operation.

3.7 Network Load Balancing Configuration

For servers which are configured with network load balancing, i.e. a dual WAN router or
Round Robin routing. A static route should be configured for your AhsayCBS server



connection to the Ahsay license server (lic.ahsay.com). This will ensure the remote IP
address sent by AhsayCBS to the Ahsay license server will remain the same during daily
routine license checks. This will avoid potential license errors, i.e. 1011 or 1012 license errors
which could result of the automatic shutdown of your AhsayCBS service.

3.8 Other AhsayCBS Settings

All other settings such as Java heap size, QPS settings, scheduling backup jobs, replication,
SSL certificate, API or other AhsayCBS settings can generally follow the instructions in our
AhsayCBS administrator guide.



http://www.ahsay.com/download/download_document_cbs-admin.jsp

4 Setup Instruction

4.1 Getting Started

This chapter describes the minimum setup required to start using the AhsayPRD setup.

Caution

We assume that you have installed Windows server 2008 on a server with removable hard disks. If you
are not sure on this setup, please check on Chapter 3 Best Practices and Recommendations.

The following setup would be based on a Windows Server 2008 R2 installed on Dell R510
with an internal SCSI storage array with PERC H700.

Note

You may use external MD1000 with PERC 6/E or external MD1200 with PERC H800. The MD1000 is
an older model and may be discontinued in some countries.

4.2 Setting up the Hard Disk

We will assign a pair of hard disks for the user home of each AhsayCBS. Follow the
instructions below to set up the hard disk:

1. Enterhttps://<your servername>:1311 in your browser to open DELL
OPENMANGE™,

2. Login as administrator (enter <Username> and <Password>, then click Submit).

OPENMANAGE™

Manage Femate Node | Suppart | About

3. In the navigation bar on the left, select System > Storage > PERC H800 External
Adapter (PCI Slot 4) > Connector 0 (RAID) > Virtual Disk.

In the main window on the right, go to Options > Go to Create Virtual Disk Wizard.



5.

www.ahsay.com

Properties
Information Configuration

Virtual Disk(s) on Controller PERC H700 Integrated & A= C ?

(.\L‘l(-a'ﬁ * Gotothe Create Vinual Disk Vizard
Virtual Disks
Stalus Mame GSfate Tasks Layout  Gize Dievica Mame  Bus Profoc
ua Wi ore:
a % Ready [Avnilable Tasks =l (B RaD 2322508 O 5ATH
ViFtu Wondows
v L eady | Available Tasks - 2AID- §2.500 indonw: AT
B os=x Reaty [Availsble Te - | Exscuta | RAID-1 18625008 [0 L
ua Wi o
[V] %« Reaty [Available Tasks =l Eugcute | RAID-1 1ga25008  TET SATH,
i ‘Windows
B sk Reaty [Aveilsble Tasks = Exgcute.| RAID-1 18625008 [1OET SATA
4 Qi |

Click Options > Go to Advanced Wizard to start the Create Virtual Disk Express
Wizard.

Infos mationiConfigur ation

Create Virtual Disk Express Wizard (Step 1 of 2) - % _
PERC H700 Integrated :
Options: »  Goto Advanced Wizard
Salect the Vifual Disk Atiributas
RAID Leval SelectRAID =
Deschpbon
RAID Level Dascription
Vhen you select a RAID level, the description is displayed here.
Namea i
Bize GE
Minimum Size: 0000.00 GB Masmurn Size: 0000.00 GB
h 3 =

Select RAID-1 from the RAID Level dropdown menu, then click Continue.



QPENMAN

Create Virtual Disk Advanced Wizard (Step 1 of 4) -

?
PERC H700 Integrated :

Oplions. » Go o Express Wizard

FAl
RAICS
RAID Level Descriptior RaD-6
FAIC-10
Groups two disks as one virtual disk with a capac le disk. Data i3 replicated

on both disks. When a disk fails, the vircual dis . Better read performance,
but slightly slower write performance. Becter redundancy.

Etvizan &

6. Select the disks in the Connector box on the left. You can see the selected hard disks in
the box on the right hand side. Click Continue.

Properties
Information Configur ation

Create Virtual Disk Advanced Wizard (Step 2 of 4) -

?
PERC H700 Integrated
Instructions.
RAID-1: Select physical disks. Miremum rumber of physical dsks required 2. Masdmum number of phyysical disks alowed: 2
Virtual Dis Fe © connector 1 - Physical Disk cte =l
sure 1D 0 =) Backpla
8 saaHDD L B SATAHDD
0998 gama DD ¥ Il
EETRLT: R = =

(G0 Batk to Frevious Fage Exit Wizard

7. Click Continue.

Create Virtual Disk Advanced Wizard (Step 3 of 4) -
PERC H700 Integrated

Select the Virlual Disk Attributes for RAID-1

Jame

Size o0 ee
Minimun Size: 000010 G8 Maxirmum Size: 0831,00 GB
Stripe Elemant See B4KB =

Read Policy Adaptve Read Ahead =

Wirite Policy ‘Wirite Back. E
Disk Cache Policy Enabled 'I

Go Back to Previous Page Edtwizars | (IR

www.ahsay.com 12




8. Click Finish.

OPENMAMAGE™ SERVER ADMINISTRATOR

Properties
Information Configur ation

Create Virtual Disk Advanced Wizard (Step 4 of 4) - % r
PERC H700 Integrated :

” Assign Dedicated Hot spare option is not available 1 this time. For more information, please refer fo the online help

Surnmary of Virtual Disk Attributes

Altribute Valug
RAID Leve RAID-1
Siee 931.00G8
Marne

Stripe Element Size

Read Policy Ahes

Write Policy

Disk Cacha Policy Enabled

Selected Physical Disks

Physical Disk Avallable Space

ooe 931 00G8 SATAHDD
. 9310008 SATAHDD

Go Back to Pravious Faga eatwizard | (HEEREN
. v =

9. Wait for a few minutes, then refresh the screen. The background initialization of the
virtual disk starts.

CPENMAN # ISTRATOR

Properties
InformationConfiguration

Virtual Disk(s) on Controller PERC H700 Integrated ® A =m C 7?7

Options: *  Gotothe Create Virual Disk Wizard

Wirtual Disks

Status  Name State Tasks Progress  Layout  Size Drevice Na
tual Winds
! windows
> sk Ready Ao e 5| - RAID-
@ - wart Awnilable Tasks =] Eie RAID-1 508
Virtual Window
B Dk Reasy Auvilable Tasks =] | Execule RAID- 18625068 Fi0THe

@ Disk  Ready “Aorsilable Tasks ] |Execute RAID-1 18625008 I0WE
tual Wind

: . Windows
= ik Ready Aovailable Tasl - AID-1  1,862.5008 -
(I Read Avnilable Tasks z e RAID-1 | 1,962.5008 | 05

. Background = Tas = 1% rlilsirne Windows
- Initializabon 1Aveilable Tasks = Exe complete PAD 9310068 py

4 LR ﬂ

10. Go to the Server Manager > Disk Management in Windows. An Initialize Disk dialog
box appears informing you that you have a new disk.

© If your disk is less than 2TB, click the MBR (Master Boot Record) radio button.

© If your disk is larger than 3TB, click the GPT (Guild Partition Table) radio
button.

Click OK.



Ahsay Proxy Redirector v2.01 Administrator’'s Guide

B Server Manager =] 5|

File Action View Help

s 2m B DXESS @

[y Server Manager (B502) Disk Management  Volume List + Graphical View
+ R
3 foeil Voane [Loros [ 10 [ Flosysten st it
m g Diagnostics CaSystem Reserved Simple  Basic NTFS Healthy (Logical T More Actions »
@ B} Confipuration Castorageds (E:) Sigle  Basic NTFS Healthy (Primary
- e = i storsnan (E:4 Cinnde  Bnsie  AITH cc [T Y,
CR T s ..o &
=7 Disk Management Cost You must iniliakze a disk before Logical Disk Manager can access .
T Select disks:
I

Lise the following partition style for the selected disks:
& MBR [Master Boot Record)
4 | € GPT [GUID Partition T able]

s Mote: The GPT partition style is not recognized by all previous versions of
Basi Windows. It is recommended for disks larger than 2TB, or disks used on
23z Itanium-based computers.
Onli

[ox ] _coen |

_«Disk 1 i _I
Basic storagend (E:)

1862.50 GB 1862,50 GB NTFS

Oniine Healthy (Primary Partition)

<Disk 2

Basic pbo1 (F:)

1862.50 GB 1862.50 GB NTFS

Onine Healthy {Frimary Partition) =|
Il Unall d [l Primary p | | ded [l Free spa

11. Right click the new disk (Disk 4 in our example), then select New Simple Volume.

B Server Manager

10 x]

File Action ‘View Help |
e 2 B- DS |
z; Se!\f!( Manager (BS02) Disk Management . Actions
- Roles -
: a ke Disk Management
= ¢ ’ Basic More Actions >
& g} Configuration Basc NP5
5 {52 orage Castorage0l (F1) Simple  Basic  NTFS Healthy (Prime
@ Windows Server Backup | <#05(C2) Spks I Badc
27 Oiskanso 4
L«Disk 0 —
Basic
232,25GB f; . .
Oniline: He. || Heakhy (Bool || Heakhy (Pr | | Heakhy (Lt
L«Disk 1
Basic stor. {E)
1862.50 1862.50 GB NTFS
Online Healthry (Primary Partition)
Disk 2 I —
Basic b 1 (F:
e [T
Online Healthry (Primary Partition)
L Disk 3 I —
Basic t 10 (G:
mesw ||l s e
Online Healthy (Primary Partition)
L Disk 4 . ey Senple Volume. .
Basic )
931,00 GB 931.00 GB
Unalocated
B Unall W Primary | | parti  Froper
[ Help [

12. The Welcome to the New Simple Volume Wizard appears. The wizard provides you
with step by step instructions on how to create a simple volume on a disk. Click Next.

www.ahsay.com



MNew Simple Volume Wizard |

Welcome to the New Simple
Volume Wizard

This wizard helps you create a simple volume on a disk.

A simple volume can only be on a single disk.

To continue, click MNext.

< Back

Cancel |

13. Specify the volume size of the disk you want to create. The value must be between the
maximum and minimum disk space in MB. Click Next.

Hew Simple Volume Wizard |

Specify Yolume Size
Choose a volume size that is between the masdmum and minimum sizes.

Madmum disk space in MB: 40957
Minimum disk space in MB: 8

Simple volume size in MB:

< Back Mext = Cancel

14. Assign a drive letter to the drive, for example, M:\. Click Next.



New Simple Volume Wizard E

Azszign Drive Letter or Path
For easier access, you can assign a drive letter or drive path to your partition.

{* Assign the following drive letter:

™ Mount in the following empty NTFS folder:

Br

" Do not assign a drive letter or dive path

RS IIOmOoOm o
4

A
N
o]
P
Q
R
< Back ? lext = | Cancel

15. Format the disk volume by selecting NTFS as the file system. Click Next.

MNew Simple Volume Wizard |

Format Partition
To store data on this partition, you must format it first.

Choose whether you want to format this volume, and if so, what settings you want to use.

™ Do not format this volume

%" Fomat this volume with the following ssttings

File system: [NTFS =
Allocation unit size: IDefault j
Volume label: INEW Weolume

¥ Perform a guick format

[~ Enable file and folder compression

< Bach Ment = Cancel

16. When you have finished formatting the disk, a dialog box appears summarizing the
settings you have selected. Click Finish.

16



MNew Simple Volume Wizard |

Completing the New Simple
Volume Wizard

You have successfully completed the MNew Simple Volume
Wizard.

You selected the following settings:

Wolume type; Simple Volume P,
Digk selected: Disk 1

Volume size: 405957 MB

Drive letter or path: M:

File system: NTFS

Allocation unit size: Default

Wolume label: Mew Volume LI
Tiicdke famiat- Yea

To close this wizard, click Finish.

< Bach I Finish I Cancel

4.3 Windows Setting

Windows firewall blocks all incoming traffic by default. You need to enable the Windows
firewall setting so that external ports 80 and 443 can reach your AhsayCBS server instance.

4.3.1 Required Package

Before you can install AhsayPRD, you must install the following Microsoft Visual C++
package in your Windows environment. The AhsayPRD installation will fail if this package is

not installed.

Microsoft Visual C++ 2008 SP1 Redistributable Package (x86)

Note

If you have previous version(s) of Microsoft Visual C++ redistributable packages installed on your
machine, you must un-install them first.

4.4 Installing Software

Please follow the steps in this section to install the AhsayPRD, prepare a wild card certificate
for the AhsayPRD, prepare the AhsayCBS template for your resellers, setup each dedicated
Ahsay instance, and remove an Ahsay instance.

441 Installing the Ahsay Proxy Redirector

To install the Ahsay Proxy Redirector, do the following:

1. Download the Ahsay Proxy Redirector from Ahsay’s website.



https://ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay_downloads_latest-software_ahsayprd
http://www.microsoft.com/en-us/download/details.aspx?id=5582

2. Unzip the Ahsay Proxy Redirector and put it in D:\Applications.

3. Modify the httpd.conf file in D:\Applications\Ahsay Proxy Redirector\conf.

D:\Applications\Ahsay Proxy Redirector\conf\httpd.conf

# Define the top directory of AhsayPRD here

Define SRVROOT “DD:/Applications/AHsay Proxy Redirector”
Define ADMIN EMAIL “bsadmin@ahsay.com”

ServerRoot “S${SRVROOT}"”

# Define the port to listen
Listen 80
Listen 443

# Define the admin email
ServerAdmin “${ADMIN EMAIL}”

# include basic configuration files
Include conf/httpd-basic.conf

# Define VirtualHost settings for companyl.ahsay.com

# Need to add this connector to tomcat server.xml to use
mod_jk

# <Connector address="7127.0.0.1" port="60001"
protpcp;="AJP/1.3” redirectPort="443" />

#

# Use VHOST companyl.ahsay.com 123.123.123.123
admin@ahsay.com 60001 “D:/Applications/Companyl/webapps”
conf/wildcard.NOT SECURE.com.crt.signed-by-ahsayca?2
conf/wildcard.NOT SECURE.com.key.signed-by-ahsayca?2
conf/ca.crt

4. Modify the variables, SRVROOT and ADMIN_EMAIL, according to your environment
settings.

Note

The server root, SRVROOT, refers to the path of the Ahsay Proxy Redirector folder. The
ADMIN_EMAIL refers to the email address of your administrator.

Important

The IP address for VHOST settings must be the IP address bind to NIC instead of the public
IP address.

It is better to use backslash (/) instead of forward slash (\) in Apache configuration.




5. Run the install-service.bat batch file under the D:\Applications\Ahsay Proxy
Redirector folder.

|administrator: Commmand Prompt

D:“Applications“Ahsay Proxy Redirector>hinshttpd.exe -k install —n “Ahsay Proxy
Redirector'
Installing the ‘Ahsay Proxy Redirector’ service

6. Click the installed service Ahsay Proxy Redirector.

Q, Services !Eﬂ
Eile  Action View Help
= 3 7] PRI B
Services (Local) Q1 Services (Local)

Ahsay Proxy Redirector Name = | Description | Status | Startup Type | Logonas | &
Adobe Acrobat Lipdate Se... Adobe Acr. Started Automatic cal 5

Stop the service X by edrect achel? c

Bestart the service Application Experience 5 .
Application Identity Determines. .

Description: _ i Application Information Faciltates ... Started Marual

;t’:’;i;;;l‘n\::,l'd:il’nlng-;gl2 .44 Application Layer Gatewa... Providess... Manual Sery
Application Management. Processes ... Started Marual Local System
AukolUipdatefgent (Ahsay... Started Manual Local System
Background Inteligent Tra... Transfersf... Started Automatic (D...  Local System
Base Fitering Engine The Base F... Started Automatic Local Service
Block Level Backup Engine...  The WBEN... Manual Local System
Certificate Propagation Copies use... Started Marual Local System
CNG Key Isolation The CNG k... Manual
COM+ Event System Supports 5., Started Auitomakic Local Service
COM+ System Application Managest... Manual Local System
Computer Browser Mainkains a.. Disabled Local System
Continuous Data Probectio, ... Srarted Marual Local System
Credential Manager Provides s... Marwal Local System
Cryptographic Services Provides fo... Started Awtomakic Nebwork S...
DCOM Server Process Lau... The [{COM... Started Automatic Local System
Desk ‘Window Manager... Provides D... Started Awstomiakic Local System
DHCP Client: Registers a... Started Automakic Local Service ﬂ

Y Extended A Standard /

44.2 Preparing a Wild Card Certificate for the AhsayPRD

Default installation of AhsayPRD enables SSL (Secure Socket Layer) support using a wild
card dummy certificate. For your own security, you are advised to replace the pre-installed
dummy SSL cert with a secure SSL certificate from a trusted CA (Certificate Authority). The
generation of a wild card cert is required because, all your AhsayCBS instances may share
the SSL cert under the same domain name, for example, cbs1.ahsay.com and
cbs2.ahsay.com. If you are hosting different domains with the same AhsayPRD, then you
need to have another wild card cert.

© Requirements

www.ahsay.com l 19



You need to install the third party software OpenSSL first, please refer to the following
download link:

https://www.openssl.org/community/binaries.html
O Steps

To replace the non-secure dummy wild card SSL certificate with a secure SSL
certificate, do the following:

1. ldentify the location of the cert files.

The wildcard.NOT_SECURE.com.crt, wildcard.NOT_SECURE.com.key, and
ca.crt cert files are located in D:\Applications\Ahsay Proxy Redirector\conf.

Wild card public key This is a wild card public key file.
Wild card private key This is a wild card private key file.
CA root cert The CA root cert file.

If you use your own wild card certificate, make sure the certificate is chained
properly. You can use a text editor such as Notepad in Windows to embed the
intermediate/root into the wild card SSL certificate file.

Since the format of the certificate issued by CA may be different, please check
with your CA for the correct instruction. Alternatively, you can try with the
examples below.

© The length of the certificate is shortened and modified to fit into this section.

© No line feed is required between certificates.

© Make sure there are no invisible characters at the end of each line.

Example (SSL certificate file)

MIIDxTCCAQ2gAwIBAGIBADANBgkghkiGIWOBAQSFAA1UEBhMCVVMx
EDAOBgNVBAGTBOFyaXpvbmEXEzARBGNVBACTCINIbGIAYBGNVBAOT
EUdvRGFkZHkuY2 9t LCBJIbmMuMTEWLwWYDVQQDEYyhHbb290IENLcnRp

(A sample root certificate)

2GTzLH4U/ALgn83/B2gX2yKQOC16jdFU8WNnjX£f1855eJ1usV2GDPO
LPAVTK33sefOT6jEmOpUBsV/£dUID+Ic/n4XuDE32p2ulmYRlyngl
4uJEvlz36hzl

MITIEODCCA7igAwIBAgIBBzANBgkghkiGOwOBAQsFADCBgzELMAkGA
EDAOBgNVBAgTBOFyaXpvbmEXEZARBgNVBACTC1INjb3R0c2RhbGUxG
EUdvRGFkZHkuY2 9t LCBJbmMUMTEWLWYDVQQODEyvhHbyBEYWRkeSBSh




(A sample intermediate certificate)

DsoXiWJYRBuriSUBAA/NxBti21G00w9RKpvOvHP8ds42pM3z2Czgr
GIo/ikGQI31bS/6kA1ibRrLDYGCD+H1QQc7CoZDDu+8CLI9IVVOSEF
LXY2JtwE65/3YR8V3Idv7kaWKK2hJKCavPi8BDAB

MIIE9jCCA96gAWIBAGIQMWS6s6pu/WuP4wFEkixiDDANBgkghkiG9
MQswCQYDVQQGEwWJVUZzEVMBMGA1UEChMMVGhhd3R1LCBIbmMuMROwG
b21haW4gVmFsaWRhdGVkIFNTTDEZMBCcGA1UEAXMOVGhhd3R1IERWI
GIo/ikGQI31bS/6kAlibRrLDYGCD+H1QQc7CoZDDu+8CLIIVVOSER

(A sample SSL certificate)

+5E93hMgykOD9Eq6UhAQOUL3BQOVAeIINVrmZaKDtTrig/aikLYsxK
yB150evH8MLIQLpC8GUaVizT+0Z229dghKwSx3810mQ242QADR6gX1
aGvmAm6p0dQA7aru7ZalUNX8Ebbp6/KQHEIH2pglinwcxc6ohy8JTy
LPEyeRKx02UzxApLkOpO6x9gaFaAjSI=

2. Generate the Certificate Signing Request. In our example, we assume that your
OpenSSL is installed in C:\OpenSSL.

Use the following commands to generate a pair of private key and public
Certificate Signing Request (CSR) for AhsayPRD:

set OPENSSL CONF=C:\OpenSSL\bin\openssl.cfg

openssl req -new -nodes -keyout myserver.key -out
server.csr -newkey rsa:2048

After you replied the questions asked by the OpenSSL. It creates two files. The
file myserver.key contains a private key; do not disclose this file to anyone.
Carefully protect the private key.

You will now be asked to enter details to be entered into your CSR. For some
fields, there will be a default value; if you enter ‘.’ the field will be left blank. Use
the wild card cert name such as *.mycompany.com as Common Name (CN).

Full Example

C:\OpenSSL\bin>set
OPENSSL CONF=C:\OpenSSL\bin\openssl.cfg

C:\OpenSSL\bin>openssl req -new -nodes -keyout
myserver.key -out server.csr -newkey rsa:2048

Loading 'screen' into random state - done
Generating a 2048 bit RSA private key
............. +++
.............................. +++

writing new private key to 'myserver.key'

You are about to be asked to enter information that will




be incorporated into your certificate request.

What you are about to enter is what is called a
Distinguished Name or a DN.

There are quite a few fields but you can leave some blank
For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:Texas

Locality Name (eg, city) []:Houston

Organization Name (eg, company) [Internet Widgits Pty
Ltd] :My Company Inc

Organizational Unit Name (eg, section) []:IT Division
Common Name (eg, YOUR name) []:*.mycompany.com

Email Address []:admin@mycompany.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password [] :XXXXXxX

An optional company name []:

C:\OpenSSL\bin>

Note

CA accepts a 2048-bit RSA private key only, as breaking a 1024-bit private key
algorithm is now possible.

3.  Apply the wild card cert from your CA with the CSR file (server.csr) generated in
the last step.

4. When your CA signed the wild card SSL cert, you can put the wild card public key,
private key and the CA root cert files to the conf folder. The CA root cert can be
obtained from your CA website.

5.  When a new AhsayCBS instance is created, rename the definition in the
httpd.conf configuration file.

httpd.conf

Use VHOST cbsl.ahsay.com 123.123.123.123 admin@ahsay.com
60001 "D:/Applications/CBS1l/webapps"
conf/wildcard.mycompany.crt conf/myserver.key conf/ca.crt

6. If a new AhsayCBS instance is setup, you may use the same private key, public
key and root CA definition in the httpd.conf (for example, cbs2.ahsay.com). If a
different domain name is setup (for example, backup.backupvault.com), you
may apply another set of private key, public key and root CA definition in the
httpd.conf configuration file.



httpd.conf

Use VHOST cbsl.ahsay.com 123.123.123.123 admin@ahsay.com
60001 "D:/Applications/CBS1/webapps"
conf/wildcard.mycompany.crt conf/myserver.key
conf/ca.crt

Use VHOST cbs2.hsay.com 123.123.123.123 admin@ahsay.com
60003 "D:/Applications/CBS2/webapps"
conf/wildcard.mycompany.crt conf/myserver.key
conf/ca.crt

Use VHOST backup.backupvault.com 123.123.123.123
admin@ahsay.com 60005 "D:/Applications/backup/webapps"
conf/wildcard.backupvault.crt conf/mybackupserver.key
conf/ca_root.crt

Note

Once you setup the SSL cert in the AhsayPRD, you are not required to install any other
SSL cert in the keystore file in the AhsayCBS.

Important

The IP address for VHOST settings must be the IP address bind to NIC instead of the
public IP address.

It is better to use backslash (/) instead of forward slash (\) in Apache configuration.

443 Preparing the AhsayCBS Template for your Resellers

The following steps show you how to prepare each AhsayCBS from a template. For each
reseller's AhsayCBS, you are required to copy the template folder to create a new
AhsayCBS instance.

1.

www.ahsay.com

Download AhsayCBS for Windows “Upgrade Existing Installation” release (cbs-win.zip)
from Ahsay website, do not the use “New Installation”. This is because AhsayCBS
installation is not required.

Expand the cbs-win.zip to a directory called template inside D:\Applications.

| a— z
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- ISem:hte... g

G [~ tonve -
Organize ~

New folder =~ e
/¢ Favorites =] _Neme - Date modified Type [ see | |
B Desktop ). bin 12/29/2015 15:19 File folder
8 Downloads | build 12/29/2015 15:19 File folder
1L, Recent Places L conf 12/29/2015 15:19 File folder
) _ |, download 12f29/2015 15:20 File folder
& Lraries | font 12/29/201515:20  File folder
I D“:L:ms | icons 12f29/2015 15:20 File folder
= ctures ) javal7xaz 12/29/2015 15:20 File Folder
B videos L javal Txed 12/29f2015 15:20 File folder
™ 12/29/2015 15:20 File Folder
/& Computer L licenses 12f29{2015 15:20 File folder
& © ) logs 12/29/2015 15:20 File folder
s (D) | temp 12/29/2015 15:20 File folder
s (E) | ) termsofuse 12/29/2015 15:20 File Folder
|, tomeat 12f29/2015 15:20 File folder
b utdl 12/29/2015 15:20 File folder
|, webapps 12f29/2015 15:20 File folder
| version.txt 12/7/2015 10:07 Text Document 1KB
=
J 17 items

Keep necessary directories and files for the template. Some of the expanded folders
are not required for the template. Look at the following tables to decide if you need to

keep these folders.

The following table shows the required folders:

Folder

Description

bi Contains the startup and shutdown binaries of the AhsayCBS
n service.

build Contains properties for OBC installer generation.

download OBC download

font Font for generating PDF bill.

java17x64 géls-bn Java run-time library. It is required for a 64-bit Windows
lib AhsayCBS program binary files.

tomcat Tomcat library and setup files.

webapps gtgontalns properties files, jsp files, application definition files

util Utility for service installation etc.

version.txt It contains the version of the AhsayCBS for your reference.
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The following table shows the folders that are not required:

Folder Description

icons Contains the AhsayCBS installation icons, such as desktop
icons files, which is not required in this setup.

java17x32 Contains the Java 32-bit library which is not required.

licenses Java, Tomcat, Apache terms of use, after you read them, you
can remove this folder.

logs Folder for your AhsayCBS log files, such as access logs,
Catalina logs, etc.

temp A temporary folder.

termsofuse Terms of use of the AhsayCBS.

After you have removed the folders, the directory should look like the following:

——
@\)4""""‘”’" vglmd\ts... g
Organize +  New Folder =« 0 0
Jr Favorkas 2l Name Date modfied Type [ sice | |

B Deskiop ki bin 12/29/2015 15:19 File Folder
& Downloads . build 12/29/2015 15:19 Fie folder
. Recent Places | conf 12{29{2015 15:19 File folder

| download 12/29/2015 15:20 File folder
A Libraries ). fort 12/29/2015 15:20 File folder
= Documents
e ). javal7x64 12/29/2015 15:20 File folder
. L b 12/29/2015 15:20 Fie falder
| Pictures
[ videos |, tomcat 12/29/2015 15:20 Fie folder
L il 12/29/2015 15:20 Fie Folder
8 Computer | webapps 12/29/2015 15:20 Fie folder
&« || version.txt 12/7/2015 10:07 Text Document 1KB
i (D)
o E)
=
J 10 items

4. Rename the folder java17x64 to java.

5. The bin\startup.bat defined the home location of Tomcat and CBS when AhsayCBS
startup. In a standard installation, the home location of the Tomcat and CBS are
located in the same directory. In case you want Tomcat to write logs in another drive,
for example, E:\ drive, you need to modify the bin\startup.bat and bin\shutdown.bat
batch files.



Modifying bin\startup.bat

i. Define the TC_HOME at the top of the bin\startup.bat. Since this is a template,
the actual location will be defined when you set up a new AhsayCBS instance.

startup.bat

@echo off
SET "TC_HOME="

@REM ******x**xxkx*x* please leave JAVA HOME empty as it is
SET "JAVA HOME="

ii. In bin\startup.bat, remark the line IF "%TC_HOME%"=="" SET
"TC_HOME=%CBS_HOME%" so that the value of the CBS_HOME value is not
the same as the value of the TC_HOME.

startup.bat

@REM IF "$TC_HOME%"=="" SET "TC_HOME=%CBS_HOMES$"

iii. Locate the following path definitions in bin\startup.bat.

startup.bat

SET "TC_OBS_CONF_ PATH=%$TC_ HOME%\conf"
SET "TC_RPS CONF PATH=%TC_ HOME%\conf"
SET "TC_RDR_CONF PATH=%$TC HOMES%\conf"

iv.  Change the path definitions in bin\startup.bat as follows:

startup.bat




SET "TC_OBS_CONF_ PATH=%CBS_HOME%\conf"
SET "TC_RPS_CONF_PATH=%CBS_HOME%\conf"
SET "TC_RDR_CONF_PATH=%CBS_HOME%\conf"

Since the CBS_HOME was defined in the current directory of the AhsayCBS
application, when you define a new path for TC_HOME, the log files, temp files,
and the work files will all be stored in a new path.

Modifying bin\shutdown.bat

v.  You need to modify the bin\shutdown.bat file in the same way that you modified
the bin\startup.bat file.

shutdown.bat

@echo off
SET "TCiHOME="

@REM ******x**xxkx*x* please leave JAVA HOME empty as it is
SET "JAVA HOME="

@REM IF "$TC_ HOME%"=="" SET "TC_HOME=%CBS_HOMES$"

SET "TC_OBS_CONF_ PATH=%CBS_HOME%\conf"
SET "TC_RPS_CONF_PATH=%CBS_HOME%\conf"
SET "TC_RDR_CONF_PATH=%CBS_HOME%\conf"

vi.  Rename the bin\startup.bat.bak to startup.bat; shutdown.bat.bak to
shutdown.bat, respectively. This is to avoid starting the service automatically
when you setup the AhsayCBS service.



Note

In our example, we put the template folder in the D:\Applications\Template, you can
change the location if you like.

vii.  Copy the below xml definition and replace the file in the
D:\Applications\Template\confiserver.xml folder.

server.xml

<Server port="60002" shutdown="SHUTDOWN">

<Listener
className="org.apache.catalina.core.AprLifecyclelListener"
SSLEngine="on" />

<Listener
className="org.apache.catalina.core.JasperListener" />

<Listener
className="org.apache.catalina.core.JreMemoryLeakPrevention
Listener" />

<Listener
className="org.apache.catalina.mbeans.GlobalResourcesLifecy
cleListener" />

<Listener
className="org.apache.catalina.core.ThreadLocalleakPreventi
onListener" />

<Service name="Catalina">

<Connector address="0.0.0.0" port="60001"
protocol="AJP/1.3"
maxHttpHeaderSize="8192"
socketBuffer="16384"
maxThreads="2000"
minSpareThreads="50"
maxKeepAliveRequests="1000"
enablelLookups="false"
redirectPort="443"
acceptCount="200"
connectionTimeout="120000"
disableUploadTimeout="true"
URIEncoding="utf-8"/>

<Engine name="Catalina" defaultHost="localhost">

<Host className="com.ahsay.OrderedContextHost"
name="localhost"
appBase="webapps"
autoDeploy="false"
copyXML="false"
workDir="${tc.work.path}" >

<Context privileged="true"
path:" "
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cookies="true"
reloadable="true"
crossContext="false"
workDir="${tc.work.path}/ROOT">

<Valve
className="org.apache.catalina.valves.AccessLogValve"
directory="${tc.log.path}"
prefix="ROOT access "
suffix=".log"
pattern="common" />

</Context>

<Context privileged="true"
path="/obs"
cookies="true"
reloadable="false"
crossContext="false"
workDir="${tc.work.path}/obs">

<Valve
className="org.apache.catalina.valves.AccessLogValve"
directory="${tc.log.path}"
prefix="obs_ access "
suffix=".log" pattern="common"/>
</Context>

<Context privileged="true"
path="/rps"
cookies="true"
reloadable="false"
crossContext="false"
workDir="${tc.work.path}/rps">

<Valve
className="org.apache.catalina.valves.AccessLogValve"
directory="${tc.log.path}"
prefix="rps access "
suffix=".log"
pattern="common" />

</Context>

<Context privileged="true"
path="/rdr"
cookies="true"
reloadable="false"
crossContext="false"
workDir="${tc.work.path}/rdr">

<Valve
className="org.apache.catalina.valves.AccessLogValve"
directory="${tc.log.path}"
prefix="rdr access "
suffix=".log" pattern="common"/>

</Context>
<Context privileged="true"
path="/cbs"

cookies="true"

-



reloadable="false"
crossContext="true"
workDir="${tc.work.path}/cbs">

<Valve
className="org.apache.catalina.valves.AccessLogValve"
directory="${tc.log.path}"
prefix="cbs access "
suffix=".log"
pattern="common" />
</Context>
</Host>
</Engine>

</Service>

</Server>

444 Setting up Dedicated AhsayCBS Instance

1.
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Create a local Windows user <Standard User> for this AhsayCBS and assign a
password for this user. In our example, the local user created is called CBS1.

Note

It is not compulsory to setup a local Windows user to run this service, but it is highly
recommended that you should create a separate local Windows account for each AhsayCBS
instance for maintenance purposes. Please also create a password for this Windows user.

Make a copy of D:\Applications\Template as D:\Applications\CBS1. It is
recommended that you give full folder permission for D:\Applications\CBS1 to the
Windows user CBS1 for administration purpose.




M cBs51 Properties
| Generall Sharing  Security | Presvious Wersions | I:ush:nmizel
[ l Permissions for CBS1 E
[ Securty |
Object name:  D:\applicationsYCES1

Group or user names:

52 5vSTEM
"?!, Administrators [BS02NAdministrators)
1 CES1 [BSOZNCRST)

Add.. | Bemove |
Permizzions for CBST Deny
Full contral I O =
: Madify O
[ Read & execute O
List folder contents O =
L Fead O -

L earn about access control and permissions

B ] 4 I Cancel | Apply |

Note

If you are going to assign a dedicated drive (for example, drive E:\) for the user home of
CBS1, please also assign the same permission to the drive.

3. Run the following command from the command prompt to install the AhsayCBS service
as a startup service for your reseller.

D:\Applications\CBS1\util\bin\service -1i
"AhsayCBS (CBS1)"
"AhsayCBS (CBS1)"
"D:\Applications\CBS1\bin\cbssvcX64.exe"
"AhsayCBS (CBS1)”
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dministrator: Command Prompt

C:“Users Adninistrator>D:“\Applications~CBS1~utilsbinsservice —i "AhsayCBS (CBS1
" "AhsayCBS (CB31>" "D:“Applications“CBS1shin“chssvuclb4.exe" “AhsayCBS (CBS1>"

Start to Change Config AhsayCBS <(CBS1>

Open Service Control Manager

Open Service

Service does not exists, install a new Service
AhsayCBS (CBS1) installed.

C: UzersAdninistrator>_

After you installed the AhsayCBS service, the service is started by default. You can
stop the service under Control Panel > Administrative Tools > Services.

L, Services IM[= E3
Bl R Yew Hedp
i o . B (38 B
e
ek WS (e Py 1] Fara = ED":'Enn Zahn Rartup Typs  LegOn e -
O s Gk Jpeishe T8, dskta Ao Tkt Avfraratic Lecsl Savharn
SLER the wrvice L Apartes? Tharted A dreradic 1ol Savhers
FEeglar the parvics F r wic Local Tarhery
Prosesses Frartesd Myraisl Loy Syshers
Anckoation |assck Dstzavinas Maripd Licsl Seivios
Anchotion | oevacon Faclizies Swted Mo Licsl Sy
AncRoution LT Gbisan . Providis s Mz Licdl Seivios
AR arageven] Procescesi..  Shwied FMarsl Ll Sashena
AU (AN bl Ml LGl Sasters
Eeigoaged Dseelgesd Tra. Tramdessl... Starbed Actoisle [0, Logal Syt
Euirie Pl Eore Thee Baman F...  Sharbes] AudpialE Lol Sgrvas
| Bl L Bacher Ersgren The WEEY Harrsa Legal Sxubmn
s o Foats F-opageton Copmn i Sharbmd Marraal Local St
ok MG Ky [eodabion Tha LG & Harnsl Lecal Sxvbar
b GOt Frark Sethen =1 o ] wharbed Avfparadic Lecal Smivica
SO Seen Applostion  Fanagst P Lol Savhan
e L Fisirksine. 5 [ ] L Savhers
Cartrignes Dubs Paoiacio Sated  Manasl [ ]
e Froide & Myrais Locy Sy
[T T, o —— Bradder by Srackad B2 draradie Flabaak € _'_l_

Edended A Fandwd

Right click the properties of the created service, click the Log On tab. Change the
logon of the service in the This account textbox by clicking Browse.
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o [=]

File Action View Help
ﬁ * ||T:| :| o = | ﬂ '?1"| AhsayCBS (CBS1) Properties (Local Computer)
., Services (Local) Q) Services (ML) Lﬂgunlﬂmyl Dependencies |

Y ——— L
" Local System account
Stop the service I~ Allow service ta interact with desklop Automatic
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Open D:\Applications\CBS1\bin\startup.bat.bak and change the TC_HOME
environment variable to E:\CBS1 where E is the drive letter of drive to be used
exclusively for this AhsayCBS instance.

startup.bat.bak

@echo off

SET "TC HOME=E:\CBS1 "

@REM ****xxxxxxxxxx*x Please leave JAVA HOME empty as it is
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SET "JAVA HOME="

QREM ****x**x4*x4**x* Plegse set the correct values for
CBS_HOME,

Open D:\Applications\CBS1\bin\shutdown.bat.bak and change the TC_HOME
environment variable to E:\CBS1 where E is the drive letter of drive to be used
exclusively for this AhsayCBS instance.

shutdown.bat.bak

@echo off
SET "TC_HOME:E:\CBSI "

@REM ****x&xkxkxkx* pPlease leave JAVA HOME empty as it is
SET JAVA HOME=

@REM *****x*x*kx*xx*xx* Plegse set the correct values for
CBS_HOME,

Open D:\Applications\CBS1\confiserver.xml and change the Tomcat management
interface port to a free TCP port (for example, 60008) and the AhsayCBS server port to
a free TCP port (for example, 60007) which is used for this AhsayCBS instance
exclusively.

server.xml

<Server port="60008" shutdown="SHUTDOWN">

<Listener
className="org.apache.catalina.core.AprlLifecyclelListener"
SSLEngine="on" />

<Listener className="org.apache.catalina.core.JasperListener"

/>

<Listener
className="org.apache.catalina.core.JreMemoryLeakPreventionLi
stener" />

<Listener
className="org.apache.catalina.mbeans.GlobalResourcesLifecycl
eListener" />

<Listener
className="org.apache.catalina.core.ThreadLocallLeakPrevention
Listener" />
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<Service name="Catalina">

<Connector address="0.0.0.0"
port="60007"
protocol="AJP/1.3"
maxHttpHeaderSize="8192"
socketBuffer="16384"
maxThreads="2000"
minSpareThreads="50"
maxKeepAliveRequests="1000"
enablelLookups="false"
redirectPort="443"
acceptCount="200"
connectionTimeout="120000"
disableUploadTimeout="true"
URIEncoding="utf-8"/>

Note

For easy management, please assign a pair of free ports for each AhsayCBS instance. For
example, “60007 and 60008”, “60009 and 60010”, etc.

Open D:\Applications\CBS1\conflautoDiscovery.xml and change the Auto
Discovery server port to a free TCP port (for example, 10011) and the client port to a
free TCP port (for example, 10012).

autoDiscovery.xml

<Root><AutoDiscovery server-port="10011" client-port="10012"
/></Root>

Note

For easy management, please assign a pair of free ports for each AhsayCBS instance. For
example, “10011 and 10012”, “10013 and 10014, etc.

Open D:\Applications\Ahsay Proxy Redirector\conf\httpd.conf and change the
VHOST settings.

httpd.conf

# Define the top directory of AhsayPRD here

Define SRVROOT "D:/Applications/Ahsay Proxy Redirector"
Define ADMIN EMAIL "bsadmin@ahsay.com"

ServerRoot "${SRVROOT}"
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# Define the port to listen
Listen 80
Listen 443

# Define the admin email
ServerAdmin "${ADMIN EMAIL}"

# include basic configuration files
Include conf/httpd-basic.conf

# Define VirtualHost settings for companyl.ahsay.com

# Need to add this connector to tomcat server.xml to use
mod Jk

# <Connector address="127.0.0.1" port="60001"
protocol="AJP/1.3" redirectPort="443" />

#

#Use VHOST companyl.ahsay.com 123.123.123.123 admin@ahsay.com
60001 "D:/Applications/Companyl/webapps"

conf/wildcard.NOT SECURE.com.crt.signed-by-ahsayca?2
conf/wildcard.NOT SECURE.com.key.signed-by-ahsayca?2
conf/ca.crt

Use VHOST cbsl.ahsay.com 123.123.123.123 admin@ahsay.com
60007 "D:/Applications/CBS1/webapps"

conf/wildcard.NOT SECURE.com.crt.signed-by-ahsayca?2
conf/wildcard.NOT SECURE.com.key.signed-by-ahsayca?2
conf/ca.crt

Syntax of the VHOST setting
The following is the syntax of VHOST setting:

Use VHOST <Hostname> <IP address> <Admin email> <AhsayCBS
port number> <Path to AhsayCBS webapps folder><Wild card
public key> <Wild card private key> <CA Root cert>

The following table describes each argument of VHOST setting in more detail:

Key Description
This is the host name registered with your ISP for the
Hostname AhsayCBS instance.
This is the IP address used for the hosting. It is the IP address
IP address bind to NIC.

Admin email Email contact of your administrator.

AhsayCBS port This is the AhsayCBS connector port defined in step 9.
number

Path to AhsayCBS | This is the path to your AhsayCBS webapps folder.
webapps folder For example, D:\Applications\CBS1\webapps

This is a wild card public key file.
For example, conf/ wildcard.NOT_SECURE.com.crt.signed-
by-ahsayca

Wild card public
key




) ) This is a wild card private key file.
Wild card private | For example, conf/

key wildcard.NOT_SECURE.com.key.signed-by-ahsayca2
The CA root cert file.
CA root cert For example, conflca.crt

12. Restart Ahsay Proxy Redirector service in Control Panel > Administrative Tools >
Services.

Q_. Services |=10] x|

Ele  Action \View Help
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Description:
Apache/2.2.14 (Win32) mod_ssi2.2.14
Opens5L/0.9.8k mod_jkf1.2.30
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Extended A Standard /

13. When your ISP notifies you that the domain name CBS1.ahsay.com is ready, you can
then rename the bin\startup.bat.bak to startup.bat; shutdown.bat.bak to
shutdown.bat, respectively.

14. Startup the AhsayCBS service, i.e., CBS1.
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15. Open the browser on your desktop and type in http://CBS1.ahsay.com , you should be

able to see a new AhsayCBS instance. Login with the default username and password,
as follows:

Username: system

Password: system

/= Windows Internet Explorer

= | ] httpejJCES1. sheay com

WG| hpificEsL. shsay.com

Lagin Mame

syslem

§ & Int=rnet B0 -

16. Apply your license key to the AhsayCBS management console > System Settings >

License > Backup page to activate the license.

(= Windows Internet Explorer

& - & moicestssron

WA 8 mpyicast ahsay.com

License information and license related utigies

Overview

Licanses Name

My_CES_Koy
Licanse Key

23c52-E34hy-EMty-jcQkp-kB
Use Praxy

Connection Test

Test

Update License
Updata

Praduct Hame
Offeite Backup Software, OEM Edition

Product Version

7500

License Type

# & treeret *100% -



http://cbs1.ahsay.com/
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17.

Note

The best way to handle the license for your resellers should be purchasing a poolable license
from us. You can logon to our Ahsay License Management Portal to re-distribute the license

CAL into a pool of license key for your resellers. You can manage the number of CALs easily
with the Ahsay License Management Portal.

For more information about the poolable license or pool key, you can visit our FAQ: Ahsay

License Management Portal Overview (2305) for reference.

If you are using a dedicated drive for the user home of the CBS1 service, you can
assign the user home in your CBS management console > Backup / Restore >
Basic > User Home. Please remove any default user home settings on the page.

User Home Free Trial Options

Configure the user home directory(ies) for storing all user data

User Home

-

—

18. If you are adding a new AhsayCBS instance in the future, you can simply follow the
above steps to create a new AhsayCBS instance.

Directony Cimrent OPS Ratio Maxinnm OP'S Ratio
EACBS1wsers

Unlimited

B X ?

The In the future, if you define any resellers or subadmin in your AhsayCBS, please make
sure to add the

Redirector\conf\httpd.conf.

Note

VHOST  definition in  D:\Applications\Ahsay  Proxy
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The following table shows the VHOST setting in the httpd.conf configuration file:

httpd.conf

Use VHOST reseller.backup.com 123.123.123.123
reseller@backup.com 60009 "D:/Applications/Reseller/webapps"
conf/backup.com.crt conf/backup.com.key conf/cal.crt

4.4.5 Removing an AhsayCBS Instance

1. Open D:\Applications\Ahsay Proxy Redirector\confihttpd.conf and remove the
VHOST settings.

httpd.conf

# Define the top directory of AhsayPRD here

Define SRVROOT "D:/Applications/Ahsay Proxy Redirector"
Define ADMIN EMAIL "bsadmin@ahsay.com"

ServerRoot "${SRVROOT}"

# Define the port to listen
Listen 80
Listen 443

# Define the admin email
ServerAdmin "${ADMIN EMAIL}"

# include basic configuration files
Include conf/httpd-basic.conf

# Define VirtualHost settings for companyl.ahsay.com

# Need to add this connector to tomcat server.xml to use
mod Jk

# <Connector address="127.0.0.1" port="60001"
protocol="AJP/1.3" redirectPort="443" />

#

#Use VHOST companyl.ahsay.com 123.123.123.123 admin@ahsay.com
60001 "D:/Applications/Companyl/webapps"

conf/wildcard.NOT SECURE.com.crt.signed-by-ahsayca?2
conf/wildcard.NOT SECURE.com.key.signed-by-ahsayca?2
conf/ca.crt

Use VHOST cbsl.ahsay.com 123.123.123.123 admin@ahsay.com
60007 "D:/Applications/CBS1/webapps"

conf/wildcard.NOT SECURE.com.crt.signed-by-ahsayca?2
conf/wildcard.NOT SECURE.com.key.signed-by-ahsayca?2
conf/ca.crt




2. Restart Ahsay Proxy Redirector service in Control Panel > Administrative Tools >

Services.
q Services BE ﬂ
File Action Yew Help
& ) 7 3 BT 2
Services (Local) @ Services (Local)

Ahsay Proxy Redirector Name - | Description | Status | StartupType | Logomas | =
Adobe Acrobat Update Se.., Adobe Acr... Started Automatic Local System

Stop the service ! s Redirector Apachef2.... Started Automatic

Bestart the service Application Experience Processes ... Started Marusal Local System
Applhcation Identity Determines. Manusal Local Service

Description _ ) Apphcation Infarmation Faciitates ... Started Marwsal Local System

312‘;_2?50391;;‘;";1;_2,":“;-;5'32 14 Appfc.:tnn Layer Gatewa... Provides s... Manual Local Service
Apphcation Management Processesi... Started Marwal Local System
AutoUpdatesgent (ahsay... Started Marwsal Local System
Background Inteligent Tra... Transfersf. Started Automatic (D...  Local System
Base Filtering Engine The Base F. Started Automatic Local Service
Block Level Backup Engine... The WBEN. . Maral Local System
Certificate Propagation Copées use,.. Started Maruwal Local System
CNG Key Isolation The CNG k.. Manual Local System
COM+ Event System Supports 5...  Started Automatic Local Service
COM+ System Application Manages t.. Manual Local System
Computer Browser Mainkasins a... Disabled Local System
Continuous Data Protectio... Started Manual Local System
Credential Manager Provides s... Manual Local System
Cryptographic Services Provides fo... Started Automatic Network 5.
DCOM Server Process Lau... The DCOM...  Started Automatic Local System
Desktop Window Manager.., Provides D... Started Automatic Local System
DHCP Chent Registers a... Started Automatic Local Service ﬂ

Extended /A Standard /

3. Run the following command from the command prompt to remove the AhsayCBS
instance from startup service.

D:\Applications\CBS1\util\bin\service.exe -r "AhsayCBS (CBS1)"

dministrator: Command Prompt
Gz Users Administrator>D:NApplicationssCBS1sutilsbinsservice.exe —r "AhsayCBS <
CBS1>"

Start to remove AhsayCBS (CBS1)>
AhsayCBS <CB51> removed.

C=xUserssadministrator>_

4. Remove the AhsayCBS instance directory, for example, D:\Application\CBS1\.

5. If you have created a storage in the previous steps, you need to check if you need to
remove the storage, the Windows user account, or the DNS entry.
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4.5 Uninstalling Software

If you need to uninstall the Ahsay proxy redirector, you need to first ensure that all the
AhsayCBS instances are migrated to other platforms or machines properly. When you
uninstall the Ahsay proxy redirector, all your AhsayCBS instances hosted on this machine will
not be functioning.

If you need to uninstall the AhsayCBS instances on this machine, refer to 4.4.5 Removing an
AhsayCBS instance.

To remove the Ahsay proxy redirector, do the following:

1. Run uninstall-service.bat inside your installation folder, for example,
D:\Applications\Ahsay Proxy Redirector.

2. Check that the Ahsay Proxy Redirector service is removed from the local Windows
services.

3. Remove the installation folder if necessary.



4.6 Managing your AhsayCBS Instance for Future Expansion

4.6.1 Adding New Storage for your Resellers

If new storage requires adding to your AhsayCBS instance. You can assign a pair of hard

disks formatted as RAID 1 for your reseller. For the hard disk setup, refer to 4.2 Setting up
the Hard Disk.

After you have assigned a drive letter to your newly created RAID disk (for example, G:\
drive) and assigned the correct permission to the disk for this user, you can go to

AhsayCBS management console > Backup/Restore > Basic > User Home to add a new
user home entry such as G:\CBS1\users.

iC) AhsayCBS

User Home Free Trial Options

Configure the user home directory(ies) for storing all user data

User Home

O Directory Current OPS Ratio Masdmim OPS Ratio
B EACBS1iusers Unlimited
O GACBS1Wsers

Unlimited

R X ?

You will have 2 user homes on this AhsayCBS instance. You may relocate your users in

Backup /Restore > Users, Groups & Policies > Export users section, or add new users
to this user home.

4.6.2 Updating your Existing AhsayCBS Instance

If you need to update your existing AhsayCBS instance, you will need to have a new version
of the template ready. Refer to 4.4.3 Preparing the AhsayCBS Template for your Resellers.
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Stop your AhsayCBS service in Control Panel > Administrative Tools > Services.
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Rename your existing folder in D:\Applications. For example, CBS1 to CBS1_7500.
Copy the new template folder to CBS1.

Copy the conf folder in the CBS1_7500 and replace the conf folder in CBS1. Unless
you want to make a copy of the original configuration, you can overwrite all the xml

files in the conf folder.

Start your AhsayCBS service in Control Panel > Administrative Tools > Services.
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Run your new AhsayCBS from your browser.



4.7 Upgrading AhsayPRD

The following are steps for upgrading AhsayPRD from its previous version.

1.

6.
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Run the uninstall-service.bat inside your installation folder. For example,
D:\Applications\Ahsay Proxy Redirector.

Rename the folder D:\Applications\Ahsay Proxy Redirector to, for example,
D:\Applications\Ahsay Proxy Redirector 1030. The naming method is based on the
version number of your previous AhsayPRD.

Download the Ahsay Proxy Redirector from here.
Unzip the Ahsay Proxy Redirector and put it in D:\Applications.

Modify the httpd.conf file in D:\Applications\Ahsay Proxy Redirector\conf.

httpd.conf

# Define the top directory of AhsayPRD here

Define SRVROOT "D:/Applications/Ahsay Proxy Redirector"
Define ADMIN EMAIL "bsadmin@ahsay.com"

ServerRoot "${SRVROOT}"

# Define the port to listen
Listen 80
Listen 443

# Define the admin email
ServerAdmin "${ADMIN EMAIL}"

# include basic configuration files
Include conf/httpd-basic.conf

# Define VirtualHost settings for companyl.ahsay.com

# Need to add this connector to tomcat server.xml to use mod jk
# <Connector address="127.0.0.1" port="60001"
protocol="AJP/1.3" redirectPort="443" />

#

#Use VHOST companyl.ahsay.com 123.123.123.123 admin@ahsay.com
60001 "D:/Applications/Companyl/webapps"

conf/wildcard.NOT SECURE.com.crt.signed-by-ahsayca?2
conf/wildcard.NOT SECURE.com.key.signed-by-ahsayca2 conf/ca.crt

Modify the variables, SRVROOT and ADMIN_EMAIL, according to your environment
settings.

Note
The server root SRVROOT refers to the path of the Ahsay Proxy Redirector folder.

The ADMIN_EMAIL refers to the email address of your administrator.
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7.

8.
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Open the httpd.conf file in D:\Applications\Ahsay Proxy Redirector
1030\confihttpd.conf and locate the VHOST definitions.

httpd.conf in the backup folder

Use VHOST cbsl.ahsay.com 123.123.123.123 admin@ahsay.com 60007
"D:/Applications/CBS1/webapps"

conf/wildcard.NOT SECURE.com.crt.signed-by-ahsayca?2
conf/wildcard.NOT SECURE.com.key.signed-by-ahsayca2 conf/ca.crt
2048000

Use VHOST cbs2.ahsay.com 123.123.123.123 admin@ahsay.com 60009
"D:/Applications/CBS2/webapps"

conf/wildcard.NOT SECURE.com.crt.signed-by-ahsayca?2
conf/wildcard.NOT SECURE.com.key.signed-by-ahsayca2 conf/ca.crt
2048000

Use VHOST cbs3.ahsay.com 123.123.123.123 admin@ahsay.com 60011
"D:/Applications/CBS3/webapps"

conf/wildcard.NOT SECURE.com.crt.signed-by-ahsayca?2
conf/wildcard.NOT SECURE.com.key.signed-by-ahsayca2 conf/ca.crt
2048000

Copy the VHOST settings in the previous httpd.conf, and paste it to the httpd.conf file
in the new installation.

httpd.conf

# Define the top directory of AhsayPRD here

Define SRVROOT "D:/Applications/Ahsay Proxy Redirector"
Define ADMIN EMAIL "bsadmin@ahsay.com"

ServerRoot "${SRVROOT}"

# Define the port to listen
Listen 80
Listen 443

# Define the admin email
ServerAdmin "${ADMIN EMAIL}"

# include basic configuration files
Include conf/httpd-basic.conf

# Define VirtualHost settings for companyl.ahsay.com

# Need to add this connector to tomcat server.xml to use mod jk
# <Connector address="127.0.0.1" port="60001"
protocol="AJP/1.3" redirectPort="443" />

#

#Use VHOST companyl.ahsay.com 123.123.123.123 admin@ahsay.com
60001 "D:/Applications/Companyl/webapps"

conf/wildcard.NOT SECURE.com.crt.signed-by-ahsayca?2
conf/wildcard.NOT SECURE.com.key.signed-by-ahsayca2 conf/ca.crt




Use VHOST cbsl.ahsay.com 123.123
"D:/Applications/CBS1/webapps"

conf/wildcard.NOT SECURE.com.crt.
conf/wildcard.NOT SECURE.com.key.

2048000

Use VHOST cbs2.ahsay.com 123.123.

"D:/Applications/CBS2/webapps"
conf/wildcard.NOT SECURE.com.crt

2048000

Use VHOST cbs3.ahsay.com 123.123
"D:/Applications/CBS3/webapps"

conf/wildcard.NOT SECURE.com.crt.

conf/wildcard.NOT SECURE.com.key
2048000

.123.123 admin@ahsay.com 60007

signed-by-ahsayca?2
signed-by-ahsayca?2 conf/ca.crt

123.123 admin@ahsay.com 60009

.signed-by-ahsayca?
conf/wildcard.NOT SECURE.com.key.

signed-by-ahsayca2 conf/ca.crt

.123.123 admin@ahsay.com 60011

signed-by-ahsayca?2

.signed-by-ahsayca?2 conf/ca.crt

9. If there are any bandwidth definitions in the VHOST, please remove them as they are no

longer available in the latest release.
httpd.conf

Use VHOST cbsl.ahsay.com 123.123.123.123 admin@ahsay.com 60007
"D:/Applications/CBS1/webapps"
conf/wildcard.NOT SECURE.com.crt.signed-by-ahsayca?2
conf/wildcard.NOT SECURE.com.key.signed-by-ahsayca2 conf/ca.crt
2048000
Use VHOST cbs2.ahsay.com 123.123.123.123 admin@ahsay.com 60009
"D:/Applications/CBS2/webapps"
conf/wildcard.NOT SECURE.com.crt.signed-by-ahsayca?2
conf/wildcard.NOT SECURE.com.key.signed-by-ahsayca2 conf/ca.crt
2048000
Use VHOST cbs3.ahsay.com 123.123.123.123 admin@ahsay.com 60011
"D:/Applications/CBS3/webapps"
conf/wildcard.NOT SECURE.com.crt.signed-by-ahsayca?2
conf/wildcard.NOT SECURE.com.key.signed-by-ahsayca2 conf/ca.crt
2048000

10. Save the httpd.conf file.

11. Copy all the private keys, public keys and the CA certificate files from the old AhsayPRD

folder to the new AhsayPRD folder.
12. Run the install-service.bat inside D:\Applications\Ahsay Proxy Redirector folder.



mmand Prompt

D:~Applicationss\Ahsay Proxy Redirector>binshttpd.exe —k install —n "Ahsay Proxy
Redirector'
Installing the *‘Ahsay Proxy Redirector’

seprvice

13. Check the installed service.

14.

15.
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q Services

File  Action  View
=

Services (Local)

Help
H PRIl

€ Services (Local)

Ahsay Proxy Redirector

Stop the service
Restart the service

Description
Apache/2.2.14 (Win32) mod_ss|/2.2.14
Opens5L/0.9.8k mod_jlf1.2

Name

| Description

] Status

| Startup Type

| Log On As ]

Application Experience
Application Identity
Application Information

Application Layer Gatewa...

Application Management

AutoUpdatedgent (Ahsay...
Background Intelligent Tra...

Base Filtering Engine

Block Level Backup Engine. ..

Certificate Propagation
CNG Key Isolation
+ Event System

+ System Apphcation
Computer Browser

Continuous Data Protectio...

Credential Manager
Cryptographic Services

DCOM Server Process Lau...
Desktop Window Manager. ..

DHCP Clienk

Adobe Acrobat Update Se...

Processes ..

Determines...

Facilitates ..
Provides s..

Processes i...

Transfers f.
The Base F.
The WBEN. .

Copies use. .

The CNG k..

Supparts 5.

Manages k..

Maintains a...

Provides s..

Provides fo...

The DCOM..
Provides ..

Registers a...

Started
Started
Started
Started
Started
Started

Started

Started

Started

Started
Started
Started
Started

Manual
Manual
Manual
Manual
Manual
Manual
Automatic (D...
Aukomatic
Manual
Manual
Manual
Aukomatic
Manual
Disabled
Manual
Mariial
Automatic
futomatic
Automatic
Aukommatic

Local System
Local Service
Local System
Local Service
Local System
Local System
Local System
Local Service
Local System
Local System
Local System
Local Service
Local System
Local System
Local System
Local System
Network. 5...
Local System
Local System
Local Service

=l

\ Extended A Standard /

Check all your previous backup server instances on your browser with both http and
https connection.

Check all the client connections to the backup server instances with both http and https

connection.
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4.8 Update existing AhsayOBS v6 instance to AhsayCBS v7
instance

To upgrade your existing v6 instances to v7, make sure you read through chapter 2 and 3 in
the AhsayCBS v7 upgrade guide, prepare the license, APl changes, user storage rebuild and

CRC check, and the AhsayCBS compatibility. If you need to update your existing AhsayOBS
v6 instance to AhsayCBS v7, you will need to have a new version of template ready. Please
refer to chapter 4.4.3 to prepare a new template of AhsayCBS v7 and update your AhsayPRD
to the latest version according to the information in previous chapter.

o
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Limitation

The bandwidth setting is not available in the latest version of AhsayPRD.

Assumption

In the following example, we are going to upgrade the reseller called “MyReseller” from
their v6 instance to v7.

Steps

In the following example, we are going to upgrade the reseller called “MyReseller” from
their v6 instance to v7.

1.

Run the following command from the command prompt to remove the previous v6
instance from startup service.

D:\Applications\MyReseller\bin\Aobservice -r “AhsayOBS
(MyReseller)”

Rename the v6 instance directory to for example
D:\Applications\MyReseller_62700\. The naming is based on the version of the
v6 instance.

Make a copy of D:\Applications\Template as D:\Applications\MyReseller, you
are suggested to apply a full folder permission of D:\Applications\MyReseller.
The permission settings should be the same as your previous folder settings
which is now named as MyReseller_62700 in previous step.

Run the following command from the command prompt to install the AhsayCBS
service as a startup service for your reseller.

D:\Applications\MyReseller\util\bin\service -I “AhsayCBS
(MyReseller)” “AhsayCBS (MyReseller)”
“D:\Applications\MyReseller\bin\cbssvcX64.exe” “AhsayCBS
(MyReseller)”

After you installed the AhsayCBS service, the service is started by default, you
can stop the service in Control Panel > Administrative Tools > Services.

Right click the properties of the created service. Click the Log On tab, change the
logon of the service to This account, then click Browse.

Change the log on to the original owner, for example, MyReseller.


http://www.ahsay.com/download/download_document_cbs-upgrade.jsp

Note

You need to apply a password after you click OK.

6. Open D:\Applications\MyReseller\bin\startup.bat.bak and change the
TC_HOME environment variable to E:\MyReseller where E:\ is the drive letter of
drive to be used exclusively for this AhsayCBS instance.

startup.bat.bak

@echo off
SET "TC HOME=E:\MyReseller "

@REM ***x*x*xxxx*x* please leave JAVA HOME empty as it is
SET "JAVA_HOME:"

@QREM **x*xkxkxkxkx* Plegse set the correct values for
CBS_HOME,

7. Open D:\Applications\CBS1\bin\shutdown.bat.bak and change the TC_HOME
as in the previous step.

shutdown.bat.bak

@echo off
SET "TC HOME=E:\MyReseller "

@REM ******x**xxkx*x* please leave JAVA HOME empty as it is
SET JAVA HOME=

@REM **x*xkxkxkxkx* Plegse set the correct values for
CBS_HOME,

8. Open D:\Applications\MyReseller\confiserver.xml and change the Tomcat
management interface port to the original defined TCP port, for example, 60008
and the AhsayCBS server port to the original TCP port, for example, 60007 which
is used for this AhsayCBS instance exclusively.

server.xml

<Server port="60008" shutdown="SHUTDOWN">

<Listener
className="org.apache.catalina.core.AprLifecyclelListener"
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SSLEngine="on" />

<Listener
className="org.apache.catalina.core.JasperListener" />

<Listener
className="org.apache.catalina.core.JreMemoryLeakPrevention
Listener" />

<Listener
className="org.apache.catalina.mbeans.GlobalResourcesLifecy
cleListener" />

<Listener
className="org.apache.catalina.core.ThreadLocallLeakPreventi
onListener" />

<Service name="Catalina">

<Connector address="0.0.0.0"
port="60007"
protocol="AJP/1.3"
maxHttpHeaderSize="8192"
socketBuffer="16384"
maxThreads="2000"
minSpareThreads="50"
maxKeepAliveRequests="1000"
enablelLookups="false"
redirectPort="443"
acceptCount="200"
connectionTimeout="120000"
disableUploadTimeout="true"
URIEncoding="utf-8"/>

9. Open D:\Applications\MyReseller\conflautoDiscovery.xml and change the
Auto Discovery server port to the original TCP port, for example, 10011 and the
client port to the original TCP port, for example, 10012.

autoDiscovery.xml

<Root><AutoDiscovery server-port="10011" client-
port="10012" /></Root>

10. Open D:\Applications\Ahsay Proxy Redirector\confihttpd.conf and check on
the VHOST settings.

httpd.conf

Use VHOST myreseller.ahsay.com 123.123.123.123
reseller@ahsay.com 60007




"D:/Applications/MyReseller/webapps"
conf/wildcard.NOT SECURE.com.crt.signed-by-ahsayca?2
conf/wildcard.NOT SECURE.com.key.signed-by-ahsayca?2
conf/ca.crt 2048000

Make sure the bandwidth setting is removed. This should be handled when you
upgrade the AhsayPRD.

11. Restart Ahsay Proxy Redirector service in Control Panel > Administrative
Tools > Services.

12. Rename the bin\startup.bat.bak to startup.bat; shutdown.bat.bak to
shutdown.bat, respectively.

13. Migrate the v6 instance to the new AhsayCBS by the migrate script,
Migratev6.bat in D:\Applications\MyReseller\bin.

MigrateVé.bat <CBS HOME> <RDR_ HOME> <OBS HOME> <obsoleted
variable> <RPS HOME>

Where:

+ <CBS HOME> is the directory of the AhsayCBS.

= <RDR_HOME?> is the directory of the AhsayRDR.

+ <OBS_HOME-=> is the directory of the AhsayOBS.

= <Obsoleted variable> is obsoleted, please enter a null value “.
+ <RPS_HOME>, is the directory of the AhsayRPS.

For example, we should run the following command for migrating the
configuration and the user backup files of AhsayOBS to AhsayCBS, where
<RDR_HOME>, <Obsoleted variable> and <RPS_HOME> are null.

cd D:\Applications\MyReseller\bin

MigrateVé6.bat "D:\Applications\MyReseller" ""
"D:\Applications\MyReseller 62700" "" ""

14. Startup the AhsayCBS (MyReseller) service.

15. The service is now starting up, it should take a while when the migration starts to
migrate user’s profile and user group policies to the AhsayCBS. Since it is
required to scan through each user profile to extract these information, more
users could result in longer the migration process.

16. You may open the E:\MyReseller\logs\obs_context_yyyy-mm-dd.log to check
if there are any errors during the startup, yyyy-mm-dd refers to the
upgrade/migration date.

17. Logon to the AhsayCBS web management console to check on your upgrade.



18. Here is a list of suggested items to check after you started up your AhsayCBS.

*  Check SMTP settings in AhsayCBS web console > System Settings >
Basic > Email.

+  Check all users’ profile, backup and policy group settings in AhsayCBS
web console > Backup/Restore > Users, Groups & Policies.

*  Check https connection to the AhsayCBS on different browsers (IE, Firefox
and Chrome).

*  Connect AhsayOBM/AhsayACB (v6) to AhsayCBS with both http and https
connection.

*  You can also check on the differences between v6 and v7 in our appendix
section, so that you can be more familiar with the new version.

Note

In the future, if you define any resellers or subadmin in your AhsayCBS, please
make sure to add the VHOST definition in D:\Applications\Ahsay Proxy
Redirector\conf\httpd.conf.

httpd.conf

Use VHOST reseller.backup.com 123.123.123.123
reseller@backup.com 60009
"D:/Applications/Reseller/webapps" conf/backup.com.crt
conf/backup.com.key conf/cal.crt
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5 Technical Assistance

To contact Ahsay support representatives for technical assistance, visit the following website:
https://www.ahsay.com/jsp/en/contact/kbQuestion.jsp

Also use the Ahsay Knowledge Base for resource such as Hardware Compatibility List,
Software Compatibility List, and other product information:
https://forum.ahsay.com
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6 Documentation

Documentations for all Ahsay products are available at:
https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay downloads document

ation_guides

You can send us suggestions for improvements or report on issues in the documentation, by
contacting us at:
https: www.ahsay.com/jsp/en/contact/kbQuestion.jsp

Please specify the specific document title as well as the change required/suggestion when
contacting us.

——
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https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay_downloads_documentation_guides
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