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1 Overview

System Overview

AhsayCBS consists of six core software components.

© AhsayOBM, AhsayACB and AhsayMOB are backup clients for installing on servers, desktops,
laptop computers, or mobile devices that you need to back up.

O AhsayOBM, AhsayACB, AhsayOBR and AhsayMOB are restore clients for installing on servers,
desktops, laptop computers, or mobile devices that you need to restore the backup data on.

© AhsayCBS is the server software which bundles a Backup Server, Replication Server and
Redirector.

© Backup Server is the module that will host all the AhsayOBM/AhsayACB/AhsayMOB backup
users and their backup data.

Replication Server is the module to provide additional backup of the Backup Server.

Redirector is the module to provide your backup environment with high scalability solution.
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Software Component Overview

Backup Server

AhsayCBS is a web-based centralized management console for managing backup and monitoring
restoration.

« Manage backup

Key features » Monitor restoration

/

* Create backup user accounts

* Manage group policies

» Keep track of system performance and health
= Create sub-admin or resellers account

Administrator control

AhsayCBS

Platform for backup » Local hard disk
clients to perform * Network storage
backup t : « FTP/SFTP
ackup to various = Common cloud storages (Google, Amazon,
destinations Azure, etc.)

store Logs

Users, Groups & Policies Sending Data Accepting Data

T

Advanced




Backup Client

We have three backup clients catering customers with different needs. Below is a table providing a
quick reference of the functionalities of the three backup clients.

Backup
source

Backup
destination

Data

www.ahsay.com

@ AhsayOBM

Back up files, databases
and virtual machines
such as:

> VMware

> Hyper-V

» Microsoft Exchange
Database
Availability Group
(DAG)

» Microsoft Exchange
Database

» Microsoft Exchange
Mailbox

» Microsoft SQL
Server

» Oracle Database

» Lotus Domino/Note

> MySQL

» Windows System

» Windows System
State

» ShadowProtect

» Synology NAS
Devices

» Office365
Exchange Online

» Cloud File

@ AhsayACB

Back up files, Outlook /
Outlook Express /
Windows Live mail,
Windows System, IBM
Lotus Note and Cloud
File.

Local and offsite destinations, e.g. local storage, on-
premises backup server or backup server located in
datacenter, and common cloud storages (Google,

Amazon, Azure, etc.)

All the backup data are compressed and encrypted

(D AhsayMOB

Backup up photos,
videos, contact, SMS
messages*, WhatsApp
messages?*, voice files*
on your Android or iOS
device.

*Only available for Android
device

Any backup destination
defined by the CBS
server, or one of the
common cloud storages
(Google Drive, Dropbox
or OneDrive).

You can choose to



encryption before uploading to the Backup Server, while the disable the encryption

restoration process requires downloading the function so that files
compressed and encrypted data onto the client (e.g. photos or videos)
computer for decryption and decompression. uploaded to the cloud

storage can be viewed
directly from there.

NOTE

Run Direct restore and Granular restore requires no compression or encryption to optimize backup and
restore performance.

Restore Client

We have four restore clients (AhsayOBM/ AhsayACB/ AshayOBR/ AshayMOB) catering customers
with different needs. Below is a table providing a quick reference of the functionalities of

AhsayOBR.
@ AhsayOBR

Restore source Restore files, databases and virtual machines such as:

Y

VMware

Hyper-V

Microsoft Exchange Database Availability Group (DAG)
Microsoft Exchange Database
Microsoft Exchange Mailbox
Microsoft SQL Server

Oracle Database

Lotus Domino/Note

MySQL

Windows System

Windows System State
ShadowProtect

Synology NAS Devices
Office365 Exchange Online
Cloud File

YV V V V V VYV VYV V V V V V V V

Restore destination The backup data will be restored to the mobile devices running restore
client



While you can still download Client Backup Agent (AhsayOBM/ AhsayACB) to restore data on
computer, AhsayOBR gives a quick, direct and secure solution just for the data restore purpose.
Below is a table comparing some major features of both tools, and the pros and cons of using

them.
Feature Tool Pros Cons
Installation AhsayOBR @ No installation required Required to launch every time
@ Faster to launch when you use

Client One-time installation Larger installer size hence

Backup longer installation time

Agent

Run Direct AhsayOBR N/A Run Direct restore for VMware

Restore and Hyper V servers is NOT
supported. Since AhsayOBR
is not a Client Backup Agent
and therefore NFS is not
bundled along with the
software. NFS is a mandatory
item for performing Run Direct
restore for VMware and
Hyper-V servers.

Client Support Run Direct restore for N/A

Backup both VMware and Hyper-V

Agent servers.

OpenDirect AhsayOBR OpenDirect restore allows you | To ensure optimal restore
Restore Client to view and download performance, the backup of
individual files from a the files in an OpenDirect file

Backup . . .

Agent cqmpresseq or image file, backup set will NOT be
without having to restore encrypted and compressed,
compressed file or image file therefore, you may have to
first. OpenDirect restore gives | take these factors in
you the flexibility to restore consideration when selecting
selective file(s) quickly, so it this restore option.
saves you time and effort to
achieve your restore goal.

Granular AhsayOBR In some cases, you may only To ensure optimal restore
Restore Client rlegd_ to res.tore a few performance, th_e backup of
el individual file(s) from the guest | the guest VM will NOT be

Agent VM, therefore, granular restore | encrypted and compressed,
gives you a fast, convenient, therefore, you may have to
and flexible tool to restore take this factor in
selected file(s) from a guest consideration when using this
VM quickly. restore method.

Cross AhsayOBR Although both tools are available for use on various platforms,

platform Client e.g. Windows, Mac, Linux, etc., cross platform restore is NOT

usage Tl recommended. For example, files backed up on Windows are
not recommended to restore on a Mac/Linux machine.

Agent




Compatibility | AhsayOBR Support restore of backup set N/A
created on either AhsayACB /

AhsayOBM
Client N/A Support restore of backup set
Backup created by the same type of
Agent Client Backup Agent only. E.g.

backup set created on
AhsayOBM can only be
restored by AhsayOBM.

Replication Server

Replication Server offers close to real time replication of user data hosted on the Backup Server,
so that when your live Backup Server is out of service, you can switch the Replication Server into
Backup Server so as to keep your backup service uninterrupted. Alternatively, you can also
choose to restore the backed up data from Replication Server when your Backup Server machine
is recovered.

Redirector

With the use of Redirector in conjunction with multiple Backup Server machines, it forms a cloud
backup architecture for servicing as many backup customers as needed with a single public URL.
All backup users will use the single URL as the initial contact server, even though they reside on
different Backup Servers under different URLs. Thus, an online backup provider can add new
Backup Server machines to serve new customers, or relocate existing backup accounts from one
Backup Server to another easily without the need for the existing users to reconfigure the backup
server address in AhsayOBM, AhsayACB or AhsayMOB.

Important
For details regarding setup and configuration of the replication server and redirector, please refer
to the Administrator’s Guide via the URL below. Chapter 7 Replication and chapter 8
Configuring Redirector would state the details of replication and redirector respectively.
https://www.ahsay.com/download/download document cbs-admin.jsp



https://www.ahsay.com/download/download_document_cbs-admin.jsp

2 System Requirements

Before you install the AhsayCBS, please pay attention to the following system requirements and
make sure that the requirements are met before getting started.

The AhsayCBS should be deployed on a machine supporting 64-bit multiple CPU and multiple cores
environment. A 64-bit operating system will allow AhsayCBS to run on a 64-bit Java JRE platform,
as 64-bit Java is capable of supporting sufficient capacity for future business expansion, to meet the
need of existing customers and to support new AhsayCBS server features.

When you deploy the AhsayCBS, please consider to assign a dedicated disk for the system home,
user home and replication home. It is not suggested to install AhsayCBS on a disk which contains
your operating system. Due to backup data growth this can quickly fill up the system drive which
makes the operating system unstable, and may even crash the AhsayCBS server.

Software Requirements

Refer to the following link for details of the operating systems, applications and databases supported
by AhsayCBS.

FAQ: Ahsay Software Compatibility List (SCL) for version 7.3 or above

Refer to the following article for the list of compatible operating system for Granular Restore:
FAQ: Ahsay Software Compatibility List (SCL) for Granular and OpenDirect Restore

Hardware Requirements

You can deploy AhsayCBS server on a physical machine, on a virtual machine, or on a cloud
environment. The server requirements are outlined in the following sections.

Refer to the following link for details of the hardware requirements needed to run AhsayCBS
successfully.

FAQ: Ahsay Hardware Requirement List (HRL) for version 7.3 or above

Best Performance for Running Agentless Backup and Restore

For partners who wish to use our new agentless backup/restore feature using AhsayCBS User
Web Console for Cloud File and Office365 Exchange mail backup, you may need to allocate
additional RAM on your AhsayCBS to support this feature, as each running Cloud File or Office365
Exchange mail backup set requires approximately 170MB of additional memory. As a result the
maximum number of scheduled concurrent agentless backup jobs is limited to two by default. To
ensure agentless backup jobs do not consume all available Java memory which may affect the
stability of the AhsayCBS service.

Please refer to the following KB article on how to set the maximum concurrent backup jobs on
AhsayCBS:

http://wiki.ahsay.com/doku.php?id=public:5197 fag:how do i increase the number of schedule
d _concurrent_agentless cloud file and office365 exchange backup jobs on _my ahsaycbs ser
ver

Please refer to the following user guide for the details about how to run agentless backup/ restore
jobs using AhsayCBS user web console:
https://www.ahsay.com/download/download document_cbs-user.jsp

www.ahsay.com
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AhsayCBS on Physical Machine

When you deploy a physical machine, please consider to purchase a more powerful machine. This
will reduce the need for frequent hardware upgrades when your backup business grows, which will
require services down time for hardware upgrades and data migration.

Itis a good idea to ensure your AhsayCBS server is equipped with some redundancy features, i.e.
power supply, and is connected to a UPS (Uninterruptible Power Supply).

Additional Disk Storage

Connect a Direct-Attached Storage (DAS) with e.g. a 12 hard disk bays filled with 4TB hard disks
via the SCSI interface, extra SCSI controller card required.

With the above setup, it should be able to handle 100 users with around 30TB of storage and a
total of 1000 backup sets. With this server setup, it is not yet reaching the server’s physical
limitation. There are still other factors that may limit the growth of users, e.g.: network bandwidth.
Also, it is easier to manage from administration point of view.

There are 2 assumptions:

© Each user has round 300GB of backup data, with constant 3% of changes daily.

© Each user account has configured 10 backup sets. These backup sets could be run on different
machines and backup to the AhsayCBS at the same time.

AhsayOBM/AhsayACB backup clients are enhanced to utilize multiple threads for backup and
restore. It is recommended to keep the maximum number of concurrent backup jobs on the
AhsayCBS to 1000, to avoid potential performance problems.

Additional Storage on Cloud

Besides local storage, you can set up network storage, FTP/SFTP and common cloud
storages (Google Drive, Dropbox, OneDrive, Amazon Drive, Box, etc.) for the AhsayCBS.

AhsayCBS on Virtual Environment

It is more flexible when you deploy AhsayCBS on virtual machine environment, as you can
increase memory size, process cores according to the actual need.

If VM snapshots are not required, please try to delete or reduce the amount of snapshots stored on
your disk. Please also check on the storage requirement on virtual environment.

Additional Storage on Cloud

Besides local storage on your virtual machine, you can set up network storage, FTP/SFTP
and common cloud storages (Google Drive, Dropbox, OneDrive, Amazon Drive, Box, etc.) for
the AhsayCBS.

AhsayCBS on Cloud Environment

To host an AhsayCBS on cloud, the basic requirement would be similar with setting up a physical
machine. It is more flexible when you need to increase memory size, process cores, and disk
space. In addition, you will need to take the running cost of a server instance and network usage,
which are considered as a hidden cost for the setup.

You can consider hosting a cloud server instance such as Amazon or Azure.



AhsayCBS on Standby Server
To ensure you have a backup of your Backup Server in the event of any hardware issues. We

recommend replicating your data on the Backup Server to the Replication Server.

In case you need to shut down your Backup Server for maintenance, you can simply switch your
Replication Server to the Backup Server, and change the DNS record from your current Backup
Server to the Replication Server.

The hardware requirement of the Replication Server would be similar as your Backup Server and
usually configured with more storage than your Backup Server.

Although both Backup Server and Replication Server are bundled in AhsayCBS, both backup and
replication services are activated post installation.

It is not recommended to configure and use both services on one machine, as they will compete
for system resources, i.e. CPU, memory and storage. This could affect the performance and
stability of your backup service. Also, it will completely defeat the purpose of Replication Server as
a backup or standby server to your Backup Server.

Please also check the details on the replication setup.

Storage Requirements
When you are setting up storage for your AhsayCBS, please consider the following:

© Type of RAID to fit your requirement (for local physical server or virtual environment)

© If you are deploying the storage locally, you are required to set up storage with
redundancy, such as RAID 5 or RAID 6. This is important especially when you are
delivering a backup service with good disk performance as well as good fault tolerance.

Dedicate storage location for the system, user home and replication home

Physical storage, virtual storage, and cloud storage

Redundant Disk Setup for Physical and Virtual Storage

We would recommend setting a rack mount server with several hard disk bays and/or attach a
DAS for future expansion.

When you are setting up a rack mount server with 10 4TB hard disks, you may have concerns
whether formatting the disk volume with RAID 5 or RAID 6. The following table lists out the
differences between the 2 disk array setup.

RAID 5 RAID 6
Total capacity Around 36TB Around 32TB
Fault tolerance 1-drive failure 2-drive failure
Speed gain 9x read speed 8x read speed

As the cost of hard disk has reduced a lot nowadays, it is strongly recommended that you format
your disk volume with RAID 6 that maximizes the protection.

www.ahsay.com




Dedicated Storage on AhsayCBS

When you partition the disk in your new server, please consider to set up dedicated virtual disk
volumes for operating system, application system, user homes and replication home (if Replication
Server is enabled), respectively. It is a common practice that application system home, user
homes and replication homes are not located in the system volume, which may fill up easily,
causing the system to become unstable.

Space required for application system home with replication setup

If you have replication setup on the Backup Server, please consider to dedicate a volume for the
application home with sufficient disk space to store the transaction log. As there is no exact
formula for estimating the size of the application home, the amount of space used for the
transaction log is dependent upon:

© The period of time that the replication reached the replay mode
© The amount of daily backup data uploaded to your backup server

For example, if daily customer backup jobs generate an average of 20GB of data. Your previous
replication takes about 5 days to the replay mode, and then your application home partition will
require at least 100GB (20GB x 5 days) of free disk space.

This is only a general rule of thumb, this estimation does not take into consideration the growth of
daily backup data, or the accumulation of backup data on the backup server which will result in a
longer time to reach replay mode.

Setup multiple dedicated disks for each replication receiver.

If your Replication Server has setup several replication by multiple Backup Server, it is
recommended that each receiver is located on its own individual disk. The advantages of this type
of setup is that it minimizes the I/O on each disk, therefore improving replication performance.

Also, if one of the Backup Servers suffers an outage, there is the option of swapping the disk to the
affected Backup Server.

Physical Storage

If you plan to have physical backup server, you are expected to have a fast local backup storage
such as local hard disks, DAS or SAN. It is a solution for your business which wants to host the
backup data with your physical backup server in your server room or data center.

Please avoid using network storage such as NAS, share drive on another computer as the backup
and restore performance is lower.

File System Tuning for Virtual Storage Environment

If your backup server and user’s data are hosted on a virtual environment, you need to check on
the following to make sure the performance has been optimized.

When you set up a disk to attach on a virtual machine, please consider choosing the “thick
provisioning” option or the “allocate all disk space” option. This is because choosing “thin
provisioning” or “non-allocate all disk space” option may slow down disk performance when the
amount of data grows.

Please also consider running the user home on a dedicated virtual disk, which is configured on fast
and non-busy physical disks.



Cloud Storage

If you are considering hosting your backup server instance with a commercial cloud services
provider such as Google, Amazon, Azure etc., you need to set up cloud storage for your user
home, predefined destination or replication home as well.

Requirements for Using AhsayCBS User Web Console
In order to use the AhsayCBS user web console, you need the following:
© Internet connection
You need to have Internet connection to access the AhsayCBS user web console.
©  Web browsers

The AhsayCBS user web console runs with all major browsers such as Google Chrome,
Microsoft Internet Explorer, Mozilla Firefox, and Apple Safari. Please make sure that you are
using the latest version of the browser.

NOTE

You can also monitor live backup and restore activities on the AhsayCBS user web console of your
mobile device.

OpenDirect restore of file backup sets or Granular Restore for VMware and Hyper-V backup
sets performed using Windows File Explorer will not show up on the Restore Status tab in Live
Activities. Restore Status tab in Live Activities only applies to the restore performed directly
through AhsayOBM/ AhsayACB/ AhsayOBR/ AhsayMOB or AhsayCBS user web console.




3 Network and Firewall Settings

Overview

In this section, we shall discuss the network and firewall settings required for the AhsayCBS. These
include the access to the web interface, license activation, backup and restore processes, email port
settings and replication port settings.

As a prerequisite, a fixed remote IP and internal IP are required for the AhsayCBS. Also, the firewall
should support the TLSv1 cryptographic protocol.

Network Settings
Static IP Address

The use of dynamic IP addresses for AhsayCBS domain names may result in an unstable backup
service, or replication process restarting whenever the IP address re-cycles.

A static IP address will ensure the remote IP address sent by AhsayCBS to the Ahsay license
server will remain the same during daily routine license checks. This will avoid potential license
errors, i.e. 1011 or 1012 license errors which could result in the automatic shutdown of your
AhsayCBS service.

It is strongly recommended that you use a static IP address for your AhsayCBS server to ensure a
stable and reliable backup service.

Network Load Balancing Configuration

For AhsayCBS servers which are configured with network load balancing, i.e. a dual WAN router
or Round Robin routing. A static route should be configured for your AhsayCBS server connection
to the Ahsay License Server (lic.ahsay.com). This will ensure the remote IP address sent by
AhsayCBS to the Ahsay License Server will remain the same during daily routine license checks.
This will avoid potential license errors, i.e. 1011 or 1012 license errors which could result to the
automatic shutdown of your AhsayCBS service.

In addition, any switching between the two network connections will cause connection problems
between Backup Server and Replication Server due to the change in IP address. This will result in
the replication process restarting itself.

MAC Address

A valid MAC address is also needed as part of the license activation and validation process,
otherwise the evaluation or production license keys will not be applied to AhsayCBS.

In Windows open a command prompt and type ipconfig /all. The MAC address will be displayed as
the Physical Address.

ipconfig /all

Windows IP Configuration

Host Name . . . . . . . . . . . . : w2kl6R2-std
Primary Dns Suffix Coe e .
Node Type . . . . . . « . . . . . : Hybrid



IP Routing Enabled. . . . . . . . : No
WINS Proxy Enabled. . . . . . . . : No

Ethernet adapter Private:

Connection-specific DNS Suffix

Description . . . . . . . . . . . : Intel(R) 82574L Gigabit Network
Connection #2

Physical Address. . . . . . . . . : 00-0C-29-E4-A7-F4

DHCP Enabled. . . . . . . . . : No

Autoconfiguration Enabled .+« . . t Yes

Link-local IPv6 Address P
fe80::08c9:1b18:e502:59e6%15 (Preferred)

IPv4 Address. . . . . . . . . . . : 172.16.10.12 (Preferred)

Subnet Mask . . . . . . . . . . . : 255.252.0.0

Default Gateway Coe e e e et

DHCPv6 IAID . . . . . . . < . . . : 419433513

DHCPv6 Client DUID. . . . . . . . : 00-01-00-01-20-EC-7D-6E-00-0C-29-
E4-AT7-EA

DNS Servers . . . « « « « « « o« . : fec0:0:0:ff£f£f::1%

1%1
fec0:0:0:f£f£ff::2%1
fec0:0:0:ff£ff::3%1
NetBIOS over Tcpip. . . . . . . . : Enabled
Ethernet adapter Public:

Connection-specific DNS Suffix

Description . . . . . . . . . . . : Intel(R) 82574L Gigabit Network
Connection

Physical Address. . . . . . . . . : 00-0C-29-E4-A7-EA

DHCP Enabled. . . . . . . . . : No

Autoconfiguration Enabled . . . . : Yes

Link-local IPv6 Address P
feB80::¢c920:0e27:8595:e668%12 (Preferred)

IPv4 Address. . . . . . . . . . . : 10.16.10.12(Preferred)
Subnet Mask . . . . . . . . . . . : 255.252.0.0
Default Gateway . . . . . . . . . : 10.16.0.1
DHCPv6 IAID . . . .« « « « . . : 301993001
DHCPv6 Client DUID .« +« <« . . . : 00-01-00-01-20-EC-7D-6E-00-0C-29-
E4-AT7-EA
DNS Servers . . . . . . « . . . . : 8.8.8.8
8.8.4.4
NetBIOS over Tcpip. . . . . . . . : Enabled

Tunnel adapter isatap.{9522CFAB-2A5A-45DB-B5SE9-61D594C78BC2}:

Media State . . . . : Media disconnected
Connection- speC1f1c DNS Sufflx

Description . . . . . . . . . . . : Microsoft ISATAP Adapter
Physical Address. . . . . . . . . : 00-00-00-00-00-00-00-EO
DHCP Enabled. . . . . . . . .  No

Autoconfiguration Enabled .+« . . t Yes

Tunnel adapter isatap.{324988F8-C083-40FE-A532-9BC6BD88603B}:

Media State . . . . : Media disconnected
Connection- spelelc DNS Sufflx

Description . . . . . . . . . . . : Microsoft ISATAP Adapter #2
Physical Address. . . . . . . . . : 00-00-00-00-00-00-00-EO
DHCP Enabled. . . . . . . . . : No

Autoconfiguration Enabled . . . . : Yes
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In Linux open a ssh and type ifconfig. The MAC address is the ether.

ifconfig
ensl60: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.16.30.2 netmask 255.252.0.0 broadcast 10.19.255.255
inet6 £feB80::49c2:9525:f44c:£ff19 prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:fb:8d:39 txqueuelen 1000 (Ethernet)
RX packets 1825484 Dbytes 1277510886 (1.1 GiB)
RX errors 0 dropped 255 overruns 0 frame 0
TX packets 987689 Dbytes 1043791281 (995.4 MiB)
TX errors 0 dropped 0 overruns O carrier 0 collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0xl0<host>
loop txgqueuelen 1 (Local Loopback)
RX packets 6394 Dbytes 7067982 (6.7 MiB)
RX errors 0 dropped 0 overruns 0 frame O
TX packets 6394 Dbytes 7067982 (6.7 MiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions O

virbr0: flags=4099<UP,BROADCAST,MULTICAST> mtu 1500

inet 192.168.122.1 netmask 255.255.255.0 broadcast
192.168.122.255

ether 52:54:00:73:02:43 txqueuelen 1000 (Ethernet)

RX packets 0 bytes 0 (0.0 B)

RX errors 0 dropped 0 overruns 0 frame O

TX packets 0 Dbytes 0 (0.0 B)

TX errors 0 dropped 0 overruns 0O carrier 0 collisions 0

Test Connectivity

The AhsayCBS server must be able to ping its hostname successfully to ensure that the SMTP
server setting will work properly.

In Windows open a command prompt and type hostname. Then type ping “hostname”.

hostname
w2k16R2-std

ping w2kl6R2-std

Pinging w2kl6R2-std [fe80::b8c9:1b18:e502:59e6%15] with 32 bytes of data:
Reply from fe80::0b8c9:1b18:e502:59e6%15: time<lms
Reply from fe80::08c9:1b18:e502:59e6%15: time<lms
Reply from fe80::b8c9:1b18:e502:59%9e6%15: time<lms

Ping statistics for fe80::b8c9:1b18:e502:59e6%15:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = 0Oms

In Linux/FreeBSD open a ssh and type hostname. Then type ping “hostname”.

# hostname
freebsdll

# ping freebsdll

PING freebsdll (10.16.30.21): 56 data bytes

64 bytes from 10.16.30.21: icmp seqg=0 ttl=64 time=0.073 ms
64 bytes from 10.16.30.21: icmp seg=1 ttl=64 time=0.086 ms
64 bytes from 10.16.30.21: icmp seg=2 ttl=64 time=0.097 ms
-- freebsdll ping statistics ---

4 packets transmitted, 4 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 0.073/0.083/0.097/0.009 ms




Firewall Settings

Ports and Settings

After you have finished setting up your AhsayCBS server, please ensure you have updated your
firewall settings to allow network traffic through the following ports:

Port Description

80 HTTP port for incoming backup and restore traffic, browsing the AhsayCBS
web interface.

443 HTTPS port for incoming backup and restore traffic, browsing the AhsayCBS
web interface.

25 Outgoing SMTP port to the SMTP server.

111 Port Mapper

1058 Mount Port ** Required for Run Direct on AhsayCBS

2049 Port for NFS Service

Any incoming Any incoming TCP port(s) used by previous version of replication receiver(s),
TCP port(s) e.g. 9444, 9445...

TCP Ports 80 and 443

It is recommended to expose only TCP ports 80 and 443 to the public on your firewall. Please
consult the user's manual of your firewall for more information on how to do so.

Restricting Access on Administration Panel

For security reasons, we would recommend that the Administration Panel of AhsayCBS must be
hidden from public access, i.e. it should be exposed to local area network only, or you may restrict
a range of IP addresses to access your AhsayCBS console.

Replication Using Cross Over Cable

It is not recommended to set up a Backup Server and a Replication Server using a cross over
cable for replication, which will result in connection and performance issues.

If the Backup Server and the Replication Server are located on the same site they should be
connected via a switch.



Certificate Settings

o E i 2

General Medi  Permissions  Security

Website Identity

Website: 10.120.10.14

Owner: This website does not supply ownership information.
Verified by: ~ Ahsay System Corporation Limited

View Certificate

Privacy & History
Have 1 visited this website prior to today? Yes, 443 times
Is this website storing information (cookies) on my computer? Yes
Have I saved any passwords for this website? No [Vieu Saved Passwords l

Technical Details
Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256, 128 bit keys, TLS 1.2)
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult for unauthorized people to view information traveling between computers. It is therefore
unlikely that anyone read this page as it traveled across the network.

General Details|

Could not verify this certificate because the issuer is unknown.

Issued To

Common Mame (CH) Mot Secure

Organization (Q) Ahsay System Corporation Limited
Organizational Unit (OU) Information System Department
Serial Mumber 10:06

Issued By

Cormmon Mame (CH) Ahsay System Corporation Limited
Organization (0) Ahsay System Corporation Limited

Organizational Unit (OU) Information System Department
Period of Validity

Begins On Wednesday, March 22, 2017
Expires On Saturday, March 21, 2020
Fingerprints

SHA-256 Fingerprint 3C:82:88:RA5:05:83:A9:36:DD:C7:F4:28:EF:1E:51:0B:
GD:AB:2E:69:B3:AL:24:F6:9B: 4D:FD:D2:CD:TD: 2E:C5

SHA1 Fingerprint 59:27:96:87:4A:30:B7:63:01:AD:31:F4:74:5C:EE:5F:73:72:BD:32

Close
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As the certificate provided by Ahsay System Corporation Limited is the dummy certificate, which
means it can only be used for testing and evaluation but not for production use. So please purchase
the offical trusted certificate before using AhsayCBS.

You can refer to the following article for trusted certificate authority (CA) certificates list for
AhsayCBS verion 7.3.0.0. or above:
http://wiki.ahsay.com/doku.php?id=public:5330_trusted ca cert list for v7&s[]=ssl

Please refer to AhsayCBS Administrator’'s Guide for more details about the certification. You can
also refer to the folowing link to search about the details about SSL certificate installation:
https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay_services express-
installation-services _ssl



http://wiki.ahsay.com/doku.php?id=public:5330_trusted_ca_cert_list_for_v7&s%5b%5d=ssl
https://www.ahsay.com/download/download_document_cbs-admin.jsp
https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay_services_express-installation-services_ssl
https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay_services_express-installation-services_ssl

Ahsay License Server

The AhsayCBS server is required to access the Internet to connect to our license server
lic.ahsay.com using the https protocol in order to activate the trial license key or validate a
purchase key.

Please ensure the firewall outbound connection settings are enabled and the TLSv1 setting is
allowed.

© Windows

To verify connection to the Ahsay license server, please open a browser on the
Window machine and load https:/lic.ahsay.com in a browser. If the connection is
successful, you will see the following screen.

« C | B Ansay Systems Corparation Limited [HK) Fittps:/lic.ahsay.com /3

Welcome to lic.ahsay.com

You have reached the Ahsay Licensing Server successfully. If you are seeing this from a browser running on AhsayOBS, please try the following steps:

1. Logon to AhsayOBS Admimstration Console
2. Browse to [Manage System] -> [Software License] page
3. Press the [Update] button to obtain new license information from this license server

© Linux

To verify connection to the Ahsay license server, use the telnet command. If the
connection is successful, you will see the following message.

# telnet lic.ahsay.com 443
Trying 203.186.85.237...
Connected to lic.ahsay.com.
Escape character is ‘"]7.

To verify TLSv1 is enabled, use openssl s_client command. If TLSv1 is enabled, you
will see the following message.

# openssl s client -connect lic.ahsay.com:443 -tlsl
CONNECTED (00000003)
depth=3 C = US, O = "The Go Daddy Group, Inc.", OU = Go Daddy Class
2 Certification Authority
verify return:1
depth=2 C = US, ST = Arizona, L = Scottsdale, O = "GoDaddy.com,
Inc.", CN = Go Daddy Root Certificate Authority - G2
verify return:1
depth=1 C = US, ST = Arizona, L = Scottsdale, O = "GoDaddy.com,
Inc.", OU = http://certs.godaddy.com/repository/, CN = Go Daddy
Secure Certificate Authority - G2
verify return:1
depth=0 1.3.6.1.4.1.311.60.2.1.3 = HK, businessCategory = Private
Organization, serialNumber = 0498825, C = HK, ST = Hong Kong, L =
Kowloon, O = Ahsay Systems Corporation Limited, CN = ahsay.com
verify return:1
Certificate chain

0 s:/1.3.6.1.4.1.311.60.2.1.3=HK/businessCategory=Private
Organization/serialNumber=0498825/C=HK/ST=Hong
Kong/L=Kowloon/O=Ahsay Systems Corporation Limited/CN=ahsay.com

i:/C=US/ST=Arizona/L=Scottsdale/0O=GoDaddy.com,

Inc./OU=http://certs.godaddy.com/repository//CN=Go Daddy Secure
Certificate Authority - G2

1 s:/C=US/ST=Arizona/L=Scottsdale/0O=GoDaddy.com,
Inc./OU=http://certs.godaddy.com/repository//CN=Go Daddy Secure
Certificate Authority - G2
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i:/C=US/ST=Arizona/L=Scottsdale/0O=GoDaddy.com, Inc./CN=Go Daddy
Root Certificate Authority - G2
2 s:/C=US/ST=Arizona/L=Scottsdale/0O=GoDaddy.com, Inc./CN=Go Daddy
Root Certificate Authority - G2
1:/C=US/0=The Go Daddy Group, Inc./0OU=Go Daddy Class 2
Certification Authority
3 s:/C=US/0=The Go Daddy Group, Inc./0OU=Go Daddy Class 2
Certification Authority
1:/C=US/0=The Go Daddy Group, Inc./0OU=Go Daddy Class 2
Certification Authority

Server certificate

MIIIATCCBumgAwIBAgIJAPWOHYVgUxkXMAOGCSQGSIb3DQEBCWUAMIGOMQOswCQYD
VOOGEWJVUzEQMA4GA1UECBMHOXJpem9uYTETMBEGA1UEBXMKU2NVAHRZZGEFsZTEa
MBgGA1UEChMRR29EYWRkeS55b20sIE1uYy4xLTArBgNVBAsSTIGhOdHAG6LY 93 ZXJ0
cy5nb2RNZGR5LmNVbS 9y ZXBvc210b3J5LzEzZMDEGALUEAXMQR2 8gRGFkZHkgU2V
dXJ1IENlcnRpZmljYXR1IIEF1dGhvcml0eSAtIEcyMB4XDTE2MDQyMjAzMDAZOFoX
DTE4MDQxXNTAzMjMzOFowgbkxEzARBgsrBgEEAYI3PAIBAXMCSEsxHTADBgNVBAST
FFByaXZhdGUgT3JInYWSpemF0aWSuMRAwWDgYDVQOFEwCcWNDk40ODI1IMQswCQYDVQQG
EwJISzESMBAGALIUECBMJSG9uZyBLb2 5nMRAWDgYDVQQOHEwWdLb3dsb2 9uMSowKAYD
VQOKEyFBaHNheSBTeXNOZW1zIENvcnBvemFO0aWIuIExpbW1l0ZWOXEJAQBgNVBAMT
CWEFoc2F5LmNvbTCCASIwDQYJK0oZIhveNAQEBBQADggEPADCCAQoCggEBAMlcvig+
GpaWnl8IjmBCkIpDRWzL7tocrB7+reoN619nQTq7W6A1sD/UWT1doOMeQyEWY+3b
kdsI4QGNB2hNwzd36+k5yxST8IPuyGE7eLHe6L7RyQxXxNT3BLos4819p010cXKEWO
08wDFwOy2bMiTbkTTErrGkl1VgR80oYKV5PgI9RYDoONG2j6I7mCz1v0O5KIWxTL4 9PAQ 6CCWFoc2F5LmNvbYINd3d3LmFoc2F5LmNvbYIOc2hv
cC5haHNheS5jb22CEHd3dy51lay5haHNheS5jb22CFXBhcnRuzZXJzImFoc2F5LmNy
bS55boINbGlWLMFoc2F5LmNvbYIVeGEFydG5lenMtdXMuYWhzYXkuY29tgglwY3Au
YWhzYXkuY29tghVwYXJ0bmVycyllay5haHNheS5jb22CDWlkcC5haHNheS55b22C
DGtiLmFoc2F5LmNvbYIQd3d3LmFoc2F5LmNvbS5jboIPZm9ydWOouYWhzYXkuY29t
gglsaWMuYWhzYXkuY29tMBOGAL1UdDgOWBBQU/GniKbSMjgEmagqndKdtzS0DglDCC
AX8GC1sGAQQOBINnkCBAIEggFVBIIBawFpAHCAVhQGMI /XwuzT9eGIRLI+x0Z2uby7Z
EVzA755YVdaJONOAAAFUO+sXggAABAMASDBGAIEA3hPo2F1QZZX75QIRGEF1MbspW
n8M1meM8k1TCYmHDie8CIQCOEg8Z9duyg6RvYBT7ahtQ8e0jA/7GsOpBoZKXDoK1
NAB1AG)2mPgfZIK+00zuuSgdTPxxUVInk9REOQpnrLtPT/vEAAABVDVrGTOAAAQD
AEYWRAIgb]j3ZWvwZL75Z2x1Vd1sC4Z2SZhAN1TfallecBS9Te4K3ICICKTx20TGWHO
spDVowj 59LSWHDG5Z9¢c1B/bs9sR15nUcAHCAPLkIKLOYWBSHUXO01zGdwCiwlmATS
G9+443fNDsgN3BAAAAFUO+scaAAABAMASDBGAIEASMdV90+iN4ecdnjCgAOgxhno
Mm5+9s5JUX+0Kknk5pkCIQDwDkuAEcjEM4vouxZzAtgcozWikMJoTFn++vIFbrEZ
SzANBgkghkiGOwOBAQSFAROCAQEACKPSOVHOtpyAxS5bKyXQORRh8Fyo/WTAOeBMcl
5KpgII49Vve/wwlebrmbMa3xVKONENJH4GagqGY2AZAX91Vr+NN+VENroPUGgzpJOB
ih9tL1/VCV/1vy67Chs7/NHV3D1AESrKJIYUqplO0sQy/QhSIRAARa3bY817+MOfEYJt
ADa+254k6G19s99PvmBniepxuly8x/9h7h7KAm+0IgXQalXE61rd4LG50p/GOKx/I
1feC6RUCx8gWIgBOTT17M608Jb/SXUN6/MAVsronEG+yygNXCcUQwNpaKJK5hMkz
OEbBQltS/VyTtW9z0g4vAlPQrgaqCLG/ZJIVBESf8wvsgfZNpA==

subject=/1.3.6.1.4.1.311.60.2.1.3=HK/businessCategory=Private
Organization/serialNumber=0498825/C=HK/ST=Hong
Kong/L=Kowloon/O=Ahsay Systems Corporation Limited/CN=ahsay.com
issuer=/C=US/ST=Arizona/L=Scottsdale/0O=GoDaddy.com,
Inc./OU=http://certs.godaddy.com/repository//CN=Go Daddy Secure
Certificate Authority - G2

No client certificate CA names sent

Server Temp Key: ECDH, prime256vl, 256 bits

SSL handshake has read 6160 bytes and written 289 bytes

g
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New, TLSv1/SSLv3, Cipher is ECDHE-RSA-AES256-SHA
Server public key is 2048 bit

Secure Renegotiation IS supported

Compression: NONE

Expansion: NONE

SSL-Session:

Protocol : TLSvl

Cipher : ECDHE-RSA-AES256-SHA

Session-ID:
6914212983C0321AB9520FFC6E7515845D8836D7B185EF1D2363D3C7EAA85D48

Session-ID-ctx:

Master-Key:
79BECEF9E2C3088F4928229047A21BESE9239C32D2F79B4DB4FCT7CF66098423D0EF
0D64741E3075AEA62E9222D6DD4B2

Key-Arg : None

Krb5 Principal: None

PSK identity: None

PSK identity hint: None

TLS session ticket lifetime hint: 300 (seconds)

TLS session ticket:

0000 - 8c 55 8e c3 19 9a 34 14-63 67 66 aa 49 7b c9

41 .U....4.cgf. I{.A
0010 - 3f 03 db cl ec £9 db el-b6 eb 4f 51 Oc 3a 83
9b . 0Q.:..

0020 - 73 20 93 cl 41 6e 5a ac-f5 65 92 4f b8 92 fb ef

0030 - 2b 3d £7 £3 03 c8 3a b5-1b 52 9%9a 5a 43 ba 0a 7d

=000, R.ZC..}
0040 - 47 e8 6a 22 72 85 9d d2-fl dd 9d 6d b5 65 8a 0Oa
G.3"r...... m.e

0050 - 30 26 1b d9 55 8c 25 65-71 0b a5 1f 57 38 2b 71
0&..U.%eqg...W8+qg

0060 - 81 f1 cO 4e bd 51 d3 43-b5 41 40 8f 71 3c 72
8d ...N.Q.C.A@.g<r.

0070 - 5a ¢c8 70 72 38 47 a0 b0-4a cd 8b e3 10 48 0Oc 2e
Z.pr8G..J....H..

0080 - 44 a9 48 9e df 56 7a 9f-e5 00 f4 37 f2 59 ee 2f
D.H..Vz....7.Y./

0090 - eb 3a 33 7b le 26 09 d9-cd a4 d8 2e 30 51 80
la i3 & o 00Q..

00a0 - 72 78 ae 0a a8 48 bd Oa-ca 16 23 8a e9 44 db ce
rx...H....#..D..

Start Time: 1503557290
Timeout : 7200 (sec)
Verify return code: 0 (ok)

closed
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FreeBSD

To verify connection to the Ahsay license server, use the fetch command. If the
connection is successful, you will see the following message.

# fetch https://lic.ahsay.com/alsIndex.htm
alsIndex.htm 100% of 782 B 3336
kBps 00m00s

You also need to open the alsindex.htm to verify the contents. You can open it by
using a text editor like vi.

# telnet lic.ahsay.com 443# vi alsIndex.htm

<html>"M

<head>"M

<meta http-equiv="Content-Type" content="text/html;
charset=windows-1252">"M

<meta http-equiv="Content-Language" content="en-us">"M

<meta name="GENERATOR" content="Microsoft FrontPage 4.0">"M

<meta name="ProgId" content="FrontPage.Editor.Document">"M
<title>Welcome to lic.ahsay.com</title>"M

</head>"M

<body>"M

<hl>Welcome to lic.ahsay.com</hl>"M

<p>You have reached the Ahsay Licensing Server successfully. If you
are seeing this from a browser running on AhsayOBS, please try the
following steps: </p>"M

<ol>"M
<li>Logon to AhsayOBS Administration Console</l1li>"M
<li>Browse to [Manage System] -&gt; [Software License]
page</li>"M

<li>Press the [Update] button to obtain new license information
from this license server</li>"M
</0l>"M
M
</body>"M
</html>"M
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4 Download and Install AhsayCBS

Installation on Windows

1. Log in as root on your Windows machine.

2. In a browser, download the AhsayCBS installation package cbs-win.exe from the Ahsay
website.

3. Run the downloaded installer.

4, Choose the language, and then click OK to continue.

Select the language to use during the
in=tallation:

| Engiish

5. Click Next to continue.

Welcome to the AhsayCBS Setup
Wizard

This will install AhsayCBS on your computer.

It is recommended that vou close all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

www.ahsay.com



https://ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay_downloads_latest-software_ahsaycbs
https://ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay_downloads_latest-software_ahsaycbs

6. Select | accept the agreement after reading the license agreement. Then, click Next to

continue.

License Agreement

Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Terms of Use

1. All softwares provided by Ahsay Systems Corporation is on an "as is” basis
with no warranties of any kind and Ahsay Systems Corporation will not be liable
for any damages of any kind arising from the use Ahsay Systems Corporation

further disclaims all warrantieg, express and implied, including without limitation,
any implied warranties of merchantabilty or fitness for a particular purpose.

2. Ahsay Systems Corporation grants you a non-exclusive, non-transferable,
rovalty-free, limited license to use the binary form of the software provided by
Ahsay Systems Corporation for personal use only. Redistribution of programs
owned by Ahsay Systems Corporation, unless explicithy granted by Ahsay
Syetems Corporation | is strictly prohibited.

(OF} accept the agreement
) I do not accept the agreement

7. Choose the installation directory. Then, click Next to continue.

Select Destination Location
Where should AhsayCBS be installed?

l Setup will install AhsayCBS into the following folder.
¥

To continue, click Next. If you would like to select a different folder, click Browse.

C:".F'ru:rgram Fileg\AhgayCBS| | | Browse...

At least 652.1 MB of free disk space is required.

o || o o
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8. Click Next to continue.

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks yvou would like Setup to perform while instaling AhsayCBS,
then click Next.

Create Additional lcon

@ Create Desktop Icon

[+] Create Administrative Tools lcons
Server Configuration

[w] start AhsayCBS Server

Enter the ports to be used by AhsayCBS. By default, the ports are 80 and 443 (HTTP and
HTTPS respectively). If these ports have been used by other applications, e.g. Microsoft IIS,

Apache or other applications, please use alternative ports such as 8080 and 8443. Click
Next to continue when you are done setting.

Customizing Server
Server Port Setting

Important Motes

The default ports used by AhsayCBS for HTTP and HTTPS
communication are 80 and 443 respectively. If you have installed and
started an Internet Information Server (15} or another hitp listener (e.g.
Apache) on this machine, you are strongly recommended to stop them
or change the default ports for AhsayCBS.

— =

T =
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10. Click Install to start the installation.

Ready to Install
Setup is now ready to begin installing AhsayCBS on your computer.

Click Install to continue with the installation, or click Back if vou want to review or
change any zettings.

Destination location:
CAProgram Files\Ah=sayCBS

Additional tasks:
Create Additional lcon
Create Deskiop Icon
Create Administrative Tools lcons
Server Configuration
Start Ah=ayCBS Server

11.

Completing the AhsayCBS Setup
Wizard

Setup has finizhed instaling Ah=ayCBS on your computer. The
application may be launched by selecting the installed icons.

Click Finish to exit Setup.

E Administrator Login

www.ahsay.com




12.

13.

14.

Run services.msc to open Services from Windows to confirm that the AhsayCBS
service has started. In the following screen shot, the status of Ahsay Cloud Backup Suite
is “Running” and the status of the NFS Service (Ahsay Systems Corporation) is
‘Running”.

View Help

Ecz HmE »eunw

Qg Services (Local)

Ahsay Cloud Backup Suite Mame - Description Status Startup Type Log On As ~
QAhsay Cloud Backup Suite Running  Automatic Local Syste...

Stap the service ?%Application Experience Processes a... Manual (Trig... Local Syste...

Restart the service i%Application Identity Determines ... Manual (Trig... Local Service
?%Application Information Facilitates t..  Running  Manual Local Syste...
i.{%hpplication Layer Gateway ... Provides su... Manual Local Service

File Action View Help

N EEEEIL D

C.m et —

-

NFS Service (Ahsay Systems Name Description Status Startup Type Log On As ~
Corporation) i Metwork Location Awareness  Collects an..  Running  Automatic MNetwork 5...
) . Network Store Interface Ser..  This service .. Running  Automatic Lecal Service

Stop the senvice *3NFS Service (Ahsay Systems... RunDirect N... Running Automatic Local Syste...
Restart the service B - o .

.\Cag Optimize drives Helps the c... Manual Local Syste...

C.m Performance Counter DLL ... Enables rem... Manual Local Service
Description: % Performance Logs & Alerts  Performanc... Manual Lecal Service
RunDirect Netwark File System & Plug and Play Enablesac.. Running Manual Local Syste...
Service of Ahsay Systems Corporation - ! R

. Portable Device Enumerator... Enforces gr... Manual (Trig... Local Syste...

@ When you need to reset the service of an item, select the item (e.g. Ahsay Cloud
Backup Suite) and then press Restart in the left pane. Alternatively, after selecting the
item, press Stop and then press Start.
G Services =11
File Action View Help
e @ Ecz Hm » 80

C,,,,, Services (Local)

-

Description Status Startup Type Log On As ~
d Backup Suite Running  Autematic Local Syste...
Experience Processes a... Manual (Trig... Local Syste...

Windows is attempting to start the following service on Local Computer..
Ahsay Cloud Backup Suite

|dentity Determines ... Manual (Trig... Local Service

Information Facilitatest..  Running  Manual Local Syste...

Layer Gateway ... Provides su... Manual Local Service

Management Processes in.., Manual Local Syste...

d Intelligent Tran... Transfersfil.. Running  Manual Local Syste...

d Tasks Infrastru.. Windowsin.. Running Automatic Local Syste...

(-m Base Filtering Engine TheBaseFil.. Running  Autematic Local Service
C.,\f, Certificate Propagation Copies user... Running  Manual Local Syste...

Open Command Prompt and type the following command to check whether CBS is
listening to pre-defined http and https ports. The default port values are 80 and 443
respectively.

netstat —-an|more

You will get a list of all active connections. You can see clearly that AhsayCBS is listening
to both ports 80 and 443.

C:\Users\Administrator>netstat —an|more

Active Connections

Proto Local Address Foreign Address State




TCP 0.0.0.0:80 0.0.0.0.0 LISTENING
TCP 0.0.0.0:135 0.0.0.0.0 LISTENING
TCP 0.0.0.0:443 0.0.0.0.0 LISTENING
TCP 0.0.0.0:445 0.0.0.0.0 LISTENING
TCP 0.0.0.0:3389 0.0.0.0.0 LISTENING

15. Use the hostname and ping commands to check whether the hostname is resolvable. The
following shows that the hostname is resolvable.

C:\Program Files\AhsayCBS\nfs\bin>hostname
w7-pro

C:\Program Files\AhsayCBS\nfs\bin>ping w7-pro

Pinging w7-pro [fe80::2ccf:4d81:c65c:805d%14] with 32 bytes of data:
Reply from fe80::2ccf:4d81:c65c:805d%14: time<lms
Reply from fe80::2ccf:4d81:c65c:805d%14: time<lms
Reply from fe80::2ccf:4d81:c65c:805d%14: time<lms
Reply from fe80::2ccf:4d81:c65c:805d%14: time<lms

Ping statistics for fe80::2ccf:4d81:c65c:805d%14:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = 0Oms

C:\Program Files\AhsayCBS\nfs\bin>

If the hostname is not resolvable, add the corresponding hostname information to the
“hosts” file found at “C:\Windows\System32\drivers\etc”.

Otherwise, the SMTP server setting on the AhsayCBS may not work properly.

16.  After successful installation, you can access the login page by opening localhost
(https://127.0.0.1/cbs/Logon.do) in a browser.

https:ff127.0.0,1/cbsiLogon, do

\(- B https:1127.0,0.1jchs/Logon do C‘H'Gnngle ):'| 8 3 #

€ AhsayCBS English

Login Mame
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https://127.0.0.1/cbs/Logon.do

Installation on Linux

1. Log in as root on your Linux machine.

login as: root

root@10.21.4.28's password:

Last login: Wed Nov 2 11:35:06 2016 from ckf-de-
iphone.ahsayhqgt.local

[root@cos6x ~1#

2. Download the AhsayCBS installation package cbs-nix.tar.gz from the Ahsay website with
wget command.

3. Make a directory to /user/local/cbs and copy the installation file cbs-nix.tar.gz to the
/usr/local/cbs directory. Then, run tar as follows:

# mkdir /usr/local/cbs
# cp cbs-nix.tar.gz /usr/local/cbs
# tar xvfz cbs-nix.tar.gz

4, After the tar process, install and start AhsayCBS using the install.sh command:

# /usr/local/cbs/bin/install.sh

5. When AhsayCBS is started, the following output will appear:

# sh install.sh
Log Time: Wed Nov 2 11:37:47 HKT 2016

Verifying current user privilege
Current user has enough privilege to "install".

Start configuration on Generic Linux Platform (Linux)
Using CBS_HOME /usr/local/cbs

Current Directory: "/usr/local/cbs".

Created symlink "java" to "java-linux-x64".

Minimum supported JVM version: 1.7

Current JVM version is supported for installation.
Installing [ Ahsay Cloud Backup Suite ]

[ Ahsay Cloud Backup Suite ] Service Script created at
/usr/local/cbs/bin/cbs

Install Service for NIX type OS

Using init script path /etc/init.d

Using run level script path /etc/rc.d

Copying script cbs to /etc/init.d

Creating symbolic link to run levels

You may start this service by:

sh "/etc/init.d/cbs" start &

[ Ahsay Cloud Backup Suite ] setup completed!
Migrate from previous version

/usr/local/cbs

Get Startup path for NIX type 0OS



http://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay_downloads_latest-software_ahsaycbs

RDR_HOME

OBS_ HOME

OBSR_HOME

RPS HOME

Run MigrateV6 script

Startup [ Ahsay Cloud Backup Suite ]

Current User Name : root

Using SYSTEM TYPE : linux

Using SYSTEM ARCH : x86 64

Using PHYSICAL MEM : 997 (MB)

Using CBS_HOME : /usr/local/cbs
Using JAVA HOME : /usr/local/cbs/java

Using CATALINA HOME : /usr/local/cbs/tomcat

Using JAVA OPTS S
Djava.library.path=/usr/local/cbs/1lib/LinX64 -

DCATALINA PID=/var/run/obsr.pid -Xrs -Xmsl28m -Xmx1024m -Xss384k
-XX:PermSize=64m -XX:MaxPermSize=128m -
XX:MaxDirectMemorySize=512m -XX:NewRatio=4 -XX:SurvivorRatio=4 -
XX:MinHeapFreeRatio=25 -XX:MaxHeapFreeRatio=50 -XX:+UseParNewGC
-XX:+UseConcMarkSweepGC -Dsun.net.inetaddr.ttl=3600 -
Dnetworkaddress.cache.ttl1l=3600 -
Dsun.net.inetaddr.negative.tt1l=300 -
Dnetworkaddress.cache.negative.tt1=300 -
Dsun.nio.PageAlignDirectMemory=true -
Djava.net.preferIPv4Stack=true -
Djava.util.logging.manager=org.apache.juli.ClassLoaderLogManager
-Djava.util.logging.config.file=conf/logging.properties -
Dtc.work.path=work -Dtc.log.path=logs -
Djavax.servlet.context.tempdir=work

Using CATALINA OPTS

Using CATALINA PID : /var/run/obsr.pid

Starting AhsayCBS service

Started [ Ahsay Cloud Backup Suite ]

Installing [ NFS Service (Ahsay Systems Corporation) ]
[ NFS Service (Ahsay Systems Corporation) ] Service Script
created at /usr/local/cbs/nfs/bin/cbsnfs

Install Service for NIX type OS

Using init script path /etc/init.d

Using run level script path /etc/rc.d

Copying script cbsnfs to /etc/init.d

Creating symbolic link to run levels

You may start this service by:

sh "/etc/init.d/cbsnfs" start &

[ NFS Service (Ahsay Systems Corporation) ] setup completed!
Startup [ NFS Service (Ahsay Systems Corporation) ]

Starting NFS Service (Ahsay Systems Corporation)

Started [ NFS Service (Ahsay Systems Corporation) ]
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NOTE

On some Linux systems, the installation may appear to pause after displaying Starting AhsayCBS
service. If this occurs, press the space bar to complete the installation.

6. Check if Java is running on AhsayCBS with the ps -ef|grep java command.

# ps —eflgrep java

7. The following output shows that Java is running on AhsayCBS.
# ps -eflgrep java
root 3736 1 0 Nov02 2 00:06:58

/usr/local/cbs/java/bin/java -
Djava.util.logging.config.file=/usr/local/cbs/conf/logging.prop
erties -
Djava.util.logging.manager=org.apache.juli.ClassLoaderLogManage
r -Djava.library.path=/usr/local/cbs/lib/LinX64 -

DCATALINA PID=/var/run/obsr.pid -Xrs -Xmsl28m -Xmx1024m -
Xss384k -XX:PermSize=64m -XX:MaxPermSize=128m -
XX:MaxDirectMemorySize=512m -XX:NewRatio=4 -XX:SurvivorRatio=4
-XX:MinHeapFreeRatio=25 -XX:MaxHeapFreeRatio=50 -
XX:+UseParNewGC -XX:+UseConcMarkSweepGC -
Dsun.net.inetaddr.tt1l=3600 -Dnetworkaddress.cache.ttl=3600 -
Dsun.net.inetaddr.negative.tt1l=300 -
Dnetworkaddress.cache.negative.tt1l=300 -
Dsun.nio.PageAlignDirectMemory=true -
Djava.net.preferIPv4Stack=true -
Djava.util.logging.manager=org.apache.juli.ClassLoaderLogManage
r -Djava.util.logging.config.file=conf/logging.properties -
Dtc.work.path=work -Dtc.log.path=logs -
Djavax.servlet.context.tempdir=work -
Djava.endorsed.dirs=/usr/local/cbs/tomcat/endorsed -classpath
/usr/local/cbs/tomcat/bin/bootstrap.jar:/usr/local/cbs/tomcat/b
in/tomcat-juli.jar -Dcatalina.base=/usr/local/cbs -
Dcatalina.home=/usr/local/cbs/tomcat -
Djava.io.tmpdir=/usr/local/cbs/temp
org.apache.catalina.startup.Bootstrap start

root 14833 14326 0 19:09 pts/0 00:00:00 grep java

8. Check if NFS Service is running on AhsayCBS with the ps -ef|grep nfs command.

# ps -ef|grep nfs

9. The following output shows that NFS Service is running on AhsayCBS.

# ps -ef|grep nfs

root 19067 1 0 11:38 7 00:00:00
/usr/local/cbs/nfs/bin/NfsLinX64 -logfile
/usr/local/cbs/nfs/log/debug.log -pidfile
/var/run/cbsnfs.pid

root 19483 19457 0 12:07 pts/0 00:00:00 grep nfs

10. Check if AhsayCBS is listening to the pre-defined http and https ports, i.e. ports 80 and
443 with the netstat -pan|more command.

# netstat —-pan|more




11. The following output shows that AhsayCBS is listening to both ports.

Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address Foreign Address
State PID/Program name

tcp 0 0 0.0.0.0:111 0.0.0.0:%*
LISTEN 1478/rpcbind

tcp 0 0 0.0.0.0:80 0.0.0.0:%
LISTEN 3736/java

tcp 0 0 0.0.0.0:22 0.0.0.0:%
LISTEN 1746/sshd

tcp 0 0 127.0.0.1:60024 0.0.0.0:%
LISTEN 3736/java

tcp 0 0 127.0.0.1:25 0.0.0.0:%
LISTEN 1822 /master

tcp 0 0 0.0.0.0:443 0.0.0.0:%
LISTEN 3736/java

tcp 0 0 0.0.0.0:54178 0.0.0.0:%
LISTEN 1569/rpc.statd

tcp 86 0 10.16.4.28:33250 203.186.85.237:443
CLOSE WAIT 3736/java

tcp 86 0 10.16.4.28:60738 203.186.85.237:443
CLOSE WAIT 3736/java

tcp 52 0 10.16.4.28:22 192.168.7.104:1318
ESTABLISHED 14322/0

tcp 86 0 10.16.4.28:33251 203.186.85.237:443
CLOSE WAIT 3736/java

tcp 0 0 :::111 HEEA
LISTEN 1478/rpcbind

tcp 0 0 :::22 .
LISTEN 1746/sshd

tcp 0 0 :::45846 HEEA
LISTEN 1569/rpc.statd

udp 0 0 0.0.0.0:5353 0.0.0.0:%
1527/avahi-daemon:

udp 0 0 0.0.0.0:111 0.0.0.0:%
1478/rpcbind

udp 0 0 0.0.0.0:897 0.0.0.0:%
1569/rpc.statd

udp 0 0 0.0.0.0:44431 0.0.0.0:%*
1527/avahi-daemon:

udp 0 0 0.0.0.0:10000 0.0.0.0:%
3736/java

udp 0 0 0.0.0.0:805 0.0.0.0:%
1478/rpcbind

udp 0 0 0.0.0.0:43587 0.0.0.0:%
1569/rpc.statd

udp 0 0 :::111 HHE
1478/rpcbind

udp 0 0 :::805 HE
1478/ rpcbind

udp 0 0 :::42700 HHE
1569/rpc.statd

12.  Use the hostname and ping commands to check whether the hostname is resolvable. The
following shows that the hostname is resolvable.

[root@centos7 ~1# hostname

centos’?

[root@centos7 ~]# ping centos?

PING centos7 (10.16.4.28) 56(84) bytes of data.

64 bytes from centos7 (10.16.4.28): icmp seg=1 ttl=64 time=17.1 ms

(
64 bytes from centos7 (10.16.4.28): icmp seg=2 ttl=64 time=0.095 ms
64 bytes from centos7 (10.16.4.28): icmp seg=3 ttl=64 time=0.098 ms
64 bytes from centos7 (10.16.4.28): icmp seg=4 ttl=64 time=0.081 ms
64 bytes from centos7 (10.16.4.28): icmp seg=5 ttl=64 time=0.095 ms




64 bytes from centos7 (10.16.4.28): icmp seg=6 ttl=64 time=0.081 ms
--- centos7 ping statistics ---
6 packets transmitted, 6 received, 0% packet loss, time 5001lms

rtt min/avg/max/mdev = 0.081/2.936/17.169/6.365 ms

[root@centos7 ~1#

If the hostname is not resolvable, add the corresponding hostname information to the
“hosts” file found at “/etc”.

Otherwise, the SMTP server setting on the AhsayCBS may not work properly.

13.  After successful installation, you can access the login page by opening
https://<your-backup-server> in a browser.

% Remember my login name




Installation on FreeBSD

Pre-requisite requirements:

Make sure OpenJDK Version 1.7.0_76 has been installed beforehand since the user will be asked to
enter the location of the java 1.7 home. Also GNU C Library must be installed on FreeBSD to
support AhsayCBS NFS service.

Ahsay CBS installation path: /usr/local/cbs

OpendDK installation path: /usr/local/openjdk?
© Install GNU C Library:

@  Login to the AhsayCBS server as root

@  Change working directory to /usr/ports/misc/compat9x and add additional ports.

| cd /usr/ports/misc/compat9x

@  make installation

|make install distclean |

1. Log in as root on your FreeBSD machine.

login as: root
Using keyboard-interactive authentication.
Password for root@fbsdl0-4-45:

2. Download the AhsayCBS installation file cbs-nix.tar.gz from the Ahsay website with
fetch command.

3. Create a directory /usr/local/cbs for the AhsayCBS installation.

mkdir -p /usr/local/cbs

4, Copy the installation file cbs-nix.tar.gz to /usr/local/cbs.

cp cbs-nix.tar.gz /usr/local/cbs

5. Goto the /usr/local/cbs directory.

cd /usr/local/cbs

6. Unzip and extract the installation files with the following tar command.

tar xvfz cbs-nix.tar.gz

7. Gotothe /usr/local/cbs/bin directory.

cd /usr/local/cbs/bin

8. To execute the installation file, type the following command:
sh install.sh



http://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay_downloads_latest-software_ahsaycbs

9. When asked to enter the java 1.7 home, type the following: /usr/local/openjdk7/jre
which is the location of your java 1.7 home but the path may be different depending on the
installed java.

Log Time: Wed Sep 5 10:35:36 HKT 2018

Verifying current user privilege ...
Current user has enough privilege to "install".

Start configuration on BSD distribution Platform
(FreeBSD)

Using CBS HOME /usr/local/cbs

Please enter your java 1.7 home:
/usr/local/openjdk7/jre

After successful installation, the screen will look like the following:
Copy java 1.7 from /usr/local/openjdk7/jre
Current Directory: "/usr/local/cbs".

Created symlink "java" to "jvm".

Minimum supported JVM version: 1.7

Current JVM version is supported for installation.
Installing [ Ahsay Cloud Backup Suite ]

[ Ahsay Cloud Backup Suite ] Service Script created at
/usr/local/cbs/bin/cbs

Please provide the path to the service script!

Install Service for BSD type OS

Copying script cbs to /usr/local/etc/rc.d

You may start this service by:

sh "/usr/local/etc/rc.d/cbs" start &

[ Ahsay Cloud Backup Suite ] setup completed!
Migrate from previous version

/usr/local/cbs

Get Startup path for BSD type 0OS

RDR_HOME

OBS_HOME

OBSR_HOME /usr/local/cbs

RPS_HOME

Run MigrateV6 script

Startup [ Ahsay Cloud Backup Suite ]

Current User Name . root

Using SYSTEM TYPE : bsd

Using SYSTEM ARCH : amd64

Using PHYSICAL MEM : 4063 (MB)

Using CBS_HOME : /usr/local/cbs
Using JAVA HOME : /usr/local/cbs/java

Using CATALINA HOME : /usr/local/cbs/tomcat
Using JAVA OPTS R
Djava.library.path=/usr/local/cbs/lib/FbdX64 -




10.

11.

12.

13.

DCATALINA PID=/var/run/obsr.pid -Xrs -Xms512m -Xmx2048m -Xss384k
-XX:PermSize=96m -XX:MaxPermSize=160m -
XX:MaxDirectMemorySize=512m -XX:NewRatio=3 -XX:SurvivorRatio=30
-XX:MinHeapFreeRatio=20 -XX:MaxHeapFreeRatio=80 -
XX:+PrintGCDetails -XX:+PrintGCDateStamps -XX:+UseParNewGC -
XX:+UseConcMarkSweepGC -XX:+CMSParallelRemarkEnabled -
XX:+UseCMSInitiatingOccupancyOnly -
XX:CMSInitiatingOccupancyFraction=85 -XX:+ScavengeBeforeFullGC
-XX:+CMSScavengeBeforeRemark -XX:PerfDataSamplingInterval=500 -
Dsun.net.inetaddr.tt1=3600 -Dnetworkaddress.cache.ttl=3600 -
Dsun.net.inetaddr.negative.tt1l=300 -
Dnetworkaddress.cache.negative.tt1l=300 -
Dsun.nio.PageAlignDirectMemory=true -
Djava.net.preferIPv4Stack=true -
Djava.util.logging.manager=org.apache.juli.ClassLoaderLogManager
-Djava.util.logging.config.file=conf/logging.properties -
Dtc.work.path=work -Dtc.log.path=logs -
Djavax.servlet.context.tempdir=work

Using CATALINA OPTS

Using CATALINA PID : /var/run/obsr.pid

Starting AhsayCBS service

Started [ Ahsay Cloud Backup Suite ]

Installing [ NFS Service (Ahsay Systems Corporation) ]

[ NFS Service (Ahsay Systems Corporation) ] Service Script
created at /usr/local/cbs/nfs/bin/cbsnfs

Please provide the path to the service script!

Install Service for BSD type OS

Copying script cbsnfs to /usr/local/etc/rc.d

You may start this service by:

sh "/usr/local/etc/rc.d/cbsnfs" start &

[ NFS Service (Ahsay Systems Corporation) ] setup completed!
Startup [ NFS Service (Ahsay Systems Corporation) ]

Starting NFS Service (Ahsay Systems Corporation)

Started [ NFS Service (Ahsay Systems Corporation) ]

Check if Java is running on AhsayCBS with the ps -a|grep java command.

# ps -algrep java

The following output shows that Java is running on AhsayCBS.

root@freebsdll:~ # ps -algrep java

63492 0 I 0:58.06 /usr/local/cbs/java/bin/java -
Djava.util.logging.config.

64061 1 S+ 0:00.00 grep java

Check if NFS Service is running on AhsayCBS with the ps —a|grep nfs command.

# ps -algrep nfs

The following output shows that NFS Service is running on AhsayCBS.

root@freebsdll:~ # ps -a | grep nfs

63520 0 S 0:00.61 /usr/local/cbs/nfs/bin/NfsFbdX64 -logfile
/usr/local/cbs

64063 1 S+ 0:00.00 grep nfs
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14. Check if AhsayCBS is listening to both pre-defined http and https ports (i.e. Ports 80 and
443) with the netstat —an|more command.

# netstat —-an|more
15. Inthe following screenshot, AhsayCBS is listening to both ports:
Active Internet connections (including servers)
Proto Recv-Q Send-Q Local Address Foreign Address
(state)
tcp4d 0 0 127.0.0.1.60024 xLx
LISTEN
tcpd 85 0 10.16.4.45.36242 203.186.85.237.443
CLOSE_WAIT
tcp4 0 0 10.16.4.45.443 10.20.1.37.51021
ESTABLISHED
tcp4 85 0 10.16.4.45.60497 203.186.85.237.443
CLOSE_WAIT
tcp4 0 0 *.443 * x
LISTEN
tcp4 0 0 *.80 * *
LISTEN
tcp4 0 0 10.16.4.45.22 192.168.7.104.3983
ESTABLISHED
tcpd 0 0 10.16.4.45.22 192.168.7.104.3956
ESTABLISHED
tcp4d 0 0 10.16.4.45.22 192.168.7.117.4617
ESTABLISHED
tcp4 0 0 10.16.4.45.952 192.168.22.40.2049
ESTABLISHED
tcp4 0 0 10.16.4.45.788 192.168.22.40.2049
ESTABLISHED
tcp4 0 0 *.44097 *Lx
LISTEN
tcpb6 0 0 *.31178 * L x
LISTEN
tcp4 0 0 127.0.0.1.25 * L x
LISTEN
tcp4 0 0 *.22 *Lox
LISTEN
tcpb6 0 0 *.22 * L x
LISTEN
udp4 0 0 *.10000 LK
udp4 0 0 *.51313 LK
udp4 0 0 *.5353 xLx
udp4 0 0 *.514 *Lx
udp6 0 0 *.514 *Lx
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16. Use the hostname and ping commands to check whether the hostname is resolvable. The
following shows that the hostname is resolvable.

root@FreeBSD86:/etc # hostname

FreeBSD server

root@FreeBSD86:/etc # ping FreeBSD server

PING FreeBSD server (10.16.4.45): 56 data bytes

64 bytes from 10.16.4.45: icmp seqg=0 ttl=51 time=4.862 ms
64 bytes from 10.16.4.45: icmp seg=1 ttl=51 time=4.585 ms
64 bytes from 10.16.4.45: icmp seg=2 ttl=51 time=9.948 ms
64 bytes from 10.16.4.45: icmp seqg=3 ttl=51 time=5.080 ms
64 bytes from 10.16.4.45: icmp seg=4 ttl=51 time=4.698 ms
64 bytes from 10.16.4.45: icmp seg=5 ttl=51 time=4.776 ms
64 bytes from 10.16.4.45: icmp seg=6 ttl=51 time=4.815 ms

B D~

-—- FreeBSD server ping statistics ---
7 packets transmitted, 7 packets received, 0.0% packet loss

round-trip min/avg/max/stddev = 4.585/5.538/9.948/1.806 ms

If the hostname is not resolvable, add the corresponding hostname information to the
“hosts” file found at “/etc”.

Otherwise, the SMTP server setting on the AhsayCBS may not work properly.

17.  After successful installation, you can access the login page by opening
https://<your-backup-server> in a browser.

€ AnsayCBS

Login Name

bar my login name




5 Basic Setup and Configuration

Activating License

1. Open AhsayCBS from your browser, e.g. https://<your-backup-server>.

c AhsayCES English

Login Name

Password

Forgot Password

Remember my login name

We use cookies to give you the best experience on our website. By continuing to browse the site, you are agreeing to our use of cookies. You can change your cookie

settings at any time but if you do, you may lose some functionality. More information can be found in our Terms and conditions, Cookie policy and Privacy notice.

2. Log in to the AhsayCBS with the following default credentials.

@ Login name: system
@ Password: system

3. To activate the license, click the License icon.

system &% | English

il B B &) Q

Dashboard Live Activities Administration Logs Backup 7 Restore Logs Replication Logs Redirecticn Logs

AR hy th S 3¢

Users, Groups & Policies Sending Data Accepting Data Joining Redirectors Hesting a Redirector

Tt O

Advanced License
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4, Applying the license key

@  If you are evaluating the AhsayCBS, you can use the evaluation license key
provided on the page by default and click the Update button.

@  If you have a purchased license, copy and paste the licensee name, license key
into the relevant field, then click the Update button.

License information and license related utilities.

Overview

Licensee Mame

EvaluationOnly

License Key
B2phAG-YPDEl-3ggaG-bat CT-xk

Use Proxy

Connection Test

Test

Update License

Lpdate

5. Click at the bottom right corner of the page to save the settings.

NOTE

The evaluation key can only be applied if it has not been activated before in the machine. If you are
using the evaluation license key, you will be able to evaluate the AhsayCBS for 60 days. After which
the AhsayCBS service will automatically stop working. Although the service is still active, the
AhsayOBM and AhsayACB clients will not be able to connect to perform any backups or restores. If
you would like to continue to use AhsayCBS, please contact the Sales team at Ahsay by email at
sales-kb@ahsay.com or call our International Sales Hotline +852 3580 8091.

_
www.ahsay.com 5
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Setting up User Home

Set up a user home in your AhsayCBS to store the user’s information and back up files in your local
location.

1. Click the blue Basic icon on the AhsayCBS main page.

system &%  English

all m 55 0

Dashboard Live Activities Administration Logs Backup / Restore Logs Replication Logs Redirection Logs

Wb i 2 Se%

Users, Groups & Policies Sending Data Accepting Data Joining Redirectors Hosting a Redirector

2. In the User Home tab, click

I Free Trial options || Backup Data migration | Run Direct | Windows Active Directory Integration | Progressive Data integrity Check

Configure the user home directory(ies) for storing all user data

User Home
+ i
Directory Current QPS Ratio Maximum QP$ Ratio
C\Program Files\AhsayCBS\user 253.3% (100G / 39.48G) Unlimited
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3. Enter the directory path in the Home Directory field (e.g. D:\my_user_home) and click
H when done.

User Home

Home Directory

D:Amy_user_home|

Password protected network drive

Maximum QPS Ratio

Unlimited v

NOTE

It is NOT suggested to store your user home in your system partition, e.g. C:\.

4. Click at the bottom right corner to save the new user home settings.

NOTE

For cloud setup, please refer to Ahsay Cloud Backup Suite Administrator’'s guide via the URL below.
https://www.ahsay.com/download/download _document_cbs-admin.jsp



https://www.ahsay.com/download/download_document_cbs-admin.jsp

Setting up SMTP
Configure the SMTP so that you can receive reports from the AhsayCBS.

1. Click the orange Basic icon under System Settings section on AhsayCBS main page.
system &%  English
1] P =" 5 0 0
Dashboard Live Activities Administration Logs Backup / Restore Logs Replication Logs Redirection Logs
/o o
Users, Groups & Policies Sending Data Accepting Data Joining Redirectors Hosting a Redirector
2. In the Email tab, locate the SMTP Server section. Then, click + .

m Predefined Destinations [| Administrative Access

Configure the settings of the email server(s) that will be used for sending emails.

SMTP Server
+ m

Host Name Port | Require SMTP Authentication | Login Name Use secure prof

| General J="FVIN Predefined Destinations | Administrative Access

Configure the settings of the email server(s) that will be used for sending emails.

SMTP Server
+ it

Host Name Port | Require SMTP Authentication | Login Name Use secure protocol | Sender Name @ Sender Email Sign all outgoing emails | Owner

www.ahsay.com 42




€ AhsayCBS

m A B Predefined Destinations || Administrative Access

Configure the settings of the email server(s) that will be used for sending emails.

SMTP Server
+ | i
Host Mame Port | Require SMTP Authentication | Login Mame Use secure p
3. Enter the SMTP mail server settings in the Host Name and Port fields.

Add New SMTP Server

Add a new SMTP server below for sending emails

SMTP Server Settings

Host Name

smip.mycompany.com

Fart
25|

4, If authentication is required, check the checkbox next to Require SMTP Authentication
and then enter the Login Name and Password.

E Fequire SMTF Authentication

Login Mame

Fassword




Optional: Check the checkbox Use secure protocol if required. Select the type of
Protocol from the drop-down box.

«" UU5e secure protocol

Frotocol

SMTPS (SSL/TLS) v

SMTP (STARTTLS)

5. Enter the report sender's name and email address.

Report Sender ©/

Mame

Administrator

EMail

Sign all outgoing emails digitally (S/MIME)

6. Click at the bottom right corner to save the SMTP settings.

7. Click at the bottom right corner to save the settings.

NOTE

If you don’t have a SMTP server, you can consider using a free SMTP such as Gmail.
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Setting up Hostname & System Home

Configure the AhsayCBS hostname and system home path.

General

Host

Host Name
10.21.4.39

System Home

Configure the basic settings for this server below.

System home directory

| G-\Ahsay\System

Connectors
-
+ i
IP Port | Protocol Max Connection Connection Timeout Max Keep Alive Request SSL Certificate
0.0.00 a0 HTTF 500 10000 9999 -
0.000 443  HTIPS 500 10000 99499 -
SSL Certificate
-
+ i
Name | Common Name Organization Unit Organization Name Location State | Country | Expiry Date Status

Cookie Banner Notification

Host

This is the host name of your AhsayCBS. You can enter the domain name of
your AhsayCBS in the formats of “IP Address:port_number” or
“www.mybackup.com:port_number”

Note: The Host Name will be the access link for your users to get access to
the AhsayCBS. Since the host name will be used in various locations, such as
inside welcome email as a reference point for the users to access the
AhsayCBS, inside email as a reference link for the users to recover the
password, users applying Run Direct restore feature, it is important to ensure
the host name is accessible by users from external network environment.

System Home

This is the system home location of your AhsayCBS where the system logs
and group policy files are located. This path is set to your installation home by
default. For production systems the system home should not be setup on the
O/S partition, as the logs could fill up the drive and result in system instability.
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Move/ Import/ Export Users

This function can be used to export users to a zip file, and import users from a zip file.

You can also use this function to migrate backup users from one AhsayCBS server to another
AhsayCBS server, or to migrate users from their current user home to another user home on the
same server. This function is limited to system user with admin role.

Select the desired user, then click the Move/ Import/ Export Users button as shown below.

€ AhsayCBS

Manage your backup users in this section

Manage Backup User

+ i % Roa BE k2 & Fitter | crient Type ¥ || User v || Reqistration Date ¥ || User Group v || Al
Login Name (Alias) Owner Client Version Add-on Modules
@ach - - mn E
® a0 - 7.15.0.20 :Emu-.u E
@conﬂgp: - 71522 : u E

The following screen appears:
Move / Import / Export Users

®  hiove user hnmetol CAProgram FileswhsayCBSwser ¥ |

Import users tul CAProgram Files\whsayCBSwser ¥ |

Exported zip file | Choose File | Mo file chosen

Cwerwrite existing users

Export users to file

Include backup files

» Move user home to — Export user from a user home to another user home on the same
AhsayCBS server .

» Import users to — Import a previously exported user to the selected user home.

» Export users to file — Export user profile and backup files to a zip file format.

NOTE

» Please schedule a time with the backup user before migrating a user to another user home / to another
AhsayCBS. Ensure that the AhsayOBM / ACB client interface is closed, and that no backup / restore
job is performed during the migration.

» Itis highly recommended to temporarily suspend the backup user during the export / import procedure.

> Itis not supported to import users belong to the AhsayCBS v7.15.6.0 or above to the old version of
AhsayCBS server.

Since the migration of a backup user to another user home / AhsayCBS may involve export of the
user profile and backup data, for user with a large amount of backup data, the time required for the
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export may take a while. During the export, please do not restart the AhsayCBS service or the
server. In case of power failure or server shutdown, the export of the user will fail.

Example: Case 1 -- Migrate users from one user home in D: drive to another user
home in F: drive within the same AhsayCBS

Assumptions:

» The backup users to be moved only have small amount of backup files.
» These users are located in D:\u001 to be moved to F:\u001.

Steps:

1. Login to the AhsayCBS and go to Backup/Restore > Users, Groups & Policies.

2. Select the user(s) to be migrated.

€ AhsayCBS

TMYINYN user Group || Policy Group

Manage your backup users in this section

Manage Backup User

+ . $ R BEB fﬂ: Filter| Client Type ~|| User ¥ || Registration Date ¥ || User Group v A
Login Name (Alias) Owner Client Version Add-on Modules
@ach ) - - “-'u @ E
®3pi0 - 7.150.20 B E) DY e e Y] REEE

@® config - 71522 NE

3. Click the Move/ Import/ Export Users button.

4. Make sure the radio button of Move user home to is turned on and select the dropdown
box next to it. Choose the F:\u001.

Move / Import / Export Users

) NMove user home to | DAAhsayCES\user v

Impart users to| DAAhsayCES\user T

Exported zip file | Choose File | Mo file chosen

Owerwrite existing users

Export users to file

" Include backup files

5. Click to proceed.



Example: Case 2 -- Export a user (including data) from one AhsayCBS and import to

another AhsayCBS

Suggestions:

>

>

Perform the export and import procedure for one user at a time.

Suspend the user during the export and import procedures to ensure that no backup / restore
job is performed during the migration.

If the exported “users.zip” file is not saved to a local destination, ensure that the network
between the AhsayCBS server and the save destination remain stable throughout the export
process.

For best result (performance and stability wise), it is recommended that:

=  The export and import operation of the backup user is performed directly on the
corresponding AhsayCBS server, or in the same LAN environment.

@ The exported “users.zip” files are copied directly onto the destination AhsayCBS server,
or a network drive in the same LAN environment.

» For backup user with large amount of data, please

@ Perform the user data export at a time when the resource usage is low on the
AhsayCBS server.

Assumptions:

The user to be exported is located on AhsayCBS1, to be moved to AhsayCBS2.

Before importing the user to AhsayCBS2, make sure that there is no backup user with the same
username on AhsayCBS2.

Backup data are stored on the AhsayCBS server. Data on cloud storage or pre-defined
destination is not supported.

The user should be removed on the original server (e.g. AhsayCBS1) after exporting the user to
the new AhsayCBS server. This is especially important if these AhsayCBS servers are under
the same Redirector setup.

NOTE

Please kindly note that the default size limit for the users.zip file (including Users.xml and backup data) to
be imported to the different AhsayCBS server is 50G. If you want to change the size limit, you need to
change the number of “50” in the line of “<controller maxFileSize="50G"/>" in
“$CBS_HOME/webapps/cbs/WEB-INF/struts-config.xml” to be other value.

Please refer to the following article for further details about how migration of users between
different AhsayCBS under the same Redirector setup:
http://wiki.ahsay.com/doku.php?id=public:5303 how to move user in _same ahsayrdr setup



http://wiki.ahsay.com/doku.php?id=public:5303_how_to_move_user_in_same_ahsayrdr_setup

Steps:

1. Login to the AhsayCBS1 and go to Backup/Restore > Users, Groups & Policies.
Users, Groups &
2. Select the user you need to export and click the Move/ Import/ Export Users button.
€ AhsayCBS
Manage your backup users in this section.
Manage Backup User &
$ @@@ @‘@@‘B@ Fi|l5|'| Client Type “H User VH Registration Date VH User Group v| E
]| Login Name afias) |owmer | ctient version | Add-on moautes
[ @acbo - - "-ﬂ @
[l @0 - 7.15.0.20 B E) BN o e PY[E
O @ config ) - 71522 u
3. Click on the Export users to file radio button and click on the Include backup files check

box to export the backup user data.

Move / Import / Export Users

() Move user home ml D\AhsayCBS\user v |

O Import users tol DhAhsayCES\user T
Exported zip file I Choose File | Mo file chosen |

D Owerwrite existing users

(® Export users to file
Include backup files

4, Click on to proceed. The system will prompt you to save the file (users.zip) in your
local machine. You need to have enough disk space to save the zip file. If the user account
has large backup sets, it is expected to wait for a long time.

5. After exporting process, click E to skip to the Backup User Tab page. Click
afterward to save the change.
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6.

Login to the AhsayCBS2 and go to Backup/Restore > Users, Groups & Policies.

7.

TNV user Group || Policy Group

Manage your backup users in this section.

Manage Backup User &

Faesae ‘@IED @ Fiter [ Clint Type [ User

| | Login Name (Alias)
[1 @aco o Y
] @®a=wio - 715020 B E RN o o Y
[1 @econfig0) - 74522 NE

V| | Registration Date VI | User Group

vl A
|owmer | ctient version | Add-on moautes

8.

Click on the Import users to radio button and select the destination user home on the
AhsayCBS2 from the drop down list.

Move / Import / Export Users

() Move user home to | C:\Program Files\AhsayCBSluser v |

@® Importusers to| C:\Program Files\AhsayCBSiuser v |

Exported zip file | Choose File | Mo file chosen |

|:| Cverwrite existing users

() Export users to file

D Include hackup files

9. Click on the Browse button under the Import users to radio button. Select your previous
exported zip file.

Move / Import / Export Users

() Move user home to | C:\Program Files\AhsayCBSluser v |

@ Import userstol C:\Program Files\AhsayCEBS\user v |

Exported zip file | Choose File | Mo file chosen |

|:| Cverwrite existing users

() Export users to file

D Include hackup files
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10.

11.

12.

13.

www.ahsay.com

If the overwrite option is selected, the user account on the AhsayCBS2 which has the same
user name in the users.zip will be overwritten.

Move / Import / Export Users

Mowve user home to | CAProgram Files\AhsayCBS\user v

o |mpor users to, CA\Program Files\AhsayCES\user v

Exported zip file | Choose File | Mo file chosen

Owerwrite existing users

Export users to file

Include backup files

Click on to proceed.

Restart the AhsayCBS service and login to AhsayCBS2 to check the newly imported user
in the Backup User page.
C s

Backup User

Manage your backup users in this section

Manage Backup User
¥ || Auto Update ¥ || User Group ¥

TR E B R E Fie CientType v | User

Add-on Modules

|| Registration Date || User Group

Login Name (Alias) Ovmer Client Viersion

@ acho) - -
@ apri0 - 7.15.0.20
@Ennﬁg[" - 71522

AL
(5 [o]s PRsIL
&+ 4]

O]
Qe

olo
o[o)

Please refer to the following article for further details about how migration of users between
different AhsayCBS under the same Rediector setup:
http://wiki.ahsay.com/doku.php?id=public:5303 how_ to move user in_same ahsayrdr se

tup

After the entire migration process is completed, delete the original backup account on
AhsayCBS1. On the AhsayCBS web console of AhsayCBS1, under Backup User tab,
select the migrated user account and click on the Delete button to delete it.

€ AhsayCBS
Backup User m Policy Group

Manage your backup users in this section

Manage Backup User

+m# R & B & @& Fier Client Type * || User

Add-on Modules

¥ | | Registration Date ¥ || User Group v A

Login Name (Alias) Owner Client Version

@aco
@®ani0)
(@ config ()

el A | IS O © |
& r[o]n Bl A |2 O F| o] o]
]+ A]12) 0]

7.15.0.20

71522
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Creating User Account
Create a user account for the backup machine.
1. Click the Users, Groups & Policies icon under the Backup / Restore section on the

AhsayCBS main page.
© - -85 system &% | English

l o 55

— =
Dashboard Live Activities Administration Logs ~ Backup / Restore Logs Replication Logs Redirection Logs

AR rfy th 785 25¢

Users, Groups & Sending Data Accepting Data Joining Redirectors Hosting a Redirector
Policies

2. Click + to create a new user account.

€) AhsayCBS
oo | Foves orour |

Manage your backup users in this section

Manage Backup User ©/

. é R B » BE Fie Client Type ¥ || User ¥ || Registration Date ¥ || User Group ¥ || Auto Upd
Login Name (Alias) Owner | Client Version Add-on Modules
@an0 - - 3)

@00 - 7.15.020 HEE R = ==y

@® config = 71522 | x|

@ excho - 7.15020 | x| NEE

@neenc - - Bl o] A S
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3. Enter the Login Name and Password in the relevant fields. The password should be at
least 6 alphanumeric characters.

Add New User

Enter the login credentials required for accessing Ahsay Cloud Ba

General

Login Name

username whner:

Fassword

senens|

L

Optional: Click the check box in front of the user group if you need to assign a user group
for this user. The assignment can also be done later.

User Group

e
+ il
MName COwner

All Users -

4. Click at the bottom right corner to continue.

5. If you need to assign a dedicated storage location for the backup account, select Manually
assigned and choose the storage location under the Home Directory section. If you select
Auto assigned, you can skip this step.

Home Directory

Auto assigned

® Manually assigned| D\my_user_home

DAmy_user_home

Optional: Alias can be left empty if you do not know or do not want to enter the details at
this stage.



6. Set the desired Subscription Type. Select Paid User if you are creating an account for a
user with no expiration period. If you select Trial User, service will be suspended for this
user on the date you specified under the Suspend At drop-down menu.

Subscription Type

* Trial User
Faid Lser

Suspend At

27-Jun-2018

7. Select the status for this user account.

Status

®' Enahble
Suspended
Locked

8. By default, the Upload Encryption Key option is enabled. This is one of the three settings
that requires to be turned on to fulfill the recovery purpose for the encryption key which will
be sent to the backup server. This is useful when backup users have lost their key and
Ahsay can recover the encryption key for them. For more details, refer to the Recovering
Encryption Key via AhsayCBS Web Console section in the AhsayCBS Administrator’s
Guide.

Upload Encryption Key

" Lpload encryption key after running backup for recovery

9. Select the language for this user.
Language
English W



https://www.ahsay.com/download/download_document_cbs-admin.jsp
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10. Select time zone for this user and then click at the bottom right corner to continue.

Timezone
GMT+08:00 (CST) v
GMT+05:00 (PKT) ~

GMT+05:00 (TFT)
GMT+05:00 (TJT}
GMT+05:00 (TMT)
GMT+05:00 (UZT)
GMT+05:30 (IST)
GMT+05:30 (LKT)
GMT+06:00 (ALMST)
GMT+06:00 (BDT)
GMT+06:00 (BTT)
GMT+06:00 (1OT)
GMT+06:00 (KGST)
GMT+06:00 (YEKST)
GMT+07:00 (CXT)
GMT+07:00 {(ICT)
GMT+07:00 (JAVT)
GMT+07:00 (NOWT)
GMT+08:00 (BNT)
GMT+08:00 (BORT)
= GMT+08:00 (C5T)

11. Select the backup user type under the Backup Client section. If the backup client machine
requires to backup files only, such as a desktop computer or a hotebook, then you can
simply create an AhsayACB backup account. Otherwise, you will need to set up
AhsayOBM, because it comes with backup modules to perform Windows system backup,
database backup and virtual machine backup.

Backup Client

AhsayDBM User  '® AhsayaACH User




12.  Click the checkbox(es) to select the Add-on Modules for this backup user.
Add New User

Select the backup client software, usable add-on modules and the available quota for this user.

Backup Client

®  AhsayOBM User AhsayACE User

Add-on Modules

Microsoft Exchange Server m Microsoft SQL Server
“ﬁ\ MySQL Database Server E Oracle Database Server
Lots, Lotus Domino lotus, Lotus Motes
Windows System Backup Windows System State Backup
Vihiware 0 u Hyper-V 0
E Microsoft Exchange Mailbox | 0 ShadowProtect System Backup
@ Continuous Data Protection ;;'51 NAS - Synology

Mobile [0 [2] nas-anse
. Volume Shadow Copy u In-File Delta

OpenDirect / Granular Restore 0 Office 365 Exchange Online Backup 0

Quota
Unlimit storage space for the destination not shown in the following table
=+ il
Destination Quota

(9 Ansayces 50.0 Mbytes ¥

(If preempted mode is enabled in policy settings, the quota setlings are disabled)

Client host limit

Maximum number of host | 1

13.  You can click + to add backup destination for the backup user account. The destination
can be both predefined and standard destination and you can assign backup quota for
each destination for the user account.

For details about quota management, please refer to AhsayCBS v7 Administrator's Guide.

14. By default the Client host limit is non-selected. You can check the checkbox and enter the
client host limit value as needed.

Client host limit

W Maximurm number of host |1
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15. By default the Run Direct is non-selected. You can check the checkbox and enter the value

of maximum number of VM as needed. Click at the bottom right corner to continue.

Run Direct

' M axirmnum number of Yh |1

16. Click + to add user’s contact information.

Add New User

Add contact persons information for this user.

Manage Contact Information

=+ |

MName Email

17.  Fillin the contact details and then click at the bottom right corner to return to the
previous Add New User page.

Contact

Name

username

Email

username@acompany.com

Encrypt Email

Address

Company

Website

Phone 1

Phone 2

18. Click at the bottom right corner to save the new user account information.
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6 Download Backup / Restore Client

There are four backup/ restore clients for you to choose from:
© AhsayOBM and AhsayACB for computer users to backup and restore
© AhsayOBR for computer users to restore only

© AhsayMOB for mobile device users to backup and restore

Download AhsayACB / AhsayOBM / AhsayOBR on Computer

1. In a browser, download the backup clients by clicking the blue Download icon at the top
right corner on the AhsayCBS main page.
(=

Dashboard Live Activities Administration Logs = Backup / Restore Replication Logs Redirection Logs
Logs

2. Click on the tab with the name of the client backup/ restore agent you wish to download,
AhsayOBM tab, AhsayACB tab or Restore tab (AhsayOBR).

LYW\ Il AhsayACE || Wobile | AhsayCBS | AhsayUBS

Choose operating system.

3. Click on the Download (Online) or Download (Offline) button of the platform on which
you wish to install the client backup/ restore agent.
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Choose operating system.

¥, Download (Online)
& !

=- Windows
% Download (Offline)

% Download (Onling)

% Download (Offline)

& &, Download (rpm) (Online) i & Download (sh) (Online)
Limux

& Download (sh) (Offline)

% Download (Onling)

% Download (Offline)

% Download (Online)

A, n
sotane Solaris (x86)

% Download (Offline)

& Download (deb) (Online) | & Download (sh) (Online)
Ubuntu

% Download (sh) (Offline)

e Synology % Download (Online)

Please copy and paste the following URL information into the "URL" text field during

installation
https://10.90.10.84:443%0wnerid=0

@ QNAP % Download (Online)

From v7.15.0.0 onwards AhsayCBS support two installation modes, online and offline
installation (except for Linux (rpm), Ubuntu (deb), Synology NAS and QNAP which supports
online installation only). User can apply either of the installation modes.

Below is the table of comparison between online installation and offline installation.

Online Installation Offline Installation
Internet » It cannot be started without an » Once the offline installer
internet connection. is downloaded, the client

does not require an
internet connection each
time an installation is run.

» Clients need to have an internet
connection each time an
installation is run.

» The offline installer size is
80MB to 140MB
depending on operating
system as it contains all

» If the client internet connection is
interrupted or is not stable the
installation may be unsuccessful.
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» Online installer size is 6KB to
3.5MB depending on operating
system as it contains only the
initial installation package files.

the necessary binary and
component files.

Backup Server
Availability

The online installer requires the
backup server to be online in order
to run and complete the installation.

An offline installation can be
performed independently of
the backup server availability.

Installation
Time

» Takes more time as it needs to
download the binary and
component files (80MB to
140MB depending on operating
system) each time the
installation is run.

» A slow internet connection on

the client machine will also result

in longer installation time.

Takes less time as all the
necessary binary and
components files are already
available in the offline
installer.

Version
Control

Ensures the latest version of the
product is installed.

May need to update the
product version after
installation if an older offline
installer is used.

Administrative
Support

Need more time on the support for
the installation as network factor
might lead to unsuccessful
installation.

Need less time as
independent of network factor
influence.

Deployments

» Suitable for single or small
amount of device installations.

> Suitable for client sites with fast
and stable internet connection.

» Suitable for multiple or
mass device installations.

> Suitable for client sites
with metered internet
connections.

Download AhsayMOB on a Mobile Device

Android Device

The latest version of AhsayMOB is available from Google Play.

iOS Device

The latest version of AhsayMOB is available from Apple App Store.
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Instruction Regarding Installation of Client Backup Agent

For information about the installation of AhsayACB, AhsayOBM, AhsayOBR and AhsayMOB,
creating backup sets and restoration, please refer to the User Guides/Quick Start Guides via the
respective URL below.

AhsayACB

Windows

http://ahsay.com/download/download document acb-quickstart-windows.jsp

Mac OS X

http://ahsay.com/download/download document acb-quickstart-mac.jsp

@ AhsayOBM

Windows http://ahsay.com/download/download document obm-quickstart-windows.jsp

Mac OS X http://ahsay.com/download/download document obm-quickstart-mac.jsp

Linux (CLI) | http://ahsay.com/download/download document obm-quickstart-linux.jsp

Linux (GUI) https://www.ahsav.com/download/download document_obm-quickstart-linux-
qui.jsp

Synology http://ahsay.com/download/download document obm-quickstart-

NAS synology.jsp

63 o-oroan

. https://www.ahsay.com/download/download document obr-user-quide-
Windows .
win.js
https://www.ahsay.com/download/download document obr-user-quide-
Mac OS X )
mac.jsp
. https://www.ahsay.com/download/download document obr-user-guide-linux-
Linux (GUI) -
qui.jsp
D AhsayMoB
. https://ahsay.com/download/download document mob-user-quide-
Android .
android.jsp
i0S https://ahsay.com/download/download document mob-user-quide-ios.jsp
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7 Contacting Ahsay

Technical Assistance

To contact Ahsay support representatives for technical assistance, visit the following website:
https://www.ahsay.com/jsp/en/contact/kbQuestion.jsp

Also use the Ahsay Knowledge Base for resource such as Hardware Compatibility List, Software
Compatibility List, and other product information:
https://forum.ahsay.com

Documentation

Documentations for all Ahsay products are available at:
https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay downloads documentation
quides

You can send us suggestions for improvements or report on issues in the documentation, by
contacting us at:
https://www.ahsay.com/jsp/en/contact/kbQuestion.jsp

The specific document title as well as the change required/suggestion when contacting us.


https://www.ahsay.com/jsp/en/contact/kbQuestion.jsp
https://forum.ahsay.com/
https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay_downloads_documentation_guides
https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay_downloads_documentation_guides
https://www.ahsay.com/jsp/en/contact/kbQuestion.jsp

Appendix

Uninstall AhsayCBS on Windows

1. Go to Control Panel > Programs and Features > Uninstall a program, then look for
Ahsay Cloud Backup Suite.
Uninstall or change a program
To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Organize *  Uninstall = - @
MName - Publisher Installed On  Size Version
[ 7-Zip 9.25 (x64 edition) Iger Paviov 7/16/2014 429MB  9.25.00.0
(3 Ahsay Cloud Backup Suite Ahsay Systems Corporation 2/6/2017 484MB  7.9.2.0
@AhsayOBM Ahsay Systerns Corperation 2/3/2017 248MB 7.9.20
[E] Microsoft Visual C++ 2008 Redistrib... Microsoft Corporation 7/15/2014 131 MB  9.0.30729.4143
[= Microsoft Visual C++ 2008 Redistrib... Microsoft Corperation /1572014 101 MB  9.0.30729.4143
@ Mosilla Firefox 51.0.1 (86 en-US) Muozilla 2/372017 91.8MB  51.0.1
i:jMozilla Maintenance Service Maozilla 2/3/20N7 232KB  51.0.1.6234
@ PuTTY version 0.62 Simon Tatham 7162014 343MEB  0.62
[ Tail for Win22 Siermens Dematic Tools Mange..  7/16/2014 220KB 4.2.6
ETeamViewer 12 TeamViewer 12/2/2016 12.0.71503
RE TightvNC GlavSoft LLC. T/16/2014 1.10MB  2.7.10.0
VMWE{E Tools YMware, Inc. /1572014 53.0ME  9.0.1.18531
By WinsCP 5.1.1 Martin Prikryl 711672014 11.3MB 511

2. The AhsayCBS Uninstall wizard will be shown on the screen, click Yes to proceed.

0 Are you sure that you want to completely remove AhsayCBS and all of

its components?
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3. If there is a Run Direct restore running at the time of the AhsayCBS uninstallation, the
following screen prompts to alert you the NFS service is in use.

» Select No if you do not wish to force uninstall the NFS service. AhsayCBS will be
uninstalled without affecting the NFS service, where the Run Direct restore will not
be interrupted.

» Select Yes to force uninstall the NFS service. Both AhsayCBS and NFS service will
be uninstalled from the machine. The VM running Run Direct restore session and
the datastore are both unmounted from the VMware server.

AhsayCBS Uninstall L

Uningstall Status
Pleaze wait while AhsayCBS is removed from your computer. G

Uninstaling AhsayCBS...

uninstall MFS service now?

0 Installer has detected that MFS service is in use, Do you want to force

4. The following screens prompt when the uninstallation is completed. Click OK to exit the
prompts.

o AhsayCBS was successfully removed from your computer,

If your systermhome and userhome are located in the AhsayCES, please
ensure that you have migrated them to the new AhsayCBS installation
directory before removing the directory:

[C\Program Files\AhsayCBSY]

5. The system will automatically open a file folder directing to the installation path, so that the
USER_HOME, SYSTEM_HOME and POLICY_HOME can be copied/backed up easily if
required.



Uninstall AhsayCBS on Linux/FreeBSD

To uninstall AhsayCBS from a Linux or FreeBSD system, please follow the steps below.
1. Login as root to the Linux/FreeBSD machine.

2. Gotothe /usr/local/cbs/bin directory.

# cd /usr/local/cbs/bin

3. Uninstall AhsayCBS using the sh command.

# sh uninstall.sh

4, After successful uninstallation, AhsayCBS and NFS service will no longer be available
because removal of the startup scripts will stop the services from starting at bootup.

Log Time: Fri Nov 18 14:08:56 HKT 2016

Verifying current user privilege

Current user has enough privilege to "uninstall".
Using CBS HOME: /usr/local/cbs

Using JAVA HOME: /usr/local/cbs/java

Try to shutdown [ Ahsay Cloud Backup Suite ]

Current User Name : root

Using SYSTEM TYPE : linux

Using SYSTEM ARCH : x86 64

Using CBS_HOME : /usr/local/cbs

Using JAVA HOME : /usr/local/cbs/java

Using CATALINA HOME : /usr/local/cbs/tomcat

Using JAVA OPTS : -Djava.library.path=/usr/local/cbs/1lib/LinX64 -

DCATALINA PID=/var/run/obsr.pid -Dsun.net.inetaddr.ttl=3600 -
Dnetworkaddress.cache.tt1=3600 -Dsun.net.inetaddr.negative.ttl1l=300 -
Dnetworkaddress.cache.negative.tt1=300 -
Dsun.nio.PageAlignDirectMemory=true -Djava.net.preferIPv4Stack=true -
Djava.util.logging.manager=org.apache.juli.ClassLoaderLogManager -
Djava.util.logging.config.file=conf/logging.properties -
Dtc.work.path=work -Dtc.log.path=logs -
Djavax.servlet.context.tempdir=work

Using CATALINA OPTS

Using CATALINA PID : /var/run/obsr.pid

Stopping AhsayCBS service

Wait 5 seconds before [ Ahsay Cloud Backup Suite ] is down

Remove [ Ahsay Cloud Backup Suite ] (cbs) from service

Uninstall Service for NIX type OS

Using init script path /etc/init.d

Using run level script path /etc/rc.d

Removing symbolic link from run levels

Removing script file cbs from /etc/init.d

[ Ahsay Cloud Backup Suite ] uninstall service is complete!

Try to shutdown [ NFS Service (Ahsay Systems Corporation) ]

Stopping NFS Service (Ahsay Systems Corporation)

Wait 5 seconds before [ NFS Service (Ahsay Systems Corporation) ] is
down




Remove [ NFS Service (Ahsay Systems Corporation) ] (cbsnfs) from service
Uninstall Service for NIX type OS

Using init script path /etc/init.d

Using run level script path /etc/rc.d

Removing symbolic link from run levels

Removing script file cbsnfs from /etc/init.d

[ NFS Service (Ahsay Systems Corporation) ] uninstall service is
complete!

It is now safe to remove files from /usr/local/cbs

5. Make a backup of your existing $SYSTEM_HOME, $USER_HOME and $POLICY_HOME
directories to another computer if necessary.

6. Remove the $CBS_HOME directory from the system. Once done, AhsayCBS will now be
removed from your system.
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