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1 Overview

What is this software?

AhsayCBS is a web-based centralized management console for backup service administrators or
users to manage backup and restore, and to monitor backup, restore, replication and redirection
activities. Administrators can create backup user accounts, manage group policies, and keep track
of system performance and health.

Administrators can create sub-admin or reseller accounts so that they can manage the backup
users by themselves. In addition, non-admin operator accounts with read only permission can be
created to help backup service administrator to monitor daily backup and restore jobs, as well as
system activities.

To further safeguard the data hosted on the Backup Server, AhsayCBS comes with replication
feature to replicate the backup data offsite to a Replication Server hosted in another site or to
commercial cloud storages such as network storage, FTP/SFTP and common cloud storages
(Google Drive, Dropbox, OneDrive, Amazon Drive, Box, etc.)

System Architecture

Below is a diagram illustrating the relationship among the AhsayCBS, client components and server
components.
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Recommendation on Antivirus Exclusion

To optimize performance of AhsayCBS on Windows, and to avoid conflict with your antivirus
software, refer to the following KB article the list of processes and directory paths that should be
added to all antivirus software white list / exclusion list:

FAQ: Suggestion on antivirus exclusions to improve performance of Ahsay software on Windows

NOTE

For AhsayCBS version 7.17 or above, the chssvcX64.exe or chssvcX86.exe processes are automatically
added to Windows Defender exclusion list for Windows 10 and 2016, during installation / upgrade via
installer.

AhsayCBS System Components

Client Components

Below is a brief introduction of the three client backup agents.

@ AhsayOBM

AhsayOBM is a versatile backup application that backup databases, applications and virtual
machines to local and offsite destinations, e.g. local storage, on premise Backup Server or Backup
Server located in datacenters, and common cloud storages (Google Drive, Dropbox, OneDrive,
Amazon Drive, Box, etc.)

All the backup data are compressed and encrypted before uploading to the Backup Server, while
the restore process would require downloading the compressed and encrypted data onto the client
computer for decryption and un-compression.

AhsayOBM allows the creation of multiple backup sets, and backup file, databases and virtual
machines such as VMware, Hyper-V, Microsoft Exchange Database Availability Group (DAG),
Microsoft Exchange Database, Microsoft Exchange Mailbox, Microsoft SQL Server, Oracle
Database, Lotus Domino/Notes, MySQL, Office365 Exchange Online, Cloud File, and
Windows Bare Metal with our dedicated backup modules.

Refer to the URL below to obtain the Quick Start Guide of AhsayOBM for instructions on installing
the software, running a backup job and restoring backed up data.

Windows Click to obtain the v7 Quick Start Guide
Mac Click to obtain the v7 Quick Start Guide
Linux (CLI) Click to obtain the v7 Quick Start Guide
Linux (GUI) Click to obtain the v7 Quick Start Guide
Synology Click to obtain the v7 Quick Start Guide
@ AhsayACB
www.ahsay.com 2
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AhsayACB is an advanced yet easy-to-use desktop and laptop backup software for backing up
files, Cloud files, Windows System backup and IBM Lotus Notes to local and offsite destinations,
e.g. local storage, on premise Backup Servers or Backup Servers located in datacenters, and
common cloud storages (Google Drive, Dropbox, OneDrive, Amazon Drive, Box, etc.)

All the backup data are compressed and encrypted before uploading to the Backup Server, while
the restore process would require downloading the compressed and encrypted data onto the client
computer for encryption and un-compression.

Refer to the URL below to obtain the Quick Start Guide of AhsayACB for instructions on installing
the software, running a backup job and restoring backed up data.

Windows Click to obtain the v7 Quick Start Guide
Mac Click to obtain the v7 Quick Start Guide
D AhsayMOB

As a comprehensive backup solution to Android and iOS mobile devices, AhsayMOB's user-
friendly interface allows users to quickly configure backup settings and easily back up important
data on their smartphones, such as photos, videos and contacts.

You can choose to enable or disable the backup data encryption feature according to your
preference. If you choose to disable the encryption feature, some backup data (e.g. photos or
videos) backed up to the cloud storage can be viewed directly from there.

Below is a table showing the supported Cloud Backup Destinations and supported Backup Data
Type on both platforms.

Supported Cloud Backup Destinations

i0S Android
AhsayCBS Storage v v
Google Drive v v
Dropbox v v
OneDrive v v

Supported Backup Data Types

i0S Android

Photo (V4

Video

Contact

Voice File

Message (SMS)

X | x| x| | Q|
R R[S S

WhatsApp
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Refer to the URL below to obtain the User Guide of AhsayMOB for instructions on installing the
software, running a backup job and restoring backed up data.

i0S

Click to obtain the User Guide

Android

Click to obtain the User Guide

Below is a brief introduction of the client restore agents.

63 osvoon

AhsayOBR supports the restore of multiple backup sets; file, databases and virtual machines, such
as VMware, Hyper-V, Microsoft Exchange Database Availability Group (DAG), Microsoft
Exchange Database, Microsoft Exchange Mailbox, Microsoft SQL Server, Oracle Database,
Lotus Domino/Notes, MySQL, Windows System, Windows System State, ShadowProtect,
Synology NAS Devices, Office365 Exchange Online, Cloud File with our dedicated restore

modules.

While you can still download Client Backup Agent (AhsayOBM/ AhsayACB) to restore data on
computer, AhsayOBR gives a quick, direct and secure solution just for the data restore purposes.
Below is a table comparing some major features of both tools, and the pros and cons of using

them.
Feature Tool Pros Cons
Installation AhsayOBR = No installation required Required to launch every time
® Faster to launch when you use
Client One-time installation Larger installer size hence
Backup longer installation time
Agent
Run Direct AhsayOBR N/A Run Direct restore for VMware
Restore and Hyper V servers is NOT
supported. Since AhsayOBR
is not a Client Backup Agent
and therefore NFS is not
bundled along with the
software. NFS is a mandatory
item for performing Run Direct
restore for VMware and
Hyper-V servers.
Client Support Run Direct restore for N/A
Backup both VMware and Hyper-V
Agent servers.
OpenDirect AhsayOBR OpenDirect restore allows you | To ensure optimal restore
Restore . to view and download performance, the backup of
Client o . S . )
individual files from a the files in an OpenDirect file
Backup ) , .
Agent compressed or image file, backup set will NOT be
9 without having to restore encrypted and compressed,
compressed file or image file therefore, you may have to
www.ahsay.com 4
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first. OpenDirect restore gives
you the flexibility to restore
selective file(s) quickly, so it
saves you time and effort to
achieve your restore goal.

take these factors in
consideration when selecting
this restore option.

Granular AhsayOBR In some cases, you may only To make ensure optimal
Restore . need to restore a few restore performance, the
Client s . ;
individual file(s) from the guest | backup of the guest VM will
Backup
Agent VM, therefore, granular restore | NOT be encrypted and
9 gives you a fast, convenient, compressed, therefore, you
and flexible tool to restore may have to take this factor in
selected file(s) from a guest consideration when using this
VM quickly. restore method.
Cross platform | AhsayOBR Although both tools are available for use on various platforms,
usage . e.g. Windows, Mac, Linux, etc., cross platform restore is NOT
Client i .
Backu recommended. For example, files backed up on Windows are
P not recommended to restore on a Mac/Linux machine.
Agent
Compatibility AhsayOBR Support restore of backup set N/A
created on either AhsayACB /
AhsayOBM
Client N/A Support restore of backup set
Backup created by the same type of
Agent Client Backup Agent only. E.g.

backup set created on
AhsayOBM can only be
restored by AhsayOBM.

Refer to the URL below to obtain the User Guide of AhsayOBR for instructions on installing the
software, running a backup job and restoring backed up data.

Windows Click to obtain the v7 User Guide

Mac Click to obtain the v7 User Guide

Linux (GUI) Click to obtain the v7 User Guide
www.ahsay.com
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Server Components

There are three server components: Backup Server, Replication Server, and Redirector. You can
manage these components by logging to AhsayCBS with an admin role account. The following
screen shows the AhsayCBS server components.

Backup Server

The Backup Server is a platform for backup clients to perform backup to its local hard disk,
network storage, FTP/SFTP and common cloud storages such as Google Drive, Dropbox,
OneDrive, Amazon Cloud Drive, Amazon S3, MS Azure, Google Cloud Storage etc.

All the backup jobs, with the exception of File, VMware, and Hyper-V backup sets with either Run
Direct and or Open Direct / Granular feature enabled, are compressed and encrypted before
uploading to the Backup Server, while the restore process would require downloading the
compressed and encrypted data onto the client computer for decryption and un-compression.

Replication Server

Replication Server offers close to real time replication of the Backup Server (backup server
configuration files, user profiles & backup set settings, and backup data hosted on the backup
server). So that when your production Backup Server is out of service, you can switch the
Replication Server into Backup Server within a short period to reduce potential downtime of your
backup service.

Redirector

With the use of Redirector in conjunction with multiple Backup Server machines, it forms a cloud
backup architecture for servicing as many backup customers as needed with a single public URL.
All backup users will use the single URL as the initial contact server, even though they reside on
different Backup Servers under different URLs. Thus, an online backup provider can add new
Backup Server machines to serve new customers, or relocate existing backup accounts from one
Backup Server to another easily without the need for the existing users to reconfigure the backup
server address in AhsayOBM or AhsayACB.
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Agentless Backup / Restore

AhsayCBS v7.9.0.0 or above supports agentless backup and restore for Cloud File and Office 365
Exchange mailbox backup sets, which does not require any AhsayOBM/AhsayACB backup agents
to be installed on the client machine. Instead, Cloud File and Office 365 Exchange mailbox backup
or restore jobs are performed directly by the AhsayCBS server itself. For VMware ESXi/vCenter
backup sets backed up to AhsayCBS, the guest VMs can be recovered using the agentless restore
feature, which supports both Run Direct and Non Run Direct restores.

Below is the main user interface of the AhsayCBS (user role), also known as AhsayCBS User Web
Console, where your clients login to manage their backup sets, perform the agentless

backup/restore (Office 365 Exchange Online Mailbox and Cloud File backup sets), Run Direct
restore for VMware ESXi/vCentre backup sets.

Live Activities

VM

N

Run Direct

There are three backup sets that support agentless backup and restore in AhsayCBS v7.9.0.0 or
above:

© Cloud File Backup and Restore

You can now back up your data stored on Cloud storage (Google Drive, OneDrive, Dropbox,
Amazon Cloud Drive, MS Azure, Google Cloud Storage, Amazon S3 etc) to the AhsayCBS
or other cloud backup destination.

© Exchange Online Mailbox Backup and Restore for Office 365

You can now back up mail objects from your Office 365 mailbox, and then restore them to
your original account or another user under the same Office 365 Exchange Online account,
all on the AhsayCBS without having to install a client backup agent first.

© Run Direct of VMware vCenter/ESXi VM from AhsayCBS server

You can now perform a Run Direct restore of the VMware vCenter/ESXi VM directly using

the AhsayCBS without the presence of a client backup agent (AhsayOBM/AhsayACB/
AhsayOBR).
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Why should | use AhsayCBS to manage my backup users and
system?

Flexible Destination

3 Management
Real-time Status

Monitoring Instant Replication

AhsayCBS

Fully Rebrandable

High Scalability

Centralized
Management
Console for Users

é&—== Real-time Status Monitoring

Monitor System Health and Backup/Restore Status, Anytime Anywhere — the AhsayCBS user
interface (Ul) has been designed to provide you with a user-friendly and informative view of various
kinds of information you need. Highlighted features including:

© A dashboard to view the system usage and performance

© Live Activities panel to view real-time status of backup, restore, replication, redirection, etc.

© Panels to view all log files of backup, restore, replication and redirection

Flexible Destination Management

Wide range of backup destination options — to offer you with the greatest flexibility of backup
destination, AhsayCBS now supports local drive, mapped network drive, FTP / SFTP server, and
public cloud object storage as the backup destination for storing the backup data.

Below is a full list of the supported cloud storage:

Aliyun (FR[EEZ) * CTYun (REHBEREER ) Amazon S3 Amazon Cloud Drive
Google Cloud . . Microsoft OneDrive /
Storage Google Drive Onebrive OneDrive for Business
Rackspace OpensStack Microsoft Azure Dropbox
www.ahsay.com 8



AWS S3
FTP SFTP Compatible Cloud
Storage

* Available on computers with China or Hong Kong local settings

Cloud backup gives you two major advantages:

© Multi-destination Backup for Extra Protection — you can now back up your
database, files or data to both local drive and cloud destination. While local destination
backup gives you the convenience of faster backup and restore as a result of the local
infrastructure, you can take a further step to utilize the cloud backup to give you an
extra layer of protection in the event of a local drive corruption, where you will still be
able to retrieve data from the cloud destination.

© Eliminate Hardware Investment — with the increasingly affordable cloud storage cost,
you can deploy on cloud platform and utilize cloud storage as your centralized data
repository, or simply expand your cloud storage as a backup destination without
having to invest on hardware.

D Instant Replication

Extra layer of data protection — the replication server provides an additional layer of data
protection by providing an offsite backup store for backing up data from either a single or multiple
AhsayCBS servers. The Ahsay replication process is close to real-time and hence this will reduce
the probability of significant data loss in the event of an AhsayCBS outage. The synchronization
process does not require stopping or interrupting any backup operations. As the replication module
will be replicating the backup data using four modes, pending, resync, replay, and sleep mode.

Furthermore, you have flexibility to select specific user's backup set from the backup server to
replicate instead of replicating all users and backup sets. The replication speed has been enhanced
by utilizing the multiple thread replication technology.

Refer to the Replication section for further details.

=" High Scalability

Easy system expansion for your business growth — as your business continues to grow, you
need greater storage and backup capabilities to keep all your data safe and protected. With
AhsayCBS, you can always scale up your backup service. With the program’s built-in redirection
module, you can redirect the extra user traffic to other AhsayCBS servers to manage your growing
volume of data easily.

We understand that expanding backup service could be a difficult situation when you have to deal
with multiple domain servers, a high scalable backup system should make this kind of transition as
seamless as possible to users. Our Redirector is designed to facilitated easy expansion of your
backup service.

Refer to the Configuring Redirector section for further details.
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Fully Rebrandable

Rebrand and customize to best cater your clients’ needs — All graphics and wordings in
AhsayCBS are rebrandable and customizable for MSPs. Thus, you can use a rebranded AhsayCBS
to build your branded backup appliance for customers who preferred on-site backup solution.

Centralized Management Console for Users

Monitor and Manage Backup without Client Backup Agent — our enriched features on the
centralized web console offers users a one-stop location for running and configuring backup jobs,
monitoring backup and restoring activities, and initiating a Run Direct restore.

For further instructions on using the User Web Console, refer to the Ahsay CBS User Guide.
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2 About this Document

What is the purpose of this document?

This document aims at providing all necessary information for you to work with the AhsayCBS
server at the administrator level to manage backup and restore jobs.

What should | expect from this document?

After reading through this documentation, you can expect to have sufficient knowledge to perform all
administrative tasks and manage your AhsayCBS server effectively.

Who should read this document?

This documentation is intended for IT professionals who need to work with AhsayCBS server at the
administrator level.

Where can | get information about System Requirements and Settings for
installing the AhsayCBS?

Before you read through this Administrator’'s Guide for information on managing all
administrative tasks on AhsayCBS, you should have the AhsayCBS installed first. Refer to the
Ahsay Cloud Backup Suite Quick Start Guide for instructions on software installation, system
requirements, network, and firewall settings.
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3 Login to AhsayCBS Server

Log in to AhsayCBS Web Management Console

1. Enter the IP address or domain name on a web browser.
https://<IP_Address:port number/>

2. Enter the system login name and password. The default login credential are:
Login Name: system

Password: system

English

Login Name:

Password

Forgot Password

Remember my login name

We use cookies to give you the best experience on our website. By continuing to browse the site, you are agreeing to our use of cookies. You can change your cockie

settings at any time but if you do, you may lose some functionality. More information can be found in our Terms and conditions, Cookie policy and Privacy notice.

NOTE

Please kindly note that to comply with the new General Data Protection Regulation (GDPR)
requirements, there will display a banner stating the organizations cookie policy when
processing to login AhsayCBS server. This will also apply to the AhsayCBS web console.

From AhsayCBS version 7.15.6.0 onwards, administrator can configure a notification banner to
be displayed on the AhsayCBS web console (displayed at the login interface), and the contents
of the banner can be configured on the AhsayCBS web console at “System Settings > Basic >
General > Cookie Banner Notification”.

Cookie Banner Notification

We use cookies to give you the best experience on our website. By
continuing to browse the site, you are agreeing to our use of cookies. You
can change your cookie settings at any time but if you do, you may lose
some functionality. More information can be found in our <a
href="http://terms_condition.com">Terms and conditions</a>, <a
href="http://cookie_policy.com">Cookie policy</a> and <a
href="http://privacy_note.com">Privacy notice<fa>.

HTML codes can be used for content of the banner.

3. Click the green Login button to login.
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4. The following screen appears with five sections: Monitoring, Backup / Restore,
Replication, Redirection, and System Settings. Each of these sections are described
in detail in later chapters.

Ahsay TS WIAET x\+ |;|£-I

€ | R nitps 1023689 6044 /chs/indexdo @ || Seanch =l =] + @ & =

1 1
7 M

()
L4 L)
Users, Groups & Sending Data Accepting Data Joining Redirectors osting a Redirector
Folicies

Forgot your Password?

If you have forgotten your system or administrator password, please refer to the following KB article
for instructions. FAQ: How to recover AhsayCBS system account password? (5122)
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Download Client Backup Agents
You can choose the client software you wish to download as follows.

1. On the AhsayCBS Logon page, click the download arrow on the top right hand corner.

Login Name

Passwiord

Forgot Password

[ Remember my login name

2. Click on the tab with the name of the client backup agent you wish to download.

Choose operating system.

3. Click on the Download (Online) or Download (Offline) button of the platform on which
you wish to install the client backup agent.

Choose operating system

¥, Download (Online)
e

=- Windows
& Download ({

P & Download (Online)
. Mac QS X
& Download (Offline)

& . & Download (rpm) (Online) | & Download (sh) (Online)
Inux

& Download (sh) (Offiine)

& Download (Online)

“ FresBSD

&, Download (Offline;

" . & Download (Online)
sotare Solaris (x86)
& Download

¥ Download (deb) (Online) | & Download (sh) {Online)
Ubuntu

&, Download (sh) (Offiine]

@ Synology & Download (Online)

Please copy and paste the following URL information inta the "URL" text field during installation
https://10.120.10_30:443?0wnerid=43353

@ QMAP & Download (Online)
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Choose operating system.

&, Download (Online)

I= Windows

& Download (Offiine)

&, Download (Online)

@ Mac 08X
& Download (Offiine)

Please kindly note that each time after upgrading AhsayCBS version, it is required to
rebuild the installers. Otherwise, you cannot download the installer and following warning
will prompt.

The installed | restoner s ouldaled. Please comtact thi System Adminisirator i obLan
miE labes] version

From v7.15.0.0 onwards AhsayCBS support two installation modes, online and offline
installation (except for Linux (rpm), Ubuntu (deb) and AhsayMOB which supports online
installation only). User can download and run either one of the installers.

Below is the table of comparison between online installation and offline installation.

Online Installation Offline Installation
Internet » It cannot be started without an » Once the offline installer
internet connection. is downloaded, the client

does not require an
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» Clients need to have an internet
connection each time an
installation is run.

> If the client internet connection
is interrupted or is not stable
the installation may be
unsuccessful.

» Online installer size is 6KB to
3.5MB depending on operating
system as it contains only the
initial installation package files.

internet connection each
time an installation is
run.

» The offline installer size
is 80MB to 140MB
depending on operating
system as it contains all
the necessary binary
and component files

Backup Server
Availability

The online installer requires the
backup server to be online in order
to run and complete the installation.

An offline installation can be
performed independently of
the backup server
availability.

Installation
Time

» Takes more time as it needs to
download the binary and
component files (80MB to
140MB depending on operating
system) each time the
installation is run.

» A slow internet connection on
the client machine will also
result in longer installation time.

Takes less time as all the
necessary binary and
component files are already
available in the offline
installer.

Version
Control

Online installation ensures the
latest version of the product is
installed.

May need to update the
product version after
installation if an older offline
installer is used.

Administrative
Support

Need more time on the support for
the installation as network factor
might lead to unsuccessful
installation.

Need less time as
independent of network
factor influence.

Deployments

» Suitable for single or small
amount of device installations.

» Suitable for client sites with fast
and stable internet connection.

» Suitable for multiple or
mass device
installations.

» Suitable for client sites
with metered internet
connections.

For instructions regarding installation of the client backup agent, refer to the Client Components
section for the URL to obtain the Quick Start Guide.
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Change the Language

You can change the language shown on AhsayCBS web console

1. To change the display language, click on the dropdown box on the top right of the screen to
select another display language.

c ] AhsayCBS English

Login Name

Password

Forgot Password

Remember my login name

2]

LOGIN

We use cookies to give you the best possible experience on our website. By continuing to browse this site, you give consent
for cookies to be used. For more details please read our Cookie Policy. hitps://www.hsbc.com.hk/personal/legal-
information.html

2. Click on the desired language from the list.
€ AhsayCBS English

Login | Dansk Deutsch
AANVLKD Espafiol

Passw Euskera Suomalainen

Forgot

Italiano
Re ‘ ghzof
Mederlands
Pe
srazilian) Portugués (Portugal)
Slovenski
Turk

e

We use cookies to give you the best possible experience on our website. By continuing to browse this site, you give consent
for cookies to be used. For more details please read our Cookie Policy. hitps:/iwww.hsbc_com.hk/personalflegal-
information_htmi
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Invoke Online Help
You can invoke the online help on most of the pages while navigating the AhsayCBS. The online

help aims at providing instructions on operation on the corresponding page.

1. Click X to shut down the banner.
c AhsayCBS English

Login Name

Password

Forgot Password

Remember my login name

2]

LOGIN

We use cookies to give you the best possible experience on our website. By continuing to browse this site, you give consent
for cookies to be used. For more details please read our Cookie Policy. https://www.hsbc.com.hk/personal/legal-
information.html

2. Click on the question mark at the bottom right corner.

c AhsayCBS English

Login Name

Password

Forgot Password

Remember my login name

2
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3. The corresponding online help page shows.
§ (-:w (D@ At /102368950443 cbs help/ShowHelp.do € | Q search we 9 3 s e =
Logon
Key:
Field Description
Login Name: System user login name:.
Passwaord System user login password
Forgot Password In case e password is forgot. Chiek on This link and enter your login name of registered email. The password will be sent 1o
your email address.
Remember my login name I this eniry is checked, the login name will be appeared in the "Login Name” field. Uncheck this box io remove the saved
login name in the browser.

4, You can print the online help by clicking the print button at the bottom right corner. To
exit, click X.
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4 Managing License

Verify License Connectivity

The AhsayCBS server is required to access the Internet and to connect to the Ahsay License Server
(lic.ahsay.com) using https protocol for license activation, daily license checks, and license CAL
updates. Make sure your firewall settings are configured to allow outbound connections to
lic.ahsay.com via port 443 using TLSv1.

To verify Ahsay license connectivity you can either:

© Open a web browser on your AhsayCBS and enter the following URL https://lic.ahsay.com
the following message is displayed when the connection is successful.

).'fl.\‘clmme 1o lic.ahsay.com = -\I.\+

B Ancay Sprtens Corparation Lime, HIG | hips://lic.ahs ey oomalsnde b [ d, Srare

Welcome to lic.ahsay.com

o harve reached the Absay Licensing Server succesafifly, If vou are seemg this from a browser runemg an AhsayOBS, please vy thes do

1. Logon te AbsavDBS Admersstration Consale
2. Browse to [Manage System] -> [Software License] page
3. Press the [Update] button to obtain new beense infonmation from this Brense senver

-OR-

© Use the telnet command to check the connection on your AhsayCBS server.

# telnet lic.ahsay.com 443
Trying 203.186.85.237...
Connected to lic.ahsay.com.

Escape character is '"]'.

Use the openssl s_client command to check whether TLSv1 is enabled.

# openssl s _client -connect lic.ahsay.com:443 -tlsl

CONNECTED (00000003)

depth=3 C = US, O = "The Go Daddy Group, Inc.'", OU = Go Daddy
Class 2 Certification Authority

verify return:l

depth=2 C = US, ST = Arizona, L = Scottsdale, O = "GoDaddy.com,

Inc.", CN = Go Daddy Root Certificate Authority - G2
verify return:1
depth=1 C = US, ST = Arizona, L = Scottsdale, O = "GoDaddy.com,

Inc.", OU = http://certs.godaddy.com/repository/, CN = Go Daddy
Secure Certificate Authority - G2
verify return:l
depth=0 1.3.6.1.4.1.311.60.2.1.3 = HK, businessCategory = Private
Organization, serialNumber = 0498825, C = HK, ST = Hong Kong, L =
Kowloon, O = Ahsay Systems Corporation Limited, CN = ahsay.com
verify return:l
Certificate chain

0 s:/1.3.6.1.4.1.311.60.2.1.3=HK/businessCategory=Private
Organization/serialNumber=0498825/C=HK/ST=Hong
Kong/L=Kowloon/O=Ahsay Systems Corporation Limited/CN=ahsay.com
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i:/C=US/ST=Arizona/L=Scottsdale/O=GoDaddy.com,
Inc./OU=http://certs.godaddy.com/repository//CN=Go Daddy Secure
Certificate Authority - G2
1 s:/C=US/ST=Arizona/L=Scottsdale/O=GoDaddy.com,
Inc./OU=http://certs.godaddy.com/repository//CN=Go Daddy Secure
Certificate Authority - G2
i:/C=US/ST=Arizona/L=Scottsdale/O=GoDaddy.com, Inc./CN=Go
Daddy Root Certificate Authority - G2
2 s:/C=US/ST=Arizona/L=Scottsdale/O=GoDaddy.com, Inc./CN=Go
Daddy Root Certificate Authority - G2
i:/C=US/0O=The Go Daddy Group, Inc./0OU=Go Daddy Class 2
Certification Authority
3 s:/C=US/0=The Go Daddy Group, Inc./0OU=Go Daddy Class 2
Certification Authority
i:/C=US/0=The Go Daddy Group, Inc./0OU=Go Daddy Class 2
Certification Authority

Server certificate

MIITIATCCBumgAwIBAgGIJAPWOHyVgUxkXMAOGCSqGSIb3DOEBCWUAMIGOMQOswCQYD
VQOGEwJIVUzEQMA4GA1UECBMHOXJpem9uYTETMBEGAIUEBxMKUZ2NVvAHRzZGFsZTEa
MBgGAIUEChMRR29EYWRkeS5jb20sIE1uYy4xLTArBgNVBAsSTIGhOdHA6Ly 97 Z2XJ0
cy5nb2RhZGR5LmMNVbS 9y ZXBvc210b3J5LzEzMDEGA]l UEAXMQR2 8gRGFk ZHkqU2V §
dXJI1IENIcnRpZmljYXRIIEF1dGhvemlO0eSAtIEcyMB4XDTE2MDQyMjAzMDAZzOFoX
DTE4MDOxNTAzMjMzOFowgbkxEzARBgsrBgEEAYI3PATIBAxXxMCSEsxHTAbBgNVBAST
FFByaXZhdGUgT3JnYWSpemF0aW9uMRAwDgYDVQQFEwcwNDk40DI1MQOswCQYDVQQOG
EwJISzESMBAGA1UECBMJSG9uZyBLb25nMRAWDgYDVQQHEwdLb3dsb2 9uMSowKAYD
VOQOKEyFBaHNheSBTeXNOZW1zIENvcnBvemF0aW9uIExpbW1 0ZWOxEjAQBgNVBAMT
CWFoc2F5LmNvbTCCASIwDQYJKoZIhveNAQEBBQADGGE PADCCAQOCGgEBAMI cvig+
GpaWnl8IjmBCkIpDRWzL7tocrB7+reoN619nQTq7W6A1sD/UWNT1doOMeQyEWY+3b
kdsI4QGNB2hNwzd36+k5yxST8IPuyGE7eLHe 6L 7RyQxNT3BLos4819p010cXKEWo
08wDFw0Oy2bMiThkTTErrGk1VQR80YKV5Pg9RYDONgZ2 61 7mCz1v05KJIWxTL4 9PAQ 6CCWFoc2F5LmNvbYINd3d3LmFoc2F5LmNvbYIOc2hv
cC5haHNheS57b22CEHd3dy51ay5haHNheS5jb22CFXBhcnRuZzXJzLmFoc2 F5LmNv¢c1B/bs9sR15nUcAHCApLkJKLOYWBSHuUx01zGdwCjwlmATS5
G9+443fNDsgN3BAAAAFUO+scaAAABAMASDBGAIEASMAV90+iN4ecdnjCgAOgxhno
Mm5+9s5JUX+0Kknk5pkCIQDwDkuAEcjEM4vouxZzAtqcozWikMJoTFn++vIFbrEZ
SzANBgkghkiG9wOBAQsFAAOCAQEACKpSovHqtpyAx5bKyXQRRh8Fyo/WTAOeBMc1
5KpgII49Ve/wwlebrmbMa3xVKgQNEnjH4GaqGY2AZAx91Vr+NN+VFENroPUGqzpJOB
1h9tL1/VCV/1vy67Chs7/NHV3D1AEsSrKJYUqpl0sQy/QhSIRAAa3bY81 7+MOfEYJt
ADa+254k6G19s99PvmBniepxuly8x/9h7h7K4m+0IgXQ0alXE61r4LG50p/GOKx/ I
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1feC6RUCx8gW9gBoTT17M608Jb/SXUN6/mAVsronEG+yyqNXCcUQwNpaKJK5hMk z
OEbBqQltS/VyTtW9z0g4vAlPQrgaqCLG/ZJIVBESf8wvsgfZNpA==

subject=/1.3.6.1.4.1.311.60.2.1.3=HK/businessCategory=Private
Organization/serialNumber=0498825/C=HK/ST=Hong
Kong/L=Kowloon/O=Ahsay Systems Corporation Limited/CN=ahsay.com
issuer=/C=US/ST=Arizona/L=Scottsdale/0O=GoDaddy.com,
Inc./OU=http://certs.godaddy.com/repository//CN=Go Daddy Secure
Certificate Authority - G2

No client certificate CA names sent

Server Temp Key: ECDH, primeZ56vl, 256 bits

SSL handshake has read 6160 bytes and written 289 bytes
New, TLSv1/SSLv3, Cipher is ECDHE-RSA-AES256-SHA
Server public key is 2048 bit

Secure Renegotiation IS supported

Compression: NONE

Expansion: NONE

SSL-Session:

Protocol : TLSvI

Cipher : ECDHE-RSA-AES256-SHA

Session-ID:
6914212983C0321AB9520FFC6E7515845D8836D7B185EF1D2363D3C7EAA85D48

Session-ID-ctx:

Master-Key:
79BECEF9E2C3088F4928229047A21BE9E9239C32D2F79B4DB4FC7CF66098423D0
EF0D64741E3075AEA62E9222D6DD4B2

Key-Arg : None

Krb5 Principal: None

PSK identity: None

PSK identity hint: None

TLS session ticket lifetime hint: 300 (seconds)

TLS session ticket:

0000 - 8c 55 8e c3 19 9a 34 14-63 67 66 aa 49 7b c9

41 U....4.cgf.I{.A
0010 - 3f 03 db cl ec £f9 db el-b6 eb 4f 51 Oc 3a 83
9b P 0Q.:..

0020 - 73 20 93 cl 41 6e b5a ac-f5 65 92 4f b8 92 fb ef

0030 - 2b 3d f7 £3 03 c8 3a bb5-1b 52 9a 5a 43 ba 0Oa 7d

F=oLL. .. R.ZC..}
0040 - 47 e8 6a 22 72 85 9d d2-f1 dd 9d 6d b5 65 8a 0Oa
G.j"r...... m.e

0050 - 30 26 1b d9 55 8c 25 65-71 0Ob a5 1f 57 38 2b 71
0&..U.%eq...W8+qg

0060 - 81 f1 cO 4e bd 51 d3 43-b5 41 40 8f 71 3c 72
8d ...N.Q.C.A@.qg<r.

0070 - 5a c8 70 72 38 47 a0 b0-4a cd 8b e3 10 48 Oc 2e
Z.pr8G..J....H..

0080 - 44 a9 48 9e df 56 7a 9f-eb5 00 £4 37 £2 59 ee 2f

D.H..Vz....7.Y./

0090 - eb 3a 33 7b le 26 09 d9-cd a4 d8 2e 30 51 80
la L3 &L 00. .

00a0 - 72 78 ae 0a a8 48 bd Oa-ca 16 23 8a e9 44 db ce
rx...H....#..D..

Start Time: 1503557290
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Timeout : 7200 (sec)
Verify return code: 0 (ok)

closed

NOTE

A single license key can only be used on one machine once it has been activated. If you use the
same license key to activate another installation of AhsayCBS, you will get an error message. You
would be able to run this copy of AhsayCBS for another 14 days. After the 14-day grace period has
expired, the AhsayCBS service will stop working completely. Please contact Ahsay Support for
further assistance.

Manage License Key

To manage your AhsayCBS backup server and redirector license keys, do the following:

1. Click the License icon under System Settings from your AhsayCBS web management
console.

2. There are two tabs on the license page. The Backup tab is for backup server license,
while the Redirector tab is for redirector license. You can activate the software on these
tabs.

Please make sure that the AhsayCBS license key is applied on the Backup tab. If you
have purchased a Redirector license key, you need to enter the key in the Redirector
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tab. Do NOT enter the AhsayCBS license key on the Redirector tab or vice versa.

€ AhsayCBS

License information and license related utilities

Overview

Licensee Marme

License Key

Use Proxy

Connection Test

Test

Update License

Update

Product Hame
Offsite Backup Software, OEM Edition

Product Version
7900

License Type
OEM License

Product Expiry Date
1203172016

Maintenance Expiry Date

3. Enter your Licensee Name and License Key on the Backup server license page. Both
fields are case sensitive. Please enter them exactly as stated in your software receipt.

@  |If you are using the evaluation license, you will be able to evaluate the AhsayCBS
for 60 days. Just accept the default Licensee Name and License Key on the
page to activate the license.

@  If you have already purchased a license, copy and paste the licensee name and
license key into the relevant fields to activate the license.

4. If a proxy server is required to access the Internet from AhsayCBS, check the Use Proxy
checkbox. Refer to the Proxy Tab section for information on how to set up the proxy
server.

5. Press the Test button under Connection Test section to test the connection with the
license server. You get a dialog box with the testing result. Click OK.

10.23.6.89:60443 says: *
Ok
Prewent this page from creating additional dialogs.
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NOTE

After upgrading AhsayCBS to v7.17.0.0. and above, any actions that may lead to quota
exceeded will be blocked, i.e. generate a new backup user, creating a new backup set from
AhsayCBS or v6/ v7 AhsayOBM/ AhsayACB, importing users in AhsayCBS, updating licnese in
AhsayCBS, update user, and so on. If there is any license error, there will be email to alert about
the license error.

Below screenshot shows about blocked actions:

» Generate a new AhsayOBM user.

&< & | @® localhost:10880/cbs/obs/access/user/EditUser.do?id=0

localhost: 10880 says

You do not have enough AhsayACB quota. AhsayACE Quota (license
key): 1, AhsayOBM Quota (license key): 6. AhsayACB Used: 2, AhsayOBM
Used: 6.

» Gnerate a new AhsayACB user.
&« c ‘@ localhost:10880/cbs/obs/access/user/EditUser.do?id=0

localhost:10880 says

You do not have enough AhsayOBM quota. Quota (license key): 6,
Used: 7.

» Create a new backup set from AhsayCBS or v6/ v7 AhsayOBM/ AhsayACB.

Ahsay0BM -0 ox (G

Summary (7User)
® Guola Usage
Used 0750M (0%)
Dats 0 (0fi)
Recycie Bin: 0 (018}

www.ahsay.com
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» AhsayCBS license quota assigned for each sub admin user beyond the range between sub

admin user’s current usage and license quota limit.

&« c | @ localhost:10880/cbs/system/ShowCenfiguration.do |

‘ Warning

Allocated quota (VMware (Per Guest VIM)) cannot be less than the
number of used for sub admin: subadmin1. Allocated quota: 0, Used: 1
Allocated quota (AhsayOBM) cannot be less than the number of used

for sub admin: subadmin2. Allocated quota: 0, Used: 1

Allocated guota (Microsoft Exchange Mailbox (Per Mailbox)) cannot be
less than the number of used for sub admin: subadmin2. Allocated
quota: 0, Used: 1
You do not have enough AhsayOBM quota to assign. Quota: 5193,
Assigning: 5201

» Update user with max host limit beyond license quota.

&« C | @ localhost:10880/chs/obs/access/user/EditUser.do?id=1535964776029
localhost: 10880 says

You do not have enough Test123 OBMShortName quota to assign the
host limit. Quota (license key): 6, Assigning: 7

» Update user with module quota exceeded.

&« (] | @ localhost:10880/cbs/obs/access/user/EditUser.do

localhost: 10880 says

Total allocated quota (VMware (Per Guest VM) exceeded. Quota
available = 3, Total allecated module quota = 4,

Total allocated quota (NAS - QNAP) exceeded. Quota available = 3,
Total allocated module quota = 4,

Total allocated quota (Mabile) exceeded, Quata available = 3, Total
allocated module quota = 5.

www.ahsay.com
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Below screenshot shows about email alert:

License Error Tue Jul 17 17:32:26 CST 2018

more ~

» from Dan to Dan <daniel ahsay@gmail. com> + 1 more 0772018 05:32 PM
License quota usage exceeded at:Tue Jul 17 17:32:26 CST 2018 .Please manage your guota
usage or contact your service provider to update your license within 12 hours, or your CBS
server will be stopped at: Wed Jul 18 @5:32:26 CST 2018

IP: 192.168.22.41

Host: DAISY

License Summary and Requirements

The License Details section on the Backup Server license page shows a summary of the quota

used and licenses available for each of the modules you have subscribed.

License Details

Client Software
AhsayOBM

AhsayACB

Add-on Modules for AhsayOBM
Microsoft Exchange Mailbox (Per Mailbox)
Hyper-V (Per Guest Vi)

VMware (Per Guest VM)

Hyper-¥ (Per Socket)

VMware (Per Socket)

NAS - Synology

Mobile

Office 365 Exchange Online Backup

OpenDirect/ Granular Restore

Add-on Modules for AhsayACB

Office 365 Exchange Online Backup

Server Add-on Modules

Anhsay0BM Replication Module

Quota Used Available
1 1 a
o 0 o
Quota Used Available
1 0 1
1 0 1
1 0 1
o 0 o
a 0 a
o 0 o
a 0 a
1 0 1
1 0 1
a 0 a
Quota Used Available
0 0 o
Quota Used Available
0 0 0

Client Software

License quota and availability for client backup agents (AhsayOBM &
AhsayACB)

Add-on Modules
for AhsayOBM

License quota and availability for add-on modules for AhsayOBM

Click here to view a list of all available add-on modules

Add-on Modules
for AhsayACB

License quota and availability for add-on modules for AhsayACB

Click here to view a list of all available add-on modules

Server Add-on
Modules

License quota and availability for server add-on modules, e.g. Replication
module, AhsayUBS, AhsayCBS, etc.

www.ahsay.com
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VMware Backup Per Guest VM to back up or Per CPU socket
Module

Hyper-V Backup Per Guest VM to back up or Per CPU socket

Module
Support Supported languages for Ul display. The availability of support languages
Languages is subject to your license key.

For license related inquiries, please contact the Sales team at Ahsay by
email at sales-kb@ahsay.com or call our International Sales Hotline
+852 3580 8091.

Upgrade from v6 to v7

Since the AhsayCBS license module is introduced in version 7, if you are upgrading from v6, you
need to purchase one extra AhsayCBS license module for each of your existing v6 backup server
license. Make sure you have valid maintenance before you perform the upgrade/migration.

NOTE

If upgrade AhsayCBS from v6 to v7 without purchasing AhsayCBS module and the quota exceeded, then
there will be a grace period of 60 days to allow sufficient time to resolve the license related problems.

If upgrade AhsayCBS from v6 to v7 with purchasing AhsayCBS module and the quota exceeded, then there
will be a grave period of 12 hours for you to manage the quota usage. If quota usage issue was not solved
within grace period, the server will be stopped after the grace period. After login AhsayCBS system console,

the web console will redirect to [To Do] page and the license error will be shown on the top.
o it

&« C | ® localhost:10880/cbs/system/ShowSystem.do

1 Backup Server License Error
License quota usage exceeded atWed Jul 18 16:20:55 CST 2018 .Please manage your quota usage or contact us to update your license within 12 hours, or your CBS server will be stopped

at: Thu Jul 19 04:20:55 CST 2018
Please update license in License page

1AhsayCBS Redirection Module License Error

Internal Error 1012. Please press the [Update] button in license page to correct this problem. If the problem persists, please contact our technical support team to resolve this problem. Not in

Grace Period. Redirector is stopped
Please update license in License page

Errors and Warnings

Yesterday v

& o {0 @ %) L)

Missed Backups Failed Backups System Errors Replication Errors API Errors Email Errors

0 0 193 0 76 63

View| * 25 Rows/Page v Page| 1 v

Timestamp Login Name | Owner Message

07/17/2018 n [BackupJob.record.list] Unable to list pending email, error = [UserCacheManager.NoSuchUserExpt] User 'exchange’ not found.
exchange -
23:45:24 [NoSuchUserExpt] [UserCacheManager.NoSuchUserExpt] User "exchange’ not found
07/17/2018 [BackupJeb.record.list] Unable to list pending email, error = [UserCacheManager NoSuchUserExpt] User ‘exchange’ not found <
X ?
H
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If there is any license error, there will be email to alert about the license error.

IP: 192.168
Host: DAISY

License Error Tue Jul 17 17:32:26 CST 2018

> from Dan to Dan <daniel ahsay@gmail.com= + 1 more

License quota usage exceeded at:Tue Jul 17 17:32:26 CST 2018
usage or contact your service provider to update your license within 12 hours, or your CBS
server will be stopped at: Wed Jul 18 @5:32:26 CST 2818

.22.41

more ~

071712018 05:32 PM

.Please manage your gquota

server stop.

> Server stop counter starts.

< c

SNMP Log

Activities Log
09/05/2018 18:11:00
09/05/2018 18:11:32
09/05/2018 18:11:32
09/05/2018 18:11:32
09/05/2018 18:12:00
09/05/2018 18:12:00
09/05/2018 18:18:2%
09/05/2018 18:18:2%
09/05/2018 18:18:31
09/05/2018 18:18:31
09/05/2018 18:18:31
09/05/2018 18:18:31

09/05/2018 18:18:38

@ localhost:10880/cbs/monitor/cbs/Index.do

MigrateVEDatalnfo
RoutineJebinfo
RoutineJebinfo
RoutineJoblinfo
MigrateV8Datalnfo
MigrateVDatalnfo
RoutineJobinfo
RoutineJobinfo
RoutineJebinfo
RemoveMigratedv6Datalnfo
RoutineJoblinfo
RemoveMigratedv8Datalnfo

RoutineJoblnfo

Yt L g v
[Job][MigrateVéFile] End: migrate vé data
[Jeb][Logger] Starting to log system status

[Jeb][Logger] Start: logging system status

[Job][Logger] End: logging system status
[Job][MigrateVV&File]Start: migrate v6 data
[Job][MigrateVBFile] End: migrate v8 data

[Job][Logger] Starting to log system status

[Jeb][Logger] Start: logging system status
[ServerStopCounter] Started. Server will be stopped soon.
[Job][HourlyJob]Start: Remove migrated w6 data
[ServerStopCounter] Sleeping for 1 minute.
[Job][HourlyJob] End: Remove migrated v data

[Job][Logger] End: logging system status

» Quota usage issue solved and the server stop counter stopped.

09/05/2018 18:26:19

09/05/2018 18:26:19

09/05/2018 18:26:23

09/05/2018 18:26:41

09/05/2018 18:27-00

09/05/2018 18:27:00

09/05/2018 18:27-19

09/05/2018 18:27:32

09/05/2018 182732

09/05/2018 18:27:32

09/05/2018 18:28:00

09/05/2018 18:28:00

RoutineJobinfo
RemoveMigratedVeDatalnfo
RoutineJobinfo
SystemAuthOK
MigrateV&Datalnfo
MigrateV6Datalnfo
RoutineJobinfo
RoutineJobinfo
RoutineJobinfo
RoutineJobinfo
MigrateV&Datalnfo

MigrateV6Datalnfo

[ServerStopCounter] Sleeping for 1 minute.

[Job][HourlyJob] End: Remove migrated v6 data.

[Job][Logger] End: logging system status

ADMIN "system” logged on to client software successfully from IP address 127.0.0.1
[Job][MigrateV6File]Start: migrate v6 data

[Job][MigrateV6File] End: migrate v6 data.

[ServerStopCounter] License violation is resolved.

[Job][Logger] Starting to log system status

[Job][Logger] Start: logging system status

[Job][Logger] End: logging system status

[Job][MigrateV6File]Start: migrate v6 data

[Job][MigrateV6File] End: migrate v6 data.

» Quota issue not solved within grace period and server stopped.

09/05/2018 18:22:31

09/05/2018 18:22:44

09/05/2018 18:22:44

09/05/2018 18:22:44

09/05/2018 18:23:00

09/05/2018 18:23:00

09/05/2018 18:23:31

RoutineJoblinfo
RoutineJobinfo
RoutineJobinfo
RoutineJobinfo
MigrateV6Datalnfo
MigrateVEDatalnfo

RoutineJobinfo

[ServerStopCounter] Sleeping for 1 minute.
[Job][Logger] Starting to log system status
[Job][Logger] Start: logging system status
[Job][Logger] End: logging system status
[Job][MigrateV6File]Start: migrate v6 data
[Job][MigrateV8File] End: migrate v6 data

[ServerStopCounter] Server stopped. Grace period is ended.

The server stop counter will start in the last hour of grace period. There will be log showing the process of

www.ahsay.com
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If you utilize only one AhsayOBM across multiple physical/virtual devices in previous v6 version, you
will need to purchase supplement AhsayOBM when you upgrade to v7.

The VMware and Hyper-V license modules are charged per guest VM. Since version 7.7, there are
new options for VMware and Hyper-V license module to be charged per CPU socket. Existing
backup set that are charged per guest VM will not be affected.

NOTE

For license to charge by socket, the AhsayOBM has to be in v7.7 or above to work.

Upgrade from pre-v7.17.0.0 to v7.17.0.0 and Above

If upgrade AhsayCBS from pre-v7.17.0.0 to v7.17.0.0 and above with purchasing AhsayCBS

module and the quota exceeded, then there will be a grave period of 12 hours for you to manage the
guota usage. If quota usage issue was not solved within grace period, the server will be stopped
after the grace period. After login AhsayCBS system console, the web console will redirect to [To
Do] page and the license error will be shown on the top.

&« C | @ localhost:10880/cbs/system/ShowSystem.do o ¥t

w000 [ I I I ey

1 Backup Server License Error

License quota usage exceeded at Wed Jul 18 16:20:55 CST 2018 _Please manage your quota usage or contact us to update your license within 12 hours, or your CBS server will be stopped
at: Thu Jul 19 04:20:55 CST 2018
Please update license in License page

1AhsayCBS Redirection Module License Error

Internal Error 1012. Please press the [Update] button in license page fo correct this problem. If the problem persists, please contact our technical suppert team to resolve this problem. Not in
Grace Period. Redirector is stopped.
Please update license in License page

Errors and Warnings

Yesterday v

a Jo 1o ) A% ()

Missed Backups Failed Backups System Errors Replication Errors API Errors Email Errors

0 0 193 0 76 63

View | =25 Rows/Page v Page 1 v

Timestamp | Login Name | Owner  Message

07/17/2018 N [BackupJob.record list] Unable to list pending email, error = [UserCacheManager.NoSuchUserExpt] User 'exchange’ not found.
exchange -
23:45:24 [NoSuchUserExpt] [UserCacheManager.NoSuchUserExpf] User ‘exchange’ not found.
077172018 [BackupJob.record list] Unable to list pending email, error = [UserCacheManager. NoSuchUserExpt] User ‘sxchange’ not found =
X ?
H
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f thare ie anv licenca arrar thare will he email tn alert ahant the licenca arror

License Error Tue Jul 17 17:32:26 CST 2018 more

> from Dan to Dan <daniel.ahsay@gmail.com> + 1 more 07/17/2018 05:32 PM

License quota usage exceeded at:Tue Jul 17 17:32:26 CST 2018 .Please manage your guota
usage or contact your service provider to update your license within 12 hours, or your CBS
server will be stopped at: Wed Jul 18 @5:32:26 CST 2018

IP: 192.168.22.41

Host: DAISY

Extra License for Replication Server

If you are going to replicate the Backup Server to another Replication Server, you need to purchase
additional AhsayCBS license module for the replication server.

License for Standalone Redirector

Since the AhsayCBS Redirector license does not come with an AhsayCBS module, for a standalone
AhsayCBS Redirector, you will need to purchase one extra AhsayCBS license module with a
Backup Server license.

License Requirements for Software and Modules

Software
AhsayCBS Per running instance
AhsayOBM Per device to back up
AhsayMOB tF:;:(r: l;AS;,a::]/;_)lfi%ll\e/l/(i}hvsi:’;1;/ACB account that needs to
AhsayACB Per device to back up
AhsayUBS Per installation

Module

VMware Backup Module Per Guest VM to back up & Per CPU socket
Hyper-V Backup Module Per Guest VM to back up & Per CPU socket

Office 365 Exchange Online Individual

Mailbox Backup Module New in v7.9 Per mailbox to back up

MS Exchange Individual Mailbox Backup

Module Per mailbox to back up

OpenDirect / Granular Restore Per backup set

NAS Backup Module Per AhsayOBM account that needs to back up

NAS device
Replication Module for AhsayOBM Per device to replicate
Replication Module for AhsayACB Per device to replicate
Redirection module Per device to redirect
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For more information about License pricing or license requirements for different software and
modules, refer to the Pricing Details page. To purchase license directly, visit the Ahsay Shopping
Centre site.

Automatic License Renewal

If the AhsayCBS is under a monthly leasing plan (meter key), the license key will have an expiry
date of 30 days from the current date, the license key is renewed automatically.

In the event of any problems during the license renewal process, i.e. AhsayCBS is not able to
connect to the Ahsay License server, the expired license key will have a grace period of 14 days.
AhsayCBS can still function normally using the expired license for an extra 14 days before the
service is automatically shut down. The 14-day grace period is to allow sufficient time to resolve any
license related problems.

For meter key inquiries please contact the Sales team at Ahsay by email at sales-kb@ahsay.com or
call our International Sales Hotline +852 3580 8091.

License Evaluation Expiry

After the evaluation period expires (60 days after activation), the AhsayCBS service will
automatically stop working. Although the service is still active, the AhsayOBM and AhsayACB clients
will not be able to connect to perform any backups or restores.

If you would like to continue to use AhsayCBS, please contact the Sales team at Ahsay by email at
sales-kb@ahsay.com or call our International Sales Hotline +852 3580 8091.

Offline License Activation

Offline License Activation is used to activate the license keys on AhsayCBS servers that do not
have an Internet connection.

Offline license activation is only applicable for OEM license type.

1. Open the License page of AhsayCBS. The two relevant sections are: Offline License
Request and Import License.

www.ahsay.com 32


https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay_pricing_backup-software_v7_list-price
https://shop.ahsay.com/sms/catalogue/ListOffers.do;jsessionid=7569665B3B1D1A8EC6D2CA98F0AD1107?currentGroup=Software+Licenses+-+Purchase
https://shop.ahsay.com/sms/catalogue/ListOffers.do;jsessionid=7569665B3B1D1A8EC6D2CA98F0AD1107?currentGroup=Software+Licenses+-+Purchase
mailto:sales-kb@ahsay.com
mailto:sales-kb@ahsay.com

Off-line License Request

Generate

Import License

Mo file selected.

License Details

Client Software Quota Used Available

AhsayOBM 1 1 0

AhsayACB 0 0 1]

Add-on Modules for AhsayOBM Quota Used Available

Microsoft Exchange Mailbox (Per Mailbox) 1 0 1

Hyper-V (Per Guest VM) 1 0 1

VMware (Per Guest VM) 1 0 1

Hyper-V (Per Socket 1] 0 0

VMware (Per Socket 1] 0 0
2. Click the Generate button to generate an offline license request file, req.olr.
3. The req.olr file is an encrypted file that contains all the information required for the

activation process, for example, MAC address and local IP address. The system will
prompt for the location to save the offline license request file.

4, When the offline license request file is ready, please send it to Ahsay Support team. An
offline license file, license.olr, will be generated and sent back to you. This file is used to
offline activate the license key your AhsayCBS server.

5. After you have received the offline license file, you would need to import it to the
AhsayCBS server to complete the offline activation process.

6. Click the Choose File button under the Import License section to select the offline
license file (license.olr) from AhsayCBS system home. Click the Off-line Update button
to complete the license activation process.

License Management Portal

The Ahsay License Management Portal is for partners to:

© Consolidate purchased Backup Server licenses into License Pool(s).
© Flexibly generate and update Backup Server license(s) as requirements change.

© Improve efficiency on use of Backup Server licenses by sharing CALs (Client Access
License) in license pool among multiple Backup Server instances.

www.ahsay.com 33


https://idp.ahsay.com/idp/Authn/RemoteUser

Ty
((-.l & abay Sygems Corporstion Lin... (HE) | Fittps: o, ahsay.comfalsjspisplsammary, p c ||G‘\Ss-.1-.'h | e U & O ¥ =

‘Hlu_i " Ahsay Backup Software

Home | Al Ahsay™ | Eorums | Comtact U

Manogemen’r Portal

FPooled License Quota Usage : Benefits Eeadme| Blossan
License Tupe Alsay BN (Used | Total) AhsayACE (Used | Totaly ® Spit i Merge purchased AhsayOBS lcenses yourself
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With the Ahsay License Management Portal, partners can place purchased Backup Server licenses
(Poolable License) into a pool to be shared among multiple Backup Server instances. This process
is called converting Poolable License into Pooled License.

Example:
If you have the following 2 licenses:

© LICENSEOO01 - 50 ACB and 80 OBM
© LICENSEOO02 - 20 ACB and 30 OBM

You can put these 2 licenses into a single license pool so that you can generate a new license with
a maximum of 70 ACB and 110 OBM license CALs or any number of new licenses within these
available license CALs.

For more information about the Ahsay License Management Portal, please refer to the following
forum articles:

© FAQ: Ahsay License Management Portal Overview

© FAQ: How to create a Pool Key from a License Pool

If you would like to continue to use AhsayCBS, please contact the Sales team at Ahsay by email at
sales-kb@ahsay.com or call our International Sales Hotline +852 3580 8091.

Active Pool Key

After you applied a pool key on your AhsayCBS server, please make sure your AhsayCBS server
has an Internet connection and is able to connect the Ahsay License Server at
(https://lic.ahsay.com). If AhsayCBS service cannot connect to the Ahsay License Server after
14 days, the license key will be deactivated and the AhsayCBS service will be automatically
stopped.
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5 System Settings

Basic Backup Server Configuration

To manage your AhsayCBS basic backup server configurations, simply click the Basic icon under
System Settings from your AhsayCBS environment.

You can perform the following basic configurations on your Backup Server:

Manage general setup for AhsayCBS
Manage email settings and general email reports

Define destinations to store backup or replication data

Manage Administrator accounts for the MSPs (Managed Service Providers)
© Customize languages available to users on AhsayCBS and User Web Console

There are 5 tabs under basic server configurations, each of which is described below.

General

The following shows the General tab under System Settings > Basic. It is used for general setup
of AhsayCBS. There are several groups of settings under the General tab, and they are described
below.
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TN o [ roermes oemnons | ommevaoee sovess | ongosses

Configure the basic settings Tor this server Delow

Host

Herit Mama

Systern Home 0

Sysbam hoewas dencion
C \Progesm FlesAhasy GBS aystem

Connectors 0
[ -] ()] Propac s N Ui By Torthisias? an K e Risgesis) §51 Carufcan
0200 B0 HTTF 2000 120000 W
B2.00 443 HTTFS 2000 120000 10
SEL Certificate &
Name Common Rame Organization Unt Duganization lame Location State Comntry Expiry Date Statun

Cookie Banner Notification &

Host

Host ©

Haost Name
10.23.6 63-60443 |

This is the host name of your AhsayCBS. You can enter the domain name of your AhsayCBS in
the format:

<www.mybackup.com:port number>
_OR_

<IP:port number>

IMPORTANT

» The “port_number” is only needed for non-conventional ports and can be omitted for the usual
ports, such as 80 and 443.

» The host name will be the access link for your users to get access to the AhsayCBS. Since the host
name will be used in various locations, such as inside welcome email as a reference point for the
users to access the AhsayCBS, inside email as a reference link for the users to recover password,
users applying Run Direct restore feature, it is important that you ensure the host name is
accessible by users from external network environment.
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System Home

This is the system home location of your AhsayCBS. This path is set to your installation home by
default.

System Home

System home directory
C:\Program Files\AhsayCBSsystem

Listening to non-standard TCP/IP Port

If you like to run your own web server, or some other services using port 80 and 443. On your
AhsayCBS server, you can change the listening TCP/IP port of AhsayCBS from port 80 and 443
to some other port numbers such as port 8080 and 8443, you can modify the connector settings
from the AhsayCBS management console -> System Settings -> Basic -> General ->
Connectors, and modify your new port in the connector settings.

€ AhsayCBS

General m Predefined Destinations Administrative Access

Configure the basic settings for this server belaw.

Host

Hoot hlar,
Timmed

T Trimmed Trimmed Tiimmed
Connectors

O | Port Protocol Max Connection Connection Timeout Max Keep Alive Request SSL Certificate

O 1070122 a0 HTTP 2000 20000 1000

O 1070122 443 HTTPS 2000 20000 1000

Listening to a single IP address

If the backup server has more than one network interface installed or has more than one IP
address bind to a single network interface, you can configure AhsayCBS to use only a single IP
address for backup services (by default the TCP port of all IP addresses available within the
system are used and open). This has the benefits of sparing other IP addresses for other
applications, e.g. Apache Web Server or Microsoft Internet Information Server (lIS). You can
modify the connector setting from the AhsayCBS management console -> System Settings ->
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Basic -> General -> Connectors, and modify the IP address in the connector settings.

€ AhsayCBS

General m Predefined Destinations Administrative Access

Configure the hasic settings for this server below.

Host ©
Trimmed Trimmed Trimmed Trimmed
Connectors
P | Port | Protocol Max C i c ction Timeout Max Keep Alive Request SSL Certificate
10.7.0.122 a0 HTTP 2000 20000 1000
10.7.0122 443 HTTPS 2000 20000 1000
Trimmed Trimmed Trimmed

Do not remove the last HTTPS connector in the AhsayCBS. If you remove the last HTTPS
connector, you will not be able to login AhsayCBS again.

Restricting access to system page by IP address

For better security, you can restrict access to the AhsayCBS management console by IP
addresses. To do so, please add IP restriction in your AhsayCBS management console ->
System Settings -> Advanced -> Runtime Options -> IP Restriction. You can enter a range
of IPs or a specific IP in the restrict IP settings.

| Auto Save | Proxy | IECETEEN  Runtime options

Configure the runtime options for this server below.

Onti
Trimmed Trimmed Trimmed Trimmed
IP Allowed
Manage the IPs to be allowed for accessing Console GUI and API
O | From To
O 10.20.1.10 10.20.1.30

Installation of a trusted SSL certificate

Default installation of AhsayCBS enables SSL (Secure Socket Layer) support using a dummy
certificate. For your own security, you are advised to replace the pre-installed dummy SSL
certificate with a secure SSL certificate from a trusted CA (Certificate Authority). To replace the
non-secure dummy SSL certificate with a secure SSL certificate, you need to generate a CSR
(Certificate Signing Request) and submit the CSR to your CA. Please perform the following in
your AhsayCBS.
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SSL Certificate Installation Service

Let our professional customer service team help you with the SSL certificate purchase and installation.
Click here to visit the Ahsay Shopping Centre for subscription.

1.

www.ahsay.com

Navigate to System Settings -> Basic -> General -> SSL certificate, click on .

€ AhsayCBS

(VI Email | Predefined Destinations [| Administrative Access

Configure the basic settings for this server below.

Trimmed Trimmed Trimmed
SSL Certificate ©/
O | common Name Organization Unit Organization Name Location | State |Countty | ExpiryDate | status

Enter the CSR details, then click the Next button to proceed.

SSL Certificate

General Information

Mame

‘® Generate Csr

Common Name

Qrganizational Unit

Organizational Marme

Location

State

Country

' Import S5L Certificate and Private Key
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3.

4.

5.

www.ahsay.com

Generate a CSR to apply the SSL certificate from your trusted CA.

imported once the certificates are ready.

General Information

Mame

f=d

CSR

----- BEGIN CERTIFICATE REQUEST----- -
MG TCCAYECACAWYDEMMAQGAT UEAwwDZn M kM CyYDWER
LOANNZG YD DAKBgMY

BAOMAZZZZDENMASGAT UEBwwWEZmZKeZEMMANGAT LIECAWDINME

M CswC VDY AQGEwWID

TiCCASIWD QY JKoZIhve NAQEBBQADggERPAD CCAC OC guEBAIMKEZS
kA+ACHZOED S1

JB+wd 25T UDcAmARW D aYeRgfQ0b ThnHHaR cjphYowC aQidrm
OCIPGy3N1 KIS

MGvhANGZA90ipE CEDEThAISy2TEHPInZAd pKyopwPypaHn3JQnzg+ -

GEBQYS T pz P

If the ssl and ca certificate are not ready yet, please click "ok" button, At this time, the record wi

You will see a Pending status in the SSL Certificate page.
) AhsayCBS

certificate and CA certificate.

General m Predefined Destinations | Administrative Access
Configure the basic settings for this server below.
Trimmed Trimmed Trimmed Trimmed
SSL Certificate ©
' | common Name | Organization Unit Organization Name Location | State Country | Expiry Date Status
O wwwemybackup.com IT Department IT Department Windsor London GB - Pending
X ?

When the SSL certificate is ready, click into the certificate entry and import the SSL

SSL Certificate

Upload

CA Certificate

Upload

Subject Issuer Valid From ‘Valic Uil
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6. You will be able to see the status of the certificate as Ready and a valid Expiry Date.

€) AhsayCBS

(VNS Email | Predefined Destinations | Administrative Access

Configure the basic settings for this server below.

H?a# (2]

Tiimmed

SSL Certificate ©

O } Common Name

| Organization Unit Organization Name Location State Country } Expiry Date ! Status
(] www.mybackup.com IT Department IT Department Windsor London GB 2016-12-05 Ready

7. To apply the SSL certificate to your connector, click into the HTTPS entry.

€ AhsayCBS

[TV Email | Predefined Destinations | Administrative Access
Configure the basic settings for this server below.
Host ©
Trimmed Trimmed Trimmed Trimmed
Connectors ©
(| \ P ‘ Port ‘ Protocol \ Max Connection ) Connection Timeout Max Keep Alive Request 1 SSL Certificate
O 1070122 80 HTTP 2000 20000 1000
O 1070122 443 HTTPS 2000 20000 1000 ]
SSL Certificate ©
O } Common Name | Organization Unit Organization Name | Location State Country Expiry Date Status
(] www.mybackup.com IT Department IT Department Windsor London GB 2016-12-05 Ready

8. Add the SSL certificate to this connector as shown below.

Add New Web Server Setting

Add a new set of weh server settings below for your users to access this server.

Web Server

IP

1070122 |
Trimmed

LA ——

S5L Certficate
| Defauit ssL certinicate
SL Certificate

| Default St

dsar, O=IT Department, OU=IT Department, CI:

mybackup.com
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9. Click at the bottom right corner to save the settings.
€ AhsayCBS

[TUSTN Email | Predefined Destinations || Administrative Access
Configure the basic settings for this server below.
Host
Trimmed Trimmed Trimmed Trimmed
Connectors
Olw Port | Protocol | Max Connection | Connection Timeout | Max Keep Alive Request | SSL Certificate
O 1070122 80 HTTP 2000 20000 1000 s
C=GB, L=Windsor, O=IT Department,
[0 1070122 443 HTTPS 2000 20000 1000
QU=IT Department, CN=www. mybackup.com
SSL Certificate
[ | common Name Organization Unit Organization Name Location State Country Expiry Date Status
O wawmyhackup.com IT Department IT Department Windsor London GB 2016-12-05 Ready

X ?‘I

Renew a trusted SSL certificate

When your SSL certificate is due to expire, you can renew your SSL cert via your CA’s website.

Your CA may ask you to use the existing CSR that you submitted previously or submit a new
CSR.

© If you decided to use a new CSR, most likely the information on the old CSR is not up-to-
date. Most CA will not consider this as a renew process and you need to start from the
beginning of a certificate process described in previous section.

© If you purchase a renew SSL certificate with the existing CSR, wait for your CA to sign the
renew SSL certificate.

NOTE

The renewal process may be different for different CA. You need to follow your CA’s instruction on the
renewal process.

The import step of a renewed SSL certificate is similar to the installation of a SSL certificate.
Please perform the following in your AhsayCBS.
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Enter System Settings -> Basic -> General -> SSL certificate.
€ AhsayCBS

(VNS Email | Predefined Destinations | Administrative Access

Configure the basic settings for this server below.

=05t Trimmed Trimed Trimned

SSL Certificate ©
O | Common Name | Organization Unit | Organization Name Location | State | Country | Expiry Date | Status
(] www.rmybackup.com IT Department IT Department Windsor London GB 2016-12-05 Ready
2. Click into the certificate entry.
3. Import the SSL certificate and CA certificate.

Csr

L»»--BEGIN CERTIFICATE REQUEST----- [
MICwDC CAagCAQAWEZEZMBeGAT UEAWWQM3d3Lm1 5YmFja3vwlL

I 7 — Trimmed Trimmed Trimed
F—rr oot ¥

GO7S0FSKSFJHXEHA9YMIg3eQ0g1vXjB5IIESYAgExbhviJ4HAIDT uxa il

liklkfihK |

SSL Certificate

Upload

CA Certificate ©/

Upload

Subject Issuer | Valid From | Valid Util

v X ?
4. You will see the date of “Expiry Date” is extended.
) AhsayCBS
Configure the basic settings for this server below.
Trimmed Trimmed Trimmed Trimmed
SSL Certificate ©

[ | common Name | Organization Unit | Organization Name Location | State Country | ExpiryDate | Status
O www.mybackup.com IT Department IT Department Windsor London GB 2018-12-05 Ready

X ?

Wild card SSL certificate with redirector setup

In the Redirector with a number of Backup Servers setup scenario, you need to apply a wild card
certificate for all your AhsayCBS servers. The application of the wild card certificate is the same
as a normal certificate except the common name needs to enter *.backup.com instead. To apply
a wild card certificate for all your AhsayCBS servers, please perform the following:
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In the AhsayCBS with the Redirector role, enter System Settings -> Basic -> General -
> SSL certificate.

Generate a CSR with the common name set to, for example *.mybackup.com, and
apply the SSL certificate from your trusted CA.

SSL Certificate

General Information

Mame

¢ (Generate Csr

Cammon Marme

* mybackup.com

When the SSL certificate is ready, import the SSL certificate.

Copy the SSL certificate, private key and the CA certificate file from your

AhsayCBS_HOME/conf/cert folder and transfer to your AhsayCBS with Backup Server
role. They are named similar as the following:

E.g.:
1449049185371.crt

1449049185371 .key
1449049185371.ca

5. Import these 3 certificate files in one of your AhsayCBS (Backup Server role) in the

System Settings -> Basic -> General -> SSL certificate, click on the + button.
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6. Selectthe Import SSL Certificate and Private Key radio button. Select the Type and
then import the SSL Private Key, SSL certificate and the CA certificate.

SSL Certificate

General Information

MName

' Generate Csr

® |mport SSL Certificate and Private Key

S5L Private Key

Choose File | Mofile chosen

S5L Certificate

Choase File | Mo file chaosen

7. To apply the SSL certificate to your connector, click into the HTTPS entry.
) AhsayCBS

(TUNEIN Email | Predefined Destinations || Administrative Access

Configure the basic settings for this server below.

Host @
[ Trimmed Trimmed Trimmed Trimmed
Connectors ©
+ i
O \ P \ Port ‘ Protocol ; Max Connection \ Connection Timeout Max Keep Alive Request ‘ SSL Certificate
O 1070122 80 HTTP 2000 20000 1000
O 1070122 443 HTTPS 2000 20000 1000

LT

SSL Certificate ©

+ i

O | Common Name Organization Unit Organization Name [ Location State Country Expiry Date Status
|
O *mybackup.com IT Department IT Department Windsor London  GB 2016-12-05 Ready
X ?
o o
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8. Add the SSL certificate to this connector.
Add New Web Server Setting

Add a new set of web server settings below for your users to access this server.

Web Server

Trimmed

Trimmed
SSL Certificate
| Defautt 5L Cerificate v|
| Default SSL Certificate

9. Click .at the bottom right corner to save the settings.

€ AhsayCBS

ISV Email || Predefined Destinations [| Administrative Access

Configure the hasic settings for this server below.

Host @
Trimmed Trimmed Trimmed Trimmed
Connectors ©
O | P [ Port ‘ Protocol | Max Connection | Connection Timeout | Max Keep Alive Request | SSL Certificate
O 1070122 80 HTTP 2000 20000 1000 =
C=GB, L=Windsor, O=IT Department,
[0 1070122 443 HTTPS 2000 20000 1000 %
QU=IT Department, CN=".mybackup.com
SSL Certificate ©
O | common Name | organization unit Organization Name Location |State  |Country |ExpiryDate | status
O * mybackup.com IT Department IT Department Windsor London GB

2016-12-05 Ready
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Cookie Banner Notification

Cookie Banner Notification

To comply with the new General Data Protection Regulation (GDPR) requirements, there will
display a banner stating the organizations cookie policy when processing to login AhsayCBS
server. This will also apply to the AhsayCBS web console.

English

Login Name

Password

Forgot Password

Remember my login name

We use cookies to give you the best experience on our website. By continuing to browse the site, you are agreeing to our use of cookies. You can change your cookie

settings at any time but if you do, you may lose some functionality. Mere information can be found in our Terms and conditions, Cookie policy and Privacy notice.

From AhsayCBS version 7.15.6.0 onwards, administrator can configure a notification banner to
be displayed on the AhsayCBS web console (displayed at the login interface), and the contents
of the banner can be configured on the AhsayCBS web console. Also the HTML codes can be
used for content of the banner.

e [ T

Cookie Banner Notification

We use cookies to give you the best experience on our website. By
continuing to browse the site, you are agreeing to our use of cookies. You
can change your cookie settings at any time but if you do, you may lose
some functionality. More information can be found in our <a
href="http://terms_condition.com"=Terms and conditions</a>, <a
href="http://cookie_policy.com"=Cookie policy</a> and <a
href="http://privacy_note.com">Privacy notice</a>.
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Email

The following shows the Email tab under System Settings > Basic. This is used for defining the
various email settings that AhsayCBS uses to generate email reports to backup system
administrator and backup users.

/ hitps://10.23.6..onfiguration.do x\+

€ ) DR hetps10.23.6.69,60443 chs/systerm/ShowConfiguration.do¥ ¢ | O Search

BIE

we @ % @& e

| General ST Predetined Destinations [l Administrative Access J| Languages |

Caonfigure the settings of the email server(s) that will be used for sending emails

SMTP Server &

O | Host Name

[ smipgmailcom 587 Yes

| Port | Require SMTP Authentication | Login Name Use secure protocol | Sender Mame Sender Email Sign all outgoing emails | Owner

ansaycsv200T@omail com  Yes BACKLIF SERVICE ADMIN  ahsaycsv2007@omail com Mo

Administrator Contact

®
O | Hame Email Encrypt Email Qwner
O admin ahsaycsv2007 @gomail com Mo

Report Settings ©
[ Email me Low Disk Space Reminder / Alart Report
Send Low Disk Space Reminder when total used space is over %

Send Low Disk Space Alert Report when tatal used space is over %

[wEmail me Low Destination Space Reminder / Alert Rapart
Send Low Destination Space Reminder when tolal destination space is aver %

Send Low Destination Alert Report when total destinalion space is aver %

There are several groups of settings under the Email tab, and they are listed below.

SMTP Server Multiple SMTP servers can be setup for AhsayCBS. If the first SMTP
server is unavailable, the next SMTP server will be used. To avoid your
report emails being filtered by the SMTP server or mail client, you need
to enter a valid report sender in the email settings.

Note: If you don’t have an SMTP server, you can consider using a free
SMTP such as Gmail.

Administrator
Contact

This entry defines the administrative contact of AhsayCBS.
AhsayCBS will send usage, error and all critical system alerts to all email
addresses defined here.

Report
Settings

This setting allows the AhsayCBS administrator to define the threshold
for email reminder / alert low disk space on AhsayCBS and backup
destinations. The default settings are 80% and 90% respectively:

» Low Disk Space Reminder / Alert Report for AhsayCBS user home
and system home drives:

Send Low Disk Space Reminder when total used space is over 80%.
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Send Low Disk Space Alert Report when total used space is over
90%.

A Low Disk Space Reminder email is sent to the administrator 15
minutes when the disk usage has exceeded the preset threshold.

A Low Disk Space Alert email is sent to the administrator every 15
minutes when the disk usage has exceeded the preset threshold.

Low Destination Space Reminder / Alert Report for OneDrive and
Google Drive destinations only:

Send Low Destination Space Reminder when total destination space
is over 80%

Send Low Destination Alert Report when total destination space is
over 90%

A Low Destination Space Reminder email is sent to the administrator
at 6:00 AM daily when the destination disk usage has exceeded the
preset threshold.

A Low Destination Alert email is sent to the administrator at 6:00 AM
daily when the destination disk usage has exceeded the preset
threshold.

Email me Consolidated Report:

A consolidated report is sent daily at the time defined by the
administrator. The report contains four types of information:
problems, issues, activities and statistics. For more information
please refer to the discussion regarding the Daily User Report.

www.ahsay.com

49




Predefined Destinations Tab

The following shows the Predefined Destinations tab under System Settings > Basic.
Predefined destination defines a list of local destinations, FTP or cloud storages in which the
AhsayCBS server, users and sub admin can be used to store backup data. Predefined destination
makes it easily to add extra cloud storage for current or new client and also makes the backup
destination redundancy in cloud storage to double the stability. Predefined Destination can also be
used to customize frequently used backup destination as visible optional destination choice for
backup sets.

Predefined destination can also be used to replicate the AhsayCBS database and backup data to
cloud destination which ensures single failure of AhsayCBS database won't influence the
subsequent backup and restore jobs.

fl!btp!i-'.-'1t'.1].h..anﬂgnrahm.da :(\\\1- |;|£-

L B hitpa 1023 6B EM8Y cha/system/ ShowConfiguration do @ || Q Search T B9 4+ & O =

mm Predefined Destinations  |[TL11 e RS m

Configure the predefined destinations that can be used by this server below

Predefined Destination

O Marne Destination Starage L Cramer
n| MKT.Cloud-Slorage & Google Account Ahsay Backup
O Dropbes-1 £+ Drope Account Ahsay MOE

You can set predefined destination on the following destination storage:

© Local / Mapped Drive / Removable Drive © CTYun

© Amazon Cloud Drive © Amazon S3

© AWS S3 Compatible Cloud Storage © Google Cloud Storage
© Google Drive © Microsoft Azure

© OneDrive ©  OneDrive for Business
© Rackspace O Open Stack

© Dropbox © FTP

© SFTP O AhsayCBS

© AhsayCBS Receiver o [EZR

NOTE

From version 7.15.6.0 onwards, Admin user can determine the predefined destination available to each
Sub Admin type user. You can refer to the section on Manage System User (System Settings > Basic >
Administrative Access > %system user%> Backup User Settings > Destination) for details.
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Set up predefined destination on cloud storage

AhsayCBS allows setting a backup destination on some common cloud storage, local hard disk
and FTP servers. The setup method is similar on different cloud storage. In the following
example, we show you how to set up a predefined destination for Google drive. The steps for
other destination storages are similar.

1. Click . to add a predefined destination. The following screen appears:

Add New Predefined Destination

Mame

GooagleDrive-1
Type
#® Single storage destination

Destination pool

Destination Storage

Google Drive b

Test

Sign up for Gooale Crive

2. Enter the name of the backup destination. In our example, the name is GoogleDrive-1.

3. Select Single storage destination as the type of predefined destination.

NOTE

The option Destination pool is defined from a number of single storage destination.

4. Select Google Drive from the Destination Storage dropdown box.

5. If you do not have Google Drive, please click the link Sign up for Google Drive to create
a Google account.

6. Click “Test” to continue. AhsayCBS will forward to Google Drive page.
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7. Enter your login credential for Google Drive.

Google

Sign in with your Google Account

backupsarver@gmail.com

Find my account

Dne Googhe Accaunt Tor evenyting Google
GMEPDE R

8. A browser pops up and Google asks for your permission to access the storage. Click

Allow.
g w7

~ Ahsay would like to:

L View and manage the files in your Google Drive ®

By cicking Alow, you alow this app and Google 10 Use your information n accordance
with ther respective privacy pokcies. You can change this and other Account

Permssions at any bme.
il m

9. Onthe browser, a code is displayed. Copy this code, then switch to AhsayCBS to paste
the code.

Google

Flaase copy this code, switch bo your applicaton snd paste i there:;
WFE&EHUEWMEMIFMM_}EEUMl
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10. Paste the code to the Authorization code field on the Add New Predefined
Destination page in AhsayCBS. Click to continue.

Add New Predefined Destination

ame
GoogleDiiee-1

Typa
0 Eipgle storage deslinalion
) Destination panl

Destnation Storage
Gioagle Dmwe E

Aulhvarizalion code
DEFeLIEWHd40eBaF 1FBEN W T_XESL bOn DKol

Sign up far Goagle Ceie

11. You can see the newly created predefined storage GoogleDrive-1 appears under the
Predefined Destination page.

m m Predefined Destinations  JUL T S ER 202

Configune the predefined destinalions that can be ised by tis server below

Predefined Destination ©
| | Hame |l}wﬂnauon Sarage .Inln
I NET-Choud-Storage & Googhe Accourk Shsay Backup
N Dropsac-1 v Dropbox Account Ahsay MOB
‘ O GongleCeive-1 &

Goagle Avtount Ahday Syabems Capodation Billy

12. Click to confirm. When you create a backup set for a user, you will be able to see
the new predefined destination.

For more examples on setting up other cloud storages, refer to Appendix E Setting up Cloud
Storage.
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Administrative Access Tab

The following screen shot shows the Administrative Access tab under System Settings >
Basic. You can manage your system user accounts on this page.

flmps-\-’_-’m.zl.h..nnfignmﬁcnm X1+ =12

€ B https 10AER 60423 chs) systemy Shewd ondi guration.do @ || D Seanh w B 4+ i & =

m m DGR RS Administrative Access

Manage all system user accounts that are able to access the web console of this server,

Manage System User

®@as
O Hame Trpe Crwner
O aysiem i -

On daily operation, you may need to assign your operators or administrators to work on your
AhsayCBS. You may have programmers to write API for your applications with the AhsayCBS.
You may also want to hire some resellers so that you can expand your business. You will need to
setup different system users with different role/privileges to work on the AhsayCBS.

Add a new system user

1. Click . in the middle of the page to add a new system user. The following screen
appears:

Add new system user

Profile

Mame

cperaton |

Pasaword

Re-type Passwnrnd

Type

Reead-anly Admin
APl
Suls Admin

Blad Repor

2. Enter the Name of the system user.

3. Enter the Password of the system user. Enter the same password again at the Re-type
Password field.
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4.

www.ahsay.com

Select the system user type from the Type dropdown Box. There are four types of
system users:

@

Admin

The Admin role has the same privilege as the build-in system account. For
example, you can assign this account for your administrator(s) to configure or

administer the AhsayCBS for you.

From v7.15.0.0 onwards, AhsayCBS allow Admin role user account to
independently disable or enable Sub Admin user account access right to the

branding pages.

Add new system user

Profile

Name

Sub admin

Password

Re-type Password

Type

+ Email me Consolidated Report

[uf Show the rebranding pages ]

Read-only Admin

+ X ?

The Read-only Admin role shares similar accessibility as its creator with Admin

role, except with read permission only.

API

The API role has full access right to the system; it has the same privilege as the
build-in system account. This account is created for external application
developers who can use this for API login authentication purposes.

Sub Admin

The Sub Admin role has the full access right to the users that was created under
this sub admin and has the right to manage the backup and restore jobs or
activities similar as the system administrator with less admin options.

-
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The following table provides a summary of the permissions of different system users in

AhsayCBS.

Permission Admin | Read-only Admin | API Sub Admin
Read permission v v v* v
Write permission v X v v
Login AhsayCBS v v X v
Create new system v X v v
users
Profile page v v X v
Bac[<up User v X X v
Settings page
Rebrand Web v X X v
Console page
Rebrand Client page v X X v
Export/Import profile v X X v

* API role has full access to the AhsayCBS which is similar as the Admin role through the API call, except
login to the AhsayCBS interface.

** Sub Admin role has full access to the settings (except the Backup User Settings page) and users under
this sub admin user only.

5. Click to add. The newly-created system user, System User 1, appears on the page.

fmxps-\.’.-']b.li.ﬁ..nnfiguraﬁcn.ﬂo %\ -5

€ B iittps 10236 B9 60423 che /systemn/ ShowC cnfiguratian.do || D Seant v+ =] + # @

JASLEE
mm Fredefined Destinations - IV EEEESE )

Manzge all system user accounts fhat ane able to access ihe web console of his Serer

Manage System User

0=

| Hame Tres owner
Sub Agmin User 1 Sub Admin

Sysiem User 1 Admin

ooono

syalaen Adirin

6. Click to confirm.

Sending a broadcast message

If you want to send broadcast message to other Sub Admin or Read-only Admin, do the
following:
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1.

Select the system users to whom you need to send the broadcast message. In our
example, System User 1 is selected.

m Predefined Destinations CULILTHEHTEEER -
Manage all sysham user accounts that are able 10 aicess the web console of thig Sener
Manage System User
L
O Hame Type Owner
= System User 4 Admin
O system Admin

Click the Broadcast icon in the middle of the page. The following appears:
Broadcast

To

- Tm

Subjecl

Server mainlenanc: Mokce

Mas5a08

Serverwill e shutdosn Tor maintenancs
in & haairs

& e O HTML

Allachmgnl

Browse Hefle salacied

3.

Enter the Subject and Message for the broadcast message.

@  You can select Text or HTML for the message body.
@

If you want to include an attachment, click Choose File and browse to the
desired location to select the file you want.

Click the Send button at the bottom right hand corner of the page to send the broadcast
message. Click X to exit.

Managing System User

You can modify the setting of your system user by clicking into the system user's name. You will
see 4 tabs:

Profile

Backup User Settings

Rebrand Web Console

Rebrand Clients

Each of these 4 tabs are described in detail below.

@ Profile Tab
www.ahsay.com
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The profile tab is available to all Admin, Read-Only Admin, and Sub Admin users after
they login.

The following screen shows the Profile tab of the user used. In our example, System

User 1, the type of the user is Admin. You can change the Password and Type of the
user on this page.

Profile
Backup User Settings
Name
Rebrand Web Console —
Rebrand Clients
Password

Re-type Password

Type
Admin o

For Sub Admin users, the Profile page contains more settings.

Profile
Backup User Settings

Mame
Rebrand Web Console —
Rebrand Clients

Paszword

Re-type Passwaord

Type
Sub Admin ¥

«| Email me Consolidated Report
«| Show the rebranding pages

Delegate setting and user management to Sub Admin
+ W
Name

Host Mame

backup.abc.com

Connector
0.0.0.0:443 »

The Sub Admin profile page is different from the Admin profile page in the following 3

ways:
®  Another Sub Admin is possible to be delegated for a Sub Admin user through
the interface.
@  The Host Name for the Sub Admin user can be modified.
NOTE
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» From v7.15.0.0 onwards AhsayCBS Sub Admin users (resellers) can share the
same hostname as the system admin user. In our example, the host name for
system admin is “sub.admin”, and so is for the Sub Admin users “sub1” and
“sub2”.

General Predefined Destinations || Administrative Access

Configure the basic settings for this server below.

Host

Host Name

sub.admin

System Home

System home directory
C:\Program Files\AhsayCBS\system

Connectors

P Port Protocol Max Connection Connection Timeout
0000 80 HTTP 2000 120000
0.0.0.0 442 HTTPS 2000 120000

Profile
Backup User Settings

Name
Rebrand Web Console

sub1
Rebrand Clients

Password

Re-type Password

/| Email me Consolidated Report
W/ Show the rebranding pages

Delegate setting and user management to Sub Admin

Host Name

sub.admin
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Backup User Settings
Rebrand Web Console

Rebrand Clients

Profile

Mame

sub2

Passwaord

Re-type Password

Type

oA [7]

| Email me Consolidated Report
«| Show the rebranding pages

Delegate setting and user management to Sub Admin

Host Name

sub.admin

interface.

» The hostname setup for a Sub Admin user is important, as AhsayCBS uses
connecting hostname to determine which branding should be applied on the

= A different connector can be applied for the Sub Admin users.

The Sub Admin user has fewer privileges as the full Admin user. In our example, the
Sub Admin User 1 account shows a subset of the functions available when the Sub

Admin user logs onto AhsayCBS and even within each subset a sub admin user has
only access to certain functions:

*

[ AhiayCES 721

& Q| A bepireseller.mybackup.com:E0443 /chs indox da

—

Dashboard

‘N‘#

o

Live Activities

ala

Sub Admin User 1

EX

Administration Logs

¥

Users, Groups & Policies

5

Backup / Restore Logs
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Available functions for Sub Admin users.

To Dos
CPU

Dashboard
Memory

Storage

) Lo Backup Status
Live Activities

Administration Logs Audit Trails

Backup Jobs
Restored Jobs
Backup / Restore Logs Backup Errors

>

>

>

>

>

> Restore Status
>

>

>

>

» Backup Set Log
>

Activities Log

Backup / Restore

Basic » Free Trial Options

» Backup User

Users, Groups, & > User Group

Policies
» Policy Group
> Email
Basic » Predefined Destinations
» Administrative Access
www.ahsay.com 61

M



= Backup User Settings Tab

The Backup User Settings tab is available to admin and sub admin users after they
login, although for sub admin user they have read-only access.

The following screen shot shows the Backup User Settings tab of the user used in our
example, admin, whose type is Admin.

Profile Bandwidth Control
Backup User Settings L. .
Limit the transfer rate when performing backup and restore tasks

Rebrand Web Console
Maz¢ transfer rate for backup 100
Rebrand Clients

Max transfer rate for restore [100

2% v X ?
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The following screenshot shows the Backup User Settings tab of the user used in our
example, Sub Admin User 1, whose type is Sub Admin.

Profile License m Bandwidth Control
Backup User Settings
| AhsayOBM User |10 | AhsayACB User |10

Rebrand Web Console

" VMware Guest VM |10 " Hyper-V Guest VM {10
Rebrand Clients
A ViMware Socket [10 (this feature requires AhsayOBM v77 or abave) w4 Hyper-V Socket [10 {this feature requires AhsayOBM v7 7 or above)
| Microsoft Exchange Mailbox |10 W NAS |10
| Mobile |10 « Office 365 Exchange Online Backup |10

AhsayACE Office 365 Exchange Online Backup |0 + OpenDirect / Granular Restare {10

NOTE

Please kindly note that:
»  If uncheck the box, there is no limit for license quota assigned to the module.

> If check the according box and the assigned value for license is less than the used ones,
there will be error message prompted to block the update. For example, if check the box
and assign 10 quota of VMware Guest VM to sub admin, but it already has 20 quota
used, then there will be error message prompted to block the update.

The administrator can assign the number of AhsayOBM/ AhsayACB CALs and add-on
modules to each sub admin user.

Field Description
AhsayOBM User License quota for AhsayOBM users.
AhsayACB User License quota for AhsayACB users.
VMware Guest VM License quota for backing up VMware Guest VMs.
Hyper-V Guest VM License quota for backing up Hyper-V Guest VMs.
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VMware Socket (this feature
requires AhsayOBM v7.7 or
above)

License quota for VMware Socket.

Hyper-V Socket (this feature
requires AhsayOBM v7.7 or
above)

License quota for Hyper-V Socket.

Microsoft Exchange Mailbox

License quota for backing up Microsoft Exchange
Mailboxes.

Mobile

License quota for backing up Mobile devices.

NAS - Synology

License quota for backing up Synology NAS
devices.

NAS - QNAP

License quota for backing up QNAP NAS devices.

AhsayACB Office 365
Exchange Online Backup

License quota for backing up AhsayACB Office 365
Exchange Online user mailboxes.

Office 365 Exchange Online
Backup

License quota for backing up Office 365 Exchange
Online user mailboxes.

OpenDirect / Granular
Restore

License quota for file-level restore from guest VM
or compressed/image files. Applicable only to File /
Hyper-V / VMware backup sets on Windows
platform.

Administrator can determine the destination category(both predefined and standard
destination) for the sub admin user, but the configuration will not modify any existing
destination settings, e.g. policy and predefined destination.
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Profile [ License || user Home | Banawidth control [ELEETLEUEY

Backup User Settings o ) ) ) ) _ L )
Enable the destinations for this Sub Admin. This feature will not modify any existing destination

Rebrand Web Console settings. e.q. policy and predefined destination.

Rebrand Clients
+ W
Name
. Local / Mapped Drive / Remaovable Drive
Amazon 53
s AWS 53 Compatible Cloud Storage
"} Google Cloud Storage
&, Gooale Drive
am Microsoft Azure
£ Onelrive
£ OneDrive for Business
@ Rackspace
u OpenStack
g; Drophox
FTP FTP
skre SFTP
5 CTYun
CIOFEE
ﬂ Amazon Cloud Drive

The administrator can enable/ disable the destination by adding/ deleting the according
destination. If the administrator disable the destination option, the according destination
will not show in the sub admin user login interface during adding the new predefined
destination or standard destination.

NOTE

Please kindly note that:

» The Destination settings can be overridden by the setting under “Users, Groups &
Policies > Policy Group > Backup Set Settings > Destination Visible to Users”.

For example, if “OneDrive” is hidden from a user group (Group-1). Even ifit is enabled
for the sub admin (Sub-1), backup users under that sub admin (Sub-1) and user group
(Group-1) will not be able to use OneDrive as backup destination.

» Destination feature will not affect existing backup sets created before the upgrade.
» All the standard destination will be displayed but only the Predefined destination visible to

users configured in “Users, Groups & Policies > Policy Group > Backup Set Settings >
Destination Visible to Users” can be displayed here.
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For example: If only enable “Local/ Mapped Drive/ Removable Drive” and “Google
Cloud Storage” for the Sub Admin User 1 whose type is Sub Admin.

Profile [ License | user Home J| Bandwidth Controi [ISINILEUEY

Backup User Settings

Enable the destinations for this Sub Admin. This feature will not modify any existing destination
Rebrand Web Console settings, e.g. policy and predefined destination.

Rebrand Clients
Name
. Local / Mapped Drive / Removable Drive

F} Google Cloud Storage

Login AhsayCBS with Sub Admin User 1, go to System Settings > Basic > Predefined
Destinations.

Email Predefined Destinations Administrative Access

Configure the predefined destinations that can be used by this server below.

Predefined Destination

+ W

Name Info Owner

Click + under Predefined Destination to add the new predefined destination. For the
destination storage category, you can find that besides AhsayCBS, there are only
“Local/ Mapped Drive/ Removable Drive” and “Google Cloud Storage” option available
which are enabled by administrator.
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Add New Predefined Destination

Name

Type

Destination Storage

Local-1

® Single storage destination

Destination pool

Google Cloud Storage
AhsayCBS

NOTE

» Sub admin user has NO authority to modify the Destination option, and the Backup User

Settings tab is hidden in System Settings > Basic > Administrative Access > %System
User% > Backup User Settings after login AhsayCBS with sub admin user.

Profile LR User Home || Banawidth Control
Backup User Settings
|AhsayOBIM User (Quota: - Ussd: 0 Available: -) AhsayACB User (Quota: ~ Used: 0 Available” —}

Rebrand Web Console

[VMware Guest VM (Quota: ~ Used: 0 Available: -) Hyper-V Guest VM (Quota: ~ Used: 0 Available: )

Rebrand Clients
[VMware Socket (Quata: 0 Used: 0 Available: 0) (this feature requires AhsayOBM v7.7 [1Hyper-V Socket (Quota: 0 Used: 0 Available: 0) this feature requires AhsayOBM v7.7
or above) or above)

Microsoft Exchange Mailbox (Quota: — Used: 0 Available: -) NAS (Quota: - Used: 0 Available: -)
Mobile (Quota: - Used: 0 Available: ~) Ofice 365 Exchange Online Backup (Quota: ~ Used: 0 Available: ~)
\AhsayACB Office 365 Exchange Online Backup (Quota: — Used: 0 Available: —) Granular Restore (Quota: — Used- 0 Available: —)

Destination setting determines the Standard Destination of “Users, Groups & Policies >

Policy Group > Backup Set Settings > Destination Visible to Users” for Sub admin user,

but will not influence the Cloud File Backup Source Visible to Users of “Users, Groups &
Policies > Policy Group > Backup Set Settings” for Sub admin user.

If sub admin type user account has created backup user using the existing allowed
destination, the according destination category cannot be disabled afterwards. The
following screen shot shows the error prompted if trying to delete the destination
category.

10.0.0.165 says

Failed to disable the destination(s) because at least one backup useris

using this destination

= Rebrand Web Console Tab

www.ahsay.com
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The Rebrand Web Console tab is available to admin and sub admin users after they
login. Both admin and sub admin user can use this feature to rebrand the images on
the AhsayCBS web console when accessed by the sub admins hostname.

The following screen shows the Rebrand Web Console tab of the user used in our
example, Sub Admin User 1, the type of the user is Sub Admin.

Profile IR FYl Gonnector [l Predefined Destinations
Backup User Settings Custom Properties m Digital Signature Build Installers

User Interface

Rebrand Clients

Title
Product Mame
Download link for i0S app

https: /e ahsay. comispienfhomefindex. jsp? pageContentkKey=

Download link for Android app
https:/ww. ahsay. comfspienthomelindex jsp?pageContentiKey=

User Interface logo {ico_40_chs_logo.png - 200 x 72 px)

2 (Default file) (4

Ho file selected.

Report logo (default. large. gif - 129 % 40 px)

= (Default file) (284
Mo file selected.,

AhsayCBS logo (ico_24_che prg - 24 % 24 py)

.C) (Default file) (28

Mo file selected.
EEv X ?

Rebrand Clients Tab

The Rebrand Clients tab is available to admin and sub admin users after they login.
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The following screen shows the Rebrand Clients tab of the user used in our example,

Sub Admin User 1, the type of the user is Sub Admin.

Profile

Rebrand Web Console

Rebrand Clients

Custom Properties

Key

%THIS_YEAR%
%COMPANY_NAME_FULL%
%COMPANY_NAME_SHORT%
%COMPANY_NAME_SYSTEM%

SCOMPANY_URL%

%COMPANY_COPYRIGHT%

English

2017

Ansay Systems Carporation
Ahsay

Ahsay Systems Corporation
www_ahsay.com

1999-%THIS_YEAR% (C) %
COMPANY_NAME_SYSTEM? Al

[N LYY PRI Application Settings - OBM || Application Settings - ACB I Custom Files - 0BM [l Custom Files - ACB
Backup User Settings Custom Files - OBC Color Scheme Settings - OBM Color Scheme Settings - ACB Digital Signature Build Installers

Catalan
2017
Ansay Systems Corporation

Ansay

wuwnw.ahsay.com

1992-%THIS_YEAR% (C) %
COMPANY_NAME_SYSTEM?% Al

Danish
2017
Ansay Systems Corporation

Ansay

www.ahsay.com

1089-%THIS_YEAR% (C) %
COMPANY_NAME_SYSTEM%

rights reserved. rights reserved. rights reserved.

%SUPPORT_EMAIL% support kb@ahsay.com supportkb@ahsay.com supportkb@ahsay.com

%SUPPORT_URL% hittp:/kb.ahsay.com hitp:Akb.ahsay.com hitp://kb.ahsay.com

%SUPPORT_TEL%

%SUPPORT_TEAM% Ahsay Support Team Ahsay Support Team Ahsay Support Team

hitp:/forum.ahsay.comiviewforum.php?  hitp:/forum.ahsay.com/iviewforum.php? http:/fforum.ahsay.comiviewforuf

%UPDATES_URL%
f=1 =1 =1

%O0BS_FULL_NAME% Ahsay Offsite Backup Server Ahsay Offsite Backup Server Ahsay Offsite Backup Server

%0BS_FULL_NAME_SYSTEM% Ahsay Offsite Backup Server

%0BS_SHORT_NAME% AhsayOBS Ahsay0BS AhsayOBS

%0BS_SHORT_NAME_SYSTEMS% AnsayOBS

%RPS_FULL_NAME% Ansay Replication Server Ahsay Replication Server Ahsay Replication Server

%RPS_FULL_NAME_SYSTEM% Ansay Replication Server

%RPS_SHORT_NAME% AnsayRPS AhsayRPS AnsayRPS

%RPS_SHORT_NAME_SYSTEM% AhsayRPS

EZM&wv X ?

Export/Import System Users

The export function can export the branded images, and branded properties that is set in the
Rebrand Web Console and Rebrand Clients into a JSON format file. If you need to apply the
branding to other sub admin users, you may import the branded JSON file back to the user.

The Import and Export buttons are available to Admin and Sub Admin users only. They are
found at the bottom right corner of the screen.

L

Import Button

[2

Export Button
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Languages

The following shows the Languages tab under System Settings > Basic. You can select the

language(s) available to your users.

To change the default language settings for the AhsayCBS web console, simply drag your

preferred default language to the top of the list.

fhnpw_no.za.ﬁ..unhguraﬁcnm £ \_+

B

L3 By | hitps 102368960421 chs/ systern/ Showd enfiguration.do @ || 9 Seance

m m Predefined Destinations | Administrative Access [QEIETT=TEE-H

Select the languages hal you wan! 10 enable 100 your users

Manage Language

Language

Manags the languages tha will ke memilable to your users here. The *Defaull” language vl be used in all reports. Drag yaur prefemed defaul languags ta the top of list

e @ +F & & =

English [Dafault]
Garman

French

Japanese

Korean

Chinese [3imgifiad)
Chings® (Tracitionaly
Cakalan

Danish

Greek Mogsmn
Spanizh

Basaue

Heraw

Hungarian

Lithuanian

Dufch

Horwegian
Poruguesa (Forugal)
Swedsh

Turkigh

goooooooooooooooooooon;

Arabic

IR LR T T T TR TR TR TR IR TR TR TR

R X ?

To select the language you want to make available to your users, simply click check the box next

to that language.

The available languages are:

© English (default) © German

© Japanese © Korean

© Chinese (Traditional) © Catalan

© Greek Modern © Spanish

© Hebrew © Hungarian

© Dutch © Norwegian

© Swedish ©  Turkish

O talian © Portuguese (Brazil)
© Polish ©  Finnish

www.ahsay.com

French

Chinese (Simplified)
Danish

Basque

Lithuanian
Portuguese (Portugal)
Arabic

Slovenian

Czech
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Advanced Backup Server Configuration

To manage your AhsayCBS advanced backup server configurations, simply click the Advanced
icon under System Settings from your AhsayCBS environment.

Advanced

You can perform the following advanced configurations on your Backup Server:

Restore data that has been automatically saved to Ahsay License Server.
Configure settings for proxy connection

Publish system and error messages to third party monitoring tools

Retrieve system files for troubleshooting
© Configure run time options such as Java heap size, thread stack, etc.

There are 5 tabs under the Advanced system settings section, each of which is described below.

Auto Save

The following shows the Auto Save tab under System Settings > Advanced. Default setting of
Auto Save feature is disabled, you can slide the switch to right to enable it.

€ AhsayCBS

Auto Save m Logging File Explorer § Runtime Options

When this feature is enabled, the system will automatically save all the settings in this server to the software vendor's cloud
so that you can restore those settings in the future when needed

Use Auto Save Ii‘

When this feature is enabled, the system will automatically save all the settings in this server to the
Ahsay License Server daily at 6:00AM, so you can restore those settings in the future when
needed.

NOTE

Please kindly note that:

» The Auto Save feature is NOT supported for either Evaluation license keys or the expired license
keys. If the license is expired, neither backup nor restore will be supported, and there will be
“LicenseError” in “Monitoring > Backup / Restore Logs > Activities Log” showing
“[disableConfArchival] License maintenance and support period has expired”.

» Maximum of 30 snapshots will be created and saved in the Ahsay License Server. When over 30, the
31st snapshot will overwrite the 1st one. The size limit for each snapshot uploaded to Ahsay License
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Server is 50MB, there will be “RoutineJobError” of “The size of “filename” is larger than 50MB.” when
the snapshot exceeds the size limit.

The created snapshot will also be stored in the local drive with directory of
“%AhsayCBS_INSTALL%\AhsayCBS\conf\Backup\dr-YYYY-MM-DD.zip”. Maximum of 25
snapshots can be saved in the local drive, so when over 25, the 26th snapshot will overwrite the 1st
one. You can check whether there is automatically delete process by searching the sentences of
“[ConfigurationArchival.removeLocalBkp] Removed configuration backup file(s) [filename.zip] locally.”
in the AhsayCBS web console > Monitoring > Backup/ Restore Logs > Activities Log.

You can check the Auto Save daily job status by the following steps:

1.

2.

4.

www.ahsay.com

Click the Backup/ Restore Logs under Monitoring from your AhsayCBS environment.
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Backup / Restore

Click Activities Log to find the according system log.

Restored Jobs Backup Errors

View all the system logs of this server below.

Backup Jobs

Activities Log

Backup Set Log

List of System Log

Filter| Type v” User Group vJ\new{ * Today vlF’age

Timestamp Login Name | Owner | Type | Message
02/2172018 10:30:55 RoutineJobinfo  [Job][QuarterHourlyJob]Starting low disk space alert

Search the log message of “[Job][DailyJob] Starting configuration archival” and
“[Job][DailyJob] Finished configuration archival” with timestamp being around
06:00:00.

Backup Jobs || Restored Jobs || Backup Errors || Backup SetLog L UNITIIEY:]

View all the system logs of this server below
02/21/12018 06:00:58 RoutineJobinfo User Module Job ending
02/21/2018 06:00:59 RoutineJobinfo [Job)DailyJob] Starting configuration archival
0212112018 06:00:59 RoutineJobinfo [Job)DailyJob)[copyFileAndCheck checkSize] The size of ‘C:\Program Files\AhsayCBSitemplarchiveTemp\conf is/are 75KB
0272112018 06:00:59 RoutineJobinfo [JobJHourlyJobjStart Sending missed backup reminder report
0212112018 08:00:59 RoutineJobinfo  [JobJHourlyJobJEnd: Sending missed backup reminder report
022112018 06:00:59 RoutineJoblinfo [Job)DailyJob)copyFileAndCheck checkSize] The size of 'C:\Program Files\shsayCBSitemplarchiveTemplpolicies® is/are 616KB.
0212112018 06:00:59 RoutineJobinfo  [JobJHourlyJob]Starting license check
02/21/12018 06:00:59 RoutineJobinfo [JobjiHourlyJob]Start License check
02/21/12018 06:00:59 RoutineJobinfo [JoblHourlyJobJEnd: License check
0212112018 06:01:05 RoutineJobinfo  [Job)DailyJob]igzipFile checkSize] The size of ‘C:\Program Files\AhsayCBSuempidr-2018-02-21.7ip.07 is/are 88KB.
02/21/2018 06:01:05 RoutineJobinfo  [Job)DailyJob] Finished configuration archival
0212112018 08:01.05 RoutineJobinfo  [Job)DailyJob]Starting token refresh

If the job is finished with no “RoutineJobError”, the Auto Save job is finished
successfully.
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The following system configuration files will be saved on the cloud daily by the auto save system

job.

Server

Configuration

Description

Path

Connector setting file

/conf/server.xml

CBS option files

/conf/afc.opt
/conf/cbs.opt

Runtime setting file

/conf/cbssvc.ini

Default certificate files

/conf/ca.crt
/conf/ssl.crt
/conf/ssl.key

CBS setting files

/conf/cbs.json

Redirector configuration files

/conf/lfsConfig.xml

OBS Configuration

Description

Path

Backup Server setting files

/conf/obs.json

License files

/conf/lic.json
/conf/license.xml

CBS/OBS option files

/conf/cbs.opt

Autoupdate index

/conf/autoUpdate.bdb

Replication configuration files

/conf/rpsSend.xml

RPS Configuration

Description

Path

Replication configuration files

/conf/rps.xml
/conf/rpsRecv.xml
/conf/rps-recv.json

RDR Configuration

Description

Path

Redirector configuration files

/conf/rdr.xml
/conf/rdr.json

License files /conf/rdr-lic.json
/conf/rdr-license.xml
OBS User Profile
Description Path
Users’ profile /conf/users.xml
Others
Description Path

Branding directory

/conf/Branding/*.*

User group definition

/system/obs/policies/userGroup.xml

Policy group definition

/system/obs/policies/policyList.xml

www.ahsay.com
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Please note that there are no options to restore the Others category, however it will be restored
automatically every time when you need to restore the auto save files.

Date
0212012018  » | (MMddiyyyy)

Server configuration (serverxml)
Backup Server Configuration
Replication Module Configuration
Redirector Configuration

Backup Server User Profile

The restore process is as followed:

1. Click on the [Restore] button.

€ AhsayCBS

When this feature is enabled. the system will automatically save all the settings in this server to the software vendor's cloud so that you
can restore those settings in the future when needed

Use Auto Save | g

[7] Use Proxy

2. Select the date of the system settings backup from the drop down list.

Date
0212002018 % | (MMddiyyyy)

Server configuration (serverxml)
Backup Server Configuration
Replication Module Configuration
Fedirector Configuration

Backup Server User Profile

Date

02/20/2018  ~ | (MM/ddivyyy)

01/29/2018 |~ .
02/03/2018 ration (serverxml)
02/04/2018 Configuration
ggjg:gg;‘g dule Configuration
02/07/2018 nfiguration
ggjggggj‘g User Profile
02/M10/2018
02/11/2018
02/M12/2018
021352018
021412018
02/15/2018
0z2Me6/2018
021712018
021812018
02/19/2018
022012018 |

02/21/2018 %
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3. Select the type of configuration that you want to restore.
Date
02M002018  » | (MMddiyy)
Server configuration (serverxml)
Backup Server Configuration
Feplication Module Configuration
Fedirector Configuration
" Backup Server User Profile
Click on to continue.
4. Choose which operation you want to make.
O Download configuration files
® Overwrite existing configuration files
Click m to start restore.
i. Ifclick on “Download configuration files”, the according configuration file “dr-YYYY-
MM-DD.zip” will be downloaded and you can manually restore the configuration file.
[F=EEoH =X
OQ | &« Users » Administrator » Downloads » - | ¢,|| Search Downiogds p|
Organize » Include in library » Share with « New folder = - [ l@l
e Favorites * Mame : Date modified Type Size
B Desktop | 1) dr-2018-02-21zip 22174018 23T PR Compressed (zipp.. a2 KB|
& Downloads
= Recent Places
* Extract the .zip configuration file.
fe o= ]
OQ | | « Backup » dr-2018-02-21 » v [ 42 || search ar-2018-02-21 )
Organize = Include in library = Share with « MNew folder B= - [l .@.
e Favorites Marme : Date rmodified Type Size
B Desktap J conf 22272018 405 PM File folder
& Downloads , policies 27222018 205 PM File folder
*  Copy the contents of “conf” folder to “%AhsayCBS_INSTALL%\AhsayCBS\conf”.
* Copy the contents of “policies” folder to
“%AhsayCBS_INSTALL%\AhsayCBS\system\obs\policies”.
* Restart the AhsayCBS service.
Refer to the KB article FAQ: How to recover my users.xml file from a previous backup
on AhsayCBS v7.9.0.0 or above? (5198) for further details on this feature.
75
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If click on “Overwrite existing configuration files”, the backed up configuration file
will overwrite the existing configuration file.

WARNING

Please kindly note that if choose Overwrite existing configuration files option, the backed
up configuration file will automatically overwrite the existing configuration file and the
process cannot be canceled.

After restore process, the interface will skip back to the previous page. Click EE and

=

to save and exit.

Click Administration Logs under Monitoring.

E

Administration Logs

Click Activities Log to find the according system log.

Search the log message of “Starting configuration recovery” and “Finished
configuration recovery” with timestamp being starting restore operation time, which
means the restore process is finished successfully.

022172018
141211

027212018
141211

AutosaveConfiginfo  Starting configuration recovery

AutoSaveConfiginfo  Finished configuration recovery

Restart the AhsayCBS service.
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Proxy

The following shows the Proxy tab under System Settings > Advanced. It is used for defining
whether AhsayCBS should use a proxy to gain access to the Internet.

Two types of proxy, HTTP/HTTPS and SOCKS 4/5, are supported. You can use the Proxy Host
and Port entries to define the location of your proxy server.

If the proxy server you are using requires user authentication, please use the Proxy Username
and Proxy Password entries to set the username/password for your proxy server.

e oo [T

T this SErver reqieres a proxy connection, configiars the relaled seltings Deiow

Proxy Server

Type

(e [7]

Frogy Hosl
Fort

Prowy Usemame

{optianaly

Proxy Password

{opbanaly

Exclusion &

O Enter the Hostname | I address 1o be excluded

If you need to exclude some hostnames and IP address for proxy connection, you can add those
excluded hostname and IP address at the bottom of the page.

NOTE

Please make sure there are no traffic restrictions on the proxy server, which could affect backup/restore
performance.
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Logging

The following shows the Logging tab under System Settings > Advanced. There are two types
of third party monitoring support, SNMP and Windows Event Log.

© SNMP

For the SNMP, you can download the MIB definition file and import to your SNMP
application by clicking the Download button under Download MIB Files.

ﬁ

m Proxy WRPTTLC RN File Expiorer | Runtime Options

You can publish sysiem and error messages of this server to third parties’ monitoring tooks through SHMP If your monitedng teol supporis SNMP. simply enable the SHMP Teature below.

Download MIB Files

Downlead

Enable SNMP Service

el
Ponl Musiibes

SHNWE Trap Lavel
[ information ] \Warning ] Emor

Trap Address 1
Pot 1

Trap Address 2

Port 2
Trap Address 3
Port 3
_Con-mumly
[Test
Windows Event Log

(] Usa Windows Evant Log

Event Log Hame

© Windows Event Log

This feature is supported for AhsayCBS installations on Microsoft Windows platforms where
the Windows Event Log service enabled. All AhsayCBS system log information such as
errors, warnings, and information message types will also be written to the Windows event
logs. The event log name is limited to eight characters.

J’hnmrmu__mmuuc "‘\"’ |;|£-]
£ R | hpn RTRR B s it e hawdvanosd do e | [R seomh - 2=T - -

v Lo L e | roms oo |

“ou can publsh sysiem and ermor messages of Ihis server (o dhird pardes’ mondlonng looks through SHAP I your monilonng 1ool supporis SNKF, simply enaile Ihe SNKF fealune bedow

Downlead MIB Files

Dieswiml cad

Enable SNMP Service

.
Windows Event Log
wf Lhai Vindaws Exent Lag
Event Log Mame
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The backup server’'s administrator can view the logs entries using the Windows event

| Evemas?,cBSOl =

Actions

= UganSndles..
T Create Casbem Ve
Impart Cuskarm Vi,
Clewr L.

Fiter Cumers Lo
Fapesties

Findl.

Save 2| Beeres 5.,

il B |

attch § Tesk To thes Log.«

View »
Fafreih

Help »

|- 3

(2] Ewer rapart
E Anach Tk To Thin Ewent...
|l Suww Selucted Eventin.

G Copr »
& Petrh
H e 4

viewer.
[ e [=[o§=N
Ble dction Miew Hik
«» aE B
il Evemt Viewmr (Lzeal)
+ [ Cuntemn Yiewn
b [ Windowe Lege
A3 i 5
5] enst K D01 11e4E [T 35T Here
] Hurthare Everte 1 ZA0RET1G TIONE. cesnl 1T Mare
= K i D01 1T 2= 3T Here
TR0 VT ces 17 Mare
b 12 Miacech t TN 113 cEsl T Herm
5 Windarm PowniShall 22018 133 ces 17 Mare
3 b t i TN 113 cEsl T Herm
2TE20N 11033 cesl 7 Hare
b i DG 13 Bl 27 Herw
F0RE01 VI3 cesnl 1T Mare
b i DG 13 Bl 27 Herw
F0RE01 VI3 cesnl 1T Mare
b 2016 1131 2= 3T Here
22018 133 ces 17 Mare
b NG 113 cESDI 3T Here
22018 133 ces 17 Mare
t TN 113 cEsl T Herm
2TE20N 11033 cesl 7 Hare
L TN 113 cEsl T Herm
2TE20N 11033 cesl 7 Hare
b i DG 13 Bl 27 Herw
F0RE01 VI3 cesnl 1T Mare
b PN 11 cEsl 257 Here
IAORET1G 1N TR cesnl 1T Mare
AL 114ER1E CE 6T _Hie
TH iy bEnd Licerse check
Log Magmes Es
Sourc: cast Laggud 26T2016 11KkAE
Evere Dy =7 Task Categary Mene
Lt Infaimation Erpwarch: Clamie
Lsen ) Comguen Wikt
DpCode:
WhareIrfamation | Exees Lo Oriing Hely
T w0
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File Explorer

The following shows the File Explorer tab under System Settings > Advanced. If administrator
or support staff needs to retrieve system related files on the AhsayCBS server for troubleshooting,
they can make use of the File Explorer feature to download log or configuration files from the
server without having to login remotely using RDP or SSH.

The File Explorer feature is limited to access files/folder related to AhsayCBS:

© AhsayCBS Application Home.
© AhsayCBS System Home.

© AhsayCBS User Home(s).

m Logging File Explorer Runtime Options

ITyou need to retrieve system related files on this server for troutieshooting, you can make use of this file explarer to do so.

System File Explorer

Home
File / Directory Home
B DishsayCBS Application Home
B DshsayCBSisystem System Home
DAAhsayCES S User Hame
DAAhsayCESWSEr User Hame
GAhsayCES S User Hame

All files download via the AhsayCBS File Explorer tab are compressed by default.

| awto save |l Promy || Losaing LE"Y PPIEUYIN Runtese Options
1Ty reemend B relriewe syslem related dles on lhis serves for Foubleshooling, you can make use of This e esplocer o .do so.
System File Explarer
Hama = CPmgram Fles\theayGES = lags
Page :1 El
|FInJIHm:|m Damnoad Sizir Ll Madilied
[
cabing_2016-0E-12 lag.dp 1k FIMRE0G 060118
e 1]
calirg_2016-0E-15 lagap o ZINER016 050118
]
cakin_2 andp 3
halirey_Z06-0B-1T bat o 1k SINERIE 050018
caling_2016-0E-18 lag.dp 1k FIMRE0G 060118
It i}
=] cababra_Z06-0B-22 lapdp i} 1k ZINERIG QR 0018 B
cakin_2 Z3kgdp 3
halirey_Z00-06-23 bat D 1k SINERIE 050018
catavm_Z016-08-28 bnaon 1 DOANE01G 060031
]
cakim_2 Zhbgdp
hairey_Z06-06-25 bat o] 1k NG 05 IA%
o] calaing_2016-IE-26 lag dp n wlz SIMEEG 060005
IE| calmg_2016-08-28 lagap s} i 02016 0R0TAL
] cakir_Z06-08-01 landp o] mar DENERG ORI
cahiim_Z016-08-05 kgdp 1] 1k DRREEIG Q6 dE
=
IE| catairg_2016-08-06 lag.ap s} i @215 050108
] Ak _Z01-08-0T landn o F 12092015 OR0A%
o] cakakma_2076-08-08kag dp ] S 120952016 06006
=] cahir_Z06-08-12 lapdp i} 1k 141G QR 01T
= Ak _Z06-08-13 landn D 1k 1INRG 05014
= catim_2016-08-12 lagap ] 1k EDEE RN R
] Ak _Z06-08-15 lpdp o] 1k 2ANRIG R 0048
o] cataina_2078-08-18 lag op n 1k R 06006
IE| catmg_2016-08-20 kagap s} i ZINWR016 ORI
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Runtime Options Tab

The following shows the Runtime Options tab under System Settings > Advanced. It allows
administrators to modify Java options such as Java heap size (maximum and minimum), thread
stack size and IP allowed to access the AhsayCBS management console.

By default the maximum Java heap size is 1024MB and there are no restrictions on IP address
access to AhsayCBS web console.

T e

CorAgure B runlime oplions [or s serer beiow.

Java Optiens O
Wlasirmim Java b sz siza 1o be used (X}

248 ME

Wuniman Java b e size 1o Be usad (-}

E

Thicad sk a2 o ba waed |-565)
k1] KE

wr Whther bo disable signal handers [-Xrs}

1P Allowwed

Marags the P b be dllowed for avcessing Consdle GUland AP1
#®&

O Fram Te

aoan 2200255200

IMPORTANT

When editing the maximum heap size for AhsayCBS, ensure that there is sufficient memory
reserved for the operating system.

It is not recommended to set excessively high values for the maximum Java heap size, as this
could result in AhsayCBS performance issues during internal Java VM garbage collection or
memory recycling routines.

For changes in Java heap size setting the AhsayCBS service needs to be restarted before it
becomes effective.
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6 Managing Backup/Restore

Backup / Restore Basic Configuration

To manage your AhsayCBS backup/restore basic configurations, simply click the Basic icon under
Backup / Restore from your AhsayCBS environment.

You can perform the following configurations for Backup/Restore:

Configure user home directories.
Configure free trial settings.

Configure backup data migration settings.

Define maximum number of concurrent VMs permitted to be started using Run Direct on
AhsayCBS.

© Configure Windows active directory integration settings.
© Configure Progressive Data Integrity Check

There are 6 tabs under basic backup/restore configurations, each of which is described below.
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User Home

The following shows the User Home tab under Backup / Restore > Basic. It is used for
configuring the user home directories for storing all the user data.

€ AhsayCBS

IFVEY P Free Trial Options | Backup Data Migration [| Run Direct | windows Active Directory integration || Progressive Data Integrity Check

Configure the user home directory(ies) for storing all user data

User Home
+ i
Directory Current QPS Ratio Maximum QPS$ Ratio

C\Program Files\AhsayCBSuser 125.3% (50G/39.9G) Unlimited

If you want to modify the existing user home, click on the user home directory and the following
screen shot will appear:

User Home

Home Directory
C\Program Files\AhsayCBS\user

Fassword protected network drive

Current QP3 Ratio
125.3% (50G /) 39.9G)

Maximum QF3 Ratio

Lnlimited

Enter the Home Directory path and check the box next to Password protected network drive if
your user home drive is on a network drive.

QPS Ratio (Quota - Partition Size Ratio) is the ratio (in percentage) of the sum of all user quotas
within a user home divided by the total size of the partition of the user home. You can see the
Current QPS Ratio displayed in the form of a percentage. You can select the Maximum QPS Ratio
from the dropdown list.

If the QPS ratio of a user home exceeds the Maximum QPS ratio after adding a user, the user will
be added to the next available user home. Unlimited means that the QPS ratio is not checked and

new users can be added to that user home. Not Used means that new users are never added to
that user home.

After you have modified the desired information, click to exit the Home Directory details page.

Then click at the user home page to save your changes.
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Free Trial Options

The following shows the Free Trial Options tab under Backup / Restore > Basic. It defines
various free trial settings available in AhsayCBS.

| user Home WEZRUENLLENN Backup Data Migration | Run Direct || Windows Active Directory integration || Progressive Data Integrity Check

Configure the user home directory(ies) for storing all user data

Free Trial Registration

+| Enable Free Trial Registration

Quota

+ i
Destination Quota
(9 2hsayces 50.0 Mbytes
& GoogleDrive-1 100.0 Ghyles ¥
Add-on Modules
o Microsoft Exchange Server o n Microsoft SQAL Server
v MySQL Database Server v E Qracle Database Server
| lowe | otus Domino | bows |otus Notes
o Windows System Backup Ld Windows System State Backup
o VMware | Guest¥M v |10 L H Hyper-V | Guestvi | {10

o E Microsoft Exchange Mailbox |10

v F‘:;‘; NAS - Synology v ShadowPratect System Backup
o E‘_'l Volume Shadow Copy L @ Continuous Data Protection

<! [N nFieDeta 7[5 woite [10

v E Office 365 Exchange Online Backup |10 L OpenDirect / Granular Restore |10

V1 [2] nas-anap

Trial users do not count towards the maximum number of users allowed within AhsayCBS under
the paid software license, therefore it is possible to have an unlimited number of trial users within
AhsayCBS. However, each trial user is limited to the quota storage settings for a period of
maximum 90 days.

» To allow users to create a trial backup account from AhsayOBM or AhsayACB, please
enable the Enable Free Trial Registration option at the top of the page. If this feature is
unchecked, the option to register for a trial account will not be available to end users.

» From v7.15.6.0, the Destination and Quota defines the backup destination and quota for
per destination of trial backup accounts upon registration. Destination includes predefined
and standard destination, and the quota settings for free trial user account is independent
of the quota settings in Group Policy. For the backup destinations which are not listed
under Quota tab, the quota storage assigned for the destination is unlimited.

The following screen shot shows the comparison for quota management between pre-
v7.15.6.0 and post-v7.15.6.0.

Pre-v7.15.6.0 | The Backup Quota defines the maximum backup quota of trial backup
accounts upon registration.
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Situation: Define the backup quota to be 100GB.

Free Trial Registration

v Enable Free Trial Registration

Backup Quota | 100 Ghytes |+

Post-v7.15.6.0 | After migration, there will display AhsayCBS with quota setting being 100GB.

You can configure the quota setting for AhsayCBS and click * {0 add
predefined destination as required.

Free Trial Registration

+*| Enable Free Trial Registration

Quota
+ i
Destination Quota

@ AhsayCBS 100.0 Ghytes

» The Add-on Modules option defines whether you want to allow trial users to have
different add-on modules.

Settings for existing free trial users

User will be suspended after | 90 + | days

| Remove User| 60 | days after registration

» The User will be suspended after <xx> days option under Settings for existing free
trial users defines the number of days after which the trial users will be suspended. In our
example, the period is 30 days, and the maximum value is 90 days.

» The Remove User <xx> days after registration option under Settings for existing free
trial users defines whether you want to remove trial backup users for certain number of
days after registration. In our example, you can use this option to tell AhsayCBS to remove
trial backup users from the system automatically after backup users have registered for 60
days, and the maximum value is 180 days.
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Backup Data Migration

The data migration is designed to migrate backup sets that were created in v6 backup server to v7
backup set blocks format to take advantage of the backup/restore performance enhancement
delivered by the new file storage format.

In v6 backup set, all the backup files are stored as individual files in the user home, whereas in v7
files will be handled in the following ways.

Small files (16MB or smaller) Merge into one 16MB data block
Large files (32MB or above) Split into multiple 32MB data blocks
NAS server Merge/split into 8MB data black(s)
Mobile device Remain in native format

The data migration process converts the v6 backup files into v7 backup set format, it will read
small files that were stored in v6 backup set, and write a number of small files into a new data
blocks. For larger files, the process will read a fixed amount of data which equals to a data block
size from the selected large files, and rewrite the data block into a new 32MB data block file. The
process will continue until the large file has completed to write the data into multiple new data
blocks.

IMPORTANT

As the data migration process is NOT reversible. If you downgrade your backup server to v6, the migrated
data in v7 will not be usable. All historical backup are lost and you need to start over the backup again in
v6. Please communicate with your clients and check if they are comfortable with the upgrade and data
migration.

Suggestion and Requirement
The data migration process will perform the backup set migration one by one. To avoid heavy I/O
on the disk/CPU utilization on your backup server, we suggest you to perform the data migration
in a small batch of users to test the performance on your environment. This would minimize any
possible impact on the 1/0 usage or affect your current backup operation.
The data migration will be carried out if the following criteria are met:

1. Both AhsayCBS and AhsayOBM/AhsayACB are upgraded to v7.7 or later version.

2. More than 100GB of free space in each user home on your backup server is available.

3. For large backup sets that are more than 100GB of total size, please reserve more than
150% of the free space on the user home for the data migration. This is because the
migration process will read the v6 backup data and write the v7 format to new location.
After the migration, the reserved space will be recovered.

Free Space = Largest v6 backup set on the user home X 150%

For example: If your largest backup set is 150GB backup set, please reserve at least
225GB of free space for the migration.
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If these requirements are not met, the data migration will not be started. You may find the
following entry in the [Activities Log] available in your AhsayCBS, [Monitoring] ->
[Administration Logs]

E.g. MigrateV6DataError [Thread][Job][MigrateV6File]Error Migrating v6 data of user ... is too big
to be migrated to ...

By selecting the filter "MigrateV6DataError" from the filter drop down box, you can collect the
errors related to the data migration.

REMINDERS

1. If data replication has been turned on, after the v6 data migrated to the v7 format, the
replication will start to replicate new v7 format backup set to the replication server or to a
predefined destination

2. You may notice that the storage of that user will be doubled for a short period of time. For
example: the replicated v6 backup set is 10GB, after the data migration, another 10GB will
be used for replicating the new v7 format backup set. After the synchronization is
completed, there is a mechanism to clean up the old migrated v6 data automatically.

How to Perform the Data Migration

IMPORTANT

While a backup set is undergoing the data migration process, the following activities
pertaining to that particular backup set CANNOT be performed.

Data Integrity Check Space Freeing Up

Delete Data Delete Backup Set

That being the case, update of the backup set, such as backup schedule, backup source,
destination, etc., is still possible during the data migration process.

1. Upgrade both AhsayCBS and AhsayOBM/AhsayACB to version 7.7 or above.

2. Administrator needs to check if any backup set should be excluded in this data migration
operation. For example, when we need to limit the number of migration in a small batch
of backup sets, we can exclude some of the backup sets from the interface. Click the “+”
icon under the Enable Data Migration section to add the user(s) you wish to exclude from
the migration.

| user Home J| Free Trial options [EERRTR.ESRUNECITMN Run Direct | Windows Active Directory Integration || Progressive Data Integrity Check

Configure the backup data migration settings

Enable Data Migration [ ]
Migrating File
Number Of Migrated File: 0
Migrate VB backup data excluded following backup set(s)
+ i

Login Name (Alias) Backup Set
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3. Click at the bottom right corner to start the migration when you are ready.

4. Once the backup runs on the client machine, the index migration starts on the client
machine. When the index migration finished, the AhsayCBS will arrange the data
migration on the backend.

5. Administrator can check the migration activity through the Monitoring > Administration

Logs > Activities Log.

By selecting the filter "MigrateV6Datalnfo" or "MigrateV6DataError" from the filter drop

down box, you can collect the logs related to the data migration.

6. When the data migration completed on a client's backup set. You will see the following in

the activities log.

MigrateVéDataInfo [Thread] [Job] [MigrateVeFile] End: migrate vo6

data.

7. On the next backup, that client will use the new index and new migrated data for the

backup operation. This will also trigger the backup server to remove old v6 backup data.

NOTE

In case the index migration stops for any reason, on the next backup, the index migration can
resume from the last recorded progress.

For backup sets such as Exchange DAG, when one of the node triggered the index migration
when backup runs, all other nodes will wait for the first node to complete the index migration,
and all other nodes will reload the new index file.

During the old v6 backup data removal, the performance on the user home which stores the v6
backup data could be slow down.

To add the exclusion of a v6 backup set from the data migration:

1. Click on + under the Migrating File section.

2. Select the login name and backup set that that you wish to exclude from the data
migration.

3. Click H to continue.

To delete an existing exclusion of a v6 backup set:

1. Click on the check box next to the entries you wish to delete.

2. Click on the L icon in this section.

3. Click to confirm.

4. Click at the bottom right corner to confirm again.
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Run Direct

The following shows the Run Direct tab under Backup / Restore > Basic. It defines the maximum
number of virtual machines started by Run Direct on AhsayCBS. Simply enter the number of virtual

machine and click to save your changes.

For more information on Run Direct on AhsayCBS, please refer to the Ahsay Cloud Backup Suite
v7 User’s Guide.

Free Trial Options Backup Data Migration Run Direct Windows Active Directory Integration Progressive Data Integrity Check

Maximum number of virtual machines started by Run Direct: |1
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Windows Active Directory Integration

The following shows the Windows Active Directory Integration tab under Backup / Restore >
Users, Groups & Policies.

| userHome | Free tial options | Backup Data migration J| Run Direct JEVLEEPEFRAYNRSILUIRENIVIN Progressive Data Integrity Check

Configure the user management related configurations below

Windows Active Directory Integration

Domain name

ActiveDirectory.com

Domain controller IP
10.16.1.28

When this feature is enabled and AhsayCBS fails to authenticate a user logon using its own
records, a user authentication will be dispatched to Windows Active Directory automatically. This
means that if an AD is presented in the network, it is only required to create a user account once in
the Windows Active Directory. The same user account can also be used on the AhsayCBS server.
This is because AhsayCBS will create this user account automatically after authenticating this

logon using AD. The user account created will be of the type Paid and of backup client
AhsayACB (unless the user logon using AhsayOBM).

To enable Windows Active Directory Integration

1. Click the =1 switch on the right to turn on this feature.
2. Enter the Domain name and Domain controller IP of the machine where the active
directory is hosted.
3. Click the button at the bottom of the page to confirm.
www.ahsay.com
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Progressive Data Integrity Check

The progressive data integrity check feature is introduced since AhsayCBS v7.17.0.0.

The Progressive Data Integrity Check tab can be accessed under Backup / Restore > Users,
Groups & Policies.

Note: The feature is enabled by default after installation / upgrade to AhsayCBS version 7.17.0.0
or above.

| userHome || Free Tial options || Backup Data Migration | Run Direct || Windows Active Directory Integration [T NN EIER U LIRS

Progressive Data Integrity Check -

Progressive Data Integrity Check (DIC) is executed before running backup. It only checks the backup files that have not been checked within the specified interval.

60 Days

Below is the features of progressive data integrity check (DIC):

© Automatic Apply: When the progressive data integrity check (DIC) feature is enabled, a
progressive data integrity check (DIC) job will be performed automatically before the start of
each backup job to ensure that the integrity of the backup data are correct.

© Regularly Apply: The progressive data integrity check (DIC) will perform check for backup
data regularly based on the value configured for the progressive DIC interval.

© Centralized Control: The progressive data integrity check (DIC)feature centralized the
control of progressive DIC for all backup users and backup sets.

© Fast: The progressive data integrity check (DIC)feature will only perform check for backup
files in the current data area and the latest index, so therefore, the progressive DIC process
can be completed quickly.

© Efficient: The progressive data integrity check (DIC) feature will only check for backup files
outside of the progressive DIC interval.

Below is the table of comparison between Progressive DIC and Manual DIC.

Progressive DIC Manual DIC
Speed & » Regular progressive DIC will be » DIC must be applied manually.
Performance applied automatically to ensure

) . » Manual DIC will not influence

the integrity of data. the backup process time.

» Backup time will be longer as the
progressive DIC process needs to
be completed before each backup

job is started.

» Manual DIC takes longer to
complete, as it performs check
for all backup data in both the
current and retention area,

» Progressive DIC is faster than along with all indexes.
manual DIC, as it only performs
check for backup files in current
data area and the latest index,
that are outside of the progress
DIC interval.
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Checked Data
& Index

> Current data area.

> The latest index.

» Current & retention data area.

> All indexes.

Run on Server
or

Run on Client

Support both Run on Server and Run
on Client backup set.

Only Cloud File backup set and
Office 365 Exchange Online
backup set can support both Run
on Server and Run on Client.
Others backup types can only
support Run on Client.

DIC Log Only sentences for the start and end Detailed logs about which files
of the progressive DIC job and were checked and the whole DIC
progressive DIC interval but no process will be shown in the
detailed logs. manual DIC log page.
Removal » If a backup file does not exist For both cases where a backup file
Action physically at the backup does not exist physically at the
destination, the process will backup destination, or the index
automatically remove record of file does not contain record of a
the corresponding backup file backup file, the user will need to
from the index file. manually click to start and confirm
on the data removal of the backup
> If a backup file exists, but the file, or record from the index file.
index file does not contain record
of the backup file, no removal
action will be executed.
Trigger No as progressive DIC will not delete | Yes if manual DIC delete any
Replication or modify any backup files. corrupted file.

Deployments

Suitable for administrator who wants
to perform regular simple data
integrity check for all users
automatically to ensure that the
integrity of all data are correct.

Suitable for end user who wants to
perform a full data integrity check
manually to locate any mismatch
between the backup data and
index, that may cause backup
failure.

To enable Progressive Data Integrity Check

1. Click the

i switch on the right to turn on this feature.

2. Enter the progressive data integrity check interval that you want to configured, in the
textbox under “Progressive Data Integrity Check (DIC) is executed before running

backup”.

The progress data integrity check job will only perform check for backup files that have
not been checked within the specified interval.

www.ahsay.com
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Precisely, this means that there will be a last DIC check time marked for each backup
file, and the progressive data integrity check (DIC) will perform check for file if its last
data integrity check (DIC) time exceeded the progressive data integrity check (DIC)
interval.

Note: The default value is set to 60 days.

>

NOTE

Please kindly note that:

The progressive data integrity check job will only perform check for backup files that have
not been checked within the PDIC interval configured, but a manual DIC job will perform
check for all backup files, in both the current and retention area, even if the file are within
the progressive DIC interval.

The minimum value that you can configure for the PDIC interval is 1 day, there is no limit to
the maximum value that you can configure.

If the Progressive DIC interval is set to a small value, the time for each backup job to
complete will be longer, as data file would be checked more often (due to the small
Progressive DIC interval). However, setting the Progressive DIC interval to a small value
can further minimize the possibility of data corruption (e.g. backup files and index
mismatch).

On the other hand, if the PDIC interval is set to a large value, the time for each backup job
to complete will be shorter (compared to if the interval is set to a small value), as data file
would be checked less often (due to the larger PDIC interval). However, setting the PDIC
interval to a large value may increase the possibility of data corruption (e.g. backup files
and index mismatch).

Click the button at the bottom of the page to confirm.
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Manage Backup Users

To manage your AhsayCBS users, groups, and policies, simply click the Users, Groups & Policies
icon under Backup / Restore from your AhsayCBS environment.

There are 3 tabs under managing users, groups, and policies, each of which is described below.

Backup User Tab

A backup account contains user’s account information, client type, backup modules and backup
set settings, etc. A backup user account can be created by administrator or registered via the
backup client application by the end user as a trial account (if this option is enabled).

The following screen shows the Backup User tab under Backup / Restore > Users, Groups &
Policies. You can create a new user account on this tab.

€ AnhsayCBS

IR User Group [ Policy Group |

Manage your backup users in this section.
Manage Backup User &

T RO RE Fe| Cionttype v | User ~| [ Registration Date || [ User Group ~|| Auto Update || User Group | View | ~ Default ~
Login Hame (Alias) Owner | Client Version ‘Add-on Modules Status
@ach - - mu Enable
@ari0 - 715.020 Eu—.u-u Enable
@® config - 71522 NE Enable
@ e - 715.020 u ﬂ @ Enable
@ hyperv () - - u Enable
@® migrate ) - 7.15.0.20 n @ Enable
@ mssal ) - 715,070 Enable
@ 03650 - 7.15.020 B Enable
® quota ¢ - 71550 Enable
@ undeletz () - 7.15.0.20 ] o Enable
@® username () - 71522 EI—I—BE ﬂ @ Enable

X ?

If AhsayCBS is deployed for internal use, as a system administrator, you need to determine the
following when you create a backup account:

© Backup client type, whether it is AhsayOBM or AhsayACB

© Backup destination
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If you are a Managed Service Provider (MSP) or reseller you may require to take into
consideration the following items when you create a backup user account:

© Types of users, whether it is Paid or Trial

© Backup client type, whether it is AhsayOBM or AhsayACB. Also the modules subscribed
by the client.

© The backup destination and the subscribed quota

Create a New Backup User

To create a new backup user, do the following:

1. Click +

€ AhsayCBS

as highlighted below.

NI User Group || Policy Group

Manage your backup users in this section

Manage Backup User

' # R & b & u .'E Filter Client Type ¥ || User + || Registration Date ¥ || User Group ¥ || Auto Upq
Login Name (Alias) Owner Client Version Add-on Modules
@ a0 - - '-u
@ani0 - 715020 N BEE R e = FYET
@cenfugf: - 71522 E u
@ excn0 - 715020 | x| NEE €& BEg
@ hiper O - - EE'—'—E n .
2. The Add New User page appears.
Add New User
Enter the Ingin credentials reduined for accessing shaay Choud Backup Sule, s S22 This LEer 10 80 proprisie LSer §rougs:
General
Logn Mame
|0'wn=l:
Passward
|
Lser Graup O
.:‘.’:
| [t oz Fin, of users
[ A Users - E =
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3. Enter the Login Name, Password, and select the User Group by checking the desired

user group. Click to proceed.

Add New User
Enfar the kg credenlisls required for eccassing Ahsay Clowd Beckup Sute, end essgn this usar to approgrizha user graups.
General
Login Hams
John Craner
Pz
Uger Group ©
+ i
s CRuTET B, of LBra
Al s - i

4. Enter the following information that appears on this page.

Field Description

Alias Another name of the backup user.

You can select Auto assigned or Manually assigned user

H Di i
ome Directory home path. The user backup data will be stored here.

There are 2 subscription types: Trial User and Paid User. Trial

Subscription users are subject to automatic removal as defined by the Free
Type Trial Options tab under Backup / Restore > Basic. The

automatic removal option can be disabled.

A scheduled date to suspend this user. For trial users, the
Suspend At suspension date is based on the settings in the Free Trial
Options tab under Backup / Restore > Basic.

There are 3 types of status for a user account: Enable,
Suspended, and Locked. Under normal circumstances,
administrator may change the Enable or Suspended status of a
user. The Locked status is referring to account lockout rules that
are set inside the policy group, refer to the Managing Policy
Groups section for more details.

For example, if a user has 3 consecutive unsuccessful login
attempts in 30 minutes, the user account will be locked out.

Status

Once you enabled the encryption recovery option, the encryption
key file is uploaded to the backup server. In case the user forgot
Upload the encryption key, you can still contact us to have it recovered.
Encryption Key | The recovered encryption key will be sent directly to the email
address registered on the user account. Refer to the Encryption
key section for further details.
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Language Preferred language for all email reports of the backup user.

Time zone of the backup user.

Since AhsayCBS v7.15.0.8, timezone information will be
Timezone automatically updated when user login client backup agent, such
as AhsayOBM and AhsayACB, or perform backup job to avoid
the false alarm of missed backup job.

Notes A field for administrators to add notes for the backup user.

Haite Directary

) A B e
Wty asiges | GG s AnsTER e

Subscription Type

= Tral Liser
1 Pk Uzar

Suspend At

Status

® Enazie
' Susgenad
Locikad

Upload Eneryption Key

S Lipioad encrgion kay arnn ng backug for ey

Language

Englizh |

Timezane

GNT+00 [CET) |

MNotes

Click to proceed when you are done with the settings.

5. Enter the following information that appears on this page.

Field ‘ Description

If the backup client machine requires to backup files only,
such as a desktop computer or a nhotebook, then you can
simply create an AhsayACB backup account. Otherwise, you
Backup Client will need to setup AhsayOBM, because it comes with backup
modules to perform Windows system backup, database
backup and virtual machine backup. By default AhsayACB
backup account is selected.

You can select which add-on module to enable for the
backup user. Some add-on modules has a text field after its
Add-on Modules name. For example, the number after Microsoft Exchange
Mailbox defines the number of Exchange mailboxes that are
allowed to be backed up under this user account.
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Backup Quota of each destinations for the user account.
Refer to the User Settings Tab section for details.

uota Lo .
Q Note: Quota management for individual predefined

destination is only available for AhsayCBS version 7.15.6.0 or
above.

This is to limit the maximum number of hosts allowed in a
client’s backup account, i.e. the number of devices that they
can install AhsayOBM/AhsayACB on. Refer to the User
Settings Tab section for details.

Client host limit

Run Direct Set the maximum number of VMs for VM Run Direct restore
(For AhsayOBM on AhsayCBS for this user. Refer to the Run Direct section
only) for detalils.

AhsayACB User Account

Add New User

Select the backup client software, usable add-on modules and the available quota for this user.

Backup Client

AhsayOBM User ®) AhsayACB User

Add-on Modules

Windows System Backup Lotws. | otus Motes

Volume Shadow Copy @ Continuous Data Protection

u In-File Delta E Mobile | 0

Office 365 Exchange Online Backup | 0 OpenCirect/ Granular Restore 0
Quota

Unlimit storage space for the destination not shown in the fallowing table
=+ il
Destination Quota

(=) Anhsayces 50.0 Mbytes |+

(If preempted mode is enabled in policy settings, the quota settings are disabled)

Client host limit
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AhsayOBM User Account
Add New User

Select the backup client software, usable add-on modules and the available quota for this user.

Backup Client

® AhsayOBM User AhsayACE User

Add-on Modules

Microsoft Exchange Server E Microsoft SQL Server

IS 1ySOL Database Server E Oracle Database Server

lotus. | otus Doming lotus. | otus Motes

Windows System Backup Windows System State Backup

ViMware 0 n Hyper-V 0

[E] wicrosor exchange aitbox [0 ShadowProtect System Backup

NAS - Synology
@ Wobile |0 @ MAS - QNAP

@ Continuous Data Protection

Volume Shadow Copy u In-File Delta
OpenDirect/ Granular Restore |0 E Office 365 Exchange Online Backup |0
Quota

Unlimit storage space for the destination not shown in the following table

+ il

Destination Quota

(If preempted mode is enabled in policy settings, the quota settings are disablad)

Client host limit

Maximum number of host | 1
Run Direct
€ 2> X ?
H

Click at the bottom of the page to proceed when you are done with the settings.

6. This page allows you to add contact person information for this user. Click . to add
new contact information.

Add New User

Add contact persons information for this user.

Manage Contact Information
+ i

Name
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7.

Enter the contact information such as Name, Email, Address, etc. In our example, the
name of the contact is john.

Contact

MName

Email

Encrypt Email

Address

Company

Website

Fhone 1

Phone 2

Click at the bottom right hand corner of the page to proceed when you are done with

the settings.

8. A new contact called john is added.

Add Mew User

|Han1n

fon

Manage Contact Infarmation ©

AGH CONIALT PerEOrs FdormEten or Tis ser

Emai

|ohn_backugseraceDgmal cam

Encrgpt Emai

9. Click at the bottom right corner of the page to confirm. The newly added user
appears on the Backup User tab.

www.ahsay.com

NOTE

Please kindly note that since AhsayCBS v7.17.0.0, if the license quota for backup
user(AhsyaOBM/ AhsayACB) has already been fully used, adding another new
backup user will be blocked.

-’w‘
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<« C | @ localhost10880/cbs/obs/access/user/EditUser.doid=0

localhost: 10880 says

You do not have enough AhsayACB quota. AhsayACB Quota (license

key): 1, Remaining AhsayOBM Quota: 0, Used: 3

& C ‘ @ localhost:10880/cbs/obs/access/user/EditUser.do?id=0

localhost: 10880 says

You do not have enough Test123 OBMShortName quota as Test123
ACBShortName has used over Test123 OBMShortName. Test123
OBMShortName Quota (license key): 6, Test123 ACBShortName Quota
(license key): 1, Test123 ACBShortName Used: 2, Test123
OBEMShortName Used: &

Delete Backup User

To delete an existing user, select the user you want to delete, then click the Delete button as
shown below. You will be prompted to confirm deleting the selected user, click OK to confirm.
€ AhsayCBS

Manage your backup users in this section.
Manage Backup User ©
" Q 0 ‘9 Q O a Filter | Client Type ¥ | User | | Registration Date || User Group v| E
|:] I Login Name (Alias) | Owner lCIient Version I Add-on Modules
[ @awmo - -
0 @m0 -~ s CHEE
[] @config0 = 71522

WARNING

When you remove a backup user account, all the backup sets and backup data on CBS or
predefined destinations, as well as the backup user profile on the AhsayCBS will be removed.

For the backup data residing on local destinations on the AhsayOBM/AhsayACB machine or on
customers personal cloud storage accounts, SFTP/FTP servers will not be deleted.

Auto Update

The automatic upgrading of AhsayOBM/ AhsayACB clients to the latest version is performed
using the Auto Update function. To perform a successful auto upgrade of the AhsayOBM/
AhsayACB clients need to connect to the AhsayCBS backup server.
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The AhsayOBM/ AhsayACB client backup machine:
» Must be powered on.
» Must be connected to the internet.
» The AhsayOBM/ AhsayACB scheduler services must be running.

» The AhsayOBM/ AhsayACB client is connecting to AhsayCBS server using the latest login
credentials.

» The AhsayOBM/ AhsayACB application GUI must be closed.

For every 720 minutes or whenever the backup client service restarts (v7) or the auto update
agent service restarts (v6), AhsayOBM/ AhsayACB will check with your AhsayCBS for any
available updates. If any auto update instructions were found on the AhsayCBS, the update
progress will be started.

NOTE

AhsayOBM on Synology NAS does not support Auto Update feature.

To perform an auto update, select the desired user then click Auto Update as shown below.

€ AhsayCBS

Manage your backup users in this section

Manage Backup User

& .;-'\’ & BB KE Fiter| clen Type ¥ || User v || Registration Date || User Group vl A
Login Name (Alias) Owner Client Version Add-on Modules
@ach0 - - "‘ﬂ @ E
BEN=-=NE  CEEE

@® i 0 - 7.15.0.20 B

@ config () - 7.152.2

NE 0]

Broadcast

After you selected a list of users for broadcast, you will be able to send broadcast message to
the selected users. This is useful when you need to send announcement such as server
maintenance, applied latest patch or some promotion offers to your users.

To broadcast a message to users, select the desired users then click the Broadcast button as
shown below. Edit the broadcast message then click the Send button at the bottom right corner

to send the message.
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€ AhsayCBS
—- e o oo

Manage your backup users in this section

Manage Backup User

+ . #Em & ﬂp % Eﬁi Filter Client Type V|| User ¥ || Registration Date ¥ || User Group | A
7‘ 1 VLoginName(AIias) Owner Client Version Add-on lﬂj)dl{l?s - o o S o
[ @awbo - = “'-E @ E

=0 - e DEEN==NE  @EEE

® config 0 . 71522 n u

Backup User

You can select user(s) and trigger their backup machines to run the backup set(s). Select the
desired backup user then click the Backup User button as shown below. Select the backup set
you would like to start a backup on, and then click the Run Backup button at the bottom right
corner to trigger a backup.

The backup will start shortly and you can monitor the progress using the Live Activities feature.
Refer to Backup Status for further details.

€ AhsayCBS
o, | For orour

Manage your backup users in this section

Manage Backup User

+ . i& R B PP u f&! Filter | Client Type V|| User ¥ || Registration Date ¥ || User Group v A
Login Name (Alias) Owner . Client Version Add-on Modules
[QEET! - - s E @ E
w0 - e DOEE==0E  QEEE
® config 0 - 71522 nu u

Export Users’ Usage Statistics to CSV File

You can export the usage of your selected user(s) to a CSV (Comma Separated Value) file. This
format can be imported into spreadsheets or other program/database for further analysis or
billing purpose.

To export usage of users to CSV, select the desired user then click the Export Users’ Usage
Statistics to CSV button as shown below. You will see a .csv file being downloaded.
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€ AhsayCBS

Backup User m Policy Group

Manage your backup users in this section

Manage Backup User

+ . & RA & u :'E Filter | Client Type ™| User V|| Registration Date || User Group v A
Login Name (Alias) Owner Client Version Add-on Modules
@acbo - - """u
@ - e DOEE==NE - @EEE
@® config 0 -~ 71522 u u

Move/ Import/ Export Users

This function can be used to export users to a zip file, and import users from a zip file.

You can also use this function to migrate backup users from one AhsayCBS server to another
AhsayCBS server, or to migrate users from their current user home to another user home on the
same server. This function is limited to system user with admin role.

Select the desired user, and then click the Move/ Import/ Export Users button as shown below.

€ AhsayCBS

CEIITERT user Group || Policy Group

Manage your backup users in this section

Manage Backup User

+ i # RA DE k) & Fiter [ Glient Type ¥|| User v || Registration Date ¥ || User Group v || A
Login Name (Alias) Owner Client Version Add-on Modules
@acv 0 - - &
@ S es CEEE EEEE
@® config ) - 74522 ne

The following screen appears:

Move / Import / Export Users

L] Move userhometol CAProgram FilesiAhsayCBSwser ¥ |

Irmport users to| C:Program FilesWhsayCESiuser v |

Exported zip file | Choose File | Mo file chosen

Civenarite existing users

Export users to file

Include backup files

© Move user home to — Export user from a user home to another user home on the same
AhsayCBS server .

Import users to — Import a previously exported user to the selected user home.

Export users to file — Export user profile and backup files to a zip file format.
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NOTE

» Please schedule a time with the backup user before migrating a user to another user home / to
another AhsayCBS. Ensure that the AhsayOBM / ACB client interface is closed, and that no backup /
restore job is performed during the migration.

» ltis highly recommended to temporarily suspend the backup user during the export / import
procedure.

> Itis not supported to import users belong to the AhsayCBS v7.15.6.0 or above to the old version of
AhsayCBS server.

Since the migration of a backup user to another user home / AhsayCBS may involve export of
the user profile and backup data, for user with a large amount of backup data, the time required
for the export may take a while. During the export, please do not restart the AhsayCBS service or
the server. In case of power failure or server shutdown, the export of the user will fail.

Example: Case 1 -- Migrate users from one user home in D: drive to another user
home in F: drive within the same AhsayCBS

Assumptions:

© The backup users to be moved only have small amount of backup files.
© These users are located in D:\u001 to be moved to F:\u001.

Steps:
1. Login to the AhsayCBS and go to Backup/Restore > Users, Groups & Policies.

2. Select the user(s) to be migrated.

€ AhsayCBS

Manage your backup users in this section

Manage Backup User

+ i & RN DE & Fiter| Client Type || User ¥ | | Registration Date % || User Group v | Al
Login Name (Alias) Owner Client Version Add-on Modules
@0 S =B @
@i - 715020 E =B e e Y] BEREA
@ confia 0 - 7522 : NE

3. Click the Move/ Import/ Export Users button.
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4. Make sure the radio button of Move user home to is turned on and select the dropdown
box next to it. Choose the F:\u001.

Move / Import / Export Users

o) Move user home to | D:\AhsayCBSwser »

) Import users to | D\AhsayCBSWser

Exported zip file No file selected.

Overwrite existing users
O Export users ta file
«* Include backup files

5. Click to proceed.

Example: Case 2 -- Export a user (including data) from one AhsayCBS and import
to another AhsayCBS

Suggestions:

Perform the export and import procedure for one user at a time.

Suspend the user during the export and import procedures to ensure that no backup /
restore job is performed during the migration.

© If the exported “users.zip” file is not saved to a local destination, ensure that the network
between the AhsayCBS server and the save destination remain stable throughout the export
process.

© For best result (performance and stability wise), it is recommended that:

= The export and import operation of the backup user is performed directly on the
corresponding AhsayCBS server, or in the same LAN environment.

=  The exported “users.zip” files are copied directly onto the destination AhsayCBS
server, or a network drive in the same LAN environment.

© For backup user with large amount of data, please

@ Perform the user data export at a time when the resource usage is low on the
AhsayCBS server.

Assumptions:

© The user to be exported is located on AhsayCBS1, to be moved to AhsayCBS2.

© Before importing the user to AhsayCBS2, make sure that there is no backup user with the
same username on AhsayCBS2.
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© Backup data are stored on the AhsayCBS server. Data on cloud storage or pre-defined
destination is not supported.

© The user should be removed on the original server (e.g. AhsayCBS1) after exporting the
user to the new AhsayCBS server. This is especially important if these AhsayCBS servers
are under the same Redirector setup.

NOTE

Please kindly note that the default size limit for the users.zip file (including Users.xml and backup data) to
be imported to the different AhsayCBS server is 50G. If you want to change the size limit, you need to
change the number of “50” in the line of “<controller maxFileSize="50G"/>" in
“$CBS_HOME/webapps/cbs/WEB-INF/struts-config.xml” to be other value.

Please refer to the following article for further details about how migration of users between
different AhsayCBS under the same Rediector setup:
http://wiki.ahsay.com/doku.php?id=public:5303 how to _move user_in_same ahsayrdr setup

Steps:

1. Login to the AhsayCBS1 and go to Backup/Restore > Users, Groups & Policies.

At

Users, Groups &

2. Select the user you need to export and click the Move/ Import/ Export Users button.

Backup User [l oy

Manage your backup users in this section

Manage Backup User &

+ ‘ Q ‘h ﬁ ‘<E'= E Filter | Client Type * ‘ [ User ¥ || Registration Date "| User Group - 7\
D Login Name (Alias) ‘ Owner ‘ Client Version ‘ Add-on Modules

] @acvo - - “u [E] @

0 @w © s DOEE==NE - @EEE

[] @econfig - 7.1522 [ | NE
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7.
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Click on the Export users to file radio button and click on the Include backup files
check box to export the backup user data.

Move / Import / Export Users

(:) Move user home to | D\&hsayCB3user
O Importusers to | DAhsayCBSwuser »

Exported zip file |[ Browse.. ] Mo file selected.

|:|Overwrite existing users
® Export users ta file
[« Include backup files

Click on to proceed. The system will prompt you to save the file (users.zip) in your
local machine. You need to have enough disk space to save the zip file. If the user
account has large backup sets, it is expected to wait for a long time.

After exporting process, click E to skip to the Backup User Tab page. Click
afterward to save the change.

Login to the AhsayCBS2 and go to Backup/Restore > Users, Groups & Policies.

At

Users, Groups &

Click the Move/ Import/ Export Users button.

Backup User Policy Group

Manage your backup users in this section
Manage Backup User &
e 0 Q @ 0 *B@‘B @ Filter | Client Type V‘ | User ¥ | | Registration Date ¥ H User Group - E
D | Login Name (Alias) l Owner l Client Version l Add-on Modules
] @z - . s JPY [E3] @
] @0 - 7.45.020 NEE R = == Y] OlE]e]o]
[] @econfig - 71522 | x| NE
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8. Click on the Import users to radio button and select the destination user home on the
AhsayCBS2 from the drop down list.

Move / Import / Export Users

) Move user home to | CAProgram Files\AhsayCBSwser vl

& Import users to | CAProgram Files\thsayCBS\user vl

Exported zip file Mo file selected.

Cwerwrite existing users

O Export users to file

Include hackup files

9. Click on the Browse button under the Import users to radio button. Select your previous
exported zip file.

Move / Import / Export Users

(3] Move user home to | CProgram Files\thsayCBS\wser vl

O] Import users to | CA\Program Files\dhsayCBSwser vl

Exported zip file Mo file selected.

COwverwrite existing users

O Export users to file

Include hackup files

10.  If the overwrite option is selected, the user account on the AhsayCBS2 which has the
same user name in the users.zip will be overwritten.

Move / Import / Export Users

& WMaove user home to | C\Program Files\AhsayCB3\user vl

@ Import users to | C\Program Files\dhsayCBS\user vl

Exported zip file No file selected.

W Overwrite existing users

O Export users to file

Include backup files

11.  Click on to proceed.
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12. Restart the AhsayCBS service and login to AhsayCBS2 to check the newly imported user
in the Backup User page.
€ AhsayCBS
Manage your backup users in this section.
Manage Backup User
+ i ’3 R & D ﬁ E .'ﬂi Filter Client Type % || User || Registration Date % || User Group YA
Login Name (Alias) Owner Client Veersion Add-on Modules
@ach( - - mu @
®ani0 - 7.15.0.20 HE""""E @
@® config 0 -~ 71522 E u
Please refer to the following article for further details about how migration of users
between different AhsayCBS under the same Rediector setup:
http://wiki.ahsay.com/doku.php?id=public:5303 how to _move user in _same ahsayrdr
setup
13.  After the entire migration process is completed, delete the original backup account on

AhsayCBS1. On the AhsayCBS web console of AhsayCBS1, under Backup User tab,
select the migrated user account and click on the Delete button to delete it.

€ AhsayCBS

Backup User m Policy Group

Manage your backup users in this section

Manage Backup User

+m* RABRKE Fier clent Type || User

Login Name (Alias) Owner Client Version

¥ || Registration Date ¥ || User Group

Add-on Modules

@acho = = """'u E
®api0 - 7.15.0.20 E""‘_‘u EE
@ config 0 71522 | x| NE o]

Rebuild Storage Statistics

This option can only rebuild legacy backup sets created in version 6, which have not been
migrated to v7 block storage format. The option is used to enhance the accuracy of storage

statistics for the backup set created in version 6.

The time taken to complete a rebuild depends on a number of factors such as the number of files
/ folders in the backup set(s), the number of backup sets, the hardware specifications of your
AhsayCBS server such as the disk I/0 and CPU performance, and if there are other resource

intensive jobs running.

NOTE

corresponding backup set), and vice versa.

Note that a backup set rebuild can only be started when there is no backup job running (of the

www.ahsay.com
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() Iren a
€ AhsayCBS

Backup User m Policy Group

Manage your backup users in this section

Manage Backup User

+ . # R & b &Ex Filter | Client Type %|| User ¥ || Registration Date % || User Group Vi A
Login Name (Alias) Owner Client Version Add-on Modules
@aco ) - - o @ E

@0 - ea DOER==NE  CEEE

@ config 0 - 71522 ﬂn

(2]

0]

To check the progress or status of the Rebuild Storage Statistics job, go to [Monitoring]>
[Administration Logs]>[Audit Trails], use the Filter “login Name” and select the backup user.

SNMP Log | Message History [| Activities Log UL & Il
View the activity logs of all users on this server.
Audit Trails
Fiter [ gr1 | [ Type ~ |view | * Today ~|page
Login Name
Timestamp Type Message "99
111202017 [BackupSet Repairl: 1F upSetD hanges log] B gr2 2008 R2 (GR-CBS ONLY)(1500448406767), is-data-migration-
UserChangelLog R John
11:00:37 mapping-merged-to-index (7Y™ == "N") ocal
ocal
11/20/2017 [RemoveMigratedV6Data preRemoveDatal[BackupSet DataMigrationStageChanges.lod t1 er-V 2008 R2 (GR-CBS ONLY)(1500448406767), data-migration-status
UserChangelLog 12 (res1)
1M00:37 (“Verified” == "NotStarted") 1t
1112012017 Userch " [RemoveMigratedV6Data.preRemoveDatallBackupSet DataligrationStage Changes.log U1 er-V 2008 R2 (GR-CBS ONLY)(1500448406767), is-data-migration-
serChangelog 1198
11:00:37 mapping-merged-to-index (7Y™ == "N") 1599
111202017 [BackupSet RepairD atalii Flags][BackupSet.D igration: hanges.log] B: x Set-1(1501576924684), data-migration-status (Verified™ ==
UserChangelog
1M00:37 “NotStarted”)
202017 [BackupSet RepairD 1F upSetD hanges log] Backup Set= BackupSet-1(1501576924684), is-dat: gration-mapping ‘ged-to-ind:
UserChangelog
1:00:37 (Y7 =="N")
1112002017 Userch " [RemoveMigratedV6Data. preRemoveData][BackupSet.DataMigrationStageChanges.log] Backup Set = BackupSel-1(1501576924684), data-migration-status (“Verified™ =>
serChangelo
1M00:37 aeked “NotStarted”)
1112012017 Userch . [RemoveligratedVGData preRemoveData[BackupSet DataMigrationStageChanges.log] Backup Set = BackupSet-1(1501576924684), is-data-migration-mapping-merged-
serChangelog
J11.00:37 to-indes (V" == "N

Rescan all user home directories

Since version 7.15.0.20, AhsayCBS added the feature of rescanning all user home directories.
The feature ensures the status of all user home is updated so that the backup sets under
available user home should be shown in the selecting list for Admin user account to exclude
while the backup sets under unavailable user home should not be listed during backup data
migration. And also if the user home is offline, the backup and restore job cannot be run properly,
so the feature helps confirm applying backup and restore job.

€ AhsayCBS

CEISTTATET N UserGroup || Policy Group

Manage your backup users in this section

Manage Backup User

+ . # R & B & u Filter | Client Type || User ¥ || Registration Date ¥ || User Group v A

Login Name (Alias) Owner Client Version Add-on Modules

@acho - - _u E
@i - 7.15.0.20 NEE R e e PYE REEE
® config 0 - 71522 ne NE

o

0]
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The feature will be applied in the following 3 conditions:

1. Startup AhsayCBS service.

2. Click on the Rescan all user home directories button, as shown in screen shot.

€ AhsayCBS

CRXNTEU N User Group || Policy Group

Manage your backup users in this section.

Manage Backup User &

TR A BB BB i cienType v | User v
|:| l Login Name (Alias) I Owner I Client Version l Add-on Modul
Ll @acko - -

[l @®aio - 7.15.0.20 HEE
[] @ config( — 71522

3. Run routine job (HourlyJob)
If there is user home offline, which may be caused by disk temporary unavailable, user home

directory rename, network drive disconnected or disk corrupted, a message will pop up as shown
in the following screen shot.

The user home " for user ‘home’is not available
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After clicking into the according user account, Home Directory will be blank.

User Profile (VYT Backup Client Settings | Contact | User Group |

Backup Set
Settings
Report
Statistics

Effective Policy

General information of this user.

Basic
D
1511493041256

Login Name

user2 Owner

Password
ANBT6/OToWAu38et4QF 7roFCESDUCKB9qXb+iyiayk= | Hashed

New Password

Alias

Home Directory

www.ahsay.com

113



Managing Backup Users

After you have created a backup user in previous section, you can perform the following operation
for your users such as:

Customize backup users profile settings
Customize subscribed modules

Create backup sets

View backup/restore reports

View usage statistics

Manage the policies applied to a user

Update client software via the auto update agent
Send broadcast message to users

Export usage to a CSV file

Export users

Rebuild storage statistic

Accessing the Backup User

Click the login name of the backup user account you want to manage from the Backup User tab.
€ AnhsayCBS

Backup User m Policy Group

Manage your backup users in this section

Manage Backup User

T @B ®E Fie ot Type v User ~| [ Registration Date || [ User Group ~|| Auto Update || User Group | View | ~ Default ~
Login Hame (Alias) Owner | Client Version ‘Add-on Modules Status
@acb - - mn Enable
[cE - 745020 BE"""‘B Enable
@® config ) - 71522 Enable
@ e - 715020 [B Ensble
@® e ) - - Enable
@® migrate - 7.15.0.20 @ Enable
@ mssal0 - 715070 ] Enable
@ 03650 - 7.15.020 NE B Enable
@® auota ¢ - 74550 BE"""‘E Enable
@ ungslsts 0 - 7.45.0.20 n 3 Enable
® usemame () - 71522 HE“—'“‘EE n @ Enable

X ?
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The backup user account opens. You will see 6 tabs (User Profile, Backup Set, Settings,

Report, Statistics, Effective Policy), each of which is described in detail below.

User Profile

Backup Set

Settings
Report
Statistics

Effective Policy

Manage Backup Set

Cal ™

Hame

WMware ESXiv5.1 (GR-RD-Local-CBS)
WMware ESXivg.1 (GR-RD-Local Only)
WMware ESXi 5.1 (GR-83 ONLY)

Hyper-V 2008 R2 (GR-Local-CBS)

WMware ESXiv6 (GR-RD-Local)

Hyper-V/ 2006 R2 (GR-RD-Network-0)
WMware ESXi 5.1 (GR-RD-Local Only) WinxP
Hyper- 2008 R2 (GR-CBS ONLY)
BackupSet-1

File-OpenDirect

BackupSet-2

T2

RunDirect Hyper-V Testing for CBS User Guide
OpenDirect Testing for CBS User Guide

b1

Exchange 2016 mailbox

BackupSet-4

Exchange 2016

Type

Version

VMware ESXi4/5/55/6/65
ViMware ESXi4/5/588/6/65
VMware ESXi4/5/556/6/65
Wicrosoft Hyper-V Server 2008 R2
VMware ESXi4/5/55/6/65
Microsoft Hyper-V Server 2008 R2
WiMware ESXi4/5/55/6/65
Microsoft Hyper-V Server 2008 R2
WMware ESXi4/5/55/8/65
VMware ESXi4/5/556/6/65
WiMware ESXi4/5/55/6/65
Micrasoft Hyper-V Server 2016
Microsoft Exchange Server 2016
Wicrosoft Exchange Server 2010

Microsoft Exchange Server 2016

Timezone

GMT+08:00 (CST)
GMT+08:00 (CST)
GMT+08:00 (C3T)
GMT+08:00 (CST)
GMT+08:00 (CST)
GMT+08:00 (CST)
GMT+08:00 (CST)
GMT+08:00 (C3T)
GMT+08:00 (CST)
GMT+08:00 (CST)
GMT+08:00 (C3T)
GMT+08:00 (CST)
GMT+08:00 (C3T)
GMT+08:00 (CST)
GMT+08:00 (CST)
GMT+08:00 (C3T)
GMT+08:00 (CST)
GMT+08:00 (CST)

Execute Job

www.ahsay.com
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User Profile

The User Profile tab contains user backup account settings information, subscribed modules,
backup quota, subscription type, contact information and user group information. It is located
under Users, Groups & Policies > Backup User. It is sub divided into four tabs, as described

below.

> General Tab

User Profile General Backup Client Settings m m
Backup Set General information of this user.

Settings

Report Basic

Statistics D

1625855752356
Effective Policy

~]

© 0 0o ©

www.ahsay.com

Login Name

123 Qwner:

Password
pm\WkWSBCL 51Bfkhn79xPukKBKHz/{HEB +mY6G9/eieul | Hashed

Reset Password

Alias

Home Directory

C:\Program Files\AhsayCBS\user\123

Subscription Type

e Trial User
Paid User
Suspend At

| |08-Jun-2018

Status

®) Enable

Suspended

X ?

Reset Password — Click to change or reset the password for this user, in case if they
forgot the current password.

Alias — Update the alias for this user.

Subscription Type — Change the type from Trial User to a Paid User, for example
after a user subscribes to backup service after a trial.

Suspend At — Scheduled date to suspend this user’s account.
Status — Suspend or enable locked accounts
Upload Encryption Key — Enable or disable the “Upload Encryption Key” feature.

Language - Preferred language for all email reports of the backup user.
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© Timezone — Update the time zone of the backup user.

© Notes — Add or update notes about this user.

> Backup Client Settings Tab

m Backup Client Settings m m
Backup Set Settings of the client backup agent for this user.
Settings
Report Backup Client
Statistics * AhsayOBM User AhsayACB User

Effective Policy

Add-on Modules

v Microsoft Exchange Server Microsoft SQL Server
v A MySaQl Database Server E Oracle Database Server
+| lots. | otus Domino lotus. | otus Motes
v Windows System Backup Windows System State Backup
Ld VMware | Guestvi |+ |10 n Hyper-V
! E Microsoft Exchange Mailbox |0 ShadowProtect Systern Backup
@ Continuous Data Protection 2:’: NAS - Synalogy
Mabile [0 [2] nas-anap
o Volume Shadow Copy ol u In-File Delta
OpenDirect / Granular Restore |0 v EE Office 365 Exchange Onling Backup |0
Quota

Unlimit storage space for the destination not shown in the following table
-
+ i
Destination Quota

(&) AhsayCBs 50.0 Ghytes ¥

(If preempted mode is enabled in policy settings, the quota settings are disabled)

Client host limit

Maximum number of host |5 [Used: 1]

®

www.ahsay.com

Backup Client - Type of backup user account, AhsayOBM or AhsayACB. In case you
need to change the backup client type, it is better to check if there are existing backup
sets in the backup account. For example, if you have an AhsayOBM user account with
Exchange backup set and you change the account type to AhsayACB, the Exchange
backup set will not be run due to the backup client type does not match.

Add-on Modules — Below is a short summary of the add-on modules available for both
AhsayOBM and AhsayACB

Add-on
Module Reference AhsayOBM | AhsayACB
Microsoft Backup and restore of Microsoft
Exchange Exchange Server.
Server Refer to the following link for how to use v X
Microsoft Exchange Database Server
with AhsayOBM client:
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Ahsay Online Backup Manager v7 Microsoft
Exchange Database Backup and Restore
Guide

Microsoft Backup and restore of Microsoft SQL
SQL Server.
Server Refer to the following link for how to use
Microsoft SQL Server with AhsayOBM X
client:
Ahsay Online Backup Manager v7 Microsoft
SOQL Server Backup and Restore Guide
MySQL Backup and restore of MySQL Database
Database Server.
Server Refer to the following link for how to use
MySQL Database for the Windows
platform with AhsayOBM client:
Ahsay Online Backup Manager v7 MySQL X
Database Backup and Restore for Windows
Refer to the following link for how to use
MySQL Database for the Linux platform
with AhsayOBM client:
Ahsay Online Backup Manager v7 MySQL
Database Backup and Restore for Linux (CLI)
Oracle Backup and restore of Oracle Database
Database Server on Windows and Linux platforms. X
Server
Lotus Backup and restore of Lotus Domino. "
Domino
Lotus Backup and restore of Lotus Notes. v
Notes
Windows Backup and restore of Windows System
System Backup.
Backup Refer to the following link for how to use
Windows System Backup with v
AhsayOBM and AhsayACB clients:
Ahsay Online Backup Manager v7 Microsoft
System Backup and Restore Guide
Windows Backup and restore of Windows System
System State Backup.
State Refer to the following link for how to use
Backup Windows System State Backup with X
AhsayOBM client:
Ahsay Online Backup Manager v7 Microsoft
System State Backup and Restore Guide
VMware Backup and restore of VMware guest X
VMs.
118



http://download.ahsay.com/support/document/v7/guide_obm_user_exchange_database.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_exchange_database.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_exchange_database.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_mssql.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_mssql.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_mysql_win.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_mysql_win.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_mysql_nix_cli.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_mysql_nix_cli.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_ms_system.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_ms_system.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_ms_systemstate.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_ms_systemstate.pdf

Refer to the following link for how to use
VMware VCenter/ESXi with AhsayOBM
client:

Ahsay Online Backup Manager v7VMware
vCenter/ESXi Backup and Restore Guide

Hyper-V

Backup and restore of Hyper-V guest
VMs.

Refer to the following link for how to use
Microsoft Hyper-V with AhsayOBM
client:

Ahsay Online Backup Manager v7 Microsoft
Hyper-V Backup and Restore Guide

Microsoft
Exchange
Mailbox

Backup and restore of Microsoft
Exchange Mailboxes.

Refer to the following links for how to use
Microsoft Exchange Mailbox with
AhsayOBM client:

Ahsay Online Backup Manager v7 Microsoft
Exchange 2007/2010/2013 Mail Level
Backup and Restore Guide

Ahsay Online Backup Manager v7 Microsoft
Exchange 2016 Mail Level Backup and
Restore Guide

NAS -
Synology

Backup and restore of file on Synology
NAS devices.

Refer to the following link for how to use
the Synology NAS with AhsayOBM
client:

Ahsay Online Backup Manager v7 Quick
Start Guide for Synology NAS

Refer to the following link for a list of
Synology hardware compatible with
AhsayOBM:

EAQ: Ahsay Hardware Compatibility List
(HRL) for AhsayOBM on Synology NAS
(5058)

NAS -
QNAP

Backup and restore of file on QNAP NAS
devices.

Refer to the following link for how to use
the QNAP NAS with AhsayOBM client:
Ahsay Online Backup Manager v7 Quick
Start Guide for QNAP NAS

Refer to the following article for the list of
QNAP NAS models and supported list:
FAQ: Ahsay Hardware Compatibility List
(HRL) for AhsayOBM on QNAP NAS

www.ahsay.com
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http://download.ahsay.com/support/document/v7/guide_obm_user_vmware.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_vmware.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_hyperv.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_hyperv.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_exchange_mail.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_exchange_mail.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_exchange_mail.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_exchange_2016_mail.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_exchange_2016_mail.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_exchange_2016_mail.pdf
http://download.ahsay.com/support/document/v7/guide_obm_quickstart_syn.pdf
http://download.ahsay.com/support/document/v7/guide_obm_quickstart_syn.pdf
http://wiki.ahsay.com/doku.php?id=public:5058_faq:ahsay_hardware_compatibility_list_hrl_for_ahsayobm_on_synology_nas
http://wiki.ahsay.com/doku.php?id=public:5058_faq:ahsay_hardware_compatibility_list_hrl_for_ahsayobm_on_synology_nas
http://wiki.ahsay.com/doku.php?id=public:5058_faq:ahsay_hardware_compatibility_list_hrl_for_ahsayobm_on_synology_nas
http://wiki.ahsay.com/doku.php?id=public:5351_faq:ahsay_hardware_compatibility_list_hrl_for_ahsayobm_on_qnap_nas
http://wiki.ahsay.com/doku.php?id=public:5351_faq:ahsay_hardware_compatibility_list_hrl_for_ahsayobm_on_qnap_nas

Shadow Backup and restore of Shadow Protect
Protect System image (requires Shadow Protect) X
System
Backup
Volume Volume Shadow Copy to support open
Shadow file backups on Windows platform. v
Copy
Continuous | A backup will be made whenever this is
Data a change (between 1 min to 12 hour v
Protection intervals) for Windows platform only.
In-File When enabled only the changes since v
Delta the last backup job is backed up.
Mobile Backup and restore of Mobile (iOS and
Android)
Refer to the following links for
instructions on using the AhsayMOB for v
Android and iOS platforms.
- AhsayMOB v7 User Guide —
Android
- AhsayMOB v7 User Guide - iOS
Office 365 | Backup and restore of Office 365
Exchange Exchange mailboxes.
Online Refer to the following link for instructions
on using the Office 365 Exchange Online
with AhsayOBM.
- AhsayOBM v7 User Guide - v
Office365 Exchange Online Backup
& Restore for Windows
- AhsayOBM v7 User Guide -
Office365 Exchange Online Backup
& Restore for Mac
OpenDirect | For OpenDirect and Granular Restore.
/ Granular Refer to the following link for instructions
Restore on using OpenDirect / Granular Restore.
- Ahsay Online Backup Manager v7
Quick Start Guide for Windows
- Ahsay A-Click Backup v7 Quick Start
Guide for Windows X
- Ahsay Online Backup Manager v7
Microsoft Hyper-V Backup and Restore
Guide
- Ahsay Online Backup Manager v7
VMware vCenter/ESXi Backup and
Restore Guide
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http://download.ahsay.com/support/document/v7/guide_mob_user_android.pdf
http://download.ahsay.com/support/document/v7/guide_mob_user_android.pdf
http://download.ahsay.com/support/document/v7/guide_mob_user_iOS.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_O365_win.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_O365_win.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_O365_win.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_O365_mac.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_O365_mac.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_O365_mac.pdf
http://download.ahsay.com/support/document/v7/guide_obm_quickstart_win.pdf
http://download.ahsay.com/support/document/v7/guide_obm_quickstart_win.pdf
http://download.ahsay.com/support/document/v7/guide_acb_quickstart_win.pdf
http://download.ahsay.com/support/document/v7/guide_acb_quickstart_win.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_hyperv.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_hyperv.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_hyperv.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_vmware.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_vmware.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_vmware.pdf

© Quota - list all the predefined destinations and AhsayCBS associated with the user

www.ahsay.com

Quota

Unlimit storage space for the destination not shown in the following table
+ i
Destination Quota

@ AhsayCBS 50.0 Mhytes

(If preempted mode is enabled in policy settings, the quota settings are disahled)

NOTE

Please kindly note that the local destination will not be included.

» Quota management for individual predefined destination is only available for
AhsayCBS version 7.15.6.0 or above. For previous version before version
7.15.6.0, only a total quota storage can be set and you cannot configure individual
quota for predefined destination, which is shown as following.

Quota

5000.0 Ghytes

Per Destination

Destination Quota

@. AhsayCBS(—) 0.0 Ghytes +

If your AhsayCBS was upgraded from a previous version to 7.15.6.0 or above, for
users with pre-existing predefined destinations and AhsayCBS, the quota settings
for each predefined destination and AhsayCBS will be set according to different
situation.

For example
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Situation-1: the previous total quota setting is 5000Gbytes, and the quota storage
setting for AhsayCBS was default setting.

Quota

5000.0 Ghytes |

Per Destination

Destination Cuota

@ AhsayCBS(—) 0.0 Gbytes w

After the upgrade, the new quota setting for AhsayCBS will be 5000Gbytes.
Quota

Unlimit storage space for the destination not shown in the following table

Destination Quota

@ AhsayCBs 5000.0 Ghytes |+

(If preempted mode is enabled in policy settings, the quota settings are disabled)

Situation-2: the previous total quota setting is 5000Gbytes, and the quota storage
setting for AhsayCBS was 100Ghytes.

Quota

5000.0 Ghytes

Per Destination

Destination Cuota

@ AhsayCBS(—) 100.0 Ghytes |+
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After the upgrade, the quota setting for AhsayCBS will maintain to be 100Gbytes.
Quota

Unlimit storage space for the destination not shown in the following table
+
Destination Quota

@ AhsayCBs 100.0 Ghytes

(If preempted mode is enabled in policy settings, the quota settings are disabled)

» For the destination not shown in the Quota table, the storage space is unlimited. If
you want to limit storage space to according destination, please ensure to add the
destination here and assign the quota appropriately.

NOTE

Please kindly note that only the destinations already defined by the backup sets can be
shown and added to be the backup destination for the backup user.

> If preempted mode is enabled in Backup/ Restore > Users, Groups & Policies >
Policy Group > %policygroup% > User Settings > User Quota, the quota settings
here will be disabled and cannot be modified.

Quota
Unlimit storage space for the destination not shown in the following table
+ i
Destination Quota
(<) AhsaycBs
(&b Iranvaultstor

(If preempted mode is enabled in policy settings. the quota settings are disabled)

NOTE

The backup quota of a VMware VDDK backup set should be set to a value that is higher than
the provision size. Even if the backup only upload the actual usage, if the quota is smaller
than the provision size, the backup would fail with quota exceed.

© Client Host Limit - Set the maximum number of host machine or devices the backup
user can install AhsayOBM/AhsayACB on.

© Run Direct — Set the maximum number of VMs for VM Run Direct restore on
AhsayCBS for this user.

» Contact Tab
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Backup Sel Contast infermation for this user.

Setlings

Repart Manage Contact Information ©

Slatistics . @

Effective Falicy o | Name sl Encrypt Emai
Areay arssayesv A0 0T amail com Ha

You can configure the client contact here for them to receive backup or restore reports.

» User Group Tab

Backup Sel Below is the kst of user group this ussr was assigned to.
Setlings
Report Manage User Group &
Statistics . @
Effective Policy .
Namme Cwiner Ma. of users
O Al Usars 4 =

You can assign the user to an existing/assigned user group. When you drag the user group
with the side button, it will affect the sequence of the policy rules that will apply to the user.
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Backup Set

This function is used to create backup sets for this user account. In some cases, you may need
to create backup sets first before you install a backup client on the client machine, or it may be
an alternative option for administrator to create/modify a backup set for Linux users with no
graphical interface, or there may be access restrictions for administrator to access the backup
machine again after the backup client installed.

The following shows the Backup Set tab under Users, Groups & Policies > Backup User.

User Profile

Manage Backup Set
Backup Set
Settings . Wk
Report Name Type | Version Execute Job

Viware ESXi v

GR-RD-Local-CBS) Viware ESXi 4/

Statistics GMT+08:00 (CST)

Viware ES:

GR-RD-Local Only) Viware ESXI GMT+08:00 (CST)

Effective Policy

VMware ESXi 5.1 (GR-83 ONLY) VMware ESXi4/5/66/6/165 GMT+08:00 (CST)

Timezone feature is introduced for the backup set since AhsayCBS v7.15.0.8. Timezone
information will be automatically updated when user login client backup agent, such as
AhsayOBM and AhsayACB, or perform backup job to avoid the false alarm of missed backup job.

Accessing the Backup Set

Click the backup set name of the user account you want to manage from the Backup Set tab. It
is sub divided into the following tabs:

O General © Source © Backup Schedule
© Continuous Backup © Destination © In-File Delta
© Retention Policy © Command Line Tool © Reminder
© Bandwidth Control O |P Allowed for O Others
Restore
Saurce
[n}
Backup Schedule 47453200067
Confinuous Backup
Hadiie
Daeslination
Run Direct 1
In-Fil= Delta
Retention Policy Craraar
. WIM-TUA RCAEMIGD
Command Line Tool
Reimiindar Typsa
Bandwidih Controd M
P Allowesd for Restone
Others
Vidware Host
‘arsion
Usermame
Passwond
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Recovering Encryption Key via AhsayCBS Web Console

From AhsayCBS v7.9.2.0 onwards, it is possible to engage the AhsayCBS v7 Encryption Key
Recovery Service via the AhsayCBS web console under the Others menu of this section. Click
here for details on the scope of this professional service.

Required Permission

Only system user with Admin role has the right to access the Recover Encryption Key feature
via AhsayCBS web console.

Required Settings

Encryption key is recoverable only if the following three settings are ENABLED:

© The Upload Encryption Key feature in the Encryption Key section under the Users,
Group & Policies > Policy Group > %Policy Group Name % > User Settings menu
which applies to the corresponding backup set.

© The Encryption Recovery feature under the Profile > Encryption Recovery menu in your
AhsayOBM or AhsayACB.

© The Upload Encryption Key feature under the Users, Group & Policies > Backup
User > %User Name % > User Profile of the backup user requesting for key recovery.

With these three features on, encryption keys will be uploaded to the backup server during the
backup process, so as to make recovery possible.

Preparation before Getting Started

Make sure the following items are valid before getting started with the encryption key recovery
process.

© Valid login credentials to log on to the Ahsay Shopping Centre.

© Valid maintenance. For inquiries about maintenance, please contact our Sales Team at
partners-kb@ahsay.com.

Encryption Key Recovery for Branded AhsayCBS

Background

If your AhsayCBS is branded, the Recover Encryption Key feature is HIDDEN by default. This
measure is enforced to prevent backup users from accessing the Ahsay Shopping Centre directly after
clicking the Recover Encryption Key button under a branding environment.

What is a branded AhsayCBS

Your AhsayCBS is considered “branded” when the following criteria are met:

Under the System Settings > Basic > Administrative Access > %system user% > Rebrand Web
Console > User Interface page in the web management console, if any one of the following
parameters is not empty or not holding default image:

Title Product Name User Interface logo Report logo

AhsayCBS logo AhsayOBM logo AhsayACB logo
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Force enable the Recover Encryption Key feature

The Recover Encryption Key button can be forced to show by enabling the debug option as shown
below in the cbs.opt file under the %CBS_INSTALL%\conf folder. This debug option will make the
Recover Encryption Key button visible to backup users even if the AhsayCBS is branded.

com.ahsay.cbs.system.config.accounts.editSysUserBean.ShowRecoveryEncryptionKeyBtn.deb
ug=true

Recovery Steps

Follow the steps below to submit an encryption key recovery request.

1. Click on the backup set, which you wish to recover the encryption key for, under the
Manage Backup Set section.

2. Navigate to the Others tab.

General .
Temporary Directory
Source

Temparary directory for storing backup files

Backup Schedule CAllsershsteven.tseitermp

Continuous Backup

Destination " Remove temparary files after backup

In-File Delta
Follow Link
Retention Policy

o Follow link of the backup files
Cammand Line Tool

Reminder Volume Shadow Copy

Banchwicdth Control
+" Enable Windows' “olume Shadow Copy for open file backup

IP Allowed for Restore

Others Compressions

Select compression type

| Fast{Compressed size larger than normal) ¥

Encryption

Encrypting key i
Algarithrn AES
hethod CBC
Key length 256

Recover Encryption key
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3. Look for the Encryption sub-section on this page and click on the Recover Encryption
Key button.

Encryption

Encrypting key i
Algarithm AES
Fethod CBC

rrith 25RE

Recover Encryption Key

4. You will be prompted to log in to the Ahsay Shopping Centre as shown below, if you have
not done so yet.

‘H WAhsoy Backup Software

Home | About Ahsay™ | News | Forums

Partners Login Already a Partner?

Login as Ahsay Parner and continue accessing If you do not have the login password, please enter your
shop.ahsay.com registered email to reset the password

Usemame: Registered Email

Password: Reset Password

Login  Reset

User Registration

5. Upon successful login, you will be re-directed to the Ahsay Shopping Centre to proceed

with the encryption key recovery process. You will see a page with your User ID, license
information and backup set hame listed as shown.

s Home ®Offer @ |ovoice wlog e Profile e Logout (15169AbC123)

%, ContactUs 0 itern{s) - HKDO.00 & Shopping C
Last updated: 2017-01-1
mDNETE ViewName"Payment Fending Imvoices ¥
| Invoice No. Company Name Amount (HK$h Qutstanding Amount (HK$) Invoice Date Payment Pay By Client No. Delrvery
£ 345429 16169AhC123 HKE780.00 HIKE780.00 2017-01-09 Processing 5-000-009-126 Pending
Recovery Encryption Key Option x

Please select the Recipient Email Address for generating the Invoice.

Double check the below information and confirm the information are correct.

Inmvoice will not be generated if below information isfare missing.

User ID : 14562

Product Key : ePo7z-axPAT-06KgP-MW3gP-iw

Licensee Name : 151698hC123

Backup Set Name : default-backup-set-name-4

Recipient i | steven.tse@@ahsay.com ¥

<4 Generate Now

1899 - 2017 Ahsay Systerns Corporation Limited. All ights reserved.
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In the Recipient drop-down menu, the backup user’'s email will be selected as the
primary recipient of the decrypted key by default, provided that the backup user has
provided an email in his/her user profile. Otherwise, the decrypted key will be sent to you

instead, where you can choose to deliver to either your Primary or Alternative Email
registered under your account.

Click Generate Now when you are ready to proceed.

s Home ® Offer @ lmvoice e Log e Profile lLDgnut(15159AhC123)
A, [Contact Us |

KD0.0O & |Shopping Cart ‘T4 Ho

Last updated: 2017-01-19

Delete

g Name\* Fayment Pending lnvoices ¥

| Invoice No. Compamny Name Armount (HK$) Outstanding Amount (HK$)

Imoice Date Payment Pay By Client No. Delivery
B 345428 16169AbC123 HK§780.00 HK§Ta0.00 2017-01-08 Processing 5-000-009-126 Pending
Recovery Encryption Key Option x

Please select the Recipient Email Address for generating the Invoice.
Double check the below information and confirm the information are correct.
Invoice will not be generated if below information is/are missing.

User ID : 114562

Product Key : eP07z-axPW/-06kyP-MW3gP-iw
Licensee Hame  : 15169AbC123

Backup Set Name ; default-backup-set-name-4

Recipient :| steven tse@ahsay.com ¥

\
hugo.chan@ahsay com

4 Generate Now

1899 - 2017 Ahsay Systems Corporation Limited. All rights reserved.

You will then be taken to the Invoice page where you can confirm the details of the

Encryption Key Recovery Service and the service price. Click the Pay Now button when
you are ready to proceed with payment.

Edit Invoice

Invoice No. © 345459

Invoice Date © 2017-01-19
Client No. : S-000-009-126 Imvoice Expiry Date : 2017-01-26 m
Company Name : 15169ARC123
Address : Ahsay
Pay By : 5-000-009-126

Invoice Details Payment

ltems
(+ 2

Description Qty Unit Price (HK$) Amt (HK$)

AhsayCES vT Encryption Key Recovery Serice

Ontiors -

Product Key=eP o7z 35F Mi-08kqP- i3 gP- A 1 HKEF390.00 HKF330.00
Licenses Hame=15160AbC123

Contact Email=steven tse@ahsay com

Backup Set Hame=defaultbadup-setname-4

Total Amount HIKE330.00
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8. Select the desired payment method on this page. You are strongly recommended to pay
by Credit Card so that the payment can be confirmed immediately in order to expedite
the recovery process. Click OK when you are ready to proceed.

hwsmicn Bn - DAGETA Bomaninn Piadn - 04T A4 90 SEEEEEREIIII NI,
Make Payment
Invoice ID © 346571
Total Amount ©  HK§330.00
[l Payment Method © | Credit Card v
T
Bank In (Hong Kong Customers Cnly)
Chegue (Hong Kong Customers Cnly)
*Purchase depositwill ne Used automatically iTihere are applicahle fems.
Withdraw ttem In Stock
Purchase Deposit HKE30,030.00
m Cancel

9. Depending on the payment method you have selected, you will be taken to the

corresponding page to process your payment. Follow the relevant on-screen instructions
to confirm the payment.

10. When the payment is processed successfully, you will be re-directed to the Invoice page
again with the green icon labeled Paid as shown.

The Encryption Key Recovery request process is now completed.

Edit Invoice

Invoice No. : 345459 Invoice Date : 2017-01-19
Client No. : 5-000-003-126 Imvoice Expiry Date : 2017-01-26 “
Company Name : 15169AhC123
Address : Ahsay
Pay By : 5-000-009-126

Invoice Details

Items
EJEdit

Description Oty Unit Price (HK$) Amt (HK $)

AhsayCBS vT Encryption Key Recovery Semvice

Options-

Praduct Key=eP 07 z- axF 0i-08kq P- WS g Pt 1 HKF390.00
Licenses Name=151694b 123

Contact Email=steven tse@ahsay.com

Bacup Set Name=detaultbasup-setname-4

HKEF380.00

Furchase Deposit (HKH290.00)

Taotal Amount HIKED 00

11. The decrypted key will be delivered to the selected email within 15 minutes after the
payment has been confirmed.
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12. Below is a sample of the email with the decrypted key delivered.

Fome  localhost < Delivery @Servic.com >

To: "gavin.fu@Servic.com' <gavin.fu@Servic.com:

Date: 07/04/2017 11:58 AM

Subject: Senvice Delivery of Encryption Key Recovery Service - Ref#393022

Dear Customer,

Thank you for your continual support,
Delivery items:

Feference #393022

Item : Encryption Key Recovery Service

Backup S5et Name : Admin-BackupSet
Backup Set Encryption Key : AbC1235%
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Settings

The Settings tab allows user to backup client to log the optional events, besides AhsayOBM/
AhsayACB logs, to the Windows event log. This feature is supported on AhsayOBM/AhsayACB
clients installed on Windows platform only.

Windows event log

[ B0 Bl x| [= o |

€ ) 0B, b 1RAnmR L e Eckil) s, & || & seavet Tl e+ s =
User Prafie -
Windows Event Log __l
Beckup Set
L
Report og type
Slatishics bl Errar ] Wiaming  f lfa
Effesctive Policy Log aption
w Frofile ol Saftware Updale
w Backup o FRapart
- Rasiore 7 Liilities
W Senice (COP & Schedder) v Lagin!Logou

© Log type — There are 3 log types: Error, Warning and Info. Select any of the 3 log types,
they will be logged in the Windows event log.

© Log option - Select the desired log option to be captured in the Windows event log.
Currently there are 8 different log options: Profile, Backup, Restore, Service (CDP &
Scheduler), Software Update, Report, Utilities, Login/ Logout.

The events are logged in the Windows event log and can be view from the Windows Event

Viewer:
Eeventviewer =

File  Action  View Help

= |2mEE

48] Event viewer (Local) Ahsay Dnline Backup Manager  Mumber 20 | Actions
o Custom Views -
S Information 8/18/2016 74311 PM obm 257 Mone 5 Open Saved Log...
Infarmation B/18/2016 7:41:31 PM obm 257 MNone Crasts Custom ¥
Information  G/18/2016 7:41:30 PM abm 257 Mone —| | F Croate Custom view...
E.—| Hardware Events Infarmation 8/18/2016 7:41:30 PM obm 257 Mone Impork Cuskom View. .,
g:l Internet Explorer Information 6182018 7:41:30 PM obm 257 None Clear Log
£| Key Management Service Information &/18/2016 7:41:22 PM abrm 257 Mome
~| Microsoft Information /18/2016 7:41:22 PM obm 257 Mone T Fiter Current Log...
&7 ThinPrint Diagnostics 18/on1e 7am2a om k. oz ~ [5] praperties
£=| windows Powershell
Event 257, abm x
-] Subscriptions B8 Find...
General I Details | I save allEvents as...
Attach a Tagk To this Log. ..
[Login Logout] “obmitestbrends" logged off sucessfully.
View 4
|G Refresh
Help »
Log Name: Ahsay Online Backup Manager
Event 257, obm -
Source: obm Logged: 8/18/2016 T:43:11
Event P ti
Event ID: 257 Task Category: Nane [E) Evert Froperties
Lewvel: Information Keywards: Classic ] Attach Task To This Event...
User: N, Computer: welBr2z-1-31 5 Copy 4
OpCode: I save selected Events...
More Information:  EventLog Online Help [ Refresh
Help »
4 | 1|
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Report

The Report tab allows you to check the backup report and restore report for the backup user.

User Prafie Backup
Beckup Set \
Backup Report for This User
Selings
SletEtics Dackugp Set Destinsien Complpien | LS
Run Direct 2(1474851837323) =1 265-Bep. 2016 08:11 oK
Effeclive Policy
Eﬂnuu:ss mal booes. primany 1 473840800784) (=& cea 26-Bep-2016 01:01 i
RERAEAN N 25.Eep.201E 20:00 WMiszed Bachp
(147454537455} 25-5p-2016 18900 Kesaed Eatkup

Click the report to see the details. Below is an example of a backup report.

Backup Report

Barkup B2
Deslirafion

=]

Tine

Slalus

HMew Fies'

Hew Cirelenias
Few Links
Updaled Mes
Alnbules Crenged Fies
Dedeled Flies®
Dxdeted Dirednovies
Dedeled Links

Favend Files’

Dcwnioad report

* Uil = b o ke [Total 2ippesd stes ¢ Tolal urmpped size (compression ralia)]

E@ Cepadss mal boses primanyy 1473428007
(= cEs-1

25-Eep-201E 01:00:00

2-Sep-2016 010001 - 25-5ep-2016 0101012

aK

[x]

0

[x]

o

ATTA[ 16 S50 (0% )]

L = =

Click the Download report button at the bottom of the Backup Report page to download the
complete report in PDF format. The report contains the following information in details.

0
L+ ]
© Backup Logs
0

Backup Files

Backup Job Summary

Backup Set Settings

NOTE

The Download report button should be visible around 20 minutes after the backup job has completed.

OpenDirect restore of file backup sets or granular restore of files from VMware and Hyper-V backup
sets performed using Windows File Explorer will NOT generate any restore reports on AhsayCBS.
Restore reports are only available when the restore is performed directly through AhsayOBM/
AhsayACB/ AhsayOBR or AhsayCBS User Web Console.
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Statistics

The Statistics tab allows you to generate a graph of storage statistics for the user by modifying a
few factors such as the backup destination, backup set and the period of the backup. The
statistics shows the storage capacity of different backup sets on different dates.

© Usage
The following options are configurable for generating statistics in your desirable view.
@ Select a destination — select the backup destination of your choice
@ Select a backup set — you can choose a specific backup set or all backup sets

® Period — select the period of time during which backups were performed

User Profile Usage m

Backup Set

Statistics for This User

Seftings
Select a destination

Report AhsayCBS (-) v

Statistics

Select a backup set
Effective Policy

Exchange 2013 Server Backup Set »

Period
This Week %

Shows Date, Destination, Backup Set Name r— D3t 22:Sep

Go and Total Size of a particular backup job in Destination CBS
time which you mouse over on the curve Backup SetRun Direct 1
600,000,000 Total Size 535.896.776
500,000,000
400,000,000
& 300,000,000
w
200,000,000
100,000,000
0 = .
21-Sep 22-Sep
Date
Backup Size
in Bytes
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© Summary Tab

User Profile m Summary

Backup Set .
2 Summary for This User
Settings
*Unit: Compressed Size f Uncompressed Size [Ratio] [Total Mo, of Files)
Report ** Unit: Compressed Size [Tatal Na. of Files]
Statistics ("1 Backup Set completely migrated from o
Effective Folicy
Backup Set Destination Data Area*
Eﬂ (1501661450981 (3 shsayCes OrO[0%][0]

There are four columns showing the following information of each backup set.

Data Area

Data Area**
0i0[0%][0]

118G 117G [0%][149]
3.98M 1 4.98M[20%][12]

181.01M 11243 [86% ][ 703 ]

Format:
[Compressed Size] / [Uncompressed Size] [Compression Ratio in %] [Number of files]

Example: 3.98M / 4.98M [20%] [12]
The data interpreted as the backup set has 12 files in the data area; the files compressed
and uncompressed sizes are 3.98M and 4.98M respectively; the compression ratio is 20%.

Retention Area

Retention Area**
0ro[0%][o]

412M 412 0% ][12]

0/0[0%][0]
0/0[0%][0]
0/0[0%][0]

3412M 23407 [36% ] [239]

Format:
[Compressed Size] / [Uncompressed Size] [Compression Ratio in %] [Total number of files]

Example: 34.12M / 234.07M [86%)] [239]
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The data interpreted as the backup set has 239 files in the retention area; the files
compressed and uncompressed sizes are 34.12M and 234.07M respectively; the
compression ratio is 86%.

Total Upload
Total Upload*
orol
119G [183]
Ahd [20]
181.020 [ TOB]
21.06M[TE]
700 86M[G83]

Format:

[Compressed Size] [Total number of files]

Example: 4M [20]
There are a total of 20 files sized of 4M uploaded for this backup set.

Total Restore

Total Restore*
ool
B12.20[92)]
aro]

ool

28120 [ 36
448G [1044]

Format:

[Compressed Size] [Total number of files]

Example: 612.2M [92]
There are a total of 92 files sized of 612.2M restored from this backup set.
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Effective Policy

The Effective Policy tab shows the details of all policies and settings which applies to the backup
user account. The Effective Policy tab is located under Users, Groups & Policies > Backup
User. It can be hidden by unchecking the box of View for Effective Policy under Users, Groups
& Policies > Policy Group > Default settings > GUI Settings.

It is subdivided into 7 tabs, each of which is described below.

© User Settings Tab

You can see the effective policy on user settings for this user on the User Settings tab.

User Prafile ISP Backup Set Settings | GUISettings || Defaurt vaiues | Preempted values -
Backup Set Preempted Backup Sets Mobile Settings

Selifings User Settings Related Policies
Report
Statistics Detail Value User Group | Policy
Share quota among assigned users = Default
Compressed Size All Users
Quota limits caleulation method settings
Inalid login atternpt imit = Maximom
Default
nurmber of invalid login attempts allowed 4§ fimes within 8 ming AllUsers i
settings
within specified period
Imvalid login atternpt limit = Blocking
period for IP address and user that excesd Default
i o X 10 Minutes AllUsers i
the maximurn allowed invalid login zeftings
atternpts
Email Reports = Email e all alerts and Default
fas AllUsers
reports instantly when available settings
Email Reports = Email me consolidated Default
X o K “fes, 1.0 (hhimm) AllUsers i
email report only at this time daily settings

Email Reports = Email me when my

© Backup Set Settings Tab

You can see the effective policy on backup set settings for this user on the Backup Set
Settings tab.

Settings Backup Set Settings Related Policies

Report

Statistics Detail Value User Group |Policy
Destinstions “isible to Users = Standard Destination Local [ Mapped Crive f Removakls Drive Al Users Default settings
Destinations “isible to Users = Standard Destination Amazon 53 All Users Default settinas
Destinations “izible to Lizers = Standard Destination A= =3 Compatible Cloud Storage Al Uzers Default settings
Destinations “isible to Users = Standard Destination Google Cloud Storage All Uzers Default settings
Destinations “isible to Users = Standard Destination Foogle Drive Al Uzers Default settings
Destinations “isible to Users = Standard Destination Destination pool Al Uzers Default settings
Destinations “isible to Users = Standard Destination Microsoft Azure Al Users Default settinas
Destinations “isible to Users = Standard Destination Cnelrive All Users Default settings
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© GUI Settings Tab

You can see the effective policy on AhsayOBM or AhsayACB GUI settings for this user on
the GUI Settings tab.

User Profile User Settings Backup Set Settings GUI Settings Default Values Preempted Values
Backup Set Preempted Backup Sets Mobile Settings
Settings GUI Settings Related Policies
Report
Statistics Detail Value User Group | Policy
Effective Policy Backup Sets = Add and Remove Backup Set ( ¥ v Default
iew=Yes
OMLY applicable tov7.3 -v7.9 client agent ) settings
Default
Backup Sets = General Tah WView=Yes All Users X
seftings
Default
Backup Sets = General Settings - Name Wiew=Yes, Edit=Yes All Users
settings
Default
Backup Sets = General Settings - 1BM Domino View=Yes, Edit=Yes All Users
seftings
Default
Backup Sets = General Settings - IBM Motes Wiew=Yes, Edit=Yes All Users "
settings

© Default Values Tab
You can see the effective policy on default values for this user on the Default Values tab.

User Profile User Settings Backup Set Settings m Default Values Preempted Values
Backup Set Preempted Backup Sets | Mobile Settings

Settings Default Values Related Policies

Report

Statistics Detail Value User Group Policy

Effective Policy OpenDirect Applied Module=File Backup, Enable=No All Users Default settings

© Preempted Values Tab

You can see the effective policy on preempted values for this user on the Preempted
Values tab.

User Profile User Settings Backup Set Settings m Default Values Preempted Values
Backup Set Preempted Backup Sets Mobile Settings

Settings Preempted Values Related Policies
Report .

Mo policy defined
Statistics

Effective Policy
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© Preempted Backup Sets Tab

You can see the effective policy on preempted backup sets for this user on the Preempted
Backup Sets tab.

User Profile m Backup Set Settings m Default Values Preempted Values
Backup Set Preempted Backup Sets Mobile Settings

Settings Preempted Backup Sets Related Policies
Report ]

Mo policy defined
Statistics

Effective Policy

© Mobile Settings Tab
You can see the effective policy on mobile settings for this user on the Mobile Settings tab.

User Profile [ user settings || Backup set settings | Gui settings I Defauit values | Preempted values
Backup Set Preempted Backup Sets Mobile Settings

Setfings Mobile Settings Related Policies
Report .

Mo policy defined
Statistics

Effective Policy
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Manage User Groups

User Group is used in conjunction with Group Policies (see the next chapter Manage Policy Groups
for details) for governing the behavior of client backup agent and the AhsayCBS.

The following shows the User Group tab under Backup / Restore > Users, Groups & Policies.

Backup User User Group Policy Group

User Groups are used in conjunction with Group Policies for governing the behaviour of client backup applications. Manage your user groups in this
section.

Manage User Group

+ i
Name Owner No. of users Destination Used / Quota (%)
(SdansayCes 112G/ Unlimited
All Users - 14 (=HCBS Local 0/ Unlimited
(& #hsayCes 453G/ Unlimited
User Group - Read Only - Backup User-ACB - 0 - -
User Group - Read Only - Backup User-OBM - 0 - -

The default user group

By default, the user group named All Users has been created. All backup users will be put under
the All Users user group by default after the user account has been created. When you click on

one of

the user groups, you will be able to see the followings:

Mame
All Users

Type

User Group

The following is the information of the selected user group

General Information

Backup User

Assigned User

Login Hame Owner

Assigned Policy

Ouner -

Name Owner

= Default settings = —
H H H

General Information — It shows the information of the user group, ownership, etc.

Assigned User — A list of users assigned to the group.

Assigned Policy — It shows a list of assigned polices to the user group. As the order of the
policy would affect the actual applied to the user group, i.e. the policy on the top would
probably overwrite the policy at the bottom of the list. If you want to arrange the order of the

policies, you can simply drag the policy up and down.

For the All Users user group, it has a predefined policy called Default settings.
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To add backup user to a user group
Backup user cannot be added to a user group in this menu. To do so, you can either:
» Add a user to a user group when you first create the user account, refer to Create a New
Backup User for further instructions.
-OR-

» You can add user a to a user group after the account has been created, refer to User Profile
for further instructions.

To add a new policy group to a user group
Follow the steps below to either add an additional policy group to the default user group (All Users)
OR add a policy group to a newly created user group.

1. Click the user group which you wish to add a policy group to.

=EANGREET S User Group Policy Group

User Groups are used in conjunction with Group Policies for governing the behaviour of client backup applications. Manage your user groups in this
section.
Manage User Group
+ i
Name Owner No. of users Destination Used / Quota (%)
(Sdihsarces 112G/ Unlimited
All Users . 1 C%}CEIS Local 0/ Unlimited
(3 snsayces 453G/ Unlimited
User Group - Read Only - Backup User-ACB - 0 - -
User Group - Read Only - Backup User-OBM - 0 - -
2. Click the ® button under the Assigned Policy section.
Assigned Policy
-
m
Name
= Default settings —
— —
3. You will see a list of policy groups available for selection.
Add Policies
Add Policies
Name Owner
Google Drive AC -
Policy Group 2 -

4. Select the desired policy group by checking the box in of the policies, then click to

add, and then click to confirm.
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Manage Policy Groups

The following shows the Policy Group tab under Backup / Restore > Users, Groups & Policies.

Backup User Policy Group

Group Policy is designed to simplify administration and to reduce the effort required for managing groups of backup users, e.g. security settings and
backup set settings. It allows administrator to tailor features and services for different user groups.

Manage Policy Group

+ i @
Name Owner
Default settings -
Paolicy Group - Read Only - Backup User-ACB-vE -

Paolicy Group - Read Only - Backup User-OBM-vE -

Policy Group is designed to simplify administration and to reduce the effort required for managing
groups of backup users, e.g. security settings and backup set settings. It allows administrator to
tailor features and services for different user groups. On a fresh AhsayCBS installation, there is a
Default settings policy group and it is assigned to the All users user group.

WARNING

As all the default settings are stored inside “Default settings” policy group, if you change the
settings in this policy group, it would affect all users in your AhsayCBS.

In case you need to work on the policy settings for a group of user base on the default policy group
settings, you can consider the followings:

© Duplicate the Default settings policy group. Refer to the steps in To duplicate a policy
group for details.

© Create a user group for your selected users and apply the duplicated policy group to this
new user group. Refer to the steps in To create a new policy group for details.
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To create a new policy group

Follow the steps below to create a new policy group.

1. Click the ® button under the Manage Policy Group section.

Backup User m Policy Group

Group Policy is designed to simplify administration and to reduce the effort requir|
and backup set settings. It allows administrator to tailor features and services for

Manage Policy Group ©

[+ &

2. Enter a name for the policy group.

Add a new policy group

General

Mame

subadmin Owner —

Type
Backup User

3. Click to confirm.

4, Go back to the Policy Group tab under Backup / Restore > Users, Groups & Policies,

Backup user || UserGroup LIV

Group Policy is designed to simplify administration and to reduce the effort required for managing groups of backup users, e.g. security settings
and backup set seftings. It allows administrator to tailor features and services for different user groups.

Manage Policy Group

+ @

Name Owner
Default settings

Policy Group - Read Only - Backup User-ACB-vE
Policy Group - Read Only - Backup User-OBM-vG

subadmin

5. Click on the policy group for configuration. The configuration items are subdivided into 8
sections, each of which is described in the To configure a policy group section below.
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To modify a policy group
After a policy group has been created, you can modify its settings by following the steps below.

1. Navigate to the Policy Group tab under Backup / Restore > Users, Groups & Policies.

Backup User Policy Group

Group Policy is designed to simplify administration and to reduce the effort required for managing groups of backup users. e.g. security settings
and backup set settings. It allows administrator to tailor features and services for different user groups.

Manage Policy Group &

+ i &

Hame

Owner

Default settings
Policy Group - Read Only - Backup User-ACB-vG
Policy Group - Read Only - Backup User-0BW-vé

subadmin

2. Click on the policy group you wish to modify, then follow the steps in the To configure a
policy group section below for further instructions on modifying the configurations.

To delete a policy group
Follow the steps below to delete a policy group.
1. Navigate to the Policy Group tab under Backup / Restore > Users, Groups & Policies.

Backup user [l User Group [EIIETEN)

Group Policy is designed to simplify administration and to reduce the effort required for managing groups of backup users, e.g. security settings
and backup set settings. It allows administrator to tailor features and services for different user groups.

Manage Policy Group

+ @

Hame

Owmner

Default settings
Policy Group - Read Only - Backup User-ACB-vG

Policy Group - Read Only - Backup User-OBM-v6

subadmin
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2. Check the box of the policy group you wish to delete, then click on the 1l button as
highlighted in the screen shot below.

€ AhsayCBS

Backup User | UserGroup [EIISICIRIT)

Group Policy is designed to simplify administration and to reduce the effort required for managing groups of backup users, e.g. security settings
and backup set settings. It allows administrator to tailor features and services for different user groups

Manage Policy Group

@
[=]
&

[ Name Owner

Default settings -
Policy Group - Read Only - Backup User-ACB-v6 -

Policy Group - Read Only - Backup User-OBM-v6 -

RIO0O/0|O

subadmin -

3. Click “OK” to confirm.

To duplicate a policy group

Follow the steps below to duplicate an existing policy group. This is useful when you wish to apply
the same configurations from a policy group to a group of users.

1. Navigate to the Policy Group tab under Backup / Restore > Users, Groups & Policies.

Backup user [l User Group IR

Group Policy is designed to simplify adminisiration and to reduce the efiort required for managing groups of backup users, e g. security settings
and backup set settings. It allows administrator to tailor features and services for different user groups.

Manage Policy Group

+ @

Hame Owner
Default settings -
Policy Group - Read Only - Backup User-ACB-v6 -
Policy Group - Read Only - Backup User-OBM-v6 -

subadmin -

2. Check the box of the policy group you wish to duplicate, then click on the n button as
highlighted in the screen shot below.
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4.
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€ AhsayCBS

Backup User m Policy Group

Group Policy is designed to simplify administration and to reduce the effort required for managing groups of backup users, e.g. security settings
and backup set settings. It allows administrator to tailor features and services for different user groups.

Manage Policy Group ©

+u[8]

[ Name Owner

Default settings -
Policy Group - Read Only - Backup User-ACB-v6 -

Policy Group - Read Only - Backup User-OBM-vB -

RIO0OOE

subadmin -

You will immediately see the policy group is being duplicated, with the suffix “Clone at
YYYY-MM-DD HH:MM:SS” in the duplicated group policy’s name.

Backup User Pelicy Group

Group Policy is designed to simplify administration and fo reduce the effort reguired for managing groups of backup users, e.g. security settings
and backup set settings. It allows administrator to tailor features and services for different user groups.

Manage Policy Group ©/

+ i &

Name Owner
Default settings -
Folicy Group - Read Only - Backup User-ACB-vE -
Policy Group - Read Only - Backup User-0BM-v& -
subadmin -

subadmin - Cloned at 2018-05-11 11:28.57 -

If you need to configure the duplicated policy group, follow the steps in the To configure a
policy group section below for details.
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To configure a policy group

General

This is the general settings of the policy group page, and the user group is a list of user group
which is a list of user groups which has applied this policy.

General

Name and Owner

User Settings
Mame
Backup Set Settings
Default settings Orwener -~
GUI Settings
Default Yalues Type
Preempted “alues et Weer
Preempted Backup sets
User Group
wohile Settings
Name Owner
Al Users

© Name —the name of the policy group. The name is configurable.
© Type — predefined as Backup User

© User Group — displays the user group(s) with this policy group applied.

If you have changed the policy group name, click to confirm.

> To add backup user to a policy group

Backup users cannot be added to a policy group directly in this setting menu. To do so, you have
to:

Step 1: Add the user to a user group first by following the steps in either case below:

» Add a user to a user group when you first create the user account, refer to Create a New
Backup User for further instructions.
-OR-

» You can add user a to a user group after the account has been created, refer to User
Profile for further instructions.

Step 2: Assign the desired policy group to the user group by following the steps in To add a new
policy group to a user group.
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User Settings

This section allows you to manage user settings such as Quota, Invalid Login Attempt Limit,
Password, Email Reports, Encryption Key, Client Host limit, Run Direct VM Limit and

Advertisement.

» Quota

Administrators can set a group storage quota to a user group.

Mode
® Compressed Size

Uncompressed Size

Shared Quota
+

Destination Quota

User Quota
Maode
® Default
Preempted

+ i

Destination

Quota limits calculation method

Maximum percentage of shared size for each user

Quota

The following items can be set:

* Quota limits calculation method - this defines if the quota limit is calculated by
Compressed Size or Uncompressed Size.

* Shared quota

Shared Quota
+ i

Destination

Quota Maximum percentage of shared size for each user

Please kindly note that:

NOTE

» For fresh installation user, Shared Quota default setting is disabled.

» For the user migrated from pre-v7.15.6.0, Shared Quota will be same with the previous setting.

When this feature is enabled by turning on the

| switch to the right, you can click +

to add the shared quota option, and the destination storage quota will be shared by all
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users within the user group.

Quota
Destination Quota Maximum percentage of shared size for each user
vy AhsayCBS 0 Ghytes & 50 %
@ AhsayCBS 0 Ghytes ~ 50 %
&bcBslocal [0 Gbytes v 50 %

After adding the shared destination, you can configure the following two settings.

Shared Quota [ |
+ W
Destination Quota Maximum percentage of shared size for each user
AhsayCBs 50.0 Ghytes v 50 %

K2
0‘0

7
N

Quota — this defines the storage quota allowed for the user group.

Maximum percentage of shared size for each user - defines the maximum
percentage of shared storage allowed for each user. For example, setting 50% means
all users in the user group can occupy up to 50% of the assigned storage quota. If
100GB is the assigned storage, each user can store up to 50GB of the assigned
storage quota. If the value is set to 100%, all users can fully utilize the storage until the
assigned storage quota is full.

IMPORTANT

The shared storage quota is allocated to users on a first-come-first-serve basis. If the shared
storage quota remains unchanged when the number of backup user grows or there is a
change on the maximum percentage of shared size for each user, it may cause issue like the
one mentioned below.

Example

Settings: The shared storage quota is 100GB shared by 2 users with a maximum
percentage of 50% of each user. In other words, each user is entitled to a maximum of 50GB
of storage.

Current usage: Now, one of the users has used up 45GB of capacity

New setting: The maximum percentage of shared size for each user has adjusted to 30%.
Impact: In that case, that backup user has exceeded the new maximum percentage allowed
for each user, which is 30GB. The backed up data will remain on the backup destination but
that user will no longer be allowed to perform any new backup.

Best Practice: System administrator should consider upgrading the shared storage quota as

the number of backup users in the user group grows or there is a change on the maximum
percentage of shared size for each user.
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User Quota — the feature is used to define the destination and quota storage for the
newly-added backup user.

User Quota |
Mode
& Default
Preempted
+ i
Destination Quota
(9 AhsaycBs 50.0 Mbytes »
NOTE

Please kindly note that:

» For fresh installation user, User Quota will be Default mode and Destination contains
AhsayCBS with default quota setting, 50MB.

» For the user migrated from pre-v7.15.6.0, User Quota will be Default mode and
Destination contains AhsayCBS with default setting, 50MB. If the policy group enable
quota setting, the predefined destination will also be displayed.

If the feature is disabled by turning the B switch to the left, the backup user quota for
newly-added user will be default quota setting, AhsayCBS with 50MB, but you can
configure the quota setting as required.

When this feature is enabled, this defined if the user quota mode is Default or
Preempted. If you choose Preempted mode, you cannot configure the quota settings
in Backup/ Restore > Users, Groups & Policies > Backup User > %backup user% >
User Profile > Backup Client Settings.

You can click # to add predefined destination for the user as backup destination.

Quota

Destination Quota
@Imn"«'aultstnr 0 Mbytes |
@Cnpperstur 0 Mbytes |
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After adding the backup destination, you can configure the quota storage setting for
per destination.

User Quota |
Made
& Default
Preempted
+
Destination Quota
(9 Ansayces 10.0 Ghites v
C= IronvaultStor 0.0 Miytes +
@Capperstar 0.0 Mbytes |+

> Invalid Login Attempt Limit

This setting allows administrator to apply conditions for the number of invalid login attempt

allowed to the user group. The following conditions can be set after you turned on the |
switch on the right.

Invalid login attempt limit

Maximum number of invalid login attempts allowed within specified period
3

Specified period (minutes)
]

Blocking period for IP address and user that exceed the maxirmum allowed invalid login atternpts

=10 v | Minutes
hiours

Forever

*  Maximum number of invalid login attempts allowed within specified period — this
defines the maximum number of attempt allowed for invalid login within the set period time.
The backup user account will be blocked after the set number of invalid login attempts
have been reached.

* Specified period (minutes) — this defines the period of time during which the set
maximum number of invalid login attempt is allowed before the invalid login counter resets.

* Blocking period for IP address and user that exceed the maximum allowed invalid
login attempts — this defines the period of time during when the IP address and user that
has exceeded the invalid login attempts will be blocked from logging in again.

Example:

If the following settings are applied:
» Maximum number of invalid login attempts allowed - 3

» Specific period — 5 minutes
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» Blocking period for IP address and user that exceed the maximum allowed invalid
login attempts — 10 minutes

That means backup user can only enter a maximum of 3 times of invalid login within 5 minutes
since the first attempt. If invalid login is made for the 4" time within that 5 minutes duration, the
user account will be blocked for 10 minutes.

> Password

This setting allows administrator to set up the password policy. The following items can be set
after you turned on the i switch on the right.

Password

Password Age
Mewer expire
=180 ¥ |days

| Enforce passward histary (30 passwords remembered)

Complexity Requirernents
® Default

o Murnbers (0-9) o Uppercase v Lowercase ! Minimum length B
« Special characters [PI~§%M 85 +=" ]

Custom (Regular expression)

* Password Age — defines the period of time when the login password of a backup user
account expires. When the set period of time is reached, backup users will have to change
their passwords before they can continue using the CBS.

* Enforce password history (30 passwords remembered) — when this feature is enabled,
the last 30 login passwords of each user are recorded and cannot be used again when
users are changing a new password.

*  Complexity Requirements — you can customize the complexity requirements for the
password to provide better protection for the users. Under the Default option, the selected
item(s) will be the mandatory element(s) when backup users create their passwords.

> Email Reports

This menu allows administrator to select what email reports to be sent to the users of a user

group. Turn on the | switch on the right then select the desired email report(s) to send. By
default, no email report is selected after you turned on this feature.

The table below lists out all types of email reports, together with explanation on what the email
report is about, when it will be sent, what action backup user should take, and sample screen
shot of the email and report. You can also add email recipients in the Bcc reports to email
section so that the email reports will be sent to them as well.
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NOTE

If the PDF report is too large to be sent through email (>20MB), the PDF attached in the email will only
contains the first 100 pages of original backup report, with the 101st page showing “Report truncated
because it is too big to be sent in email”. Truncating the attached large report can avoid blocking from
some SMTP server caused by email too big size and help save the capacity of client email box.

If the attached PDF report is truncated, the email will contain the links which point to the full PDF report
download page.

Email Reports I

« Backup Report

« Restore Report

« Missed scheduled backup reminder

W User settings changed alert

| Active Directory authentication failure report

« Backup Quota Reminder / Alert

Send backup quota reminder to user if the backup quota is over | 80+ %

« Trial User Reminder / Alert
Send trial user reminder to user if the reminding day(s) is less than | 7 |+

« Welcome email

« Email me consolidated email report only at this time daily

0 |0 % (hh:mm)

Email me inactive backup report when my backup set hasn't run for this number of days

Bee reports to email
+ i

HName Email Encrypt Email

Backup Report

What is this email about? When will you receive it?

A full backup report in PDF format, showing Backup Report is generated and sent to
the Backup Job Summary (backup size, backup user every 15 mins

backup source and destination, etc.), Backup | (every :00, :15, :30 and :45 of an hour)
Logs, Backup Set Settings, Backup Files,

etc.) *Depending on the backup size and backup

finish time, the actual report sending time
may be longer than 15 mins.
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What action should you take?

Download the backup report as attached with the email

Email / Report Sample

Email sample:

@ AhsayCBS

Dear steven.tszeflahsay.com,

Please download the attachment "DailyUserReport.html™ to wview your consolidasted Daily User

Report for 11/24/2016. 58 error(s) and 83 issue(s) were found by the system. Please review
and fix them as soon as possible.

Backup Job

User Backup 5et Backup Job Report
K Driwve EBackup

steven {1479792751514) 2016-11-24-10-24-33 Download
K Driwve EBackup

steven {1479792751514) 2016-11-24-12-45-00 Download
K Driwve EBackup

steven

[1479792751514) 201e-11-24-18-15-00 Download
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Report sample:

(@ Ansaycas

Full Backup report

Backup Job Summary

User
Backup Set
Data Size
RetentionSize
Backup Job
Destination
Tob Status
Start - End

1P Address

Hew Files *
Mew Directories
Mew Links
Updated Files *

Attributes Changed Files *

Deleted Files *

Deleted Directaries

Deleted Links
Moved Files *

* M. of files (size)

steven

K Drive Backup (147979275151 4)
40, 28M

BEZEM

2016-11-24-10-24-33
GoogleDrive—1 iGoogle Drive)
OK

LL/24/2016 10024333 - 117242016 125086
192.168.7.105

3 (i1.38)

o

o

aqzzs

L)

I

o

o

LT

Backup Set Settings

Field
Backup Souree
Backup Schedule

Continuous Data Protestion

In-File Delta

Retention Paliey

Command Line Tool

Reminder

Bandwidth Control

Others

Backup Logs

e e @ =
g
2
g

Timestamp
200611724
200611724
200611724
200611724
200611724
2006/11/24
200611724

Backup Files

Ha. Type
1 new
2 upd
a new
+ wpd
5 upd
& new

Value

[\\LAURELA DepartmentsyCustamer Serwices\CommonyKMT\Steven]

[Computer Mames STEVEN-TSEN[Daily Scheduler [Hames Daily-i, Times iis15, Typer . Duratsons -1, Run Retention Policy: false]l[Weekly Scheduler [Ha
mer Weekly-1, Timer 12145, Suna false, Mont true, Tuer trie, Wed: true, Thus true, Frai true, Sats false, Typer . Duration -1, Run Retention Pol
tey , falsell[Monthly Schedules JiCustom Schedules |

[Enabled: false]

[Enableds true, Default Types [, Block Sizer -1, Minimum delta file size s 26214400, Maximum number of delta = 100, Maximum delta ratic = 50, Wee
kly variations [I, Monthly Variations: [, Days 0, Criteriar Friday, Oesurrences First]
[Ty pes SIMPLE. Periods 7, Uniti DAYS]

Lag OFf Reminder Computer Hames STEVEN-TSE, Of fline Backup Reminder Computer Hames , Tolerance periods 1 Duys O hours
[Enableds false, Mode independent, Bandwidth Cantrol |
Remove Temporary Filest true, Fallow Links true, Volume Shadaw Capyi true, File Permissions true, Compression Typer GripestSpeedCompression

Log

Me4dd  Start [ Windows 7 (STEVEN-TSE), AhsayOBM w7.90.0 |

k2433 Saving encrypted backup set encryption keys to server...

Ih2433  Using Temporary Directory Ci\Usershsteven. tse'tem ph 147979275151 4G Orive® | 479792876141
2433 Start running pre-commards

2433 Finished running pre-commands

Mr25e45  Start running post-commands

2545 Finished running post-commands

Dirs/Files Size Last Modified
SALAUREL)Departmen ts\Custamer Services\Common\ KMT\Steven\ A haay CESY AhsayCRS Administrater's Guide w7 2k # 2k (14%) LIS 23F2006 18010
sereen shot\User settting - Run Direct VM Limit.PHG

WALAUREL)Departmen ts\Custamer Services\Common\KMT\Steven', A hsay CBS AhsayCBS Administrator's Guide vT 106 / 162 (34%) 11242016 09019
Whide_pks_sdmin_20161123.doe

S\ALAUREL\Departmen ts\Custamer Services\Commen\KMT\Steven' A hsay CBS\ AhsayCES Administrator's Guide w7 106 / 162 (14%) LLA 242006 Ou4d
W $ide_ebs_sdmin_20161124.doe

WALAUREL)Departmen ts\Custamer Services\Common\KMT\Steven', A hsay CBS AhsayCBS Administrator's Guide vi 11L.3IM / 1075M (17%) LL/23/2006 1901
\guide_gks_sdmin_20161123.doe

SALAUREL\Departmen ts\Custamer Services\Commen\KMT\Steven ' A haay CBS\ AhsayCES Administrator's Guide w7 907k / LOZM (127 LIAEIF2006 18010
‘\sereen shot\Thumbs.db

NALAUREL\Departmen tsh\Custamer Services\Cammon \KMTYSteven'\ A hsay CBS\ AhsayCRS Administrater's Guide vT 11L.3M / 1376M (178 L1/ 24/2006 (53

\guide_cks_sdmin_20161124.doe
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Restore Report

What is this email about?

When will you receive it?

A full report in PDF format,
showing the Restore Job
Summary, Restore Logs
and Restore Files

Restore Report is generated and sent to backup user
every 15 mins (every :00, :15, :30 and :45 of an hour)

*Depending on the restore size and restore finish time, the actual
report sending time may be longer than 15 mins.

What action should you take?

Download the restore report as attached with the email

Email / Report Sample

Email sample:
G AhsayCBS

Dear stewven,

attached for your reference.

Restore Job Summary

Here is the suwmmary of the restore job "2016-11-Z2Z-16-35-51". Full restore report is also

User steven

Backup Set K Driwve Backup

Restore Job 2016-11-22-186-35-51

Joh Status [1):4

Restore Time 11/22/2016 16:35:51 - 1172272016 16:38:18
IP Address 192 .165.7.105

Destination Hame GoogleDrive-1

Restored Files 1966 (917.41)
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Report sample:

Full Restore Report

Restore Job Summary

Uanr Back=p Sut Rmtors Job Rsitors Destination Tob Status IP Address Rstored Filos

sbaven B Drivs Beclosp (147579 2006ei Leielbad5=51 trsogislirives1 O 121647005 1964 (ITaMl

FTELE A

* Ha. of file fsizel

Restore Logs

s Typs  Timextsmp Leg

i star  U0/E2/H0ME 16:35:51  Start | Windses T (STEVERSTSE), AbmyDBM v7 9000 |

£

H infa 108 SH0E 16:5558  Initializing decrypt sctisn...

3 infa L2206 16:55:58  Crmating serw dizestory... 0 leedbateeen tes’ Desk top' LAUREL”

[l infe 11230006 16:3552  Cresting sew dirssiory... 0 lseraatewen_tae' Dok toph LAURELY lepar tmanta™

5 infa 1220006 18:55:58  Crmating serw dizestory... 0 leedhstewen_tas’ Dok top' LAUREL lepar tmenia’ Customes Services”

[] infa 1123006 16:3552  Cresting sew dirsciory... 0 lseraatewen_tae' Dok toph LAUVREL Y lepar tmenta’ Cusbomes Services Y ommen™

7 infs  L1/E3/9006 16:3557  Crasting senw dirsstory.. 0 Userdiatewn tu Dektop), LAUREL Y lepertmenty, Custemer Sarvice \Commen Y EMT

L] infe 12006 16:35:58  Cresting sew dirsstory... O Useessteven_ tee' Deak toph, LA URELY Departmsnts’, Customer Sarvices vCommen 3\ EMT\Stavan™

£l infs  L1/E3/9006 16:355  Crasting senw dirsstory.. 05 Ussrdatewen ta Dektop), LAUREL Y lepertments|, Custemer Sarvice \Commen Y EMT S brvan A hary ACE™

n infs  L1/22/900E 16:3552  Crasting senw dirsstory... 09 Usrsatewen. tu’ Dektop), LAUREL Y lepartments, Cusbomer Sarvices VCommen EMT S brvan A hory ACES A hury AT
B Quick 3tart Guids for Mac™

n infa 10,/ 6 16:55:58 Creating merw dizesiory... T laeraatewentae'’ ek toph LAUREL lepar tmenta’y Customes Services YCom men \EMT Y3 trvan 'y ey ACBY & heay A0
B Guick Stsrt Guids for Macsereen shot™

2 infs  L1/22/90E 16:3553  Instializing decrypt sctisn_. Complated

13 infs  L1/22/900E 16:3557  Crasting senw dirsstory... 0 Uersatewen ta’ ek top), LAURELY lepartments\ Custemar Sarvices VCommen EMT S brvan A hary ACES A hury AT
B Quick 3tart Guids for Window”

E1 infe 11006 163557 Cresting sew diresiory... 0% Userabatewen_tae'’ Dok toph LAURELY lepar tmenta) Customes Services YCommen W EMT WS brvan b huay ACBY A huay AL
B Guick Start Cuids for ®indowa\scrssn shot”

15 infs  L1/22/9006 16:348  Crasting sen dirsstory.. 09 Uersatewen. ta’ ek top), LAUREL Y lepartments, Cusbomer Sarvices VCommen \EMT S brvan 'y A hory ACES A hury AT
B User Guids for Cloud File Bsckup & Rewton™

6 infe 110006 16:5402  Cresting sew direciory... 0% Userahatewen_tae' Dok toph LAUREL lepar tmenta) Customes Services YCommen W EMT WS brvan b huay ACEY A by AL
B Usar Guids for Cloud File Backup & RestareMes™

a7 infe  11FZINNE 168408 Crestine sew dirsstory... Ch seedateven_tas Dek tooh LAUREL lecartmanta) Custemer Sarvices WCommen EMT VS brvan Wi hure ACBV A hure AT
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Missed scheduled backup reminder

What is this email about?

When will you receive it?

backup failure.

schedule backup.

A reminder to alert the backup user about a scheduled

Any backups that are failed to start 6 hours after the
scheduled backup time will be considered as missed

The report is generated and
sent to backup users at the
next :00 after it’s classified
as missed scheduled
backup (6 hours after
backup failure)

Common causes for missed scheduled backups

The following table highlights some of the common reasons causing missed scheduled
backups or scheduled backups not running according to schedule. The cause of missed
backups can be related to either server side issues (AhsayCBS or Redirector) or client

side issues (AhsayOBM/AhsayACB client machine setup).

Server Side Issues

The AhsayCBS service is unresponsive

License error

Out of Java memory / threads

Out of space on AhsayCBS user home drive
AhsayCBS service is not started

AhsayCBS server is powered down

SSL certificate expired

YVVVVYYVYYVY

The Redirector service is unresponsive (if applicable)

License error

Out of Java memory / threads

AhsayCBS system password is not updated on Redirection settings
AhsayCBS service is not started on the redirector machine
AhsayCBS server is powered down on the redirector machine

SSL certificate expired

YVVVVYVYYVYYVY

The time zone on the AhsayOBM/AhsayACB account user profile on AhsayCBS is
set incorrectly. This will cause the scheduled backup time to run either later or
earlier than the actual scheduled time but will trigger a missed backup notification.

There is no backup schedule configured for the affected backup set(s) or the
schedule date and/or time is incorrect.

Client Side Issues

The AhsayOBM/AhsayACB client machine was switched off, hanged or running in
power saving mode.

The date/time, time zone, or locale on AhsayOBM/AhsayACB client machine is set
incorrectly.
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A backup set and backup schedule was created on AhsayCBS but
AhsayOBM/AhsayACB client was not installed on the client machine or was
uninstalled.

If the AhsayOBM/AhsayACB runs on Windows machine, ensure the login
credentials in the Windows User Authentication is correct or is kept updated.

What action should you take?

You may have to check for the causes for the missed scheduled backup. That could be
caused by, for example, incorrect login credentials of the client backup application,
Internet connection problem, time zone settings, etc.

Email / Report Sample

Email sample:

Ll o~
LY < A =
G A1 Sa il |.

Dear PaidUser,

Your backup job for "default-backup-set-name" was missed. Please check
the client software configuration to see if everything is running correctly. Below
is the detail of backup set.

User PaidUser

Backup Set default-backup-set-name
Data Area* 5[528]

Backup Statistics Retention Area* 1[48]

* Unit = MNo. of file[Total file size]

Last Backup
Time(Days 2018-05-08-17-30-00(5)
Without Backup)

Missed backup 12 55.13-20-00-00
job

You are suggested to perform a backup manually for this backup set to avoid
undesired data loss.backup activity of this backup set.

Sincerely

Ahsay Support Team
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User settings changed alert

What is this email about? When will you receive it?

A summary report showing the user settings that
have been changed in details, with the old values
and new values of the changed settings shown.

User Settings Changed Alert
Report is generated and sent to
backup user every 15 mins
(every :00, :15, :30 and :45 of an
hour)

What action should you take?

The purpose of this email is to allow user to confirm the changes that have made, and
alert user for unauthorized access if they have not made those changes. In the latter

case, user should change their login password and correct the settings as soon as
possible.

Email / Report Sample

Email sample:

Dear stewven,

One or more of your user settings have heen updated.Please confirm the information shown below
iz correct, and that these changes were reguested by an authorized user on your contact list.

If the changes were not mwade by an suthorized user, change your password, correct your settings
and see if this happens again.

If this happens again, please contact us for further
investigation.

User steven

Time Of Changes 11/22/2016 16:40:07

Ip Address 192.165.22.40

Field 01d Value Hew Walue

"[Hame: Steven, Email:
steven. tse@ah=say.com,
Company: , Address:

Wehgite: , Phone: ,
u

Changes
Contacts n o

Fhone :

www.ahsay.com
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Active Directory authentication failure report

What is this email about? When will you receive it?

A reminder to alert the backup user about a backup Shortly after the active
failure due to the incorrect Active Directory authentication. | directory authentication
failure occurred

What action should you take?

Check if the active directory authentication is properly set. If you have changed the login
credentials of the machine running the client backup application, you have to alter the
authentication details as well for the backup to perform. To do so, follow the steps below.

i) Log into AhsayOBM/AhsayACB.

i) Click on the Backup Sets icon.

iii) Click on the backup set you would like to alter the authentication details.
iv) Click on the General section.

v) Modify the Password under the Windows User Authentication section.

vi) Click to confirm the change.

Email / Report Sample

Email sample:

C

Dear

Windows Active Directory authentication failed at 28/11 /2016 18:51:21(0).If vou have
changed the Windows login credentials recently, please login to backup server using the backup client
with the latest password, otherwise, vour Active Directory account may be locked.

If the Active Directory user has already been locked, please contact vour system administrator to un-
lock the account.

Sincerely

Ahsay Support Team
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Backup Quota Reminder / Alert

What is this email about? When will you receive it?
A reminder to alert backup users about the backup The backup quota reminder /
quota has exceeded the set percentage. User can alert email is generated and sent
configure the percentage where the reminder/alert to backup user at 6:00am daily.

email is triggered when it is reached.

By default, this percentage is preset as 80% when this
feature is enabled.

What action should you take?

The backup quota is going to exceed its storage quota. Contact your backup service
provider to increase the capacity. Alternatively, consider cleaning up the existing backup
sets that you are no longer using, or reviewing the retention policy.

Email / Report Sample

Email example:

Dear PreStandardDest_D,

Your used backup quota is over 60% for destination DestinationPool-2.
Please upgrade your storage quota or modify your retention policy to free up
more space to avoid backup failure due to full storage.

Sincerely,

Ahsay Support Team
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Trial User Reminder / Alert

What is this email about? When will you receive it?

A reminder to alert trial backup users their account | The trial user reminder / alert email
is about to expire in the set number of days. is generated and sent to backup

. - user at 6:00am daily.
Be default, the preset value of this setting is 7 when

this feature is enabled.

What action should you take?

In order to continue using your account for backup and restore, contact your backup
service provider to subscribe to the paid backup service.

Email / Report Sample

Email sample:

C

Dear stewventrial,

Your trial account will expire in 2 days.Please contact your admwinistrator for further action.
Below is the trial information of this account.

User steventrial

Registration Day 11/zz2/2016
Day{s) to Trial End Z

Total Trial Days 30
Sincerely

ALhsay Jupport Team

Welcome Email

What is this email about? When will you receive it?
A welcome message generated by the AhsayCBS to Shortly after a Backup User
confirm a backup account has been created account has been created

What action should you take?

You can click on the link in the email to download the client backup application if you
have not done so.

www.ahsay.com 163



Email / Report Sample
Email sample:
(@ Ahsayces
Dear PaidOBM1,
Welcome to Ahsay Cloud Backup Suite
Please click here to download and install the AhsayOBM.
User Setting
Login Name PaidOBM1
Alias --
Language English
Contact PaidOBM1 <tc.ahsay@gmail.com=>
Quota
AhsayCBS 50M
Aliyun-1 70M
AmazonCloudDrive-1 70M
AWSCompatible-1 70M
CBS-1 70M
DestinationPool-1 70M
FTP-1 70M
GoogleCloudStorage-1 70M
GoogleDrive-1 70M
Local-1 70M
MicrosoftAzure-1 70M
OneDrive-1 Unlimited
OpenStack-1 70M
SFTP-1 70M
Sincerely
Ahsay Support Team
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Daily User Report
(Appears as: Email me consolidated email report only at this time daily)

What is this email about? When will you receive it?
A consolidated report in PDF format, showing the The daily user report is
following categories of information: generated and sent to backup

user at the time defined by
the system administrator in
this menu

© PROBLEMS - errors for System / Backup /
Restore / Replication / Redirection

© |ISSUES - potential issues that may cause
problems on System/Security, Users or Backup
Sets

© ACTIVITIES - all Backup Jobs / Restore Jobs /
Setting Changes performed

O STATISTICS - statistics on User Account / Data
Transfer / Disk Storage Usage

What action should you take?

Click on the attachment in the email to get re-directed to the consolidated report page.
The report is in interactive format which allows you click on different tabs/sections for the
corresponding report data. Refer to Appendix | for further explanation of the daily user
report.

Email / Report Sample

Email sample:

(<

Dear steven.tsefahsay.com,

Please download the attachmwent "DailyUserReport.html"™ to view your consolidated Daily User
Report for 2016-07-12. 1680 error{s) and 1 issue{s) were found hy the system. Please rewview and
fix them as soon as possible.

Sincerely
Ahsay Support Team

Report sample:
. PRINT VIEW
Daily User report (steven.tse(@ahsay.com)

€3 ProBLEMS issues T activimes [l stamstics

System Backup Restore Replication Redirection
No. Events Start Time / End Time Total Ne. of Occurrence

1 ReplicateError 2016-07-11 01:00:06 / 2016-07-11 03:11:29 788
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Inactive Backup Report
(Appears as: Email me inactive backup report when my backup set hasn’t run for
this number of days)

What is this email about? When will you receive it?

A report showing all backup sets under this Inactive Backup Report is generated and
backup user account that have not been run | sent to backup user every 15 mins
in the set number of day. (every :00, :15, :30 and :45 of an hour)

What action should you take?

You may have to check for the causes for the backup sets, especially scheduled backup
sets that are not running. That could be caused by, for example, incorrect login
credentials of the client backup application, Internet connection problem, etc.

Email / Report Sample

Email sample:

AH!T11™ Ansay support

Dear backup_repart,
Your backup set "File-1" haven't performed any backup for 5 days.Please contact your administrator for necessary
action. Below is the backup activity of this backup set.

User backup_report

Backup Set File-1

Last Backup Time({Days Without Backup) 2015-07-14 12:16:37(5 days without backup)
notification Days 30

Sincerely
ahsay Support Team
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Bcc reports to email

You can add email recipients in this section so that they will receive a blind carbon copy (bcc) of
the email reports as well.

1. Click the . button under the Bcc reports to email section.

Beo reports to email
+

Hame

2. Enter the name of the recipient, email address and other details if necessary.
Contact

Mame

Ermail

Encrypt Email

Address

Company

Wiebsite

Fhane 1

Fhane 2

@  If you wish to encrypt the email, check the Encrypt Email box. You will be re-
directed to another page to upload the Digital Certificate. Click the Choose File
button to upload the digital certificate, then click the tick button at the bottom of
the page to confirm.

Upload Digital Certificate

Digital Cerificate for abc@abc.com (o)

Upload cert, Choose File | Mo file chosen

3. Click H when you are done with the settings.

4. Click to confirm the setting.
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> Encryption Key

Once you enabled the encryption recovery option. The encryption key file will be uploaded to the
Backup Server. In case user has forgotten the encryption key, you can still contact us to recover

the key.

Turn on the | switch on the right and then make sure the check box Uploaded encryption
key after running backup for recovery is checked for this feature to work.

Encryption Key

' Upload encryption key after running backup for recovery

Client Host Limit

Run Direct ¥M Limit

Advertisement

From AhsayCBS v7.9.2.0 onwards, it is possible to submit an encryption key recovery request
via the AhsayCBS web console. Refer to the Recovering Encryption Key via AhsayCBS Web

Console section for detailed instructions.

> Client Host Limit

Since version 7.7, administrator is able to set the maximum number of host machine for a backup
users account.

Turn on the 0l switch on the right and then enter the Maximum number of host as shown
below.

Encryption Key

' Upload encryption key after running backup for recovery

Client Host Limit

Maximum number of host |1

Run Direct VM Limit
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> Run Direct VM Limit

Since version 7.9, administrator is able to set the maximum number of VM for Run Direct restore.

Turn on the =1 switch on the right and then enter the Run Direct VM Limit as shown below.

Encryption Key

Client Host Limit

Run Direct ¥M Limit

hlaximurn number of %M |1

> Advertisement

Since version 7.7, administrator is able to customize the advertising banner on the
AhsayOBM/AhsayACB interface. CBS supports both GIF and SWF formats at the size of

(830 x 102 px).
1. Turn on the ““N0 switch on the right to turn on this feature.

Advertisement

0

Display Time (in seconds) | Type URL  Language @ Platform @ Last Uploaded Time @ Size

Name
Default advertisement

. 20 gif - All All 06/01/2016 08:52:20 35k
(gif)
Default advertisement
(sw) 20 swif - All All 06/01/2016 08:52:20 27k

2. Press . to add the advertisement.

www.ahsay.com 169

o



3. Enter details in the following fields below.

=
=
H

=

FL

All

All

Advertisement

Name

Display Time (in seconds)

(%]
-

of v

hitp v | of

Language

Flatfarm

Image (830 102 px)

Choose File |MNao file chosen

@

Name — name of the advertisement banner.

Display Time (in seconds) — period of time for the advertisement to be shown
before it rotates to the next one.

Type — format of the banner, whether it is in gif or swf format.

URL - the click through URL of the gif type banner. For flash banner, the click
through URL should be coded inside the flash banner.

Language — select in which language setting in AhsayOBM/AhsayACB will the
banner be shown. If All is selected, the banner shows no matter what language is
selected in the AhsayOBM/AhsayACB.

Platform — select on which platform (Windows, Mac & Linux)
AhsayOBM/AhsayACB is used for the banner to show. If All is selected, the
banner shows no matter what platform the AhsayOBM/AhsayACB is running on.

Image (830 x 102 px) — click Choose File to upload the banner.

4. Click H when you are done with the settings.

5. Click to confirm the setting.
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Backup Set Settings

This section allows administrator to set up backup exclusion and backup destination visible to
users. It has 3 sub-sections.

> Exclude Backup File

This menu allows you to set filter to exclude files from performing backup job. This feature is
disabled by default.

Exclude Backup File I

Skip backing up files that match the followings
+ Files on mapped drive

« Files larger than 1 Gbytes v

« Files older than
® 10 Years v | Ago

=  Files on mapped drive — files from mapped drive will be excluded from backup
(applicable only to UNC path on Windows platform). Typical UNC path is in the format of
\\drive or IP address\folder name (e.g. \\10.1.0.10\My Documents).

@ Files larger than —files larger than the defined size will be excluded from backup

=  File older than —files created the set period of time ago or before a specific set date will
be excluded from backup

> Destinations Visible to Users

There are two kinds of destinations backup users can choose from when creating a backup set,
they are the Predefined Destination and Standard Destination. Only the destinations selected in
this menu will be available for backup users to choose from when they are creating a backup set.

This feature is disabled by default. You can enable the feature by turning on the | switch to
the right.

Below is a brief explanation on the differences between the Predefined Destination and Standard
Destination.

Predefined Destination vs Standard Destination

© Predefined Destination - The predefined destination can be a single storage destination
on the local drive where CBS is installed, mapped drive, cloud storage or FTP server, or a
destination pool with a mix of storage options mentioned above. Before you can select a
predefined destination in this menu, it must first be configured under the System
Settings > Backup > Predefined Destinations. Refer to Predefined Destinations Tab
and Backup User Settings Tab for details on configuration.

© Standard Destination - Except for the AhsayCBS storage option, all other storage
options under the Standard Destination belong to the backup users, whether it could be a
single storage destination on the mapped drive, cloud storage or FTP server, or a
destination pool with a mix of storage options mentioned above.
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To configure the Predefined Destination

1. Turnonthe | switch on the right under the Destinations Visible to Users section.

2. Click on + under the Predefined Destination section.

Predefined Destination
+

Hame Run Direct

3. Select the desired destination option, which has been defined in the System Settings >
Backup > Predefined Destinations menu, by checking the box on the desired
destination item.

Add Predefined Destination

Name

L GoogleDirive-1

4. Click to confirm adding the predefined destination.

5. If you have multiple predefined destinations to add, repeat steps 3 -4 until all desired
destinations have been selected.

6. Click to confirm.

To configure the Standard Destination

1. Turnonthe 0 switch on the right under the Destinations Visible to Users section.

2. Click on + under the Standard Destination section.

Standard Destination

Customize application name

For "Run on server” backup set, only the AhsayCBS standard destination is supported regardless of this setting
+ il

Name
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3. Select the desired storage option from the drop-down menu as shown below.
Standard Destination

Local / Mapped Drive / Removable Drive ¥
Local / Mapped Drive / Removable Drive

P EE

CTYun

Amazon Cloud Drive

Amazon 83

AWS S3 Compatible Cloud Storage

Google Cloud Storage

Google Drive

Microsoft Azure

OneDrive

OneDrive for Business

Rackspace

OpenStack

Dropbox

FTP

SFTP

Destination pool

AhsayCBS

4. Click to add the selected standard destination storage.

5. If you have multiple destination storages to add, repeat steps 3 — 4 until all desired
storages have been selected.

6. Click to confirm.

7. You will see the newly added destination shown on the list as shown.

Standard Destination

Customize application name

+ i
MName
. Local i Mapped Driva | Remaovable Drive
Amazon 53
_ AWE B3 Compatible Cloud Storage
"'} Google Cloud Storage
‘ Google Drive
q-i-p Destination pool
BE Microsoft Azure
Z&, OneDrive

& nelrive for Business

o Rackspace
n CpenStack
Q Drophox

FTP FTF

sFre SFTP

(=) AhsayCBS

ﬂ Amazon Cloud Drive
) mEs
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> Backup Set Types Visible to Users

The AhsayCBS supports a wide range of backup set types for backup and restore. This menu
allows the administrator to select the backup set types to be displayed for backup users to
choose from when they are creating a backup set on AhsayCBS, AhsayOBM or AhsayACB. This
feature is disabled by default.

1. Turnonthe Bl switch on the right under the Backup Set Types Visible to Users section.

2. Click on .

Backup Set Types Visible to Users l

=+ i

3. Select the Backup Set Type you wish to add from the drop-down menu as shown below.

Backup Set Type

File Backup v

File Backup

IBM Lotus Domino Backup

IBM Lotus Notes Backup

MS Exchange Server Backup

MS Exchange Mail Level Backup
MS SQL Server Backup

MS Hyper-V Backup

MS Windows System Backup
MySQL Backup

Oracle Database Server Backup
StorageCraft ShadowProtect Backup
MS Windows System State Backup
VMware Backup

Cloud File Backup

Office 365 Exchange Online Backup

4. Click to add the selected backup set type.

5. If you have multiple backup set types to add, repeat steps 3 - 4 until all options have been
selected.

6. Click to confirm.

> Cloud File Backup Source Visible to Users

This menu allows the administrator to select specific cloud file backup source(s) to be visible to
backup users when they are creating a Cloud File Backup Set. By default, this feature is on with
all cloud file backup sources pre-selected.

1. Turnonthe 0l switch on the right under the Cloud File Backup Source Visible to Users
section.
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2. Click on .

Cloud File Backup Source Visible to Users q
+ i

3. Select the Cloud File Backup Source Visible to Users you wish to add from the dropdown
menu as shown below.

Cloud File Backup Source Visible to Users

| FIEE Vl
FIEE

CTYun

Amazon Cloud Drive

Amazon 53

AWS 53 Compatible Cloud Storage
Google Cloud Starage

Google Drive

Microsoft Azure

Onelrive

Onelrive for Business

Rackspace

Openstack

Drophaox

FTF

SFTF

4. Click to add the selected cloud file backup source.

5. If you have multiple cloud file backup source to add, repeat step 3 - 4 until all options have
been added.

6. Click to confirm.
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GUI Settings

In this menu, administrator can configure the GUI elements to be shown on the client backup
agent (AhsayOBM or AhsayACB) interface for backup users. The View checkbox allows
administrator to decide whether to display the GUI item, and for some items, the Edit checkbox
is available to enable backup users for changing or accessing the GUI item(s).

Policy

The GUI element on AhsayOBM/AhsayACB

Client Type

The Client Backup Type (AhsayOBM @ or AhsayACB @)

Apply

Check this box if you wish to configure the “View” and “Edit” option for the GUI
item. If this box is not checked, the GUI item will be shown on

AhsayOBM/AhsayACB by default.

View

Enable or disable backup user to view the item

Edit

Enable or disable backup user to edit the item

GUI Settings

Policy
Main Menu
Backup
Restore
Backup Sets
Settings
Report
Utilities
Profile
Language
Information

Advertisement

Effective Policy

Help

Links to Social Media -

Links to Social Media -

Links to Social Media -

Links to Social Media -

Links to Social Media -

Client Type

@e
@e
@e
@e
@e
@e
@e
@e
@e
@e

Facebook @@

Twitter
Google+
LinkedIn

YouTube

@@
@e
®@e
loJa)
@e
Qe

Apply

< REKRE R KD RERE KD R KD RE R KRR

View

ORI R CY IR I Y (R (U Y (S (YRS R LU (Y

Edit

http://ahsay.com/social/facebook.html
http://ahsay.com/social/twitter.html
http://ahsay.com/social/google+.html
http://ahsay.com/social/linkedin.html

http://ahsay.com/social/youtube. html

Since AhsayCBS v7.11.0.0, we have added additional items under the GUI settings to give you
greater flexibility for customizing the GUI elements on the client backup agent (AhsayOBM &

AhsayACB). Refer to the information below for further details.
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> New Backup Set Wizard

There are four setting items under this new setting category to enable or disable the Destination
and Encryption Key settings when creating a new backup set using the client backup agent.

Policy Client Type Apply View Edit
New Backup Set Wizard - Destination ® @ v, v
New Backup Set Wizard - Encryption ®E v v
New Backup Set Wizard - Encryption - Enable / Disable ®E v v
New Backup Set Wizard - Encryption - Options ®E v v

© New Backup Set Wizard — Destination

You can set to restrict backup users from using the default destination where they can only
view the default destination but cannot change it OR to allow them to choose the desired
backup destination on their own.

New Backup Set Wizard - Destination @ @ v o

To restrict the backup destination WITHOUT letting backup user to change it, check the
View box and left the Edit box unchecked. With this configuration, backup users can only
view the backup destination that is predefined under the Users, Group & Policies > Policy
Group > Default Values > Destination page, but cannot alter the backup destination when
creating a new backup set using the client backup agent.

Note: If there is no destination defined in the Default Values menu as mentioned above,
you will not be allowed to configure this setting.

New Backup Set \Wizard - Destination ®E v v v

By checking both the View and Edit checkboxes, backup users can choose their desired
backup destination from the choices defined under the Users, Group & Policies > Policy
Group > Backup Set Settings > Standard Destination.

© New Backup Set Wizard — Encryption

This setting is used in conjunction with the New Backup Set Wizard — Enable/Disable and
New Backup Set Wizard — Options settings.

New Backup Set Wizard - Encryption ®e v v

When the View checkbox is checked for this option, the encryption key setting page will be
shown when creating a new backup set with a client backup agent, otherwise, the relevant
page will be skipped.

© New Backup Set Wizard — Enable / Disable

In order for this setting to work, the View option for New Backup Set Wizard — Encryption
setting must be turned on.

New Backup Set Wizard - Encryption - Enable / Disable ®E v v

When you set the View option on and the Edit option off for this setting, the Encryption Key
feature will be turned on by default.
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New Backup Set Wizard - Encryption - Enable / Disable ®E v v v

When you set both the View and Edit options on, backup users will be able to enable or
disable this feature on their own.
© New Backup Set Wizard — Options

This setting allows backup users to choose the Encryption Type among Default, User
Password or Custom.

New Backup Set Wizard - Encryption - Options ®E v v

When you set the View option on and the Edit option off for this setting, the encryption type
will not be configurable and will use the default value defined in Users, Group & Policies >
Policy Group > Default Values > Others > Encryption.

New Backup Set Wizard - Encryption - Options ®E v, v v

When you set both the View and Edit options on, backup users will be able to choose their
desired encryption type.

» Help Page

This option allows you to configure whether to show the Help button on the Ul of the client
backup agent. The Help button takes you to a set of online help instructions that correspond to
the relevant page in the client backup agent.

Help ®E v

> Add Contact

This option allows backup users to add Contact information, such as name, email, address, etc.
under the Profile > Contacts page in the client backup agent.

Add Contact ®E v v
By checking the View checkbox for this option, backup users can configure contact information
on their own.

» Remove Contact

This option allows backup users to remove contact information under the Profile > Contacts
page in the client backup agent.

Remove Contact ®E v v

By checking the View checkbox for this option, backup users can remove contact information on
their own in the client backup agent.

> Add Backup Set

Add Backup Set ®E v v

By enabling the View checkbox of this option, backup users are able to add backup set using the
client backup agent.
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> Remove Backup Set

Remove Backup Set ®E v v

By enabling the View checkbox of this option, backup users are able to remove backup set using
the client backup agent.

Default Values

This section allows administrator to define the default values for numerous setting items. The
default values set under this setting menu will be applied to the backup sets directly. However,
users can still override the default values during new backup set creation. As opposed to
Preempted Values, which will be introduced later in this chapter, is a set of predefined values by
the system administrator where backup users have no right to override the settings.

All setting items under the Default Values tab are disabled by default. Click the B switch on
the right of each setting item and then follow the steps below for configuration.

General VI source | Backup scheauie || Continuous Backup | in-File Deita |
User Settings Retention Policy || Command Line Tool || Reminder || Bandwidth Control || IP Allowed for Restore

Backup Set Settings Name

GUI Settings

Default Values Lotus Domino

Preempted Values

Preempied Backup Sets Lotus Notes

Mobile Settings
Windows System Backup
Windows System State Backup
MySQL Server
Oracle Database Server

VMware Host

Shadow Protect

Windows User Authentication

> General

This section defines the default values of some general configuration items. The following table
explains each setting item under the General tab, with a brief description of what the setting is
about and all the configurable items.

Name

Defines the default backup set name when backup users create a backup
set. Multiple settings can be created in this menu if you wish to define
different default backup set names for different backup modules.

What is this
setting about?
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What are the
configurable
items?

» Name — name of the setting item
» Applied Modules — modules to apply this setting to

» Backup Set Name — default backup set name to be displayed when a
backup set is created for the selected module(s).

Lotus Domino

What is this
setting about?

Defines the path to notes.ini. Please exercise extra caution when changing
this setting because an accidental or incorrect change of this path may
cause unpredictable impact on running the Lotus Domino. Refer to the URL
below for further information on this setting.
http://www.ibm.com/support/knowledgecenter/SSKTMJ 9.0.1/admin/conf e
ditingthenotesinifile _c.html

What are the
configurable
items?

» Name — name of this setting item

» Path to notes.ini — path name of the Path to notes.ini

Lotus Notes

What is this
setting about?

Defines the path to notes.ini . Please exercise extra caution when
changing this setting because an accidental or incorrect change of this path
may cause unpredictable impact on running the Lotus Notes. Refer to the
URL below for further information on this setting.
http://www.ibm.com/support/knowledgecenter/SSKTMJ 9.0.1/admin/conf e
ditingthenotesinifile c.html

What are the
configurable
items?

» Name — name of this setting item

» Path to notes.ini — path name of the Path to notes.ini

Windows System Backup

What is this
setting about?

Defines the default location where you wish to store the system backup for
MS Windows System Backup module

What are the
configurable
items?

» Name — name of this setting item

» Specify the location where you want to store the system backup
— location path where you wish the system backup be stored

Windows System State Backup
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What is this
setting about?

Defines the default location where you wish to store the system backup for
MS Windows System State Backup module.

What are the
configurable
items?

» Name — name of this setting item

» Specify the location where you want to store the system backup
— location path where you wish the system state backup be stored

MySQL Server

What is this
setting about?

Defines the default Login ID, Host name, Port and Path to mysqgldump for
MySQL server backup module

What are the
configurable
items?

» Name — name of this setting item

» Login ID - login ID for accessing the MySQL server
» Host — host name of the MySQL server

» Port — port number

» Path to mysqldump — path name to the mysqgldump utility

Oracle Database Server

What is this
setting about?

Defines the default Login ID, Host name, Port and SID for Oracle Database
Server module

What are the
configurable
items?

» Name — name of this setting item

» Login ID - login ID for accessing the Oracle Database server
» Host — host name of the Oracle server

» Port — port number

» SID - the unique identifier to the database instance

VMware Host

What is this
setting about?

Defines the default VMware version, host name, port number and SSH port
for VMware backup module

What are the
configurable
items?

» Name — name of this setting item
» Version — VMware version

» Host — host name of the VMware host
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» Port — port number

» SSH Port — SSH port number

Shadow Protect

What is this
setting about?

Defines the default path to install the Shadow Protect and whether to
encrypt the image file in temporary directory.

What are the
configurable

» Name — name of this setting item

» Path to StorageCraft ShadowProtect — the path where you installed
the ShadowProtect

setting about?

i 2
Items? > Encrypt the image file in temporary directory —to enable or disable
encryption for image file in the temporary directory where the
ShadowProtect image is stored.
Windows User Authentication
Defines the default domain name/host name and user name for backup
What is this users to enter the Windows User Authentication details. Multiple settings

can be created in this menu if you wish to define different default domain

name/host name and user name for different modules.

» Name — name of this setting item

» Applied Modules — modules you wish to apply this default setting to
What are the
configurable » Domain Name (e.g. ahsay.com) / Host Name — domain name or host
items? name of the Windows login

» User name — user name to log in to the backup user’'s Windows for

backup
» Source

This section defines the default backup source values. The following table explains each setting
item under the Source tab, with a brief description of what the setting is about and all the

configurable items.

Common Folders for Windows

What is this
setting about?

Defines the default common files and folders to be selected when user are
creating a backup set for File Backup.
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What are the
configurable
items?

>

>

Name — name of the setting item

Common Files and Folders — a list of common files or folders to
choose from as default backup source when creating a file backup set.

Filter

What is this
setting about?

Defines the default filters which used to include/exclude files in the backup
source from performing backup. This filter applies only to File Backup on
Windows platform. Creating multiple filter settings is possible.

What are the
configurable
items?

>

>

Name — name of the filter setting

Matching pattern - defines the pattern of the file selection, e.g.,
*.doc, *.png.

For each of the matched files/folders under top directory — define to
include or exclude all the files/folder matching the filtering criteria under
the top directory

Exclusion / Inclusion — to include (if you have chosen to exclude the
matched files) or exclude (if you have chosen to include the matched
files) those unmatched files/folder in the backup

Match file/folder names by — you can set the following filtering rules:

[Simple comparison starts with]

Include/Exclude all files/directories with name starting with a certain
pattern.

Example:

You can use B* to match all file with name starting with a B character.

[Simple comparison ends with]

Include / Exclude all files / directories with name ending with a certain
pattern.

Example:

You can use *.doc to match all files with name ending with .doc (all
Word Documents)

[Simple comparison contain]

Include/Exclude all files/directories with name containing a certain
pattern.

Example:

You can use *B* to match all files with name containing with a B
character.

[Regular Expression (UNIX-style)]
Include/Exclude all files/directories with name matching a regular
expression.

Notes:
» The pattern of a backup filter is case sensitive.
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> If multiple patterns are required, please add the pattern one by one
e.g.: *.doc and then *.xls

» How to Apply This Filter — you can choose to apply this filter on “All
hard disk drivers” or a selected folder of your choice.

> Apply to - apply the filter to the File and/or Folder level

Use Cases

Example 1
If you want to backup only Word, Excel and PowerPoint documents in your

document directory (e.g. C:\My Documents), you should setup your backup
filter as follows.

Matching pattern = *.doc, *.xIs, *.ppt

For each of the matched files/folders under top directory = Include
them

Exclusion = Check

Match file/folder names by = Simple comparison end with

How to Apply This Filter = This folder only C:\My Documents

Apply to =File

Example 2
If you want to backup all files, excluding all *.exe, *.dll and *.tmp, in

C:\Application, you should setup your backup filter as follows.

Matching pattern = *.exe, *.dll, *.tmp

For each of the matched files/folders under top directory = Exclude
them

Inclusion = Check

Match file/folder names by = Simple comparison end with

How to Apply This Filter = This folder only C:\Applicaitons

Apply to = File

Example 3
If you have already chosen files (all under C:\) from the backup

source setting but you want to exclude all images (e.g. *.jpg and *.gif) from
your selection, you should setup your backup filter as follows.

Matching pattern = *.jpg, *.gif

For each of the matched files/folders under top directory = Exclude
them

Inclusion = uncheck

Match file/folder names by = Simple comparison end with

How to Apply This Filter = This folder only C:\

Apply to = File

Please note that the Inclusion setting should not be checked because you
have already chosen the desired files to back up and do not want to include
all other files (NOT *.jpg, *.gif) under C:\ into the backup set.

Example 4
If you want to include everything, except the “log" directory, under

www.ahsay.com

184




C:\Applications into a backup set, you should setup your backup filter as
follows.

Matching pattern = “og$

For each of the matched files/folders under top directory = Exclude
them

Inclusion = check

Match file/folder names by = Regular Expression (UNIX-style)

How to Apply This Filter = C:\Applications

Apply to = Folder

Example 5
If you want to include all directories named “log" from the backup set files

with file name starting with “B" and ending with “*.doc" under C:\My
Documents into the backup set, you can use a regular expression of
“AB.*\.doc$" to do your selection. The filter backup can then be setup as
follows.

Matching pattern = *B.*\.doc$

For each of the matched files/folders under top directory = Include
them

Exclusion = check

Match file/folder names by = Regular Expression (UNIX-style)

How to Apply This Filter = C:\My Documents

Apply to =File

Advanced

What is this
setting about?

Defines the default advanced settings, including the platform of the user’s
machine, the backup module, selected or deselected source for backup.

What are the
configurable
items?

» Name — name of the setting item
» Platform - select the platform to apply this advanced filter
» Applied Modules — modules you wish to apply this default setting to

» Other Selected Source — define the path of the source, e.g.
Windows: C:\My folder; Linux: /home/my folder, to include in the
backup set

> Deselected Source - define the path of the source, e.g. Windows:
C:\My folder; Linux: /home/my folder, to exclude in the backup set
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> Backup Schedule

Setting up the backup schedule allows backup sets to run automatically at the specified time.
This section allows administrator to define the default backup schedule. The following table
explains each setting item under the Backup Schedule tab, with a brief description of what the
setting is about and all the configurable items.

Schedule

What is this
setting about?

Defines the default backup schedule when backup users create a backup
set. Multiple settings can be created in this menu if you wish to define
different default backup schedule for different backup modules. Within a
backup schedule setting, multiple schedules can be added.

What are the
configurable
items?

Backup Schedule

» Name — name of the setting item
» Applied Modules — modules to apply this setting to

» Run scheduled backup for this backup set —to enable or disable
the scheduled backup settings you set in this menu

Manage Schedule

» Name — name of the scheduler

» Type — frequency of running the scheduled backup
Daily — to run the scheduled backup everyday

Weekly —to run the scheduled backup on the selected days of a
week

Monthly — to run the scheduled backup on a specific day in a month,
or on a specific day in a specific week.

Custom — to run the scheduled backup on a specific day of your
selection

» Start backup at — specify a specific time to run the scheduled backup
based on the frequency set in the Type menu above.

» Stop — set the scheduled backup to stop either

- Full backup is completed regardless of how much time it takes
OR

- After the backup has started for the set time (1-24 hr) regardless if
the backup is done

» Run Retention Policy after backup — enable this feature if you wish
the modified or deleted data after backup remains in the backup server
for the set number of retention day
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> Continuous Backup

When the Continuous Backup feature is enabled, a backup job will be triggered whenever a
change is made in the backup source. This section allows administrator to define the default
continuous backup settings. The following table explains each setting item under the
Continuous Backup tab, with a brief description of the available settings and all the configurable
items. Continuous Backup is only available on Windows platform.

IMPORTANT

When setting up the Continuous Backup feature for a backup set, you must run a manual or scheduled
backup job first so that the initial files are uploaded your designated backup destination.

Continuous Backup

Defines whether to enable this feature, whether to exclude system files,
What is this frequency of running backup when changes are detected, configure the
setting about? | maximum file size allowed for backup and configure filters to exclude files
from backup.

Continuous Backup

» Name — name of the setting item

» Backup whenever a change is made — enable or disable the
continuous backup feature.

» Exclude system files — enable this feature if you do not want to
back up system files. Refer to Appendix J for a full list of system
files excluded from the backup set.

» How often should the backup run — set the frequency of running
backup when changes are detected.

What are the . o .

configurable » Only apply_ to files smaller than — file size that is larger than the

items? set value will not be backed up.

» Run CDP on computers named — define the name of the
computer on which continuous backup will be run.

Exclude Filter

» Name - name of the filter setting item

» Match file/folder names by — you can set the following filtering
rules:

[Simple comparison starts with]

Include/Exclude all files/directories with name starting with a
certain pattern.

Example:
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You can use B* to match all file with name starting with a B
character.

[Simple comparison ends with]

Include / Exclude all files / directories with name ending with a
certain pattern.

Example:

You can use *.doc to match all files with name ending with .doc
(all Word Documents)

[Simple comparison contain]

Include/Exclude all files/directories with name containing a
certain pattern.

Example:

You can use *B* to match all files with name containing with a B
character.

[Regular Expression (UNIX-style)]
Include/Exclude all files/directories with name matching a regular
expression.

Notes:
- The pattern of a backup filter is case sensitive.
- If multiple patterns are required, please add the pattern one by
one e.g.: *.doc and then *.xlIs

» Matching pattern - defines the pattern of the file selection, e.g.,
*.doc, *.png.

» Apply This Filter to all files/folders in — you can choose to apply
this filter on “All selected sources” or a selected folder of your
choice

> Apply to - apply the filter to the File and/or Folder level

Use Cases

Example 1
If you want to back up all files, except all Word, Excel and PowerPoint

documents, in your document directory (e.g. C:\My Documents), you
should setup your backup filter as follows.

Match file/folder names by = Simple comparison end with
Matching pattern = *.doc, *.xls, *.ppt

Apply this filter to all files/folders in = This folder only C:\My
Documents

Apply to = File

Example 2
If you want to include everything, except the “log" directory, under

C:\Applications into a backup set, you should setup your backup filter as
follows.

Match file/folder names by = Regular Expression (UNIX-style)
Matching pattern = “og$

www.ahsay.com

188




Apply this filter to all files/folders in = C:\Applications
Apply to = Folder

Example 3
If you want to exclude all directories named “log" from the backup set files

Wi

th file name starting with “B" and ending with “*.doc" under C:\My

Documents into the backup set, you can use a regular expression of
“MB.*\.doc$" to do your selection. The filter backup can then be setup as
follows.

Match file/folder names by = Regular Expression (UNIX-style)
Matching pattern = ~B.*\.doc$

Apply this filter to all files/folders in = C:\My Documents
Apply to = File

> Destination

This section allows administrator to define the default backup destination for backup set. The
following table explains each setting item under the Destination tab, with a brief description of
what the setting is about and all the configurable items.

Destination

What is this
setting about?

Defines the default backup destination when backup users create a backup
set. Multiple settings can be created in this menu if you wish to define
different default destinations for different backup modules.

What are the
configurable
items?

D
>

>

estination

Name — name of the setting item
Applied Modules — modules to apply this setting to

Backup Mode - select the files transfer method during backup

Sequential — backup files are sent to the backup destination one by
one, one after another.

Concurrent — multiple files are sent to the backup destination at the
same time

Maximum concurrent backup destinations (only if you have
selected Concurrent as the Backup Mode) — select the maximum
number of files allowed for uploading to the backup destination

Predefined Destination — select the predefined destination you have
configured in the Predefined Destinations Tab section.
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> In-File Delta

In-file delta technology is an advanced data block matching algorithm with the intelligence to pick
up changes (delta) of file content between two files.

Using this algorithm, daily backup of large files over low-speed internet connection is made
possible because it requires only the changes of information since the last backup to be sent
over (assuming that the full backup of the file has been saved on the backup server already).

This section allows administrator to define the default In-File Delta type for backup set. The
following table explains each setting item under the In-File Delta tab, with a brief description of
what the setting is about and all the configurable items.

In-File Delta

Defines the default in-file delta setting for backup set. Multiple settings can
be created in this menu if you wish to define different default in-file delta
settings for different backup modules.

What is this
setting about?

Incremental In-file delta

Incremental Delta will facilitate ease of backup. The delta is generated by
comparing with the last uploaded full or delta file. Delta generated with this
method is smaller and uses the least bandwidth. However, for restoration,

th’ﬂ kind of the full file and all deltas up to the required point-in-time are required to be
in-file delta
restored and merged.
type are
there?

Differential In-file delta

Differential Delta will facilitate ease of restore. The delta is generated by
comparing with the last uploaded full file only. Delta generated with this
method will grow daily and uses more bandwidth. However, for restoration,
the full file and a single delta is required to be restored and merged.

Destination

» Name — name of the setting item
> Applied Modules — modules to apply this setting to
> Default Type — type of backup method (Incremental or Differential)

What are the Advanced settings

configurable
items?

> In-File Delta block size — defines the size of delta block used when
detecting changes between last full or delta file and the file to be
backed up.

In-file delta backup with small block size

- Produce a smaller delta file due to a more precise comparison
- Require more processing power on the client machine

- Comparison may take longer to complete

- Require more Java memory
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In-file delta backup with large block size:

- Produce a larger delta file due to a less precise comparison
- Require less processing power on the client machine

- Comparison will complete faster

- Require less Java memory

For most cases, the default setting Auto will select the optimal block
size for each file (depending on the size of the file).

File size Block size

Smaller than 2GB | 4KB

2GB -8GB 8KB

Larger than 8GB | 16KB

Only apply In-File Delta to files larger than — defines the minimum
file size a file to apply the in-file delta setting. If the size of a file to be
backed up is smaller than the set value, the in-file delta setting will not
apply and the whole file will be uploaded to the backup server.

It is not necessary to perform In-file delta backup on small files
because backing up the whole file does not take long. Backing up the
whole file instead reduces the time required to restore the file.

Upload full file when either of these conditions is met — a backup
of the full file will be perform if the following condition is met:

- Number of deltas is over — when the number of delta file
exceeds the set value

- Deltaratio (deltafile size / full file size) is over — this setting is
to ensure that a full file backup is performed for file with
significant changes, as it is preferable to upload a full file instead
to reduce the time required to restore the file

Weekly variations for overriding default type — override the default
in-file delta setting in the Default Type field on selected day(s) of a
week

Yearly variations for overriding default type and weekly variations
— override the default in-file delta setting in the Default Type field as
well as the setting in the “Weekly variations for overriding default
type” section on a selected day in a week based on either of the
following selection

- Day of selected months in yearly variations - select a specific
day in a month. On this specified day in the month defined above
will the in-file delta variation setting override the default value.
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> Retention Policy

Retention policy defines the policies of persistent data management for meeting business data
archival requirements. When a backup job is performed, for data that are modified or deleted on

the client computer, their existing versions on the backup server (backup records) will be moved

into retention area, while newly backed up files will be placed in the current data area.

Specifically, retention policy setting defines how long are the backup records kept in the retention

area before they are deleted permanently from the backup server.

This section allows administrator to define the default Retention Policy for backup set. The

following table explains each setting item under the Retention Policy tab, with a brief description

of what the setting is about and all the configurable items.

Retention Policy

What is this
setting about?

Defines the default retention policy for backup sets when they are created.
Multiple settings can be created in this menu if you wish to define different
default retention policy for different backup modules.

What are the
configurable
items?

Destination

» Name — name of the setting item

» Applied Modules — modules to apply this setting to

» How to retain the files in the backup set, which have been deleted
in the backup source — choose between Simple and Advanced
setting, which is explained in details below.

Simple — enter a specific number of day or backup job number. The

retained data will be removed from the backup destination

permanently after the set number of day or set number of job is met.

Advanced — manage advanced retention policies by applying
advanced settings

Daily

The past number of days on which different
versions of your files are retained

Set the number of day(s) on which the old version of
data will be stored

Weekly

The days within a week on which different
versions of your files are retained

Select the day(s) in a week (Monday — Sunday) on
which the old version of data will be stored

The number of weeks to repeat the above
selection

Enter the number of week(s) for the above setting to
repeat

Monthly

The days within a month on which different
versions of your files are retained
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Select a day in a month on which the old version of
data will be stored. You can either set:
- Anexact day (1-31) or
- The (First/Second/Third/Forth/Last) of (Monday -
Sunday)

The number of months to repeat the above
selection

Enter the number of month(s) for the above setting to
repeat

Quarterly

The day within a quarter on which different
versions of your files are retained

Select a day within a quarter on which the old version
of data will be stored. You can either set:
- Anexact day (1-31) or
- The (First/Second/Third/Forth/Last) of (Monday -
Sunday)

Months of quarter

Select the desired combination of months of quarter
- (January, April, July, October)
- (February, May, August, November)

- (March, June, September, December)

The number of quarters to repeat the above
selection

Enter the number of quarter(s) for the above setting to
repeat

Yearly

The day within a year on which different versions
of your files are retained

Select a day within a year on which the old version of
data will be stored. You can set the day by using one
of the following methods:

- Select an exact day (1 — 31) in an exact month
(January — December)

- Select the (First/Second/Third/Forth/Last) of
(Monday/Tuesday/Wednesday/Thursday/
Friday/Saturday/Sunday/Weekday/Weekend)
in an exact month (January — December)

- Select a day in a week (Monday — Sunday) in
an exact week of a year (Week 1 - 53)

The number of years to repeat the above selection

Enter the number of year(s) for the above setting to
repeat
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A specific day on which different versions of your
files are retained

Select a day on which the old version of data will be
stored. You can set the day by using one of the
following methods:

- Select an exact day (1 — 31) in an exact month
(January — December)

- Select the (First/Second/Third/Forth/Last) of
(Monday/Tuesday/Wednesday/Thursday/
Friday/Saturday/Sunday/Weekday/Weekend)
in an exact month (January — December)

Custom

- Select a day in a week (Monday — Sunday) in
an exact week of a year (Week 1 - 53)

Year

Enter a specific year for the day set above to execute
the retention policy

» Command Line Tool

This section allows administrator to configure a Pre-Backup or Post-Backup command.
Command such as batch file to stop and start an application before and after a backup job is
completed, or other command such as to shut down the computer when a backup job is
completed can be configured.

The following table explains each setting item under the Retention Policy tab, with a brief
description of what the setting is about and all the configurable items.

Command Line Tool

Defines the default command line to execute before or after a backup is
performed. Multiple settings can be created in this menu if you wish to
define different default command line for different backup modules.

What is this
setting about?

Destination

» Name — name of the setting item

What are the » Applied Modules — modules to apply this setting to

configurable ) )
items? » Pre-Backup Command Line Tool — configure the pre-backup

command line
- Name — name of this command line setting.

- Working Directory — directory which the pre-backup command
will run at.
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- Command — Enter the pre-backup command to be run

» Post-Backup Command Line Tool — configure the post-backup
command line

- Name — name of this command line setting.

- Working Directory — directory which the post-backup command
will run at.

- Command - enter the post-backup command to be run

> Reminder

This section allows administrator to enable the backup reminder feature where users will be
reminded to run a backup job when they log off or shut down their computers. The reminder
feature is only available on Windows platform.

The following table explains each setting item under the Reminder tab, with a brief description of
what the setting is about and all the configurable items.

Reminder

. ) Defines whether the backup reminder is on for backup users when they log
\S/\g,:;?:]'ségfuto off or shut down their computers. Multiple settings can be created in this
9 " | menu if you wish to define different settings for different backup modules.

Destination

» Name — name of the setting item

What are the ; ; ;
» Applied Modules — modules to apply this setting to

configurable PP PPY g
items? . . .
» Remind me to backup during Windows log off or shut down — turn

on or off this feature

- Computer name — you can specify the computer’s name for this
reminder to apply on

> Bandwidth Control

This section allows administrator to limit the data transfer rate when performing backup and
restore jobs.

NOTE

» The actual value will be around +/- 5% of the limit value when the bandwidth control set to below
32Mb/s. When the bandwidth control set to above 64Mb/s, the gap between actual value and limit
value might be over 5%.
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» Network stability might influence the transfer rate fluctuation accuracy.

The following table explains each setting item under the Bandwidth Control tab, with a brief
description of what the setting is about and all the configurable items.

Bandwidth Control

. ) Defines the default settings on limiting the data transfer rate when
\S/\g[‘g:"s;gfuto performing backup and restore jobs. Multiple settings can be created in this
9 " | menu if you wish to define different settings for different backup modules.

Destination

» Name — name of the setting item
» Applied Modules — modules to apply this setting to

» Limit the transfer rate when performing backup and restore tasks
— click to turn on or off this feature

- Mode
Each backup and restore job has its assigned
Independent bandwidth
All backup and restore jobs are sharing the
same assigned bandwidth
What are the
configurable Share Note: Share mode does not support
items? performing backup job on multiple
destinations concurrently.

- Existing bandwidth controls — configure the bandwidth control

details
Name Name of the bandwidth control setting item
Always — apply the bandwidth control settings
at all times
Type Only within this period — configure a specific

start time and end time on a day of a week for
this bandwidth control setting to take place

Maximum Enter the maximum transfer rate allowed, in
transfer rate | the unit of Kbit/s, Mbit/s or Gbit/s.

> |P Allowed for Restore

This section allows administrator to IP ranges that are allowed to perform restore. The following
table explains each setting item under the IP Allowed for Restore tab, with a brief description of
what the setting is about and all the configurable items.
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IP Allowed for Restore

Defines the default settings on IP allowed for restore. Multiple settings can
be created in this menu if you wish to define different settings for different
backup modules.

What is this
setting about?

Destination

» Name — name of the setting item

What are the

configurable » Applied Modules — modules to apply this setting to

items?
> IP Allowed for Restore— configure the IP ranges allowed for restore
- From —restore allowed from this IP value
- To - restore allowed up to this IP value
» Others

This section allows administrator to configure other default settings. The following table explains
each setting item under the Others tab, with a brief description of what the setting is about and
all the configurable items.

Temporary Directory

The temporary directory is used for various purposes, such as storage of
temporary spooled file, remote file list, local file list, temporary delta file and

) . other files of temporary nature.
What is this

i ?
ST S0 Administrator can define the default location of the temporary directory.

Multiple settings can be created in this menu if you wish to define different
temporary directory locations for different backup modules.

» Name — name of the setting item

» Platform — the platform on which this setting will apply on

What are the

configurable » Applied Modules — modules to apply this setting to

items? ) ) ) )
» Temporary directory for storing backup files — location of the
temporary directory you wish to set.
» Remove temporary files after backup — the temporary files after
backup if this option is selected
Follow Link
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What is this
setting about?

Administrator can define whether to turn on the Follow Link feature by
default. When this feature is on, not only the symbolic link or junction point
will be restored, the directories and files that the symbolic link or junction
point links to will also be restored. This feature is only applicable to File
Backup module.

What are the
configurable
items?

» Name — name of the setting item

» Follow link of the backup files — check the box to enable this feature

Volume Shadow Copy

What is this
setting about?

Enabling the Volume Shadow Copy option will allow backup of local files
that are exclusively opened during the backup process (e.g. Outlook PST
file).

Some requirements of the Volume Shadow Copy option include;

- Volume Shadow Copy can only be applied for local drive; exclusively
opened file on network shared drive cannot be backed up even with
the Volume Shadow Copy option enabled.

- Volume Shadow Copy is only available on Windows platforms (e.qg.
Vista / 2008 / 2008 R2 /7 / 2012 / 2012 R2 / 8 /10).

- The user using the backup application must have administrative
privileges to access the Volume Shadow Copy service on a
computer.

- At least one of the partitions on the machine must be in NTFS
format.

For more technical information on Volume Shadow Copy, please refer to
the following page from Microsoft for details:
http://technet.microsoft.com/en-us/library/cc785914(WS.10).aspx

Administrator can define whether to turn on the Volume Shadow Copy
feature by default .This feature is only applicable to File Backup module.

What are the
configurable
items?

» Name — name of the setting item

> Enable Windows’ Volume Shadow Copy for open file backup —
check or uncheck to enable or disable this feature

File Permissions
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http://technet.microsoft.com/en-us/library/cc785914(WS.10).aspx

What is this
setting about?

By enabling this option, file permissions of the operating system files will be
backed up. File permission defines, for example, the right to view or
change a file by the system owner/group/individual.

Administrator can define whether to turn on the backup of File Permissions
by default .This feature is only applicable to File Backup module.

What are the
configurable
items?

» Name — name of the setting item

> Backup files’ permissions — check the box to enable this feature

Archived Log Deletion

What is this
setting about?

Administrator can define whether the archived log files will be deleted after
backup by default .This feature is only applicable to Oracle Database Server
Backup module.

What are the
configurable
items?

» Name — name of the setting item
» Delete the archived logs after backup — turn on or off this feature

- Delete archived logs that are older than the following days — set
the number of day(s) that the archived logs will be deleted when
exceeding this number

OpenDirect

What is this
setting about?

Administrator can enable the OpenDirect setting for Windows File
backup sets on AhsayOBM and AhsayCB, to support restore of selected
files/folder within a compressed or images file without the need to
restore the compressed of image file first.

What are the
configurable
items?

» Name — name of the setting item

» OpenDirect — enable or disable this feature

Granular Restore

What is this
setting about?

Administrator can enable the Granular Restore setting for VMware
ESXi/vCenter and Hyper-V guest VM backup sets, to support restore of
selected files/folder within a virtual disk of a guest VM without the need
to restore the guest VM file first.
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What are the
configurable
items?

» Name — name of the setting item

» Granular Restore — enable or disable this feature

Compressions

What is this
setting about?

Compressing data before they are backed up brings faster backup and
restore time and save storage space on the backup destination.
Compression does not apply on Run direct backup sets for Hyper-V and
VMware even this feature is on.

Administrator can define the default compression type for backup set.
Multiple settings can be created in this menu if you wish to define different
default compression types for different backup modules.

What are the
configurable
items?

Name — name of the setting item
Applied Modules — modules to apply this setting to
» Select compression type — select the desired compression type among

No Compression, Normal and Fast (Compressed size larger than
normal)

Encryption

What is this
setting about?

For better security reason, backup users can choose to encrypt their
backup data with an algorithm, mode and key of their choice. Encryption
does not apply on Run direct backup sets for Hyper-V and VMware even
this feature is on.

Administrator can define the default encryption setting for backup set.
Multiple settings can be created in this menu if you wish to define different
default encryption settings for different backup modules.

What are the
configurable
items?

» Name — name of the setting item
> Applied Modules — modules to apply this setting to
» Encrypt Backup Data — enable or disable this feature

- Default (Machine Generated Random) — the system will
randomly generate an encryption key

- Custom - define your own algorithm, encryption key, method and
key length.
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Preempted Values

This section allows administrator to define the predefined values for backup users’ backup sets.
The preempted values set under this setting menu will be applied to the backup sets directly.
Backup users can add additional values on top of the preempted values when creating a backup
set but CANNOT remove the preempted values preset by the system administrator.

All setting items under the Preempted Values tab are disabled by default. Click the B | switch
on the right of each setting item and then follow the steps below for configuration.

General source [ T In-File Detta J| Retention Policy
User Settings Command Line Tool Bandwidth Control IP Allowed for Restore m

Backup Set Settings

GUI Settings Filter I

Default Values

Preempted Values Advanced I

Preempted Backup Sets

Mobile Settings

Mode

In all the setting items in the Preempted Values section, there is a Mode setting item that
contains 3 options on how this preempted values are applied to user defined settings.

- Prepend - the preempted values will be applied as the first user defined settings
- Append —the preempted values will be applied as the last user defined settings

- Override — override all user defined settings

NOTE

In some preempted value settings, "Override" mode is set as default and cannot be modified, e.g.
Reminder, as administrator should take full control of the policy settings. However, prepend and append
mode are available for some non-administrator related features, such as backup schedule, where users
defined settings can also be considered.
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» Source

This section defines the preempted backup source values. The following table explains each
setting item under the Source tab, with a brief description of what the setting is about and all the
configurable items.

Filter

Defines the default filter mode, filters which used to include/exclude files in
the backup source from performing backup. This filter applies only to File
Backup on Windows platform. Creating multiple filter settings is possible.

What is this
setting about?

» Name — name of the filter setting

> Apply filters to the backup source — turn this on to configure the
filters

» Matching pattern - defines the pattern of the file selection, e.g.,
*.doc, *.png.

» For each of the matched files/folders under top directory — define to
include or exclude all the files/folder matching the filtering criteria under
the top directory

» Exclusion / Inclusion — to include (if you have chosen to exclude the
matched files) or exclude (if you have chosen to include the matched
files) those unmatched files/folder in the backup

» Match file/folder names by — you can set the following filtering rules:

[Simple comparison starts with]

Include/Exclude all files/directories with name starting with a certain
What are the

configurable pattern. i

items? Example: i . . .
You can use B* to match all file with name starting with a B character.
[Simple comparison ends with]
Include / Exclude all files / directories with name ending with a certain
pattern.
Example:
You can use *.doc to match all files with name ending with .doc (all
Word Documents)
[Simple comparison contain]
Include/Exclude all files/directories with name containing a certain
pattern.
Example:
You can use *B* to match all files with name containing with a B
character.
[Regular Expression (UNIX-style)]
Include/Exclude all files/directories with name matching a regular
expression.
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Notes:
» The pattern of a backup filter is case sensitive.
» If multiple patterns are required, please add the pattern one by one
e.g.: *.doc and then *.xIs

» How to Apply This Filter — you can choose to apply this filter on “All
hard disk drivers” or a selected folder of your choice.

> Apply to - apply the filter to the File and/or Folder level

Use Cases

Example 1
If you want to backup only Word, Excel and PowerPoint documents in your

document directory (e.g. C:\My Documents), you should setup your backup
filter as follows.

Matching pattern = *.doc, *.xlIs, *.ppt

For each of the matched files/folders under top directory = Include
them

Exclusion = Check

Match file/folder names by = Simple comparison end with

How to Apply This Filter = This folder only C:\My Documents

Apply to = File

Example 2
If you want to backup all files, excluding all *.exe, *.dll and *.tmp, in

C:\Application, you should setup your backup filter as follows.

Matching pattern = *.exe, *.dll, *.tmp

For each of the matched files/folders under top directory = Exclude
them

Inclusion = Check

Match file/folder names by = Simple comparison end with

How to Apply This Filter = This folder only C:\Applicaitons

Apply to = File

Example 3
If you have already chosen files (all under C:\) from the backup

source setting but you want to exclude all images (e.g. *.jpg and *.gif) from
your selection, you should setup your backup filter as follows.

Matching pattern = *.jpg, *.gif

For each of the matched files/folders under top directory = Exclude
them

Inclusion = uncheck

Match file/folder names by = Simple comparison end with

How to Apply This Filter = This folder only C:\

Apply to = File

Please note that the Inclusion setting should not be checked because you

have already chosen the desired files to back up and do not want to include
all other files (NOT *.jpg, *.gif) under C:\ into the backup set.
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Example 4
If you want to include everything, except the “log" directory, under

C:\Applications into a backup set, you should setup your backup filter as
follows.

Matching pattern = "log$

For each of the matched files/folders under top directory = Exclude
them

Inclusion = check

Match file/folder names by = Regular Expression (UNIX-style)

How to Apply This Filter = C:\Applications

Apply to = Folder

Example 5
If you want to include all directories named “log" from the backup set files

with file name starting with “B" and ending with “*.doc" under C:\My
Documents into the backup set, you can use a regular expression of
“AB.*\.doc$" to do your selection. The filter backup can then be setup as
follows.

Matching pattern = *B.*\.doc$

For each of the matched files/folders under top directory = Include
them

Exclusion = check

Match file/folder names by = Regular Expression (UNIX-style)

How to Apply This Filter = C:\My Documents

Apply to = File

Advanced

What is this
setting about?

Defines the default advanced settings for backup source, including backup
mode, other selected source and deselected source.

What are the
configurable
items?

» Name — name of the setting item
» Applied Module — module you wish to apply this default setting to

» Other Selected Source — define the path of the source, e.g.
Windows: C:\My folder; Linux: /home/my folder, to include in the
backup set

> Deselected Source - define the path of the source, e.g. Windows:
C:\My folder; Linux: /home/my folder, to exclude in the backup set.
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> Backup Schedule

Setting up backup schedule allows backup sets to run automatically at the specified time. This
section allows administrator to pre-define default backup schedule(s) for backup users. The
following table explains each setting item under the Backup Schedule tab, with a brief
description of what the setting is about and all the configurable items.

Schedule

Predefine backup schedule(s) for backup sets. Multiple settings can be
What is this created in this menu if you wish to pre-define different backup schedules for
setting about? | different backup modules. Within a backup schedule setting, multiple
scheduled times can be added.

Backup Schedule

» Name — name of the setting item
» Applied Modules — modules to apply this setting to

» Run scheduled backup for this backup set —to enable or disable
the scheduled backup settings you set in this menu

Manage Schedule

» Name — name of the scheduler

» Type — frequency of running the scheduled backup
- Daily —to run the scheduled backup everyday

- Weekly — to run the scheduled backup on the selected days of a

What are the week
configurable

items? - Monthly —to run the scheduled backup on a specific day in a

month, or on a specific day in a specific week.

- Custom —to run the scheduled backup on a specific day of your
selection

» Start backup at — specify a specific time to run the scheduled backup
based on the frequency set in the Type menu above.

» Stop — set the scheduled backup to stop either

- Full backup is completed regardless of how much time it takes
OR

- After the backup has started for the set time (1-24 hr) regardless if
the backup is done

» Run Retention Policy after backup — enable this feature if you wish
the modified or deleted data after backup remains in the backup server
for the set number of retention day
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> Continuous Backup

When the Continuous Backup feature is enabled, a backup job will be triggered whenever a
change is made in the backup source. This section allows administrator to define the default
continuous backup settings. The following table explains each setting item under the
Continuous Backup tab, with a brief description of the available settings and all the configurable
items. Continuous Backup is only available on Windows platform.

IMPORTANT

When setting up the Continuous Backup feature for a backup set, you must run a manual or scheduled
backup job first so that the initial files are uploaded your designated backup destination.

Continuous Backup

Predefine the settings and filters to trigger continuous backup, including to
What is this exclude system files, frequency of running backup when changes are
setting about? | detected, configure the maximum file size allowed for backup and configure
filters to exclude files from backup.

Continuous Backup

» Name — name of the setting item
» Applied Modules — modules to apply this setting to

» Backup whenever a change is made — enable or disable the
continuous backup feature

» Exclude system files — enable this feature if you do not want to
back up system files. Refer to Appendix J for a full list of system
files excluded from the backup set.

» How often should the backup run — set the frequency of running

What are the backup when changes are detected.

configurable
items? ) o _
» Only apply to files smaller than — file size that is larger than the

set value will not be backed up

Exclude Filter

» Name - name of the filter setting item

» Match file/folder names by — you can set the following filtering
rules:

[Simple comparison starts with]

Include/Exclude all files/directories with name starting with a
certain pattern.

Example:

You can use B* to match all file with name starting with a B
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character.

[Simple comparison ends with]

Include / Exclude all files / directories with name ending with a
certain pattern.

Example:

You can use *.doc to match all files with name ending with .doc
(all Word Documents)

[Simple comparison contain]

Include/Exclude all files/directories with name containing a
certain pattern.

Example:

You can use *B* to match all files with name containing with a B
character.

[Regular Expression (UNIX-style)]
Include/Exclude all files/directories with name matching a regular
expression.

Notes:
- The pattern of a backup filter is case sensitive.
- If multiple patterns are required, please add the pattern one by
one e.g.: *.doc and then *.xlIs

Matching pattern - defines the pattern of the file selection, e.g.,
*.doc, *.png.

Apply This Filter to all files/folders in — you can choose to apply
this filter on “All selected sources” or a selected folder of your
choice

Apply to - apply the filter to the File and/or Folder level

Use Cases

Example 1
If you want to back up all files, except all Word, Excel and PowerPoint

documents, in your document directory (e.g. C:\My Documents), you
should setup your backup filter as follows.

Match file/folder names by = Simple comparison end with
Matching pattern = *.doc, *.xIs, *.ppt

Apply this filter to all files/folders in = This folder only C:\My
Documents

Apply to = File

Example 2
If you want to include everything, except the “log" directory, under

C:\Applications into a backup set, you should setup your backup filter as
follows.

Match file/folder names by = Regular Expression (UNIX-style)
Matching pattern = ~log$
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Apply this filter to all files/folders in = This folder only C:\Applications
Apply to = Folder

Example 3
If you want to exclude all directories named “log" from the backup set files

with file name starting with “B" and ending with “*.doc" under C:\My
Documents into the backup set, you can use a regular expression of
“MB.*\.doc$" to do your selection. The filter backup can then be setup as
follows.

Match file/folder names by = Regular Expression (UNIX-style)
Matching pattern = ~B.*\.doc$

Apply this filter to all files/folders in = This folder only C:\My
Documents

Apply to = File

Use Cases

Example 1
If you want to back up all files, except all Word, Excel and PowerPoint

documents, in your document directory (e.g. C:\My Documents), you
should setup your backup filter as follows.

Match file/folder names by = Simple comparison end with
Matching pattern = *.doc, *.xIs, *.ppt

Apply this filter to all files/folders in = This folder only C:\My
Documents

Apply to = File

Example 2
If you want to include everything, except the “log" directory, under

C:\Applications into a backup set, you should setup your backup filter as
follows.

Match file/folder names by = Regular Expression (UNIX-style)
Matching pattern = og$

Apply this filter to all files/folders in = This folder only C:\Applications
Apply to = Folder

Example 3
If you want to exclude all directories named “log" from the backup set files

with file name starting with “B" and ending with “*.doc" under C:\My
Documents into the backup set, you can use a regular expression of
“AB.*\.doc$" to do your selection. The filter backup can then be setup as
follows.

Match file/folder names by = Regular Expression (UNIX-style)
Matching pattern = *B.*\.doc$

Apply this filter to all files/folders in = This folder only C:\My
Documents

Apply to = File
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> Destination

This section allows administrator to predefine backup destination for backup sets. The following
table explains each setting item under the Destination tab, with a brief description of what the
setting is about and all the configurable items.

Destination

Pre-define backup destination when backup users create a backup set.
Multiple settings can be created in this menu if you wish to define different
default destinations for different backup modules.

What is this
setting about?

Destination

» Name — name of the setting item
» Applied Modules — modules to apply this setting to

» Backup Mode - select the files transfer method during backup

- Sequential — backup files are sent to the backup destination one

What are the by one, one after another
configurable ) i o
items? - Concurrent — multiple files are sent to the backup destination at

the same time

» Maximum concurrent backup destinations (only if you have
selected Concurrent as the Backup Mode) — select the maximum
number of files allowed for uploading to the backup destination

» Predefined Destination — select the predefined destination you have
configured in the Predefined Destinations Tab section.

> In-File Delta

In-file delta technology is an advanced data block matching algorithm with the intelligence to pick
up changes (delta) of file content between two files.

Using this algorithm, daily backup of large files over low-speed internet connection is made
possible because it requires only the changes of information since the last backup to be sent
over (assuming that the full backup of the file has been saved on the backup server already).

This section allows administrator to predefine the In-File Delta settings for backup set. The
following table explains each setting item under the In-File Delta tab, with a brief description of
what the setting is about and all the configurable items.

In-File Delta
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What is this
setting about?

Predefine In-File delta setting for backup set. Multiple settings can be
created in this menu if you wish to pre-define different in-file delta settings
for different backup modules.

What kind of
in-file delta
type are there?

Incremental In-file delta

Incremental Delta will facilitate ease of backup. The delta is generated by
comparing with the last uploaded full or delta file. Delta generated with this
method is smaller and uses the least bandwidth. However, for restoration,
the full file and all deltas up to the required point-in-time are required to be
restored and merged.

Differential In-file delta

Differential Delta will facilitate ease of restore. The delta is generated by
comparing with the last uploaded full file only. Delta generated with this
method will grow daily and uses more bandwidth. However, for restoration,
the full file and a single delta is required to be restored and merged.

What are the
configurable
items?

Destination

» Name — name of the setting item
» Applied Modules — modules to apply this setting to
» Default Type — type of backup method (Incremental or Differential)

Advanced settings

> In-File Delta block size — defines the size of block used when
detecting changes between last full or delta file and the file to be
backed up.

In-file delta backup with small block size

- Produce a smaller delta file due to a more precise comparison
- Require more processing power on the client machine

- Comparison may take longer to complete

- Require more Java memory

In-file delta backup with large block size:

- Produce a larger delta file due to a less precise comparison
- Require less processing power on the client machine

- Comparison will complete faster

- Require less Java memory

For most cases, the default setting Auto will select the optimal
block size for each file (depending on the size of the file). The
Auto setting will set the block size according the following criteria:

File size Block size

Smaller than 2GB 4KB
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2GB - 8GB 8KB

Larger than 8GB 16KB

> Only apply In-File Delta to files larger than — defines the minimum
file size a file to apply the in-file delta setting. If the size of a file to be
backed up is smaller than the set value, the in-file delta setting will not
apply and the whole file will be uploaded to the backup server.

It is not necessary to perform In-file delta backup on small files
because backing up the whole file does not take long. Backing up the
whole file instead reduces the time required to restore the file.

» Upload full file when either of these conditions is met — a backup
of the full file will be perform if the following condition is met:

- Number of deltas is over — when the number of delta file
exceeds the set value

- Deltaratio (deltafile size / full file size) is over — this setting
is to ensure that a full file backup is performed for file with
significant changes, as it is preferable to upload a full file
instead to reduce the time required to restore the file

» Weekly variations for overriding default type — override the default
in-file delta setting in the Default Type field on selected day(s) of a
week

» Yearly variations for overriding default type and weekly
variations — override the default in-file delta setting in the Default
Type field as well as the setting in the “Weekly variations for
overriding default type” section on a selected day in a week based
on either of the following selection

- Day of selected months in yearly variations - select a
specific day in a month. On this specified day in the month
defined above will the in-file delta variation setting override the
default value.

> Retention Policy

Retention policy defines the policies of persistent data management for meeting business data
archival requirements. When a backup job is performed, for data that are modified or deleted on
the client computer, their existing versions on the backup server (backup records) will be moved
into retention area, while newly backed up files will be placed in the current data area.

Specifically, retention policy setting defines how long are the backup records kept in the retention
area before they are deleted permanently from the backup server.

This section allows administrator to pre-define the Retention Policy for backup set. The following
table explains each setting item under the Retention Policy tab, with a brief description of what
the setting is about and all the configurable items.
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Retention Policy

Pre-define the retention policy for backup sets when they are created.
Multiple settings can be created in this menu if you wish to define different
default retention policy for different backup modules.

What is this
setting about?

Destination

» Name — name of the setting item
» Applied Modules — modules to apply this setting to

» How to retain the files in the backup set, which have been deleted
in the backup source — choose between Simple and Advanced
setting, which is explained in details below.

- Simple - enter a specific number of day or backup job humber. The
retained data will be removed from the storage destination
permanently after the set number of day or set number of job is met.

- Advanced — manage advanced retention policies by applying
advanced configurations

The past number of days on which different
versions of your files are retained

Daily
Set the number of day(s) on which the old version of
data will be stored

What are the
configurable
items?

The days within a week on which different
versions of your files are retained

Select the day(s) in a week (Monday — Sunday) on
which the old version of data will be stored

Weekly
The number of weeks to repeat the above

selection

Enter the number of week(s) for the above setting to
repeat

The days within a month on which different
versions of your files are retained

Select a day in a month on which the old version of
data will be stored. You can either set:

- Anexact day (1-31) or
Monthly - The (First/Second/Third/Forth/Last) of (Monday
-Sunday)

The number of months to repeat the above
selection

Enter the number of month(s) for the above setting to
repeat
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Quarterly

The day within a quarter on which different
versions of your files are retained

Select a day within a quarter on which the old version
of data will be stored. You can either set:
- Anexact day (1-31) or
- The (First/Second/Third/Forth/Last) of (Monday
-Sunday)

Months of quarter

Select the desired combination of months of quarter
- (January, April, July, October)
- (February, May, August, November)

- (March, June, September, December)

The number of quarters to repeat the above
selection

Enter the number of quarter(s) for the above setting
to repeat

Yearly

The day within a year on which different versions
of your files are retained

Select a day within a year on which the old version of
data will be stored. You can set the day by using one
of the following methods:

- Select an exact day (1 — 31) in an exact
month (January — December)

- Select the (First/Second/Third/Forth/Last) of
(Monday/Tuesday/Wednesday/Thursday/
Friday/Saturday/Sunday/Weekday/Weekend)
in an exact month (January — December)

- Select a day in a week (Monday — Sunday) in
an exact week of a year (Week 1 - 53)

The number of years to repeat the above
selection

Enter the number of year(s) for the above setting to
repeat

Custom

A specific day on which different versions of
your files are retained

Select a day on which the old version of data will be
stored. You can set the day by using one of the
following methods:

- Select an exact day (1 — 31) in an exact
month (January — December)
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- Select the (First/Second/Third/Forth/Last) of
(Monday/Tuesday/Wednesday/Thursday/
Friday/Saturday/Sunday/Weekday/Weekend)
in an exact month (January — December)

- Select a day in a week (Monday — Sunday) in
an exact week of a year (Week 1 - 53)

Year

Enter a specific year for the day set above to execute
the retention policy

» Command Line Tool

This section allows administrator to configure a Pre-Backup or Post-Backup command.
Command such as batch file to stop and start an application before and after a backup job is
completed, or other command such as to shut down the computer when a backup job is
completed can be configured.

The following table explains each setting item under the Retention Policy tab, with a brief
description of what the setting is about and all the configurable items.

Command Line Tool

What is this
setting about?

Predefine command line to execute before or after a backup is performed.
Multiple settings can be created in this menu if you wish to pre-define
different command line for different backup modules.

What are the
configurable
items?

Destination
» Name — name of the setting item
> Applied Modules — modules to apply this setting to
» Pre-Backup Command Line Tool — configure the pre-backup
command line
- Name — name of this command line setting.
- Working Directory — directory which the pre-backup command
will run at.
- Command - Enter the pre-backup command to be run
» Post-Backup Command Line Tool — configure the post-backup

command line
- Name — name of this command line setting.

- Working Directory — directory which the post-backup command
will run at.
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- Command - enter the post-backup command to be run

> Reminder

This section allows administrator to enable the backup reminder feature where users will be
reminded to run a backup job when they log off or shut down their computers. Reminder feature
is only available on Windows platform.

The following table explains each setting item under the Reminder tab, with a brief description of
what the setting is about and all the configurable items.

Reminder

Pre-define to turn on the reminder so that backup users will be reminded to
What is this perform backup when they log off or shut down their computers. Multiple
setting about? | settings can be created in this menu if you wish to define different settings
for different backup modules.

Destination
» Name — name of the setting item

What are the
configurable
items?

> Applied Modules — modules to apply this setting to
» Remind me to backup during Windows log off or shut down — turn
on or off this feature

- Computer name — you can specify the computer’'s name for this
reminder to enable on

> Bandwidth Control

This section allows administrator to pre-define the limit for data transfer when performing backup
and restore jobs.

NOTE

» The actual value will be around +/- 5% of the limit value when the bandwidth control set to below
32Mb/s. When the bandwidth control set to above 64Mb/s, the gap between actual value and limit
value might be over 5%.

> Network stability might influence the transfer rate fluctuation accuracy.

The following table explains each setting item under the Bandwidth Control tab, with a brief
description of what the setting is about and all the configurable items.

Bandwidth Control
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What is this
setting about?

Pre-define the settings on limiting the data transfer rate when performing
backup and restore jobs. Multiple settings can be created in this menu if you
wish to pre-define different settings for different backup modules.

What are the
configurable
items?

Destination

>

>

Name — name of the setting item
Applied Modules — modules to apply this setting to

Limit the transfer rate when performing backup and restore tasks
— click to turn on or off this feature

- Mode
Each backup and restore job has its assigned
Independent bandwidth
All backup and restore jobs are sharing the
same assigned bandwidth
Share Note: Share mode does not support
performing backup job on multiple
destinations concurrently.

- Existing bandwidth controls — configure the bandwidth control

transfer rate

details

Name Name of the bandwidth control setting item
Always — apply the bandwidth control settings
at all times

Type Only within this period — configure a specific
start time and end time in a day of a week for
this bandwidth control setting to take place

Maximum Enter the maximum transfer rate allowed, in

the unit of Kbit/s, Mbit/s or Gbit/s.

> |IP Allowed for Restore

This section allows administrator to predefine IP ranges that are allowed to perform restore. The
following table explains each setting item under the IP Allowed for Restore tab, with a brief
description of what the setting is about and all the configurable items.

IP Allowed for Restore
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What is this
setting about?

Pre-define the IP allowed for restore. Multiple settings can be created in this
menu if you wish to pre-define different settings for different backup
modules.

What are the
configurable
items?

Destination

» Name — name of the setting item
» Applied Modules — modules to apply this setting to

> IP Allowed for Restore— configure the IP ranges allowed for restore
- From —restore allowed from this IP value

- To - restore allowed up to this IP value

> Others

This section allows administrator to pre-define other configurations for backup sets. The following
table explains each setting item under the Others tab, with a brief description of what the setting
is about and all the configurable items.

Follow Link

What is this
setting about?

Administrator can pre-define whether to turn on the Follow Link feature.
When this feature is on, not only the symbolic link or junction point will be
restored, the directories and files that the symbolic link or junction point
links to will also be restored. This feature is only applicable to File Backup
module.

What are the
configurable
items?

» Name — name of the setting item

» Follow link of the backup files — check the box to enable this feature

Volume Shadow Copy

What is this
setting about?

Enabling the Volume Shadow Copy option will allow backup of local files
that are exclusively opened during the backup process (e.g. Outlook PST
file).

Some requirements of the Volume Shadow Copy option include:

- Volume Shadow Copy can only be applied for local drive; exclusively
opened file on network shared drive cannot be backed up even with
the Volume Shadow Copy option enabled.

- Volume Shadow Copy is available on Windows platforms (e.g. Vista /
2008 /2008 R2 /2012 /2012 R2/7/8/10).
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- The user using the backup application must have administrative
privileges to access the Volume Shadow Copy service on a
computer.

- Atleast one of the partitions on the machine must be in NTFS
format.

For more technical information on Volume Shadow Copy, please refer to
the following page from Microsoft for details:
http://technet.microsoft.com/en-us/library/cc785914(WS.10).aspx

Administrator can pre-define whether to turn on the Volume Shadow Copy
feature by default .This feature is only applicable to File Backup module.

What are the
configurable
items?

» Name — name of the setting item

» Enable Windows’ Volume Shadow Copy for open file backup —
check or uncheck to enable or disable this feature

File Permissions

What is this
setting about?

By enabling this option, file permissions of the operating system files will be
backed up. File permission defines, for example, the right to view or
change a file by the system owner/group/individual.

Administrator can pre-define whether to turn on the backup of File
Permissions by default .This feature is only applicable to File Backup
module.

What are the
configurable
items?

» Name — name of the setting item

> Backup files’ permissions — check or uncheck to enable or disable
this feature

Archived Log Deletion

What is this
setting about?

Administrator can pre-define whether the archived log files will be deleted
after backup by default .This feature is only applicable to Oracle Database
Server Backup module.

What are the
configurable
items?

» Name — name of the setting item
> Delete the archived logs after backup — turn on or off this feature
- Delete archived logs that are older than the following days —

set the number of day(s) that the archived logs will be deleted
when exceeding this number

Compressions
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http://technet.microsoft.com/en-us/library/cc785914(WS.10).aspx

What is this
setting about?

Compressing data before they are backed up brings faster backup and
restore time and save storage space on the backup destination.
Compression does not apply on Run direct backup sets for Hyper-V and
VMware even this feature is on.

Administrator can pre-define the default compression type for backup set.
Multiple settings can be created in this menu if you wish to define different
default compression types for different backup modules.

>

What are the >
configurable

i ?
items? >

Name — name of the setting item

Applied Modules — modules to apply this setting to

Select compression type — select the desired compression type
among No Compression, Normal and Fast (Compressed size larger

than normal)

Preempted Backup Sets

This section allows you predefine a backup set that will be run a default backup set for backup
user with this policy group setting. Backup user CANNOT remove this preempted backup set
from their backup job once it is preset by the system administrator.

Gereral

User Settings
Backup Set Settings
GUI Settings

Default Walues

Preempted “alues

Preempted Backup Sets

hdobile Settings

Preempted Backup Sets

-
m

Hame Type Version

Platform

Create a preempted backup set

Follow the steps below to create a preempted backup set

1. Click . under the Preempted Backup Sets section.

General

User Settings
Backup Set Settings
G Settings
Default values

Preempted values

Preempted Backup Sets

Preemptecd Backup Sets

-
m

Hame Type Version

Mohile Settings

Platform
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2. Enter the Name of the new backup set, the Platform on which the backup set will run on,
and select the backup set type from the Type dropdown box. |

Add New Backup Set

General

Mame

default-hackup-set-name-2

Owwnier

Flatfarm

Type
| File Backup v

The choices for Platform

© Windows
© Mac
© Linux

The choices for backup set types

© File Backup © IBM Lotus Domino Backup

© IBM Lotus Notes Backup © MS Exchange Server Backup

© MS Exchange Mail Level Backup © MS SQL Server Backup

© MS Hyper-V Backup © MS Windows System Backup

© MySQL Backup © Oracle Database Server Backup

© Storage Craft ShadowProtect Backup © MS Windows System State Backup

© VMware Backup

In our example, the new backup set is called default-backup-set-name-2 which is a
File Backup type that will be run on Windows.

Click to continue.

3. Specify the backup source for the new backup set. The selection items of this page
varies depending on the backup set type you have chosen. Below is an example of
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creating a File Backup set.

Add New Backup Set

Backup Source

Common Files and Folders

Desktop

' Documents
Favourites
Cutloak
Outlook Express
Windows Mail
Windaws Live Mail

4, You can apply filters to the backup source, select other backup source or deselect
backup source. Click to get redirected to the relevant section in the previous chapter for

configurations details.

Apply filters to the backup source

o
[}

Other Selected Source

Deselected Source

—
[}

5. Click to continue.
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6. If necessary, add a Backup Schedule for this backup set by sliding the Run scheduled

backup for this backup set option to the right and clicking .
Add New Backup Set

Run scheduled backup for this backup set q

Manage schedule
+ i
Name Type

Backup Schedule Doaily

Run scheduled backup on computers hamed

*

€ > X ?

@  Enter the information of the new backup schedule you want to add. Click to
continue.

Backup Schedule

Details

MNarne
Backup-Schedule-1

Type

Start backup at

Stop

uritil full backup completed ¥

Run Retantion Policy after backup

®  The new backup schedule, Backup-Schedule-1 in our example, can be seen
under the Manage schedule list.
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Click to continue.
Add New Backup Set

Run scheduled backup for this backup set q

Manage schedule
+ i

Mame

Type
Backup Schedule Daily
Backup-Schedule-1 Daily
Run scheduled backup on computers named
€ 2 X ?
7. Add a new backup destination for this backup set.
Add New Backup Set
Destination
Backup Mode
Predefined Destination
&+ i
Hame Destination Storage Info Quota
€ > X ?
®  From the Backup Mode dropdown box, select either Sequential or Concurrent.
In our example, we select Sequential.
@

Add a Predefined Destination set by your backup service provider by clicking .

Check the box next to the predefined destination you want, then click to
continue.

Add Predefined Destination

Add predefined destination to this backup set below. If there are no predefined destinations created, you need to go to "AhsayCBS > Backup Server >
Basic > Predefined Destination" and create the appropriate destinations first.

Name Destination Storage Info Quota
Alans Storage Y Micresoft Account: 10G
Group Storage v Dropbox Account: 500G
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®

The new predefined destination, Group Storage in our example, can be seen
under the Predefined Destination list.

Add New Backup Set

Destination

Backup Mode

Sequential ¥

Predefined Destination
-
]

Name Destination Storage Info Quota

Group Storage ‘; Dropbox Account: Unlimited

If you would like to choose other standard destination, you will have to configure
in the client backup agent (AhsayOBM/AhsayACB) after you finish creating the
backup in AhsayCBS.

Click to continue.

8. Select to enable or disable to encrypt the backup data. If you choose to enable this
feature, you can select either Default or Custom for the Encryption Type. Refer to
Others section under the Default Values section for details on configuration.

9. Enter the Windows User Authentication information. This is needed for backup set with

backup schedule and network shared drive selected as backup source. Enter the domain
name and user name for AhsayOBM to access the network location.

10. Click to save.

Add New Backup Set

Windows User Authentication

Darmain Mame {e.g. ahsay.com) f Host Mame

dormain name

User name

usernarme|

FPassword
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11. A new backup set called default-backup-set-name-2 is created and can be seen in the
Preempted Backup Sets list.

General
Preempted Backup Sets
User Settings

Backup Set Settings . ]
GUI Settings Name Type Version Platform
Default values default-backup-set-name-2 E - X

Preempted Values

Preempted Backup Sets

Wiobile Settings

Mobile Settings

This section allows administrator to configure settings for AhsayMOB backup users.

General
Destinations Visible to Users I
User Settings
Backup Set Settings
P Y Encryption Key I
Gl Settings
Default Walues Default Values
Freempted Yalues
Backup Source Settings I
Freempted Backup Sets
Mobile Settings Backup Schedule Settings I
v X ?
H

> Destinations Visible to Users

There are two kinds of destinations backup users can choose from when creating a backup set,
they are the Predefined Destination and Standard Destination. Only the destinations selected in
this menu will be available for backup users to choose from when they are creating a backup set.

Below is a brief explanation on the differences between the Predefined Destination and Standard
Destination.

Predefined Destination vs Standard Destination

© Predefined Destination - The predefined destination can be a single storage destination
on the local drive where CBS is installed, mapped drive, cloud storage or FTP server, or a
destination pool with a mix of storage options mentioned above. Before you can select a
predefined destination in this menu, it must first be configured under the System
Settings > Backup > Predefined Destinations. Refer to Predefined Destinations Tab
for details on configuration.
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© Standard Destination - Except for the AhsayCBS storage option, all other storage
options under the Standard Destination belong to the backup users, whether it could be a

single storage destination on the mapped drive, cloud storage or FTP server, or a
destination pool with a mix of storage options mentioned above.

To configure the Predefined Destination

1. Turnonthe | switch on the right under the Destinations Visible to Users section.

2. Click on the . button under the Predefined Destination section.

Predefined Destination

e
]

Name Destination Storage Info Quota

Run Direct

3. Select the desired destination option, which has been defined in the System Settings >
Backup > Predefined Destinations menu, by checking the box on the desired

destination item.

Add Predefined Destination
Name Destination Storage
Alans Storage &
Group Storage b 94
My-storage &
GoogleDrive-1 &
AC_LCDZ &

Info

Microsoft Account:

Dropbox Account:
Google Account:
Google Account:

Google Account:

4. Click the button to confirm adding the predefined destination.

5. If you have multiple predefined destinations to add, repeat steps 3 -4 until all desired

destinations have been selected.

6. Click to confirm.

To configure the Standard Destination

1. Turnon the | switch on the right under the Destinations Visible to Users section.
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2. Click on the . button under the Standard Destination section.

Standard Destination

Customize application name

3. Select the desired storage option from the drop-down menu as shown below.
Standard Destination

Local / Mapped Drive / Removable Drive v
Local / Mapped Drive / Removable Drive
MEE

CTYun

Amazon Cloud Drive

Amazon S3

AWS 83 Compatible Cloud Storage
Google Cloud Storage

Google Drive

Microsoft Azure

OneDrive

OneDrive for Business

Rackspace

OpenStack

Dropbox

FTP

SFTP

Destination pool

AhsayCBS

4. Click the button to add the selected standard destination storage.

5. If you have multiple destination storages to add, repeat steps 3 — 4 until all desired
storages have been selected.

6. Click to confirm.

> Encryption Key

Once you enabled the encryption recovery option, the encryption key file is uploaded to the
backup server. In case the user forgot the encryption key, you can still contact us to have it
recovered. The recovered encryption key will be sent directly to the email address registered on
the user account. Refer to the Encryption key section for further details.

Encryption Key q

| Upload encryption key after running backup for recovery
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> Default Values

You may configure the default values of the following two options which will apply to the
AhsayMOB backup sets.

Backup Source Settings

Mode

Read Only — backup users can only read the backup source settings set by
the system administrator but CANNOT edit the settings.

Editable — backup users will be able to edit the settings on their own during
the backup set creation process

Backup
Source

Select the backup source type from the following choices:

Audio*
Contact
Photo
SMS*
Video
WhatsApp*

00000

*Only available for AhsayMOB installed on the Android platform

Backup Schedule Settings

Mode

Read Only — backup users can only read the backup source settings set by
the system administrator but CANNOT edit the settings.

Editable — backup users will be able to edit the settings on their own during
the backup set creation

Backup on
these days of
the week

Backup on these days of the week - select the days(s) in a week when
you wish to perform backup (select from Sun to Sat)

Start backup at — select a specific time when backups will be performed on
the days you have selected from the previous setting item
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7 Replication

Overview

What is Replication?

AhsayCBS replication server provides an additional layer of data protection by providing an offsite
backup store for synchronizing data from either a single or multiple AhsayCBS servers to provide
high availability for your business needs. The replication feature is specially designed for
replicating user home data hosted physically on AhsayCBS to either another AhsayCBS
(Replication Server) or a predefined destination (e.g. cloud storage, FTP/SFTP or local/network
storage) configured in the AhsayCBS backup server. The replication process is close to real-time
and therefore can reduce the possibilities of significant data loss in the event of an AhsayCBS
server outage. In case the AhsayCBS backup server is down, the replication server can be quickly
converted into a backup server with minimal down time.

This feature is designed to provide replication services for AhsayCBS only and it does not provide
general replication service for other files within the system. This means that you cannot use
AhsayCBS replication to replicate your Windows/Linux/Unix system to another machine.

@ AhsayOBM AhsayACB @

oy

[ " AhsaycBs L

Replication Replication

| Server g
EEEE on.

3 folders are sent to the Replication
location in multi threading mode
+ CBS_HOME\conf

- _. + CBS_HOME\system —_—
AhsayCBS ™ + CBS HOMEluser | =) 4 (3
Backup Server L _ = L O
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What technology is used for Replication?

During the Resync stage of the replication process (refer to How does Replication Work below for
details), snapshot images of users’ backup sets will be created and then sent to the replication
server. By utilizing the snapshot image technology, the data on the backup server can be
replicated in a rather short time and therefore close to real-time replication is made possible.

By utilizing the multi-threading technology, replication can now be processed faster than the
traditional single thread replication. Refer to Multiple Threads Replication for further details.

Differences between v6 and v7 on Replication

Since AhsayCBS v7, the replication service has been revamped to empower you with a more
reliable and secure replication experience. The table below explains the major feature differences
between v6 and v7 on replication.

Version 6 Version 7
Multi Threads Replication process is performed | The replication process is
Replication over single thread mode which performed over multi threads mode
takes longer time to complete. where multiple backup sets are sent

to the replication location
concurrently. The number of
threads for replication is also
configurable by the backup user.

Support Only replication to AhsayRPS is | Supports replication to either
Replication to possible. another AhsayCBS server or cloud
Cloud Storage storage (as defined in the

predefined destination).

Replication Port A dedicated port has to be Replication is performed via the
defined for replication receiver to | http/https (ports 80 and 443 by
perform replication. default) defined on AhsayCBS. No

additional ports are required.

Real-time Real-time replication progress The real-time replication progress of

Monitoring cannot be monitored. each backup set can now be

Progress monitored on the AhsayCBS web
console.

Replication of User Level - all backup sets Backup Set Level - replication of

Individual Backup from all backup users must be only selected backup sets is how

Sets Only replicated when the replication possible.

feature is turned on.
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How does Replication Work

Replication runs in 4 stages, namely Pending, Resync, Replay and Sleep. Refer to the diagram

below for an overview of the replication process.

Getting Started ( I )

Turn on the
Replication feature

L
on the Backup Server

Configure on the Backup
Server & Replication Server

Stage 1 - Pending ’ ‘

Getting ready for backup sets to replicate

Thread calculation

Multiple Threads Replication is now
available to speed up the
replication process. The backup
server will calcuate the number of
concurrent backup sets on the CPU
cores.

b
={b——

—

=

Replication order sorting

AhsayCBS Backup Server will sort the order of
backup set(s) to be replicated based on the
following two creteria.

Tier 1: Backup user name in alphabetical order
Tier 2: Backup set ID

Tier 3: Name of Folder/Sub-folder

Tier 4: File Name

Stage 2 - Resync

‘ Create shapshots of backup sets and start replication

Shapshot Capture )

Snapshots of all backup sets to be
replicated are captured

Replication starts

The captured snapshots will then be
replicated to the replication server. The
following data will be replicated in this stage:
« Data blocks
« Index files

* Encryption key

J

Transaction Logs (Type 1)*

1. Snapshot images queuing up for
resync are stored in this log
temporarily.

2. Any changes made on the backup
server during the snapshot
capture and replication process
are taking place will be stored in
the transaction log for
synchronization in Stage 3.

{ Stage 3 - Replay

Replicate data stored in the transaction log & on-going replication

Replay log changes

Replicate the transaction logs to the
replication server for changes made
during the resync stage on the backup
server

On-going replication

Any data backed up to the backup server after
the resync process will be replicated to the
replication location in this stage. Data is stored
in the Transaction Logs (Type 2)* while
waiting to be replicated.

Stage 4 - Sleep

Finish up replication by replicating cofiguration files and users' log files

Replicate configuration files

Before replicating users' log files, all
configuration files under the system
home>CBS_HOME\conf and
CBS_HOME\system folders will be
replicated to a sub-folder named
replication

For a list of configuration files, refer
to the table in the Replication
Scope section below.

* For more details on the differences between Transaction Logs Type 1 and Type 2, refer

to Transaction Log Location.
www.ahsay.com
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Replicate users' log files
Replicate all users' log files to the replication

)¢ server, including files under the following

folder:

« Juser/<username=>/dh

= Juser/<username>/files

= Juser/<username>/pdf
For further details on the type of files included
in the folders mentioned above, refer to the
table in the Replication Scope section below.
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Replication Scope

The following three folders on the local file system are included in the replication process.

1. Please be reminded that ALL 3 folders will be CRITICAL and REQUIRED if you need

IMPORTANT

to rebuild AhsayCBS from scratch, or to recover system settings.

2. Only user data hosted physically on AhsayCBS will be replicated. Local drive includes, for
example, local hard disk, mapped network drive, removable drive, external storage device
connected to AhsayCBS with UNC path, etc. Certain types of external storage connection,
for example FTP/SFTP, are not regarded as local drive even if it is connected through

LAN, and therefore will not be included for replication.

© %CBS_INSTALL%\conf

The table below shows a list of files included in this folder.

Server Configuration

Path

Description

/conf/server.xml

Connector setting file

/conf/afc.opt
/conf/cbs.opt

CBS option files

/conf/cbssvc.ini

Runtime setting file

/conf/ca.crt
/conf/ssl.crt
/conf/ssl.key

Default certificate files

[/conf/cbs.json

CBS setting files

/conf/lfsConfig.xml

Redirector configuration files

CBS Configuration

Path

Description

/conf/obs.json

Backup Server setting files

/conf/lic.json
/conf/license.xml

License files

/conf/cbs.opt

CBS/OBS option files

/conf/lautoUpdate.bdb

Autoupdate index

/conf/rpsSend.xml

Replication configuration files

/conf/users.xml

Users’ profile
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RPS Configuration

Path

Description

/conf/rps.xml
/conf/rpsRecv.xml
/conf/rps-recv.json

Replication configuration files

RDR Configuration

Path

Description

[conf/rdr.xml

Redirector configuration files

/conf/rdr.json
/conf/rdr-lic.json . .
. License files
/conf/rdr-license.xml
Others

Path

Description

/conf/Branding/*.*

Branding directory

/conf/Backup/*.* Auto Save snapshot file
Only created after administrator importing a
/conf/certs SSL certificate or generating a new CSR

(Certificate Signing Request)

© %CBS_INSTALL%\system

The table below shows a list of files included in this folder.

Group Policy Settings

Path

Description

/system/obs/policies/userGroup.xml

User group definition

/system/obs/policies/policyList.xml

Policy group definition

© %USER_HOME%

The table below shows a list of files included in this folder.

CBS User Profile

Path

Description

luser/%username%/db

This sub-folder contains files with the following info:

>
>

Backup logs of all backup sets

All logs and statistics records of all backup sets
created on different client locations

Records of email notification for
backup/restore/setting change

Restore logs

Monthly storage record of each backup set
Daily activities log

www.ahsay.com

233



This sub-folder contains info files for all backup sets,
with the following info:

» Backup set name

Backup set ID

Backup set type

Version of the client’s machine running the backup
set

luser/%username%lfiles

Y V V

This sub-folder contains all backup and restore reports

0 0,
/user/%username%/pdf in pdf format

This sub-folder contains files with the following info:

luser/%username%/ > Data blocks and index file of all backups
%backup set ID% > Encryption key file (if uploaded)
» Replication snapshots (if applicable)

Coexistence of v6 and v7 Formats Backup Data

When you have enabled replication for v6 backup sets on AhsayCBS v7, the backup data will be
replicated to your replication destination in v6 data format. If, afterwards, a v7 upgrade of the
AhsayOBM/AhsayACB is done and backup is performed for those backup sets, the backup data
will be produced and replicated in v7 format. In that case, there will be two sets of backup data
stored for the same backup set in separate locations under the CBS_HOME\user. The following
illustrations show the location where the v6 and v7 format backup data stored.

> v7 format backup data

Backup set ID — unique ID for individual backup set

-

Marne Date modified Type
, 1490777956599 402071072 AkA - File folder
J 1490778216015 372927 @0 PR File folder
J 1490720853458 3292M7 02 PR File folder
J db 4727 200 PM File folder
J files 372927 2A3 PR File folder
J pdf 3292M7 16 PR File folder

Data blocks folder

)

Marre Date modified Type
. blocks 72017 159 P File falder
| settings 472N T 258 P File folder
, Enapshots 4M1Q2M7 1002 &M File folder
ijﬁMigrate.csv A7FEMT 259 PR CEFile
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A new folder created every time when a backup is run, indicated by date and time in the folder

name
Marne - Date modified Type
2 7-03-28-17-01-07 ATFEMT 259 PR File folder
2 T-4-07-14-59-01 ATFEMT 300 PR File folder
o 2017-04-07-15-55-06 47F20T 3:55 PR File folder
. 2017-04-07-15-58-32 A TF20T 358 PR File folder
, 20M7-4-07-15-59-16 47T 159 PR File folder
|| indexb2b.M600.15bd7bccefe.cgz ATFEMT 259 PR Ci5Z File
| indexoaml.3cbh 159bd 6ccefo.cgz 4572 T 359 PM CGELFile
|| index-30,j00.100.15b476ccfb. cgz ATFEMT 259 PR CiEZ File
|| index-30i0.finl, 138.15b4736bd 0.0z AF7FMT 300 PR CiEZ File
Data block in v7 format
Marne - Date modified Type Size
L 000000.bak 47727 L5 PR BAK File 4257 KB
L 00000 bak AL72NT 259 PR BAK File 32,768 KB
L 000001 _000001.bak 4577207 259 PhA BAK File 32,768 KR
| 0000 _000002.bak 4772NMT L5 PR BAK File 32,768 KB
L Q000 _000003.bak AL72NT 259 PR BAK File 32,768 KB
L Q0000 _000004.bak 45727 259 PR BAK File 32,768 KR
L 0000 _000003.bak 4772NMT L5 PR BAK File 12,960 KB
L 000002 bak AL72NT 259 PR BAK File 118 KB
> v6 format backup data
Under the files folder
Marne - Date muodified Type
1480777956853 40:2M7 1012 AW File folder
1420778216015 3292017 609 PR File folder
1480730853458 3429527 @09 PR File folder
. db 4772017 300 PRA File folder
o files 3295207 548 P File folder
. pdf 329 2MT 16 PM File folder
Backup set ID — unique ID for individual backup set
Marne - Date rodified Type
| 1480777956899 472017 2:01 PR File folder
1480778216015 472017 01 AM File folder
/1480730583458 472017 61 Ak File folder
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Backup data stored under the Current folder

=

Marne Date rmodified Type
. Current 3292007 5:01 Phd File folder

|| indexbdb ASF2MT 107 PR BDE File

=] info.xml A7 207 4:00 PR HML Docurment

|| r-indexbdb 472017 107 PR BDE File

Marme Date modified Type
;300 329 EMT 501 PR File falder
J X:0b 329 EMT 501 PR File falder
s Qe 329 EMT 501 PR File folder
S dOf 329 EMT 501 PR File folder
;=M 329207 0 PR File folder
; Bk 329207 0 PR File folder
;e 329207 L0 PR File folder

NOTE

When data migration for v6 data is completed and AhsayCBS has replicated the v6 backup data, the
v6 data will be deleted from both the backup server and replication server.

Transaction Log Location

Transaction log is a location storing backup data temporarily before they are enter the replication
cycle mentioned in How does Replication work.

There are two different kinds of transaction logs which are located separately under the AhsayCBS
folder. Refer to the information below for further elaboration.

Type 1 —transaction log stored in USER HOME

Location

%USER_HOME%/%BACKUP_SET_ID%/rps/{%DELETE_TIME%.%LOG_SEQ%}

What kind of transaction log does it store?

This folder stores the transaction log entries produced during the Stage 2 — Resync of the
replication process. In specific, the transaction logs are the changes made on the backup server
during the snapshot capture and replication process are taking place. This kind of data will only
be replicated to the replication location in Stage 3 — Replay.

Type 2 — transaction log stored in SYSTEM HOME

Location

%SYSTEM_HOME%/%USER_ID%/%BACKUP_SET_ID%/rps/replay-XXXXXX.log

What kind of transaction log does it store?

This folder stores the transaction log entries produced in Stage 3 - Replay mode where it stores
data from the backup server pending for replication to the replication location in the on-going
replication process.
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Replication Order

Replication is performed in the order of the tiers as shown in the table below.

Tier 1 Backup User Name

Tier 2 Backup Set ID

Tier 3 Name of Folder/Sub-folder
Tier 4 File Name

Within each tier, the order of replication is performed according to the standard defined by the
American Standard Code for Information Interchange (ASCII), refer to
http://www.ascii-code.com/ for details of the order.
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Benefits of using Replication?

Replication
close to

real-time

Retention
policy for
replicated data

Multiple Threads
Replication

Replication

Improved
System Logs

Monitoring

Flexible
Deployment
Options

Replication of
individual
backup set only

Multiple Threads Replication

1. From version 7.5.0.0 AhsayCBS has a new feature to offer multiple threads replication.
This is an enhanced feature which speeds up the replication by allocating a process
thread to handle a backup set’s replication and to ensure the replication did not have a
negative impact on the overall performance of AhsayCBS backup server. The number of
concurrent backup sets to handle will be proportional to the number of CPU cores which
is calculated by the following formula.

Number of concurrent backup set to replicate = INT ((N+1)/2)

NOTE

INT is the function to calculate the integer value, while N is the number of cores in the CPU. For
example, an AhsayCBS server with a 16 core CPU, up to 8 concurrent replication threads can
be configured.

For replication of v6 backup sets on AhsayCBS v7, only single thread replication is supported.

The number of backup sets to replicate concurrently can also be configured by the
backup user. Refer to Setting the Number of Backup Sets to Replicate Concurrently for
further instructions.

2. From AhsayCBS v7.13.0.6 or above, for underutilized AhsayCBS backup servers running
on high performance hardware and storage configurations, with spare network bandwidth
capacity, there is an option to increase the maximum number of replication threads equal
to N, the total number of CPU cores. For example, an AhsayCBS server with a 16 core
CPU, up to 16 concurrent replication threads can be configured.
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Warning
Please consider carefully before increasing the maximum number of concurrent replication
threads on your AhsayCBS backup server. As this change could have a negative impact on your
AhsayCBS backup server and therefore your backup service, for example:
» The AhsayCBS backup server could become unresponsive or sluggish.

» Slow AhsayOBM/AhsayACB backup/restore performance.

» Your AhsayOBM/AhsayACB clients may be unable to connect to the backup server,
resulting in missed backups.

The AhsayCBS replication server may become overloaded if it is unable to process the
increased number of threads and data sent from the AhsayCBS backup server.

Example:

iii. Assumptions:
®  AhsayCBS v7.13.0.6 or above is installed.
=  AhsayCBS Java heap size setting.

Increasing the number of concurrent replication threads will result in increased Java
memory usage. As a general rule of thumb, twice as many replication threads will
utilize twice as the amount of Java memory. Therefore, it is highly recommended to
increase your Java heap size setting before using a higher replication thread setting,
if the peak Java memory usage on your AhsayCBS server is over 50% of the
maximum Java heap size setting. (The peak Java memory usage can be obtained
from [Monitoring] > [Dashboard] > [Memory])

For example:

= |f current maximum Java heap setting is 4096M and the peak Java memory
usage exceeds 2048M, then you should consider increasing the maximum
Java heap size up to 8192M.

* |f current maximum Java heap setting is 4096M and the peak Java memory
usage is only 1500M, you may not need any maximum Java heap size
adjustment in the short term.

Please refer to the following link to check about the details of how to modify
the Java heap size of AhsayCBS : How to modify the Java FAQheap size of

AhsayCBS?
®  AhsayCBS installation path: %CBS_INSTALL_PATH%

*  Windows: C:\Program Files\AhsayCBS
*  Linux/Unix: /usr/local/cbs
*  AhsayUBS: /ubs/mnt/eslsfw/obsr

iv. Steps:

@  Shutdown the AhsayCBS service.
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@  Using a text editor open the %CBS_INSTALL_PATH%/conf/cbs.opt file

@  Add the following setting to the end of the file and save:
com.ahsay.cbs.obs.config.Index.RepMaxThreads=true

Restart the AhsayCBS service.
@  Login to the AhsayCBS web management console.

Go to [Replication] > [Sending Data] and click on the “No. of backup sets to

replicate concurrently” and select the number of replication threads you wish to
configure.

Example: An AhsayCBS backup server with 16 core CPU

Replication

You can replicate this backup server 1o the cloud, or b0 3 Recenver of an AhsayCBS replcation server. Configure the replication seftings of the backup server bekow. Al replication
gestinations, inghagding cloud and AhsayCBS Receiver, shoukl be configured in "AlsayCRS = Backup Server » Basic > Predefingd Destination” first

Replicate backed up data to another server or predefined cloud storage -I
To ancther AhsayCS

Hisst Hare Pert {SSL)

Replicale User Hame

Replicate User Password

nect with S3L

icfined destingtion. Plesse add 3 destination to [System Setifigs] -> [Basic] -= [Prodefined Destination] frst

= in zalocted destingtion for stoing rephcation data

=y

up sets to replicate concurently

Improved System Logs Monitoring

The Replication Logs section in the AhsayCBS console provides a consolidated view of all
replication sending and receiving logs to allow a one-stop monitoring of the replication activities.

Replication Close to Real-Time

The synchronization process does not require stopping or interrupting any backup/restore
operations. As the replication module will be replicating the backup data in 4 modes, pending,

sleep, resync and replay mode. These 4 modes are used to identify the mode of the replicating
backup.

Pending — backup set pending for replication

Resync — responsible to create a snapshot of the current system configuration and user
backup files

Replay — replay the changes that happened during the resync mode

Sleep — Backup sets that have finished replicating the backup data
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When new backup data are available on the backup server, it will arrange into the above mode of
replication which will be replicated to another AhsayCBS (Replication Server) or a predefined
storage immediately. Refer to the How does Replication Work section for further details on the 4
replication modes.

Replication of Individual Backup Set Only

Instead of replicating all backup sets from all backup users, you now have the flexibility to select
specific user’s backup set(s) from the Backup Server to replicate to either another Replication
Server or a predefined storage.

You can select the desired backup sets for replication when you create a replication sending
account, refer to Configuration on the Replication Sending End for further details.

Retention Policy for Replicated Data

When a snapshot of the backup data on the backup server is replicated to the replication server,
the older version of the snapshot will be moved to the retention area for a set period of time
before it will be deleted permanently from the replication server. This feature is useful in case if
you have to recover data on the backup server from the past.

This configuration can be set when you create a replication receiver, refer to the Create a
Replication User Account section for further details.

*This feature applies only to replication to CBS server.

Flexible Deployment Options

The replication service can be deployed in various options, including another AhsayCBS server,
cloud storage, NAS storage connected via FTP/SFTP/local network, etc. It is also possible for
multiple backup servers to replicate data to a single AhsayCBS replication server.

Since AhsayCBS v7.11.0.0, you can even replicate v6 backup sets to a receiver on a v7
replication server before the backup sets undergo the data migration process. This new
deployment option gives you greater flexibility to gradually migrate the backup sets in v6 format
to v7 format after the backup server is upgraded to v7, while the backup sets in v6 format will still
be replicated to provide you with data protection.

For more details on deployment, refer to the Deployment Options and Comparison section.

Quick Recovery of Backup Sever

The primary purpose of replication is to provide an extra layer of protection to the data on the
backup server in case of disaster like power outage or data corruption. We also understand that
it is critical to keep the data recovery process fast so as to minimize interruption to your backup
services to clients, that is why we have taken another step forward to simplify the transitioning
between replication server and backup server to make the recovery process as fast and
seamless as possible. Refer to the Recovery Method section for further details.
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Replication of v6 backup sets on AhsayCBS v7

From v7.11.0.0 or above you can replicate v6 backup sets to a receiver on a v7 replication
receiver, this feature can be set under the [Backup / Restore] > [Sending Data] > [Replication]

page.

The v6 backup set replication feature is designed as a temporary solution to provide extra
protection during data migration (conversion from v6 data format to v7 data block format) on a v7
backup server after an upgrade from v6 to v7, it is not intended to be used as a permanent
replication solution. Once the data migration process is completed for all backup user accounts,
the v6 replication feature should be disabled as v6 backup set data would already have been
automatically removed post data migration.

Details of the v6 replication status can be viewed under [Monitoring] > [Replication Logs] >
[Replication Sending].

Backup Server Side Replication Side

.........................................................................

CBS Backup Server v7 . CBS V7
(upgraded from v6) . Replication Server

17 v7 Receiver T

Backup Sets
n V6p0|d [ For storing v6 For storing v7

data format backup sets format backup sets
.. Temporary solution: 1
e v6 backup sets replicate
::  tov6 receiver before data
. migration takes place
.. 3 Replication Modes

(« - et - UNSYNC --> SYNC -->
VI) Data Migration Process > LOGGING
B?:I‘(’gpn:‘le:s .- | 4 stages of v7 Replication Process
data format + | Pending --> Resync --> Replay --> Sleep

.........................................................................

Note: For further details and instructions on backup set data migration from v6 to v7 format, refer
to the Backup Data Migration section.
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Requirements

1.

Both the AhsayCBS Backup Server (sender) and AhsayCBS Replication Server
(receiver) must be on v7.11.0.0 or above.

2. V6 backup set replication must be enabled on both the backup server and replication
server.

3. Replication license modules are required for replication of v6 backup sets.

4. The v7 replication on AhsayCBS must be enabled to another replication server.

5. A separate dedicated replication port (default port 9444) is required.

Limitations

1. v7 replication must be enabled to another AhsayCBS server in order to use the feature.
As replication to predefined destination does not support replication of v6 backup sets.

2. Replication of v6 backup sets is supported using a single thread.

3. Only v6 backup set data found in the %USER_HOME%\%USERNAME%!\files folder will
be replicated. The replication of other folders and files are handled by v7 replication
process.
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Before Getting Started

Requirements and Best Practices

License Information

The pricing unit of AhsayCBS Replication Server module is per device to be replicated. If you will
replicate to another AhsayCBS, a CBS module license will also be required.

For inquiries please contact the Sales team at Ahsay by email at sales-kb@ahsay.com or call
our International Sales Hotline +852 3580 8091.

Version / Platform Compatibility

While AhsayCBS can be deployed on Windows, Linux, FreeBSD, or Solaris x64 platform, it
should be noted that only some of the version and platform combinations are supported as
illustrated below.

Backup Server Replication Server
Compatible?
Version Platform Version Platform
V7 Windows V7 Windows Yes
Linux/FreeBSD/Solaris Linux/FreeBSD/Solaris
V7 64 V7 64 Yes
V7 Windows V7 Linux/FreeBSD/Solaris Yes
x64
V7 Linux/FreeBSD/Solaris V7 Windows No*
x64
V6 Windows V7 Linux/FreeBSD/Solaris Yes
x64
V6 )t:sn4ux/FreeBSD/Solans V7 Windows No*

* The incompatibility is a result of the limitations on Windows operating systems handling of
Linux file/folder naming conventions.

Replication Server Storage Requirement

There is a possibility that after your backup data is replicated to replication server, the final data
size on the replication server may be larger than the original data size on backup server. This
situation could arise if there are differences in the way each respective storage device is
formatted, i.e. different default block sizes or different files systems.

Your retention policy settings would also determine the storage required on the replication
server. You will need to weight the advantages of using smaller Restore Point Interval which

allows for a greater chances of recovery and or the Retention Customization Policy setting is
configured for a large number of days against your replication server storage limitations.

Considering the factors mentioned above, the disk capacity of your replication server should by
default be greater than your backup server to accommodate the replication data.
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Location of the Replication Server

In terms of disaster recovery situation, the restore media should not be stored or located on the
same premises, and these rules would also depend on different compliances, regulations or
terms with your customers.

Here are some suggestions that you may need to consider:

© Set up the AhsayCBS Replication Server in another data center. In case you need to host
the Replication Server with your Backup Server, you may consider hosting it in another
server rack or another server room if possible.

> Dedicated Server for Replication

Following are the pros and cons on setting up replication on a dedicated server.
Pros:

@  Able to switch from Replication Server to Backup Server
@  Fastin recovery hence small recovery window and short downtime

=  Able to keep replicated snapshots in retention area in case recovery of data in
past snapshots becomes necessary

Cons:

=  Relatively more complex setup; requires datacenter hosting and maintenance
cost

@  Relatively expensive to expand storage
=  Downtime required for regular maintenance and upgrade

=  Upfront investment in hardware storage

> Predefined Destination (Cloud Storage / FTP / SFTP) for Replication

Following are the pros and cons on setting up replication on a predefined destination.
Pros:

®  Quick setup; low hosting and maintenance cost

@  Cheaper cost for storage expansion

®  No upfront hardware investment required

Cons:

i  To recover the replicated data, it is required to set up new backup server and
restore data from the predefined destination

@  Slow in recovery hence large recovery window and longer downtime.

For more information and comparison on different replication environment setup, please refer to
the Appendix G.
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AhsayCBS Replication Partitioning

The AhsayCBS replication module makes heavy use of the User Home directory to process the
snapshots of the backup sets during the Resync stage. During Resync stage, snapshots of
backup sets will be written to the User Home in the form of transactions log files.

It is not recommended to use the O/S partition or drive as the System Home. If the System Home
folder fills up, this will cause your O/S to become unstable and may even crash your AhsayCBS
server. It is strongly recommended the System Home directory should be located on a dedicated
local drive.

Replication Performance Tuning

The connection speed between the backup server and the replication location (whether it is an
AhsayCBS server or a cloud storage) is typically the primary factor of the replication
performance. However, even with a fast and stable connection between the backup server and
replication location, the replication performance could be affected by the following factors:

© Poor disk 1/0 on the backup server — when scanning and retrieving data files to be sent to
the replication server.

© Poor disk I/0 on the replication server — when receiving and committing files to the receiver
home.

Poor disk I/O can be attributed to:

* The use of network drives as AhsayCBS user and system homes on the backup
server side

* The use of network drives as AhsayCBS receiver home(s) on the replication side.
* The use of a single large disk or volume for AhsayCBS user home.

* The use of a single large disk or volume for multiple AhsayCBS receiver home(s) on
the replication side.

* Slow performing local hard drives or storage devices.

In order to improve overall replication performance, the following is recommended:

* A separate local drive for each AhsayCBS user home on the backup server side
* Distributing user accounts across multiple user homes to balance the 1/O load
* A separate local drive for AhsayCBS system home on the backup server side

* A separate local drive for each receiver on the replication side

AhsayCBS Java Heap Size Setting

The machine with the Replication server installed may require more memory for additional
feature such as retention policy to run.

© For areplication server with single receiver, a maximum Java heap size setting of at least
1024M is recommended.

© For areplication server with multiple receivers, a maximum Java heap size setting of at
least 2048M is recommended.

www.ahsay.com 246



When setting the maximum Java heap size for the replication server, please ensure this value
does not exceed 50% of the RAM on the server, to allow sufficient memory for O/S processes
and operations.

It is not recommended to set excessively high values for the maximum Java heap size, as this
could result in performance issues on the replication server during internal Java VM garbage
collection or memory recycling routines.

Firewall Settings

Since replication is performed via the http/https ports defined on the AhsayCBS backup server,
after you have finished setting up your replication server, please ensure you have updated your
firewall settings to allow network traffic through the those ports, which are typically port 80 for
http and port 443 for https.

Don’t Deploy the Backup and Replication Servers on a Single Machine

It is not recommend to configure and use both services on one single machine because it will
completely defeat the purpose of the replication service as a backup or standby server for your
backup server.

Moreover, the two services will compete for system resources, such as CPU and memory. This
could affect the performance and stability of your backup service.

Dedicated Restore Drive on Replication Server

In order to facilitate a fast restore of snapshots from the retention area on the replication server, it
is recommended the files are not restored to an existing receiver home drive to avoid affecting
replication performance. Your replication server should be configured with a dedicated disk for
restore purposes. Alternatively, an external USB drive can also be used.

Storage Requirement on Replication Server

The amount of space required to keep these replication depends on the amount of data changed
on your Backup Server.

To calculate the amount of storage required for the retention settings, we can base on the
following assumption and formula.

Assumption

There is a 2% data change in the backup server daily.

Formula

Total data storage required = (1+0.02)" x original data size, where n = number of days of the
retention customization policy

For n=30 days, it will be around 1.81 times of the original data size, and 3.28 times if n=60.

Replication Server with Multiple Receivers

If you have configured multiple receivers on your replication server to server more than one
backup servers, it is recommended that each receiver is located on its own individual disk. The
major advantage of this kind of setup is that it will minimize the 1/0O on each disk and therefore
improve the replication performance.

www.ahsay.com 247



Replication Using Cross Over Cable

It is not recommended to set up a connection between the backup server and replication server
using a cross over cable. As from our experience this setup will result in connection and
performance issues.

If the backup server and replication server are located on the same site, they should
be connected via a switch.

www.ahsay.com 248



Deployment Options and Comparison

There are three major methods to deploy the replication service. This chapter presents you with all
the available deployment options, deployment combination and features comparison on different
deployment methods, to help you decide which option to use.

Deployment Method

There are three methods to deploy the replication service as described below.

Method 1 (Recommended) — Deploy on a single AhsayCBS Backup Server
replicate to another AhsayCBS Replication Server

Introduction

This is the typical deployment option, as well as the most recommended one, which features
replication between a single AhsayCBS backup server and AhsayCBS replication server.

System Architecture

i AhsayOBM i AhsayACB

Server Desktop / laptop
I I AhsayCBS AhsayCBS
.o,_ —— | ;Q.
- /SSL) ) [T TT TN S 5L ) M
Backup Backup Server Replication Replication Server

Requirement

Set up a new machine where you wish to host the replication server, and install AhsayCBS on it.
In other words, you will have two AhsayCBS services running. One on the backup server, and
the other on the replication server where you would like to have the backup data replicated to.

Pros

Multiple Threads Replication

Multiple threads replication is supported to improve the replication speed.
The actual number of threads that are available for use depends on the
Speed for CPU power of the backup server. The more CPU cores the backup server
has, the more threads it will have for replication. Refer to Multiple Threads
Replication for more details.

Replication
and Restore
High Hardware Performance for High Replication Speed

A direct attached storage and SAN storage would provide good replicating
speed.
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Fast Recovery in a Few Clicks

In case of a backup server outage, the replication server can be switched
as the backup server in a short time to minimize the system down time and
Recovery interruption to backup users.

For instructions to switch a replication server to backup server, refer to
Method 3 - Startup Replication Server as Backup Server.

Cons

Higher Cost

» Setup cost is higher
Cost » Cost for hardware storage expansion is relatively higher

Although this option involves higher setup cost, consider the higher

replication/restore speed and recovery switching, it may be worth the

investment.

Slower Storage Provisioning
Stora.tg.e _ Compared to cloud storage deployment, it takes more time and effort to
Provisioning assign the additional storage acquired when you need to expand the

hardware storage.

Method 2 — Deploy on a single AhsayCBS Backup Server replicate to a
Predefined Destination

Introduction

This deployment option allows you to replicate your backup data on the backup server to a
cloud storage, local/mapped drive/removable storage, or FTP/SFTP server.

Refer to the list below for all the available redefined destination options.

System Architecture

Method 2a — Cloud Storage as Replication Destination connected via Internet

‘ AhsayCBM i !AhsayACB!

Server Desktop / laptop @
I I AhsayCBS
- % ) IIIIIIIII[IIIII:I_@é
Backup Backup Server Replication Cloud Storage
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Method 2b — NAS Server as Replication Destination connected via FTP/SFTP or local

network
@

!Ah:.a;,-.'-CBi |

AhetiryCEM

| L]
|LLLLUTIT RN NYS

Lorver Deshtop / laptop
- ﬂ > Ty (S—
Backup Backiip Servit Conne cted via MA&S Server
FTP/SFTP or

local network

Requirement

First, you need to have cloud storage account, a local/network/removable drive, or a
FTP/SFTP server in place. Then, the predefined destination must have been set under the
System Settings > Predefined Destinations menu so it can be used for the replication
purpose.

Available Predefined Destinations

. . CTYun
Aliyun (frfEH ) (PEAERES ) Amazon Cloud Drive | Amazon S3
Amazon Compatible Google Cloud Google Drive Microsoft Azure
Cloud Storage Storage
OneDrive Onepnve for Rackspace OpenStack
Business
Local / Mapped Drive /
Dropbox TP SFTP Removable Drive
Pros
Multiple threads replication is supported to improve the replication
Multiple speed. The actual number of threads that are available for use
Threads depends on the CPU power of the backup server. The more CPU
Replication cores the backup server has, the more threads it will have for
replication. Refer to Multiple Threads Replication for more details.
Low Cost
» Setup cost is low
Cost P
» Cost for storage expansion, especially on cloud storage, is
relatively cheaper
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Cons

Speed of
Replication and
Restore

Slower Upload Bandwidth

The replication and restore speed is subject to the connection speed
to the predefined destination, and administrator may not always have

control over the bandwidth.

Recovery

Longer Recovery Process

There is no quick way to restore the replicated data from the
predefined destination to the backup server. To recover the replicated
data on a predefined destination, you have to:

1. Setup a new machine.
2. Install Ahsay CBS.

3. Download the replicated files from the predefined destination back

to the Backup Server.

Method 3 — Deploy on multiple AhsayCBS Backup Servers replicating to
another AhsayCBS Replication Server

Introduction

This deployment option allows you to replicate backup data from multiple AhsayCBS backup
servers to an AhsayCBS Replication Server.

System Architecture

®©

AhsayOBM
H

Server

@

AhsayACB

C)

AhsayCBS

Desktop / laptop

®

‘ AhsayOBM i

Server

' &-) T

Backup Backup Server

! AhsayACB !

Desktop / laptop

C)

AhsayCBS

C

S

Server

®
|

Backup Backup Server
! AhsayACB !
Desktop / laptop @

AhsayCBS

l o

Backup Backup Server

AhsayCBS

Replication Replication Server
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Requirement

Set up a new machine where you wish to host the replication server, and install AhsayCBS on
it.

In other words, you will have multiple AhsayCBS services running. Each backup server runs
on its own license, while the replication server where you would like to have the backup data
replicated to requires another license as well.

Pros
Lower Setup Cost
Cost You only require to have one replication server to accommodate
replication from multiple backup servers, instead of one-to-one
replication between backup server and replication server.
With only a single replication server, this deployment option allows
Single you to centrally manage the replication settings and view replication
Replication Point status on the replication server web console, As opposed to the
Management Method 1 deployment where you have to access multiple
AhsayCBS web console pages for settings and management.

Comparison between Deployment on AhsayCBS and Cloud

Storage
Deploy on AhsayCBS
Replication Server Deploy on Cloud Storage
Replication Retention v X

The replication server creates snapshot of the replication data. Under the Replication Retention
configurations, Restore Point Interval can be configured to define the number of days between
each retention snapshot; Retention Customization Policy can be configured to define the
number of days before an existing retention snapshot is removed from the replication server.
Click here to see details of this configuration.

Startup Replication
Server as Backup Server v X

This feature allows you to quickly convert your AhsayCBS replication server into AhsayCBS
backup server in the event of a backup server down, so that you can keep serving the backup
users to minimal impact to your business. Refer to Method 3 - Startup Replication Server as
Backup Server for detailed steps to perform this recovery.

Replicate Multiple
Backup Servers 4 4

It is possible to replicate backup data from multiple AhsayCBS backup servers to another
AhsayCBS replication server or cloud storage. This gives you the convenience of hosting
backup data of multiple backup servers in one single replication server for the purposes of cost
saving and easier management. Refer to Deployment Combinations of Backup and Replication
Servers for more details.
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Support v6 Backup Set
Replication 4 X

This feature gives you the flexibility to back up not only v7 format backup sets, but also the v6
ones to the replication server, before the v6 format backup sets undergo the data migration
process. Refer to Replication of v6 backup sets on AhsayCBS v7 for further details.

Quick Storage
Provisioning X 4

As time goes by, your replication data may fill up the capacity on your AhsayCBS replication
server or cloud storage and you will have to expand the storage capacity to accommodate the
replication data. Comparing to AhsayCBS deployment, cloud deployment allows a hassle-free
storage upgrade where you only have to pay your cloud storage service provider to get the
upgrade done.

Upfront Hardware
Investment 4 X

Depending on your organization’s budget on deploying the replication service, it is generally
more cost-saving to deploy the replication service on cloud storage instead of the AhsayCBS as
you do not need to invest on hardware and hosting upfront.
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Deployment Combinations of Backup and Replication Servers

It is only possible for a single replication server or cloud storage to host replication data from
multiple backup servers, but not the other way around, i.e. a single backup server replicating to
multiple replication servers or cloud storage destinations. Refer to the illustration below for details
on the possible deployment combinations.

Case 1 Abs3CBS YT _ Aﬂhsaﬁcai.s V7
ase Backup Server = Epiation
Server
Multiple Backup
AhsgyCRE 7 *  Servers to Single
Backup Server Replicati 5
AhsayCRS w7 eplication Jerver
Case 2 Replication
g
AbsaCBS YT kil
Backup Server
-
................................................................................................... B
AhsaeCBS W7
Backup Server .
Multiple Backup
Case 3 Cloud tarsge . Servers to Cloud
AhsayCRS v7 Storage
Backup Server
-
b
AhsayCRBS w7
P Replication
g
Case 4 Abs3CBS YT kil
Backup Server AheTBS T
P Replication
Server
»| Cloud Storage .
Single Backup Server
Case S AhsayCBS V7 > to Multiple *
Backup Server Replication Servers
»| Cloud Storage
AhsayCBE VT
P Replication
AhsgyCRE W7 Server
Case & Backup Server
| Cloud storaze

www.ahsay.com 255




Deployment

Major Steps to Deploy a Replication Service

Step 1 — Setup on the Replication Receiving End

Replicate to AhsayCBS Replication Server
(For Deployment Method 1 and Method 3)

Replicate to Predefined Destination *
(For Deployment Method 2)

-

-

( )
Make sure you have set the desired
Read replication location as a Predefined
Create a Replication User Account Des'glnatlon menu Vet Sy.stem
Settings > Basic > Predefined
Destinations.
- AN

Step 2 — Setup on the Replication Sending End

Replicate to AhsayCBS Replication Server
(For Deployment Method 1 and Method 3)

Replicate to Predefined Destination *
(For Deployment Method 2)

/For Replication (CBS v7 to CBS v7)
Read Configure Replication from

AhsayCBS Backup Server to AhsayCBS
Receiver (CBS v7 to CBS v7)

For Replication (OBC v6 to CBS v7)
Read Configure Replication from
AhsayOBS Backup Server to AhsayCBS
KReceiver (OBS v6 to CBS v7)

~

/

For Replication (CBS v7 to
Cloud/FTP)
Read Configure Replication from

AhsayCBS Backup Server to a
Predefined Destination (CBS v7 to

Cloud/FTP)

\

(& J

Step 3 — Basic Replication Settings

Replicate to AhsayCBS Replication Server

(For Deployment Method 1 and Method 3)

Replicate to Predefined Destination *
(For Deployment Method 2)

2

L

Read Other Replication Settings

* Replication to Predefined Destination DOES NOT support deployment for v6 backup sets on

CBSv7
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Configuration on the Replication Receiving End

Create a Replication User Account

Before an AhsayCBS/AhsayOBS backup server can replicate backup data to another AhsayCBS
replication server, a receiver user account must be created on the AhsayCBS replication server
first. Follow the steps below to create a replication receiver account.

1. Log in to the web console on the replication receiving end, go to Replication >
Accepting Data.

4

ArCcepting Data

2. Click the Create (+) button in the Manage Receiver section. The Add New Receiver
page appears.

€ AhsayCBS

Receiver

A receiver is used for receiving data from one corresponding AhsayCBS backup server. You need to add a receiver first and then you can replicate d
from an AhsayCBS backup server to such receiver. Manage your receivers below.

Manage Receiver

+ i
|:| Login Name Bind to IP address Enable Before V7 Enable V6 Backup Sets Compression
3. Set the login name, password and alias of the receiver account.

Add New Receiver

Add a new receiver to receive replication data from another AhsayCBS.

Receiver User Account

Create a user account for this receiver.

Login Name

Password

Alias
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4. Configure the source backup server host settings, including the http/https protocol,
source backup server host name and port number.

Source Backup Server

Enter the server and user information of the source backup server that will replicate the backup data to this receiver.

Backup Server Host
hitp v 80

Backup Server Version
7 v

www.ahsay.com

Backup Server Host — IP address / host name of the backup server
Backup Server Version — select the source backup server version.

» If you select 7, it means the source backup server is an AhsayCBS version 7
backup server.

If you have upgraded your backup server to v7 from v6, and still wish to replicate
backup sets in v6 format before they are migrated to v7 format, make sure you
select 7 in this menu.

=  System User — the system user login of the source backup server

*  System Password - the system user password of the source backup
server

System User

System Fassword

> If you select Before 7 as the backup server version, enter the bind to IP address
and the replication port. “0.0.0.0” and “9444” are the default values, you can
assign a specific IP if you have multiple network cards. For multiple backup
servers’ replication, a unique replication port number is required to set, such as
“0444”.

Bind to IP address
0000 G444
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5.

7.
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Switch the Enable V6 Backup Sets Replication on if you will replicate v6 backup sets to
the replication server.

Enable V6 Backup Sets Replication l

Bind to IP address
0.0.0.0 9444

Configure the retention settings for the replicated data.

3

Retention Setting

Configure retention settings for the replicated data.

Restare Faint Interval

Retention Customization Palicy

Days

Restore Point Interval — defines the number of days before new snapshot of the
replicated data will be taken and stored in the retention area. A retention snapshot

No retention snapshot will be taken if there is no data received, even when the

fill Days
©
will be taken only when the following two conditions are met:
*  There is data received from the backup server
* Restore Point Interval has reached
Restore Point Interval has reached.
©

Retention Customization Policy — defines the number of days the old snapshot
copies to be retained in the retention area.

Click the icon at the bottom right corner to proceed when you are done with settings.
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8. Set the default home directory for this replication, and set up the path to store the user
homes.

@  The following is an example of a v7 receiver setup. In v7 receiver setup, you will
be able to configure the default home directory, as well as replication home
directory for individual backup server user home.

Add New Receiver

Add a new receiver to receive replication data from another AhsayCBS.

Receiver Home

Configure the Receiver Home(s) where this receiver will use to store all the data replicated from the carresponding backup server.

Default Home Directory

CAProgram Files\whsayCBSiaystemirpsirevshomel

Backup Server User Home Replication Home

DidhsayCBSWwser
DidhsayCBSwser

GAhsayCBSWser

NOTE

If AhsayCBS is receiving multiple backup servers, please use unique path for each
receiver's “Replication Home”.

@  In v6 receiver, you can only set up the default home directory.

NOTE

It is recommended to configure the default home directory to a non-system drive (i.e. not C:\
drive), especially when there are v6 backup sets, as the replication transaction log files may fill
up the disk space and cause the operating system become unstable.

9. Click and at the bottom right corner to confirm the configuration.

Editing Replication Receiver

You can edit the configurations of the replication receiver after it has been set up.

1. Go to Replication > Accepting Data on the AhsayCBS web console on the replication
receiver side.

2. Click on the replication receiver account under the Manage Receiver section which you
wish to edit configurations for.

3. Revise the desired replication receiver item, then click and at the bottom right
corner to confirm the changes.
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Configuration on the Replication Sending End

Enable and configure the replication feature on the backup server side by following the
corresponding sub-chapter below depending on the backup server version or replication
destination.

AhsayCBS v7 Backup Server to AhsayCBS v7 Receiver

The following example is a v7 (backup server) to v7 (replication server) replication setup. For
earlier version setup, please refer to Configure Replication from AhsayOBS Backup Server to
AhsayCBS Receiver (OBS v6 to CBS v7) for details.

Note: If you will replicate v6 backup sets on CBS v7 server to another CBS v7 replication server,
follow the steps below for setup and make sure you turn on the Replicate v6 backup sets to v7
server option in step 7.

1. Make sure you have created a replication receiver account on the receiving end of the
AhsayCBS server first. Refer to Create a Replication User Account for detailed
instructions.

2. Click on the Sending Data icon under the Replication section on the AhsayCBS web
console of the backup server.

i

Sending Data

3. Switch the Replicate backed up data to another server or predefined cloud storage on.
The Replication configuration page shows as below.

Replication

You can replicate this backup server to the cloud, or to a Receiver of an AhsayCBS replication server. Configure the replication settings of the backup
server below. All replication destinations, including cloud and AhsayCBS Receiver, should be configured in "AhsayCBS > Backup Server > Basic >
Predefined Destination” first

Replicate backed up data to another server or predefined cloud storage q

® To another AhsayCBS

Host Name Port (SSL)
10.16.6.89 443
Replicate User Name

r1
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4.

8.
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Select the To another AhsayCBS option, and then enter the Host Name, Port,
Replicate User Name, Replicate User Password of the replication receiver.

® To another AhsayCBS

Host Name Port (SSL)

target.your-company.com 443

Replicate User Name

Replicate User Password

© Host Name — IP address or host name of the replication server with AhsayCBS
installed

O Replicate User Name — the username of the receiver created on the AhsayCBS
replication server

© Replicate User Password — the password to log in to the receiver create don the
AhsayCBS replication server.

Check the Connect with SSL checkbox if you need to connect to the replication server
with SSL.

+ Connect with SSL

If proxy is required to access the replication server, mark the Use proxy checkbox.

| Use proxy

If there are backup sets in v6 format to be replicated to the replication server, make sure
you switch the Replicate v6 backup sets to v7 server on. The default port is set as
“9444”,

Replicate v6 backup sets to v7 server I

Port (SSL)
9444

If you wish to configure the following replication settings, refer to Other Replication
Settings.

» Traffic limit for replication — which limits the amount of bandwidth used by
replication.

» Selectable backup set for replication — which allows you to choose individual
backup set from selected users for replication.
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» Concurrent backup set for replication — which allows you to configure the
maximum number of backup set allowed for replication at the same time.

» Cyclic Redundancy Check (CRC) Checking — which allows you to enable this
checking to run automatically for verifying the integrity of the replicated data.

9. Click the icon at the bottom right corner to confirm the configuration.
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AhsayOBS v6 Backup Server to AhsayCBS v7 Receiver

It is suggested to upgrade your v6 backup server to v7 so that you can enjoy the latest features
provided by the AhsayCBS. If you still wish to continue using the v6 backup server to replicate to
a v7 receiver, follow the steps below for configuration of the v6 backup server.

1. Make sure you have created a replication receiver account on the receiving end of the
AhsayCBS server first. Refer to Create a Replication User Account for detailed
instructions.

2. In your backup server, navigate to Manage System -> Replication Config, then enter

the username, password, target host and connecting port.

Manage System | Manage Log | Manage User | Manage Group Policy | Manage S\.rs|

El Enable Replication

Username A I'-.fErEpIil:atiDr‘l
Password : Iiiiiliii
Target Host :[10.20.7.24 Port :[9444

|pdate ! Heset'

3. Click Update to confirm the settings.

NOTE

The index files stored in the v6 backup server will not be replicated to the AhsayCBS
(Replication Server) nor any cloud storage.

There is no multiple threads replication.

The AhsayCBS replication server cannot be started as a v6 backup server.
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AhsayCBS v7 Backup Server to a Predefined Destination

1.

4.

5.

Make sure you have created a replication receiver account on the receiving end of the
AhsayCBS server first. Refer to Create a Replication User Account for detailed
instructions.

Click on the Sending Data icon under the Replication section on the AhsayCBS web
console of the backup server.

(g

Sending Data

Switch the Replicate backed up data to another server or predefined cloud storage on.
The Replication configuration page shows as below.

Replication

You can replicate this backup server to the cloud, or to a Receiver of an AhsayCBS replication server. Configure the replication settings of the backup
server below. All replication destinations, including cloud and AhsayCBS Receiver, should be configured in "AhsayCBS > Backup Server > Basic >
Predefined Destination” first

Replicate backed up data to another server or predefined cloud storage q

® To another AhsayCBS

Host Name Port (SSL)
10.16.6.89 443
Replicate User Name

r1

Select the To a predefined destination option as shown below. You will then see a list
of predefined destination you have set under the System Settings > Basic >
Predefined Destinations menu.

“ To a predefined destination. Select a destination for replication:
£ 2lans Storage (Microsoft Account:

_ vGrDup Storage (Dropbox Account:
‘My-sturage (Google Account:
LGDDQ|EDFWE-1 (Google Account:
&, AC_LCD2 (Google Account:

You can configure the folder name in the selected predefined destination to store the
replication data.

Folder name in selected destination for storing replication data

replication
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6. If proxy is required to access the replication server, mark the Use proxy checkbox.

+ Use proxy

7. If you wish to configure the following replication settings, refer to Other Replication
Settings.

» Traffic limit for replication — which limits the amount of bandwidth used by
replication.

» Selectable backup set for replication — which allows you to choose individual
backup set from selected users for replication.

» Concurrent backup set for replication — which allows you to configure the
maximum number of backup set allowed for replication at the same time.

» Cyclic Redundancy Check (CRC) Checking — which allows you to enable this
checking to run automatically for verifying the integrity of the replicated data.

8. Click the icon at the bottom right corner to confirm the configuration.
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Other Replication Settings

The following replication settings can only be set when the replication feature has been enabled on
the AhsayCBS backup server.
Traffic Limit

This is an optional setting that allows you to limit the amount of bandwidth used by replication
traffic between a specified periods of your choice.

1. Click on the Sending Data icon under the Replication section on the AhsayCBS web
console of the backup server.

il

Sending Data

2. Click the q button in the Set traffic limit section to turn the replication feature on.
You will then see the configuration menu as shown.

Set traffic limit q
+ i

From To Maximum Transfer {Khis)

3. Click on the . icon for configuration.

4, You will then see the configuration page as shown.

Traffic Limit

From

| sun v |00 v || o0 v

To

| sun v ||oo v oo v

Maximum Transfer

khits / Second

© From - set the start time to apply the traffic limit by selecting a day of the week
and time in hh:mm (24-hr format)

© To - setthe end time to apply the traffic limit by selecting a day of the week and
time in hh:mm (24-hr format)

© Maximum Transfer — set the maximum bandwidth allowed for data transfer in the
format of kbits /second.

5. Click the icon then the icon at the bottom right corner to confirm the changes.

www.ahsay.com 267



Replicate Individual Backup Sets

By defa
location
specific

1.

www.ahsay.com

ult, all backup sets of all users on all use homes will be replicated to the replication
(either another AhsayCBS or a predefined destination). However, it is possible to select
backup users and their specific backup sets for replication.

Click on the Sending Data icon under the Replication section on the AhsayCBS web
console of the backup server.

il

Sending Data

Click the q button in the Replicate individual backup sets section to turn the
replication feature on. You will then see the configuration menu as shown.

Replicate individual backup sets q

Replicate new backup sets of paid users
Replicate new backup sets of trial users

Firstly, you can set to replicate the backup data of either the paid users or trial users, or
both by checking the corresponding checkbox(s).

Feplicate new backup sets of paid users

Replicate new backup sets of trial users

Now, you can start selecting specific backup sets(s) to replicate. Click on the '. icon to

select the desired backup users first. Multiple selections is possible. Click on the

icon at the bottom right corner to proceed when you are done with the selection.

Select Users

User
v @ MS5QL1020135 (Owner: --)
Vv (2) TestMSSAL (Owher: -

(2) TestOBM_5.63 (Owner: )
(®) Test_MSSQL (Owner: -
(®) Testofice 365 (Owner: )
@ dennis.test.obm {Owner: -
(@) testtest (Owner: -

(®) test_obm (Owner: -

() testencrypt (Owner: -

(®) testobravBtovT (Owner: -

() viclient (Owner: --)
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5. You will then see a page listing all the backup sets of the backup user(s) you have
selected from the last step. Each individual row shows the name of the backup user, the
name of the backup set, and the backup set type in the corresponding icon.

Select Backup Sets
User Hame Twpe
(® MSSL1020135 (Owner. -) FullRecovery-backup-set-Full
@ MESQL10201 35 (Cwner: --) FullRecovery-backup-setincremental
@ MESQL1020135 (Cwner, --) Simple-backup-set-Incremental 1
@ MESQL1020135 (Cwner: --) Simple-backup-set-Incrementald2
@TestMSSQL(Owner: -1 FullRecovery-backup-Full
@TestMSSQL(Owner: -1 FullRecovery-backup-incremental
6. Select the desired backup sets by clicking the corresponding checkbox, then click the

icon at the bottom right corner to confirm the selection.

Select Backup Sets

User
v (®MS56L1020135 (Owrer )
v (3 MSS0L1020135 (Owner: --)
@ MSSQL10201358 (Owner: --)
@ MSSQL10201358 (Owner: --)
v (&) TestMSSOL (Owner: --)

(®) TestMSSQL (Owner: --)

7. You will then see the selected backup sets being added to the Replicate individual
backup sets section as shown if they are added successfully. Each row of the entry
shows the corresponding backup user name, backup set name and the size of the
backup set.

Replicate individual backup sets I

v Replicate new backup sets of paid users
v Replicate new backup sets of trial users

.I

Login Hame (Alias) Backup Set Used
@ MSSEL1020135 (MSSALT020135) FuIIRecuver\f—backup-set—FuII 231.83M
(2) MZ2AL1020135 (MSSQAL1020135) FUllRBCDVBW-baCkUp-SBt-mcremental 225.93M
@TestMSSQL (TestMS50L) FuIIRecuvew—backup-Full 43.8M

8. Click the icon then the icon at the bottom right corner to confirm the changes.
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Setting the Number of Backup Sets to Replicate Concurrently

You are able to change the number of backup sets to replicate concurrently on the AhsayCBS
backup server web console under Replication > Sending Data.

Under the Replicate backed up data to another server or predefined cloud storage section, there
is a drop-down menu for the No. of backup sets to replicate concurrently setting.

Mo. of backup sets to replicate concurrently

Auto ¥

If you are running on an 8-core CPU, then the number of concurrent backup set to replicate is 4.
When you use the default values Auto, it will allow your replication to run with 4 concurrent
backup sets. In case you find the replication causing performance issues such as hard disk 1/0 or
network bandwidth, you may adjust the concurrent backup set value from the drop- down menu
as highlighted above.

NOTE

The multiple threads feature supports the backup set that is created/converted in V7 format. This
feature does not support users who are still using v6 backup clients, as their backup sets are still using
the legacy v6 backup set data format. Refer to the Backup Data Migration section for further information
on converting backup set format.

Cyclic Redundancy Check (CRC) Checking

The Cyclic Redundancy Check (CRC) Checking job will check all new files replicated to the
AhsayCBS receiver since the last CRC job. This checking can be run automatically for verifying
the integrity of the replicated data.

A replication receiver must have been set before you can enable the Cyclic Redundancy Check
(CRC) Checking.

1. Click on the Accepting Data icon under the Replication section on the AhsayCBS web
console of the backup server.

[

Accepting Data

2. Click on the receiver which you wish to enable the CRC checking feature.

Receiver

A receiver is used for receiving data from one corresponding AhsayCBS backup server. You need to add a receiver first and then you can replicate data
from an AhsayCBS backup server to such receiver. Manage your receivers below.

Manage Receiver

Login Name Bind to IP address Enable Before V7 Enable V6 Backup Sets Compression

r 0.0.0.0:443, 0.0.0.0:80, 0.0.0.0:9444 true No true true
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3. Scroll to the Cyclic Redundancy Check (CRC) Checking section and switch on the
feature by sliding the q icon on the right.

4. The CRC checking is set to run on the second and forth Saturdays of every month by
default. You can configure the time for the checking to run on the specified dates.

Cyclic Redundancy Check (CRC) Checking

Monthly at[HH:MM}

Cn the 2nd and 4th Saturdays of every month

5. Click the icon then the icon at the bottom right corner to confirm the changes.
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Recovery Process Overview

After you have deployed the replication server, data from the backup server will be replicated to the
replication destination you have selected. In the event of a system down on your backup server, or
you wish to retrieve deleted data from the replication destination, you can recover the configurations
and backup data replicated from the backup server by using any one of the recovery methods
below.

Method 1 — Rebuild AhsayCBS from Replication

Introduction

This recovery method rebuilds the AhsayCBS by extracting AhsayCBS configuration, system
files, user profiles and backup data from the replication destination then restoring it either to the
Backup Server or restoring the raw data alone using a Backup Client Agent (AhsayOBM /
AhsayACB).

Steps

Step 1: Confirm Replication Status by Checking Replication Logs
Step 2: Extract Data from Replication Destination

From AhsayCBS Replication Server

From a Predefined Destination - Cloud storage

From FTP/SFTP

From Local/Mapped Drive/Removable Drive

YV V V VY

From v6 Replication

» From Snapshot in Retention Area

Step 3: Restore replication data extracted from the previous step using either method below
» Restore Data to the Backup Server

-OR-

> Restore the Raw Data Alone using a Backup Client Agent

Pros

Selective Backup Set Restore

After extracting the backed up data from the replication destination, you have the flexibility to
restore only the selected backup sets from selected backup users, instead of restoring all data at
once.

Restore as Raw Data
Instead of restoring the backed up data to the backup server, you can only restore the raw data
by using a client backup agent (AhsayOBM / AhsayACB).

Cons

Relatively Time and Effort Consuming
As opposed to Method 3 where you can quickly convert the replication server as backup server,
this recovery method takes more time and effort to rebuild the backup server.
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Method 2 — Rebuild from Auto Save

Introduction

This recovery method only restores the AhsayCBS configuration, system files and user profiles
but not the users’ backed up data. Users’ backed up data will have to be re-uploaded again to
complete the recovery.

Steps

Step 1: Select the desired Auto Save snapshot by date
Step 2: Select the desired configuration and/or user profile
Step 3: Override the existing configuration files

-OR-

Manually restore the configuration files
Step 4: Restart AhsayCBS service

Refer to Method 2 - Rebuild from Auto Save section for detailed steps.

Pros

Quick Rebuild of AhsayCBS
AhsayCBS can be quickly rebuilt by applying only the configuration files and user profiles.

Cons

Longer Time to Re-upload Backup Data
Since the users’ backup data is not restored and required to be re-uploaded again, it is going to
take a longer time to complete the whole recovery process.

Method 3 — Start up Replication Server as Backup Server

Introduction

This recovery method allows you to quickly convert AhsayCBS in replication receiver mode to a
backup server. This is a quick and direct way to access your backup data in the event of a
system down on your backup server.

Steps

Refer to Method 3 - Startup Replication Server as Backup Server for detailed steps.

Pros

Fastest Recovery
This recovery method is the fastest way to turn the replication server as a backup server so as to
minimize the system down time in the event of a backup server disaster.
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Recovery Methods

Method 1 - Rebuild AhsayCBS from Replication

1. Set up a new AhsayCBS on a new machine with similar hardware specification, and
sufficient hard disk space as the original backup server.

2. Make sure replication has been performed before you start restoring any replication data.
Refer to To check replication logs on the Backup Server: and To check the replication
logs on the Replication Server: for details.

3. Extract data in the 3 folders ( “conf”, “system” and “user”) from the replication
destination. Below are the links that can quickly direct you to the corresponding section
for the detailed steps.

>  From AhsayCBS Replication Server

From a Predefined Destination - Cloud storage

From ETP/SETP

From v6 Replication

>
>
»  From Local/Mapped Drive/Removable Drive
>
»  From Snapshot in Retention Area

4, Stop AhsayCBS server on the new machine.

5. To rebuild the AhsayCBS on the new machine by restoring the extracted data, continue
to read through the rest of the steps in this section.
-OR-

To restore the backup raw data alone using a Backup Client Agent, disregard the steps
below and skip to Restore Raw Data Using AhsayOBM / AhsayACB for further steps.

6. Copy all the contents in 3 folders backup to your new server as instructed below:
» system ->CBS_HOME\system
#» user ->CBS_HOME\user
» conf\conf.zip -> CBS_HOME\conf

Note: Expand the conf.zip first.

7. Start the AhsayCBS server on the new machine after copying the data instructed above.
8. Logon to the AhsayCBS web management console.
9. You will notice that there is a license error. This is because your AhsayCBS is running on

the new machine with hardware and settings changed. Please contact our support with
your licensee name and license key. We shall relax the license for you. There is a 14
days grace period before the license deactivates.
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Here is a list of suggested items to check after you started up your AhsayCBS.

1. Check SMTP settings in AhsayCBS web console by navigating to System Settings >
Basic > Email.

2. Check all users’ profile, backup and policy group settings in AhsayCBS web console by
navigating to Backup/Restore > Users, Groups & Policies.

3. Check https connection to the AhsayCBS on different browsers (IE, Firefox and Chrome).

4. Connect AhsayOBM/AhsayACB to AhsayCBS with both http and https connections.
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Method 2 - Rebuild from Auto Save

Comparing with the rebuilding from the replication server, this option can only restore the
AhsayCBS configuration, system files and user profiles. Users’ backed up data will not be restored
and therefore users need to re-upload all backup data again on their next schedule backup.

So it is very important to configure a replication for your AhsayCBS if you need to restore

everything that was originally on the Backup Server.

REMINDERS

1. As the system keeps only a maximum of 30 Auto Save snapshots on software vendor’s
cloud, if you want to keep these snapshot(s) on your server, you need to download these

snapshots manually.

2. If you restore an earlier snapshot, all the snapshots beyond the restore date will not be able

to restore again.

Example: If today is Jan 215t 2016, after you restore the snapshot on Jan 19, 2016, the

snapshot on Jan 20" and Jan 215t will not be able to select from the dropdown list.

The table below shows all the major system configuration files that are saved on the cloud daily by

the Auto Save system job:

Server Configuration

Description Path
Connector setting file /conf/server.xml
CBS option files /conf/afc.opt
/conf/cbs.opt
Runtime setting file /conf/cbssvc.ini
Default certificate files /conf/ca.crt
/conf/ssl.crt
/conf/ssl.key
CBS setting files /conf/cbs.json
Redirector configuration files /conf/lfsConfig.xml
CBS Configuration
Description Path

Backup Server setting files

/conf/obs.json

License files

/conf/lic.json

/conf/license.xml

CBS/OBS option files

/conf/cbs.opt

Autoupdate index

/conf/autoUpdate.bdb

Replication configuration files

/conf/rpsSend.xml
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RPS Configuration

Description Path

Replication configuration files [conf/rps.xml
/conf/rpsRecv.xml

[conf/rps-recv.json

RDR Configuration

Description Path
Redirector configuration files [conf/rdr.xml
[conf/rdr.json
License files [conf/rdr-lic.json

/conf/rdr-license.xml

CBS User Profile

Description Path
Users’ profile /conf/users.xml
Others
Description Path
Branding directory [conf/Branding/*.*
User group definition /system/obs/policies/userGroup.xml
Policy group definition /system/obs/policies/policyList.xml

Please note that there are no options to restore the “Others” category, however it will be restored
automatically every time when you need to restore the auto save files.

Steps to restore the Auto Save snapshot

1. Login to AhsayCBS management console, and go to System Settings -> Advanced ->
Auto Save.
2. Turn on the Use Auto Save switch, then click on the Restore button.

Auto Save Logging | File Explorer | Runtime Options

When this feature is enaliled, the systemn will automatically save all the settings in this server to the software vendaor's cloud so that you can restore those
settings in the future when needed.

Use Auto Save I
Use Proxy

Restore
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3. Select the snapshot that you want to restore.

Date
02242017 « | (MMIiddinnyy)

o

02/25/2017 uration (senverxmil)
02272017 sr Configuration
SEEEESE odule Configuration
03/022017 nfiguration
ggjg;::;g;‘; o1 User Profile
4, Select the items that you need to restore. Select all the items if you need to restore the

configuration exactly on that restore point.

Date
02242017 « | (MMIddAnnyy)

& Server configuration (server=ml)
" Backup Server Configuration

" Feplication Module Configuration
" Redirector Configuration

«" Backup Server User Profile

5. Click on the Next button.

6. Select to download the snapshot file or to overwrite the existing configuration.

@ In this example, we have selected the Overwrite existing configuration files
option.

@  Skip to the Manual Restore section below if you want to restore the downloaded

file manually.
7. Click on the Restore button if you want to overwrite the existing configuration.
8. Restart the AhsayCBS service, and the configuration will be overwritten.
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Manual Restore

1. Here is an example of the downloaded configuration file, it is named as dr-YYYY-MM-
DD.zip date format.

2. (Optional) If you need to restore the file manually, you can unzip the 2 folders “conf” and
“policies” into the CBS_HOME\system\recovery. After the restart of the AhsayCBS
service, the configuration will be imported to the AhsayCBS.
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Method 3 - Startup Replication Server as Backup Server

Refer to the following steps to convert your AhsayCBS in replication receiver mode to a backup
server.

NOTE

It is assumed that the first cycle of replication from the sender to the receiver had been completed.

1. Check on the Receiver's Setting by following the steps below, and make note of the
Default Home Directory and Replication Home settings.

» On the AhsayCBS in replication receiver mode, login to the AhsayCBS web
console.

» Confirm on the replication receiver's settings. Under Replication, select
Accepting Data.

» Check on the Default Home Directory setting, as well as the Replication Home
setting.

Default Home Directory

CAProgram FilesWhsayCBSisystemrpsircvshomereceiver

Backup Server User Home Replication Home

CAProgram Fileg\WshsayCBSwser EiReceiver Home

Default Home Directory is where the replication sender's system home, user settings,
and configuration settings are stored (in the app folder).

receiver > =

.:(_—) * T J e tps b orowshome boreceiver b v O Search receiver pe
Marne Date rnodified Type Size
L app 10/25/201612:08...  File folder |

, files 10725206 12:07 ... File folder

Replication Home is the location where users' backup data and logs are stored.

Receiver Home > =

Ii(_—) - 4 4« Yolume 2 (B » Receiver Horme v & Search Receiver Home e
Marne ’ Date rodified Type Size
. 2016-10-25-12-06-58 10/25/201612:07 ... File folder
| usernamme 1072552161223 .. File folder

In the example above, the following settings are used:

» Default Home Directory is set to:
C:\Program Files\AhsayCBS\system\rps\rcvshomel\receiver

» Replication Home is set to:
E:\Receiver Home
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2. Configure the Software License by following the steps below.

» On the AhsayCBS in replication receiver mode, login to the AhsayCBS web
console.

» Under System Settings, select Licenses, then apply the AhsayCBS license (the
license from the AhsayCBS in backup server mode).

This will ensure that there are sufficient Client Software and Add-on Modules
available to the backup users after the switch.

» Press Update, then click .

Ensure that the license information are properly applied by checking the Client
Software and Add-on Modules settings under License Details.

IMPORTANT

Before continuing with the next step, ensure that the license is properly
applied. Failure to do so may result in backup accounts being suspended
and all backup settings being reset.

Also, ensure to shut down the AhsayCBS on the backup server, so that you
are not running two servers with the same AhsayCBS license.

3. Convert the AhsayCBS in Replication Receiver Mode to Backup Server Mode by
following the steps below.

» Shutdown the AhsayCBS service.

Note: For AhsayCBS version 7.9.0.0 or above, shutdown the AhsayCBS and
AhsayCBS NFS services.

» Copy the replicated system config files to the corresponding location.

@  Extract the content of the conf.zip file from the Default Home Directory to
the AhsayCBS installation conf folder.

Extract
%Default Home Directory%\app\conf\conf.zip

to

%AhsayCBS Install Home%\*

Using the example in Step 1, extract content of

C:\Program
Files\AhsayCBS\system\rps\rcvshomel\receiver\app\conf\conf.zip

to

C:\Program Files\AhsayCBS\conf
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k[ = | conf = B
Home Share Wiy
@ w 1« rowshorne boreceiver boapp boconf v O Search conf
Marme Date rodified Type Size
[EN confzip 1075/ 2M612:08...  Cormpressed (mipp.. 1,384 KB
I [ =1 conf
“ Home Share B
@ * T . « Program Files » &hsayCBS » conf v & Search canf
Marme : Date rodified Type Size
| chsjson 10/25/201612:08...  JSOM File 14 ¢
| chsjsond 10/25/201612:08... 1 File 14 ¢
|| chzjson.? 10/25/201612:08... 2 File 13 F
L | chsjson3 10725/ 2016 12:08... 3 File 13 ¢
) L | chsjsond 10/2520812:08...  4File 13 ¢
Titermn
|| chsjsoni 10/25/201612:08...  SFile 13 ¢
|| chajsong 10/25/201612:08...  6File 13 F
| | chs.json? 10/2520812:08... T File 13 ¢
163 iterns

» Copy the replicated system home to the corresponding location by following the
steps below.

@  Copy the replicated system home from the Default Home Directory to the
AhsayCBS system home folder.

Copy
%Default Home Directory%)\app\system\*

to

%AhsayCBS System Home%\*

Using the example in Step 1, copy the content of

C:\Program
Files\AhsayCBS\system\rps\rcvshome\receiver\app\system\*

to

C:\Program Files\AhsayCBS\system
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TR AT system - O
Haorne Shate iy
@ * P % receiver b oapp b systemn v O Search system
Marme . Date modified Type Size
. chs 104257261208 ... File folder
. obs 1042572061220, File folder
re
: N M [~ system
b
Home thare R
@ = T .« ProgramFiles » BhsayCBE » system v & Search systern
Marre : Date modified Type Size
. chs 10/25/2016 5:00 Pk File folder
.. obs 10/25/2016 529 Pk File folder
ordr 10/25/2M811:51 ... File folder
L tps 10/25/201612:07 ... File folder
4 itern
4iterns
NOTE
If you are planning to change the system home location, copy the replicated system
home to the new system home location instead.

» Copy the replicated user home to the corresponding location.

@  Copy the replicated user home from the Replication Home to the
AhsayCBS user home folder.

Copy
%Replication Home%\%username%

to

%AhsayCBS User Home%\*

Important: Do not copy over the folder in YYYY-MM-DD-hh-mm-ss format.
Using the example in Step 1, copy the content of

E:\Receiver Home\*

to

C:\Program Files\AhsayCBS\user
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| [ = Receiver Home = B
Home Share ey
l:(__—:l * 4 o« Wolume 2 (B » Receiver Home AN ] Search Receiver Horme
Marre : Date rmodified Type Size
, 2M6-10-25-12-06-58 10/25/2M612:07 ... File falder
| username 10/25/201612:23 ... File folder
LU | R
- Q M~ Lser
LU
- Home Share i
I:(__—) - 4 .« Program Files b AhsayCBS b ouser v & Search user
Marne : Date modified Type Size
| UsErNarme T0725/2016 320 PR File folder
, usernarel 1025/ 2ME6 &30P File folder
, usernarmel 1025/ 26 631 P File folder
. usernarmed 1025/ 26 631 P File folder
5 item
diterms
NOTE
If you are planning to change the user home location, copy the replicated user home to
the new user home location instead.

» Startup the AhsayCBS service.

Note: For AhsayCBS version 7.9.0.0 or above, startup the AhsayCBS and
AhsayCBS NFS services.

» Login to the AhsayCBS web console, confirm on the settings.

@  Confirm the system settings under the System Settings > Basic and
System Settings > Advanced menus.

Modify the System Home setting under System Settings > Basic if
necessary (e.g. if you had copied the replicated system home to a new
location in the previous step).

@  Confirm the user and policy settings under Backup / Restore > Users,
Groups & Policies menu.

Modify the User Home setting under Backup / Restore > Basic if
necessary (e.g. if you had copied the replicated user home to a new
location in the previous step).

NOTE

For AhsayCBS installation on Linux platforms, the conversion procedure is the same
except all directory paths are in the Linux convention.
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Extract Data from Replication Destination

Getting Started

If you have chosen to recover your replication data using Method 1 - Rebuild AhsayCBS from
Replication, you will have to extract the replication data from the replication destination first. Before
getting started, make sure replication has been performed before you start restoring any
replication data by performing the following checking.

To check replication logs on the Backup Server:

Log in to the AhsayCBS web console, navigate to Monitoring > Replication Logs >
Replication Sending.

E

Replication Logs

Replication Sending  FGEICELTINGENIIN TR T ER R

Wiew all the 10gs of sending job from this server to the corresponding receiver below.

Replication Sent Log

Filter| Type A |View| * Today T

Timestamp Twme Message

1162016 14:21:15  ReplicateStart Start replication (User: a1, Backup Set: MySQL Database 1)

TMEZ01614:21:15 ReplicateStart Startreplication {User: a1, Backup Set: MySGQL Daily)

11162016 14:21:15 Replicaterode  Startreplication in RESYNGC mode (User: a1, Backup Set MySQL Database 1)

TMMERD1E14:21:15 ReplicateMode  Start replication in RESYNC mode (User: a1, Backup Set MySQL Daily)

11620168 14:21:18  CompareDirlnfo - Comparing directory replicationtToDropBox4BiZ1 031 8wserlal\l 465311867 97 8\blocks' with the one attarget destination
1162016 14:21:20 CompareDirinfo - Comparing directary replicationtToDropBox4BIZ1 031 8wsenalll 465203392036 blocks' with the one at target destination
TMME2016 14:21:23  ReplicateFilelnfo  Replicating DishsayCBSiusenalt1 46521186797 8iblocks\201 6-06-06-19-18-500000000.bak'...

1162016 14:21:23  ReplicateFilelnfo Replicating DoshsayCBSUsenan1 465203392036 blocks12016-06-06-16-58-0510M000000.hak'..

162016 14:21:25 ReplicateFilelnfo  Replicating 'DilshsayCBSiusenali1 465203392036 blockst201 6-06-06-16-58-05100000001 . bak'..

11162016 14:21:25 ReplicateFilelnfo Replicating DoshsayCBSUsenalt1 46521186797 8iblocks\2016-06-06-19-18-500W00001 . bak'..

TMB2016 14:21:35 ReplicateFilelnfo  Replicating DoshsayCBSiusenalt! 465203392036\blocks'2018-06-068-16-58-05\00000001_000001 bak'

TMME2016 14:21:35 ReplicateFilelnfo  Replicating ToshsayCBSiusenalil 46521186797 8iblocks\201 6-06-06-19-18-590100001 _000001 hak'..

1162016 14:21:39  ReplicateFilelnfo  Replicating DoshsayCBSUsenan 1465203392036 blocks12016-06-06-16-58-0510M000002.hak'..

TMME2016 14:21:40 ReplicateFilelnfo  Replicating DishsayCBSiusenaltl 46521186797 8iblocks\201 6-06-06-19-18-500000002 bak'..

TIME2016 14:21:40 ReplicateFilelnfo Replicating TAhsayCBEIWSsena 1465203392036 WhI0cks\ 207 6-06-06-16-58-08Vndex-s0.)00. 1001652407161 0.coz'..

TMMEB2016 14:21:41  ReplicateFilelnfa  Replicating TiAhsayCBSusenal 146521186797 8\blocks\201 6-06-06-19-18-5%index-50,j00.100.1552570d700.cgz"..

Viewing option

Use the drop-down filters at the top right corner to filter the desired replication sending logs:

Type Select the desired type of replication log to display

View Select a specified date or range of time of the replication logs
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To check the replication logs on the Replication Server:

Log in to the AhsayCBS web console, navigate to Monitoring > Replication Logs >
Replication Receiving.

Replication Sending [l CEUMT NG Activities Log

View all the logs of receiver on this server below.

Replication Received Log

Filter | steven v || Type v | view]| * This Week v h‘r‘ageE
Timestamp Type Message
20/022017 ListFilesinfo Listing "C:\P
istFilesln isting 'C:\Pregram Fil filesi\' ...
11:03:15 ¢ ¢ T o
20/02/2017
110315 ReceiveFilelnfo Received 'C:\Program Files\AhsayCBS\system\rpsircvshome\stevenifilesisettings\test1487559791992.dummy’ (10, 2017-02-20 11:02)
20/02/2017 N .
10315 DeleteFileinfo  Deleting 'C:\Program Files\AhsayCBS\systemirpsircvshomelstevenifilesisettings\test1 487559791992 dummy ...
20/02/2017
10315 DeleteFileinfo  Deleting 'C:\Program Files\AhsayCBS\systemirpsircvshomelstevenifiles\settings’ ...
20/02/2017 N
t  [Start] Replicati
11:03:21

Viewing option

Use the drop-down filters at the top right corner to filter the desired replication receiving logs:

Receiver Name | Select the receiver name of whom the replication data is from

Type Select the type of replication log to display

View Select a specified date or range of time of the replication logs
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Extract from AhsayCBS Replication Server

1. Follow the steps below to disable the replication service on both the Backup Server and
the Replication Server.

@  To Disable on the Backup Server Side

v. Click on the Sending Data icon under the Replication section on the
AhsayCBS web console of the backup server.

b

Sending Data

vi. Click the q button in the Replicate individual backup sets section to
turn the replication feature off. You will then see the configuration menu as
shown.

Replication

You can replicate this backup server to the cloud, or to a3 Receiver of an AhsayCBS replication server. Configure the replication setting
of the backup server below. All replication destinations, including cloud and AhsayCES Receiver, should be configured in "AhsayCES
Backup Server = Basic » Predefined Destination” first.

Replicate backed up data to another server or predefined cloud storage I

@  To Disable on the Replication Server Side

i.  Click On the replication receiving end, go to Replication > Accepting Data
on the AhsayCBS web console to create a replication user account.

th

Accepting Data

i.  Click on the replication receiver item under the Manage Receiver section
which you wish to turn off.

Receiver

A receiver is used for receiving data from one carresponding AhsayCES hackup server. You need to add a receiver first and
then you can replicate data from an AhsayCBS backup server to such receiver. Manage your receivers below.

Manage Receiver

a
+
|:| Login Hame Bind to IP address Enable Before /7 Compression
| D steven 0.0.0.0:443, 0.0.0.0:80 false Mo true
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iii. Uncheck the Enable Replication checkbox under the Receiver User
Account section.

Edit Receiver

Edit the details of this receiver.

Receiver User Account

Enahle Replication

Login Mame

stewen

Fassword

Alias

Go to the Replication Server web console > Accepting Data > Manage Receiver >
%receiver_name%.

€ AhsayCBS

Receiver

A receiver is used for receiving data from one corresponding AhsayCBS backup server. You need to add a receiver first and then you can replicate data
from an AhsayCBS backup server ta such receiver. Manage your receivers below.

Manage Receiver

Login Name Bind to IP address Enable Before V7 Compression
steven 0.0.0.0:443, 0.0.0.0:80 true No true

Locate the Restore section at the bottom of the page.

Restore

Snapshot

Current

2017-01-06-18-20-52

Click on the Snapshot “Current”, you will see all the replicated users.
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5. Select the user(s) that you want to recover, select all if you want to recover all the users
for the Backup Server.

Restore Path

User

al

az

a3

aaa
achwin
emilytest
mini
mininas

miniwin

6. Enter the path you want to restore the data to (e.g. D:\Restore).
Restore Path
D:\Restore|

7. Click the E button at the bottom right corner to start the restoration.

8. It will then go back to the Edit Receiver page and you will see the restore progress
under the Restore section.

Restore

Restore Path

DiRestoreiRetention_Current

Restaring CAProgram Files\whsayCBElisystemirpsirevshomeistevemappisystemichsinstallers\ROOTcomponent

Stop

9. When you see the Finished restoration !' message, the restore is completed.

Restore

Finished restoration 1l
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10. The data of the selected users and the server configuration are restored to the specified
restore path on the Replication Server.
You will find folder structure as:

@  D:\Restore\Retention_Current\system
(It contains “CBS_HOME\conf’ and “SYSTEM_HOME?”.)

@ D:\Restore\Retention_Current\users
(It contains user folders.)

Marne - Date modified Type
| system 11772017 4:49 P File folder
| USErs 11772017 317 PM File folder

11.  Copy the whole restored folder “D:\Restore” to a free space on your Backup Server first,
e.g. C:\Desktop.

12.  After extracting the replication data, you can follow the instructions in Restore Replication
Data to the Backup Server to restore the replication data to your AhsayCBS backup
server.

-OR-

Refer to the Restore Raw Data Using AhsayOBM / AhsayACB if you wish to recover the
raw data alone without restoring them to AhsayCBS.
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Extract from a Predefined Destination - Cloud storage

In this example, we use Google drive as the cloud storage. Other cloud storage should have

similar capability.

Prerequisite: Google drive is installed

1. Disable the replication on the Backup Server by following the steps below.

i. Click on the Sending Data icon under the Replication section on the AhsayCBS
web console of the backup server.

i1y

Sending Data

ii. Click the q button in the Replicate individual backup sets section to turn the
replication feature off. You will then see the configuration menu as shown.

2. Go to your Google drive folder or login to the Google drive web interface to access to

your storage.

3. You will be able to find the following path such as Google drive > Ahsay > replication.
(‘replication’ is the replication profile name)

Google drive file explorer

m| Ji <« Ahsay » replicationtToDropBoxdBiZ.. »

- |4, | | Search replicationtToDropBoxdBiz... 0O |

[
=l Recent Places

= Libraries
@ Documents
Jl Music
[ Pictures
B videos

e,

‘ 3 items
d

I

Organize = Include in library = Share with = Burn Mew folder =~ [ @
<¥ Favorites MName Date modified Type
Bl Desktop . conf 11/16/2016 2:23 PM  File folder
4 Downloads . system 11/16/2016 2:27 PM  File folder
& Google Drive 4 user 11/16/2016 2:23 PM  File folder
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Google drive web interface

Go g|e Drive Search Drive
“ My Drive > Ahsay > replicationtToDropBox4BiZ10318 ~
» Py Crrive Foldars

*e
-

®

<+
*
[ ]

Shared with me
conf

system user

Recent
Google Photos
Starred

Trash

You will see the following 3 folders.

© conf
© system
© user

You may download all the 3 folders to your local drive if you need to restore all the files.
Select the folder to download according to your requirement.

NOTE

The conf and system folders are AhsayCBS configuration or system related files. The user
folder contains the replicated user folders.

www.ahsay.com

After extracting the replication data, you can follow the instructions in Restore Replication
Data to the Backup Server to restore the replication data to your AhsayCBS backup
server.

-OR-

Refer to the Restore Raw Data Using AhsayOBM / AhsayACB if you wish to recover the
raw data alone without restoring them to AhsayCBS.
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Extract from the FTP/SFTP

In this example, we use SFTP server as an example, the restore method is basically the same for
FTP and SFTP.

Assumption: The WinSCP is installed on the system. Other FTP tools can be used.
1. Disable the replication on the Backup Server by following the steps below.

i. Click on the Sending Data icon under the Replication section on the AhsayCBS
web console of the backup server.

i1y

Sending Data

ii. Click the q button in the Replicate individual backup sets section to turn the
replication feature off. You will then see the configuration menu as shown.

2. Login to the WinSCP and locate the replication folder. If the FTP/SFTP server is on your
LAN, you may map the drive on your FTP/SFTP server.

3. You will be able to find the following path such as /sftp_root/Ahsay/replication.
(‘replication’ is the replication profile name)

WinSCP

Mapped the SFTP share folder
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You will see the following 3 folders.

© conf
© system
© user

You may download all the 3 folders to your local drive if you need to restore all the files.
Select the folder to download according to your requirement.

NOTE

The conf and system folders are AhsayCBS configuration or system related files. The user
folder contains the replicated user folders.
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After extracting the replication data, you can follow the instructions in Restore Replication
Data to the Backup Server to restore the replication data to your AhsayCBS backup
server.

-OR-

Refer to the Restore Raw Data Using AhsayOBM / AhsayACB if you wish to recover the
raw data alone without restoring them to AhsayCBS.
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Extract from the Local/Mapped Drive/Removable Drive

In this example, we use local drive as an example, the restore method is basically the same for
mapped drive and removable drive.

1. Disable the replication on the Backup Server by following the steps below.

i. Click on the Sending Data icon under the Replication section on the AhsayCBS
web console of the backup server.

b

Sending Data

. Click the q button in the Replicate individual backup sets section to turn the
replication feature off. You will then see the configuration menu as shown.

2. Open your replication home folder e.g.: E:\rpshomelreplication (‘replication’ is the
replication profile name).

3. You will see the following 3 folders.
© conf
© system
O user
4. You may copy all the 3 folders if you need to restore all the files on your AhsayCBS.

Select the folder to download according to your requirement.

NOTE

The conf and system folders are AhsayCBS configuration or system related files. The user
folder contains the replicated user folders.

5. After extracting the replication data, you can follow the instructions in Restore Replication
Data to the Backup Server to restore the replication data to your AhsayCBS backup
server.

-OR-

Refer to the Restore Raw Data Using AhsayOBM / AhsayACB if you wish to recover the
raw data alone without restoring them to AhsayCBS.
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Extract from v6 Replication

This section provides steps on restoring replication data in v6 format to a v6 version backup
server.

IMPORTANT

Please be reminded that the steps in this section apply only if you are restoring the
replication data in v6 data format back to a backup server in v6 version.

If the backup server has been upgraded to v7, the replication data in v6 data format cannot
be restored in the upgraded backup server due to the fundamental differences of the
system structure and data format between v6 and v7. If you have upgraded your backup
server to v7, you will have to configure the replication receiver again and make sure to
select the Backup Server Version as 7 during the receiver creation process. Refer to the
Create a Replication User Account section for further details on the configuration.

1. Disable the replication on the Backup Server by following the steps below.

i. Click on the Sending Data icon under the Replication section on the AhsayCBS
web console of the backup server.

b

Sending Data

. Click the q button in the Replicate individual backup sets section to turn the
replication feature off. You will then see the configuration menu as shown.

2. Go to the Replication Server web console, then navigate to Replication > Accepting
Data > Manage Receiver > %receiver_name%.

3. Locate the Restore section at the bottom of the page.
Traffic Limit Setting
&
Name From To Maximum Transfer
Restore
Finished restoration ||
Shapshot
Current
2016-10-20-18-05-31
v X ?
4, Click on the Snapshot “Current”, you will see all the replicated users.
5. Select the user(s) that you want to recover, select all if you want to recover all the users
for the Backup Server.
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6. Enter the path you want to restore the data to (e.g. F:\v6rps).

7. Click the [Restore] button to start.

3. It will then go back to the “Edit Receiver” page and you will see the restore progress
under the “Restore” section.

9. Once you see the "Finished restoration !!" message, the restore is completed.

10. The data of the selected users and the server configuration are restored to the restore
path on Replication Server.
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11.  You will find folder structure as:

NOTE

The folder F:\v6rps\Retention_Current\ contains all the restore materials for your v6 OBS. Under
the folder, F:\v6rps\Retention_Current\system, you can see the folder “C%3A” which indicate the
drive letter of the installation, %3A is the URL encoding for the colon character which means
“C:".

Here is a summary of the restored folders under the path
“F:\v6rps\Retention_Current\system\C%3A\Program Files\AhsayOBS and AhsayRPS”:

Folder name Description
bin It contains startup scripts.
conf OBS server configuration files.
java Bundled Java for the OBS.
system System configuration and policy settings.
tomcat Bundled Tomcat for the OBS.
webapps OBS and RPS application folders, OBC installer files etc.
work Cache folder.

12.  Copy the whole restored folder “F:\v6rps” to your OBS machine.
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13.  Locate the OBS installation directory in the OBS machine, conf folder, system folder and
user folder.

In this case, all the 3 folders are located in the same directory. If you have changed the
OBS system home or user home folder, you can check this information in your OBS
Management Console > Manage System > Server Configuration page.

14.  After extracting the replication data, you can follow the instructions in Restore Replication
Data to the Backup Server to restore the replication data to your AhsayCBS backup
server.

-OR-

Refer to the Restore Raw Data Using AhsayOBM / AhsayACB if you wish to recover the
raw data alone without restoring them to AhsayCBS.
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Extract Snapshot from Retention Area

A snapshot of the replicated data is taken and stored in the retention area for a certain period of
time of your configuration. This gives you an extra layer of protection in case you need to retrieve
the old replication data. For details of the retention policy setting, refer to the Retention Setting
under the Create a Replication User Account section.

Follow the instructions below to recover replication data from the retention area.

1. Go to the Replication Server web console > Accepting Data > Manage Receiver >
%receiver_name%.

€ AhsayCBS

Receiver

A receiver is used for receiving data from one corresponding AhsayCBS backup server. You need to add a receiver first and then you
from an AhsayCBS backup server to such receiver. Manage your receivers below.

Manage Receiver

+ i
Login Name Bind to IP address Enable Before V7 Compression
steven 0.0.0.0:443, 0.0.0.0:80 true No true

2. Locate the Restore section at the bottom of the page and you will see the snapshots that
have been captured for your replication data.
Restore
Snapshot
Current

2017-02-24-00-00-11

2017-02-20-11-03-15

3. The past snapshots are named in date and time when it was captured. Click on the
desired snapshot you wish to extract the replication data from.
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4. Select the user(s) that you want to recover, select all if you want to recover all the users
for the Backup Server.

Restore Path

User

al

az

a3

aaa

achwin
emilytest
mini
mininas
miniwin
5. Enter the path you want to restore the data in the retention area (e.g. E:\Retention).
Restore Path
El\Retention
NOTE

Do not restore the retention data to the same folder where you normally store the extracted
replication data so as to avoid any possible confusion.

6. Click the E button at the bottom right corner to start the restoration.

7. It will then go back to the Edit Receiver page and you will see the restore progress
under the Restore section.

Restore

Restore Path
E\Retention'\Retention_2017-02-24-00-00-11

Restoring C:\Program Files\AhsayCBS\systemirpsircvshome'steven\app'systemichs\Messagelog
Stop

8. When you see the Finished restoration ! message, the restore is completed.
Restore

Finished restoration !l

9. The data of the selected users and the server configuration are restored to the specified
restore path on the Replication Server.
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10.

1.

www.ahsay.com

You will find folder structure as:

@  E:\Retention\Retention_YYYY-MM-DD-HH-MM-SS\system
(It contains “CBS_HOME\conf’ and “SYSTEM_HOME”.)

@  E:\Retention\Retention_YYYY-MM-DD-HH-MM-SS\users
(It contains user folders.)

Marne Date modified Type
| system 11772017 4:49 P File folder
| USErs 11772017 517 PM File folder

Copy the whole restored folder “E:\Retention” to a free space on your Backup Server
first, e.g. C:\Desktop.

After extracting the replication data, you can follow the instructions in Restore Replication
Data to the Backup Server to restore the replication data to your AhsayCBS backup
server.

-OR-

Refer to the Restore Raw Data Using AhsayOBM / AhsayACB if you wish to recover the
raw data alone without restoring them to the backup server.
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Restore Replication Data

Restore Replication Data to the Backup Server

IMPORTANT

Make sure you have extracted the replication data from the replication destination before you
start with the restore. Refer to the instructions in the Extract Data from the Replication
Destination for details.

Follow the instructions below to restore replication data to your AhsayCBS backup server.

1. Stop the AhsayCBS service on the Backup Server by going to the Services console,
click on Ahsay Cloud Backup Suite then click the Stop button on the left.

Services

Help
= HEE > e ow

" Services (Local)
Ahsay Cloud Backup Suite Name

Description Status

Running

Stop the service Manager Services Continuous...  Running

Restart the service

Lo bpp Readiness Gets apps re.,
Lo Ppplication Experience Processes a..
2. If you want to recover the user data, copy the %user_name% folder from the

"%Restored_folder%\Retention_Current\users" folder, then paste it to the User Home
folder located in “AAhsayCBS\user\’on your backup server machine.

(€ (3) = 1| L » ThisPC » Local Disk (C) » Program Files » AhsayCBS »

v Favorites Marme - Date rmodified Type
B Desktop . hin A0 T 505 PRA File falder
& Downloads . build LT 223 Ak File falder
£l Recent places . conf 2225735 PM File falder
. download 2477207 5:05 PRA File folder
(M This PC . font 2772017 5:05 PR File folder
m Desktop . icons 27772017 5:05 PhA File folder
| Documents L java 7207 5:06 P File folder
& Downloads L lib 7207 5:05 P File folder
W Music L licenses /772017 5:05 PM File falder
=| Pictures . logs 2722727 00 AN File folder
& Videos . migration 2372017 dedi PRA File falder
fj- Local Disk {23 . nfs 2T 506 P File folder
5 testcases (4419216822 L osystem 222N T 225 Ak File falder
L termp 2222017 6:00 4K File folder
ih etnmark . termsofuse AT 5:05 PRA File folder
18 tsclient . tomcat 247207 5:04 PhA File folder
18 i1 2R2H-6-09 | user 2/2/2007 D28 AM File falder
18 i1 2R2K-6-91 . util 272017 442 PR File folder
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3.

"%Restored_folder%\Retention_Current\system\conf\conf.zip", then unzip the file

b Local Disk (C:) » Program Files » AhsayCBS » user »

Marme

. backup user 1
. backup user 2

. backup user 3

F

Date modified

2205 2MT 428 PM
2532017 2:35 P
2F2252M 7T A0 P

Type

File falder
File folder
File falder

If you want to recover the server configuration, extract the

and replace all the unzipped files with those located on “\AhsayCBS\conf\”.

www.ahsay.com

This PC » Local Disk (C:) » Program Files » ShsayCES e

F

autoDiscovery.xml

&)

27202017 11:08 Ak

Marre Date modified Type
.. hin 2FTF2MT 205 P File folder
J build 24207 223 A File folder
. conf 222207 5:43 P File falder
. download 25T 505 PRA File falder
. font 2777207 205 P File folder
© - 1~| v ThisPC » Lacal Disk (G » Program Files » BhsayCBS » conf
Jr Favorites Marne - Date modified Type
B Desktop .. Backup 27222M7T e00AM  File folder
& Downloads =] ach-configaxml 22072M71108 AN XML Document
£l Recent places afc.opt 22072M7 1108 A0 OPT File

ML Document

18 This PC | autoUpdate bdb 202072M711:08 AN BDE File

iz Desktop El caert 22072071108 AN Security Certificate
_| Docurments || Catalina 2202071108 A File
& Downloads || catalina.policy 2202071108 Ak POLICY File
W' Music || catalina.properties 2202071108 Ak PROPERTIES File
=| Pictures || chsjson 2T e00 AN JS0M File
& Videos || chsjson. 2212007 201 AbA 1 File

E Local Disk {C:) || chsjson.2 2202071108 A0 2 File

- 4
.“/
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4. If you want to recover the system home, copy the content of the
"%Restored_folder%\Retention_Current\system\system" folder in the restored folder,
then paste it in the system folder located in “AhsayCBS\system\”on your backup
service machine.

’(—) - 1~| . » ThisPC » Local Disk (C) » Program Files » A&hsayCES

¢ Favorites Marne - Date rodified Type
B Desktop . bin 2FEFT 50h P File falder
4 Downloads . build 20272017 223 A File folder
£l Recent places . conf 2F22720T 5:51 P File folder
. download 20T 505 P File falder
1% This PC . font 2FF01T 505 P File falder
m Desktop . icons 25772017 5:05 PR File folder
| Documents L java 2ETF0TT 506 P File falder
& Downloads L lib 25742017 5:05 PR File folder
o Music . licenses 2ETF0TT 505 P File falder
=| Pictures . logs 202227 6:00AM  File folder
& Videos . rrigration 232017 446 PM File folder
i Local Disk (C2) . nfs 2072017 5:06 P File folder
L testcazes (N 192.168.22 | . systern 2272017 %25 & File folder
L temp 2F2272MT 600 Ak File folder

b Local Disk () » Program Files » ShsayCES » spstern b

Marme Date rmodified Type
| chs 20352017 600 AR File falder
| ohs AFEAFA0T B39 P File falder
ordr P33T 925 AR File falder
L rps 2A72MT 15 PM O File folder
5. Restart the AhsayCBS service on the Backup Server by going to the Services console,

click on Ahsay Cloud Backup Suite then click the Start button on the left.

Services

Help
= HmE » o0

" Services (Local)

Ahsay Cloud Backup Suite Marne Description Status
o] loud Back !
Start the service L5 Ahsay Online Backup Manager Services Continuous.,  Running
Lo App Readiness Gets apps re..
Lo Application Experience Processes a.
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Restore Raw Data Using AhsayOBM / AhsayACB

Besides restoring the replication data back to the backup server, you can also restore the raw data
alone using either of the client backup agent (AhsayOBM / AhsayACB).

Make sure you have extracted the replication data from the replication destination before you start
with the restore. Refer to the instructions in the Extract Data from the Replication Destination.
Once you have extracted the replication data, follow the steps below to restore the raw data.

AhsayOBM is used in the following instructions for decrypting the data. The procedures work
basically the same for AhsayACB.

1. Log into the AhsayOBM client backup agent, then navigate to the Utilities icon on the main
interface, then go to the Decrypt Backup Data section.

Utilities

Data Integrity Check

Space Freeing Up

Delete Backup Data

Utilities

Decrypt Backup Data

2. Click Browse to locate the backup set you wish to decrypt replication data you have extracted,
then navigate to the [%backup set ID%/blocks] level of the backup set you wish to restore

data from.

Utilities Decrypt Backup Data

Please enter the path to the [<backup set ID=/blocks] folder which contains the
Data Integrity Check backup files that you want to decrypt.

Browse

Space Freeing Up

Temporary directory for storing restore files
Delete BaCkUp Data CUsers\steven.tse\.obmitemp Browse
Decrypt Backup Data Decrypt

@ Change path to decrypt
Lookin: | 1487829651429 > EcfE-
e cettings
e . 9

Recent Items
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3. Click Decrypt to proceed.

U’EI|I’E|€S Decrypt Backup Data
Please enter the path to the [<backup set ID=/blocks] folder which contains the
Data |ntegr‘ty CheCk backup files that you want to decrypt.

C\Users\steven.tse\Desktop\1487829651429-20170223T061107Z-001v Browse

Space Freeing Up

Temporary directory for storing restore files

Delete Backu p Data C\Users\steven.tse\.obm\temp Browse

Decrypt Backup Data Decrypt

4. Select the file(s)/folder(s) you wish to restore from the selected source, then click Next to
proceed.

Select Your Files To Be Restored

Select what to restore

Choose from files as of job w || 23/02/2017 w || Latest w

Show filter
Folders Name: Size Date modified
=1 E decrypt_destination [[J | Backup Process Overview
ERmF-Ne)
E||:| L Users
=& steven.tse

BD Bl Desktop
- Backup |

[ %] Documents
D o Music
D =| Pictures
-] @ Videos

5. Select to restore to the Original location or an alternate location of your choice. Click Restore
to start the decryption process when you have done with the settings.

Choose Where The Files To Be Restored

Restore files to
@) Original location

Alternate location

Show advanced option
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8 Configuring Redirector

As your business keeps growing, the capacity of an AhsayCBS machine may reach its physical limit
such as the I/O, disk space, etc. In that case, you may consider adding a machine to solve the
problem.

A common practice for server administrator will name their server in the following way when a new
server is added for backup service, for example:

serverl.mybackup.com
server2.mybackup.com
server3.mybackup.com

With mybackup.com being the domain name of the backup service in the above example. This is
only a solution to resolve physical limit of a server but is not flexible to apply into a high scalable
backup system. This is because if a user has hosted in, for example, serverl.mybackup.com and
later on wants to add more backup quota, however, only server2.mybackup.com has enough
storage for expansion. In that case, you will need to migrate the user to server2 and your backup
users will need to change the backup server URL from serverl to server2 in the login screen of the
client interface to get access to the new server.

A high scalable backup system should make this kind of transition seamless to users, for example,
you can set up a domain hame www.mybackup.com for your client to connect which is able to
redirect users to the correct backup server to backup. Our Redirector is exactly designed to work for
this solution.

By setting up a Redirector Server:

1. All new clients can use the backup URL e.g.: www.mybackup.com when they set up the
backup client interface.

2. Administrator can add backup machines to the Redirector as the number of user grows.

Redirector Server Group
Redirector URL: www.mybackup.com

.o

{Redirector and Ahsa
backup server roles)

B
ARRRRRRARANRRRND
Server / VM
Backup server URL:
serverl.mybackup.com

IP: 192.168.6.101

- o
L] | L] L
T1RNnRnnnENn ilinnnnnnnnn ilnnnnnnnn
Server/ VIV Server /[ YM Server [/ YM
(backup server role) (backup server role) (backup server role)
Backup server URL: Backup server URL: Backup server URL:
server2.mybackup.com serverd.mybackup.com serverd.mybackup.com

IP:192.168.6.102 IP: 192.168.6.103 IP: 192.168.6.104
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The dotted area shows the redirector server group.

serverl.mybackup.com
server2.mybackup.com
server3.mybackup.com

As the CPU utilization for a Redirector Server is low, you can dedicate one of the AhsayCBS as the
redirector host. In the above example, serverl.mybackup.com also serves as a redirector host. The
domain name www.mybackup.com is also pointed to this server.

Administrator will require setting up the following in the DNS, for example:

Name Type Value
www.mybackup.com. CNAME serverl.mybackup.com.
serverl.mybackup.com. A record 192.168.6.101
server2.mybackup.com. A record 192.168.6.102
server3.mybackup.com. A record 192.168.6.103
server4d.mybackup.com. A record 192.168.6.104

Notes:

1. The IP address of serverl to server4 are ranged from 192.168.6.101 to 192.168.6.104.
2. The Redirector Server is hosted on the serverl.mybackup.com machine.

In the following chapters, we shall guide you to set up a Redirector host, and how to join your
existing servers to this Redirector host.

Limitation

1. Existing users can continue to back up to their existing server, for example,
server2.mybackup.com in the above example. However if they want to use the redirector
feature, they are required to change the connecting host name to e.g.:
www.mybackup.com . The redirector setup can only benefit new users as you will
distribute the URL, i.e. www.mybackup.com to new users, you may not want to bother
the existing users on applying the settings immediately.

2. Administrators need to ensure the same user name (case sensitive) has not been used
within the backup servers in the same redirector group. This limitation includes all the
users created by the resellers.

License information

The pricing unit of AhsayCBS Redirection Server module is per device to be redirected.

For meter key inquiries please contact the Sales team at Ahsay by email at sales-kb@ahsay.com
or call our International Sales Hotline +852 3580 8091.
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Hosting a Redirector

First of all, you need to assign an AhsayCBS to be set up as a Redirector role. In our example,
serverl.mybackup.com also serves as a redirector host. The domain name www.mybackup.com is
also pointed to this server.

In the following steps, we will set up the connection channel between the redirector host and the
backup servers. In the AhsayCBS of serverl, you need to register your Backup Server(s) with the
Redirector in AhsayCBS management console under Redirection -> Hosting a Redirector.

C ) AhsayCBS

Server Configuration

Configure the server settings for this redirectar.

Manage Target Backup Server

O | Enabled Login Name Hostname Enable SSL SSL Port Enable Hitp Hitp Port
O true system server!.mybackup.cam true 443 falze 1]
O true system serer? mybackup com true 443 false 1]
O true system serverd.mybackup.cam true 443 falze 1]
Enable Free Trial Settings q

| serverl myhackup.com W

1. Add a Backup Server in the Redirector by clicking the Create button, then entering the
login credentials and host name, and the ports of that Backup Server.

2. Repeat the above steps until all the Backup Servers in your environment are registered
with the AhsayCBS with the Redirector role.

Option: You can dedicate one of the AhsayCBS (Backup Server) to host free trial users, by
enabling this feature and assign one of your Backup Servers in the list.
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Joining Redirector

In the following steps, we will set up the connection channel between the redirector host and the
backup servers.

Limitation:

Administrators need to ensure the same user name (case sensitive) has not been used within the

backup servers in the same redirector group, this limitation includes all the users created by the
resellers.

To join your Backup Servers to a Redirector, please enter your AhsayCBS management console
under Redirection -> Joining Redirectors.

Note: Even your redirector is hosted in serverl, you still need to perform the following setup.

High Scalability
“ou are able to build a highly scalable backup system by enabling the High Scalability feature below. Wyith the feature enabled, you are able
to use multiole backup servers with a single URL. All your backup client software will be connected to Ahsay Redirector with that URL first, and
then the Redirectar will direct the users to the appropriate backup servers.
Enable high scalability feature q
Pratocal
Hostnarme
whani frivbackup.com Port 443
Login Marne
sy stem
Paszsword
Use Proxy
Test
X ?
1. Turn on the Enable high scalability feature button.
2. Enter the protocol, host name, and port number of the Redirector machine.
3. Enter the login credentials to the Redirector machine.
4, Repeat the above steps on all other backup server that needs to join the redirector
server.
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Advanced Setup
Setup Wild Card Certificate

In the Redirector with a number of Backup Servers setup scenario, you need to apply a wild card
certificate for all your AhsayCBS servers. When you add a new backup server or Redirector into
the redirector server group, you need to apply the wild card certificate to the new server. This is
cost efficient and do not require to purchase a new certificate for a new server.

Setup Replication in Redirector Server Group

Since the user profile and local user data are hosted on individual Backup Servers, if you need to
setup replication in this environment, you need to setup a dedicated replication profile for each
Backup Server. In our example, 4 dedicated replication profiles are required to setup.

Note: The replication can be replicated to another replication server or predefined storage.

For more information about the replication setup, please refer to the CONFIGURING
REPLICATION section for details.

Multiple Redirector Setup

The following is an example on setting up a multiple redirector server group. The main reason is to
maintain a high availability redirector.

Assumption and requirement:

In this example, we assumed that you are using a DNS round robin setup, when there is a request
from the Internet, e.g.: www.mybackup.com , it will be able to redirect either to the first redirector
(e.g.: serverl.mybackup.com) or second redirector (e.g.: server2.mybackup.com).

For each Redirector Server, it is required to have its own redirector license key. If you setup 2
Redirector Servers, you will need 2 times of your redirector licenses.
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Administrator will require setting up the following in the DNS, for example:

Name | Type Value
www.mybackup.com. A record 192.168.6.101
www.mybackup.com. A record 192.168.6.102
serverl.mybackup.com. A record 192.168.6.101
server2.mybackup.com. A record 192.168.6.102
server3.mybackup.com. A record 192.168.6.103
server4d.mybackup.com. A record 192.168.6.104

Notes:
1. The round robin setting is required to redirect the traffic to either serverl.mybackup.com

(192.168.6.101) or server2.mybackup.com (192.168.6.102).
2. The IP address of serverl to server4 are ranged from 192.168.6.101 to 192.168.6.104.

3. The Redirector Servers are hosted on the serverl.mybackup.com and
server2.mybackup.com machine.

When you configure the redirector hosting on the first redirector, which we have described in the
Hosting a Redirector section, same configuration is required to apply on the second redirector.
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Example:

Server Configuration

Configure the server settings for this redirectar.

Manage Target Backup Server

O Enabled Login Name Hostname Enable SSL SSL Port Enable Hitp Http Port
O e systern server! mybackup.cam frue 443 false ]
O true systemn server.mybackup.com true 443 false a
O true systermn semverd.mybackup.com true 443 false a
Enable Free Trial Settings q

| serverl mybackup.com %

server! .mybackup.com
B ckup.com
serverd.mybackup.com

On other backup servers, you need to join the redirector.

Example:

High Scalability

You are able to build a highly scalable backup system by enabling the High Scalability feature below. With the feature enabled, you are able
to use multiple backup servers with a single URL. All your backup client software will be connected to Ahszy Redirector with that URL first, and
then the Redirector will direct the users to the appropriate backup servers

Enable high scalability feature q

Protocol

Hostname

whani Mybackup. com Port 443

Login Marme

system

Password

Usze Proxy

Test
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9 Monitoring Activities

Set up a Read-only Admin Account for Operators

For daily monitoring on the AhsayCBS management console, you can assign your staff/operators
with a read-only admin role account. This read-only admin role system account shares similar
accessibility as its creator, except it has read-only permission. This feature is designed to help you
with monitoring on the backup and restore jobs, Live Activities on the AhsayCBS server,
Administration logs and Reporting etc.

Follow the

1.

steps below to create a system user with read-only admin role:

Click on the Basic icon under the System Settings section on the CBS main page.

2.

www.ahsay.com

Navigate to the Administrative Access tab, then click on the ® button under Manage
System User to create a new system user.

(<

m m Predefined Destinations Administrative Access

Manage all system user accounts that are able to access the web console of this server.

Manage System User

@0 s

O |Name Type Owner
O c2 Sub Admin -
D ro_admin Read-only Admin -
steven Admin -
O
O system Admin
D yuk Sub Admin -
-,
X ?
315




3. Fill in the details of the system user profile on the page as shown below. Make sure you
have selected Read-only Admin under the Type field.

Add new system user

Profile

Name

username

Password

Type

Read-only Admin v

+ Email me Consclidated Report

4, Click the button then the button at the bottom of the page to confirm. The
system user with read-only admin role has been added.
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Dashboard

Dashboard

The dashboard is a one-stop overview providing important information that the system administrator
should have attention to, for example, system errors/warnings, the system health conditions and
real-time activities of the system. With this information, system administrator can quickly identify the
potential issues that might pose thread to the CBS system and therefore can react accordingly to fix
the issues. Below is a summary of the information that the dashboard section provides.

To Dos

It contains system announcement, errors and warning such as “Missed Backups”, “Failed
Backups”, “System Errors”, “Replication Errors”, “API Errors” and “Email Errors”.
Administrator or operators can base on these messages to take corresponding actions.

BS

To Dos Overview Live Threads

Errors and Warnings

Yesterday v
d ) 19 ® ") s
Missed Backups Failed Backups System Errors Replication Errors API Errors Email Errors

16 2 63 0 0 0

View| * 25 Rows/Page ¥

Login Name Owner Backup Set Destination Job Status

@ nas - DR @ ces 2016-12-07-17-00-00 Missed Backup
(@) miniwin - [E] rie macwe (3 ces 2016-12-07-13-00-00 Missed Backup
@ acbwin - [E] e Backur (3 cBs 2016-12-07-13-00-00 Missed Backup
(@ stevens - u Hyper V Testing 05 B Locak 2016-12-07-12-08-00 Missed Backup
@n - B mysat patabase (3 cBs 2016-12-07-12-07-00 Missed Backup

L x
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Viewing options

Selectable Logs Period

You can select to display the log entries of the errors and warnings from a period of time
you selected. Click the drop-down menu on the right under the Errors and Warnings
section to select the desired period of time.

Ll Overview | cPu Live Threads
Errors and Warnings
Today
Yesterday
This Week
* 7 * v Last Week
= Lo D ()0 % This Month
37 3 42 0 0 Last Month
Last 7 Days
| | Last 14 Days
view | * 45 Last 30 Days
- Last 60 Days
Custom
Login Name Owner Backup Set Destination Job Stati
@ stevend - MS SQL Server Backup Set Name @ CBS 2016-12-07-23-00-00 Missed Backup

Besides selecting Today and Yesterday from the above mentioned drop-down menu, you
will see a chart illustrating the number of errors for different types of errors/warning within
the selected period of time.

In the chart below, for example, the vertical axis denotes the number of errors/warnings
while the horizontal axis denotes the date. The lines on the chart in different colors
correspond to the different types of errors/warnings as shown in the number counter below
the chart in their respective colors.

Errors and Warnings
70
-
60 » -
50
.
40
0
20
- - ——
. . - —_
10 ————
o LE 2 2 =
4-Dec 5-Dec 6-Dec 7-Dec 8-Dec
a Jo 1o @ ") )
Missed Backups Failed Backups System Errors Replication Errors AFI Errors Email Errors
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Selectable Number of Row per Page

You can also select the number of rows (i.e. the number of entries) to display on each page.
Click on the drop-down menu as shown in the screen shot below to select the desired
setting.

€ AhsayCBS

d Jo 19 @ 1) )
70 8 233 0 0 0
View| * 25 Rows/Page ¥ | Page

* 25 Rows/Page

Legin Name Owner | Backup Set Destination Job * 50 Rows/Page
" 100 Rows/Page r

(@) stevens - MS SQL Server Backup Set Name (9 cas 2016-12-97-23-( * 200 Rows/Page ckup
* 500 Rows/Page

®a - MySQL Daily (9 cas 2016-12-§7-22- Y ckup

Missed Backups

)

Missed Backups

1327

This page shows all details on all missed backups from all backup users using this CBS server.
Missed backup refers to backup jobs that were failed to perform according to the set backup
schedules. Any backup jobs failed to perform backup 6 hours after the scheduled backup time is
considered as missed backup.

T

-

Toos [N I
View | * 25 Rows/Page ¥ ‘Page| 1 v |
Login Name Owner Backup Set Destination Job Status
@ steven3 - MS SQL Server Backup Set Name @ CBS 2016-12-07-23-00-00 Missed Backup
@ al - MySQL Daily @ CBS 2016-12-07-22-00-00 Missed Backup
@ aaa - m b1 2016-12-07-20-00-00 Missed Backup
Login Name Login name of the backup user
Owner Ownership of the backup account
Backup Set Name of the backup set that has missed the scheduled backup
Destination Backup destination of the missed backup
Job Date and time when the backup job was classified as a missed backup
Status Status of the missed backup job
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Failed Backups
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Failed Backups

126

This page shows all details on all failed backups from all backup users using this CBS server.
Failed backup refers to backup jobs that are not performed successfully. The backup failure
could be caused by various reasons, such as storage capacity on the backup destination,
Internet connection between the client backup agent and the CBS server/backup destination,
user interruption during backup, etc.

Login Name Owner Backup Set Destination Job Status
@ ron - m default-backup-set-name-ronnie G CBS 2016-12-07-20-00-00 Error
® mini - m File Backup (= ces 2016-12-07-20-00-00 Wam
(@ ron - E default-backup-set-name-ronnie G CBS 2016-12-06-20-00-00 Error

Login Name Login name of the backup user

Owner Ownership of the backup account

Backup Set Name of the backup set that failed to back up

Destination Backup destination of the failed backup

Job Date and time when the backup job failed to back up

Status Status of the failed backup job
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System Errors
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System Errors

5102

This page shows all details of system errors related to backup/restore for this CBS server.
System errors include, for example, fail login attempt, login authentication failed, etc.

Timestamp | Login Name Ownher | Message
12/08/2016
steven - Failed login attempt from IP address 192.168.7.105
17:02:19
12/08/2016
steven - Failed login attempt from IP address 192.168.7.105
16:52:16
12/08/2016
steven - Failed login attempt from IP address 192.168.7.105
16:42:13
Timestamp Date and time when the system error recorded
Login Name Name of backup user in relation to the system error
Owner Ownership of the backup account
Message Message showing the system errors in details

Replication Errors

@

Replication Errors

460

This page shows all details of replication error for this CBS server.

Timestamp
12/08/2016
16:33:38

12/08/2016
16:33:38

12/08/2016
16:33:32

12/08/2016
16:33:32

View | * 25 Rows/Page v |Page |1 |

Message
Error replaying '1457 10587 8860\files\2016-06-14-23-30-00\ ion.xml.187.158d6598cac g2’ to target destination
Failed to replicate 'E:\ahsay01\Telco_PC\1457105878860\Snapshots\1481152470048.313". Error=[LocalDiskiManager.getOutputStream] Fail to open

"Kreplicate/Ahsay_nortecfuser/Telco_PC/1457105878860/iles/2016-06-14-23-30-00/retention.xml. 187 .158d6598cac.gz'. Error="Fail to set file attributes:
Kreplicate/Ahsay_nortecluser/Telco_PC/1457105878860/files/2016-06-14-23-30-00/retention xml. 187.158d6598¢ac.g2'

Error replaying '1464621030883Viles\2016-07-01-20-00-00\retention. xml.187.158d5840493.92 to target destination

Failed to replicate ‘E:\ahsay01\Eidem_DCO1_NY\1464621030883\Snapshots\1481137128205.107". Error=[LocalDiskManager.getOutputStream] Fail to open
Xreplicate/Ahsay_nortecfuser/Eidem_DCO1_NY/1464621030883/files/2016-07-01-20-00-00/retention.xml.187.158d5840493.gz'. Error="Fail to set file attributes:
Xireplicate/Ahsay_nortec/user/Eidem_DCO1_NY/1464621030883/files/2016-07-01-20-00-00/retention.xml. 187.158d5840483.92'

Timestamp Date and time when the replication error recorded

Message Message showing the replication errors in details
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API Errors
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APl Errors
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This page shows all details of API errors for this CBS server.

Timestamp | Login Name | Owner

11724/2018

mwon -
17:21:39 o

Message

[Api[[RunDirectjcom. ahsay.obs core.dbs ¢ Incorrect backup usemame/password at com ahsay.bs api ApiStructsAction.checkBkpUserPwd(Unknown Source) at com ahsay.obs.api ApiStructsAction. checkBhp!
at com ahsay.obs apijson JSONA execute(Unknown Source) at org apache struts.chain.commands serviet ExecuteAction.execute(ExecuteAction java5e) at

org.apache.struts.chain. commands AbstractExe cuteAction.execute(AbstractExecuteAction javaiB7) at org.apache.struts chain commands ActionCammandBase. execute(ActionCornmandBase javais 1) at
org.apache commons. chainimpl ChainBase execute(ChainBase java: 191) at org.apache.commons.chain. generic LaokupCommand execute(LookupCommand java: 305) at

org.apache.commons. chain.mpl ChainBase execute(ChainBase java: 181) at org.apache struts.chain.Composable RequestProcessor. process(ComposableRequestProcessor java 263) at

org.apache struts action ActionServlet process(ActionSenviet java: 1913) at org apache.struts. action ActionSenviet.doPost{ActionServiet java:4B2) at javax serviet hitp HitpServiet service(HttpServiet java B4E) at

javax.serviet it HrtpServiet service(HttpServiet java 727) at org. apache catalina.core ApplicationFikter Chain internalDoF ter(ApplicationFilterChain java: 303) at

org.apache. catalina core ApplicationFiterChain.doFilter(ApplicationF iterChain java: 208) at org.apache.tomcat websocket serverWsFilter.doFiter (s Filter java:52) at

org.apache catalina core ApplicationFiterChain internal DoFilter(Applic ation FilterChain java:241) at org.apache.catalina.core Appl IterChain. doFitter(App

hain java:208) at
com.ahsay.obs www EncodingF iter. doFiler(Unknown Source) at org.apache catalina.core ApplicationFilter Chain. internalDoF iter(ApplicationFite rChain java:241) at
org apache.catalina core ApplicationFiterChain.doFilter{ApplicationF iterChain java: 208) at com.ahsay. obs www.PFilter doFilter{Unknown Source) at

org.apache.catalina core ApplicationFilterChain internal DoFilter(Applic ation FilterChain java:241) at org. apache.catalina.core Application FikterChain. doFite (ApplicationFilterChain java:208) at

org.apache catalina core.Standardvrappervalve in ppervalve java:220) at org apache catalina.core StandardContextValve.nvoke(StandardContextvalve java: 122) at
org.apache catalina authenticator.Authenticator Base invoke(AuthenticatorBase java504) at org.apache.catalina valves AccessLogValve invoke(AccessLogValve java 850) at
org.apache.catalina core StandardHostValve.invoke(StandardHostvalve java: 170) at org.apache catalina valves ErrorReportValve.invoke(ErrorReportvalve java: 103) at

org apache. catalina core.StandardE: Ive invoke(Star Ive java: 116) at arg.apache.catalina.connector Coyote Adapter.service( CoyoteAdapterjava:42 1) at

org.apache.coyote htip 1. AbstractHitp11Processor process(AbstractHitp 11Processor java: 1074) at org. apache coyote AbstractProtocalbAbstractConnectionHandler process(AbstractProtocol javaB11) at
org.apache tamcat. uti.net AprEndpoint$SocketProc essor.doRun(AprEndpoint java: 2486) at org.apache tomcat.utilnet AprEndpaint$SocketProcessar run(AprEndpoint java 2455) at
java.util. concurrent ThreadPoolExecutor. nWorker(Unknown Source) at java.util. concurrent ThreadPoolExecutor$Worker run(Unknown Source) at org.apache tomeat uti threads TaskThread$rappingRunnabl

at java lang Thread.run(Unknown Source)

Timestamp

Date and time when the API error recorded

Login Name

Name of backup user in relation to the API error

Owner

Ownership of the backup account

Message

Message displaying the API errors in details
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This page shows all details of email errors for this CBS server. Email errors could be caused by
invalid email entered by the backup users, storage capacity of the backup user’s email account,

etc.

112172018
steven2 -
04:03:21

Timestamp Login Name Owner Message

[SMTPMailer.sendHtmiWithAttach] Failed to send email to ‘abc@abc.com’ with subject ‘Scheduled backup, steven2 > Exchange Mail Level Backup (2010) > 2016-11-20-22-00-00,
was missedjava.io IOException: [SMTPMailer.sendHtmWithAttach] Failed to send email to ‘abc@abe com’ with subject ‘Scheduled backup, steven2 > Exchange Mail Level Backup
(2010) > 2016-11-20-22-00-00, was missed' al com.ahsay.afc.mall. SMTPMailer.a(Unknown Source) at com.ahsay.afc.mall. SMTPMaller.a(Unknown Source) at

«com.ahsay.obs.core ers.a.alUnknown Source) at com.ahsay.obs.core.ers.a.run(Unknown Source) at java.lang.Thread run(Unknown Source) Caused by:

«com.sun.mail.ufil. MailConnectException: Couldn't connect to host, port: smip.gmail.com, 587; fimeout -1: nested exception is: java.net.ConneciException: Connection timed out:
connect at com.sun.mail.smtp SMTP Transport.openServer(SMTP Transport java:2053) at com.sun.mail smtp. SMTPTransport protocolConnect(SMTPTransport java:697) at
javax.mail Service connect(Service java:386) at javax.mail Service connect(Service java:245) at javax mail Service connect(Service java:194) at

com ahsay.afc.mail SMTPMailer.a(Unknown Source) at com.ahsay afc.mail SMTPMailer.a(Unknown Source) at com.ahsay.afc mail SMTPMailer.a(Unknown Source) ... 5 more
Method) at

(Unknown Source) at

‘Caused by: java.net.ConneclException: Connection timed out: connect at java.net.T socketCi

connectToAdd

Java.net.

doConnect(Unknown Source) al java.nel AbstractPlair
Jjava.net AbsiraciPlainSockelimpl.conneci{Unknown Source) al java.nel.PlainSockelimpl.connect{Unknown Source) at java.net.SocksSocketimpl.conneci(Unknown Source) at
Icher java:312) al
java:236) al com.sun.mail.smip. SMTP Transport.openServer(SMTP Transport java:2019) .. 12 more

java.net. Socket.connect(Unknown Source) al java.net.Socket.conneci(Unknawn Source) al com.sun mail util tcher.

‘com.sun.mail.ulil. SocketFelck
com.sun.mail.util. MailConnectException: Couldn't connect o host, port: smtp.gmail.com, 587; timeouit -1; nested exception is: java.net.ConneciException: Connection timed out:
connect al com.sun.mail.smip. SMTPTransport.openServer(SMTP Transport java:2053) at com.sun.mail smtp SMTPTransport protocelConnect(SMTP Transport java:697) at
Javax.mall Service.connect(Service java:386) al javax.mail Service.connecl(Service java:245) at javax.mail. Service.connect(Service Java:194) at

«com.ahsay.afc.mail. SMTPMailer.a(Unknown Source) al com.ahsay.afc.mall. SMTPMailer.a(Unknown Source) at com.ahsay.afc.mail. SMTPMailer a(Unknown Source) at
«com.ahsay.afc.mail. SMTPMailer.a(Unknown Source) at com.ahsay.afc.mail. SMTPMailer.a(Unknown Source) at com.ahsay.obs core ers.a.alUnknown Source) at
«com.ahsay.obs core ers.a.run(Unknown Source) at java lang.Thread.run(Unknown Source) Caused by: java.net. ConnectException: Connection timed out: connect at

Method) at java.net

java.net.T ocketConnect] doConnect(Unknown Source) at

Timestamp

Date and time when the Email error recorded

Login Name

Name of backup user in relation to the Email error

Owner

Ownership of the backup account

Message

Message displaying the Email errors in details
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Overview

This is an overview of the system resource and system settings. These are useful information for
administrator or support staff to collect machine information. This information include “Java virtual
machine”, “Java VM version”, “vendor of the Java”, “Java version”, “Operating System”, “CPU
Architecture”, “Number of Processors”, “Committed Virtual Memory”, “Physical Memory”,

and “Swap Space”.

In addition, a list of system settings such as “VM Arguments”, “Class Path”, “Library Path”,
“Boot Class Path” and “System Properties” are shown for reference.

Overview
Status overview of all system resources and settings.
=a i e
Virtual Machine VM version Vendor Java version Operating System
Java HotSpot(TM) 64- 24.76-b04 Oracle Corporation 1.7.0_76 Windows Server 2008
Bit Server VM R2 Service Pack 1
Architecture Number Of Processors Committed Virtual Memory Physical Memory Swap Space
amd64 4 1.58GB 1.1GB (Free) 5.61GB (Free)
7.99GB (Total) 15.98GB (Total)
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CPU

In the CPU page, you can see the current CPU utilization, the percentage that system and
application occupied

c Al CBS
Current CPU usage on this machine
CPU Usage
100%
67%
33%
\ — -~
0% ? - -
01:00:00 02:00:00 03:00:00 04:00:00 05:00:00 06:00:00 07:00:00 08:00:00 09:00:00 10:00:00 11:00:00 12:00:00
Type Usage Percentage
gl system — 6.67%
Application 0%

There are two parts of information from this page.

CPU Usage Chart

The CPU Usage shows the daily usage of the machine’s CPU where the AhsayCBS is installed,
with the vertical axis denotes and CPU utilization rate while the Y axis denotes the time.

CPU Usage
100%
67%
33%
o _; ]
00:00:00 01:00:00 02:00:00 03:00:00 04:00:00 05:00:00 06:00:00 07:00:00 08:00:00 09:00:00 10:00:00 11:00:00 12:00:00
Usage Distribution
This chart shows the CPU usage distribution in percentage on System and Application.
Type Usage Percentage
E System — 6.96%
Application 0%
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Memory

This is a graphical view of the memory pool/managers usage on this machine.

Memory Usage

1,500 MB

1,000 MB

500 MB

0MB

Type Usage
Heap Size
&5 Non Heap Size

s G wemry

Current memory usage on this machine,

MPARAAANARAA AN AN AR A AR AR AR MM MM AR A AR A AN A AN A AN A R

02:00:00 03:00:00 04:00:00

1 109.9MB 176MB

05:00:00 06:00:00 07:00:00 08:00:00 09:00:00 10:00:00 11:00:00 12:00:00

Current Size | Maximum Size

859.77MB 1.93GB

Heap memory

The heap memory is the runtime data area from which the Java VM
allocates memory for all class instances and arrays.

Non-heap memory

Non-heap memory includes a method area shared among all threads
and memory required for the internal processing or optimization for
the Java VM.

Par Eden Space

The pool from which memory is initially allocated for most objects.

Par Survivor Space

The pool containing objects that have survived the garbage collection
of the Eden space.

CMS Old Gen

The pool containing objects that have existed for some time in the
survivor space.

Code Cache

The HotSpot Java VM also includes a code cache, containing
memory that is used for compilation and storage of native code.

CMS Perm Gen

The pool containing all the reflective data of the virtual machine itself,
such as class and method objects. With Java VMs that use class data
sharing, this generation is divided into read-only and read-write

areas.

Reference

Oracle JConsole documentation
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Storage
This is a local storage and predefined destination usage overview.

» Disk Usage

Under the Disk Usage section, it shows all the drives on the machine where the AhsayCBS

is installed. You can see the capacity used (Used) and capacity remain (Free) for each
drive.

Disk Usage

Drive
. (o3 |
. New Volume (D:) I
B e
|

B newvolume (F)

B newvolume @)

You can select to view the entries in the Disk Usage section by sorting the Drive Letter or
Free Storage

Wiew | = Sort by Drive Lette v

* Sort by Drive Letter
* Sort by Free Storage

55.66GE 1261GE

192.45G8 735.5458

» Predefined Destination Usage

Under the Predefined Destination Usage section, it shows all the predefined destinations
that you have added under the System Settings > Basics > Predefined Destination.

Predefined Destination Usage

Destination

. Local-1

G CES-Test-Destination

You can select to view the predefined destination entries by sorting the Destination Name
or Free Storage.

View | * Sort by Destination Nan v

* Sort by Destination MName
T Sort by Free Storage

ue ue
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Live Threads

This page shows all live threads that are running on this machine.

All live threads that are running on this machine.

Live Threads

100

o
235700 005720 015740 025800 035820 045840 055900 065920 075940 090000 100020 110040 120100 130120 140140 150200 160220 17.0240 180300

] ® S i

Live Threads Peak Daemon Threads Total Threads Started
88 90 87 202
Details:
Live Threads Active process threads
Peak The largest number of live threads record in the above period
Daemon Threads Threads that are handled in the background
Total Threads Started | The total number of started threads

You can use mouse over at aby point of the curve to obtain the number of live threads at the
particular time.

Live Threads

100

02:13:28, 72
L

50

0
01:00:00  02:00:00  03:00:00

If you click on the Details button below the Live Threads icon, you will see a breakdown of all live
threads that are running on this machine. It is shown as thread groups for developers or
administrators reference.

Threads

Thread group:system (8)
Thread group:main (67)
Thread group:WebSocketServer-ROOT (0)

Live Threads Thread group:WebSocketServer-obs (0)
H H Thread group:[AccessManager.Thread Group@24385a8b] (0}
Thread group:AhsayCBS-internal (13)

. Thread group:WebSocketServerdrps (0)
Details Thread group:WebSocketServer-irdr (0)
Thread group:WebSocketServer-chs (0)
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Live Activities

Pl

Live Activities

You can check on recent backup and restore status with the progress monitor in percentage,
replication (both send and receive) and redirection status.

Backup Status
Available Backup Jobs Can Be Monitored by Live Activities

Backup Type AhsayOBM AhsayACB AhsayMOB
File Backup v v v
Cloud File Backup v v NA
IBM Lotus Domino Backup v NA NA
IBM Lotus Notes Backup v v NA
MS Exchange Server Backup v NA NA
MS Exchange Mail Level Backup v NA NA
MS SQL Server Backup v NA NA
MS Windows System Backup v v NA
MS Windows System State Backup v NA NA
MS Hyper-V Backup v NA NA
MySQL Backup v NA NA
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Office 365 Exchange Online Backup v v NA
Oracle Database Server v NA NA
ShadowProtect System Backup v NA NA
VMware Backup v NA NA

This section shows a list of backup job(s) that is currently running or has finished within the past 1
hour.

€ AhsayCBS

Backup johs that are currently running or finished within 1 hour.

Backup Status
F\Iterl Client Type V|| User: V|| Registration Date V|| User Group v
Login Name {Alias) | Owner | Backup Set | Destination | Progress | Estimated Time Left | Current File Transfer Rate
I Cialsersiddministrator
(® andrew (name) (= ces 0 sec i fKihitis
file backup 100% \Diocumentsiddy Videos
m — CilzersiadministratonF avarites .
@® andrew (name) - @ ces 0sec 20Kihitis

rmvhackup 100% ‘desktap.ini

Restore Status

Available Restore Jobs Can Be Monitored by Live Activities

Restore Type AhsayOBM AhsayACB AhsayOBR AhsayMOB
File Normal Restore v v v v
OpenDirect Restore X X X NA
Cloud File Backup v v v NA
IBM Lotus Domino Backup v NA v NA
IBM Lotus Notes Backup v v v NA
MS Exchange Server Backup v NA v NA
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MS Exchange Mail Level v NA v NA
Backup
MS SQL Server Backup v NA v NA
MS Windows System Backup v v v NA
MS Windows System State v NA v NA
Backup

MS Normal Restore v NA v NA
Hyper-

v Run Direct Restore v NA v NA
Granular Restore v NA v NA
with AhsayOBM File
Explorer
Granular Restore X NA X NA
with Windows File
Explorer

MS SQL Server Backup v NA v NA
MySQL Backup v NA v NA
Office 365 Exchange Online v v v NA
Backup
Oracle Database Server v NA v NA
ShadowProtect System v NA v NA
Backup
VMware | Normal Restore v NA v NA
Run Direct Restore v NA v NA
Granular Restore v NA v NA
with AhsayOBM File
Explorer
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Granular Restore X NA X NA
with Windows File
Explorer

This section shows a list of restore job(s) that is currently running or has finished within the past 1
hour.

All restore jobs that are currently running or finished within 1 hour.

Restore Status

Filter | Client Type v” User: V” Registration Date V” User Group v
Login Name (Alias) | Owner | Backup Set | Destination | Pragress Estimated Time Left | Current File Transfer Rate
m EAC_iUsers\Administrator .
@® a (name) - (@ cos 0 sec hit's
file backup 0% \Documentsideskiop.ini
X ?
H

OpenDirect restore of file backup sets or granular restore from VMware and Hyper-V backup sets
performed using Windows File Explorer will not show up on the [Restore Status] tab in Live Activities. This
only applies to restores performed directly through AhsayOBM/AhsayACB/AhsayOBR/ AhsayMOB or
AhsayCBS User Web Console.

Replication

Here is the replication jobs status from the backup server to the corresponding receiver.

€ AnsayCBS

List of all replication jobs from this server to the corresponding receiver that are current running.

Replication Status

Login Name {Alias) | Owner | Backup Set | Mode Status Current Job Start Time | Estimated Time Left
[OF:2] - mhset RESYNC 0%  GlobsBlsystermiobsiemplcontzip 144617
X ?
Recelver
In this menu, you will see all the replication jobs that the receiver on this server is currently
running.
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m Restore Status Replication Receiver
List of all replication jobs that the receiver on this server is currently receiving.
Receiver Status
Receiver Mode Status Current Job Start Time Estimated Time Left
- 1448727753291 /hlocks
replication REFLAY i2015-12-11-1 4-56-10 1a:01:37
18%
fnOooo001_oo000z2.bak
X ?
. -

You can see a list of all redirection jobs that are currently running.

| Backup status || Restore status [| Replication Redirection

List of all redirection jobs that are current running.

Redirection Status

Filter | User V”Type w

Login Name Host From Target Type Number
system 10.7.0130 listBackupServers 4
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Administration Logs

Administration Logs

You can check on the SNMP logs, list of notifications/announcements/alerts, and activities log

(system logs) and audit trails.

SNMP Log

You can see a list of SNMP log message in this page. You need to enable the SNMP log in

Settings -> Advanced -> Logging -> Enable SNMP Service, and need to download the MIB

definition file and pass to your SNMP machine.

Message History

This page contains a list of notifications, announcements and alerts.

SNMP Log BETESTICGIR AN Activities Log | Audit Trails

List of system notifications, announcernents from software vendor, and system alerts receied.

Latest Notifications | Announcements | Alerts

Filter | Motification v

Date Type Notification
2015-12-07 OAnnouncement Ahsay Backup Software version 7.5 released
2015-12-03 OAnnouncement Ahsay server maintenance to prepare for new release

2018-11-25 OAnnouncement Fre-release of w7.4 availahle for testing now

2015-11-16 OAnnouncement Ahsay Shopping Centre updated with new version 7 pricing
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Activities Log
In this page, you will see a list of activities/system logs generated by the system events, v6
migration or other user activities.

SNMP Log Message History Activities Log Audit Trails

Wiew all the systemn logs of this server below.

List of System Log

Filter| Type v |vigw | * Today v|Page| 29 v |
Timestamp Tvpe lMessage
2015-12-11 15:29:56 RoutineJabinfo [Logger] Starting 1o log systemn staius
2015-12-11 15:29°56 Routineobinta [Logoer] Start: logaing system status
2015-12-11 15:29:56 RoutineJobinfo [Logger] End: logaing systern status
2015-12-11 15:30:56 RoutineJohlnfo [Logger] Starting to log system status
2015-12-11 15:30:06 Routinedoblnfo [Logger] Start: logging system status

Audit Trails

In this page, you can see the activity logs of all users on this server.

SNMP Log Message History Activities Log Audit Trails
Wiew the activity logs of all users an this server.
A
Audit Trails E|
Filter | alex || Tupe ~ |view| * Lastmonth ~| Page| 133 +|
Timestamp Type Message
2015-11-2812:48:04 ReplicateFile Replicating 'GlobsBwsenadRestoreLogi2015-11-10-14-57-00.10g"..
2015-11-2812:48:04 ReplicateFile Replicating 'GlobsBsenadStoragelom] 44 375614829212015-10 1o’
2015-11-2812:48:04 ReplicateFile Replicating 'GlobsBwsenadbStoragelog 44377 3502459201 5-10.100"..
2015-11-2812:48:04 ReplicateFile Replicating 'G:lobsBwsenadbiStorageloghl 44 3774664557201 5-10.log"... |
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Backup / Restore Logs

55

Backup / Restore Logs

You can check on a list of backup and restore jobs, backup errors, backup set logs, and activities
logs.

Backup Jobs

Here is summary of the backup jobs.

Backup Jobs Restored Jobs Backup Errors Backup Set Log Activities Log

wWiew all the backup jobs by all backup users below.

List of Backup Job

Filterl Backup Joh v“ Job Status v“ User Group vl\f'iewl * Today v

Login Name | Owner | Backup Set Destination | Backup Job Backup Time | End Time | Client Version | Upload Size | Job Status | Report

default-backup-
0812 08:00 0812

Usert set-name-1 CcBS 2015-12-09-20-00-00 0BM 7.5.0.0 536G QK Dioen
PM 08:00 PM
(144902735137 )
File 0812 09:00 0912
andrew 832157 2015-12-09-21-00-00 OBM 7.5.0.0 329.67M Ok Diovn
(1448875596743 Ph 09:00 P
119_rnachine Mizsed
alex ChS 2015-12-09-21-00-00 [a1=]1 1}
(1448852386291) Backup

Restored Jobs

Here is a summary of the restored jobs.

Backup Jobs Restored Jobs Backup Errors Backup Set Log Activities Log

Wiew all the restored files by all backup users Delow.

List of Restored File

Filter | User Group vl\f’iewl * Today v
Login Name Owner | Backup Set Destination Start Time End Time Size |IP Status | Report
andrew file backup (1448727753291) CBS MH202:38PM M2 02:3E8 PM 280 1020734 QK Download
X ?
H
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Backup Errors

Here is a summary of the backup errors encountered by all backup users.

Backup Jobs Restored Jobs Backup Errors Backup Set Log Activities Log
Yiew all the backup errors encountered by all backup users below.
-~
List of Backup Error
Filter| User Group ~ |vigw | * Last Month ~ =
Timestamp Login Name | Owner | Message
2015-11-09 ‘ b The In-File Delta Backup feature is not enabled on this account. Please he aware that files are being backed up L
erty-ohm
210512 in their entirety in this backup job.
015-11-09 terny-ob Back leted with warning(s)
erry-ohm ackup completed with warningis,
21:05:28 " P P v
A

Backup Set Log

Here is a summary of backup set logs of all the backup users.

Backup Jobs Restored Jobs Backup Errors Backup SetLog Activities Log
wiew all the backup set logs of all backup users below.
-
List of Backup Set Log =
Backup Time End Time Job Status Login Name | Owner | Backup Set Client Version | Last Successful Backup
4 - hset
01120201 PM 01420202 PM 0K a - system backup 2016 OBM 7 4 .0 2015-12-01-14-01-18
MA20215PM 01120308 PM  OK a - system state 2016 OBM 7.4.6.0 2015-12-01-14-15-56
MAZ0I1EPM 01120317 PM - OK a - systemn backup e drive OBM 7.4.6.0 2016-12-01-15-16-56 v

Activities Log

Here is a list of user backup/restore related system activities logs.

Backup Jobs Restored Jobs Backup Errors Backup Set Log Activities Log
wiew all the systern [0gs of this server Delow.
e
List of System Log =
Filter| Type v“ User Group v|View| * Today vlF’agel 56 vl
Timestamp Login Name | Owner | Type Message
2015-132-11
Routinedobinfo  [GQuarterHourlyJob] Finished checking run backup
15:30:54
2015-12-11
Routinedobinfo  [QuarterHouryJob]Starting trial user reminder
15:30054
v
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Replication Log

(I

eplication Logs

You can check on both send and receiver logs, and activities logs.

Sent to Receiver

You can see a list of sending job from the AhsayCBS to the corresponding receiver.

Sentto Receiver Received from Other Backup Servers Activities Log
Wiew all the logs of sending job from this server to the corresponding receiver below.
-~
Replication Sent Log =
Filter | Tyne | view | * Today v |Page| 34 ~|
Timestamp Type Message
2015-12-1014:13:20 ReplicateFilelnfo Replicating 'GlobsBlusenalidbiRestoreLogi2015-11-06-17-35-27 log'...
2015-12-1014:13:20 ReplicateFilelnfo Replicating 'GlobsBlusenalidbiRestoreLogi2015-11-06-17-40-34 log'...
2015-12-1014:13:20 ReplicateFilelnfo Replicating 'GlobsBlusenadb\RestoreLogi2015-11-08-17-41-41 log'...
2015-12-10 14:13:20 ReplicateFilelnfo Replicating ‘GlobsalusenaidmRestoreLogi2015-11-08-17-43-38.10g"..
w
X ?
H

Received from Other Backup Servers

Here is the log of receiver on the AhsayCBS.

Sent to Receiver Received from Other Backup Servers Activities Log
Wiew all the logs of receiver on this server below.
Replication Received Log
Filter| rps-1{rps-1) v” Type vl\f’\ewl * Last Month +
Timestamp Type Message
2015-12-11 15:07:07 ReceiveFilelnfa Receiving 'GlobsBwsenaldbiStoragelogh1 44523572597 20201511 log'..
20158-12-11 15:07:07 ReceiveFilainfo Recewing 'GlobsBwsenavdmStoragelom 4462363132282015-10000g".
20158-12-11 15:07:07 ReceiveFilainfo Recewing 'GlobsBwsenavdiStorageloo 4462363132282015-11 10",
20158-12-11 15:07:07 ReceweFilelnfo Recewing 'GlobsBwsenavdmStoragelogh1 44632178757 N2015-10000g".
X ?
H
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Activities Log

Here is the page to view all the replication activities log, such as retention policy job.

Activities Log

Timestamp

2015-12-11 06:00:13
2015-12-11 06:00:13
2015-12-11 06:00:13

2015-12-11 06:00:13

www.ahsay.com

Tvpe

RetentionPalicylnfo
RetentionPolicylnfo
RetentionPolicylnfo

RetentionPalicylnfo

Sentto Receiver Received from Other Backup Servers Activities Log

Yiew all the replication activities log below,

Filter| Type v |View| ! Today

Message
[DrailyJoh] Starting retention policy
[DailyJoh] Start removing retained files

Cleaning retention area for 'GlobsBirps-systemircvshomeifiles

Cleaning retention area for 'GlobsBlsystemirpsirevshomeirps-11files’

k3
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Redirection Logs

(R

Redirection Logs

You can check on the redirection activities logs in this menu.

Activities Log
wiew all the redirection activities below
~
Activities Log
Filter| Trpe leiewl * Today » | F’age
Timestamp Tvpe Message
2015-12-1014:00:21 RoutineJobinfo [HourlyJoh]Starting license check
2015-12-1014:00:21 RoutineJobinfo [HourlyJoh]Start: License check
2015-12-1014:00:21 RoutineJobinfo [HouryJob]End: License check
2015-12-1014:00:28 WELocateOBSRInfo [ohe LocateChst] Login name = ‘Usert' does not exist. IP="192.168.6.118'
2015-12-1014:03:28 LaocateBackunServerinfo [LocateBackunSerer Looin name = ‘andrewtest?' does not exist. IP =192 168.8.105" L]
X ?
H

Enable Third Party Monitoring Tools

You can set up third party monitoring tools such as SNMP and Windows Event Log (Windows
only) in System Settings -> Advanced -> Logging.

Logging File Explorer Runtime Options

You can publish systemn and error messages of this server to third parties' monitoring tools through SKMP. IFyour monitoring tool
sUpports SR, simply enatle the SMMP feature below.

Download MIB Files

Download
Enable SNMP Service I

Windows Event Log

Usze Windows Event Log

Ewent Log Narne
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10 Branding the AhsayCBS

This chapter describes the steps to brand the AhsayCBS/AhsayUBS.

Since version 7.7, you can brand the AhsayCBS and generate new AhsayCBS installers and
AhsayUBS image files from the AhsayCBS interface.

Prerequisite

A Rebranding license is required for this feature to work. Evaluation license does not support this
feature. If you do not have a license yet, visit the Ahsay Shopping Centre — Rebranding page to
purchase one.

Before Getting Started

Here are the suggested steps for you to complete the process.

1.

Prepare the logos, properties, application settings and digital signature to be applied in
the Rebrand Clients section, which will be reflected in the Client Backup Agents
(AhsayACB/AhsayOBM).

Generate the AhsayOBM/AhsayACB installers for testing.

Prepare the logos, properties, cascade style sheet, connector/SSL certificate settings
and customized report templates to be applied in the Rebrand Web Console section,
which will be reflected in the AhsayCBS web console.

Generate the AhsayCBS installer for testing.

Optional: AhsayUBS image file generation. Select either 'ISO' or 'IMG' as the format for
image file generation. The image file will be the installation file for the AhsayUBS.

AhsayUp Upgrade Service and AhsayUp+ Upgrade Service

Subscribe our premium upgrade service to enjoy a smooth and effortless upgrade experience.
Click here to learn more about the differences between the AhsayUp Upgrade Service and
AhsayUp+ Upgrade Service, or visit the Ahsay Shopping Centre directly to subscribe the
service.

For the images specifications, please refer to the Appendix F.

www.ahsay.com
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https://shop.ahsay.com/sms/catalogue/ListOffers.do;jsessionid=16D547E9EFEB8B65116BF1147A2654E7?currentGroup=Rebranding
https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay_services_ahsayup
https://shop.ahsay.com/sms/catalogue/ListOffers.do?currentGroup=Installation%2c+Upgrade+and+Support+Services

Prepare Branding for AhsayCBS Interface

After you have installed the AhsayCBS, you can upload the graphics and customize the properties.
1. Login to the AhsayCBS management console as “system” user.

2. Click in System Settings -> Basic -> Administrative Access.

3. Click on the “system” user to brand the AhsayCBS.

If you are testing this feature, please create a sub admin user and test the following
steps, this is because when new installers are generated, the existing installers will be
overwritten with the new ones.

4. Click on the Rebrand Web Console section on the left.

‘ebrand VWeb Console

User Interface

Rebrand Clients
Title

Product Mame

Download link for i0S app
https:/fwen ahsay. comfsp/enshomelindex. jsp?pageContentiey=

Download link for Android app
https:wwew ahsay. comfsplenshomelindex jsp?pageContentiey=

5. Enter the following fields under the User Interface tab.
6. Title — The name to be displayed on the title bar of the browser.
7. Product Name — The name to be displayed in the software license page.

8. Download link for iOS app — The URL link directs users to iOS App Store to download
AhsayMOB.
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9. Download link for Android app — The URL directs users to Android Google Play to
download AhsayMOB.

NOTE

Although it is possible to define the URLs to download the AhsayMOB application from iOS and
Android platforms, please kindly note that AhsayMOB is not brandable.

10. Upload the branding image for the AhsayCBS interface. Please refer to the branding
image specifications listed on Appendix F, you can download the default logo/icon for
reference.

11. At the bottom of this page, you can upload the Cascade Style Sheet (CSS) for the
AhsayCBS interface.

12.  Click on the Connector tab if you need to change the connector settings and SSL
settings. These settings will be applied to your new installers.

Profiie User Interface [RTTSC @l Predefined Destinations
Eamtup User Seltimgs custom Properties || custom Files || Digital Signature || Build instailers

eh Console Connector

Rebrand Clients

P Port Protocol Max Connection Connection Timeout Max Keep Alive Reqguest SSL Certificate
0000 80 HTTP 2000 120000 1000
0ooo 443 HTTPS 2000 120000 1000

S5L Certificate

Name | Common Name Organization Unit Organization Name Location State | Country | Expiry Date Status

[« v X ?

If you will generate the AhsayUBS installer, please reserve the port 8080 for the AhsayUBS
web admin interface.
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13.

14.

www.ahsay.com

Click on the Predefined Destinations tab if you need to customize the application name
for standard destinations or the credentials for Cloud storage. Please refer to the
Customize Application Name on Cloud Storages for instruction.

Note: OpenStack, Dropbox, Local, AhsayCBS, Destination Pool and OneDrive
destinations cannot be customized.

Profile Userinterface | Connector ECTILIC LRI Y N Report
Backup User Settings Custom Properties Custom Files Digital Signature Build Installers

Customize application name

Rebrand Clients

Customize credentials for OneDrive

Customize credentials for OneDrive for Business

Customize credentials for Google Drive

Customize credentials for Drophox

Customize credentials for Amazon Cloud Drive

2Kv X ?

Click on the Report tab if you want to modify the HTML template. These templates will
be applied to your new installers.

Profile User Interface m Predefined Destinations Report
Bzt User Seiings custom Properties | custom Files || Digital signature | Build nstaiters

Console

Report

Rebrand Clients X i X i
Active Directory authentication failure report (ad_authentication_failure. html)

No
praview (Deiaul dle)

Mo file selected,

Backup quota alert (backup_guota_alert.html)

No
praview (Deiaul dle)

Mo file selected.

Backup guota reminder (backup_guota_reminder htrl)

Mo
praview (Deiaul dle)

Mo file selected.
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15.  Click into the Custom Properties tab if you want to modify the properties on the
AhsayCBS. These properties will be applied to your new installers.

Profile user intertace | connector | Predefined Destinations
Backup User Gettings  Gustom Properties  [ETETLIGIEC [EFTEEEY EMEEEEE

Custom Properties

Rehrand Clients

Key English Catalan Danish Dutch
CBS W v W v
chs.deploywin.install.location {pf}

Terms Of Use Terms of Use Condicions d'ds Brugshbetingelser Gebruiksvoorwaar

1.4 suﬂwan{gsum leveres af 1. Alle software dieg]

WD COMPAMY_MAME_FULL% % COMPANY_MNAM
1. All softwares provided by

. 1. Tots els softwars proporcionats  pd grundlaget "kaht som verstrekt, is op eel
S COMPANY_MAME_FULL% is
) ) per %C OMPANY_NAME_FULL% beset' uden nogen form for zonder garanties v
on an"as is" basis with no . .
=an "as is"sense cap mena de garantier, og dan ook en
warranties of any kind and
garanties | % COMPANY_MAME_FULL%  SCOMPANY_MAM
H COMPARY_MAME _FLUILL% will
. FBCOMPANY_MAME_FULL% noes  erikke ansvarlig for skader af  nietaansprakelijk
not be liable for any damages of
faresponsahle de qualsewol -dany nogen art, som eventuelt vanwelke aard dal
Rulet any kind arising fram the . .
acasionat perl'ds. L'empresa opstar som falge af brugen voortvioeit uit het g
use B COMPANY_NAME_FULL%
: ’ ) declina totes les garanties, B COMPANY_NAME_FULL%  wijst %C OMPANY |
further dizclaims all warranties, .
) o . expresses i implicites, incloent fralz=goer sig endvidere alle garanties af, g
express and implied, including .
sense limitacid, qualseval enhwer farrm far garanti, impliciet, inclusief
without limitation, any implied N .
garantia implicita per una udtrykkelig eller underforstaet,  beperkt tot, implici

16.  Click into the Custom Files tab. Upload the branding image for the AhsayCBS
installer/AhsayUBS image file. Please refer to the branding image specifications listed on
the Appendix F, you can download the default logo/icon for reference.

Profile user interface | connector | Predefined Destinations [| Report
Backup User Settings custom Properties [AITURIICCIM Digital Signature Ml Build Installers

Images for Windows

Rebrand Clients

aboutBG.brap {164 x 337 pu )
(Default file) (M

Ho file selected,

desktop.ico (286 x 256 px - Truecolor plus alpha channel transparency )

G (Default file) (@
o file selected.

installerico {256 % 256 px - Truecolor plus alpha channel transparency )

(Default file) (¥
Ha file selected.

splash.brmp (340 x 240 px )
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17.

18.

19.

20.

21.

22.

www.ahsay.com

If you have uploaded the digital signature in Rebrand Clients > Digital Signature, it will
be applied to your new Windows installer.

Profile User Interface m Predefined Destinations Report
Backup User Settings Custom Properties m Digital Signature Build Installers

Febrand WWeb Console

Digital Signature

Rebrand Clients ) . )
Please refer to [Rebrand Clients] = [Digital Signature]

Click on the Build Installer tab.

Note: The new AhsayOBM/AhsayACB will be generated and overwrite your existing
installers.

Select the installer(s) or image file(s) to generate. You can also select the AhsayUBS
image file generation. Before you use this option, you may test the AhsayCBS installer
generation first, this can save the generation time and download time before you can
finalize your branding work.

Profile User Interface | Connector [l Predefined Destinations
Backup User Settings custom Properties | custom Files | Digital signature [EERTERLEENIE

Febrand ¥Web Console Buildin g Targets

Febrand Clients

W Windows (chs-win exe)
W Unix (chs-nix.targz)
IS0 (chs-ubs.iso)
MG (chs-ubs.ima)

If you wish to rebrand the AhsayCBS to resellers using your own branding and to prevent
resellers from knowing the software is from Ahsay and changing the branding, you can
check the Disable branding feature on customized web management console
checkbox. With this feature enabled, the Rebrand Web Console and Rebrand Clients
sections in the web management console of the CBS installer to be generated will be
disabled. In that case, backup users will not see any Rebrand parameters with Ahsay
wording.

Rebrand Control

Disable branding feature on customized web management console

4.0 . e
Click . and = to save all the settings before generating the installer.

Go back to the Build Installers tab, click on the Build Branded Server button to
generate new AhsayCBS installer or AhsayUBS image file.

L. Important! If you have changed the rebranding settings, please save them first before pressing this button. { Last update time : — )

Build Branded Server

Please be patient, the installer generation process should take around 10 to 15 minutes
for each installer/image. The generation time would depend on the traffic condition on the
customization portal.
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23.  You can download branded AhsayCBS installer from the download page.

24, In case there are any problems when building the installer, you will be able to see the
logs by clicking on the Download Log button.

By clicking on the Download Log button, you can download the branding log file “cbs-
log.zip” and you can take a look into the log for troubleshooting the branding issue.
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Prepare Branding for AhsayOBM/AhsayACB

Follow the

1.

2.

www.ahsay.com

steps below to brand the AhsayOBM/AhsayACB.

Login to the AhsayCBS management console with “system” account.

Click in System Settings -> Basic -> Administrative Access.

=

Click on the “system” user to brand the client. If you are testing this feature, please
create a sub admin user and test the following steps, this is because when new installers
are generated, the existing installers will be overwritten with the new ones.

Click on the Branding Clients where you can customize the properties, apply the OBM,
ACB settings, and upload OBM and ACB branding images.

Frafile [T Y NN TV Appdication Settngs - OBM | Application Setiings - ACE | Cusiom Files - 0BM § Custom Files - ACE
PARPRPRSPNINN .1 Fus - 06 | Goror scnems semings 0B | Gotor scheme samings - Aca | Dipmt sgraturs | Busd invtavers
R Zonsob
WEDrAnd WED COnSEIE  oysiam Properties
"
O sy Enghishs Catakai Dasiily Dichs
LT % COMPANY_HAME_FULL% ANERY Srpleme Comarsion  Ahday Byslars Corpoialke ANy Sretenis ComarsBion  Ahasy By
i .- S Ey 5Ty hEay 537
O ®cOMPANY_MAME_SHORTS L Ah: L Ah:
[ ®coMPany_NAME_SYSTEM% Ancay Sysiems Comaraion
By anvibineg bndor naation
I \\ |3 HCOMPANY_LUIRL% e ahaay com wwaw ahsagLom v Al ay com s e
19EE018 19993005 19982014 1999-20
[1_s.COMPaR COF g SCONRES A T Eib i : FULL% ECOWE
[T
[ %AcH SCsEunERE Ay A-Chck Bathup Al A-Click Backup Ay ATk Bethug Al A
_BCHEDILE
Seheduls Sehadular Scheduked Srhadik
(] H0BM_BYMOLOGY_APP_ID_SYETEMWS com ahsayobm
BOEM_EHORT_NAMES: i5  ROBM_SHORT_MAMET® i ®BOBM_EHORT_NAMER 5 R0O0N_B
B vareaile Bl bug A veigalie backip Bvareale Dathud averaal
appiicaion Tl backs up application thal Dacks up appicadon thal backs up appiicatd
databarses, applcabons and dalabases, appficaions and databases, apphcabons and  dalabasy
N iUl mackings 10 Deel and  vinusl methines 5 ocal and  viusl macrines 10 Deal snd  vidusl
O S0 EM_EYNOLOGY_COMMENTES
s dastinatons, 0.9 offsite gestnations, a.9 ofsie dastinatons, 0.0 offsts d
lacal hard @ik, local hard disk, o al hard @5k, local hajd
O plarEREE Backup an-gremiged batkup OFvprafreEss backup an-gEani
appliance, and backup appliance, and ba g applance, and backup
Server lotaled in datacenter.  Senerlocated in datacenter  Senvir Ibcaled i dalacenber. 'sumrl_q
0O acs v W v
Iatalled - Conligin stion O cem ¥ v ¥ o
o
“"‘-—-.,___q__ O osc v v W v
[ seh deploywin ingisl ipcation {1}
D ol deploy wen install ko ation ipf}
P
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5.
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First, click on the Custom Properties tab.

Profile

Rebrand Web Console

Rebrand Clients

[AEY IUPNUTYIN Application Settings - OBM J| Application Settings - ACB [l Custom Files -OBM [| Custom Files - ACB

Custom Properties

Key

%THIS_YEAR%
%COMPANY_NAME_FULL%
%COMPANY_NAME_SHORT%
%COMPANY_NAME_SYSTEM%

%COMPANY_URL%

%COMPANY_COPYRIGHT%

%SUPPORT_EMAIL%
%SUPPORT_URL%
%SUPPORT_TEL%

%SUPPORT_TEAM%
%UPDATES_URL%

%0BS_FULL_NAME%
%0BS_FULL_NAME_SYSTEM%

%0BS_SHORT_NAME%

%0BS_SHORT_NAME_SYSTEM%

%RPS_FULL_NAME%
%RPS_FULL_NAME_SYSTEM%

%RPS_SHORT_NAME%

%RPS_SHORT_NAME_SYSTEM%

English

2017

Anhsay Systems Corporation
Ahsay

Ahsay Systems Corporation
www ahsay com

1899-%THIS_YEAR% (C) %
COMPANY_NAME_SYSTEM% All
rights reserved

support-kb@ahsay.com

hitp:/fkb_ahsay.com

Ahsay Support Team

hitp:/fforum.ahsay.com/viewforum.php?

f=1

Ahsay Offsite Backup Server
Ansay Offsite Backup Server
AhsayOBS

AhsayOBS

Ahsay Replication Server
Ahsay Replication Server
AhsayRPS

AhsayRPS

Catalan
2017
Ahsay Systems Corporation

Ahsay

www ahsay com

1999-%THIS_YEAR% (C) %
COMPANY_NAME_SYSTEM% All
rights reserved

support-kb@ahsay.com

hitp://kb_ahsay.com

Ahsay Support Team

hitp:/fforum.ahsay.com/viewforum.php?

=1

Ahsay Offsite Backup Server

AhsayOBS

Ahsay Replication Server

AhsayRPS

Backup User Settings Custom Files - OBC Color Scheme Settings - OBM Color Scheme Settings - ACB Digital Signature Build Installers

Danish
2017
Ahsay Systems Corporation

Ahsay

www ahsay com

1999-%THIS_YEAR% (C) %
COMPANY_MNAME_SYSTEM%
rights reserved

support-kb@ahsay.com

hitp:/fkb.ahsay.com

Ahsay Support Team

hitp:/fforum.ahsay.com/viewforus
=1

Ahsay Offsite Backup Server

AhsayOBS

Ahsay Replication Server

AhsayRPS

& v X ?

There are three categories of branding properties on this page, they are “Branding

information”,

Installer — Configuration” and “Installer - Terms of Use”. By default,

you will be able to branding properties of all categories, you can also select the
desired category by using the filter on the right hand side of the page.

Filter

Group

pse {Br| Branding Infarmation
Installer - Configuration
Installer - Terms Of Use

sterms Corporation

Ahsay Systems Corporation

You can also filter the language displayed on this page by using the Region drop-

down menu.
Filter | Group Region v
o) Chinese (Tradi /estern Europe
201G Marthern Europe
Eastern Europe
nrporation Ahsay Systerng Middle East
Arerica
Ahsay Asia Pacific
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iii. By clicking into each item, you can modify the name of each property in different

languages. Click on at the bottom right corner to continue.

iv. You will be able to see the modified branding properties as shown.

SS—
Febrand Web Console Custem Properties
=T
] ey Enighisti Catalan Danitsh ach
O = QHPANYT_NAME_FULL% e ] Wy Cosnipany My GO iry Wy oy
O SCOMPANYT_MAME_SHORTS M DNy Wy Coenpany My 0y Wy o
[ wcoMPary_HAME_SYSTEMS My COmEany
O RCOMPANY_URLE W FITgCOMpAryCarm W TP BMP ATy CO LMY C O MM AT Cdm W Ty
1988- 2015 18992018 1988-2015 1520 3
O wcoMpany_CoPRIGHTS BCOMPARY _MANE FULL% "SCOMPANY MAME FULL% SCOEPAMNY_HMNAME FULL% "%COMP)
Ml rights reseed All rights resersed AN righis resenved Al rights
0 HSUPFORT_EMALS Suppor- suppart Support suppo
kbi@miycampany com KD EBmyCompdny cam sbrmyccmpanycom kb
[ wsuPPORT_LRLE FHPASUPPOR FYRACKUP LM WHD NSUEDOM M0 kUD £0M  WREUUEUP oA FhE LR, COm  Rp syl

B v X ?

NOTE

From v7.15.0.0, AhsayCBS makes some constraints for the system properties, which are defined
as follow:

Short System Property (%XXX_SHORT_NAME_SYSTEM%)
» Accepts alphabet and/or numeric character(s)

General System Property (Y%0XXX_SYSTEM%, except for Short System Property,
%0OBM_SYNOLOGY_APP_ID_SYSTEM% and %SOCIAL_MEDIA_LINK_XXX_SYSTEM%)

» Only accept alphabet, numeric and/or space character(s)
%OBM_SYNOLOGY_APP_ID_SYSTEM%
» Accepts alphabet, numeric and/or dot character(s)

» The length cannot exceed 128 characters
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Install Location Properties (i.e. acb.deploy.win.install.location and
obm.deploy.win.install.location)

» Cannot be empty
In order to meet the above constraints, some default values of system properties are modified:
%ACB_FULL_NAME_SYSTEM%

» From “Ahsay A-Click Backup” to “Ahsay AClick Backup”
%O0OBSR_SHORT_NAME_SYSTEM%

» From “AhsayOBS and AhsayRPS” to “AhsayOBSR”
%ACB_COMMENTS_SYSTEM%

» From “Ahsay A-Click Backup” to “Ahsay AClick Backup”

There will be warning shown if the character is incorrect.

Branding Information

Customize the information

Branding Information

Key
%%O0BM_SYNOLOGY_APP_ID_SYSTEM%

Value

com.ahsay.obm- | Q

The application |D must be within 128 characters. Furthermore, The application |D can contain only characters, numbers and dot.

It is not allowed to save the incorrect value as the warning Error will pop out.

0 Error

The application ID can contain only characters, numbers and dot.

Modify

If there is still some unexpected character(s) in the branding system properties, which may cause
unexpected behavior for installer(s), the warning will pop out to suggest modify the value when
click on Build Branded Client in Builder Installers.

www.ahsay.com
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%0BM_COMMENTS%

A\ %OBN_SHORT_NAME_SYSTEM%

A %0BM_COMMENTS_SYSTEM%

AhsayOBM-.help

Ahsay Online Backup Manager  Ahsay Online Backup Manager  Ahsay Online Backup Manager  Ahsay Online Backup Manager

Ahsay Online Backup Manager**

‘ Warning

Some of your branding system properties contains unexpected character(s), which may

cause unexpected behavior for the installer(s). It is suggested to modify the value. If you
tried to build installer(s) without any issue, you may decide to proceed.

Proceed

6. After you completed properties, you can click into the Application Settings — OBM tab.

Profile
Backup User Settings

Rebrand Web Console

Custom Properties [FVIIFUCLEITIOEPSL- IV Application Settings - ACB J| Custom Files - OBM J| Custom Files - ACB
Custom Files - OBC || Color Scheme Settings - 0BM [| Color Scheme Settings - ACE [ Digital Signature J| Build Installers

Backup Server Setting

Backup Servero

Backup Protocol 9
® hitp
O hitps

Backup Port @
® 30
O 443

S —

Language

Support Languages
["] Arabic

[ ] Catalan

[ Czech

[ "] Danish

] German

[ ] Greek Modem

2% v X ?

You can customize the default connection settings, supported languages, and GUI
features such as show backup server URL or select language drop down list.
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7.
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Click into the Application Settings — ACB tab.

Profile Custom Properties Application Settings - OBM Application Settings - ACB Custom Files - OBM Custom Files - ACB
Backup User Settings Custom Files - OBC Color Scheme Settings - OBM Color Scheme Settings - ACB Digital Signature Build Installers

Rebrand Web Console Backup Server Setting

Rebrand Clients Backup Server

Backup Protocol
® nttp
O https

Backup Port
® 80

O 443

O Others

Language

Support Languages
Arabic
Catalan
Czech
Danish
German
Greek Modern

2% v X ?

Similar to the previous step, you can customize the default connection settings,
supported languages, and GUI features such as show backup server URL or select
language drop down list.

Click on the Custom Files — OBM tab.

Profis Custom Properties || Application Settings - DBM (AT TN TP Custom Files - ACE
e, A T

Rebrand Web Consale Images for all platiorms
T .. 55 (4 5 50

| Browse... | Mo tile selected,
Ingin_by.prg (1024 ¥ 1024 pa)
e
@ Mo file selected.

Togin_lkogo prg (200 x 60 px)

You can upload the branded images for your OBM installer/application. Please refer to
the branding image specifications listed on Appendix F , you can download the default
logo/icon for reference.
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9.

10.
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Click on the Custom Files — ACB tab.

Cusiom Properties J Applcation Settings - DBM Application Settings - ACB (=P L RSl Custom Files - ACB
Custom Filas - 0BG ‘Color Schama Satmngs - 0BM Ciolor Schems Sattings < ACB Digital Signatura m

Rebrand \Web Consoia Images lor all platiorms

[a TR

Prafile

Backup User Settings

&
i Chodsa File | Mo file chosen

logr_bg.prg {1016 & 734 g )

| Choose File Mo fils chosen

&

logr_loge.png (20 xB0px )

You can upload the branded images for your ACB installer/application. Please refer to
the branding image specifications listed on Appendix F, you can download the default
logo/icon for reference.

Click on the Custom Files — OBC tab.
[Costom Fies 064 | Custom s -Aca

= G e il Color Scheme Settings - 08M || Color Scheme Settings - ACE || Digital Signature

Profile
Backup User Sethngs

Rebrand Web Console Images for Windows

o file selected.

&

installesico (256 % 256 px)

&
Mo fila selected,

obe-background brop (340 = 240 px)

You can upload the branded images for your OBC installer. Please refer to the branding
image specifications listed on Appendix F, you can download the default logo/icon for
reference.
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11.
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Click on the Color Scheme Settings — OBM tab.
Color Scheme Settings - OBM Color Scheme Settings - ACB

Rebrand Web Console Color Scheme Settings

eI s Select one of the schemes
® Predefined Scheme

O Custom Scheme

Profile

Backup User Settings

l.m gvl‘r.drlve

settiogs

Don’t know how to use?

From v7.15.0.0 onwards AhsayCBS supports changing the color scheme for backup
clients. You can select the color scheme settings from “Predefined Scheme” or “Custom
Scheme”.

For Predefined Scheme, you can click on the dropbox to choose from the predefined

options.

Default

Emerald
Rainbow

Huby

For Custom Scheme, you can choose color for each section.

355




Profile Custom Properties Application Setftings - OBM Application Settings - ACB Custom Files - OBM ‘Custom Files - ACB
Backup User Setfings Custom Files - OBC Color Scheme Settings - OBM Color Scheme Settings - ACB Digital Signature Build Installers

Rebrand Web Console Color Scheme Settings

REIETIEELS Select one of the schemes

O Predefined Scheme

@ custom Scheme

Login Panel

.

=

ain Panel

"

-

bout Section

.

Backup Section

"

m

ackup Set Section

o o
S @
8 -
E E
B

o
0 &
& 2
3 =3
o i
S E]
E

4]
&
El

g Section

.

Utilities Section

K& v X ?

|E

The color setting is based on hex color codes and you can either select the color using
the palette or just input the hex color code. Please refer to the following link for details
of hex color code: http://www.color-hex.com/

Color Scheme Settings

Select one of the schemes
O Predefined Scheme

® Custom Scheme

Login Panel

N

#00609c

cancel choose
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UP MANAGER

uiardr[w

About Section
Report Section

Backup Section
Utilities Section

Restore Section
Main Panel

Settings Section

Click on at the bottom right corner to continue.

NOTE

After changing and saving the configuration of Color Scheme Settings — OBM, administrator
can provide available online/ offline installer with according color scheme for client user to
download and run after finishing [Build Installers] > [Build Branded Client] successfully.

AhsayOBR will follow the same color scheme settings with AhsayOBM.
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12.  Click on the Color Scheme Settings — ACB tab.

Profile Custom Properties || Application Settings -OBM || Application Settings - ACE [ Custom Files -O0BM | Custom Files - ACB
Backup User Settings Custom Files - OBC [| Color Scheme Settings - 0OBM IV ER IS EREF LI Digital Signature | Build Installers
Rebrand Web Console Color Scheme Settings

FERIEL S Select one of the schemes
® Predefined Scheme | Default

O Custom Scheme

m'c‘:lrdrlve‘

From v7.15.0.0 onwards AhsayCBS supports changing the color scheme for backup

clients. You can select the color scheme settings from “Predefined Scheme” or “Custom
Scheme”.

i For Predefined Scheme, you can click on the dropbox to choose from the predefined
options.

Default

Default
Emerald
Rainbow
Fub
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ii. For Custom Scheme, you can choose color for each section.

Profile Custom Properties Application Settings - OBM Application Settings - ACB | Custom Files - OBM Custom Files - ACB
Backup User Settings Custom Files - OBC || Color Scheme Settings - 0BM LU PEELITEERYL:- I Digital Signature || Build Installers
Rebrand Web Console Color Scheme Settings

RETETIEED Select one of the schemes

O Predefined Scheme
@ Custom Scheme

Login Panel

=
I
2
el
o
5
-3

=

bout S

©

ction

"

Backup Section

"

m

ackup Set Section

"

Report Section

"

Restore Section

"

Setting Section

"

Utilities Section

"

R v X ?

The color setting is based on hex color codes and you can either select the color using
the palette or just input the hex color code. Please refer to the following link for details
of hex color code: http://www.color-hex.com/

Color Scheme Settings

Select one of the schemes
O Predefined Scheme

® Custom Scheme

Login Panel

N

#bfle2d

cancel choose
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arrdrive

HOME BACKUP

testi23

Backup Set Section

(Rorame

About Section

m Report Section

Backup Sets

1 Ve

Restore Seftings Uilities

Just click | Help I

Backup Section

Restore Section

Main Panel

Settings Section

Click on at the bottom right corner to continue.

NOTE

After changing and saving the configuration of Color Scheme Settings — ACB, administrator
cannot provide available online/ offline installer with according color scheme for client user to
download and run until finish [Build Installers] > [Build Branded Client] successfully.

www.ahsay.com 360



13. Optional: Click on the Digital Signature tab if you need to generate the installers with
onr dinital certificate

Profile Custom Properties §| Application Settings - OBM Application Settings - ACB Custom Files - OBM Custom Files - ACB
Backup User Settings Custom Files - OBC Color Scheme Settings - OBM Color Scheme Settings - ACB Digital Signature Build Installers

Rebrand Web Console Digital Signature q

Rebrand Clients

Digital certification used to sign all EXEAAR files &
® Use Ahsay Systems Corporation Certificate
O Use certificate in mycredentials.spc/mycert.pfx uploaded

Digitial Certificate Password
Use existing

New

Please select your certificate type ]
SPC and PVK

mycredentials.spc

Browse... | No file selected.

myprivatekey. pvk

Browse... | No file selected.

i.  Switch on the Digital Signature button.
Profii

Backup User Settings Custom Files - OBC Color Scheme Settings - OBM Color Scheme Settings - ACB Digital Signature Build Installers

Rebrand Web Console Digital Signature q

ii. You can use our default digital certificate by selecting the Use Ahsay Systems
Corporation Certificate.

Digital Signature q

Digital cerification used to sign all EXE/AAR files
'® Lse Ahsay Systerns Corporation Certificate

" Use cerificate in mycredentials. spo/mycert. pfx uploaded

-OR-
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14.

15.

If you prefer to use your own digital certificate, you can select Use certificate in
mycredentials.spc/mycert.pfx upload option.

Digital Signature q

Digital certification used to sign all EXEAAR files
® Use Ahsay Systems Corporation Certificate

Use certificate in mycredentials. spo/mycert. pfy uploaded

Digitial Certificate Password

Use existing

[Mew

Please select your certificate type
SPC and PV ¥

mycredentials.spc

Choose File | Mo file chosen

rryprivatekey. ok

Chaoose File | Mo file chosen

Enter the digital certificate password and select the whether you are uploading a
“SPC and PVK” or “PFX” digital certificate, then you can upload your digital certificate
file.

Click and to save all the settings.

Go back to the Build Installers tab and click on the Build Branded Client button.
AhsayCBS will request our customization portal to generate new installers.

Prioha Custam Properies | Appiicaton Settings -08M | sppication settings - acB | Custom Fues - 0am | Custom Files - acB
Backug Liser Safings Galar Sechame Settings - 000 | Coler Schume Settings - Aol | Digital Signsture 0T 0

Retramd Web Console

Please be patient as the installer generation process should take around 5 to 10 minutes.
The generation time depends on the traffic condition on the customization portal. The
option will be greyed-out. You will be able to see the following message when the
installer generation is completed.

Profile Custom Properties [| Application Settings - OBM [ Application Settings - ACE | Custom Files - 0BM || Custom Files - ACB
Backup User Settings Custom Files - OBC [ Color Scheme Settings - OBM [| Color Scheme Settings - ACB [l Digital Signature J-TIEILEEIT
Rebrand Web Console Branded installers are available from the download page. (Last update time: 2017-09-20 16-15-53)

Rebrand Clients

L. Important! If you have changed the rebranding settings, please save them first before pressing this button. { Last update time : 2017-09-20
15:40:13)

Build Branded Client

You will be able to find the installers under the following path,
CBS_HOME\system\cbs\Installers\ROOT
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16.

17.

18.

19.
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Example:

LS|

b
o]

|
L]
LS|

L]

|
|
L]
o]

Include in library -

-

Marme

| component

v

ach.dmg

obec-log

obc-win

obrm.dmg

obrnapk
obrn-dehian-noarch.deb
obrm-linux-noarch.rpm
obrn-nixsh
obr-rnac.sh

obr-nixsh

obr-win

Share with -

Diate rmodified

97202017 415 PM
97202017 415 PM
97202017 415 PM
972072017 415 PM
972072017 4:15 P
97202017 415 PM
97202017 415 PM
97202017 415 PM
972072017 415 PM
972072017 4:15 P
97202017 415 PM
97202017 415 PM
97202017 415 PM

Mew folder

Type

File folder
File folder
DG File

Compressed (zipp..

Application
DG File
SPK File
DEE File
R File
3H File

3H File

SH File
Application

.+ Computer » Local Disk (C:) » Program Files » 8hsayCBS » systern b chs » Installers » ROOT »

Size

112 kB
1,417 KB
3074 KB

116 KB

260 KB

TkE
LR

22 KB
10KE
14 KB
1939 KB

Please leave them inside this folder and it is forbidden to move them to other folders.
When your customers access the web console by the system account’s hostname,
AhsayCBS will arrange the corresponding branded installers for users to download.

Download new installers from the installer download page in your AhsayCBS.

After you tested your installers, you can enable the client auto-update or update your
client manually.

In case of any problems when the installer is being built, you will see the Download Log
button.

Profie

Backup Lser Semngs

Rétrand

WEh Cofridu

g ths

Buis mstsers

betion. | Last update time = 2017

Click on the Download Log button and you can download the branding log file obc-
log.zip and you can take a look into the log for troubleshooting the branding issue.

- -~
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Brand the AhsayCBS Interface and AhsayOBM/AhsayACB
Installers for your Resellers

1. Click in System Settings > Basic > Administrative Access.

2. Click into the sub admin account that you want to apply the branding.

3. Make sure there is a correct hostname in sub admin Profile page.
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4. Please follow the steps in previous chapters to brand their own web console, and rebrand
the AhsayOBM/AhsayACB installers. The branded installers is stored in
CBS_HOME\system\cbs\Installer\%Reseller_ID%

Example:

Please leave them inside this folder and it is forbidden to move them to other folders.
When your reseller’'s customer access to the web console by the system account’s
hostname, AhsayCBS will arrange the corresponding branded installers for users to
download.
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Customize Application Name on Cloud Storages

Request for Permission Pages

When your client set up the cloud storage on

1. Amazon Cloud Drive

2. Dropbox

3. Google Drive

4. OneDrive

5. OneDrive for Business
AhsayOBM / ACB would forward an URL through the browser to the cloud storage. The cloud
storage would require your client to login and/or prompt the following page to get client’'s approval
for the AhsayOBM / ACB to access the cloud storage.

For example:

Google Drive

One Drive
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In these request for permission pages, you can see the “Ahsay” logo and the “Ahsay” wording.
You can setup the destination settings in the policy group in your AhsayCBS to customize the
branding.

Preparation

Before you customize the logo and application name on the request for permission page, you need
to collect the following details:

Amazon Cloud Drive

> Client ID
> Client Secret
> Native application redirect URI

Dropbox
» Application key

» Application secret

Google Drive

» Client ID
» Client Secret

OnebDrive

» Client ID
» Client Secret
» Native application redirect URI

OnebDrive for Business

> Client ID
To retrieve the Client ID:

1. Login to the OneDrive for Business portal (Microsoft 365 Admin Center):
http://portal.office.com

2. Select Admin Centers at the bottom of the left panel, then select Azure Active
Directory.
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Mice  Admin

~

Exchange &
3 View my bill

Teams & Skype cf
SharePoint T
OneDrive =F

Support

Dynamics 365 cf

+

New service request

2 ¢ N N & © 0 @&

Yammer TF &= View service requests

PowerApps o

Flow CF

Security & Compliance o

Azure Active Directory @ Need help? '.-_—”

D {é‘; © @ ahsay.qa@cloudbacko.biz (i
AHSAY SYSTEMS CORPORATION L. QP

on limited - App registrations

All services

= Endpoints X Troubleshoot

+ New application registration

Dashboard MANAGE [l To view and manage your registrations for converged applications, please|
Console.
Users
. Azure Active Directory My apps
Groups
a Users DISPLAY NAME APPLICATION TYPE
Roles and administrators
@ Enterprise applications -
B2 Enterprise applications You're not the owner of any applications in thig
B Devices View all appli

App registrations

I Application proxy

4 lirancas

4. Select New application registration, then enter the following:
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Azure Active Directory admin center

Hon

All services Create

N
K FAVORITES Name @

Backup App v

= Dashboard
Application type @

. Azure Active Directory Nafive hd

® * Redirect URI @
pa Users

hitps://%hostname%%/oauth2-office365-sample.jsp

@ Enterprise applications

o Name: Enter a name for your customized application.
o Application type: Select Native.

¢ Redirect URI: Enter the path to the corresponding .jsp file on the
AhsayCBS server (obtained from the next step), for example:

https://%hosthame%/oauth2-office365-sample.jsp
5. Click Create afterward.

6. The Application ID will be displayed, which is the Client ID required for the
OneDrive for Business customization

Home »

Test

Registered app

Display name Application ID

Test 1940cddf-dca3-42ee-859b-0482c1a19319
Application type Object ID

Native a2f929c2-1834-47c6-9a62-285601bcf2{3
Home page Managed application in local directory

- Test

»
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7. Finally, configure the permission required, select Settings.

8. Under API ACCESS, select Required permission. Enable the following API
settings:

Windows Azure Active Directory

e Sign in and read user profile
e Access the directory as the signed-in user

Office 365 SharePoint Online

e Read and write user files
9. Save the changes afterward.
» Native application redirect URI
To retrieve the Native application redirect URI:

1. Create a web page (.jsp) for request of the Authorization Code.

Authorization Code for Microsoft OneDrive for Business (customizable)
ENSEFEIyKUSMpPGWB4X1 CESWq10ARNDoGTLK_-TDPegKOKEMbwgghcHbXDckm8RFnQrbgvAvSYIsPsGBiLGnhdepWsKOGkzFLSVRQ3XUg-X3GjeShU2zmM

Please copy and paste the above Authorization Code
into the product to complete the setup.

A sample format of the page:

<html>
<head>
<title>Authorization Code for Office 365</title>
</head>
<body>
<table width="100%" border="0" align="center">
<tr>
<td align="center">
<img src="ahsay-120px-oauth.gif" /><br>
Authorization Code for Microsoft OneDrive for Business</td>
</tr>
<tr>
<td align="center"><input onClick="this.select()" id="authcode" type="text" size="30" value="<%=
request.getParameter("code") %>"></td>
</tr>
<tr>

<td align="center"><p>Please copy and paste the above Authorization Code <br>into the
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product to complete the setup.</p></td>
</tr>
</table>
</body>
</html>

You can obtain a sample jsp file by Clicking Here.
Important:
The line value="<%= request.getParameter("code") %> are used for retrieving /

displaying the authorization code, you must include this on the page.

It is expected that you have basic HTML knowledge to create the authorization code
request page.

2. Once you have created the customized page, copy and place the jsp file to the
AhsayCBS server at:

For CBS on Windows: %CBS_ Install_Home%\webapps\ROOT
For CBS on Linux: %CBS_Install_Home%/webapps/ROOT

3. The Native application redirect URI will be:
https://%CBS_hostname%/%customized_page_name%.jsp

Where CBS_hostname is the hostname or IP address of your AhsayCBS server and
customized_page_name is the name of the jsp file.

For example:
https://backup.server.com/oauth2-office365-sample.jsp

The Client ID and Native application redirect URI can now be entered in

Standard Destination

" Customize credentials for application

Client ID
ce2cbbel1-280e-4d45-8078-ca99fbea3gor

Mative application redirect LRI
hitps:ICBS_hostnamelcustomized_oauth2-office365 jsp
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For other cloud vendors, refer to the following websites for information on how to collect the
required information.
Reference

Dropbox
https://www.dropbox.com/developers/support

Google Drive
https://developers.google.com/drive/v3/web/enable-sdk#enable the drive api
https://auth0.com/docs/connections/social/google

OneDrive and OneDrive for Business
https://dev.onedrive.com/app-registration.htm

Configure the storage

After you have collected the above information from your cloud / developer account, you can put
the relevant information in the policy settings of your AhsayCBS.

1. Navigate to Backup / Restore > Users, Group & Policies, then select the Policy
Group tab.

2. Select the policy group that you want to apply the setting.
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3. Click into Backup Set Settings tab.

General
Exclude Backup File q

User Settings

Skip backing up files that match the followings
ings /I Files on mapped drive
GUI Settings 1 Files larger than |1

! Files older than

Default values

Preempted Values

17-Mov-2016
Freempted Backup Sets

Mohile Settings Destinations Visible to Users q

Predefined Destination

Name Destination Storage | Info Quota Run Direct
Group 500.0

Drophos Account: Yuk Cheng
Alans Micrasoft Account: CloudBacka 100

Y
Storage Corp @8151heddB0207 Gal

Standard Destination

Customize application name

@
Name
. Local /Mapped Drive [ Removable Drive
Armazon 53
o AWE 83 Compatible Cloud Storage
"} Google Cloud Storage

L Gongle Drive

4, Turn on the switch “Destinations Visible to Users”
5. Scroll to the bottom part of “Destinations Visible to Users”

You can select one of the following cloud storage to customize

» Amazon Cloud Drive
» Dropbox

» Google Drive

» OneDrive

» OneDrive for Business

Amazon Cloud Drive

1. Click into Amazon Cloud Drive
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2. Enable the “Customize credentials for application”

Standard Destination

Amazon Cloud Drive -

‘w4 Customize credenbals for application

Client 1D

Cliznt Secret

Mative application redirect LRI

3. Enter the “Client ID”
4. Enter the “Client Secret”

5. Enter the “Native application redirect URI”

6. Click to continue.
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Dropbox
1. Click into Dropbox

2. Enable the “Customize credentials for application” option.

3. Enter the “Application Key”

4, Enter the “Application Secret”

5. Click to continue.

Google Drive
1. Click into Google Drive

2. Enable the “Customize credentials for application”

3. Enter the “Client ID”

4. Enter the “Client Secret”

5. Click to continue.
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OneDrive

1. Click into OneDrive

2. Enable the “Customize credentials for application”

3. Enter the “Client ID”
4, Enter the “Client Secret”

5. Enter the “Native application redirect URI”

6. Click to continue.

OneDrive for Business

1. Click into OneDrive for Business

2. Enable the “Customize credentials for application”

3. Enter the “Client ID”

4, Enter the “Native application redirect URI”

5. Click to continue.
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Customize the Folder/Bucket name in Standard Destination

Navigate to Backup/Restore -> Users, Group & Policies, then select the Policy Group tab.
Click on the desired Policy Group, then select the Backup Set Settings section on the left. You
can customize the application name (folder/bucket name) in different storages from there.

In the following example, we set the “Customize application name” as “mybackup”, when backup
to the cloud storage (e.g.: Google Drive), the folder name “mybackup” will be created.

E.g.: Google Drive
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Customize the Storage in Predefined Destination

Navigate to Backup / Restore > Users, Group & Policies, then select the Policy Group tab.
Click on the desired Policy Group, then select the Backup Set Settings section on the left. You
can add a predefined destination for your clients, and your clients will be able to select the
predefined destination when they create a new backup set.

Example:

NOTE

You need to add a predefined destination in advance, after that you can set the predefined destination
visible to your user group.
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11 API

In this release, new APIs (now in JSON format) are introduced in the AhsayCBS, if you have written
API in previous version, please test and modify your API calls on AhsayCBS v7 in your testing
environment first, so that it will not affect your current CRM, billing systems etc. when new
AhsayCBS is upgraded. Please download the AhsayCBS API guide from our website for reference.
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12 Contacting Ahsay

Technical Assistance

To contact Ahsay support representatives for technical assistance, visit the following website:
https://www.ahsay.com/jsp/en/contact/kbQuestion.jsp

Also use the Ahsay Wikipedia for resource such as Hardware Compatibility List, Software
Compatibility List, and other product information:
https://wiki.ahsay.com

Documentation

Documentations for all Ahsay products are available at:
https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay downloads documentation
quides

You can send us suggestions for improvements or report on issues in the documentation, by
contacting us at:
https://www.ahsay.com/jsp/en/contact/kbQuestion.jsp

Please specify the specific document title as well as the change required/suggestion when
contacting us.
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Appendix

Appendix A Supported Language Code

ar Arabic

ca Catalan

Ccs Czech

da Danish

de German

el Greek Modern

en English

es Spanish

eu Euskara/Basque

fr French

iw Hebrew

hu Hungarian

it Italian

ja Japanese

ko Korean

It Lithuanian

nl Dutch

no Norwegian

pl Polish

pt_ BR Portuguese (Brazil)

pt_PT Portuguese (Portugal)

sl Slovenian

SV Swedish

tr Turkish

zh_CN Chinese (Simplified)

zh_TW Chinese (Traditional)
www.ahsay.com
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Appendix B Supported Time Zone

GMT-11:00 (WST)

Western Standard Time

GMT-11:00 (NUT)

Niue Time

GMT-11:00 (SST)

Samoa Standard Time

GMT-10:00 (HADT)

Hawaii-Aleutian Daylight Time

GMT-10:00 (HST)

Hawaiian Standard Time

GMT-10:00 (TKT)

Tokelau Time

GMT-10:00 (HST)

Hawaiian Standard Time

GMT-10:00 (CKT)

Cook Islands Time

GMT-10:00 (THAT)

Tahiti Time

GMT-09:00 (AKST)

Alaska Standard Time

GMT-09:00 (GAMT)

Gambier Time

GMT-08:00 (PST)

Pacific Standard Time (North America)

GMT-07:00 (PDT)

Pacific Daylight Time (North America)

GMT-07:00 (MST)

Mountain Standard Time

GMT-07:00 (MDT)

Mountain Day Time

GMT-06:00 (CST)

Central Standard Time

GMT-06:00 (CDT)

Central Daylight Time

GMT-06:00 (EAST)

Easter Island Time

GMT-06:00 (GALT)

Galapagos Time

GMT-05:00 (EST)

Eastern Standard Time (North America)

GMT-05:00 (EDT)

Eastern Daylight Time (North America)

GMT-05:00 (COT)

Colombia Time

GMT-05:00 (ECT)

Ecuador Time

GMT-05:00 (CDT)

Central Daylight Time (North America)

GMT-05:00 (PET)

Peru Time

GMT-05:00 (ACT)

Atlantic/Proto Acre

GMT-05:00 (GMT-05:00)

GMT -05:00

GMT-04:00 (AST)

Atlantic Standard Time
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GMT-04:00 (PYT)

Paraguay Time

GMT-04:00 (VET)

Venezuela Time

GMT-04:00 (GYT)

Guyana Time

GMT-04:00 (ADT)

Acre Daylight Time

GMT-04:00 (BOT)

Bolivia Time

GMT-04:00 (AMT)

Armenia Time

GMT-04:00 (CLT)

Chile Time

GMT-04:00 (FKT)

Falkland Islands

GMT-03:00 (ART)

Argentina Time

GMT-03:00 (GFT)

French Guiana Time

GMT-03:00 (BRT)

Brasilia Time

GMT-03:00 (WGST)

West Greenland Summer Time

GMT-03:00 (PMDT)

Pierre & Miquelon Daylight Time

GMT-03:00 (UYT)

Uruguay Time

GMT-03:00 (SRT)

Suriname Time

GMT-02:00 (FNT)

Fernando de Noronha Time

GMT-02:00 (GST)

Gulf Standard Time

GMT-01:00 (EGST)

East Greenland Summer Time

GMT+00:00 (GMT)

Greenwich Mean Time

GMT+00:00 (WET)

Western European Time

GMT-+00:00 (WEST)

Western European Summer Time

GMT+00:00 (IST)

Israel Standard Time

GMT+00:00 (BST)

Brazil Standard Time

GMT+00:00 (UTC)

Coordinate Universal Time

GMT+01:00 (CET)

Central European Time

GMT+01:00 (WAT)

West Africa Time

GMT+01:00 (CEST)

Central European Summer Time

GMT+02:00 (EEST)

Eastern European Summer Time

GMT+02:00 (CAT)

Central Africa Time

GMT+02:00 (SAST)

Soft Africa Standard Time
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GMT+02:00 (EET)

Eastern European Time

GMT+02:00 (IDT)

Israel Daylight Time

GMT+03:00 (EAT)

East Africa Time

GMT+03:00 (AST)

Acre Standard Time

GMT+03:00 (ADT)

Acre Daylight Time

GMT+03:00 (MSD)

Moscow Daylight Time

GMT+04:00 (AQTST)

Aqtau Time

GMT+04:00 (AZST)

Azerbaijan Summer Time

GMT+04:00 (GST)

Gulf Standard Time

GMT+04:00 (GEST)

Georgia Time

GMT+04:00 (AMST)

Armenia Summer Time

GMT+04:00 (SAMST)

Samara Time

GMT+04:00 (SCT)

Seychelles Time

GMT+04:00 (MUT)

Mauritius Time

GMT+04:00 (RET)

Reunion Time

GMT+05:00 (TMT)

Turkmenistan Time

GMT+05:00 (KGST)

Kirgizstan Time

GMT+05:00 (TJT)

Tajikistan Time

GMT+05:00 (PKT)

Pakistan Time

GMT+05:00 (UZT)

Uzbekistan Time

GMT+05:00 (YEKST)

Yekaterinburg Time

GMT+05:00 (IDT)

Indian Standard Time

GMT+05:00 (TFT)

French Southern & Antarctic Lands Time

GMT+05:00 (MVT)

Maldives Time

GMT+06:00 (MAWT)

Mawson Time

GMT-+06:00 (LKT)

Lanka Time

GMT+06:00 (BDT)

Bangladesh Time

GMT+06:00 (NOVST)

Novosibirsk Time

GMT-+06:00 (BTT)

Bhutan Time

GMT+07:00 (ICT)

Indochina Time
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GMT+07:00 (JAVT)

Java Time, Indonesia Time

GMT+07:00 (KRAST)

Krasnoyarsk Time

GMT+07:00 (CXT)

Christmas Island Time

GMT+08:00 (HKT)

Hong Kong Time

GMT+08:00 (CST)

Cuba Standard Time

GMT+08:00 (BNST)

Brunei Time

GMT-+08:00 (WST)

West Samoa Time

GMT+08:00 (IRKST)

Irkutsk Time

GMT+08:00 (MYT)

Malaysia Time

GMT-+08:00 (PHT)

Philippine Time

GMT+08:00 (SGT)

Singapore Time

GMT+08:00 (BORT)

Borneo Time

GMT+08:00 (ULAT)

Ulan Bator Time

GMT+08:00 (JAYT)

Jayapura Time

GMT-+09:00 (KST)

Korean Standard Time

GMT+09:00 (JST)

Japan Standard Time

GMT+09:00 (YAKST)

Yakutsk Time

GMT-+09:00 (PWT)

Palau Time

GMT+10:00 (EST)

Eastern Standard Time (Australia)

GMT+10:00 (DDUT)

Dumont-d’Urville Time

GMT+10:00 (VLAST)

Vladivostok Time

GMT+10:00 (ChST)

Chamorro Standard Time

GMT+10:00 (PGT)

Papua New Guinea Time

GMT+10:00 (TRUST)

Truk Time

GMT+11:00 (MAGST)

Magadan Time

GMT+11:00 (VUT)

Vanuatu Time

GMT+11:00 (KOSST)

Kosrae Time

GMT+11:00 (NCT)

New Caledonia Time

GMT+11:00 (PONT)

Ponape Time (Micronesia)

GMT+12:00 (NZST)

New Zealand Standard Time
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GMT+12:00 (ANAST)

Anadyr Time

GMT+12:00 (PETST)

Petropavlovsk-Kamchatski Time

GMT+12:00 (FJT)

Fiji Time

GMT+12:00 (TVT)

Tuvalu Time

GMT+12:00 (MHT)

Marshall Islands Time

GMT+12:00 (NRT)

Nauru Time

GMT+12:00 (GILT)

Gilbert Island Time

GMT+12:00 (WAKT)

Wake Time

GMT+12:00 (WFT)

Wallis and Futuna Time
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Appendix C Error Code 1011 and 1012

Internal Error 1011

This error could occur when one of the following conditions is true:
» The license key has been used on more than one machine.

» Change of network card of the server machine or moving the AhsayCBS system to a new
server.

Solution:

In the cases where the license key was used on a second server for testing purposes, please use
an evaluation key instead.

Alternatively, please shutdown the AhsayCBS service on the second server, and then contact our
Support Engineer with your "License Name" and "License Key", and we shall update the license
server to allow your key to be used again.

In the cases where the network card of the server machine is changed, or an AhsayCBS relocation
has been performed. Please also contact our Support Engineer with your "License Name" and
"License Key", and we shall update the license server to allow your key to be used again.

If the problem still persists, please ensure that there are no connectivity issues from the AhsayCBS
server to the Internet and that you can connect to lic.ahsay.com with HTTPS from the AhsayCBS
backup server. There is a connection test button underneath the license field entry box to test the
connection to our license server. The testing result will be displayed next to the test button.

Please also verify if the machine in concern contain any software that would create virtual MAC
address, for example, VPN software. If yes, please disable them such software, and notify us
again.

Internal Error 1012

Internal Error 1012 can occurs when one of the following conditions is true:
¥ The license key has been used on more than one machine.

¥ Change of the MAC address, local / remote IP address, or local port that AhsayCBS is
installed on.

Solution:

Persistent 1012 license errors can occur if your AhsayCBS server is operating in a network
environment where network traffic is routed to the Internet via multiple external IP addresses. For
example, network load balancing is implemented using, i.e. a dual WAN router, Round Robin
routing, or network card with multiple external IP.

For these cases, we would suggest setting up a static route for the server's connection to
lic.ahsay.com, so that the remote IP address on the server will remain the same every time a
connection to lic.ahsay.com is established.
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Appendix D Differences between AhsayOBS v6 vs
AhsayCBS v7

AhsayCBS has been totally re-designed from the ground upwards to provide the best cloud backup
solution with changes to core functions, such as file storage system, indexing, backup set features,
replication, group policy, system user and branding. To understand the differences between
AhsayCBS and previous version of our product, please visit our website for details.

For a list of key differences between the AhsayOBS v6 and AhsayCBS v7, refer to Differences
Between v6 & V7.
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Appendix E Setting up Cloud Storage
In the following examples, we are demonstrating how to setup cloud storage in predefined
destinations.

Add a predefined destination in System Settings -> Basic -> Predefined Destinations, click on
the Add button.

Aliyun (FTEZ)
This storage option is available on computers with China or Hong Kong locale settings.

1. If you do not have the Aliyun ([ EE =), please click on the link 'Sign up for [ EE =" to
create an account.

2. Select 'faf ="' from the Destination storage drop down box.
3. Enter name of the backup destination.
4. Select Single storage destination.

Note: The option Destination Pool is defined from a number of single storage destination.
5. Enter the Access Key ID.
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6. Enter the Access Key Secret.
7. Select the region from the dropdown box.
8. Click Add to continue the setup.

9. Enter to the Backup/Restore -> Users, Groups & Policies -> Policy Group -> Manage
Policy Group, edit the Default settings policy.

(By applying the changes to the “Default settings”, all the users will be able to see and
use the settings by default. If you need to create a predefined destination for a particular
group of users, you need to create a new policy group and user group for this. )

10.  Add the newly created predefined storage “Aliyun-1” into the Backup Set Settings ->
Destinations Visible to Users -> Predefined Destinations.

11.  Enable the quota and apply the quota.

12. When you create a backup set for a user, you will be able to see the new predefined
destination.

CTYun (FEHEEXREZ)

This storage option is available on computers with China or Hong Kong locale settings.

1. If you do not have the CTYun (FEH{EKE ), please click on the link 'Sign up for §1[F
(= A2 7' to create an account.

2. Select 'th[E H{Z K3 ="' from the [Destination storage] drop down box.
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3. Enter name of the backup destination.

4, Select Single storage destination.

Note: The option Destination Pool is defined from a number of single storage
destination.

5. Enter the Access Key ID.

6. Enter the Secret Access Key.

7. Click [Add] to continue the setup.

8. Enter to the Backup/Restore -> Users, Groups & Policies -> Policy Group -> Manage

Policy Group, edit the Default settings policy.

(By applying the changes to the Default settings, all the users will be able to see and
use the settings by default. If you need to create a predefined destination for a particular
group of users, you need to create a new policy group and user group for this.)

9. Add the newly created predefined storage “CTYun-1" into the Backup Set Settings ->
Destinations Visible to Users -> Predefined Destinations.

10.  Enable the quota and apply the quota.

11.  When you create a backup set for a user, you will be able to see the new predefined
destination.
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Amazon Cloud Drive

1. If you do not have the Amazon Cloud Drive, please click on the link Sign up for Amazon
Cloud Drive to create an account.

2. Select ‘Amazon Cloud Drive' from the [Destination storage] drop down box.
3. Enter name of the backup destination.
4, Select “Single storage destination”.

Note: The option Destination Pool is defined from a number of single storage
destination.

5. Click [Add] to continue the setup.

On the browser, a code is displayed, copy it and paste into the “create predefined
destination” page in the AhsayCBS.

(Sample authentication code)
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6. Click Add to continue.

7. Enter to the Backup/Restore -> Users, Groups & Policies -> Policy Group -> Manage
Policy Group, edit the Default settings policy.

8. (By applying the changes to the Default settings, all the users will be able to see and
use the settings by default. If you need to create a predefined destination for a particular
group of users, you need to create a new policy group and user group for this. )

9. Add the newly created predefined storage “AmazonCloudDrive-1” into the [Backup Set
Settings] -> [Destinations Visible to Users] -> [Predefined Destinations].

10. Enable the quota and apply the quota.

11.  When you create a backup set for a user, you will be able to see the new predefined

destination.
Amazon S3
1. If you do not have the Amazon S3, please click on the link Sign up for Amazon S3 to

create an account.

2. Select Amazon S3 from the [Destination storage] drop down box.
3. Enter name of the backup destination
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10.

11.

12.

13.

www.ahsay.com

Select Single storage destination.

Note: The option Destination Pool is defined from a number of single storage
destination.

Select the “Location” from the drop down box.
Enter the Access Key ID.

Enter the Secret Access Key.

Click [Add] to continue the setup.

Enter to the Backup/Restore -> Users, Groups & Policies -> Policy Group -> Manage
Policy Group, edit the Default settings policy.

(By applying the changes to the Default settings, all the users will be able to see and
use the settings by default. If you need to create a predefined destination for a particular
group of users, you need to create a new policy group and user group for this.)

Add the newly created predefined storage “AmazonS3-1” into the [Backup Set Settings] -
> [Destinations Visible to Users] -> [Predefined Destinations].

General

Exclude Backup File I

User Settings

Backup Set Settings o L
Destinations Visible to Users I

GUI Settings
Default Values

Predefined Destination
Preempted values

Til
Preempted Backup Sets .
| name Destination Storage | Info Quota Run Direct
0 s a1 Access Key AKIAIY, Bucket ahsay- 10
mazonSa-
2952225790651

Standard Destination

Enable the quota and apply the quota.

When you create a backup set for a user, you will be able to see the new predefined
destination.
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AWS S3 Compatible Cloud Storage

1. Select AWS S3 Compatible Cloud Storage from the Destination storage drop down box.

2. Enter name of the backup destination.

3. Select Single storage destination.
Note: The option Destination Pool is defined from a number of single storage
destination.

4. Enter the Host and Port number.

5. Enter the Access Key ID.

6. Enter the Secret Access Key.

7. Enter the Bucket Name for the storage. (You need to create this bucket manually first).
8. Click [Add] to continue the setup.

9. Enter to the Backup/Restore -> Users, Groups & Policies -> Policy Group -> Manage
Policy Group, edit the Default settings policy.

(By applying the changes to the Default settings, all the users will be able to see and use
the settings by default. If you need to create a predefined destination for a particular group

of users, you need to create a new policy group and user group for this.)

10. Add the newly created predefined storage “AWSCompatible-1” into the [Backup Set
Settings] -> [Destinations Visible to Users] -> [Predefined Destinations].

www.ahsay.com 395



11.  Enable the quota and apply the quota.

12.  When you create a backup set for a user, you will be able to see the new predefined

destination.
Dropbox
1. If you do not have the Dropbox, please click on the link 'Sign up for Dropbox' to create an
account.
2. Select 'Dropbox’ from the [Destination storage] drop down box.
3. Enter name of the backup destination.
4. Select Single storage destination.

Note: The option Destination Pool is defined from a number of single storage
destination.

5. Click [Add] to continue the setup.
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6. A browser will pop up and Dropbox will ask for your permission to access the storage,
click on "Ahsay”.

7. On the browser, a code is displayed, copy it and paste into the “create predefined
destination” page in the AhsayCBS.

(Sample authentication code)

8. Click Add to continue the setup.

9. Enter to the Backup/Restore -> Users, Groups & Policies -> Policy Group -> Manage
Policy Group, edit the Default settings policy.

(By applying the changes to the “Default settings”, all the users will be able to see and
use the settings by default. If you need to create a predefined destination for a particular
group of users, you need to create a new policy group and user group for this. )
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10.  Add the newly created predefined storage “Dropbox-1” into the Backup Set Settings ->
Destinations Visible to Users -> Predefined Destinations.

11.  Enable the quota and apply the quota.

12.  When you create a backup set for a user, you will be able to see the new predefined
destination.

Google Cloud Storage

** Before you set up the storage for Google Cloud Storage, please collect the Access
Key and Secret Key from your Google Cloud Storage account first.

1. Go to the Google Developers Console.
2. Click the name of the project you would like to use as your default project.
3. In the left sidebar, click APIs & auth.

4, Find Google Cloud Storage JSON APl and make sure it is enabled. When the JSON API
is enabled, the Status will display "ON".

5. Next to the Google Cloud Storage JSON API service, click the settings gear icon.

6. Click Interoperable Access in the left sidebar.

7. Click Generate new key.

8. The access key part of the new developer key is displayed.
9. Click Show to show the secret part of the new developer key.

Now, you can go back to add your predefined destination.

10.  If you do not have the Google Cloud Storage, please click on the link Sign up for
Google Cloud Storage to create an account.

11.  Select Google Cloud Storage from the Destination storage drop down box.
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12.  Enter name of the backup destination.

13.  Select Single storage destination.

Note: The option Destination Pool is defined from a number of single storage
destination.

14.  Click [Add] to continue the setup.
15.  Enter to the Backup/Restore -> Users, Groups & Policies -> Policy Group -> Manage
Policy Group, edit the Default settings policy.

(By applying the changes to the Default settings, all the users will be able to see and
use the settings by default. If you need to create a predefined destination for a particular
group of users, you need to create a new policy group and user group for this.)

16.  Add the newly created predefined storage “GoogleCloudStorage-1” into the [Backup Set
Settings] -> [Destinations Visible to Users] -> [Predefined Destinations].

17. Enable the quota and apply the quota.

18.  When you create a backup set for a user, you will be able to see the new predefined
destination.
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Google Drive

1. If you do not have the Google Drive, please click on the link 'Sign up for Google Drive'
to create an account.

2. Select 'Google Drive' from the [Destination storage] drop down box.
3. Enter name of the backup destination.
4, Select Single storage destination.

Note: The option Destination Pool is defined from a number of single storage
destination.

5. Click [Add] to continue the setup.

6. A browser will pop up and Google will ask for your permission to access the storage, click
on "Allow".
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7. On the browser, a code is displayed, copy it and paste into the “create predefined
destination” page in the AhsayCBS.

(Sample authentication code)

8. Click [Add] to continue.

9. Enter to the Backup/Restore -> Users, Groups & Policies -> Policy Group -> Manage
Policy Group, edit the Default settings policy.

(By applying the changes to the Default settings, all the users will be able to see and
use the settings by default. If you need to create a predefined destination for a particular
group of users, you need to create a new policy group and user group for this.)

10. Add the newly created predefined storage “GoogleDrive-1” into the [Backup Set
Settings] -> [Destinations Visible to Users] -> [Predefined Destinations].
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11.

12.

Enable the quota and apply the quota.

When you create a backup set for a user, you will be able to see the new predefined
destination.

Microsoft Azure

** Before you setup the storage for Microsoft Azure, please collect the Storage Account
Name and Access Key from your Microsoft Azure account first.

1.

2.

10.
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Go to the Microsoft Azure web page.

Click the "portal” link at the top of the page.

Login to the portal.

Click on the "MANAGE ACCESS KEYS" link at the bottom of the page.

The "STORAGE ACCOUNT NAME" and "PRIMARY ACCESS KEY" are displayed. The
Storage account name is the same as the node name when you create this Windows
Azure account.

Copy the "STORAGE ACCOUNT NAME" and "PRIMARY ACCESS KEY" to your
AhsayOBM application.
(Suggested to copy and paste the name and key to avoid typographical errors.)

Now, you can go back to add your predefined destination.
Select ‘Microsoft Azure' from the [Destination storage] drop down box.

Enter name of the backup destination.

Select Single storage destination.

Note: The option Destination Pool is defined from a number of single storage
destination.

Enter the Storage Account Name.
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11.  Enter the Access Key.
12.  Click [Add] to continue the setup.

13.  Enter to the Backup/Restore -> Users, Groups & Policies -> Policy Group -> Manage
Policy Group, edit the Default settings policy.

(By applying the changes to the Default settings, all the users will be able to see and
use the settings by default. If you need to create a predefined destination for a particular
group of users, you need to create a new policy group and user group for this.)

14.  Add the newly created predefined storage “MicrosoftAzure-1” into the [Backup Set
Settings] -> [Destinations Visible to Users] -> [Predefined Destinations].

15. Enable the quota and apply the quota.

16.  When you create a backup set for a user, you will be able to see the new predefined

destination.
OneDrive
1. If you do not have the OneDrive, please click on the link 'Sign up for OneDrive' to create
an account.
2. Select 'OneDrive' from the [Destination storage] drop down box.
3. Enter name of the backup destination.
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4. Select Single storage destination.

Note: The option Destination Pool is defined from a number of single storage
destination.

5. Click [Add] to continue the setup.

6. A browser will popup and a code is displayed, copy it and paste into the “create
predefined destination” page in the AhsayCBS.

(Sample authentication code)

7. Click [Add] to continue the setup.

8. Enter to the Backup/Restore -> Users, Groups & Policies -> Policy Group -> Manage
Policy Group, edit the Default settings policy.

(By applying the changes to the Default settings, all the users will be able to see and
use the settings by default. If you need to create a predefined destination for a particular
group of users, you need to create a new policy group and user group for this.)
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9. Add the newly created predefined storage “OneDrive-1” into the [Backup Set Settings] -
> [Destinations Visible to Users] -> [Predefined Destinations].

10. Enable the quota and apply the quota.

11.  When you create a backup set for a user, you will be able to see the new predefined
destination.

OneDrive for Business

1. If you do not have the OneDrive for Business, please click on the link 'Sign up for
OneDrive for Business' to create an account.

2. Select 'OneDrive' from the [Destination storage] drop down box.
3. Enter name of the backup destination.
4. Select Single storage destination.

Note: The option Destination Pool is defined from a number of single storage
destination.

5. Click [Add] to continue the setup.
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6. A browser will pop up and Microsoft will ask for your permission to access the storage,
click on "Accept".

7. On the browser, a code is displayed, copy it and paste into the “create predefined
destination” page in the AhsayCBS.

(Sample authentication code)

8. Click [Add] to continue.

9. Enter to the Backup/Restore -> Users, Groups & Policies -> Policy Group -> Manage
Policy Group, edit the Default settings policy.

(By applying the changes to the Default settings, all the users will be able to see and
use the settings by default. If you need to create a predefined destination for a particular
group of users, you need to create a new policy group and user group for this.)
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10. Add the newly created predefined storage “OneDriveForBusiness-1” into the [Backup
Set Settings] -> [Destinations Visible to Users] -> [Predefined Destinations].

11.  Enable the quota and apply the quota.

12. When you create a backup set for a user, you will be able to see the new predefined
destination.

Rackspace

1. If you do not have the Rackspace, please click on the link 'Sign up for Rackspace' to
create an account.

2. Select 'Rackspace’ from the [Destination storage] drop down box.

3. Enter name of the backup destination.

4. Select Single storage destination.
Note: The option Destination Pool is defined from a number of single storage
destination.

5. Enter the User Name.

6. Enter the API Key.
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7. Click [Add] to continue the setup.

8. It will prompt for the “Region”, select the “Region” from the dropdown box.

9. Click [Add] to continue the setup.

10. Enter to the Backup/Restore -> Users, Groups & Policies -> Policy Group -> Manage
Policy Group, edit the Default settings policy.
(By applying the changes to the Default settings, all the users will be able to see and
use the settings by default. If you need to create a predefined destination for a particular
group of users, you need to create a new policy group and user group for this.)

11.  Add the newly created predefined storage “Rackspace-1” into the [Backup Set Settings]
-> [Destinations Visible to Users] -> [Predefined Destinations].

12. Enable the quota and apply the quota.

13.  When you create a backup set for a user, you will be able to see the new predefined
destination.

OpenStack
1. Select 'OpenStack’ from the [Destination storage] drop down box.
2. Enter name of the backup destination.
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10.
11.
12.
13.

14.
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Select Single storage destination.

Note: The option Destination Pool is defined from a number of single storage
destination.

Enter the Host and Port number.

Enter the Username.

Enter the Password.

Option: Click on the check box “Connect with SSL” if necessary.
Click [Add] to continue the setup.

The page will request to enter more information after the initial connection.

Select the “Project” in the dropdown box.
Select the “Region” in the dropdown box.
Enter the container name.

Click [Add] to continue the setup.

Enter to the Backup/Restore -> Users, Groups & Policies -> Policy Group -> Manage
Policy Group, edit the Default settings policy.

(By applying the changes to the Default settings, all the users will be able to see and
use the settings by default. If you need to create a predefined destination for a particular
group of users, you need to create a new policy group and user group for this.)
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15.  Add the newly created predefined storage “OpenStack-1” into the [Backup Set Settings]
-> [Destinations Visible to Users] -> [Predefined Destinations].

16. Enable the quota and apply the quota.

17.  When you create a backup set for a user, you will be able to see the new predefined

destination.
FTP

1. Select 'FTP' from the [Destination storage] drop down box.

2. Enter name of the backup destination.

3. Select Single storage destination.
Note: The option Destination Pool is defined from a number of single storage
destination.

4, Enter the Host and Port number.

5. Enter the Username.
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6. Enter the Password.
7. Option: Enter the FTP directory if you have one.
8. Click [Add] to continue the setup.

9. Enter to the Backup/Restore -> Users, Groups & Policies -> Policy Group -> Manage
Policy Group, edit the Default settings policy.

(By applying the changes to the Default settings, all the users will be able to see and
use the settings by default. If you need to create a predefined destination for a particular
group of users, you need to create a new policy group and user group for this.)

10.  Add the newly created predefined storage “FTP-1” into the [Backup Set Settings] ->
[Destinations Visible to Users] -> [Predefined Destinations].

11.  Enable the quota and apply the quota.

12. When you create a backup set for a user, you will be able to see the new predefined
destination.
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1. Select 'SFTP' from the [Destination storage] drop down box.

2. Enter name of the backup destination.

3. Select Single storage destination.
Note: The option Destination Pool is defined from a number of single storage
destination.

4. Enter the Host and Port number.

5. Enter the Username.

6. Enter the Password.

7. Option: Enter the SFTP directory if you have one.
8. Click [Add] to continue the setup.

9. Enter to the Backup/Restore -> Users, Groups & Policies -> Policy Group -> Manage
Policy Group, edit the Default settings policy.

(By applying the changes to the Default settings, all the users will be able to see and
use the settings by default. If you need to create a predefined destination for a particular
group of users, you need to create a new policy group and user group for this.)
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10. Add the newly created predefined storage “SFTP-1" into the [Backup Set Settings] ->
[Destinations Visible to Users] -> [Predefined Destinations].

11.  Enable the quota and apply the quota.

12.  When you create a backup set for a user, you will be able to see the new predefined
destination.
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Appendix F Image Specifications

You can use common graphics editing tools that able to edit 32bit graphic files to generate these
png format files with transparent background.

Example:

For those ico (Windows icon) and icns (Mac icon) files, you can use icon editing tools (available to
download from Internet). Most of the icon files have multiple sizes of images. Please refer to the
original icon format to replace your product logo into the files.
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Image specifications for AhsayCBS (web interface, pdf and email report)

File name: ico_40_cbs_logo.png

This logo has transparent background (checkered
squares) with white text.

C,

File name: default.large.gif

This logo has transparent background (checkered
squares).

‘G Aoy (CE ‘

File name: ico_24_cbs.png

This logo has transparent background (checkered
squares).

fcl

File name: ico_obm_16.png

This logo has transparent background (checkered
squares).

@

www.ahsay.com

Format: png
Width: 200 px
Height: 72 px

Format: gif
Width: 129 px
Height: 40 px

Format: png
Width: 24 px
Height: 24 px

Format: png
Width: 18 px
Height: 18 px

415




File name: ico_acb_16.png Format: png

Width: 18 px
This logo has transparent background (checkered Height: 18 px
squares).
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Image specifications for AhsayCBS (Installation graphics)
Images for Windows (Installation graphics)
File name: aboutBG.bmp Format: Bitmap

Width: 164 px
Height: 337 px

(The size of this graphic is reduced to fit into this document.)

File name: desktop.ico Format: Windows Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)
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GGBB

(The sizes of these logos are reduced to fit into this document.)

File name: installer.ico

This logo has transparent background (checkered
squares).

Format: Windows Icon
Width: 256,128,48,32,16px
Height: 256,128,48,32,16px

(True color plus alpha channel
transparency)

o ™
.G

(The sizes of these logos are reduced to fit into this document.)

File name: splash.bmp

Format: Bitmap
Width: 340 px
Height: 240 px

www.ahsay.com
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(The size of this graphic is reduced to fit into this document.)

File name: restart.ico Format: Windows Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)

0O o.

(The sizes of these logos are reduced to fit into this document.)

File name: small.bmp
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Format: Bitmap

Width: 55 px
Height: 58 px
File name: start.ico Format: Windows Icon
Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px

squares).

(True color plus alpha channel
transparency)

Qo.

(The sizes of these logos are reduced to fit into this document.)

File name: stop.ico Format: Windows Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)
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Qo..

(The sizes of these logos are reduced to fit into this document.)

File name: uninstall.ico Format: Windows Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)

(<
W 8

(<
&’@

(The sizes of these logos are reduced to fit into this document.)
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File name: webAdmin.ico

This logo has transparent background (checkered

squares).

Format: Windows Icon
Width: 256,128,48,32,16px
Height: 256,128,48,32,16px

(True color plus alpha channel
transparency)

©o.

(The sizes of these logos are reduced to fit into this document.)

Images for AhsayUBS (Installation graphics)

File name: favicon.ico

This logo has transparent background (checkered

squares).

www.ahsay.com

Format: Website Icon
Width: 16 px
Height: 16 px

or

Width: 32 px
Height: 32 px

(True color plus alpha channel
transparency)

422



Q

File name: footer.png Format: png
Width: 127 px
Height: 42 px

ik

File name: header_bg.png Format: png
Width: 2400 px
Height: 143 px

(The size of this graphic is reduced to fit into this document.)

File name: header_logo.png Format: png
Width: 524 px
This logo has transparent background (checkered Height: 143 px

squares) with white text.

-

4

(The size of this graphic is reduced to fit into this document.)
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File name: login_bg.png Format: png
Width: 471 px
Height: 340 px

(The size of this graphic is reduced to fit into this document.)

File name: login_logo.png Format: png
Width: 353 px
This logo has transparent background (checkered Height: 140 px

squares) with white text.

L

www.ahsay.com 424




File name: splash_320x200.bmp Format: Bitmap
Width: 320 px
Height: 200 px

W

™

Ahsay"™ Universal Backup SysH

File name: splash_1024x768.bmp Format: Bitmap
Width: 1024 px
Height: 768 px

u

Ahsay™ Universal Backup System

(The size of this graphic is reduced to fit into this document.)

www.ahsay.com
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Image specifications for AhsayOBM (Application graphics)

Images for all platforms

File name: about_logo.png Format: png
Width: 144 px
This logo has transparent background (checkered Height: 33 px
squares).
(@) AlisayoEm
File name: login_bg.png Format: png

Width: 1016 px
Height: 734 px

(The size of this graphic is reduced to fit into this document.)

File name: login_logo.png Format: png
Width: 200 px
This logo has transparent background (checkered Height: 60 px

squares) with white text.
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File name: logo.png Format: png

Width: 32 px
This logo has transparent background (checkered Height: 32 px
squares).
VY
O,
File name: main_logo.png Format: png
Width: 148 px
This logo has transparent background (checkered Height: 33 px
squares) with white text.
File name: splash.png Format: png
Width: 420 px

Height: 240 px

@ AhsayOBM

(The size of this graphic is reduced to fit into this document.)

www.ahsay.com
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File name: dstn_CBS_24.png

This logo has transparent background (checkered
squares) with white text.

.C

File name: dstn_CBS_32.png

This logo has transparent background (checkered
squares) with white text.

C

File name: dstn_CBS_48.png

This logo has transparent background (checkered
squares) with white text.

C

File name: fs16_root_CBS.png

This logo has transparent background (checkered
squares) with white text.

www.ahsay.com

Format: png
Width: 24 px
Height: 24 px

Format: png
Width: 32 px
Height: 32 px

Format: png
Width: 48 px
Height: 48 px

Format: png
Width: 16 px
Height: 16 px
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Images for Linux, FreeBSD and Solaris (Application graphics)

File name: desktop.png

This logo has transparent background (checkered
squares).

Images for Synology (Application graphics)

File name: logo_16.png

This logo has transparent background (checkered
squares).

File name: logo_32.png

This logo has transparent background (checkered
squares).

©®

www.ahsay.com

Format: png
Width: 128 px
Height: 128 px

Format: png
Width: 16 px
Height: 16 px

Format: png
Width: 32 px
Height: 32 px
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File name: logo_72.png Format: png

Width: 72 px
This logo has transparent background (checkered Height: 72 px
squares).
Images for ONAP (Application graphics)
File name: logo_72.png Format: png
Width: 72 px
This logo has transparent background (checkered Height: 72 px

squares).

Images for Windows (System tray)

The following icons iconl.ico, icon2.ico, icon3.ico and icon4.ico will be used in the Windows
system tray. Please arrange them in an animated sequence. The application will arrange the
animation sequence when the backup job is run.

File name: iconl.ico Format: Windows Icon
Width: 16 px

This logo has transparent background (checkered Height: 16 px

squares).

(True color plus alpha channel
transparency)
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®

Original Image enlarged for easy reference
File name: icon2.ico Format: Windows Icon
Width: 16 px
This logo has transparent background (checkered Height: 16 px
squares).

(True color plus alpha channel

transparency)
(]
Criginal Image enlarged for easy reference
File name: icon3.ico Format: Windows Icon
Width: 16 px
This logo has transparent background (checkered Height: 16 px
squares).

(True color plus alpha channel
transparency)

@

Criginal Image enlarged for easy reference
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File name: icon4.ico Format: Windows Icon

Width: 16 px
This logo has transparent background (checkered Height: 16 px
squares).
(True color plus alpha channel
transparency)
Jd
Criginal Image enlarged for easy reference
File name: toast.ico Format: Windows Icon
Width: 64 px
This logo has transparent background (checkered Height: 64 px
squares).

(True color plus alpha channel

transparency)
Images for Mac (Application and installation graphics)
File name: desktop.icns Format: Mac Icon
Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).
(True color plus alpha channel
transparency)
www.ahsay.com 432
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@@m

(The sizes of these logos are reduced to fit into this document.)

File name: GenericlavaApp.icns Format: Mac Icon

This logo has transparent background (checkered
squares).

=

128x128-32bit 32x32-32bit 16x16-32hit

2 e

32x32 8bit  16x16 8hbit

32x32-1bit  16x16-1hit

Note: These are default Java application icons, they will be displayed when there
are icons missing. This is not directly related the product branding.
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File name: installer.icns Format: Mac Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)

(The sizes of these logos are reduced to fit into this document.)

File name: Logo.icns Format: Mac Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)
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(The sizes of these logos are reduced to fit into this document.)

File name: uninstall.icns Format: Mac Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)

fe)
o 2.

(The sizes of these logos are reduced to fit into this document.)

File name: OBMLogo.icns
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This logo has transparent background (checkered Format: Mac Icon
squares). Width: 256,128,48,32,16px
Height: 256,128,48,32,16px

(True color plus alpha channel
transparency)

@@m

(The sizes of these logos are reduced to fit into this document.)

File name: background.jpg Format: JPEG
Width: 622 px

Height: 420 px

@AhsoyOBM

(The size of this graphic is reduced to fit into this document.)
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File name: logo.png

O,

Format: png
Width: 128 px
Height: 128 px

(The size of this graphic is reduced to fit into this document.)

Images for Synology (Installation graphics)

File name: PACKAGE_ICON.PNG

This logo has transparent background (checkered
squares).

File name: PACKAGE_ICON_120.PNG

This logo has transparent background (checkered
squares).

File name: PACKAGE_ICON_256.PNG

This logo has transparent background (checkered
squares).

www.ahsay.com

Format: png
Width: 72 px
Height: 72 px

Format: png
Width: 120 px
Height: 120 px

Format: png
Width: 256 px
Height: 256 px
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Images for Synology (Installation graphics)

File name: PACKAGE_ICON_64.GIF

File name: PACKAGE_ICON_64_GRAY.GIF

File name: PACKAGE_ICON_80.GIF

www.ahsay.com

Format: png
Width: 64 px
Height: 64 px

Format: png
Width: 64 px
Height: 64 px

Format: png
Width: 80 px
Height: 80 px
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h e 4

Images for Windows (Installation graphics)

File name: aboutBG.bmp Format: Bitmap
Width: 164 px
Height: 337 px

@AhsuyOBM

(The size of this graphic is reduced to fit into this document.)

File name: desktop.ico Format: Windows Icon
Width: 256,128,48,32,16px

This logo has transparent background (checkered Height: 256,128,48,32,16px

squares). (True color plus alpha channel
transparency)
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@@m

File name: installer.ico Format: Windows Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)

(The sizes of these logos are reduced to fit into this document.)

File name: small.bmp Format: Bitmap
Width: 55 px
Height: 58 px
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©®

File name: uninstall.ico Format: Windows Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)

fe)
o 2.

(The sizes of these logos are reduced to fit into this document.)
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Image specifications for AhsayACB (Application graphics)

Images for all platforms

File name: about_logo.png Format: png
Width: 144 px
This logo has transparent background (checkered Height: 33 px
squares).
(@ Ahsayacs
File name: login_bg.png Format: png

Width: 1016 px
Height: 734 px

(The size of this logo is reduced to fit into this document.)

File name: login_logo.png Format: png
Width: 200 px
This logo has transparent background (checkered Height: 60 px

squares) with white text.
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File name: logo.png Format: png

Width: 32 px
This logo has transparent background (checkered Height: 32 px
squares).
Vo
Q
File name: main_logo.png Format: png
Width: 148 px
This logo has transparent background (checkered Height: 33 px
squares) with white text.
File name: splash.png Format: png
Width: 420 px

Height: 240 px

@ AhsayACB

(The size of this graphic is reduced to fit into this document.)
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File name: dstn_CBS_24.png

This logo has transparent background (checkered
squares) with white text.

.C

File name: dstn_CBS_32.png

This logo has transparent background (checkered
squares) with white text.

C

File name: dstn_CBS_48.png

This logo has transparent background (checkered
squares) with white text.

C

File name: fs16_root_CBS.png

This logo has transparent background (checkered
squares) with white text.

www.ahsay.com

Format: png
Width: 24 px
Height: 24 px

Format: png
Width: 32 px
Height: 32 px

Format: png
Width: 48 px
Height: 48 px

Format: png
Width: 16 px
Height: 16 px
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Images for Windows (System tray)

The following icons iconl.ico, icon2.ico, icon3.ico and icon4.ico will be used in the Windows
system tray. Please arrange them in an animated sequence. The application will arrange the
animation sequence when the backup job is run.

File name: iconl.ico Format: Windows Icon
Width: 16 px

This logo has transparent background (checkered Height: 16 px

squares).

(True color plus alpha channel

transparency)
@
Original Image enlarged for easy reference
File name: icon2.ico Format: Windows Icon
Width: 16 px
This logo has transparent background (checkered Height: 16 px
squares).
(True color plus alpha channel
transparency)
@
Original Image enlarged for easy reference
www.ahsay.com 445



File name: icon3.ico Format: Windows Icon

Width: 16 px
This logo has transparent background (checkered Height: 16 px
squares).
(True color plus alpha channel
transparency)
@
Criginal Image enlarged for easy reference
File name: icon4.ico Format: Windows Icon
Width: 16 px
This logo has transparent background (checkered Height: 16 px
squares).
(True color plus alpha channel
transparency)
9
Original Image enlarged for easy reference
File name: toast.ico Format: Windows Icon
Width: 64 px
This logo has transparent background (checkered Height: 64 px
squares).
(True color plus alpha channel
transparency)
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Images for Mac (Application and installation graphics)

File name: desktop.icns Format: Mac Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)

@o..

(The sizes of these logos are reduced to fit into this document.)

File name: GenericlavaApp.icns Format: Mac Icon

This logo has transparent background (checkered
squares).
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=

128x128-32bit 32x32-32bit 16x16-32hit

Z =

32x32 8bit  16x16 8hbit

32x32-1bit  16x16-1hit

Note: These are default Java application icons, they will be displayed when there
are icons missing. This is not directly related the product branding.

File name: installer.icns Format: Mac Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)

www.ahsay.com 448




(The sizes of these logos are reduced to fit into this document.)

File name: Logo.icns Format: Mac Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)

@o..

(The sizes of these logos are reduced to fit into this document.)

File name: uninstall.icns Format: Mac Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)
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Q)

(The sizes of these logos are reduced to fit into this document.)

File name: ACBLogo.icns Format: Mac Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)

Qe

(The sizes of these logos are reduced to fit into this document.)

File name: background.jpg Format: JPEG
Width: 622 px
Height: 420 px
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@AhsayACB

(The size of this graphic is reduced to fit into this document.)

File name: logo.png Format: png
Width: 128 px
Height: 128 px

©

(The size of this graphic is reduced to fit into this document.)

Images for Windows (Installation graphics)

File name: aboutBG.bmp Format: Bitmap
Width: 164 px
Height: 337 px

www.ahsay.com 451




@ AhsayACB

(The size of this graphic is reduced to fit into this document.)

File name: desktop.ico Format: Windows Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)

@@m

(The sizes of these logos are reduced to fit into this document.)

File name: installer.ico Format: Windows Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)
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(The sizes of these logos are reduced to fit into this document.)

File name: small.bmp Format: Bitmap
Width: 55 px
Height: 58 px
File name: uninstall.ico Format: Windows Icon
Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)
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(The sizes of these logos are reduced to fit into this document.)
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Image specifications for AhsayOBC (Installation graphics)

Images for Windows

File name: acb-splash.bmp Format: Bitmap
Width: 340 px
Height: 240 px

AhsayACB

File name: installer.ico Format: Windows Icon

Width: 256,128,48,32,16px
This logo has transparent background (checkered Height: 256,128,48,32,16px
squares).

(True color plus alpha channel
transparency)

(A m 0 0 &

(The sizes of these logos are reduced to fit into this document.)
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File name: obc-background.bmp Format: Bitmap
Width: 340 px
Height: 240 px

The central area inside the green dotted lines is reserved for the OBM/ACB
installation buttons.

203 px

Install &bzay OBk

Imstall AkhzayLCH
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File name: obc-splash.bmp Format: Bitmap
Width: 340 px
Height: 240 px

AhsayOBC

File name: obm-splash.bmp Format: Bitmap
Width: 340 px
Height: 240 px

AhsayOBM
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Appendix G Comparison on Different Replication Setup
Environments

Here is a comparison table of the setup concerns on different replication environment.

Ahsay CBS |Ahsay CBS|Cloud FTP/ SFTP |Ahsay CBS|Ahsay CBS|Local Mapped Local/
FTP/ Drive Removable
(Physical (Existing VM) [(Storage) (Physical (Existing VM) |SFTP Drive
machine/Cloud) machine/Cloud
)
Type of Internet LAN N/A
connection
This is the type of connection with the Backup Server, for Internet connection, you may aware on the download
speed which may affect the restore performance.
N/A refers to a direct connection with the Backup Server and the replication storage is not located on the same disk
of the user home.
Cost High Medium Medium* Low High Medium Low Low Low
The cost is measured in terms of setup, hosting, storage media type and maintenance.
* The cost would be affected if the cloud storage is charged base on bandwidth or amount of access.
Replication Medium Medium Medium Medium Fast Fast Fast Fast Fast
Speed
The replication speed over the Internet would mainly depend on the upload bandwidth. The replication speed is
similar as file copying between 2 devices and the number of backup set to replicate. If fast replication is required,
you can consider using the multiple threads replication (v7.7 onwards)
Recovery Fast Fast Slow Slow Fast Fast Fast Fast Fast
Speed
This is measured in terms of the Backup Server downtime. The bottleneck is mainly on the Internet bandwidth.
Switch to Yes Yes No No Yes Yes No No No

Backup Server

Time to switch |Slow ** Slow ** N/A N/A Fast Fast N/A N/A N/A
over by DNS

** The speed would depend on the DNS propagation time.

N/A refers to the device has no such capability and not applicable for the DNS switch over.

Time to switch |Fast Fast N/A N/A Fast Fast N/A N/A N/A
over by IP
address Switch the IP address of the Replication Server to the IP address of the Backup Server, provided that the Backup

Server is down and the IP address will not be used on the Backup Server again.

N/A refers to the device has no such capability and not applicable for the IP switch over.

Offsite Yes Yes Yes Yes No No No No No
replication

Replication By Ahsay By Ahsay |Depends *** |No By Ahsay |By Ahsay [No No No
snapshot CBS CBS CBS CBS

*** Depends on the cloud service provider/setup.
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Appendix H

System Job

Here is a summary of the system jobs on the AhsayCBS. For the daily job, it is scheduled at 06:00,
while others will be performed hourly and quarter-hourly.

Quarter-hourly Job

Job Name Description Email
Low Disk Space When the disk space of the user home or system home is v
Alert over 80%, email will be sent to administrator. Once the

alert email is sent, email will not be sent within the next
hour.
Inactive Backup Set | Email users when backup set has not been run for a v
Report number of days. (The number of days can be set in policy
group.)
Settings Change When user’s profile or backup set settings is changed, v
Report Email will be sent to user.
Restore Job Report | Send restore job report to user.
Backup Job Report | Send backup job report to user.
Remove Deleted This job scans removed backup sets from the storage.
Backup Set
Hourly Job

Job Name Description Email
Missed Backup Email will be sent if scheduled backup job has not been v
Report started after 6 hours.

Remove Migrated (Version 7.7 or later) When v6 backup data has completely b 4
v6 Data migrated to v7 format, this job will remove the old v6
backup data.
License Check License validation check. X
Daily Job

Job Name Description Email
Backup Quota It will send report to user when the backup quota is over v
Reminder Report 80% or backup quota is full.

Trial User Reminder | It will send report to trial users when trial users are going to v
Job expire or to those expired trial users.
Low Destination It will send disk space reminder email to administrator. It v
Space Reminder monitors the local and cloud storages such as Amazon
Cloud Drive, Google Drive, OneDrive and OneDrive for
Business.
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Configuration Perform AhsayCBS system configuration, user profile, and X
Archival runtime settings to our cloud.
Remove Trial User Expired trial users will be removed by this job. b 4
Logs Removal This job removes expired log entries such as backup error, X
backup job, CDP backup job, replication log, advertisement
log and system logs etc.
Meter license usage | Upload meter license usage to our cloud. b 4
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Appendix | Daily User Report

If the user group your account belongs to has the Daily User Report selected in the Policy Group

setting, you will receive a daily user report generated by the CBS system.

The daily user report is an interactive report to provide you with detailed information activities,
statistics, problems or issues that your account is associated with.

There are two major types of reports you can find from the email, the Backup/Restore Report and

the Daily User Report.

To access the Backup/Restore report

» Download individual Backup or Restore report

1. The content in the email shows a list of Backup and Restore jobs performed associated
with your user. Simply click on the Download link in the individual backup or restore job
item as highlighted in the screen shot below.

Report for 11/25/z2014.

Backup Job

User

Steven

steven

Restore Job

User

Steven

Sincerely
Ahsay Support Tearm

Dear steven.tsefahsay.com,

95 error{s) and 89 issue({s) were found by the system.

and fix them as soon as possible.

Backup Set

K Driwe Backup
[1479792751514)

K Driwe Backup
[1479792751514)

Backup Set

K Driwe Backup
[1479792751514)

Backup Joh

2016-11-25-12-45-00

£2016-11-25-15-15-00

Backup Joh

2016-11-24-19-25-08

FPlease download the attachment "DailyUserReport.html"” to view your consolidated Daily User

Please review

Report

Doynload

Download

Report

Doynload
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2. You will be prompted to enter the password of your backup user account as shown below.
Click on the Download button after entering the password.

) AhsayCBS

Login Name

Download

3. The Backup or Restore report in .zip format will be download.

» Download Backup and Restore reports at once

1. All backup reports and restore reports are grouped separate .zip attachments and are
named as BackupReports.zip and RestoreReports.zip respectively.

G AhsayCBS

Dear steven.tsefahsay.com,

Please download the attachment "DailyUserReport.html™ to wview your consolidated Daily User
Report for 11/25/2016. 95 error({s) and 89 issue({s) were found by the system. Please review and

fix them as soon as possible.

& Download zip file ttotal 115 KB)

B BackupReparts. zip (29 k)
B BestoreReports. 7ip 17 KE)

2. Unzip the downloaded file and you will find all the backup or restore reports.

To access the Consolidated Report

1. Click on the attachment DailyUserReport.html from the email to download the file.
G AhsayCBS

Dear steven.tselahsay.com,

Plea=ze download the attachment "DailyUserFeport.html™ to wview your consolidated Daily
User Report for 11/2Z5/2016. 95 error(s) and &9 issue(s) were found by the system. Please

review and fix them as soon as possible.

“» 3 Attachments & Download zip file itotal 115 KE)
M BackupReports. zip (29 KE)

BrstoreRennts Zin (17 KA
& DailyUserReport.html (72 18 |

www.ahsay.com 462




2. Launch the file with your Internet browser and you will see a screen similar to this.

Daily User report (steven.tse(@ahsay.com)

€3 ProBLEMS issues Ty Actvimes [l sTamsTics

System Backup Restore Replication Redirection

No. Events Start Time End Time Total No. of Occurrence
1 MissedBackup 2016-11-24-09-33-00 2016-11-25-09-33-00 16
2 UserAuthFailed 11/24/2016 19:06:48 11/25/2016 18:37:05 63

About the Daily User Report

The daily user report has 4 major sections which are PROBLEMS, ISSUES, ACTIVITIES and
STATISTICS.

€9 PROBLEMS

All unsuccessful activities including system jobs, backup jobs, restore, replication and redirection are
recorded under the PROBLEMS section. There are 5 tabs under this category.

» System

This page shows the consolidated data for system job errors with the following details. All
same type of system job error will be grouped as one entry.

. PRINT VIEW
Daily User report (steven.tse(@ahsay.com)

€9 ProBLEMS issues Ty actvimes il stamisTics

System | Backup Restore  Replication  Redirection

No. Events Start Time End Time Total No. of Occurrence

1 MissedBackup 2016-11-24-08-33-00 2016-11-25-02-33-00 16

2 UserAuthFailed 11/24/2016 19:06:48 11/25/2016 18:37.05 63
No. Sequential number of report item
Events Type of system job error
Start Time Start time of the first occurrence of the particular type of system job error
End Time End time of the last occurrence of the particular type of system job error
Total No. of . .

Number of occurrence of the particular type of system job error
Occurrence
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» Backup

This page shows all the unsuccessful backup jobs with the following details.

PRINT VIEW
Daily User report (steven.tse(@ahsay.com)
€ PROBLEMS issues T} activites [l stamistics
System Backup Restore Replication Redirection
User Backup Sets Start Time End Time Job Status  Jobs@Destinations Total No. of Last Successful
Errors Backup

steven2 Backup Set Name (DAG) 11/256/2016 11/25/2016 Missed 2016-11-24-22-00- 1 2016-11-10-22-00-00
04:00:47 04:00:47 Backup 00@[Pre-v7]

steven2 default-backup-set-name-1 11/25/2016 11/25/2016 Missed 2016-11-24-20-00- 1
02:00:24 02:00:24 Backup 00@[Pre-v7]

steven2 default-backup-set-name-3 11/25/2016 11/25/2016 Missed 2016-11-24-23-00- 1 2016-07-29-23-00-00
05:00:58 05:00:58 Backup 00@[Pre-v7]

User

Name of the backup user

Backup Sets

Name of the failed backup set

Start Time Start time of the failed backup job (in backup server’s time zone)
End Time End time of the failed backup job (in backup server’s time zone)
Job Status Status of the failed backup job, e.g. Missed Backup
Job@Destinations Backup time in client time zone

Total No. of Errors

Total number of backup error for the particular backup set

Last Successful
Backup

Time of the last successful backup job for the particular backup set

> Restore

This page shows all the unsuccessful restore jobs with the following details.

steven K Drive Backup

11/24/2016 19:28:08

PRINT VIEW

Daily User report (steven.tse@ahsay.com)

€9 ProBLEMS issues Ty actvimes il stamsTics
System Backup Restore Replication Redirecticn
User Backup Sets Start Time End Time Jeb Status Jobs@Destinations Tetal No. of Errors

11/24/2016 19:28:22 User interrupted 2016-11-24-18-28-08@GoogleDrive-1 1

User

Name of the backup user

Backup Sets

Name of the failed backup set

Start Time

Start time of the failed restore job (in backup server’s time
zone)
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End time of the failed restore job (in backup server’s time

End Time

zone)
Job Status Status of the failed restore job, e.g. User interrupted
Job@Destinations Restore time in client backup agent’s time zone

Total No. of Errors

Total number of restore error for the particular backup set

» Replication

This page shows all the unsuccessful replication jobs with the following details.

System Backup Restore Replication
User Backup Sets Timestamp

steven Backup Set Name  2016-07-11 01:00:06
steven Backup Set Name 2016-07-11 01:00:16
steven Backup Set Name 2016-07-11 01:00:26

. PRINT VIEW
Daily User report (steven.tse(@ahsay.com)

€) rroBLEMS issues T actvimes [l stamisTics

Redirection
Type Messages
ReplicateFileError  [Resync] Top dir:D:\AhsayCBS\useristeven, backup set: 1465540337727, null
ReplicateFileError [Resync] Top dir:D:\AhsayCBS\user\steven, backup set: 1465540337727, null
ReplicateFileError [Resync] Top dir:D:\AhsayCBS\wuser\steven, backup set: 1465540337727, null

User

Name of the backup user

Backup Sets

Name of the backup set failed for replication

Timestamp Recorded time of the replication error
Type Type of the replication error
Messages Error message showing details of the replication error

> Redirection

This page shows all the unsuccessful redirection jobs with the following details.

Timestamp Recorded time of the redirection error
Events Type of the redirection error
Users Name of user failed for the redirection job

Total No. of Errors

Total number of redirection error for the particular user
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ISSUES

This section shows issues in regard to system jobs, backup user account and backup sets that
backup user should be aware of. There are 3 tabs under this category.

» System / Security

This page shows the consolidated data for system or security issues with the following details.

. PRINT VIEW
Daily User report (steven.tse(@ahsay.com)
o PROBLEMS ISSUES f‘ ACTIVITIES Ii STATISTICS
System / Security | Users  Backup Sets
Events Users Start Time End Time No. of Occurrence Remote |IP Address User Agent
UserAuthFailed steven 11/24/2016 19.06:48 11/25/2016 18:37.05 63 192.168.7.105 OBM

Event Type of system / security issues

Users Name of the backup user for the particular type of system/security
issue

Start Time Start time of tlhe.flrst occurrence of the particular type of
system/security issue

End Time End time of the last occurrence of the particular type of

system/security issue

No. of Occurrence

Number of occurrence of the particular type of system/security of a
backup user

Remote IP Address

IP address where Client Agent Application is installed

User Agent

Type of the Client Agent Application (AhsayOBM/AhsayACB)

» Users

This page shows a list of backup users whose account’s storage quota is 90% or above full.

PRINT VIEW
Daily User report (steven.tse(@ahsay.com)
€3 PrOBLEMS issues Ty actvimies [l stamistics
System / Security | Users | Backup Sets
Events Type User Used/Quota (%) Last Login Registration Date Last Backup Days left
Used Quota > 90%|[Simple Quota] PAID steven  985.02M/1G(96%) 11/23/2016 18:30:45 11/22/2016 12:17:44 11/23/2016 18:15:10 28
Event Type of the issue
Type User’s subscription status, whether it is a paid or trial user
User Name of the backup user
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Used/Quota (%) | Storage used / Storage Quota (Utilization rate)

Last Login Last login time of user

Registration

Backup account’s registration date and time

Date
Last Backup Date and time of the last backup job performed

> Trigl account — number of days left before the trial account
Days Left > I?’);?(Ijreasccou nt — number of days left before the account

suspension date set by the system administrator

» Backup Sets

This page shows a list of missed scheduled backup and backup sets that have not been
backed up for 14 days or more.

€9 ProBLEMS ISSUES

Daily User report (steven.tse(@ahsay.com)

Ty activimes [l stamstics

System / Security ~ Users | Backup Sets

WEB VIEW

PRINT VIEW

Events Users Backup Set Destinations Creation Date Last Backup Job Last Successful Backup
Inactive > 14 days steven? MS SQL Server Backup Set Name - - -

Inactive > 14 days steven2 Cloud Testing - - -

Inactive > 14 days steven2 testing2 - - 101 Days

Events Type of the issue

Users Name of the backup user

Backup Set Name of the backup set

Destination Location of the backup destination

Creation Date

Date and time when the backup set was created

Last Backup Job

Number of day when a backup job was last performed

Last Successful
Backup

Time of the last successful backup job for the particular backup set
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Ty ACTMTIES

This section shows activities of all backup and restore jobs, both successful and unsuccessful ones,
as well as all setting changes made. There are 3 tabs under this category.

» Backup Jobs

This page shows a list of all backup jobs activities.

. PRINT VIEW
Daily User report (steven.tse(@ahsay.com)

€3 ProBLEMS issues Ty actvimes |l stamistics

Backup Jobs Restore Jobs Setting Changes

Users Backup Set Destinations IP Address  Start Time End Time Backup Backup Backup Size *
Duration Status
steven K Drive Backup GoogleDrive- 192 168.7.105 11/25/2016 11/25/2016 1 min(s) 14 OK 8]
1 12:45:07 12:46:21 sec(s) 33.34M/39.79M |
steven K Drive Backup GoogleDrive- 192.168.7.105 11/25/2016 11/25/2016 3 min(s) 4 OK &1 18.9M/21.19M
1 18:15:06 18:18:10 sec(s) ]
steven2 Backup Set Name (DAG) [Pre-v7] 11/25/2016 11/25/2016 0 sec(s) Missed 0[0/0]
04:00:47 04:00:47 Backup
Users Name of the backup user
Backup Set Name of the backup set
Destinations Location of the backup destination
IP Address IP address where User Agent Application is installed
Backup Duration Start time / End time of the backup and duration of the backup
Backup Status Status of the backup job
Backup Size No. of files [Compressed size / Uncompressed size]

> Restore Jobs

This page shows a list of all restore jobs activities.

. PRINT VIEW
Daily User report (steven.tse(@ahsay.com)

€3 rroBLEMS issues Ty actvimes |l sTamisTics

Backup Jobs Restore Jobs Setting Changes

Users Backup Set Destinations IP Address Start Time End Time Restore Duration  Restore Status Restore Size*
steven K Drive Backup  GoogleDrive-1  192.168.7.105  11/24/2016 19:28:08 11/24/2016 19:28:22 14 sec(s) User interrupted ~ 32(52.2M)
steven K Drive Backup  GoogleDrive-1  192.168.7.105  11/24/2016 17:36:19  11/24/2016 17:36:35 16 sec(s) OK 14(34.73M)

* Unit =No. of files (Downloaded size)

Users Name of the backup user
Backup Set Name of the backup set
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Destinations Location of the restore destination

IP Address IP address where User Agent Application is installed
Start Time Start time of the restore job

End Time End time of the restore job

Restore Duration Duration of the restore job

Restore Status Status of the restore job

Restore Size Number of files restored (Downloaded size)

» Setting Changes

This page shows a list of the settings changed by backup users.

PRINT viEW
Daily User report (steven.tse@ahsay.com)
e PROBLEMS ISSUES f‘ ACTIVITIES Ii STATISTICS
Backup Jobs Restore Jobs Setting Changes
Users Field Old Vvalue New Value Time of IP Address
Changes
steven Contacts "[Name: Steven, Email: steven tse@ahsay.com,  “[Name: Steven, Email: steven. tse@ahsay.com, 11/24/2016 192.168.22.40
Company: , Address: , Website: , Phone: , Company: , Address: abcabe, Website: , Phone: | 16:34:00
Phone: " Phone: "
steven Quota “1073741824" “536870912000" 11/24/2016  192.168.22.40
16:34.00
steven [Add-on Modules] "10" "50" 11/24/2016 192.168.22.40
Microsoft Exchange 16:34.00
Mailbox Quota
Users Name of the backup user
Field The field that has been changed
Old Value Old Value before the change
New Value New Value after the change
Time of Changes Time of the changes made
IP Address IP Address of the machine which initiated the changes
www.ahsay.com 469




[l stamsmics

This section shows statistics data of backup users, data transfer and disk storage usage.

> Users

This page shows a list of statistics data regarding the backup user account.

5 PRINT VIEW
Daily User report (steven.tse(@ahsay.com)

€3 ProOBLEMS issues T activities il stamisTics

Users | Data Transfer  Disk Storage Usage

Username Alias Registration Last Last Login Data Size* Retention Yesterday's Standard Total Backup (No. of Total Restore (No. of
Date Backup Size* Upload Quota Files/Size)™* Files/Size)**
steven Steven (K 11/22/2016 - 11/24/2016 940.42M/ 92.71M [ 1.02M 500G 2096 [1.01G / 1.19G] 1982 [963.02M / 1.11G]
drive) 12:17:44 18:30:20 1.08G 112.4M
steven2 steven 06/07/2016 12 11/11/2016 731G/ 60.33M / 0 100G 8760 [7.45G / 15.456G] 1585[5.18G / 9.4G]
OBM 13:32:20 Day(s) 22:15:39 14.52G 481.85M
steventrial — 11/22/2016 - - 0/0 0/0 0 50M 0[0/0] 0[0/0]
18:59:38
testing - 1112472016 — - 0/0 0/0 0 500G 0[o/0] 0[0/0]
10:53:39

* Unit = Compressed / Uncompressed
“* Unit =No. of files [Compressed size / Uncompressed size]

Users Name of the backup user
Alias Another name of the backup user
Registration Date Date and time when the backup account was registered

Number of day when a backup job was last performed with the

Last Backu .
P particular user account

Last Login Date and time when user logged in to the particular account

Total size of backup data (Compressed size/Uncompressed

Data Size .
size)

Total size of data in retention area (Compressed

Retention Size . .
size/Uncompressed size)

Yesterday’s Upload Total size of backup uploaded by the particular backup user

yesterday
Standard Quota Storage quota set for the particular backup user
Total Backup (No. of Total backup performed by this user
Files/Size) [No. of files [Compressed size / Uncompressed size]
Total Restore (No. of Total restore performed by this user
Files/Size) [No. of files [Compressed size / Uncompressed size]
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> Data Transfer

This page shows a list of statistics data regarding data transfer for backup jobs and restore
jobs.

; PRINT VIEW
Daily User report (steven.tse@ahsay.com)

€ ProBLEMS ssues 1 actvmes |l samismics

Users | Data Transfer  Disk Storage Usage

Backup Jobs

User Backup Set Destinations IP Address Start Time End Time Backup Duration Backup Status Backup Size*
steven K Drive Backup GoogleDrive-1 192.168.7.105 11/24/2016 10:25:46 11/24/2016 10:24:33 1 min(s) 13 sec(s) OK 6[23.51M / 28.53M]
steven K Drive Backup GoogleDrive-1 192.168.7.105 11/24/2016 12:46:33 11/24/2016 12:45:07 1 min(s) 26 sec(s) OK 5[12.20M / 14.92M]
steven K Drive Backup GoaogleDrive-1 192.168.7.105 11/24/2016 18:17:56 11/24/2016 18:15:08 2 min(s) 50 sec(s) OK 7[12.31M / 14.98M)
steven2  File backup testing [Pre-v7] - 11/24/2016 15.00:03 11/24/2016 15:00:03 0 sec(s) Missed Backup 0[o/0]

Restore Jobs

User Backup Set Destinations IP Address Start Time End Time Restore Duration Restore Status Restore Size*™*

steven K Drive Backup GoogleDrive-1 192.168.7.105 11/24/2016 17:36:14 11/24/2016 17:36:36 22 sec(s) oK 14 (34.73M)

* Unit = No. of files [Compressed size / Uncompressed size]
“* Unit =No. of files (Downloaded size)

Users Name of the backup user

Backup Set Name of the backup set

Destinations Backup Destination of the particular backup set

IP Address IP address of the client backup agent running the backup /
restore

Start Time Start time of the particular backup / restore

End Time End time of the particular backup / restore

Backup Duration / Duration of the backup / restore for the particular backup /

Restore Duration restore

Backup Status / Rest . .
ackup status firestore Status of the particular backup / restore job

Status
Backup Size / Restore Backup size / Restore size
Size No. of files [Compressed size / Uncompressed size]
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» Disk Storage Usage

This page shows a list of statistics data regarding disk storage usage.

Users Data Transfer Disk Storage Usage

Daily User report (steven.tse(@ahsay.com)

€3 ProOBLEMS issues T activimes il sTamisTics

Destination Data Size Retention Size No. of Backup Sets Since

CBS 14.52G 481.85M 29 06/21/2016 14:10:44
DestinationPool-1 0 0 1 08/15/2016 09:33:48
GoogleDrive-1 1.12G 137.97TM 2 07/25/2016 11:40:28
Destination Backup destination used by the backup user

Data Size Size of data backed up to the particular backup destination

Retention Size

Size of retention area on the particular backup destination

No. of Backup Sets

Number of backup set(s) on the particular backup destination

Since

The data and time when the particular backup destination was
created

Daily Report Viewing Option

There are two viewing options for the daily report, namely the WEB VIEW and PRINT VIEW, which
can be altered by click the corresponding icon at the top right corner.

Daily User report (steven.tse(@ahsay.com)

- WEB VIEW PRINT VIEW

The WEB VIEW is an interactive style report where data is presented under different categories
while user navigates through the report.

Users | DataTransfer Disk Storage Usage

Daily User report (steven.tse(@ahsay.com)

€3 PROBLEMS issues Ty actvres il smansTics

@ WEBVIEW PRINT \IEW

Username Alias Registration Last Last Login Data Size*  Retention Yesterday's Standard Total Backup (No. of Total Restore {Mo. of
Date Backup Size* Upload Quota Files/Size)** Files/Size)**
steven Steven (K 1192212016 - 1172312016 928.96M 1 a6.07M 1 0 1G 2078 [985.02M11.143] 1968 [928.29M 1 1.073]
drive) 12:17:44 18:30:45 1.07G B7.99M
steven? steven OBM  0B/OTI2016 11 Day(s) 1171172016 TNGs BO.33M / 0 100G 8760 [7.45G 1 15.45G] 1585 [5.18G 1 9.4G]
133220 22:14:39 14.52G 481.85M
steventrial  -- 1142212018 oin ain 0 A0n aoso aoso
18:59:38
*Unit= Compressed f Uncompressed
= Unit=rMo. offiles [Compressed size [ Uncompressed size]
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The PRINT VIEW is a one-page report listing all the data from the different categories from the WEB
VIEW report.

. WEB VIEW
Daily User report (steven.tse@ahsay.com)

at : Friday, November 25, 2016 19:00:04 CST

Problems > System

No. Events Start Time End Time Total No. of Occurrence
1 MissedBackup 2016-11-24-09-33-00 2016-11-25-09-33-00 16
2 UserAuthFailed 11/24/2016 19:06:48 11/25/2016 18:37:05 63

Problems > Backup

User Backup Sets Start Time End Time Job Status  Jobs@Destinations Total No. of Last Successful
Errors Backup

steven2 Backup Set Name (DAG) 11/26/20186 11/26/20186 Missed 2016-11-24-22-00- 1 2016-11-10-22-00-00
04:00:47 04:00:47 Backup 00@|Pre-v7]

steven2 default-backup-set-name-1 11/25/2016 11/25/2016 Missed 2016-11-24-20-00- 1 -
02:00:24 02:00:24 Backup 00@[Pre-v7]

steven2 default-backup-set-name-3 11/25/2016 11/25/2016 Missed 2016-11-24-23-00- 1 2016-07-29-23-00-00
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Appendix J System Files for Continuous Backup Exclusion

Below is a full list of system files you choose to exclude from performing the continuous backup.

C:\Program Files

C:\Windows

Pagefile.sys

hiberfil.sys

*.tmp

* part

System Volume Information

$Recycle.Bin (Vista, 2008/R2, Win7)

RECYCLER(2000, XP, 2003)

RECYCLED

C:\Documents and Settings\All Users\Application Data\Microsoft, C:\ProgramData\Microsoft
C:\Documents and Settings\All Users\Application Data\Kaspersky Lab
C:\Documents and Settings\All Users\Application Data\Symantec
C:\Documents and Settings\All Users\Application Data\Avg7
C:\Documents and Settings\All Users\Application Data\Avg8
C:\Documents and Settings\All Users\Application Data\McAfee
C:\Documents and Settings\All Users\Application Data\McAfee.com
C:\Documents and Settings\All Users\Application Data\Sophos
ntuser.dat ntuser.dat.log

*AppData\Local\Microsoft\*

*AppData\Local\Temp\*

*AppData\Roaming Data\Microsoft\*

*\Local Settings\Application Data\Microsoft\*

*\Local Settings\Temporary Internet Files

*\Local Settings\Temp

*\Local Settings\History

NLOCALS~1\Temp

NLOCALS~1\Tempor~1

*LOCALS~1\History

~$*.doc

~$*.ppt

~$* xls

~$*.dot

VVVVVVYVYVVVVVVVVVVVVVVVYVVVYVVYVYYVYYVYYYVY
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Appendix K Comparison Screen Shot for Quota
Management between Pre-v7.15.6.0 and Post- v7.15.6.0

Profile > Backup Client Settings - Quota

Backup/ Restore > Users, Groups & Policies > Backup User > %username% > User

Pre-v7.15.6.0

Example-1: Total quota is 20000GB and AhsayCBS is default quota setting.

Quota

20000.0

Per Destination

Destination Quota

(@ AhsayCBS() 0.0

Post-v7.15.6.0

AhsayCBS will be same value with total quota setting, 20000GB.

Quota

Unlimit storage space for the destination not shown in the following table

+

Destination Quota

@ AhsayCBs 20000.0 Ghytes v

(If preempted mode is enabled in policy settings, the quota settings are disabled)

Pre-v7.15.6.0 Example-2: Total quota is 500GB and AhsayCBS is 200GB.
Quota
Per Destination
Destination Quota
(@ AnsaycBS(-) 200.0
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Post-v7.15.6.0

AhsayCBS will maintain to be 200GB.
Quota

Unlimit storage space for the destination not shown in the following table
+ i
Destination Quota

@ AhsayCBS 200.0 Ghytes v

(If preempted mode is enabled in policy settings, the quota settings are disabled)

Pre-v7.15.6.0

Example -3: Total quota is 1000GB and AhsayCBS is default quota setting while
predefined destination of Google Drive is 500GB.

Quota

Per Destination

Destination Quota
(@ AnsayCBs(-) 0.0
L Google Drive{Google Account: ASCL ASCL) 5000

Post-v7.15.6.0

AhsayCBS will be same value with total quota setting, 1000GB, and predefined
destination of Google Drive will maintain to be 500GB.

Quota

Unlimit storage space for the destination not shown in the following table

+ il
Destination Quota
(9 AhsaycBs 1000.0 Ghytes ¥
‘Google Crrive{Google Account ASCL ASCL) 500.0 Ghytes +

(If preempted mode is enabled in policy settings, the quota settings are disabled)

Pre-v7.15.6.0 Example -4: Total quota is 1000GB and AhsayCBS and predefined destination of
Google Drive is default quota setting.

Quota

1000.0

Per Destination
Destination Quota
@ AhsayCBS(—) 0.0
L Google Drive{Google Account: ASCL ASCL) 0.0 Ghytes vl
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Post- v7.15.6.0 | Both AhsayCBS and predefined destination of Google Drive will be same value with total
quota setting, 1000GB.

Quota

Unlimit storage space for the destination not shown in the following table

|:| |Desﬁnalion |Quota
[] (@ ansayces [1000.0 [| cbytes v |
D L, Google Drive{Google Account: ASCL ASCL) |1000,0 " Ghytes Vl

(If preempted mode is enabled in policy settings, the quota settings are disabled)
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