AHH]] " Ahsay Backup

Ahsay Cloud Backup Suite v9

User’'s Guide

Ahsay Systems Corporation Limited

22 November 2022

A wholly owned subsidiary of
rare Development Company Limited
HKEx Stock Code: 8290

www.ahsay.com



Copyright Notice

© 2022 Ahsay Systems Corporation Limited. All rights reserved.

The use and copying of this product is subject to a license agreement. Any other use is prohibited. No part of this publication
may be reproduced, transmitted, transcribed, stored in a retrieval system or translated into any language in any form by any
means without prior written consent of Ahsay Systems Corporation Limited. Information in this manual is subject to change
without notice and does not represent a commitment on the part of the vendor, Ahsay Systems Corporation Limited does not
warrant that this document is error free. If you find any errors in this document, please report to Ahsay Systems Corporation
Limited in writing.

This product includes software developed by the Apache Software Foundation (https://www.apache.org/).

Trademarks

Ahsay, Ahsay Cloud Backup Suite, Ahsay Online Backup Suite, Ahsay Offsite Backup Server, Ahsay Online Backup Manager,
Ahsay A-Click Backup, Ahsay Replication Server, Ahsay BackupBox Firmware, Ahsay Universal Backup System and Ahsay
NAS Client Utility, Ahsay Mobile are trademarks of Ahsay Systems Corporation Limited.

Amazon S3 is a registered trademark of Amazon Web Services, Inc., or its affiliates.

Apple and Mac OS X, macOS, and iOS are registered trademarks of Apple Computer, Inc.

Dropbox is a registered trademark of Dropbox Inc.

Google Cloud Storage, Google Drive, Google Authenticator, and Android are registered trademarks of Google Inc.
Wasabi Hot Cloud Storage is a registered trademark of Wasabi Technologies Inc.

Backblaze B2 Cloud Storage is a registered trademark of Backblaze Inc.

MariaDB is a registered trademark of MariaDB Corporation AB.

Lotus, Domino, and Notes are registered trademark of IBM Corporation.

Microsoft Windows, Microsoft Exchange Server, Microsoft SQL Server, Microsoft Hyper-V, Microsoft Azure, OneDrive,
OneDrive for Business, Microsoft Authenticator, and Microsoft 365 are registered trademarks of Microsoft Corporation.

Oracle, Oracle Database, Java and MySQL are registered trademarks of Oracle and/or its affiliates. Other names may be
trademarks of their respective owners.

OpenJDK is a registered trademark of Oracle America, Inc.
Rackspace and OpenStack are registered trademarks of Rackspace US, Inc.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo and JBoss are registered trademarks of Red Hat, Inc.
www.redhat.com in the U.S. and other countries.

Linux is a registered trademark of Linus Torvalds in the U.S. and other countries.
Ubuntu is a registered trademark of Canonical Ltd.

Debian is a registered trademark of Software in the Public Interest, Inc.

Rocky is a registered trademark of Rocky Brands.

ShadowProtect is a registered trademark of StorageCraft Technology Corporation.
VMware ESXi, vCenter, and vVSAN are registered trademarks of VMware, Inc.

All other product names are registered trademarks of their respective owners.

Disclaimer

Ahsay Systems Corporation Limited will not have or accept any liability, obligation or responsibility whatsoever for any loss,
destruction or damage (including without limitation consequential loss, destruction or damage) however arising from or in
respect of any use or misuse of reliance on this document. By reading and following the instructions in this document, you
agree to accept unconditionally the terms of this Disclaimer and as they may be revised and/or amended from time to time by
Ahsay Systems Corporation Limited without prior notice to you.

www.ahsay.com



https://www.apache.org/

Revision History

Date Descriptions Version

25 January 2022 = Ch. 1.1 — updated system architecture diagram  9.1.0.0
to include documents and 2FA accounts

» Ch. 6.2 — added description for each backup set

settings

6 May 2022 = Ch. 6.2.8 — additional note in Command Line 9.1.0.0
Tool

15 July 2022 » Ch. 6 — added difference between AhsayOBM 9.3.0.0

and AhsayACB Ul

3 November 2022 = Ch. 1.4 — updated instructions on how to reset 9.5.0.0
password and added note

» Ch. 6.2.3 — added backup schedule priority
= Ch. 6.2.6 — updated Deduplication block size
»= Ch. 6.2.12 — added Recycle Bin description

22 November 2022 = Ch. 6.2.12 — fixed typo in Recycle Bin 9.5.0.0

www.ahsay.com




Table of Contents

I @ YT oV =SSP 1
I 1 o o 3o 1 o o SRR 1

D2 Y o o101 A N TS I Lo ol U ] o = o | SRR 2

1.3 Requirements for Using the AhsayCBS User Web Console .......cccccceeeevvvcvviiennennn. 2

1.4 ReSetting YOUr PASSWOIU .........cuuiiiiieiiiiiiiiiies ettt e e e e e e e sanraaeeaea e 3

1.5 Downloading SOftWAIE .........oiciiiiiiie e e e e e e s ae e e e e e 5

1.6 Changing the Language ..., 8

1.7 INVOKING ONIINE HEIP...eoiiiiee et e e e 9

2 Logginginto AhsayCBS User Web Console ........cccoooeevviiiiiiiiciiiii e, 10
2.1 Log into AhsayCBS WIthOUL 2FA ... 10

2.2 Log in to AhsayCBS with 2FA using authenticator app ........cccceeviveeeerniveeeeisineeenn 12

2.3 Log in to AhsayCBS with 2FA USING TWIlIO ....ccocviiiiiiiiiiieiiiiee e 16

3 Unableto Log in to AhsayCBS wWith 2FA ... 18
3.1 Registered a recovery number in Ahsay Mobile app .....ccccooviveiiiiiineen 18

3.2 Did not register a recovery number in Ahsay Mobile ...........cccccceeeeiiiiiiiiiiieee e, 20

3.3 Using third party authentiCator apP .......coeeeeiiiciiiiiiiee e 20

4 Managing Your AhsayCBS User ACCOUNT......ccovviiiiiiiiiiiiiiiiiiiee e 21
4.1 Loginto ANSAYCBS ... 21

4.2 Managing AhsayCBS Backup USET.........uueiiiiiiiiiiiiiiieceee ettt esivrran e 21

G I U LS =T g o £ 1= RSP RRR 22
4.3.1 General Tab ..o e 22

4.3.2 Backup Client Settings Tab .........ccviiiiiiiiie e 24

N T T @0 o = Vo A 1= o TSP 30

4.3.4 USEr Group Tab .....oooiiiiiiieiieeee e 31

4.3.5 AUthentication Tab..........ouiiiiiiiiiii e 32

4.3.6 Mobile BaCKUP Tab.......cooiiiiiiiiiee e 34

A4 SEHINGS ..o ————————— 35

T =Y o0 1 37
4.5.1 BaCKUP REPOIS .....oiiiiiiiiieiiiiii ettt 37

4.5.2 RESIOrE REPOITS. ...t s s e e 39

IS 1= 111 [o1 S PP P S PPPRRP 42

4.7 EfECHVE POICY ....uviiiiiiee ittt e e e ea e 46

5 Monitoring LiVE ACHIVITIES .ouuveii e 49
5.1 Managing LiVe ACHVILIES .....ueiviieiiiiiciiieiee et e e e e e e e e s s snerae e e e e e e e e eanes 49

5.2 BACKUDP SEALUS ....eoiiiiieii ittt e e e e e e e e et e e e e e e e s s aanrbreeeeaaeeeeanes 50

5.3 RESIOMNE STALUS ...uiiiiiiiiiiiiiitiitiie ittt bbb bbb bbbb bbb bbb bbb bbb bbbbbbbebebebbnbenee 51



6 Managing BaCKUP St .....coiiiiiiiii i 53

6.1 Create Backup Set (GENEIIC SEPS) ..uuurriieeeiiiiiiiiieieeeee e eeerieeee e e e e e ee e e e e e e 54

6.2 Manage BaCKUP Sel.........uuiiiiiiiii s 69

Difference between AhsayOBM and AhsayACB Backup Set ..........ccccovcvveeennnen. 69

0 R 1= o = - | SRR 71

B.2.2  SOUICE....eeeeiiiiee ettt ettt e e e e e e sttt et e e e e e e s e bbb e et e e e e e e e e nbbb e eeeeaeeas 74

6.2.3 Backup SCheAUIE.......coeiiii e 85

6.2.4 Continuous Backup ........cccccvvviiii, 87

B.2.5  DESHNALION ....eii i e e e e e e e e e e e e 90

6.2.6  DedUPICALION ......eeiiiiiiiie e 92

6.2.7 REtention PONCY .......cuuiiiiiiiiie et 94

6.2.8  CommaNnd LiNE TOOI ......cccoiiiiiiiiiieee e 102

6.2.9  REMINUET ...eiiiiieiie et 106

6.2.10 Bandwidth CONLrol ..........coooueiiiiiiiiii e 107

6.2.11 IP Allowed fOr RESIOIE........ceeiieeieeee e 109

I 7 @ 1= SRS 110

6.3 RUN @ BACKUP JOD.. ..o 116

6.4 Restore a Backup (Non-Run DireCt RESIOIe)..........ccoviuurieeiiiiiieeeiiiiiee e 117

7 RUN DIrECT RESTOIE ...ttt e e e eeeeees 118

2% R 1 Yo [ 1 1T SRR 118

7.2 RUN Direct RESIOre OPLIONS........uviiiiiiiiieeiiiiie et 121

7.3 Performing a Run Direct REStOre 0N VMM........ccooiiiiiiiiiiiiie e 122

7.3.1 Restore a backup from VMFS datastore to VMFS datastore.................. 122

7.3.2 Restore a backup from VMFS datastore to vSAN datastore.................. 129

7.3.3 Restore a backup from vSAN datastore to vVSAN datastore................... 135

7.3.4 Restore a backup from vSAN datastore to VMFS datastore................... 139

8  CoNtACIING ANSAY ..oviiiiiiii e 144

8.1 TeChNICaAl ASSISIANCE ........uuiiiiiiieee e e e e e e e e neeeeeeaae s 144

S T2 B Lo ol N ] 4= ] r= 1 [ ] o [PPSR 144

N 0 o<1 Yo 1 PP 145
Appendix A Set Backup Destination on AhsayOBM for Backup Sets Created on

AhsayCBS User Web CONSOIE ...........cooiiiiiiiiiiee et 145

www.ahsay.com




1 Overview

1.1 Introduction

What is this software?

Ahsay Cloud Backup Suite v9 allows you to back up your data on the cloud. You can access
the AhsayCBS server environment easily on a user web console. This is a user interface that
allows you to login remotely to a backup server.

The User option in the main interface allows the AhsayCBS user to update user profile and
manage other settings such as reports.

The VM Run Direct option allows the AhsayCBS user to restore a VM by running it directly
from the backup files in the AhsayCBS. This is much faster than extracting from backup files
and copying to the production storage, which can take hours to complete. This feature helps
reduce disruption and downtime of your production VMs. Administrator can troubleshoot on the
failed virtual machine, while users are back in production with minimal disruption.

The Live Activities option is a monitoring tool which allows you to view the backup jobs and
restore jobs as they are running as well as to view all jobs that were run within the previous 1
hour.

Manage user profile ™

-
+ Create and manage backup sets
+ Customize event log settings
= \iew backup reports forthis user
AhsayCBS + \fiew statistics on users’ storage size
Backup/Restore . = View effective policies on user settings J

VM Run Direct = Staring up a VM on the AhsayCBS

= \iew backup jobs that are curmenthy running or

G finishedwithin 1 hour

AhsayCBS Live Activities = \iew restore jobs that are currently running or
finish 1h
Monitoring Shadwitmn Thonr
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1.2 About This Document

What is the purpose of this document?

This document aims at providing all necessary information for you to work with the AhsayCBS
server at the user level to manage backup and restore jobs.

What should | expect from this document?

After reading through this documentation, you can expect to have sufficient knowledge to
perform various tasks on the AhsayCBS server. These include modifying user profile settings,
monitoring the backup and restore processes real time, and running the AhsayCBS from a
virtual machine directly.

Who should read this document?

This documentation is intended for IT professionals who need to work with AhsayCBS server at
the user level.
1.3 Requirements for Using the AhsayCBS User Web Console

In order to use the AhsayCBS user web console, you need the following:

© Internet connection
You need to have internet connection to access the AhsayCBS user web console.
© Web browsers

The AhsayCBS User Web Console runs with all major browsers. Please make sure that
you are using the latest version and enable pop-ups on your preferred web browsers.

/,\ A\
7 )

Apple Safari Google Chrome Microsoft Microsoft Internet Mozilla
Edge Explorer Firefox

© AhsayCBS login account

You need an AhsayCBS login account to access the AhsayCBS server component.

NOTE
Please contact your Ahsay backup service provider to create an AhsayCBS login account for
you.




1.4 Resetting Your Password

If you have forgotten your password, you can perform the following steps to reset your
password.

1. On the AhsayCBS Logon page, click Forgot Password.

Login Mame

Password

Forgot Password

. Remember my login name

2. The following screen appears. Enter your Login Name or Email address then click Send
Request.

Forgot Password

Login Mame

OR

Email

The following message will be displayed.

The link of reset password has been sent to your email successiully. Please check your email and click the link to reset password.

NOTE
The following messages will be displayed instead if:
» the backup account has no email address saved.

Mo email address can be found in contact. Please contact system administrator for help.

» the Login Name or Email entered is incorrect/not found.

The specified account does not exist.

.|



3. You will receive an email containing a link. Click on the link to reset your password.

Forgot password for a

w from: Admin < =
date: 1072472022 11:17 AM
to: a-< >

security: ¥ Verified Sender DKIM

@ AhsayCBS

Dear a,
Please click the following link to reset your new password:

http://1©.3.121.17:80/cbs/obs/access/user/profile/ResetPassword.do?
uid=1665107263795&token=9ABF239867AS4EAEADGBSEEIE71BE1B86495E06C86DA4CO6ASE723D6ATI4DED2E

Sincerely
Ahsay Support Team

4. The Reset Password screen appears. Enter the new Password and then Re-type

Password. Click to save the modification.
Reset Password

Passward

Re-type password

5. You will get the following screen confirming that your password has been changed.

Reset Password

Your password has been changed.

www.ahsay.com




1.5 Downloading Software

You can choose what client software you wish to download as follows:

1. On the AhsayCBS Logon page, click the downward arrow on the top right-hand corner.

English

2. The software download page appears. You can choose which product and which
platform to download.

There are four (4) available tabs, AhsayOBM, AhsayACB, Mobile, and Restore.

=- Windows .’ macO$S r&) Linux / FreeBSD / Solaris
I.!l EXE online installer I.!l DMG online installer I.!l SH online installer
¥y ZIP offine installer ¥y TAR GZ offline installer ¥y TAR GZ offine installer

I.!l RPM online installer

d. DEB online installer

0 Synology @ QNAP

I.!l SPK online installer I.!l QPKG online installer
Please copy and paste the following

URL information into the "URL" text field

during installation

hitps://125.5.184.164:4437

ownerid=44523

NOTE
The actual options available is dependent on your backup service provider.




Client Backup

Brief Description

Agents
AhsayOBM

@ AhsayOBM

AhsayOBM is a versatile backup application that backup
databases, applications, and virtual machines to local and
offsite destinations.

AhsayACB AhsayACB is an advanced yet easy-to-use desktop and
laptop backup software for backing up files, Cloud files,
LURCIZN® | \\indows System backup, IBM Lotus Notes and Microsoft 365
to local and offsite destinations.
Ahsay Mobile Ahsay Mobile is an easy to use 2FA Authenticator app and

@ Ansay Mobile

backup/restore solution for Android and iOS mobile devices.
It can be used for login with 2FA and can also backup photos,
videos, documents and 2FA accounts to local destination on
the AhsayOBM and AhsayACB machine. It can be
downloaded from the App Store and Google Play Store.

Client Restore
Agent

Restore

6 ro-sroon

Brief Description

AhsayOBR supports the restore of multiple backup sets; file,
databases, and virtual machines, such as VMware, Hyper-V,
Microsoft Exchange Database Availability Group (DAG),
Microsoft Exchange Database, Microsoft Exchange Mailbox,
Microsoft SQL Server, Oracle Database, Lotus
Domino/Notes, MySQL, MariaDB, Windows System,
Windows System State, ShadowProtect, Synology NAS
Devices, Microsoft 365, Cloud File with our dedicated restore
modules.

www.ahsay.com

AhsayCBS also supports two (2) installation modes, online and offline installation
(except for Linux (rpm), Debian/Ubuntu (deb), Synology NAS and QNAP which supports
online installation only). User can download and run either one of the installers.




Below is the table of comparison between online installation and offline installation.

Internet

Online Installation

» It cannot be started without an
internet connection.

> Clients need to have an internet
connection each time an
installation is run.

» If the client internet connection is
interrupted or is not stable the
installation may be unsuccessful.

» Online installer size is 6KB to
3.5MB depending on operating
system as it contains only the
initial installation package files.

Offline Installation

» Once the offline
installer is downloaded,
the client does not
require an internet
connection each time
an installation is run.

» The offline installer size
is 80MB to 140MB
depending on operating
system as it contains all
the necessary binary
and component files

Backup Server

The online installer requires the

An offline installation can

Availability backup server to be online in order be performed
to run and complete the installation. | independently of the
backup server availability.
Installation » Takes more time as it needs to Takes less time as all the
Time download the binary and necessary binary and
component files (80MB to component files are already
140MB depending on operating available in the offline
system) each time the installer.
installation is run.
» A slow internet connection on
the client machine will also result
in longer installation time.
Version Online installation ensures the latest | May need to update the
Control version of the product is installed. product version after

installation if an older offline
installer is used.

Administrative
Support

Need more time on the support for
the installation as network factor
might lead to unsuccessful
installation.

Need less time as
independent of network
factor influence.

Deployments

» Suitable for single or small
amount of device installations.

» Suitable for client sites with fast
and stable internet connection.

» Suitable for multiple or
mass device
installations.

» Suitable for client sites
with metered internet
connections.

www.ahsay.com

Download the executable and install the product in the usual way.




1.6 Changing the Language

You can change the language of AhsayCBS anytime, whether before or after you have logon to
the system.

NOTE

If the language you want is not available, please contact your backup service provider for assistance.

The available languages are:

© Arabic © Basque © Catalan

© Chinese (Simplified) © Chinese (Traditional) © Czech

© Danish © Dutch © English (default)
© Finnish © French O German

© Greek Modern © Hebrew © Hungarian

© Indonesian © talian © Japanese

© Korean © Lithuanian © Norwegian

© Polish © Portuguese (Brazilian) © Portuguese (Portugal)
© Russian © Slovenian © Spanish

© Swedish © Thai ©  Turkish

© Vietnamese

1. On the AhsayCBS Logon page, click the downward arrow on the upper right-hand side.

2. A list of available language is displayed for your choice.
English

English
Catala
Dansk Deutsch
EAAMVLKD Espafiol
Euskera Suomalainen
Francais

sa Indonesia
Italiano
] Lietuvos
Nederlands MNorsk

Polski Port és (Brazilian)

Portugués (Portugal)

www.ahsay.com



1.7 Invoking Online Help

You can invoke the online help if you have problems logging in to the AhsayCBS server.

1. On the AhsayCBS Logon page, click the question mark at the bottom right corner.

Login Mame

Password

Forgot Password

Remember my login name

2l

2. The online help for the topic “Logon” appears.

It contains detailed description of each field on the logon screen and gives a brief
description of each field.

Logon

To comply with the new General Data Protection Regulation (GDPR) requirements. there will display a banner stating the organizations
cookie policy when processing to login AhsayCBS server and web console. From AhsayCBS version 7.15.6.0 onwards, administrator can
configure a notification banner to be displayed on the AhsayCBS web console (displayed at the login interface), and the HTML cedes can
be used for content of the banner.

Key:
Field Description
Login Name System user login name
Password System user login password.
Forgot Password In case the password is forgot. Click on this link and enter your login name or registered

email. The password will be sent to your email address.

Remember my login If this entry is checked, the login name will be appeared in the "Login Name" field.
name Uncheck this box to remove the saved login name in the browser

3. You can print the online help by clicking at the bottom right corner. To exit, click X.



2 Logging in to AhsayCBS User Web Console

Upon logging in to AhsayCBS with two-factor authentication (2FA) enabled, you are required to
register a device that will be used for 2FA to proceed with the log in. For more information on
how to register a device, please refer to Chapter 7 of the AhsayCBS v9 Quick Start Guide.

There are several scenarios that will be encountered for log in. Log in steps for the different
scenarios will be discussed in this chapter.

© Log into AhsayCBS without 2FA

© Log into AhsayCBS with 2FA using authenticator app

© Loginto AhsayCBS with 2FA using Twilio

2.1 Log into AhsayCBS without 2FA

To log in to AhsayCBS without two-factor authentication, please follow the steps below:

1. Log in to the AhsayCBS User Web Console at
https://<IP_AhsayCBS Server>:443/

NOTE
Contact your backup service provider for the URL to connect to the web console if necessary.

2. Enter the Login Name and Password of your AhsayOBM/AhsayACB account then click
LOGIN.

€ AhsayCBS

Login Name

MobileUsert

Password
Forgot Password

Remember my login name

2l



https://download.ahsay.com/support/document/v9/guide_cbs_quick_start_v9.pdf#RegisterDevice

3. After successful log in, the following screen will appear with the available options:

@ Live Activities — for monitoring of backup and restore activities
@ User — for backup and restore

@ Run Direct — for backup and restore

@

Download — able to download the following products: AhsayOBM, AhsayACB,
Mobile, and AhsayOBR

@ Language — for multiple selection of languages

@

Logout — exit from the AhsayCBS Web Console

@

Online Help — able to check brief descriptions and instructions of each module

MobileUser1 &,

un

Live Activities

VM

N

Run Direct

NOTE

The VM Run Direct tile may not be available. Please contact your backup service
provider for more information.




2.2 Login to AhsayCBS with 2FA using authenticator app

For subsequent log ins to AhsayCBS with two-factor authentication, please follow the steps
below:
1. Log in to the AhsayCBS User Web Console at
https://<IP_AhsayCBS Server>:443/
NOTE
Contact your backup service provider for the URL to connect to the web console if necessary.

2. Enter the Login Name and Password of your AhsayOBM/AhsayACB account then click
LOGIN.

Login Name

MobileUsert

Password
Forgot Password

Remember my login name

2l

3. One of the two authentication methods will be displayed to continue with the log in:

@ Push Notification and TOTP when using Ahsay Mobile app

@ TOTP only

@ If Ahsay Mobile app was configured to use Push Notification and TOTP then
there are two 2FA modes that can be used:

» Push Notification (default)

Push noatification is the default 2FA mode. Accept the log in request on Ahsay
Mobile to complete the log in.

Two-Factor Authentication

Please approve notification request in one of registered Authenticator App.

Waiting for response (00:04:56)
Authenticate with one-time password

Unable to login




Example of the log in request sent to the Ahsay Mobile app.

Authorization Request

Proceed authorization request for
MobileUser1

REJECT  ACCEPT

> TOTP
However, if push notification is not working or you prefer to use one-time

passcode, click the Authenticate with one-time password  |ink, then input the
one-time passcode generated by Ahsay Mobile to complete the log in.

Two-Factor Authentication

Please approve notification request in one of registered Authenticator App.
Waiting for response (00:04:50)

Alternatively, input the one-time passcode generated in your Authenticator App.

0 7 7 9 4 9 (00:00:21)

Unable to login

Example of the one-time passcode generated in Ahsay Mobile.

Ahsay Mobile

@ AhsayOBM N
MobileUser1

077 949 27s

www.ahsay.com 13




@ TOTP only

Enter the one-time passcode generated by the authenticator app to complete the
log in.

Two-Factor Authentication

Enter one-time passcode generated from authenticator app

(00:00:27)

Unable to login

Example of the one-time passcode generated in the third party authenticator app
Microsoft Authenticator.

é

R AhsayOBM
MobileUser1

One-time passwords enabled

You can use the one-time password
codes generated by this app to verify
your sign-ins

One-time password code

©069 423

NOTE
Please refer to Chapter 3 or the Ahsay Mobile App User Guide for Android and iOS —
Appendix A: Troubleshooting Login if you are experiencing problems logging in to

AhsayCBS User Web Console with Two-Factor Authentication using Ahsay Mobile app or
other third party authenticator app.



http://download.ahsay.com/support/document/v8/guide_ahsay_app_user_v8.pdf
http://download.ahsay.com/support/document/v8/guide_ahsay_app_user_v8.pdf

4, After successful log in, the following screen will appear. For the details of the available
options in the main screen, please refer to the description in Ch. 2.1.

MobileUser1 &

n

Live Activities

VM

O

Run Direct

NOTE

The VM Run Direct tile may not be available. Please contact your backup service
provider for more information.




2.3 Log in to AhsayCBS with 2FA using Twilio

For AhsayOBM/AhsayACB user accounts using Twilio, please follow the steps below:

1. Log in to the AhsayCBS User Web Console at
https://<IP_AhsayCBS Server>:443/

NOTE

Contact your backup service provider for the URL to connect to the web console if
necessary.

2. Enter the Login Name and Password of your AhsayOBM/AhsayACB account then click
LOGIN.

Login Name

MobileUsert

Password
Forgot Password

Remember my login name

2l

3. Select your phone number.

Two-Factor Authentication

Please select phone number to receive passcode via SMS message to continue login.

@ Philippings (+63) - *=*== 8106




4. Enter the passcode and click to log in.

Sent from your Twilio trial account
- AULB-238934 is the verification

code for user "MobileUser1" login
e Your backup service provider

Two-Factor Authentication

SMS message with a passcode was already sent to the phone number +83-*******3108 Please enter the passcode to continue login.

AULE - 238934 (00:04:37)

Resend passcode

5. After successful log in, the following screen will appear. For the details of the available
options in the main screen, please refer to the description in Ch. 2.1.

C 3S MobileUser1 &4 English

Live Activities

VM

N

Run Direct

NOTE

The VM Run Direct tile may not be available. Please contact your backup service
provider for more information.




3 Unable to Log in to AhsayCBS with 2FA

In case you have trouble logging in please refer to the three scenarios for instructions:

© Registered a recovery number in Ahsay Mobile app

© Did not reqister a recovery number in Ahsay Mobile app

© Using third party authenticator app

3.1 Registered a recovery number in Ahsay Mobile app

If you have registered a recovery number in your Ahsay Mobile app, then there are two
scenarios for this situation:

@  Still have the device but unable to login

= Lost the device

@ If you still have the device but unable to log in, you can perform the authentication
recovery procedure. Click the Ynable tologin

Two-Factor Authentication

Please approve notification request in one of registered Authenticator App.

Waiting for response (00:03:57)
Authenticate with one-time password

Unahble to login

Click your device on the list.

Authentication Recovery

Please select one authenticator to perform recovery.

Galaxy A70

Unable to login/Do not have any Authenticator App(s)




Enter the recovery number that you registered and click |

Authentication Recovery

Please enter the first few digits of "Galaxy AT0"(***=T7h) for recovery. It will be discarded after the recovery

process is completed.

Please fill in the recovery phone number

Argentina (+54) ¥ || 123456789 75

*This phone number will be used for acceunt security and recovery only. Please be reminded that standard SMS charge will be applied

‘Send SMS Verification code

Enter the verification code sent to your device and click Il to proceed.

Authentication Recovery

You have selected Galaxy A70 and it will be discarded after recovery is completed.

Verification code
YVYQ - | 115643 (00:04:44)

Resend SMS Verification code

Register your device to be able to log in using 2FA again.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and scan the same QR

code to complete the device registration.

Ahsay Mobile

£ Download on the GETITON
@& Appstore | P* Google Play

Prerequisites

- Please use the latest Mobile App version

Mot able te scan QR code? Click here to pair with TOTP secret key

@ If you have lost the device, the authentication recovery procedure will not work until
your new device is installed with a replacement SIM card. Since you will need to enter
the verification code that will be sent to the recovery number that you registered in
Ahsay Mobile. So please contact your backup service provider instead.

I s

Flease contact your backup server administrator for assistance.
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3.2 Did not register arecovery number in Ahsay Mobile

If you have not registered a recovery number in Ahsay Mobile, please contact your backup
service provider.

I -

Flease contact your backup server administrator for assistance.

3.3 Using third party authenticator app

If you are using a third party authenticator app, please contact your backup service provider.

I -

Flease contact your backup server administrator for assistance.




4 Managing Your AhsayCBS User Account

4.1 Log

Log in

in to AhsayCBS

to the AhsayCBS user web console according to the instruction provided in section

Logging in to AhsayCBS User Web Console.

4.2 Managing AhsayCBS Backup User

To manage your AhsayCBS backup user account, simply click the User icon from your

AhsayCBS environment.

A

You can perform the following operations on your own user account:

www.ahsay.com

Manage your user profile settings, e.g. New Password, Language, Timezone, Contact
Information.

Customize event log settings, which is supported on AhsayOBM/ AhsayACB clients
installed on Windows platform only.

View backup or restore reports for different time periods.

View usage statistics by selecting destination, backup set, and period.

View details of policies and settings on users, backup sets, GUIs, default values,
preempted values, preempted backup sets, and mobile. The settings and the availability
of this feature is dependent on your backup service provider.

Register mobile device for two-factor authentication.

View mobile device registered for mobile backup.
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4.3 User Profile

User Profile page contains your user backup account settings information, subscribed modules
backup quota, subscription type, contact information, user group information, two-factor
authentication settings and registered mobile device for mobile backup.

Among all the above information, you can modify user backup account settings information,
contact information and registered mobile device for two-factor authentication. However, for
the subscribed modules backup quota, subscription type, and user group information, as the
setting was done when the user account was created, the settings cannot be modified by the
user. While the registered mobile device for mobile backup and its backup destination can only
be viewed here.

There are six (6) tabs under User Profile, each of which is described below:

4.3.1 General Tab

The following shows the General tab under the User Profile settings page.

O Gocip Cien Setings | Conact J user Group | Authenicaion J Mobsie Backu |
Backup Set General information of this user.

Settings

Report Basic

Statistics ID

Effective Palicy 1607015428255

Login Name
Cwner:

Alias

Home Directory

Subscription Type

Trial User
= Paid User

Suspend At

(dd-mm-yyyy)

Status

= Enable
Suspended
Locked

Upload Eneryption Key

+| Upload encryption key after running backup for recovery

Language

English v

Timezone

GMT+0800 (CST) v

Notes




There are several groups of settings under the General tab, and they are described below.

Section

Basic

Description

There are three (3) elements in the Basic section, which are the following:

© ID of the backup user, this is system generated and cannot be
changed.

© Login Name of the backup user, defined by the service provider
which cannot be changed.

© Alias is another name for the backup user which can be
modified.

Home Directory

This is the path where your backup data is stored on AhsayCBS backup
destination.

This was set when your account was created and cannot be modified by
the user.

Subscription Type

There are two (2) subscription types: Trial User and Paid User. Trial
users are subject to automatic removal after the trial period. Paid users do
not have such restrictions.

This was set when your account was created and cannot be modified by
the user. If you need to change it, please contact your backup service
provider.

Suspend At

This shows the date when a trial user account is scheduled to be
suspended.

This was set when your account was created and cannot be modified by
the user. If you need to update it, please contact your backup service
provider.

Status

There are three (3) user account statuses: Enable, Suspended, and
Locked. The Locked status refers to account lockout rules. For example,
when the user has three (3) consecutive unsuccessful log in attempts, the
user account will be locked.

This was set when your account was created and cannot be modified by
the user. If you need to change it, please contact your backup service
provider.

Upload Encryption

To enable or disable this feature please contact your backup service

Key provider for support. The encryption key file will be uploaded to the backup
server when a backup run.
If you forget the encryption key, please contact your backup service
provider for support.

Language Select your preferred language for all email reports.

Timezone Select the time zone of the backup user.

Notes A field for the AhsayCBS user to add notes.

NOTE

The Mobile Backup tab will only be visible if Mobile Add-on Module is enabled.




4.3.2 Backup Client Settings Tab

This shows the Backup Client Settings tab under the User Profile settings page.

User Profile | General EEERETYTRIEITLPEIN Contact | user Group || Authentication || Mobile Backup

Backup Set Settings of the client backup agent for this user.
Settings

Report Backup Client

Statistics e AhsayOBM User AhsayACB User

Effective Policy
Add-on Modules

Microzoft Exchange Server vy Microsoft SQL Server
MySQL Database Server vy E Oracle Database Server
Lws, Lotus Domino Lotws. Lotus Notes
+ [Jal Windows System Backup v Windows System State Backup
vy ViMware vy u Hyper-V
v E Microzoft Exchange Mailbox ShadowProtect System Backup
v @ NAS - QNAP v E NAS - Synology
vy Mobile (max. 10) vy @ Continuous Data Protection
v Lj‘jl Volume Shadow Copy v u In-File DeltaOnly apply to v& or before
vy OpenDirect / Granular Restore vy m Office 365 Backup
vy MariaDB Database Server vy Deduplication
Quota

Unlimited storage space for the destination not shown in the following table
=+ il
Destination Quota

(9 AhsayCBS

(If preemptad mode is enabled in policy settings, the quota settings are disabled)

Client host limit

Maximum number of host [Used: 1]
Run Direct
Maximum number of VM [Used: 0]

www.ahsay.com

24




There are several groups of settings under the Backup Client Settings tab, and they are
described below.

‘ Section Description ‘

Backup Client There are two (2) types of backup user accounts: AhsayOBM and
AhsayACB.

This was set when your account was created and cannot be modified
by the user. If you need to change it, please contact your backup
service provider.

Add-on Modules The backup client comes with add-on modules.

These add-on modules were set when the user account was created
and cannot be modified by the user. If you need to change the add-on
modules, please contact your backup service provider.

Quota List all the predefined and standard destinations associated with the
user account and the backup quota of predefined destination for the
user account can be set.

The quota of standard destination was set when your account was
created and cannot be modified by the user. If you need to change it,
please contact your backup service provider.

Client Host Limit This is for your backup service provider to set the maximum number of
host machine for your backup user account.

This field cannot be changed by the user. If you need to update this
field, please contact your backup service provider.

Run Direct This allows the user to select the maximum number of VMs to be
restored by running them directly from the backup files on the
AhsayCBS.

This field cannot be changed by the user. If you need to update this
field, please contact your backup service provider.




Add-on Modules

The following table shows all the add-on modules available under the Backup Client Settings tab.
The backup of these add-on modules is supported by the AhsayOBM client. For some of the add-
on modules, their backup are also supported by the AhsayACB client.

NOTE

© The File and Cloud File Backup types are available by default for both AhsayACB and AhsayOBM. As
a result, they do not need to be added and are not included in the Add-on Modules section of the
Backup Client Settings tab.

© There is no limit to number of Cloud file backup sets per AnsayOBM and AhsayACB account.

The following table shows the name of the add-on modules, what it is used for, whether it is
available in AhsayOBM client or AhsayACB client, and reference materials you can refer to for

more information.

Add-on Module

Microsoft Exchange
Server

Reference

Backup and restore of Microsoft Exchange Server.

Refer to the following link for how to use Microsoft
Exchange Database Server with AhsayOBM
client:

Ahsay Online Backup Manager v9 Microsoft
Exchange Database Backup and Restore Guide

AhsayACB

Microsoft SQL
Server

Backup and restore of Microsoft SQL Server.

Refer to the following link for how to use Microsoft
SQL Server with AhsayOBM client:

Ahsay Online Backup Manager v9 Microsoft SQOL
Server Backup and Restore Guide

MySQL Database
Server

Backup and restore of MySQL Database Server.

Refer to the following link for how to use MySQL
Database for the Windows platform with
AhsayOBM client:

Ahsay Online Backup Manager v9 MySQL
Database Backup and Restore for Windows

Refer to the following link for how to use MySQL
Database for the Linux platform with AhsayOBM
client:

Ahsay Online Backup Manager v9 MySOL
Database Backup and Restore for Linux (CLI)

Oracle Database
Server

Backup and restore of Oracle Database Server.

Refer to the following link for how to use Oracle
Database for the Windows platform with
AhsayOBM client:

Ahsay Online Backup Manager v9 Oracle
Database Backup and Restore for Windows

Refer to the following link for how to use Oracle
Database for the Linux platform with AhsayOBM
client:

Ahsay Online Backup Manager v9 Oracle
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https://download.ahsay.com/support/document/v9/guide_obm_user_exchange_database_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_exchange_database_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_mssql_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_mssql_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_mysql_win_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_mysql_win_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_mysql_nix_cli_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_mysql_nix_cli_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_oracle_win_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_oracle_win_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_oracle_nix_cli_v9.pdf

Database Backup and Restore for Linux (CLI)

Ahsay Online Backup Manager v9 Oracle
Database Backup and Restore for Linux (GUI)

Lotus Domino

Backup and restore of Lotus Domino.

Lotus Notes

Backup and restore of Lotus Notes.

Windows System
Backup

Backup and restore of Windows System Backup.

Refer to the following link for how to use Windows
System Backup with AhsayOBM and AhsayACB
clients:

Ahsay Online Backup Manager v9 Microsoft
System Backup and Restore Guide

Windows System
State Backup

Backup and restore of Windows System State
Backup.

Refer to the following link for how to use Windows
System State Backup with AhsayOBM client:

Ahsay Online Backup Manager v9 Microsoft
System State Backup and Restore Guide

VMware

Backup and restore of VMware guest virtual
machines.

Refer to the following link for how to use VMware
VCenter/ESXi with AhsayOBM client:

Ahsay Online Backup Manager v9 VMware
vCenter/ESXi Backup and Restore Guide

Hyper-V

Backup and restore of Hyper-V guest virtual
machines.

Refer to the following link for how to use Microsoft
Hyper-V with AhsayOBM client:

Ahsay Online Backup Manager v9 Microsoft
Hyper-V Backup and Restore Guide

Microsoft Exchange
Mailbox

Backup and restore of Microsoft Exchange
Mailbox.

Refer to the following link for how to use Microsoft
Exchange 2007/2010/2013 (MAPI) Mailbox with
AhsayOBM client:

Ahsay Online Backup Manager v9 Microsoft
Exchange 2007/2010/2013 (MAPI) Mail-Level
Backup & Restore Guide

Refer to the following link for how to use Microsoft
Exchange 2013/2016/2019 (EWS) Mailbox with
AhsayOBM client:

Ahsay Online Backup Manager v9 Microsoft
Exchange 2013/2016/2019 (EWS) Mail Level
Backup & Restore Guide

Shadow Protect
System Backup

Backup and restore of Shadow Protect System
image (requires Shadow Protect).

www.ahsay.com
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https://download.ahsay.com/support/document/v9/guide_obm_user_oracle_nix_cli_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_oracle_nix_gui_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_oracle_nix_gui_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_ms_system_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_ms_system_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_ms_systemstate_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_ms_systemstate_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_vmware_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_vmware_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_hyperv_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_hyperv_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_exchange_mail_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_exchange_mail_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_exchange_mail_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_exchange_mail_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_exchange_2016_mail_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_exchange_2016_mail_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_exchange_2016_mail_v9.pdf

Refer to the following link for how to use the
ShadowProtect System Backup with AhsayOBM
client:

Ahsay Online Backup Manager v7 StorageCraft
ShadowProtect System Backup & Restore Guide

NAS - QONAP

Backup and restore of file on QNAP NAS devices.

Refer to the following link for how to use the
QNAP NAS with AhsayOBM client:

Ahsay Online Backup Manager v9 Quick Start
Guide for QNAP NAS

Refer to the following link for a list of QNAP
hardware compatible with AhsayOBM:

FAQ: Ahsay Hardware Compatibility List (HRL) for

AhsayOBM on ONAP NAS

NAS - Synology

Backup and restore of file on Synology NAS
devices.

Refer to the following link for how to use the
Synology NAS with AhsayOBM client:

Ahsay Online Backup Manager v9 Quick Start
Guide for Synology NAS

Refer to the following link for a list of Synology
hardware compatible with AhsayOBM:

FAQ: Ahsay Hardware Compatibility List (HRL) for

AhsayOBM on Synology NAS

Mobile

Backup and restore of Mobile data (iOS and
Android).

Refer to the following links for instructions on
using the Ahsay Mobile for Android and iOS
platforms.

Ahsay Mobile Getting Started Guide for Mobile
Backup

Ahsay Mobile Getting Started Guide for 2FA
Ahsay Mobile User Guide for Android and iOS

Continuous Data
Protection

A backup will be made whenever there is a
change (between 1 min to 12-hour intervals).
Applies to File backup sets on Windows platform.

Volume Shadow
Copy

Volume Shadow Copy to support open file
backups on Windows platform.

In-File Delta

When enabled only the changes since the last
backup job is backed up. Only available for
versions prior to v9.

OpenDirect /
Granular Restore

For OpenDirect and Granular Restore.

Refer to the following link for instructions on using
OpenDirect / Granular Restore.

AhsayACB v9 Quick Start Guide for Windows
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https://download.ahsay.com/support/document/v7/guide_obm_user_shadowprotect.pdf
https://download.ahsay.com/support/document/v7/guide_obm_user_shadowprotect.pdf
https://download.ahsay.com/support/document/v9/guide_obm_quickstart_qnap_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_quickstart_qnap_v9.pdf
https://wiki.ahsay.com/doku.php?id=public:version_9:start_here:9002_ahsay_hardware_compatibility_list_qnap_nas
https://wiki.ahsay.com/doku.php?id=public:version_9:start_here:9002_ahsay_hardware_compatibility_list_qnap_nas
https://download.ahsay.com/support/document/v9/guide_obm_quickstart_syn_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_quickstart_syn_v9.pdf
https://wiki.ahsay.com/doku.php?id=public:version_9:start_here:9001_ahsay_hardware_compatibility_list_synology_nas
https://wiki.ahsay.com/doku.php?id=public:version_9:start_here:9001_ahsay_hardware_compatibility_list_synology_nas
https://download.ahsay.com/support/document/v9/guide_ahsay_app_gettingstarted_mb.pdf
https://download.ahsay.com/support/document/v9/guide_ahsay_app_gettingstarted_mb.pdf
https://download.ahsay.com/support/document/v9/guide_ahsay_app_gettingstarted_2FA.pdf
https://download.ahsay.com/support/document/v9/guide_ahsay_app_user.pdf
https://download.ahsay.com/support/document/v9/guide_acb_quickstart_win_v9.pdf

Ahsay Online Backup Manager v9 Quick Start
Guide for Windows

Ahsay Online Backup Manager v9 Microsoft
Hyper-V Backup and Restore Guide

Ahsay Online Backup Manager v9 VMware
vCenter/ESXi Backup and Restore Guide

Microsoft 365
Backup

Backup and restore of mailboxes and files of
Microsoft 365 including the One Drive, Personal
Site, Public Folders, and Site Collections.

Refer to the following link for instructions on using
Microsoft 365.

Ahsay Online Backup Manager v9 User Guide for
Microsoft 365 Backup & Restore for Windows

Ahsay Online Backup Manager v9 User Guide for
Microsoft 365 Backup & Restore for Mac

AhsayACB v9 User Guide for Microsoft 365 for
Windows

AhsayACB v9 User Guide for Microsoft 365 for
Mac

AhsayCBS v9 User Guide - Microsoft 365 Run on
Server (Agentless) Backup and Restore Guide

MariaDB Database
Server

Backup and restore of MariaDB Database Server.

Refer to the following link for how to use MariaDB
Database for the Windows platform with
AhsayOBM client:

Ahsay Online Backup Manager v9 MariaDB
Database Backup and Restore for Windows

Refer to the following link for how to use MariaDB
Database for the Linux platform with AhsayOBM
client:

Ahsay Online Backup Manager v9 MariaDB
Database Backup and Restore for Linux (CLI)

Deduplication

Replaces the In-File Delta module. This is a
standard add-on module, not a premium
(pay) add-on module. When enabled, will
deduplicate the data under the same backup
set.
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https://download.ahsay.com/support/document/v9/guide_obm_quickstart_win_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_quickstart_win_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_hyperv_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_hyperv_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_vmware_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_vmware_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_M365_win_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_M365_win_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_M365_mac_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_M365_mac_v9.pdf
https://download.ahsay.com/support/document/v9/guide_acb_user_M365_win_v9.pdf
https://download.ahsay.com/support/document/v9/guide_acb_user_M365_win_v9.pdf
https://download.ahsay.com/support/document/v9/guide_acb_user_M365_mac_v9.pdf
https://download.ahsay.com/support/document/v9/guide_acb_user_M365_mac_v9.pdf
https://download.ahsay.com/support/document/v9/guide_cbs_user_M365_v9.pdf
https://download.ahsay.com/support/document/v9/guide_cbs_user_M365_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_mariadb_win_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_mariadb_win_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_mariadb_nix_cli_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_mariadb_nix_cli_v9.pdf

4.3.3 Contact Tab

You can add your contact information here to receive backup or restore reports. You can also
delete your contact information here. The following shows the Contact tab under the User Profile
settings page.

Backup Set Contact information for this user.

Settings

Report Manage Contact Information

Statistics + i

Effective Policy
Name Email Encrypt Email
WindowsTest_1 usemameg@email.com Mo

© To add your contact information, click + in the middle of the screen. Enter your Name,

Email, Address, Company, Website, Phonel, Phone2, then clickat the bottom right
corner of the screen. A new contact is added.

Mame

User Mame
Email
username@email.com

Encrypt Email

Address

1/F, Business Plazza, Central, HK

Company

Company MName

Wehsite

Fhane 1

Fhone 2
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© To delete a contact information, check the box next to the contact information you want to
delete, then click . in the middle of the screen. Click OK to delete the contact when
prompted. The selected contact is deleted. Click to save your changes.

Are you sure that you want to delete selected rows 7

OK ] [ Cancel ]

4.3.4 User Group Tab

The following shows the User Group tab under the User Profile settings page. It shows the user
group your user account belongs to. This is set when your account was created and cannot be

modified.
Backup Set Below is the list of user group this user was assigned to.
Settings
Report Manage User Group
Statistics
Name Owner
Effective Policy A1l Users -

NOTE

Please remember to click after modification to save the changes. Otherwise the modification will be
lost after quitting the setting page.

www.ahsay.com
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4.3.5 Authentication Tab

The Authentication tab allows the User to add additional layer of security to their backup user
accounts. This tab allows resetting of password and enables the Two-Factor Authentication (2FA).
Please contact your service provider for more details on this feature.

This view applies when two-factor authentication is enabled for the user account.

User Profile | General || Backup Ciient Settings | Contact | User Group FXRURUIEEUELEN Mobile Backup

Backup Set
. Password
Settings
Password
Report Hashed
Statistics
Reset Password
Effective Policy
Two-Factor Authentication N |
Registered Mobile Device(s)
=+ il
Device Name Verified Last Verified Time
A32
v 08/20/2021 17:44:36 CST

Re-pair with authenticator

Last Successful Login

Time: 08/20/2021 17:44:36 C5T
IP address: ¥

Browser / App: AhsayOBM
Mobile Device: A32

If two-factor authentication is not enabled, this will be displayed instead.

User Profile | General | Backup Ciient settings || Contact | user Group FXUTRUESTTUIN Mobile Backup

Backup Set Password
Settings
Password
Report Hashed
Statistics

Reset Password
Effective Policy

Last Successful Login

Time: 10/25/2021 09:48:43 SGT
IP address: "7 M T
Browser / App: AhsayOBM
Maobile Device: -

There are several groups of settings under the Authentication tab, and they are described below:

Section Description

Password There are two (2) elements in the Password section, which are the
following:

© Password in hashed format defined by the service provider
which cannot be changed.

© Reset Password allows the backup user to change the
password.




Two-Factor
Authentication

Allows the user to add mobile device(s) that will be used for two-factor
authentication. It displays the device name, whether it has been verified
or not and the last verified time and date.

This will only be visible if two-factor authentication is enabled for the
user account.

The Re-pair with authenticator will only be available if Ahsay Mobile is
used as the authenticator app. If the registered device used for 2FA was
damaged, lost or missing; the backup content of the device can be
migrated to the new device by using AhsayOBM/AhsayACB. For
instructions on how to do this please refer to the Ahsay Mobile User
Guide for Android and iOS. Once the migration is finished, the new
device must be re-paired with the Ahsay Mobile app to enable sign-in
using push notification and disable the one in the original device.

Please contact your backup service provider for details.

Last Successful
Login

There are four (4) elements in the Last Successful Login section, which
are the following:

© Time, this is the date and time the backup user last logged in,
this changes every time the user logs in.

© |P address used to log in, which cannot be changed.

© Browser/App used to log in. If browser, the operating
system, and browser used will be displayed. If app, either
AhsayOBM or AhsayACB will be displayed.

© Mobile Device, the name of the mobile device used to log in.

O To reset the password, click Reset Fassword | Enter the new password twice and click kel to

save.

Password

Mew Password

Confirm Password

© To add a mobile device for two-factor authentication, follow the instructions below:

1. Enable Two-Factor Authentication by sliding the switch to the right.

Two-Factor Authentication I

2. Click the + button.

+ i

Two-Factor Authentication I

Registerad Mobils Device(s)

Device Hame Verified Last Verified Time



https://www.ahsay.com/download/download_document_v8_mobile-user-guide.jsp
https://www.ahsay.com/download/download_document_v8_mobile-user-guide.jsp

The following screen that will be displayed will depend on the settings made by your
backup service provider. Follow the instructions discussed in Chapter 2 on how to
register your device depending on the authenticator app that you will be using:

@

@
®
@

Ahsay Mobile or branded Mobile app

Microsoft Authenticator

Google Authenticator

Third party authenticators

4.3.6 Mobile Backup Tab

The Mobile Backup tab allows the User to view the mobile device(s) that has been registered for
mobile backup and the corresponding backup destination. To add a mobile device use AhsayOBM
or AhsayACB.

For more information on how to do this please refer to the following guides:

AhsayOBM Quick Start Guide, AhsayACB Quick Start Guide, Ahsay Mobile Getting Started Guide

for Mobile Backup and Ahsay Mobile User Guide

Backup Set
Mobile Backup
Settings
Registered Mobile Device(s)
Report
e Device Name Backup Destination
Statistics
iPhone 6 Di\backupiiPhone 8\1607089270717
Effective Policy
Galaxy AT0 Di\backup\Galaxy ATMNG0T069604823
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https://www.ahsay.com/download/download_document_v8_obm-quickstart-windows.jsp
https://www.ahsay.com/download/download_document_v8_acb-quickstart-windows.jsp
https://www.ahsay.com/download/download_document_v8_mobile-getting-start-guide-backup.jsp
https://www.ahsay.com/download/download_document_v8_mobile-getting-start-guide-backup.jsp
https://www.ahsay.com/download/download_document_v8_mobile-user-guide.jsp

4.4 Settings

The Settings page allows the user to log the optional events, besides AhsayOBM/ AhsayACB
logs, to the Windows event log.

NOTE
This feature is supported on AhsayOBM/AhsayACB clients installed on Windows platform only.

Windows event log

The following shows the options on the Settings page.

User Profile
Windows Event Log q
Backup Set

Settings

Report Log type

Statistics M Error [ Wiarming ¥ Info

Effective Policy Log option

Profile

Backup

Restore

Service (CDF & Schedulen

Software Update
Repart

Litilities

Login/ Logout

U RIRI R
JRIR R

There are two groups of settings under the Settings tab, and they are described below.

‘ Setting Description ‘

Log Type There are three (3) log types available: Error, Warning, and Info. You
can select any combinations of the 3 log types, and the messages will be
logged in the Windows event log.

Log Option Select the log option by which the particular action will be captured in the
Windows event log. Currently there are eight (8) different log options that
can be selected: Profile, Backup, Restore, Service (CDP & Scheduler),
Software Update, Report, Utilities, and Login/Logout.
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The events are logged in the Windows event log and can be viewed from the Windows Event
Viewer:

Event Yiewer [_ O] x|
File  Action ‘iew Help
&= | #[m]

@ Event Viewer {Local) Ahsay Online Backup Manager HNumber o | Actions
o Custom Views

" -
& windows Logs Level Date and Time Source | Evert ID | TaskCategory |+ | Wikt ettt

B [ Applications and Services Logs Information  10/25(2019 9:51... obm 257 Mone = Open Saved Log...
gﬂ ahsay Online Backup Manac Infarmation 10/23f201910:1...  obm 257 Mone ? Create Custom View
& CEs0L Information  10/23(2019 10:1.., cbm 257 Mone
g:l eventlag Information 10/22{2019 3:40... obm 257 Mone Impork Custom Yigw,.,
%] Hardware Events Information  10/22/2019 3:39.., obm 257 Mone Clear Lo
g:l Internet Explarer I-L L A0inniong L Co hl L
i Key Management Service | Euant 357, obm w | T Fileer Current Log...
| Microsoft .
& windaows Pawershel General | Details I [E] Properties
.4 Subscriptions #0 Find...
[Login Logout] "WindowsTest_1" logged off sucessfully. H Save All Events As...
Attach a Task Tothi.,,
5 Wigww »
Log Marme: Ahsay Online Backup Manager
Source! obrn Logged: 10425420 G Refresh
EventID: 257 Task Categany: Mone Help 4
Lewel: Information Eeyrarards: Classic
'
User: NfA Computer: w2 kBra-:
[5] Event Properties
OpCode: p —
tore Information:  Event Log Online Help B Atrach TaskTa Ths ..
=4 Co »
4 | | LI e PY
| | j I 5ave Selected Event.., LI
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4.5 Report

The Report page allows you to check the Backup and Restore report of both backup and
restore jobs proceeded in agent-based (AhsayOBM/ AhsayACB/ AhsayOBR) and agentless
(AhsayCBS User Web Console) type.

4.5.1 Backup Reports

1. A list of backup reports for this AhsayCBS user can be found on the Backup tab. Click
on the desired report to get more details on the report.

User Profile Backup
Backup Set .
ZEPEE Backup Report for This User
Settings
View Today w
— Backup Set Destination Start Time End Time Status
Allstics
m backupset-2(1641869270986) @ AhsayCBS  11-Jan-2022 10:53 CST 11-Jan-2022 10:54 CST OK
BIEEE R [B) cacupseriiteatezrasarss) (@ AnsayCBS  11an-2022 1042 CST  11-Jan-2022 1042 CST  OK
2. Click the Download report button at the bottom to download the complete report in

PDF format. The backup report will be available around 15 to 20 minutes after a backup
job has finished.

Backup Report

Backup Set E backupsei-2{16418692700846)
Destination (&) AnsayCBS

Jaob 11-Jan-2022 10:53:56

Time 11-Jan-2022 10:53:57 C5T - 11-Jan-2022 10:54:04 CST
Status OK

Mew Files* I3[ 3150247 487 51K ( 35% )]
Mew Directories 2

Mew Links 0

UUpdated files* 0

Attributes Changed Files® 0

Deleted Files* 0

Deleted Directories 0

Deleted Links 0

Moved Files* 0

Dedupe Saving J51.TEK AT HIK [ T2.2% ]

* Unit = Mo of files [Total zipped size / Total unzipped size (compression ratio)]

Download report
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A full version of the backup report appears. You can view the detailed backup set
settings on this report.

Full Backup report

Backup Job Summary

Umr umard

Bisokug Set ok part-2 (164 1869 TTRG
D tanatiom B OIS (U By OIS

st Seras T

Betambon S o

Biaokup Quats G

Bemmining Quots aG

Bsoiug Tob 202301- 11 10-A 1488

Tob Steus ak

Start - Iad 0L 11/ AT RS2 OST - 0L 11/ AR 2 103 &4 CST
1P i drwa [LETETNLF®- T - RRRE A
Harw Filaa EEIEIEE -]

Hurwr Dirworior i 2

M Limin o

Uprdutat Filea ® o im

Atbribartss Changed Filea * L

Dadated Filea * L

st Directorss o

Dslartwel Linkn o

Mowed Fillen * L

D g Sawny AK S @ik [Tk ]

* Mo af files lexe)

Backup Set Settings

Finkd Vb

Biscikg: S uros PO Fitwrwam plsa]

Fillter [t nakicd: Ma]

ek Sobad s ICompuier Hame: J0uly: Feeity: |Monisdy: Boaiom: |

Costesuoa Duta Frotecton [tnatied: Ma]

Deduplestan Pinatieed: Fa]Migrats suimting duis in labsat wernina: Mo

Retmias Falay ITypac Simple, Periad: 7, Unitz Day ]

Command Lise Tool

amn ar IComparter Maama: |

Macnd sl 15 Comiral PEnatied: Mo, Mo der badepemeat, Bancuid th Cantrok |

Oitwra Mo v tempn rury Tl of e beokogp: Too] follow Link: TeallV olusw Shadow Capy: Hollfils Permasons: TallConpresson Type: Pt with aptiminet
o for looad]

Backup Logs

Mo Typs  Timswmmp Log
atart 202201/ 11 1652 Stert | AayOBEM vLo112 |
-mfa OO IBSES  Serisg e ypied beckug aet secrypios ke o ..
afa TWEOLIL IE5EN Ussg Temgorey Dersotory C Ussrn A de st r o e s, 1648 |96 277008 60 1098 164 602 9470
200U IESE00 St nesiey precommsads
-mfa FEZ/OLF 1L IE3&00  Fiskbed masing pre-commads
sfa WO IESe0) Dowsdod wilid e s Trom ek b sl to "YU s Al st ol e g’y | G618 GO M0GY, COREE 16 6 106 170 T dnde”.

=fa 0L B3 Declupliosbinn bafor Filen™0e M imrumploal, Ay ATH_L mertS i r Simeks wu_wesrnion T chera ™, dluplisaiwed Tilon™ e P i tr o gl Ay CNS_ v
T Ut i o doec. (020-00 =1 1 -1 0435607, aeme” 16,00

SR e e
E
7

a fa 2O IkSen? = lnfor Filon"Te ey A Ok = Wi ppta”, dup il 0N £ e o By sl B g
ks by et QOEZ-00-1 |- 10-43-067, mree"30996"

a2 fa FL--TL IS ) 5 i File="Te el Ay Tk = L ppta”, dup im0 i e A By s ol g
Sl binn_v et Q0200 | 1= I0-A1-A57, mrea™1 995"

1 fa FL--TL IS ) 5 o File="Te el Al Tk = Wlppta”, dup im0 i e A By s ol g
pSalbstis_y I gpts QOP2-0-11-10-81-4617, mrea™ 10094

1 -mfa OO ISR Deduplcetion bafo File"0" fitturum p il Al ONM_ oo ¥_ 0ok St ide. doend™, d spllicaded. §ifles "I it p ledt, Ay OO eruicn,
T _hseriG sl o cwee. (X201 -1 1 -1 08 3-3607, wiwes" | 4902

1z ifa TS kSRR = lnfir File="TeY gl ageline. poeg ", diusp Tilen"DE N St mmyplon A oo M enaag o rwapag (00200 -1 | -1 0~
S350, wime"2 501"

11 o 20RO ISR o File="Tx'% h B omagel o Faeg T ille="EY e Vg e g (2022-01-11- 10
-85, me="2 501"

1] -fa LTINS T LIEET e "TE Ay OIS _ver son |, o

Infe Faes"IxYy
FRl =L 1= 1053567, wiree"1 LW
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4.5.2 Restore Reports

1. A list of restore reports for this AhsayCBS user can be found on the Restore tab. Click
on the desired report to get more details on the report.

User Profile Backup Restore
Backup Set .
Restore Report for This User
Settings
Vi
Statistics Backup Set Destination Job Status
EBackupSel—1(1641968960700) (@ AnsayCBS 12-Jan-2022 14:31:52 SGT oK
Effective Palicy
2. Click the Download report button at the bottom to download the complete report in

PDF format. The restore report will be available around 15 to 20 minutes after a restore
job has finished.

Restore Report

Backup Set m BackupSet-1(1641968960700)

Destination @ AhsayCBS

Job 12-Jan-2022 14:31:52

Time 12-Jan-2022 14:31:51 SGT - 12-Jan-2022 14:31:55 SGT
Status OK

Downloaded Files™ 33 (315K

* Unit = No of files (Download size)

Download report
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A full version of the restore report appears. You can view the detailed backup set
settings on this report.

Normal Restore

(@ ~hsaycas

Full Restore Report

Restore Job Summary

User Backup Set Restore Job Restore Destination Job Status IP Address Restored Files *
Win0365 BackupSet-1 (164196896 2022-01-12-14-31-52 AhsayCBS OK 172.16.99.207 0 (315K)
o700

* No. of files (size)

Restore Logs

Ne Type Timestamp Leg

1 star 01/12/2022 14:31:52 Start [ AhsayOBM v9.0.3.12 ]
t

info  01/12/2022 1431:54  Creating new directory... "C:\restored\C_"

info  01/12/2022 14:31:54  Creating new directory... "C:\restored\C_\Users"

info 01/12/2022 14:31:5¢  Creating new directory... "C:\restored\C_\Users\user"

info 01/12/2022 14:31:54  Creating new directory.. "C:\restored\C_\Users\user\Documents”

info  01/12/2022 1431:54  Creating new directory... "C:\restored\C_\Users\user \Documents\backup sample files”

info  01/12/2022 14:31:54  Creating new directory... "Ci\restored\C_\Users\user \Documents\backup sample files\filtersamples”

RE NITRIFRrT

Restore Files

Ne. File Name Size Last Modified Downloaded Time Time taken {minsec
)

Run Direct Restore without Auto Migration.

@

Full Restore Report

Restore Job Summary

User Backup Set Restore Job Restore Destination Tob Status IP Address Restored Files *
users BackupSet-3 (164256218 2022-01-19-11-27-04 AhsayCBS OK 10.3.12017 oo
1224)

* Mo of files (size)

Restore Logs

No. Type Timestamp Log
1 star 01/19/2022 11:27:04  Start [ AhsayOBM v8.1.00 ]
t
2 info  01/19/2022 11:27:06  VMware ESKi 6.0.0 build-5050533810.121 8 29:44 (SSH:22)
3 info  01/19/2022 26 Mew Virtual Machine UUID will be generste to “New Virtusl Machine”.
4 info  01/19/2022 11:27:48  Preparing for Run Direct..
5 info  01/19/2022 11:27:49  Mount datastore " (10.3.121.17: )
6 info  01/19/2022 11:27:50  Adding virtusl machine "New Virtual Machine” to the inventory...
7 info  01/19/2022 11:27:59  Taking snapshot "__snapshet_for_publish__" of virtusl mschine “New Virtusl Machine” .
8 info  01/19/2022 11:28:06  Please da net Edit, Remave or Revert any existing snapshot before migration is completed.

Restore Files

HNo. File Name Size Last Modified Downloaded Time Time tsken (minsec
)
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iii.  Run Direct with Auto Migration

Full Restore Report

Restore Job Summary

User Backup Set Restore Tob Restore Destination Tob Status IP Address Restored Files *
users BackupSet-3 (164256218 2022-01-19-11-35-23 AhsayCBS K 10.3.120.17 010
1224)

* No. of files (size)

Restore Logs

Mo Type Timestamp Log

1 star 01/19/2022 11:35:23  Start [ AhsayOBM v9.1.0.0 ]
t

2 info  01/19/2022 11:35:24 | VMware ESXi 6.0.0 build-5050393810.121.8.29:44 3S5H:22)

a info  01/19/2022 11:37:39  New Virtusl Machine UUID will be generate to "New Virtusl Machine”

4 info  01/19/2022 11:38:01  Preparing for Run Direet_

5 info  01/19/2022 11:33:02  Mount dstastore “ebs-RunDirect (10.3.121.17-chsRunDirect)”...

6 info  01/19/2022 11:38:02  Adding virtusl machine "New Virtusl Machine” to the inventory.

7 info  01/19/2022 11:38:12  Taking snapshot "__snapshot_for_publish__" of virtusl machine "New Virtusl Machine™_.
] info  01/19/2022 11:38:18  Please do not Edit, Remave or Revert any existing snapshot before migration is completed.
L] info  01/19/2022 11:38:31  Start manusl migration...

10 info  01/19/2022 11:3832  Loading information.

1 info  01/19/2022 11:38:37  Taking snapshot "__snapshot_for_migrate__ " of virtusl machine "New Virtual Machine” .

12 info  01/19/2022 11:38:45 grating. [vesxi02_ 1 New Virtusl ~delts vmdk

13 info  01/19/2022 11:38:46 grating. [vesxi02_ 1 New Vietual vmdk

14 info  01/19/2022 11:38:47 grating..[vesxi02_ 1 New Virtusl entos-flat vmdk

15 info  01/19/2022 11:43:44 grating...[vesxi02_¢ ] New Virtusl entos.vmdk

16 info  01/19/2022 11:43:45  Loading information..

17 info  01/19/2022 11 Removing virtusl machine "New Virtusl Machine” from the inventory..

18 info  01/19/2022 1 g g [veswi02_ ] New Virtual entas AVFam

19 infe  01/19/2022 1 g .- [vesxi02_c ] Mew Virtusl entos.vmsd

20 info  01/19/2022 1 g g [vesxi02_c ] New Virtusl entos vmx

21 info  01/19/2022 1 grating.. [vesxi02_c 1 New Virtual vmdk

22 info  01/19/2022 1 g g [vesxi02_c ] New Virtusl vmdk

23 info  01/19/2022 1 grating.. [vesxi02_c 1 New Virtual pshet! vmsn

24 info  01/19/2022 1 grating..[vesxi02_ ] New Virtusl vmsn

25 info  01/19/2022 11:43:58  Adding virtual machine "New Virtual Machine” to the inventory.

26 info  01/19/2022 11:4407  Removing snapshot "__snapshot_for_migrate__" from virtusl machine "New Virtusl Machine™ .
27 info  01/19/2022 11:44:11  Removing snapshot "__snapshot_for_publish__" from virtusl msehine "New Virtusl Mschine™.
28 info  01/19/2022 11:44:12  Unmeunt dstastore "ebs-RunDireet”..

Restore Files

Mo File Name Size Last Modified Dewnloaded Time Time taken (minsee

NOTE

OpenDirect restore of file backup sets or granular restore of files from VMware and Hyper-V backup
sets performed using Windows File Explorer will not generate any restore reports on AhsayCBS.
Restore reports are only available when the restore is performed directly through AhsayOBM
/AhsayACB/ AhsayOBR or on agentless Microsoft 365 and Cloud File backups.

www.ahsay.com 41




4.6 Statistics
You can generate a graph of storage statistics for the user by modifying a few factors such as
the backup destination, backup set and the period of the backup.

The statistics shows the storage capacity of different backup sets on different dates. Only

restorable files in the data and retention area for each backup set are included in the
calculation of storage statistics.

Storage statistics of a backup set are updated every time the following functions are run:
© Backup job

Data Integrity Check (DIC)

o

Periodic Data Integrity Check (PDIC)
© Space Freeing Up

© Delete Backup Data

Usage

The following options are configurable for generating statistics in your desirable view.

@ Select a destination — select the backup destination of your choice

@ Select a backup set — you can choose a specific backup set or all backup sets
@ Period — select the period of time during which backups were performed

@ View — you can choose a view, graph or table

Statistics for This User

View | Table v
Select a destination
AhzayCBS v

Select a backup set
All backup sefs v

Period
This Week v

Go




Graph view

Statistics for This
User

Select a destination
AhsayCBS

Select a backup set

All backup sets v
Period

This Week
300,000,000
250,000,000

200.000,000

150,000,000

Sie

100,000,000

50,000,000

Go Shows Date, Destination, Backup Set Name
o and Total Size of a specific backup job=——=p _ . . .. .,

View | Graph

Date 27-Oct

Dastnation AhsayCES

Totsl Size 272,403,087
BackupSet-1
BackupSet-2

0
24-0ct

Backup Size in Bytes

25-Oct

26-Oct
Date

27-0ct 28-0ct

Table view

Statistics for This
User

Select a destination
AhzayCES w

Select a backup set
All backup sefs w

Period
This Week

Go

Date
2021-10-26

2021-10-27

2021-10-28

Backup Set
Total

m BackupSet-1(1635325749908)

m BackupSet-2(1635325859312)
Total

m BackupSet-1{1635325749908)

m BackupSet-2(1635325859312)
Total

m BackupSet-1{1635325749908)

m BackupSet-2(16353258509312)

View | Table «

Total Size
0

0

[}
350.72M
259.78M
90.94M
350.72M
259.78M

90.94M
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Summary

LSRN Summary

Summary for This User

* Unit (Storage): Compressed Size / Uncompressed Size [Ratio] [Total No. of Files]
** Unit (Data Transfer): Compressed Size [Total No. of Files]
*** Unit (Deduplication): Uncompressed Dedupe Size / Uncompressed Original Size [Deduplication Ratio]

(") Backup Set completely migrated from vB

Backup Set Destination Data Area* Recycle Bin | Total Upload* | Total Restore® | Dedupe Saving™™

m Backup Set 1 @ AhsayCBS 7864 K/204.02 K[62%][34] 2440K[2] T7864K[34] 5977K[5] 323N KI/B2T33K[61.3%]
E Backup Set 2 . Local-1 8736 K/ 14375 K[40%][33] 0[0] 8T36K[33] 0[0] 0

mBackupSew @AhsayCBS 0/0[0%][0] 0[0] 0[0] 0[o0] 0

There are 5 columns showing the following information of each backup set.

Data Area

Data Area*

78.64 K/204.02 K[52%][34]
8736 K/ 143.75 K[40% ][ 33]

0/0[0%]I[0]

Format:
[Compressed Size] / [Uncompressed Size] [Compression Ratio in %] [Number of files]
Example: 78.64 K/ 204.02 K [62%)] [34]

The Data Area also include files that are in the Retention Area. The data interpreted as the
backup set has 34 files in the data area; the files compressed, and uncompressed sizes are
78.64 K and 204.02 K respectively; the compression ratio is 62%.

Recycle Bin

Recycle Bin

24 40K[2]

0[o]

0[o0]

Format:
[Compressed Size] [Total number of files]

Example: 24.40 K [2]

The data interpreted as the backup set has 2 files in the Recycle Bin with a compress size of
24.40 K.



Total Upload
Total Upload™

TBH4K[34]
8736 K[33]

0[0]

Format:

[Compressed Size] [Total number of files]

Example: 78.64 K [34]

There is a total of 34 files with a size of 78.64 K uploaded for this backup set.

The Total Upload is a lifetime counter, computed by adding up all the New Files, New
Directories, New Links, Uploaded Files, Attributed Changed Files, Deleted Files, Deleted
Directories, Deleted Links and Moved Files.

Total Restore

Total Restore™

5077TK[5]
0[07

0[0]

Format:

[Compressed Size] [Total number of files]

Example: 59.77 K [5]

There is a total of 5 files with a size of 59.77 K restored from this backup set.

The Total Restore is a lifetime counter, computed by adding up all the New Files, New
Directories, New Links, Uploaded Files, Attributed Changed Files, Deleted Files, Deleted
Directories, Deleted Links and Moved Files.

Dedupe Saving

Dedupe Saving™™
I23KIB2T 33K [61.3% ]

0

0

Format:
[Dedupe Size] / [Original Size] [Deduplication Ratio in %]

Example: 323.31 K/527.33 K [61.3%]

The files dedupe size and original size are 59.96M and 1.02G respectively; the dedupe saving
is only 5.7%.



4.7 Effective Policy

NOTE
Effective Policy page may be hidden depending on the configuration your backup service provider
made.

There are six (6) tabs containing different groups of policy, and they are described below.

User Settings Tab

You can see the effective policy on user settings for this user on the User Settings tab.

User Prefile UL LS Backup Set Settings [ GUI Settings | Default Values | Preempted Values | Preempted Backup Sets
-
Backup Set . -
User Settings Related Policies
Settings
Repon Detail Value User Group | Policy
. . ) Deefault
Statistics. CQuota > Quota limits calculation method Compressed Size All Users
settings
Effective Policy i Default
User Quota = Enable es, User Quota Seftings: Enabled = true, Mode = Default All Users "
seftings
Destination Quota Settings: Destinaticnkey=0BS, Enable=true, Deefault
User Quota > Value All Users
Quota=52428800, DestinationMame=AhsayCBS settings
Invalid login attempt limit (password only) = Maximum Default
efau
number of invalid login attempts allowed within 3 fimes within 5 mins All Users i
setlings
specified period
Invalid login attempt limit (password only) = Blocking Default
efau
period for IP address and user that exceed the 10 Minutes All Users i
setfings
maximum allowed invalid login attempts a
Default
Email Reports = Backup Report Yes All Users
settings
; Default
Email Reports = Restore Report Yes All Users ]
settings

X ?

Backup Set Settings Tab

You can see the effective policy on backup set settings for this user on the Backup Set Settings
tab.

User Profile =R ATCT R T LER GUI Settings || Default Values | Preempted Values i Preempted Backup Sets
-
Backup Set ; .
Backup Set Settings Related Policies
Settings
Report Detail Value User Group | Policy
- Destinations Visible to Users = Predefined . . Default
Statistics \Wasabi-1 (Wasabi) All Users
Destination settings
Effective Policy Destinations Visible fo Users = Standard Local / Mapped Drive f Network Drive / Removable Drive, Ay Default
sers
Destination Enable=Yes settings
Destinations Visible 1o Users = Standard Default
AhsayCBS, Enable="es All Users
Destination settings
Destinations Visible to Users = Standard Default
Google Cloud Storage, Enable=No All Users
Destination settings
Destinations Visible 1o Users = Standard Default
Amazon S3, Enable=No All Users
Destination settings
Destinations Visible to Users = Standard Default
SFTF, Enable=Mo All Users
Destination settings
Destinations Visible 1o Users = Standard Default
FTP, Enable=No All Users
Destination settings
Destinations Visible to Users = Standard Default
CT¥un, Enable=No All Users
Destination settings
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GUI Settings Tab

You can see the effective policy on AhsayOBM or AhsayACB GUI settings for this user on the
GUI Settings tab.

User Profile User Settings Backup Set Settings Qe R0 1 Default Values Preempted Values | Preempted Backup Sets
-
Backup Set i .
GUI Settings Related Policies
Settings
Repur[ Detail Value User Group | Policy
- Backup Sets = Add and Remaove Backup Set ( OMLY applicable to v7.3 - Default
Statistics View=Yes All Users
vT .9 client agent } settings
Effective Policy Default
- Eackup Seis = General Tab View=Yes All Users
seftings
) Default
Backup Sets = General Seftings - Name View=Yes Edit="es All Users
settings
. ) Default
Backup Sets = Ceneral Seftings - IBM Domino View=Yes, Edit="es All Users
settings
Default
Backup Sefs = General Settings - IBM Notes View=Yes, Edit=Yes All Users
settings
) Default
Backup Sets = General Settings - MS Exchange Server View=Yes, Edit=Yes All Users i
setfings
) Default
Backup Sets = General Settings - MS HyperV' View=Yes, Edit="es All Users
seftings
) Default
Backup Sets = General Setlings - M550 Server View=Yes, Edit="es All Users i
settings

X ?

Default Values Tab

You can see the effective policy on default values for this user on the Default Values tab.

User Profile User Settings i Backup Set Settings m PLGTLATETE I Preempted Values | Preempted Backup Sets
-
Backup Set .
Default Values Related Policies
Settings
Report Detail Value User Groug
- General = .
Statistics N Applied Module=File Backup, Name=default-backup-set-name All Users
ame
Effective Policy General =
- N Applied Module=Cloud File Backup, Name=default-backup-set-name All Users
ame
General = . .
N Applied Module=IBM Lofus Domine Backup, Name=default-backup-set-name All Users
ame
General = .
N Applied Module=IBM Lotus Notes Backup, Name=defauli-backup-set-name All Users
ame
General = .
N Applied Module=MS Exchange Server Backup, Mame=default-backup-set-name All Users
ame
General = . .
N Applied Module=M3 Exchange Mail Level Backup, Mame=defauli-backup-set-name All Users
ame
General = .
N Applied Module=MS SCL Server Backup, Mame=default-backup-set-name All Users
ame
General = .
N Applied Module=M3 Hyper-¥ Backup, Name=defauli-backup-set-name All Users
ame

X ?
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Preempted Values Tab

You can see the effective policy on preempted values for this user on the Preempted Values

tab.
User Profile Backup Set Settings m Default Values B CTTUCLRGTEL I Preempted Backup Sets
Backup Set

mRApeE Preempted Values Related Policies
Settings

Mo policy defined

Report
Statisfics

Effective Policy

Preempted Backup Sets Tab

You can see the effective policy on preempted backup sets for this user on the Preempted
Backup Sets tab.

User Profile User Settings Backup Set Settings | GUI Settings Default Values Preempted Values Preempted Backup Sets
Backup Set
P Preempted Backup Sets Related Policies
Settings
Mo policy defined
Report
Statistics

Effective Policy
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5 Monitoring Live Activities
5.1 Managing Live Activities

1.

www.ahsay.com

Log in to AhsayCBS user web console according to the instruction provided in section
Logqing on to AhsayCBS User Web Console.

To manage your backup and restore live activities, simply click the Live Activities icon
from your AhsayCBS environment.

P

Live Activities

You can perform the following operations on your own user account:

@  View the status of an agent based and agentless backup job that is currently
running. Once a backup job is completed, the entry will be immediately removed
from the Live Activities.

@  View the status of an agent based and agentless restore job that is currently
running. Once a restore job is completed, the entry will be immediately removed
from the Live Activities.

NOTE

If there are any backup and restore jobs which are unexpectedly terminated or crashed the
job status should automatically clear after 72 hours.

- f &



5.2 Backup Status

The Backup Status tab allows you to monitor the live activities of backup jobs running in both
agent-based (AhsayOBM/ AhsayACB) and agentless (AhsayCBS User Web Console) type.

Available Restore Jobs Can Be Monitored by Live Activities

Backup Type AhsayOBM AhsayACB Ahsay Mobile

File Backup v v NA
Cloud File Backup v v NA
IBM Lotus Domino Backup v NA NA
IBM Lotus Notes Backup v v NA
MS Exchange Server Backup v NA NA
MS Exchange Mail Level Backup v NA NA
MS SQL Server Backup v NA NA
MS Windows System Backup v v NA
MS Windows System State Backup v NA NA
MS Hyper-V Backup v NA NA
MySQL Backup v NA NA
Microsoft 365 Backup v v NA
Oracle Database Server v NA NA
ShadowProtect System Backup v NA NA
VMware Backup v NA NA
Synology NAS Backup v NA NA
QNAP NAS Backup v NA NA
MariaDB Backup v NA NA

The following shows the backup status of a live backup activity

Backup Status Restore Status

Backup jobs that are currently running

Backup Status

Filter | Client Type ~ || User ~ || Registration Date | | User Group +

Login Name (Alias) | Owner = Backup Set Destination Progress Estimated Time Left | Current File Transfer Rate

@ user1 ) - m BackupSet-2 (o) AnsayCBS ' SS— 100 % 0 sec Ci\UsersiuseriDocumentsinstallers  Obitis
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5.3 Restore Status

The Restore Status tab allows you to monitor the live activities of restore jobs running in both
agent-based (AhsayOBM/ AhsayACB/ AhsayOBR) and agentless (AhsayCBS User Web
Console) type.

Restore Type Ahsay OBM Ahsay ACB Ahsay OBR | Ahsay Mobile
File Normal Restore v v v NA
OpenDirect X X X NA
Restore
Cloud File Backup v v v NA
IBM Lotus Domino Backup v NA v NA
IBM Lotus Notes Backup v v v NA
MS Exchange Server Backup v NA v NA
MS Exchange Mail Level v NA v NA
Backup
MS SQL Server Backup v NA v NA
MS Windows System Backup v v v NA
MS Windows System State v NA v NA
Backup
MS Normal Restore v NA v NA
Hyper-V
Run Direct Restore v NA v NA
Granular Restore v NA v NA

with AhsayOBM
File Explorer

Granular Restore X NA X NA

with Windows File

Explorer
MS SQL Server Backup v NA v NA
MySQL Backup v NA v NA
Microsoft 365 Backup v v v NA
Oracle Database Server v NA v NA
ShadowProtect System v NA v NA
Backup
VMware | Normal Restore N4 NA v NA




Run Direct Restore v NA v NA
Granular Restore v NA v NA
with AhsayOBM
File Explorer
Granular Restore X NA X NA
with Windows File
Explorer
Synology NAS Backup v NA NA NA
QNAP NAS Backup v NA NA NA
MariaDB Backup v NA v NA

The following shows the restore status of a live restore activity.

Backup Status Restore Status

All restore jobs that are currently running.

Restore Status

Login Name (Alias) Owner | Backup Set Destination Progress Estimated Time Left CurrentFile | Transfer Rate
(® usert () - mBackupSsﬂ—? @ AhsayCBS N 100 % 0 sec 53IKibit/s

OpenDirect restore of file backup sets or granular restore from VMware and Hyper-V backup sets
performed using Windows File Explorer will not show up on the [Restore Status] tab in Live Activities.
This only applies to the restore performed directly through AhsayOBM/AhsayACB/AhsayOBR or
AhsayCBS User Web Console.




6 Managing Backup Set

Since all the steps in creating a backup set, running a backup job, and restoring a backup are
generic, follow these links for detailed instructions for Microsoft 365 and Cloud File.

Agent-based
Cloud File
© AhsayACB v9 User Guide — Cloud File Backup & Restore for Windows
© AhsayACB v9 User Guide — Cloud File Backup & Restore for Mac

© AhsayOBM v9 User Guide — Cloud File Backup & Restore for Windows
© AhsayOBM v9 User Guide — Cloud File Backup & Restore for Mac

Microsoft 365

© AhsayACB v9 User Guide - Microsoft 365 Backup & Restore for Windows
© AhsayACB v9 User Guide - Microsoft 365 Backup & Restore for Mac
© AhsayOBM v9 User Guide - Microsoft 365 Backup & Restore for Windows
© AhsayOBM v9 User Guide - Microsoft 365 Backup & Restore for Mac

Agentless

Cloud File — Cloud File Run on Server (Agentless) Backup and Restore Guide

Microsoft 365 — Microsoft 365 Run on Server (Agentless) Backup and Restore Guide

The links above will redirect you to the user guides of Microsoft 365 and Cloud File and from
there it will discuss the two (2) options of creating a backup set, running a backup job, and
restoring a backup which are through AhsayCBS User Web Console (Agentless) and
AhsayACB/AhsayOBM (Agent-based).



https://download.ahsay.com/support/document/v9/guide_acb_user_cloudfile_win_v9.pdf
https://download.ahsay.com/support/document/v9/guide_acb_user_cloudfile_mac_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_cloudfile_win_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_cloudfile_mac_v9.pdf
https://download.ahsay.com/support/document/v9/guide_acb_user_M365_win_v9.pdf
https://download.ahsay.com/support/document/v9/guide_acb_user_M365_mac_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_M365_win_v9.pdf
https://download.ahsay.com/support/document/v9/guide_obm_user_M365_mac_v9.pdf
https://download.ahsay.com/support/document/v9/guide_cbs_user_cloudfile_v9.pdf
https://download.ahsay.com/support/document/v9/guide_cbs_user_M365_v9.pdf

6.1 Create Backup Set (Generic Steps)

You can use your AhsayCBS user account to create backup sets and complete the remaining
part of the process on the backup client for setting up the encryption type and/or encryption key.
In some cases, you may need to create backup sets first before you install a backup client on
the client machine.

To add a new backup set, do the following:

1. Log in to the AhsayCBS user web console according to the instruction provided in
section Logging in to AhsayCBS User Web Console.

2. Click User icon from AhsayCBS environment.

A

3. Click + on the Manage Backup Set page.

User Profile
Manage Backup Set

Backup Set

Settings + i ke

Report Name Type Version
Statistics

Effective Policy

4, Enter the Name of the new backup set and select the backup set type from the Backup
set type dropdown box. The choices for backup set types are:

© File Backup ©  |BM Lotus Domino Backup

© |BM Lotus Notes Backup © MS Exchange Server Backup
© MS Exchange Mail Level Backup © MS SQL Server Backup

© MS Hyper-V Backup © MS Windows System Backup
© MySQL Backup © MariaDB Backup

© Oracle Database Server Backup ©  ShadowProtect System Backup
© MS Windows System State Backup ©  VMware Backup

© Cloud File Backup ©  Microsoft 365 Backup
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Also select the operating system used for the backup client from the Platform dropdown
box. The choices for the platform are:

© Windows © Mac

© Linux
The Linux platform option also applies to backup sets running under FreeBSD, QNAP
and Synology.

Once the backup set creation process is completed on the backup client, the value for
the platform will be updated accordingly. For QNAP the platform value is QTS, for
Synology the platform value is DSM and for FreeBSD the platform value is FreeBSD.

In our example, the new File backup set running on Windows is called default-backup-

set-name-2. Click ied at the bottom right corner of the screen to continue.

Create Backup Set

General

Mame

default-backup-sef-name-2

Backup sef type
File Backup v

Platform

Windows ¥

Specify the backup source for the new backup set. The content of the Backup Source
page differs depending on the backup set type you have chosen. Below is an example
of creating a file backup set on Windows.

Backup Source

Select the items and folders that you want to backup

Desktop

+#| Documents
Favourites
Outlook
Outlook Express
‘Windows Mail

‘Windows Live Mail

Apply filters to the backup source I

Other Selected Source
+
Path
Deselected Source
+ 1

Path
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There are three (3) ways to select file(s) and/or folder(s) for back up:

Select folder(s) to back up all files in the folder(s).

Select the items and folders that you want to backup

Deskiop

| Documents
Favourites
Cutlook
Qutlook Express
Windows Mail

Windows Live Mail

Use the filter to specify file(s) and/or folder(s) that will be included in the back up.

Turn on Apply filters to the backup source and click & to create a filter.

Apply filters to the backup source

|

Name

(=h

Enter the Name of the filter. Click + to specify the Matching pattern.

Filter

Name

Filter-1

Matching pattern
+
Pattern

5

“s” will be included in the backup job.

Select from the options below. In this example,

For each of the matched filesifolders under top directory
@) [nclude them

Exclude them
Exclusion

Exclude all unmatched filesifolders

Match file/folder names by

®) Simple comparison | starts with v

Regular expression (UNIX-style)

all files that starts with the letter
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Select whether you would like to apply the filter to all files and/or folders in all hard
disk drives or to a specific folder only. If ‘This folder only’ is selected, enter the
local / network address that you would like to apply the filter to.

How to Apply This Filter

Apply this filter to all files/folders in
All hard disk drives

®) This folder enly {Input local / network address)
Ch

This share requires access credentials

Apply to

v’ File Folder

If “This share requires access credentials’ is checked, enter the User name and
Password of the local or network drive. This checkbox will only be enabled if a

local or network address is detected. Click to add the filter.

«”| This share requires access credentials

User name (e.g. domain\usemame)
username

FPassword

Specify the source folder or network drive where the file(s) and folder(s) for back
up are located. Network drive support has been enhanced which will allow users to
access different network drives not limited to Windows-based backup source. This
enhancement will support:

O Network drives with different login credentials instead of limited to Windows
User Authentication login or network drives without login credential.

Network drives without the need for them to be setup first on Windows.

Network drives as Backup Source (including filter), Backup Destination and
Restore Location (Original or Alternate).

Click + under Other Selected Source. Enter the Local Path / Network

Address.
Other Selected Source

Local Path / Metwork Address
11255 184 17 1\TestFiles

This share requires access credentials

' 4
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If “This share requires access credentials’ is checked, enter the User name and
Password of the local or network drive. This checkbox will only be enabled if a
local or network address is detected.

«”| This share requires access credentials
User name (e.g. domain\usemame)
username

FPassword

Click mu to add the selected source. You may add multiple source folder and/or
network drive by doing the steps above until all the source folders and/or network
drives are added.

You may also specify a source which would be excluded from the backup job by

clicking the + under Deselected Source instead. Steps are the same as with
Other Selected Source.

Click id at the bottom right corner of the screen to continue.

By default, the Run scheduled backup for this backup set option is enabled. There is
already a backup schedule created which is scheduled to run daily at 8pm. This may be

edited, or you may opt to create a new backup schedule by clicking + in the middle of
the screen.
Schedule
Run scheduled backup for this backup set Cl
Manage schedule
+ i
Name Type
Backup Schedulz Daily
Run scheduled backup on computers named
€ 2 X ?
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Enter the information of the new backup schedule you want to add.

Backup Schedule

Client version = 8.3.3.20 does not support periodic schedule, periodic schedule will work as normal schedule.

Details

MName
Backup Schedule 1

Type
Daily ~

Start backup
at v 00w | 00w

Stop

until full backup completed «

Run Retention Policy after backup

+ X ?
@ Name — the name of the backup schedule.

@ Type - the type of backup schedule. There are four (4) different types of backup
schedule: Daily, Weekly, Monthly and Custom.

O Daily — the time of the day or interval in minutes/hours when the backup job
will run.

Details

MName

Daily-1

Type
Daily ¥

Start backup
at vy |00 v 00 W

Stop

unfil full backup completed ¥

E Run Retention Policy after backup

© Weekly — the day of the week and the time of the day or interval in
minutes/hours when the backup job will run.
Details

Name

ieekly-1

Type
Weekly v

Backup on these days of the wesk

Sun Mon Tue Wed Thu Fi [v] sat

Start backup
at ML 00 v

Stop

until full backup completed ¥

 Run Retention Policy after backup




© Monthly — the day of the month and the time of that day which the backup
job will run.

Details

Mama

Monthly-1

Type
Monthly ¥

Backup on the following day every month

= |Last ¥

Start backup at
00 v .00 ¥

Stop

unfil full backup completed

«* Run Retention Policy after backup

© Custom - a specific date and the time of that date when the backup job will
run.

Details

Mame

Custom-1

Type

Custom ¥

Backup on the following day once
2020 December ¥ || 31 ¥

Start backup at
23 v |58 ¥

Stop

unfil full backup completed ¥

+#| Run Retention Policy after backup

@ Start backup — the start time of the backup job.

© at — this option will start a backup job at a specific time.

© every - this option will start a backup job in intervals of minutes or hours.

Start backup Start backup
every ¥ every ¥ || 1minute ¥
Trinute
Run Re 2 m!nutes er backup Run Re 2 m!nutes er backup
3 minutes 3 minutes
4 minutes 4 minutes
5 minutes 5 minutes
& minutes & minutes
10 minutes 10 minutes
12 minutes 12 minutes
15 minutes 15 minutes
20 minutes 20 minutes
30 minutes 30 minutes
1 hour
2 hours 2 hours
3 hours 3 hours
4 hours 4 hours
& hours & hours
& hours & hours
12 hours 12 hours
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Here is an example of a backup set that has a periodic and normal backup
schedule.

Details Details
Name
Name
Weekly-2
Weekiy-1
Type
Type Weekly
Weekly ~ Backup on these days of the week
Backup on these days of the week ol s o e e m s
Sun |y Mon (o Tue (o Wed |y Thu || Fri Sat Start backup
at v 21w |1 00 v
Start backup
Stop
every v || dhours v unti ull backup completed v
Run Retention Policy after backup | Run Retention Policy after backup

Periodic backup schedule runs every 4 hours Monday to Friday during
business hours while the normal backup schedule runs at 21:00 or 9:00 PM
on Saturday and Sunday during weekend non-business hours.

@ Stop — the stop time of the backup job. This only applies to schedules with start
backup “at” and is not supported for periodic backup schedule (start backup
“‘every”).

[»]

[+

until full backup completed — this option will stop a backup job once it is
complete. This is the configured stop time of the backup job by default.

after (defined no. of hrs.) — this option will stop a backup job after a certain
number of hours regardless of whether the backup job has completed or not.
This can range from 1 to 24 hrs.

The number of hours must be enough to complete a backup of all files in the
backup set. For small files in a backup, if the number of hours is not enough
to back up all files, then the outstanding files will be backed up in the next
backup job. However, if the backup set contains large files, this may result in
partially backed up files.

For example, if a backup has 100GB file size which will take approximately
15 hours to complete on your environment, but you set the “stop” after 10
hours, the file will be partially backed up and cannot be restored. The next
backup will upload the files from scratch again.

The partially backed up data will have to be removed by running the Data
Integrity Check.

As a general rule, it is recommended to review this setting regularly as the
data size on the backup machine may grow over time

@ Run Retention Policy after backup — if enabled, the AhsayOBM will run a
retention policy job to remove files from the backup destination(s) which have
exceeded the retention policy after performing a backup job.

Click mm at the bottom right corner of the screen to continue.

The new backup schedule, Backup Schedule 1 in our example, can be seen under the
Manage schedule list.
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Click izd at the bottom right corner of the screen to continue.
Schedule

Run scheduled backup for this backup set -

Manage schedule

-
+ i
Name Type
Backup Schedule Daily
Backup Schedule 1 Daily

Run scheduled backup on computers named

7. Add a new backup destination for this backup set. By default, Sequential is selected.
From the Backup Mode dropdown box, select either Sequential or Concurrent. In our
example, we selected Concurrent as the backup set has more than one backup
destination.

i. Add a Standard Destination or Predefined Destination set by your backup service
provider by clicking the T in the left side of the screen.

Destination

Backup Mode

Concurrent ¥

IMaximum concurrent backup destinations

Unlimited ¥

+ i

Name

€ 3 X ?

ii. Select your desired destination, it could be one or both displayed destinations.
Tick the checkbox and click the plus sign to proceed.

Add Destination

Name
@ AhsayCBS
&b Wasabi-1
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NOTE
You can choose the Standard Destination which is the AhsayCBS. However, if there
are other backup destinations which are already configured by your backup service
provider, you can still add them as one of your destinations.

The Standard and Predefined Destinations have been successfully added.

Destination

Backup Mode

Sequential v

o

1]
Name
¢z Wasabi-1
(9 AnsayCBS

Click 4 at the bottom right corner of the screen to continue.

Click the checkbox if you want to restore using OpenDirect.

Add New Backup Set

OpenDirect

D Support of opening backup data directly without restoration.

When OpenDirect is enabled, to optimize restore performance both compreszsion and encryption will be disabled for this backup set.

Cnce CpenDirect is enabled and the sefting is saved, it cannot be disabled without re-creating the backup set.
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Enter the Windows User Authentication information. This is needed for backup sets with
backup schedule enabled and/or network shared drive selected as a temporary folder,
backup source or backup destination. Enter the domain name and user name for
AhsayOBM to access the network location.

For the user name, the local account or a Microsoft account may be used. The
Microsoft account is supported for AhsayOBM installed on Microsoft Windows version 8,
8.1 and 10.

Some users prefer to use a pin to log in to Windows, this cannot be used for the
Windows User Authentication. The pin can only be used for logging in to Windows and
is not applicable for the Windows User Authentication. The password of the account
must be provided instead of the pin to access files and/or folders in the network location.

Example using a local account.

Add New Backup Set

Windows User Authentication

Domain Mame (e.q. mycompany.com) { Host Name

gxample.com

Jser name

username

Fassword

or

Example using a Microsoft account.

Add New Backup Set

Windows User Authentication

Domain Mame (e.q. mycompany.com) / Host Name

gxample.com

Jser name

username@@outlook.com

FPassword

L
Click at the bottom right corner of the screen to continue.



10. A new backup set called default-backup-set-name-2 is created and can be seen in the
backup set list.

User Profile
Manage Backup Set
Backup Set
Settings + i ke
Report Name Type | Version | Owner | Execute Job
. default-backup-set-name-1 (1570004433210) m - - -

; ) default-backup-set-name-2 (1570005445654) m - - -
Effective Policy

X ?

11. Click on the backup set and select Others, enter the path of the Temporary Directory.
For example D:\temp

General ) =
Temporary Directory

Source
Temporary directory for storing backup files

Backup Schedule D-temp

CmIIETS R | Remove temporary files after backup

Destination

Deduplication Follow Link

Retention Policy 'w*| Follow link of the backup files

Command Line Tool

Reminder Volume Shadow Copy

Bandwidth Control | Enable Windows' Volume Shadow Copy for open file backup

IP Allowed for Restore

File Permissions

| Backup files’ permissions

OpenDirect

Click at the bottom right corner of the screen to save.
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12.  Go to your backup client, in this case we are using AhsayOBM, to complete the setup of
the backup set by configuring the encryption settings. Once logged in, you will be asked
to set up the encryption for the backup set, in this case default-backup-set-name-2.

On

Encryption
Please set up the encryption settings for backup set "default-backup-set-name-2".

Encrypt Backup Data

Encryption Type
Default

1

L

@ By default, the Encrypt Backup Data option is enabled. The Encryption Type
selected is Default which provides the most secure protection with an encryption
key preset by the system.

Encrypt Backup Data

on -}

Encryption Type

Default ¥

Default
User password

Custom

Select from one of the three Encryption Type options:

www.ahsay.com

Default — an encryption key with 44 alpha numeric characters will be randomly
generated by the system

User password — the encryption key will be the same as the login password
of your AhsayOBM at the time when this backup set is created. Please be
reminded that if you change the AhsayOBM login password later, the
encryption keys of the backup sets previously created with this encryption type
will remain unchanged.
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© Custom - you can customize your encryption key, where you can set your
own algorithm, encryption key, method, and key length.

Encryption
Please set up the encryption settings for backup set "default-backup-set-name-2".

Encrypt Backup Data

on T |

Encryption Type

M

Algorithm

AES W

Encryption key

Re-enter encryption key
aaaad
Method

ECE (@ CBC

Key length
128-bit (@) 256-bit

NOTE
For best practice on managing your encryption key, refer to the following Wiki article.
http://wiki.ahsay.com/doku.php?id=public:8015 fag:best practices for managing_encr
yption_key.

@ If you have enabled the Encryption Key feature, the following pop-up window
shows, no matter which encryption type you have selected.

You are advised to write this encryption key down on paper and keep it in
a safe place. You will need it when you need to restore your files later.
Please confirm that you have done so.

Unmask encryption key

Copy to clipboard
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The pop-up window has the following three options to choose from:

© Unmask encryption key — The encryption key is masked by default. Click this
option to show the encryption key.

You are advised to write this encryption key down on paper and keep it in
a safe place. You will need it when you need to restore your files later.
Ple, onfirm that you have done so.

rcX1TMBE4brnZ086eK0phFeabuuRRi3qDXGIq5uBxFOs=

Mask encryption key

Copy to clipboard

© Copy to clipboard — Click to copy the encryption key, then you can paste it in
another location of your choice.

© Confirm - Click to exit this pop-up window and save the encryption settings.

This completes the setup of the backup set and can be seen under Encryption in
AhsayCBS user web console.

General . L. -
File Permissions

Source
Backup files’ permissions

Backup Schedule

Continuous Backup OpenDirect

Destination

I:‘ Support of apening backup data directly without restoration
Deduplication

Retention Policy Compressions
Command Line Tool Select compression type
Reminder Fast with optimization for local hd

Bandwidth Control
Encryption
IP Allowed for Restore

Backup user password is used as the encrypting key since "User Password” encryption type has been
ers
applied to this backup set

Encrypting key R

Algorithm AES
Method CBC
Key length 256
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6.2 Manage Backup Set

Click the backup set name you want to manage from the Backup Set tab. It is sub divided into
the following tabs:

O General Source Backup Schedule

Continuous Backup Destination

[+ (+]
o o © Deduplication
O Retention Policy © Command Line Tool © Reminder
0 0 0

Bandwidth Control

IP Allowed for Restore Others

General

Source
ID

R SR 1635325749608

Continuous Backup Name

Destination BackupSet-1

Deduplication Owner

AMO17L
Retention Policy

Backup set type
Command Line Tool

Reminder

Bandwidth Control Windows User Authentication
IP Allowed for Restore Domain Name (e.g. mycompany.com) / Host Name
Others example.com

User name

usermame

Password

Difference between AhsayOBM and AhsayACB Backup Set

Starting with AhsayCBS v9, the available tabs that can be accessed from an AhsayOBM and
AhsayACB Backup Sets are different. This is to align the actual settings displayed in
AhsayACB with AhsayCBS.

AhsayOBM AhsayACB

General v v
v
v
Found in Others
v
X

Found in Others

Source

Backup Schedule

Continuous Backup

Destination

Deduplication

SISISN|SISN)S

Retention Policy
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Command Line Tool

Reminder

Bandwidth Control

IP Allowed for Restore

NENEAAS

Others

v

SIS XIS X

Here is a screenshot of AhsayOBM and AhsayACB to show the difference:

AhsayOBM

General

Source

Backup Schedule
Continuous Backup
Destination
Deduplication
Retention Policy
Command Line Tool
Reminder
Bandwidth Control

IP Allowed for Restore

General

ID
1659944625448

MNarne

BackupSet-1

Cwner
w2k16R2-std-mszql2k12

Platform

Backup set type

Windows User Authentication

Others
AhsayACB

General
Source

ID
HRUs ] 1661500801043
Destination Name
Reminder BackupSet-1

IP Allowed for Restore

Others

Owner

Platform

Backup set type

NOTE

Screenshots of Backup Sets that will be shown throughout the guide will be based on AhsayOBM.
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6.2.1 General

The General page allows you to modify the backup set name and manage the Windows User
Authentication information.

Backup Set Name
To modify the backup set name, follow the steps below:

1. Inthe Name field, enter a new backup set name.

General

(1N
1635325749908

Mame

BackupSet-1

2. In this example, we are going to change the backup set name to “Data Backup”. Click the
Save button to store the new backup set name.

General

(1N
1635325749908

Mame
[Data Backup ]

3. The backup set name is successfully updated.

General

Source

D
Backup Schedule 1635325749908
Continuous Backup Name
Destination Data Backup
Deduplication Owner

AMOATL

Retention Policy

Backup set type
Command Line Tool

Reminder
Bandwidth Control Windows User Authentication
IP Allowed for Restore Domain Name (e.g. mycompany.com) / Host Name
Others AMDATL
User name
admin
Password




NOTE
In assigning a backup set name, make sure that it does not have an identical name.

Windows User Authentication

The Windows User Authentication information is needed for backup set with backup schedule and
network shared drive selected as backup source.

o |If files and/or folders selected are located on network drive(s), the login credentials for the
Windows User Authentication must have permission to access network resources, (e.g., an
administrator account).

¢ If the machine is a file server shared by multiple users, then AhsayOBM/AhsayACB will
require login credentials with read/write permissions to access all the selected files and/or
folders in the backup source (e.g., an administrator account).

e For the user name, the local account or a Microsoft account may be used. The Microsoft
account is supported for AhsayOBM/AhsayACB installed on Microsoft Windows version 8,
8.1 and 10.

Some users prefer to use a pin to log in to Windows, this cannot be used for the Windows
User Authentication. The pin can only be used for logging in to Windows and is not
applicable for the Windows User Authentication. The password of the account must be
provided instead of the pin to access files and/or folders in the network location

Example using a local account.

Windows User Authentication

Domain Name (e.g. mycompany.com) / Host Name

example.com

User name

usemame

Password

or

Example using a Microsoft account.

Windows User Authentication

Domain Name (e.g. mycompany.com) / Host Name

example.com

User name

username@outlook.com

Password




To modify the Windows User Authenticaton information, follow the steps below:

1. Inthe Domain Name and User name fields, enter a new name.

Windows User Authentication

Domain Mame (e.g. mycompany.com) / Host Name
AMOTTL

User name

admin

2. In this example, we are going to change the domain name to “example.com” and user name
to “Administrator”. Click the Save button to store the new domain and user names.

Windows User Authentication

Domain Mame (e.g. mycompany.com) / Host Name

example.com

User name

[Adrnin istrator ]

3. The domain and user names are successfully updated.

General

Source

1D

Retention Policy
Command Line Tool
Reminder

Bandwidth Control

IP Allowed for Restore

Others

www.ahsay.com

BeckipSCietue 1635325749903
Continuous Backup Name
Destination Data Backup
Deduplication OQwner

AMO17L

Backup set type

Windows User Authentication
Domain Name (e.g. mycompany.com)/ Host Name
example.com

User name

Administrator

Password
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6.2.2 Source

The Source page allows you to select files and/or folders to back up.

General

Backup Schedule
Continuous Backup
Destination
Deduplication
Retention Policy
Command Line Tool
Reminder

Bandwidth Control

IP Allowed for Restore

Others

Select the items and folders that you want to backup

Desktop
Documents
Favourites
Outlook

Outlook Express
Windows Mail

Windows Live Mail

Quick
Selection

!

Apply filters to the backup source

= Filter

Other Selected Source
+
Path
C\UserswserDocuments\backup sample files\Archive

C\UserswsenDocuments\backup sample files\Documents

C\UserswserDocuments\backup sample files\Excel

Deselected Source
=+ i

Path

Other

Source
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There are three (3) ways to select files and/or folders to back up:

Quick Selection — this allows you to back up files and/or folders in the selected backup source
entirely.

Filter — this allows you to select or exclude files and/or folders from the backup job.

Other Source — this allows you to select files and/or folders individually to back up.

Option 1: Quick Selection

This option allows you to quickly select a backup source to be backed up.

Select the items and folders that you want to backup

Desktop
Documents
Favouritas
Cutlook

Outlook Express
Windows Mail

Windows Live Mail

If any of the following backup source is selected and the Backup Schedule is enabled, the
Windows User Authentication credentials must be entered in AhsayOBM/AhsayACB to enable
the backup job to run.

To know the location of the folder(s) that will be backed up for each selected backup source,
refer to the table below:

Backup Source Description

Desktop If Desktop is selected, all files and/or folders in the following
location will be backed up:

%UserProfile%\Desktop

Documents If Documents is selected, all files and/or folders located in the
following location will be backed up:

%UserProfile%\Documents

If the Follow Link is enabled, all files and/or folders located in
the following locations will also be backed up:

%UserProfile%\Music
%UserProfile%\Pictures

%UserProfile%\Videos

NOTE: The Follow link is enabled by default.




Favourites If Favourites is selected, all files and/or folders located in the
following location will be backed up:

%UserProfile%\Favorites

Outlook If Outlook is selected, all files and/or folders located in the
following location will be backed up:

%UserProfile%\AppData\Local\Microsoft\Outlook

Outlook Express If Outlook Express is selected, all files and/or folders located in
the following location will be backed up:

%UserProfile%\Local Settings\AppData\ldentities\
%UniqueAlphanumericString%\Microsoft\Outlook Express

Windows Mail If Windows Mail is selected, all files and/or folders located in
the following location will be backed up:

%UserProfile%\AppData\Local\Microsoft\Windows Mail

Windows Live Mail If Windows Live Mail is selected, all files and/or folders located
in the following location will be backed up:

%UserProfile%\AppData\Local\Microsoft\Windows Live
Mail

To select files and/or folders to backup using the Quick Selection option, follow the steps below:

1. Select a backup source.

Select the items and folders that you want to backup

Desktop
' Documents
Favourites
Cutlook
Outlook Express
Windows Mail

Windows Live Mail

2. Click to save the selected backup source.



Option 2: Filter

The Filter Backup Source is an alternative way to select a backup source which does not require
Windows User Authentication login password even if the backup schedule is enabled unless the
filter backup source is located on a network drive.

Apply filters to the backup source I

The following options in the filter backup source does not require Windows User Authentication
login password:

All hard disk drives Apply this filter to all files/folders in
® Al hard disk drives

SpECIfIC folder @ This folder only (Input local / network address)
cA

This share requires access credentials

To select files and/or folders to back up using the Filter Backup Source, follow the steps below:

1. Slide the lever to the right to turn on the filter setting.

Apply filters to the backup source I

+ W

Name

2. Click + to create a filter.

3. Enter a name for the backup filter.

Filter

Name

Filter-1

www.ahsay.com 77




4. Click + to add the pattern to be used. You can add multiple patterns here.

Matching pattern
+
Pattern

X

5. Select from the options below. In this example, all files and/or folders that end with the letter
“x” will be included in the backup job.

For each of the matched files/folders under top directory

o [nclude them

Exclude them

Exclusion

Exclude all unmatched filesfolders

Maich file/folder names by

@ Simple comparison | ends with  »

Feqular expression (UNIX-style)

6. Select whether you would like to apply the filter to all files and/or folders in all hard disk
drives or to a specific folder only.

How to Apply This Filter

Apply this filter to all filesffolders in
® Al hard disk drives
This folder only (Input local / network address)

This share requires access credentials

Apply to
" File Folder




If “This folder only’ is selected, enter the local path or network address that you would like to
apply the filter to.

#) This folder only (Input local / network address)
W0 1010 10 ilterfolder

D This share requires access credentials

If “This share requires access credentials’ is checked, enter the User name and Password
of the local or network drive. This checkbox will only be enabled if a local or network
address is detected.

" This share requires access credentials
User mame (e.g. domainiusemame)
username

Fassword

7. Clickto add the created filter, then cIick to save the settings. Once you run a
backup, all files and/or folders that match the applied filter will be backed up.

Multiple backup filters can be created by clicking the + button.

Apply filters to the backup source

+ W
Name

Filter-1

Filter-2

NOTE

For a broader discussion regarding backup source file filtering, please refer to the Ahsay Online
Backup Manager v9 Backup Source File Filter Guide.



http://download.ahsay.com/support/document/v9/guide_obm_filters_v9.pdf
http://download.ahsay.com/support/document/v9/guide_obm_filters_v9.pdf

Option 3: Other Source

The Other Source is another way to select a backup source which does not require Windows
User Authentication login password even if the backup schedule is enabled unless the advanced
backup source is located on a network drive. You can either select a source that will be included
in the backup or select a source that will be excluded from the backup.

To select files and/or folders for back up using Other Source, follow the steps below:

1. Click + to select a source to be included in the backup.

Other Selected Source
+ i

Path

2. Enter the local path or network address of the file and/or folder.

Other Selected Source

Local Path / Metwork Address

[C:\Users*.user'nDocuments&backup sample files\Archive ]

This share requires access credentials

If “This share requires access credentials’ is checked, enter the User name and Password
of the local or network drive. This checkbox will only be enabled if a local or network
address is detected.

" This share requires access credentials
User name (e.g. domainiusemame)
Lusername

Password

3. Click to add the selected source and click to save the settings.

Multiple selected sources can be added by clicking the + button.

Other Selected Source
+ i
Path

CAUsersiwsernDocuments\backup sample files\Archive

ClzersserDocumentsibackup sample files\Documents




To exclude files and/or folders from back up using Other Source, follow the steps below:

1. Click + to select a source to be included in the backup.

Deselected Source
+ i

Path

2. Enter the local path or network address of the file and/or folder.

Deselected Source

Local Path / Metwork Address

[C:\Userslus enDocumentsiexcluded ]

This share requires access credentials

If “This share requires access credentials’ is checked, enter the User name and Password
of the local or network drive. This checkbox will only be enabled if a local or network
address is detected.

" This share requires access credentials
User name (e.g. domain‘username)
username

Password

3. Click to add the deselected source and click to save the settings.

Multiple deselected sources can be added by clicking the + button.

Deselected Source
+
Path

CUserswserDocuments\excluded

CUsersuserDocuments\backuplexcluded




In selecting files and/or folders to back up, the three (3) options can be used simultaneously. For
more details, please refer to the example scenarios below:

Scenario 1 (Quick Selection + Filter)

You can use the quick selection option and apply filter to the selected backup source at the
same time. To use this type of combination, follow the steps below:

1. Choose a backup source.

Select the items and folders that you want to backup

Desktop

v Documents
Favourites
Cutlook
Outlook Express
Windows Mail

Windows Live Mail

2. Create a filter that will be applied to the backup source.

Apply filters to the backup source

+ W

Filter

Name

Filter-1
Matching pattern
=+ il
Pattern

X

For each of the matched files/folders under top directory

* Include them

Exclude them

Exclusion

Exclude all unmatched files/folders

Match file/folder names by

# Simple comparison

Regular expression (UNIX-style) -

3. Click to add the created filter then click to save the settings.




Scenario 2 (Quick Selection + Other Source)

You can use the quick selection option and select files and/or folders in the other source at the
same time. To use this type of combination, follow the steps below:

1. Choose a backup source.

Select the items and folders that you want to backup

Desktop

' Documents
Favourites
Cutlook
Outlook Express
Windows Mail

Windows Live Mail

2. Click + to select a source to be included in the backup.

Other Selected Source
+ i

Path

Other Selected Source

Local Path / Metwark Address
Cillsers\usenFavorites\backup

This share requires access credentials

3. Click to add the selected source then cIick to save the settings.



Scenario 3 (Filter + Other Source)

You can use the filter backup source and select files and/or folders in the other source at the
same time. To use this type of combination, follow the steps below:

1. Create afilter.

Apply filters to the backup source
+

Name

Filter-1

2. Click + to select a source to be included in the backup.

Other Selected Source
+ i

Path

Other Selected Source

Local Fath / Metwork Address
C\Users\user\Favoritesibackup

This share requires access credentials

3. Click to add the selected source then click to save the settings



6.2.3 Backup Schedule

The Backup Schedule page allows you to modify the backup schedule for the backup job to run
automatically.

General
Run scheduled backup for this backup set B |
Source

Backup Schedule Manage schedule

Continuous Backup

o
=+ i
Destination
o Name Type

Deduplication

Draily-1 Daily
Retention Policy

Weekly-1 Weelkly
Command Line Tool Monthly -1 Monthly
Reminder Custom-1 Custom
Bandwidth Control Run scheduled backup on computers named

IP Allowed for Restore

Others

To configure a backup schedule follow the steps below:

+

1. Select an existing backup schedule to modify or click to create a new one.

2. In the Backup Schedule window, configure the following settings: Name, Type, Start backup,
Stop and Run Retention Policay after backup. For more details, please refer to the discussion
regarding backup schedule setting in Chapter 6.1.

Backup Schedule

Client version = 8.3.3.20 does not support periodic schedule, periodic schedule will work as normal schedule.

Details

Mame

Type
Daily o

Start backup
at w 00 v D 00w

Stop

until full backup completed

Run Retention Policy after backup

3. Click or + to save the configured backup schedule settings.

4. Click to save the backup schedule.



Multiple backup schedules can be created.

_|_

Manage schedule
m
Name Type
Daily-1 Daily
Weelkly-1 Yieekly
Monthly -1 Monthly
Custom-1 Custom

NOTE
For backup sets with multiple backup schedules configured at the same time, this will be the order of
priority to determine which schedule will be run:
1. Backup type: Full > Differential
While for Schedules that have selectable Backup Type:
e |IBM Lotus Domino: Database > Log
e MS Exchange Server: Database > Log File
e MS SQL Server: Full > Differential > Incremental (VSS Backup Mode)
Full > Differential > Transaction Log (ODBC Backup Mode
e MS Hyper-V: Full > Incremental
e Oracle Database: Database > Log
e ShadowProtect: Complete > Differential > Incremental
e VMWare: Full > Incremental
2. Stop: after X hours > after Y hours > until full backup completed (where X <)
3. Run Retention Policy after backup: enabled > disabled
4. Schedule type: Daily > Weekly > Monthly > Custom
5. Creation order
Examples:
a. If there are 2 backup schedules with Full backup type and with Stop after 2 hours and 4 hours
respectively. The backup schedule with Stop after 2 hours will be run.
b. If there are 2 backup schedules with any Run Retention Policy enabled, it will have priority and
execute that Schedule in this instance and ignore Schedule Type prioritization.
c. For backup sets with backup schedules Daily and Weekly, the Daily backup schedule will be run.
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6.2.4 Continuous Backup

The Continuous Backup page allows you to backup selective data whenever a change is made.
This is disabled by default.

General
Continuous Backup I
Source
Backup Schedule
Destination
Deduplication
Retention Policy
Command Line Tool
Reminder
Bandwidth Control

IP Allowed for Restore

Others

To enable continuous backup, follow the steps below:

1. Slide the lever to the right to turn on the continuous backup setting.

Continuous Backup -}

2. It is recommended to select this option to avoid backing up files that are marked as system
files.

Exclude system files

« Do not backup files defined as system files

3. Click the drop-down button to select how often the continuous backup job will run. The
backup time interval can be set from 1 minute to 12 hours.

How often should the backup run

30 minutes




4. This option applies the continuous backup on small regular update files. The file size can
range from 25MB to unlimited MB.

Only apply to files smaller than

Unlimited v |MB

NOTE

For large file size, the continuous backup may not run with a short time interval. You may
need to adjust the continuous backup time interval (in step 3).

5. This allows the user to create an exclude filter to exclude files and/or folders from the backup

job. Click + to create an exclude filter.

Exclude Filter
Existing Exclude Filters
+ W

Name




If an exclude filter is created, click to save the created exclude filter.

Exclude Filter

Mame
Efilter

Match filefolder names by
&) Simple comparison | starts with

Regular expression (UNIX-style)
Matching pattern
+
Pattern
A

Apply this filter to all filesffolders in
® Al selected sources
This folder only (Input local f network address)

This share requires access credentials

Apply to
«" File Folder

6. Enter the name of the computer where the continuous backup will run.

Run CDP on computers named

AMDTTL

7. Click to save the configured continuous backup settings.

:



6.2.5 Destination

The Destination page allows you to select a backup mode and add storage destination.

General
Source
Backup Schedule

Continuous Backup

Destination
Deduplication
Retention Policy
Command Line Tool
Reminder

Bandwidth Control

IP Allowed for Restore

Others

Destination

Backup Made

Seguenfial w

Name

(9 AnsaycBs

There are two(2) types of backup mode:

Rebuild

© Sequential - this is the configured backup mode by default. This backup mode will run a
backup job to each backup destination one by one.

© Concurrent - this backup mode will run a backup job to all backup destinations

simultaneously.

Comparison between Sequential and Concurrent Backup mode

Backup mode Pros Cons
» Takes less resources in the | > Backup job is slower than in
local machine (e.g., concurrent mode since the
Sequential memory, CPU, bandwidth, backup job will upload the
etc.) to complete a backup backup data to the selected
job. backup destinations one at a
time.
» Backup job is faster than in | » Requires more resources in
Sequential mode. the local machine (e.g.
memory, CPU, bandwidth,
Concurrent > Maximum number of etc.) to complete a backup
concurrent backup job.
destinations can be
configured.



To modify the backup mode, follow the steps below:

1. Click the drop-down button to select a backup mode.

Backup Mode

Seguential

Concurrent

Sequential

If “Concurrent” is selected, click the drop-down button to select the number of maximum
concurrent backup destination.

Maximum concurrent backup destinations

Unlimited w

Unlimited
2

=)

=

BhsayCES

=i 0 02 s 00N e L

2. Click to save the backup mode.

To add a new storage destination, follow the steps below:

1. Click + to add a destination.
+
Name Rebuild

@ AhsayCBS

2. Select the backup destination by ticking the box beside the destination that you want to add.
Multiple destinations may be added.

Add Destination

Name

vl (& local

v| =) GoogleDrive-1
(=) OneDrive-1

=Y Dropbox-1

3. Click to save the added storage destination.



6.2.6 Deduplication

Starting with AhsayCBS v9.0.0.0 or above, the In-File Delta feature will be replaced with
Deduplication. The Deduplication page allows you to configure the deduplication settings which is
enabled by default.

When this feature is On (enabled) for the backup set, a checksum verification of each backup file
which was split into several blocks of varying size will be performed to compare its content and
identify which block is duplicated, thus will perform deduplication of data.

When this feature is Off (disabled) for the backup set, a checksum verification of each backup file
will not be performed, thus the duplicated data will NOT be removed or deduplicated during a

backup job.
General o
Enable Deduplication I
Source L
Deduplication scope
Backup Schedule Same file path within the same backup set

Continuous Backup e All files within the same backup set

Destination Block size

64 k - 256 k (optimal settings) w | Bytes
Deduplication

Migrate existing data to latest version
Retention Policy

Show legacy settings (for version 8 or before only)
Command Line Tool
Reminder
Bandwidth Control

IP Allowed for Restore

Others

X ?
There are two(2) types of Deduplication scope:

© Same file path within the same backup set - this will deduplicate data under the same path
during a backup job.

© All files within the same backup set - this is the selected deduplication scope by default.
This will deduplicate data under the same backup set during a backup job.

NOTE
For more details about the Deduplication feature, please refer to the AhsayCBS v9 New Features.



https://download.ahsay.com/support/document/v9/datasheet_cbs_new_features_v9.pdf

To configure the deduplication settings, follow the steps below:

1. Select the Deduplication scope.

Deduplication scope

Same file path within the same backup set

o) All files within the same backup set

2. Click the drop-down button to select the block size that will be used for the deduplicated data.
This option is configured to use “64 k — 256 k (optimal settings)” by default.

The optimal setting is good for frequently changed source data, as this is the smallest block
deduplication will use to compare and determine if the data is new and should be uploaded or
discarded as duplicate. The larger the deduplication block size, the less efficient it would be
but faster as there are less blocks of data to create. Frequent changes to this setting is not
advisable since all data may need to be reuploaded because the previous block size and new
block size are now different.

Elock size
64 k - 256 k (optimal settings) ~ | Bytes
64 k - 256 k (optimal settings)
128k-512k Iy
286 k-1M
512 k-2 M efore or

1M -4 M (save less space but faster)

3. Optional: Tick the checkbox if you want the existing data to be migrated to the latest version
during a backup job.

Migrate existing data to latest version

4. Click to save the deduplication settings.



6.2.7 Retention Policy

The Retention Policy page allows you to configure the retention policy settings. By default it uses
the “Simple” setting which keeps the deleted files for 7 days in the retention area.

Files and/or folders will be moved from the data area to the Retention Area if they were deleted,
updated or have permission/attributes updated during a backup job. So the Retention Area is
used as a temporary destination to store these files and/or folders. Files and/or folders in the
Retention Area can still be restored.

While Retention Policy is used to control how long these files and/or folders remain in the
Retention Area before they are removed which can be set in number of days, weeks, months or
backup jobs. Retained data within all backup destinations (e.g. AhsayCBS, local drive, SFTP/FTP
and cloud storage) are cleared by the Retention Policy job.

General
How to retain the files in the backup set, which have been deleted in the

Source backup source

Backup Schedule o Simple

Continuous Backup Advanced

o Keep the deleted files for
Destination
7 ¥ || Day(s) v

Deduplication
Command Line Tool
Reminder

Bandwidth Control

IP Allowed for Restore

Others

NOTE

There is a trade-off between the Retention Policy and backup destination storage usage. The higher
the Retention Policy setting, the more storage is used, which translates into higher storage costs.

There are two (2) types of Retention Policy:

© Simple - this is a basic policy where the retained files (in the Retention Area) are removed
automatically after the user specifies the number of days or backup jobs.

© Advanced - this a more advanced and flexible policy where the retained files (in the
Retention Area) are removed automatically after a combination of user defined policy.



Comparison between Simple and Advanced Retention Policy

Control Simple Advanced
Backup Jobs Can keep the deleted files within 1 to | Not applicable
365 backup job(s)
Days Can keep the deleted files within 1 to | Can keep the deleted files
365 day(s) within 1 to 365 day(s)
Type Not applicable » Daily
» Weekly
» Monthly
» Quarterly
» Yearly
» Custom
User-defined name Not applicable Applicable
WARNING
When files and/or folders in the Retention Area exceed the Retention Policy setting, they are
permanently removed from the backup set and cannot be restored.

To configure a Simple Retention Policy, follow the steps below:

1. Select “Simple” from the option.

® Simple
Advanced

2. Click the drop-down button to select the number of day(s) or job(s) the deleted files will be
retained.

Keep the deleted files for
[ v| Dpays) v

[1=Rn==RE = IS TR A R R L

28
100
365

3. Click to save the retention policy setting.



To configure an Advanced Retention Policy, follow the steps below:

1. Select “Advanced” from the option.

Simple
® Advanced

Manage advanced retention policies
+

Name Type

2. Click + to add a retention policy.
3. Enter a name for the retention policy.

Advanced Retention Policy

Mame
[Everydaﬂ ]

4. Click the drop-down button to select a retention type.
Type

Weekly

Manthly
Cluarterly
Yearly
Custom

5. Click the drop-down button to select the number of days the deleted files will be kept in the
retention area.

The past number of days on which different versions of your files are retained
[ v ] day(s)

=T W=

[ace]

9
10
14
21
28
100
365

6. Click to add the retention policy then click to save the settings.



For further details about how to configure an advanced Retention Policy for each type (i.e., Daily,
Weekly, Monthly, Quarterly, Yearly), refer to the examples below:

e Example No. 1: To keep the retention files for the last seven (7) days.

Mame
Daily-1

Type
Daily L4

The past number of days on which different versions of your files are retained
7 v |day(s)

e Example No. 2: To keep the retention files for the last four (4) Saturdays.

Mame
Weekly-1

Type
Weekly w

The days within a week on which different versions of your files are retained
Sun Maon Tue Wed Thu Fri  |y# Sat

The number of weeks to repeat the abhove selection

4 ¥ | week(s)

e Example No. 3: To keep the retention files for the 1st day of each month for the last three
(3) months.

Mame
Manthly-1

Type
Monthly

The days within 2 month on which different versions of vour files are retained

o Day 1 w

The number of months to repeat the above selection
3 ¥ | month(s)




e Example No. 4: To keep the retention files for thelst day of each quarter for the last four (4)
quarters.

Mame

Cuarterly-1

Type

Cluarterly

The day within & quarter on which different versions of your files are retained

o Day | 1 =

Months of quarter
January, April, July, October w

The number of guarters to repeat the above selection

4 ¥ | quarter(s)

e Example No. 5: To keep the retention files for the 15t day of each year for the last seven (7)
years.

Mame

Yearly-1

Type

Yearly w

The day within a year on which different versions of your files are retained
[ January o

& Day 1 w

of

The number of years to repeat the above selection

7 ¥ |year(s)

98
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Multiple advanced Retention Policy can be created.

How to retain the files in the backup set, which have been deleted in the
backup source

Simple

e Advanced

Manage advanced retention policies

+ i
Name Type
Daily-1 Daily
Weelkdy-1 Weekly
Monthly-1 Monthly
Quarterly-1 Quarterly
Yearly-1 Yearly

There are two (2) ways to run the Retention Policy:

© Backup Scheduler

© Manual Backup

Option 1: Backup Scheduler (Recommended)

To run a Retention Policy job after a scheduled backup job, follow the steps below:

1. Go to the Backup Schedule page.

General
Run scheduled backup for this backup set -|
Source

Backup Schedule Manage schedule

Continuous Backup
=+ i

Destination

L Name Type
Deduplication

Daily-1 Daily
Retention Policy
Run scheduled backup on computers named
Command Line Tool -
Reminder
Bandwidth Control
IP Allowed for Restore

Others

2. Select an existing backup schedule or create a new one.
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3. In the Backup Schedule window, select ‘Run Retention Policy after backup’ to run a
Retention Policy job after a scheduled backup job.

Backup Schedule

Client version = 8.3.3.20 does not support perindic schedule, periodic schedule will work as normal schedule.

Details

Name
Daily-1

Type

Start backup
at w20 w0 00w

Stop

until full backup completed w

Fun Retention Policy after backup

4. Click then to save the settings.

Option 2: Manual Backu

To run a Retention Policy job after a manual backup for Run on Server backup sets, follow the
steps below:

1. Go to the Backup Set page.

User Profile

Manage Backup Set

Backup Set

Settings + il ke
Report Name Type | Version Owner | Execute Job
Statistics Data Backup (1635325749208) H - AMOIL —
BackupSet-2 (1635325859312) m - AMO17L —
Effective Policy
BackupSet-3 (1635912967854) Microsoft Exchange Server 2013 —
RoS Cloud File Backup Set (1636528064566) E - - Backup ~ || Run

2. Select “Backup” then click Run.

3. In the Backup window, select ‘Run Retention Policy after backup’ to run a Retention Policy
job after the manual backup job.

Backup

Migrate Data

Migrate existing data to latest version

Retention Policy

Run Retention Paolicy after backup




4. Click E to start the manual backup job.

Windows.

NOTE

For instructions on how to run a Retention Policy job after a manual backup on Run on
Client backup set please refer to Chapter 10.5 of the AhsayOBM Quick Start Guide for

www.ahsay.com
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6.2.8 Command Line Tool

The Command Line Tool page allows you to configure a pre-backup or post backup command
which can be an operating system level command, a script or batch file, or third-party utilities to
run before and/or after a backup job.

Here are some examples:
e Connecting to a network drive and disconnecting a network drive
e Stopping a third-party database (not officially supported by Ahsay) to perform a cold backup

¢ Restarting a third-party database after a backup

General .
Pre-Backup Command Line Tool
Source
Backup Schedule + i
Continuous Backup Name Working Directory Command
Destination
. Post-Backup Command Line Tool

Deduplication
Retention Policy + m

Command Line Tool Name Working Directory Command
Reminder
Bandwidth Control

IP Allowed for Restore

Others

Requirements and Best Practices
Error and Exception Handling

Each pre-backup command or batch file should have an error and exception handling. If a pre-
backup command contains an error, although an unhandled error may not hinder the backup job
process, and the backup job is successful, it will result to a status indicating completed backup
with warning(s).

Command or Batch File Compatibility

Make sure that each command (pre-backup and post-backup) are tested thoroughly before
including them to the backup job.

Scheduled Backup

If the scheduled backup job is set to stop after x no. of hours, make sure that the duration of the
running backup job will not be affected. You may need to adjust the number of hours in the
backup schedule configuration. Please refer to Backup Schedule for more details.




Pre-backup Command Limitation

A Windows reboot or shutdown must not be used in the pre-backup command. Otherwise, the
machine will shut down immediately that will result to a status indicating “Backup not yet finished”,
which can be viewed in the Report page.

User Profile - Backup
Backup Set
Backup Report for This User
Settings
Statistics Backup Set Destination Start Time End Time Status
m BackupSet-1(1635846422273) G AhsayCBS  02-Now-2021 17:48 CST - Backup not yet finished
Effective Policy = B

Post-backup Command Recommendation

It is recommended to include a timeout for a post-backup command to shut down the machine.
The timeout must be adjusted until when AhsayOBM sends the backup job status to AhsayCBS.

In this example, the configured post-backup command is to shut down the machine that has a
timeout set to ninety (90) seconds. The machine will shut down automatically after the specified
time.

Post-Backup Command Line Tool

MName

Post-Backup-1

Working Directory
C:\

Command
shutdown /s /t 90

This is to ensure that AhsayOBM has enough time to complete the backup process in order to
send the backup job status to AhsayCBS before the machine shuts down. See screenshot below:

Backup set | BackupSet-2 w Destination | AhsayCBS w
Log | 11/02/2021 18:18 w Show | All [V
Type Log Time
WP [New Hlel... TOU% of "Ci\Users\AdministratoriDesktopitest files\text2 txt” T10L20271 18:18:22
0 Deduplication Info: File="C:\Users\Administrator\Desktopitest files\text2.txt", duplicated file="C:\Users\Administrator\Des... 11/02/2021 18:18:22 ~
0 Start validating the presence and size of backup data in destination "AhsayCBS"... 11/02/2021 18:18:23
o File: "1635847733730/blocks/2021-11-02-18-18-16/0/000000.bak", Size: 60,064, Ok 11/02/2021 18:18:23
0 Finished validating the presence and size of backup data in destination "AhsayCB5" 11/02/2021 18:18:23
o Total New Files =0 11/02/2021 18:18:23
0 Total New Directories =7 11/02/2021 18:18:23
o Total New Links =0 11/02/2021 18:18:23
0 Total Updated Files =0 11/02/2021 18:18:23
o Total Attributes Changed Files =0 11/02/2021 18:18:23
0 Total Deleted Files =0 11/02/2021 18:18:23
0 Total Deleted Directories =0 11/02/2021 18:18:23
0 Total Deleted Links = 0 11/02/2021 18:18:23
0 Total Moved Files =0 11/02/2021 18:18:23
0 Saving server information to destination. 11/02/2021 18:18:24
0 Saving encrypted backup file index to 1635847733730/blocks/2021-11-02-18-18-16 at destination AhsayCBS... 11/02/2021 18:18:24
@) Start running post-commands 11/02/2021 18:18:24
0 [Post-Backup-1] shutdown /s ft 90 11/02/2021 18:18:24
© Finished running post-commands 11/02/2021 18:18:24
0 Deleting temporary file C\Users\Administratorl.obmitemp\1635847733730\0B5@1635848222080 11/02/2021 18:18:24 [¥)
€ Backup Completed Successfully 11/02/2021 18:18:24
Logs per page |50 W Page 2/2 W

Close



Pre-Backup Command

A pre-backup command is used to execute an action or process before the start of a backup job.
To create a pre-backup command, follow the steps below:

1. Click + to create a pre-backup command.

Pre-Backup Command Line Tool
+

Name Working Directory Command

2. Enter the name.

Mame

Pre-Backup-1

3. Enter the working directory. This is the location in the local machine where the pre-backup
command will run or it can also be the location of the command or created batch file.

Working Directory
DA

4. Enter the command to be run before a backup job. In this example, the pre-backup
commance will connect to a network drive before the backup process.

Command
net use WWE-PRO\share

5. Click to create the pre-backup command then click to save the settings.



Post-Backup Command

A pre-backup command is used to execute an action or process before the start of a backup job.
To create a pre-backup command, follow the steps below:

1. Click + to create a post-backup command.

Post-Backup Command Line Tool
+

Name Working Directory Command

2. Enter the name.

Mame

FPost-Backup-1

3. Enter the working directory. This is the location in the local machine where the post-backup
command will run or it can also be the location of the command or created batch file.

Waorking Directory
DA

4. Enter the command to be run before a backup job. In this example, the post-backup
commance will disconnect a network drive after the backup process.

Command

net use * /delete fyes

5. Click to create the post-backup command then click to save the settings.

NOTE
» You can check if the Pre-backup and Post-backup commands was run successfully from the
backup report log once a backup job was completed.

» Multiple Pre-backup and Post-backup commands can be created in the Command Line
Tool.

» Errors from Pre-backup and Post-backup commands will only be flagged as a warning and
will not cause an error. The warning may be viewed in the logs.

» To trigger a job warning, Pre-backup and Post-backup commands must output a message
to stderror. It is not possible to cause a job “Error” message to be logged.




6.2.9 Reminder

The Reminder page allows you to set a reminder to run a backup during Windows log off, restart or
shut down. A backup confirmation dialog box will appear once this is enabled. This is disabled by
default.

sener Remind me to backup during Windows log off or shut down I
Source

Backup Schedule

Continuous Backup

Destination

Deduplication

Retention Policy

Command Line Tool

Bandwidth Control

IP Allowed for Restare

Others

To enable the Reminder setting, follow the steps below:

1. Slide the lever to the right to turn on the reminder for the backup set.

Remind me to backup during Windows log off or shut down -l

Computer Name
AMODTTL

2. Enter the computer name where the backup set will be run.

3. Click to save the settings.

NOTES

» This feature is not supported on Windows 10, Windows Server 2016, and Windows Server
2019.

» The dialog box will only appear if there is a backup set with enabled Reminder setting.
» The dialog box will only be displayed for four (4) seconds.

> If there are multiple backup sets displayed, you cannot select one (1) backup set to back up.
It is recommended to only enable the Reminder setting for the backup sets you regularly back

up.




6.2.10 Bandwidth Control

The Bandwidth Control page allows you to limit the amount of bandwidth used by backup traffic
during specified times. This is disabled by default.

cener Limit the transfer rate when performing backup and restore tasks I
Source

Backup Schedule

Continuous BECKUD

Destination

Deduplication

Retention F'Olil::}r

Command Line Tool

Reminder

IP Allowed for Restore

Others

There are two (2) different modes in assigning bandwidth control:

© Independent — each backup and restore has its assigned bandwidth.

© Share - all backup and restore operations share the same assigned bandwidth.

NOTE
Share mode does not support performing a backup job on multiple destinations concurrently.

To configure the bandwidth control setting, follow the steps below:

1. Slide the lever to the right to turn on bandwidth control.

Limit the transfer rate when performing backup and restore tasks -

2. Select the mode.

Mode

® Independent
Share




3. Click + to create a bandwidth control.

Existing bandwidth controls
+ i

Name Type Maximum transfer rate

4. Enter the name.

Mame
Bandwidth Contral-1

5. Select the type, this is the enforced bandwidth control period.

Type

e Always

Cnly within this period

If “Only within this period” is selected, specify the period when bandwidth control will be
enforced.

From

Sunday w | 04w 0 00 w

To
Sunday w18 w0 00w

6. Enter the Maximum transfer rate, select if in Kbit/s, Mbit/s or Gbit/s.

Maximum transfer rate
100

7. Click to create the bandwidth control then click to save the setting.



6.2.11 IP Allowed for Restore

The IP Allowed for Restore page allows you to define the IP ranges that will be allowed to perform
a restore of the backup set.

General
IP Allowed for Restore
Source
Define the IP ranges that are allowed to perform restore. If no IP range is defined, users from any

BTN SEEEE |IP addresses are allowed to restore.

Continuous Backup + i
Destination From To
Deduplication 0.0.0.0 255255 255.255

Retention Policy
Command Line Tool
Reminder
Bandwidth Control

IP Allowed for Restore

Others

To add the IP range that will be allowed to restore the backup set, follow the steps below:

1. Click + to create the IP range.

IP Allowed for Restore

Define the IP ranges that are allowed to parform restore. If no IP range is defined, users from any

IP addresses are allowed to restore.
e
+
From To

0.0.0.0 255.255.255.255

2. Enter the starting and ending IP address.

IP Allowed for Restore

From
1255101

To
12551010

3. Click to create the IP range then click to save the settings.



6.2.12 Others

The Others page allows you to configure the following:

Temporary Directory

Follow Link

Volume Shadow Copy

File Permissions

OpenDirect

Encryption

Recycle Bin

Compressions

General

Source

Backup Schedule
Continuous Backup
Destination
Deduplication
Retention Policy
Command Line Tool
Reminder
Bandwidth Control

IP Allowed for Restore

www.ahsay.com

Temporary Directory

Temporary directory for storing backup files

C:\Users\adminl.obm'temp

w#| Remove temporary files after backup

Follow Link

| Follow link of the backup files

Volume Shadow Copy

Enable Windows' Velume Shadow Copy for open file backup

File Permissions

| Backup files’ permissions

OpenDirect

Support of opening backup data directly without restoration

Compressions

Select compression type

Fast with optimization for local w

Encryption

Backup user password is used as the encrypting key since "User Password” encryption type has been applied to this backup set

.

Encrypting key

Algorithm AES
Method CBC
Key length 256
Recover Encrypfion Key
Recycle Bin
Mave the file to the Recycle Bin when remove file from Retention Policy or DIC -

Keep the deleted files for
7 v | day(s)
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Temporary Directory

Temporary Directory is used for both backup and restore operations.

Temporary Directory

Temporary directory for storing backup files

C\Wsers'\admint.obm'temp

«" Remove temporary files after backup

For a backup job, it is used to temporarily store backup set index files. An updated set of index
files is generated after each backup job. The index files are synchronized to each individual
backup destination at the end of each backup job

For a restore job, it is used to temporarily store temporary restore files.

NOTE

For best practice, the temporary directory should be located on a local drive for optimal backup and
restore performance.

It should NOT be located on:

o Windows System C:\ drive, as the C:\ drive is used by Windows and other applications.

There will be frequent disk /O activity which may affect both backup and restore
performance.

o A network drive, as it could affect both backup and restore performance.

It is recommended to select the ‘Remove temporary files after backup’ option on the backup set to
keep the temporary drive clear.

To change the temporary directory, follow the steps below:

1. Enter the new temporary directory.

Temporary directory for storing backup files

E:temp

2. Optional: Tick the ‘Remove temporary files after backup’ checkbox.

v Remove temporary files after backup

3. Click to save the settings.



Follow Link

The Follow Link determines if the NTFS junction or symbolic link will be kept during a backup job.
This is ticked by default.

Follow Link

' Follow link of the backup files

NOTE
This is only applicable for File Backup Sets.

Volume Shadow Copy

Volume Shadow Copy uses the Windows Volume Shadow Copy service to create a snapshot of
the selected files and/or folders on the local drive(s) of the machine, so that AhsayOBM/AhsayACB
can continue to back up files even if they are opened and/or have been updated by the user.

Volume Shadow Copy

Enable Windows' Volume Shadow Copy for open file backup

NOTES

» This is only applicable for File Backup Sets on Windows platform only.

» To use the Volume Shadow Copy, the license module must first be enabled on your backup user
account. Otherwise, just enabling this setting on the AhsayOBM will not activate this feature and
can result in possible backup errors if the backup job encounters an open file. Please contact your
backup service provider for more details.

» Volume Shadow Copy does not support open file backups on network drives.

File Permissions

File Permissions determines whether to back up the operating system file permission of the data
selected as backup source. This is ticked by default.

File Permissions

v Backup files' permissions

NOTE
This is only applicable for File Backup Sets.




OpenDirect

OpenDirect is used to have additional restore options in restoring files from a File Backup Set. This
feature can only be enabled during the creation of backup set. For more details about OpenDirect
Restore, please refer to Chapter 5 OpenDirect Restore of the AhsayOBM Quick Start Guide for
Windows.

OpenDirect

Support of opening backup data directly without restoration

WARNING

» To use this feature, the OpenDirect license module must first be enabled with the correct number
of modules on your user account. If you enable this setting on the AhsayOBM/AhsayACB without
an OpenDirect license, or your account does not have enough OpenDirect licenses, then your
backup job will not run. Please contact your backup service provider for more details.

» When OpenDirect is enabled, to optimize restore performance, both compression and encryption
will be disabled for this backup set. Therefore, it is not recommended to assign your backup
destination on a cloud or on an offsite location.

» Once OpenDirect is enabled and the setting is saved, it cannot be disabled without re-creating the
backup set.

Compression
Compression allow you to compress all the files before it is backed up to the backup destination(s).

For newly created backup set(s), “Fast with optimization for local” is selected by default.

Compressions

Select compression type

Fast with optimization for local w

There are four (4) compression types:
e No Compression - file will not be compressed before backup.
e Normal - compression is comparable to gzip Normal compression ratio.

e Fast (Compressed size larger than normal) - compression will be faster but with less
compression and lower CPU usage compared to Normal.

¢ Fast with optimization for local - uses Snappy compression library when backing up to
local destination only, otherwise setting will default to gzip if backing up to other
destinations. Has the lowest CPU usage, very high speed and reasonable compression
but compressed file size may be larger than Fast.

NOTE

The compression type can be changed anytime, even after a backup job. The modified compression
type will be applied on the next run of a backup.
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Encryption

Encryption allows you to view the current encryption settings. The encryption settings can only be
configured during the creation of backup set.

Encryption

Backup user password is used as the encrypting key since "User Password” encryption type has
besn applied to this backup set

Tk ikiE

Encrypting key

Algorithm AES
Method CBC
Key length 256
NOTE
For more details about encryption settings, please refer to step number 12 in Chapter 6.1 Create
Backup Set.
Recycle Bin

This feature is for protection of the BAK (block) files stored in the Backup Set’s destination, allows
the user to set the number of days BAK files that were deleted due to Retention Policy or Data
Integrity Check, will be held under Recycle Bin as added protection. Here are the features of the
Recycle Bin:

¢ Data in the Recycle Bin will consume Quota.

¢ |t does not move the data in another location within the storage, instead the index tracks the
xxxxxx.bak files and the remaining time in the Recycle Bin.

o |f the index is reverted to a previous timestamp, the settings of the Recycle Bin in the
reverted index will be followed.

e Recoverability of data is not affected when the Recycle Bin is alternately enabled or
disabled.

o When enabled, it will only check if the data inside the Recycle Bin is still within the
set number of days. Once it is beyond the set number of days it will only be deleted
when the following operations are run: Backup, Space Freeing Up, Data Integrity
Check and Delete Backup Data.

o When disabled, if there are already deleted files it will not automatically delete the
data inside the Recycle Bin. It will remain in the Recycle Bin even if it is beyond the
set number of days. It will only be deleted when the following operations are run:
Backup, Space Freeing Up, Data Integrity Check and Delete Backup Data.

¢ Once the Recycle Bin is disabled, deleted files will be removed immediately and will not be
moved in the Recycle Bin.

e The setting applies to all destinations for the backup set.

¢ Viewing Recycle Bin contents is not available.



e Recycle Bin cleanup is done at the start of the backup job process.

e Recovering from Recycle Bin requires reverting the index. For instructions on how to revert
the index please refer to this article: FAQ: How to un-delete backup data moved to
Retention, or revert indexes to a healthy state from an earlier successful backup.

WARNING
When reverting index, new data will be lost.

This is enabled by default and set to 7 days.

Recycle Bin

Maove the file to the Recycle Bin when remove file from Retention Policy or DIC -
Keep the deleted files for

7 v | day(s)

To set the number of days, follow the steps below:

1. Enable the Recycle Bin by sliding the switch to the right.

Recycle Bin

Mave the file to the Recycle Bin when remove file from Retention Policy or DIC -

2. Select the number of days the deleted files will remain in the Recycle Bin. There is a
dropdown box available for selection but the number of days can also be entered manually.

Keep the deleted files for
7 v | day(s)

3. Click to save the settings.


https://wiki.ahsay.com/doku.php?id=public:version_9:general:9205_how_to_revert_index_snapshot
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6.3 Run a Backup Job

Run an Agent-based Backup using AhsayOBM / AhsayACB

Except for Cloud File Backup and Microsoft 365 Backup which you can run an agentless
backup in AhsayCBS, all other backup modules require you to perform backup and restore
using your client backup agent (AhsayOBM or AhsayACB).

For details on creating backup job using AhsayOBM or AhsayACB, refer to the backup
module’s User Guide which can be downloaded on the User’s Guide download page.

Run an Agentless Backup using AhsayCBS User Web Console (for Cloud File
and Microsoft 365 Backup only)

There are two types of backup set, Cloud File Backup and Microsoft 365 Backup, which can
run agentless backup using AhsayCBS user web console. These two (2) types of backup set
can be created either on the AhsayCBS server, or the AhsayOBM or AhsayACB client and they
can be both client-driven and server-driven.

When you create a new backup set with the Type being Cloud File Backup, you have a choice
of whether to run the backup on the Server or on the Client. Please make sure that you choose
Server if you want to run the backup from the AhsayCBS server directly.

General

Source

ID

BEEuE el 1641869444557

Destination

Name
Deduplication Server Run Cloud File Backup
Retention Policy Owner

Bandwidth Control

Backup set type
Others

Run on

& Server Client

Cloud File Backup

Backup From

Refresh

Backup Destination for Run-on-Server Backup Set

For Microsoft 365 Backup and Cloud File Backup sets created in Run-on-Server backup type, the
available backup destinations are AhsayCBS and Predefined Destinations, only one of these
destinations can be selected. For more information on the Predefined Destinations, please contact your
backup service provider.



https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay_downloads_documentation_guides

6.4 Restore a Backup (Non-Run Direct Restore)

As opposed to Run Direct Restore where you can instantly restore a VM by running it directly
from the backup files in the backup destination. Non-Run Direct restore is the traditional type of
restore where you can restore the backed-up data to the original location, or an alternate
location based on your choice.

Restore using AhsayOBM / AhsayACB (Agent-based restore)

Except for Cloud File Backup and Microsoft 365 which you can run an agentless restore in
AhsayCBS (refer to the steps below), all other backup modules require you to perform restore
using your client backup agent (AhsayOBM or AhsayACB).

Restore using AhsayCBS User Web Console (Agentless restore)

There are two (2) types of backup sets that can be restored through the AhsayCBS User Web
Console, Cloud File Backup and Microsoft 365 Backup, provided that the backup set was
created to Run on Server.



7 Run Direct Restore

7.1 Introduction

What is Run Direct?

Run Direct is a feature that helps reduce disruption and downtime of your production VMs.

Unlike normal VM restore procedure where a VM is extracted from backup files and copied to the
production storage, which can take hours to complete. Restore with Run Direct can instantly power
up a VM by running it directly from the backup files in the backup destination so that the VM can be
put into production.

How does Run Direct work?

When a Run Direct restore is performed, the backup destination is mounted as an NFS datastore
from the VMware host, where the VM is run directly from the backup files.

The backup destination can either be the AhsayCBS server or a local drive that can connect with
AhsayOBM. Initiating a Run Direct from the AhsayCBS (also known as agentless restore) will trigger
a connection directly with the VMware host (ESXi server and direction shown in orange indicator
below), while initiating the same action on the AhsayOBM requires the connection to route through
the AhsayOBM (shown in green indication below).

Run Direct Restore Guest VM1
AhsayCBS Serveris mounted as
MNFS datastore on the ESXi Server ﬁ
@ (= = =
vmware
Guest VM2
Run Direct Y
—_—
Restore VM by running directly from backup file “
in AhsayCBS Server
AhsayCBS ESXiServer/ Guest VM3
Backup Server vCenter Server S
® : ‘ LY
AbsayOBM -
Back up to AhsayCBS Connect to ESXi Server 1
Back up to Local Drive or vCenter Server m
AR
Ahsay0OBM Remote = - =
Backup machine
a s
530 HD

Run Direct Restore

Local Drive If your VM is backed up to the Local Drive, the
Run Direct connection is established via AhsayOBM

The restored virtual machine, at this stage (e.g. before the restore is finalized) is in a read-only state
to preserve its integrity. All changes made to the virtual disks (e.g. operation within the guest virtual
machine) are stored separately in transaction logs stored on the NFS datastore or the original
datastore, depending on the setting selected. These changes are discarded when Run Direct is
stopped, where the restored VM will be removed and all changes will be discarded, or the changes
will be consolidated with the original virtual machine data when the restore is finalized.



Finalizing a VM Recovery (Migrating VM to permanent location)

To finalize recovery of a VM, you will still need to migrate it to a permanent location on the VMware
host. The following steps are taken when you finalize a Run Direct restore:

VMware Snapshot

A VMware snapshot is created for the VM

Copying Files

Backup files from the NFS datastore are copied to the production
datastore on the VMware host.

Copying Changes

Changes made to the VM after the snapshot creation are moved to
the new location.

Data Consolidation

The VM is temporarily suspended to consolidate the changes
made after the snapshot creation.

Resume VM

After all changes are consolidated, the VM is resumed.

Dismount NFS datastore

The NFS datastore is dismounted.

NOTE

For vCenter VM backup set, provided that the vMotion feature of the vCenter set is working properly, the VM will
not be suspended during the data consolidation.




Non-Run Direct Restore

Run Direct restore gives you the convenience of quickly restoring the VM by running it directly from the
backup files in the backup destination, however, if you wish to restore the VM permanently to a location of
your choice first before accessing the backup files, you should perform a Non-Run Direct restore instead.
Refer to Restoring a Backup (Non-Run Direct Restore) for instructions.

Run Direct Requirements & Best Practices
To utilize the Run Direct feature, ensure that the following requirements are met:

© Backup Destination Requirement

When a Run Direct restore is performed, the backup destination containing the guest VM
files is mounted on the VMware host as NFS datastore.

Ensure that the following requirements are met by the backup destination of the VMware
VM backup set:

@ Destination Type of the backup destination must be set to a Single storage
destination.

= Destination must be accessible to the VMWare host.

@ Destination must have sufficient disk space available for the Run Direct restore. There
should be 1.5 x total provisioned size of all VMs selected for backup.

@ For Run Direct restore of 1 VM with provisioned size of 100GB, there should be 150GB
(e.g. 1.5 x 100GB) of free space available in the Destination.

© No compression and Encryption

Data backed up to a Run Direct enabled destination is not compressed or encrypted to
optimize restore performance as Run Direct will make the VM restored by running the data
directly from the backup files in the backup destination.

O Restore to Alternate Location

@ When performing a Run Direct restore to Alternate Location, only one VM can be
selected per restore session.

@ Consider creating separate VMware VM backup set for each VM that you intend to
perform Run Direct restore (e.g. VMs that you may restore to alternate location).
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7.2 Run Direct Restore Options

Run Direct restore gives you the convenience and flexibility of quickly restoring the VM by running it
directly from the backup files in the backup destination, however, you may still wish to migrate the
VM permanently afterward. There are 3 Run Direct Restore options you can choose from as
explained below.

© Option 1: Perform Run Direct Only

This option allows you to power up the VM instantly by running it directly from the backup
files, but it won’t be migrated to any permanent location on VMware host. Leave the Auto
migrate after Run Direct is running checkbox unchecked in step 6 under Performing a
Run Direct Restore on VM below if you wish to go for this option.

© Option 2: Perform Run Direct + Auto Migration

This option allows you to power up the VM instantly by running it directly from the backup
files. While you can now access the Run Direct restored VM, it will also be migrated
automatically to a permanent location on the original VMware host, another datastore of the
original VMware host or another VMware host. Make sure the Auto migrate after Run
Direct is running checkbox is checked in step 6 under Performing a Run Direct Restore on
VM below if you wish to go for this option.

© Option 3: Perform Run Direct + Manual Migration

This option allows you to power up the VM instantly by running it directly from the backup
files. While you can now access the Run Direct restored VM, you will have to manually
migrate the VM to a permanent location on the original VMware host, another datastore of
the original VMware host or another VMware host. Leave the Auto migrate after Run
Direct is running checkbox unchecked in step 6 under Performing a Run Direct Restore on
VM below if you wish to go for this option. When the Run Direct restore is completed, you
can initiate a Manual Migration any time. Refer to step 8 below for relevant instructions.

NOTE
If perform Run Direct only without migration, any changes made to the VM during the Run Direct power up
process will be lost when the VM is powered down.
If perform Run Direct with auto or manual migration, any changes made to the VM during the Run Direct
power up process will be consolidated with the original virtual machine data once the migration has been
completed successfully.




7.3 Performing a Run Direct Restore on VM

AhsayCBS supports backup and restore of VMware VMs stored on vSAN datastore. With this, there
are now several scenarios for restoring VMs using Run Direct.

The restoration steps for the four scenarios will be discussed below:

© Restore backup from VMFES datastore to VMFS datastore

© Restore backup from VMFES datastore to vSAN datastore

© Restore backup from vSAN datastore to VSAN datastore

© Restore backup from vSAN datastore to VMFES datastore

7.3.1 Restore a backup from VMFS datastore to VMFS datastore

1. Log in to AhsayCBS user web console according to the instruction provided in section
Logging on to AhsayCBS User Web Console.

NOTE
Before you can start Run Direct, you must have a VMware backup set created in the
AhsayOBM client. Please refer to the Ahsay Online Backup Manager v9 VMware
vCenter/ESXi Backup & Restore Guide for information on how to create the backup set.
In addition, you must also run a successful backup on the VMware backup set before you
can perform restore from Run Direct.

2. Click the VM Run Direct icon from your AhsayCBS environment.

VM

N

Run Direct

3. Click # from the Run Direct page to start a new Run Direct session.

Run Direct
+ =
Running Backup Set Host Name Progress Start time Message Status Migrate

4. Select the Backup Set from the dropdown box of VMware backup set you have created.

In our example, the backup set is called VMFS Run Direct Backup Set. Clickto
continue.

Start Run Direct

Backup Set
YWMFS Run Direct Backup Set | v

-
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5. Select the backup job to restore from the Restore file of job dropdown box. In our
example, there are two virtual machines. Check the box next to the one on which we will
perform a restore, Lubuntul2x.

Start Run Direct

Restore file of job | 2021-03-24-14-29-13
= vCenter05-v65
— Datacenter
— Hosts and Clusters
= 10.16.8.42
+ Lubuntu12x

New Virtual Machine 2

6. Select the location to restore your virtual machine. They are found under Restore
virtual machine to on the Start Run Direct page.

@ Select Original Location to restore the VM to its original EXSi host and datastore.

Start Run Direct

Restore virtual machines to
® Original Location

Alternate Locatian

@ Select Alternate Location to restore the VM to a different VMware host and a
different datastore. Alternatively, you can also restore to the same VMware host
but to a different datastore.

NOTE

If you select Alternate Location, you will see an additional option Overwrite existing
files.

Start Run Direct

Restore vitual machines o
Qriginal Location

® Alternate Location
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Configure the following options according to your restore requirements.

Start Run Direct

Restore virtual machines to

® Alternate Location

" Auto poveer on after Run Directis running
W Lse existing storage as Wi working directory to improve performance

| Overwrite existing files

Original Location

Auto migrate after Run Directis running

Auto migrate after Run Direct is running

Select this option if you want to auto migrate the virtual machine to a permanent
location on the original VMware host, another VMware host, or same VMware host
but another datastore, depending on whether you have chosen Original Location
or Alternate Location to restore your VM.

Auto power on after Run Direct is running

Select this option to power up the virtual machine automatically, after Run Direct is
running for the VM.

Use existing storage as VM working directory to improve performance
Select this option to enhance performance of the restored VM.
Overwrite existing files (Alternate Location only)

Select this option to overwrite existing files when restoring to a different VMware
host or a different datastore.

Click iz to proceed when you are done with the settings.

This step only applies if you selected Alternate Location, you need to enter the
VMware host and access information of where you would like the VM to be restored to.

Otherwise skip to Step 9.

' e



For restoration to another VMware ESXi host, select VMware vCenter 5.5/6/6.5/ 6.7
| 7 as Version, then enter the Username, Password, Host, and Port of the new host.

Start Run Direct

VMware Host

Version
VMware vCenter5.5/6/6.5/6.7/7.0

Username
administrator

Password

Host
10.120.8.40

Port
1443

8. Specify the Name, Inventory Location, Host/Cluster, Resource Pool, and Storage
for the alternate location.

Start Run Direct

MName
Mew Virtual Machine 1

Inventory Location

Datacenter Browse
Host/ Cluster
10.16.8.42 Browse

Resource Pool
10.16.8.42 Browse

Storage
Datastore-SHRO1 (1)

Click u to start the restore.

9. The Run Direct page appears, showing the status message of the Run Direct restore

job.
Run Direct
+m
Running | Backup Set | Host Name Progress Starttime | Message Status | Migrate
VMFS Run
DatacenterMNow - 2021-03-24  Acding virtual machine “New Virtual
No Direct 10.120.8.40
Virtual Machine 1 50% 16.0252 Machine 1710 the inventory
Backup Set
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If your Run Direct is successful, you get a message similar to the following, with Status
showing OK and Progress showing 100%.

Run Direct
Running  Backup Set | Host Name Progress Starttime  Message Status = Migrate
VIFS Run
DatacenterMNew TN 2021.03-24
Yes Direct 10.120.8.40 oK Migrate
Virtual Machine 1 100% 16:02.52
Backup Set

Restore log messages on AhsayCBS

Click on the item on the Run Direct page.

Timestamp | Type | Message

202103-24 04 63 39 info  Prepanng for Run 6ucc!

2021-03-24 04:0340 info  Use target storage as VM working directory Reason = "Delta disk format of vitual disks is not supported by datastore.”
202103-2404.0345 info  Mount datastore "cbs-RunDirect (192.168.7.101:cosRunDirect)”

2021-03-24 040351 nfo  Adding virtual machine "New Virtual Machine 1 to the inventory

202103-2404:.0431 info  Talng snapshot *__snapshot_for_publish__" of virtual machine “New Virtual Machine 1°

2021-03-24 040439 Info  Powering on virtual machine "New Virtual Machine 1°.

2021-03-2404:05:18 info  Please do not Edit Remove or Revert any existing snapshot before migration is completed.

2021-03-24 040518 info  Restore Compieted Successfully

Restore log messages on the VMware vSphere Client

Open your VMware vSphere Client and you will see the following messages from the
Recent Tasks section.

Recent Tasks ¥
Task Name - Target v Statis v initiator - Queved For - Start Time v Completion T ™ Server
V242021 032472024
v Complated VSPHERE LOC 24 ms 55
40343 PM 40346 PM
0372472021 2
[ Datacenter v Completed  VSPHERELOC 28ms : Conter0SVES

40351PM

472021 03242020

3 New Vinu Vv Completed VSPHERE LOC " ms ¥ vCente:
4,04:04 PM 4:0410 PM
Cn ual
oy 037242021, 0372472020 g
machine (3 New Vinu v Completed VSPHERELOC 10O ms vConter05v65
4:04:29 PM 40434 PM
shapshot
Power On virtual = 03/24/2021,
5 New Vinu v Comploted  VSPHERELOC 23ms vCente
machine 4:0438 PM

10. If you did not enable the Auto Migrate after Run Direct is running option in step 6, but
still wish to migrate VM to a permanent location of your choice, click on the Migrate
button as shown.

Migrate
Migrate
Run Direct
+ =
Running = Backup Set | Host Name Progress | Starttime | Message Status | Migrate
VMFS Run Migrati atastore-SHRO1 (1))
i Datacentertiow  mmm—" 20210324 00O y
No Direct 10.120.8.40 New Virtual Machine 1/Lubuntu12x-
Virtual Machine 1 89% 16.0252
Backup Set 000002-sesparse vmak
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If your migration is successful, you get a message similar to the following.

Run Direct
(] |Running | Backup Set |Host | Name | Progress | stanttime | Message. | status | grate
VMFS Run
DatacenterMNew  IEEEEE———  0021-03-24
] nNo Ditect 10.120.8.40 oK
— Virtual Machine 1 100% 16:0252
Backup Set

Restore log messages on AhsayCBS

Click on the restore item on the Run Direct page to see the restore log messages.

Timestamp | Type | Message

2021-03-24 04:09.47 info  Stat manual migration

2021-03-2404.09.49 info  Loading information

2021-03-2404:1024 Taking snapshot *__snapshot_for_migrate__* of wirtual machine "New Virtual Machine 1°
2021-03-24 04:10:42 info  Migrating._[Oatastore-SHRO1 (1)} New Virtual Machine 11Lubuntu12¢-000001-sesparse ymak
2021-03-24 04:11:01 info Migrating . [Datastore-SHRO1 (1)] New Virtual Machine 1Lubuntu12:-000001 vmaok
2021-03-24 04:11.07 nfo Migrating [Datastore-SHRO1 (1)] New Virtual Machine 1Lubuntu12a-Natvmak

2021-03-24 042858 info Migrating. [Datastore-SHRO1 (1)} New Virtual Machine 1/Lubuntu12xvmdk

2021-03-24 04:20.05 info Suspending wiual machine "New Virtual Machine 1%

2021-03-24 04:29:22 info Leading information..

2021-03-24 042944 nto Removing virtual machine "New Virtual Machine 17 from the inventory.

2021-03-2404:29.45 info  Migrating [Datastore-SHRO1 (1)) New Virtual Machine 1Lubuntu12xmram

2021-03-24 04:20:51 info Migrating _[Datastore-SHRO1 (1) New Virtual Machine 1/Lubuntu12cvmsd

2021-03-24 042957 info Migrating _[Datastore-SHRO1 (1)} New Virtual Machine 1/Lubuntui2cvmx

2021-03-24 04:30:01 nfo Migrating _ [Datastore-SHRO1 (1)] New Virtual Machine 1/Lubuntu12cvmxd

2021-03-24 04:30:02 info Migrating . [Datastore-SHRO1 (1)] New Virtual Machine 1Lubuntu 12x-79064c22 vms
2021-03-24 043031 info Migrating.. [Datastore-SHRO1 (1)] New Virtual Machine 1Lubuntu12x-000002-sesparse vmak
2021-03-24 04:30:37 info Migrating. . [Datastore-SHRO1 (1)] New Virtual Machine 14ubuntu12x-000002 vmak
2021-03-24 04:30:41 info Migrating.. [Datastore-SHRO1 (1)] New Virtual Machine 1Lubuntu12x-Snapshottvmsn
2021-03-24 04:30.42 info Migrating.. [Datastore-SHRO1 (1)] New Virtual Machine 1Luduntu12x-Snapshot2 vmsn
2021-03-24 04:30:48 info Adding vitual machine "New Virtual Machine 17 to the inventory...

2021-03-24 043116 info Powering on virtual machine "New Virtual Maching 17

2021-03-24 043123 info.  Removing snapshot *__snapshot_for_migrate__" from viual machine "New Virtual Machine 1"
2021-03-24 04:32.33 info Removing snapshot *__ hot_for_p " from virtual machine "New Virtual Machine 1°...
2021-03-24 04:32.54 info  Unmount datastore “cbs-RunDirect”...

2021-03-24 043257 info Restore Completec Successhully
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Restore log messages on the VMware vSphere Client

Open your VMware vSphere Client and you will see the following messages from the
Recent Tasks section.

Recent Tasks Alprms M
Task Name v Torget v Status v Initiator ¥ Quewed For v Swart Time ¥ CompletionT. ¥ Server .-
Create victual
03/2472021 037242021
machine 31 New Viru v Completed  VSPHERELOC 15 ms vCenter05-v6S
43022 PM 410:38 PM
snapahot
. 0372472021, 032472021,
Copy e J Datastore v/ Compieted VSPHERE.LOC Hms vCenter05v65
4105 PM 42853 PM
Suspend virtual = 0324200, 03/24/2021,
&) New Virtu v Completed VSPHERE LOC Nms vCenter05-v65
machine 429,03 PM 42996 PM
Unregistor 03/24/2021, 0312472021,
3 New Virtu v Completed  VSPHERELOC 26ms vCenter05-vES
virtual machine 42943PM 42943 PV
032472021, 0372472021,
Copy file (5 Datastore v Completed  VSPMERELOC. 27 ms vCenter0S vES
42943 PM 4:29:45 PM
Register virtual 03224/2021 03/2472021,
[h Dascemer v Completed VSPHERE.LOC 15 ms vCener0Sv6S
machino 430:47 PM 43051PM
Power On virtual 03/2412021, 03/2412021,
31 New Vit v Completed  VSPHERELOC 13ms vCeme0SvES
machine 43115 PV 43120 PM
Remove 03242021 0372472021
B New Virtu v Completed  VSPHERELOC 32 ms vCeater05-+6S
snapshot 4:32:32PM 43238 PM
0312472021, 02/24/2021,
Oelete fle J Omastore v’ Completed VSPHERE LOC 8ms vComer05vES
43245 PM 4:32:47 PM
Remove 0372472021, 0372472021,
B ctsRunD v Completed  VSPHERE LOC vCener0SvES
datastore 43252 PM 432,53PM

11. Click X to exit when finished.
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7.3.2 Restore a backup from VMFS datastore to vSAN datastore

1.

Log in to AhsayCBS user web console according to the instruction provided in section

Logging on to AhsayCBS User Web Console.

NOTE
Before you can start Run Direct, you must have a VMware backup set created in the
AhsayOBM client. Please refer to the Ahsay Online Backup Manager v9 VMware
vCenter/ESXi Backup & Restore Guide for information on how to create the backup set.
In addition, you must also run a successful backup on the VMware backup set before you
can perform restore from Run Direct.

2.

www.ahsay.com

Click the VM Run Direct icon from your AhsayCBS environment.

Run Direct

Click # from the Run Direct page to start a new Run Direct session.

Run Direct
+ =
Running Backup Set Host Name Progress Start time Message Status Migrate

Select the Backup Set from the dropdown box of VMware backup set you have created.
In our example, the backup set is called VMFS Run Direct Backup Set. Clickto

continue.

Start Run Direct

Backup Set
YWIMFS Run Direct Backup Set |
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5. Select the backup job to restore from the Restore file of job dropdown box. In our
example, there are two virtual machines. Check the box next to the one on which we will
perform a restore, New Virtual Machine 2.

Start Run Direct

Restore file of job | 2021-03-24-14-29-13
= vCenter05-v65
— Datacenter
= Hosts and Clusters
= 10.16.8.42
Lubuntu12x

+« New Virtual Machine 2

6. Select the location to restore your virtual machine. They are found under Restore
virtual machine to on the Start Run Direct page.

Select Alternate Location to restore the VM to a different VMware host and a different
datastore. Alternatively, you can also restore to the same VMware host but to a different

datastore.
NOTE
If you select Alternate Location, you will see an additional option Overwrite existing
files.

Start Run Direct

Restare vitual machines to
Qriginal Location

® Alternate Location

Auto migrate after Run Direct is running
" Auto poweer on after Run Direct is running
W Lse existing storage as WM waoarking directory to improve performance

W Crienirite existing files

Configure the following options according to your restore requirements:

@ Auto migrate after Run Direct is running

Select this option if you want to auto migrate the virtual machine to a permanent
location on the original VMware host, another VMware host, or same VMware host
but another datastore, depending on whether you have chosen Original Location
or Alternate Location to restore your VM
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@ Auto power on after Run Direct is running

Select this option to power up the virtual machine automatically, after Run Direct is
running for the VM.

@

Use existing storage as VM working directory to improve performance
Select this option to enhance performance of the restored VM.
@ Overwrite existing files (Alternate Location only)

Select this option to overwrite existing files when restoring to a different VMware
host or a different datastore.

Click izd to proceed when you are done with the settings.

Enter the VMware host and access information of where you would like the VM to be
restored to. Select VMware vCenter 5.5/ 6/ 6.5/ 6.7 / 7 as Version, then enter the
Username, Password, Host, and Port of the new host.

Start Run Direct

VMware Host

Version

VMware vCenter5.5/6/6.5/6.7/7.0 E

Username

administrator

Password

Host
10.120.8.40

Port
443

Enter a new Name for the VM, then Browse to modify the Host/Cluster and Storage
settings to select the datastore.

Start Run Direct

MName

MNew vSAN Virtual Machine 1

Inventory Location

Datacenter

Browse
Host/ Cluster
WSAN Browse
Resource Pool
WSAN Browse
Storage
vsanDatastore Browse

- ;-



Select the Host / Cluster and Storage.

) 10.16.8.42

® ysan

© datastore1 (2)
O datastore1 (3)
© datastore1 (4)
O datastore3

Il'_'\.
'®! ysanDatastore

NOTE
It is important to select the vSAN Host/Cluster as well as the vSAN datastore for the
storage.

Click u to start the restore.

9. The Run Direct page appears, showing the status message of the Run Direct restore

job.
Run Direct
+ =
| Running | Backup Set | Host Name Progress | Starttime | Message Status | Migrate
VMFS Run DatacenterNew

2021-03-25 Mount datastore “cbs-RunDirect

No Direct Backup 10.120.8.40 vSAN Virtual
1217:34 (192.168.7.101:cosRunDirect)”

Set Machine 1

If your Run Direct is successful, you get a message similar to the following, with Status
showing OK and Progress showing 100%.

Run Direct
+ =
Running | Backup Set Host Name Progress Start time Message = Status = Migrate
VMFS Run Direct DatacenterNew vSAN S 2021-03-25
Yés 10.1208.40 oK Migrate
Backup Set Virtua! Machine 1 100% 121724

Restore log messages on AhsayCBS

Click on the item on the Run Direct page.

Timestamp Type = Message
2021-03-2512:18:20 info Preparing for Run Direct
2021-03-25 121824 info Mount datastore “cds-RunDirect (192.168.7.101:cbsRunDirect)”

2021-03-25 12:1828 info Adding virtual machine "New vSAN Virtual Machine 17 to the inventory...

2021-03-2512.1858 info Taking snapshot *__snapshot_for_publish__" of virtual machine "New vSAN Virtual Machine 1"
2021-03-25 12:19.06 info Powering on virtual machine "New vS8AN Virtual Machine 1

2021-03-25 1219:17 info  Please do not Edit, Remove or Revert any existing snapshot before migration is completed

2021-03-25 121917 info Restore Completed Successfully
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Restore log messages on the VMware vSphere Client

Open your VMware vSphere Client and you will see the following messages from the
Recent Tasks section.

Task Name v Target v Status v Initiator v Queu.. v Start Time 1 v Completion Time
Create NAS dat B 1016847 v/ Completed VSPHERE LOCAL 19 ms 037252021, 124
Register virtual machine Bo v/ Com VSPHERE LOCAL' 8 ms 03/25/2021, 121
Retoad virtual machine 3 New vSA v/ Completed VSPHERE LOCAL 10 ms 0372572021, 124
Create virtual machine & New vSA v Completed VSPHERE LOCAL 15 ms 037252021, 1211
Power On virtual mach &) New vSA v/ Completed VSPHERE LOCAL Sms Q25720211221

10. If you did not enable the Auto Migrate after Run Direct is running option in step 6, but
still wish to migrate VM to a permanent location of your choice, click on the Migrate
button as shown.

Migrate
Migrate
Run Direct
+ =
Running | Backup Set | Host Name Progress Starttime | Message Status | Migrate
VMFS Run DatacenterNew Migrating .. Relocate
= 2021-03-25
No DirectBackup 10.120.8.40 VvSAN Virtual virtual machine "New
33% 121734
Set Machine 1 VSAN Virtual Machine 1°

If your migration is successful, you get a message similar to the following.

Run Direct

Running | Backup Set Host Name Progress Start ime Message = Status = Migrate
VMFS Run Direct DatacenterMew vSAN N 2021-03-25

No 10.120,8.40 OK
Backup Set Virtual Machine 1 100% 121734

Restore log messages on AhsayCBS

Click on the restore item on the Run Direct page to see the restore log messages.

Timestamp Type  Message

2021-03-25 12:27:40 ? info A Start auto migration

2021-03-25 12:27:40 Info Migrating.. Relocate virtual machine "New vSAN Virtual Machine 1°

2021-03-25 12.46:24 info  Removing snapshot*__snapshot_for_publish__" from virtual machine "New vSAN Virtual Machine 1°
2021-03-25 12.46:47 Info  Unmount datastore "cbs-RunDirect”

2021-03-25 12.46:50 Info  Restore Completed Successiully
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Restore log messages on the VMware vSphere Client

Open your VMware vSphere Client and you will see the following messages from the
Recent Tasks section.

Tosk Name v Target v Sttus v Initistor ¥ Queu.. ¥ StartTime 7 v Completion Time v
Create NAS datastore [ w6847 v Completed VSPHERE LOCAL\ 19 ms 03725722021, 121 03125/2021, 1218:23
Register virtual machine N Datacem v’ Completed VSPHERE LOCALL 7ms 03/25/2021, 1211 037252021, 121832
Reload virtual machine & New vSA v/ Completed VSPHERE LOCAL\ 10 ms 03/25/2021, 1211 0372572021, 121837
Create virtual machine B New vSA v’ Completed VSPHERE LOCAL\ 15Sms 03/25/2021, 121 0372572021, 121901
Power On virtual machi &) New vSA v’ Completed VSPHERE LOCAL\ 4ams 03/25/2021, 121 03/25/2021,12:19M P
Relocate virtual machine & New vSA v Completed VSPHERE LOCAL\ 28ms 03/25/2021,12 03/25/2021,12:45:58
Remove snapshot B New vSA v Completed VSPHERE LOCAL\ 10 ms 03/2572021,12 03/25/2021,12:46:42
Remove datastore B cosRun v Completed VSPHERE.LOCAL\ 20ms 03/2572021,12 03/25/2021,12:46:46 ‘;,

11. Click X to exit when finished.
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7.3.3 Restore a backup from vSAN datastore to vSAN datastore

1. Log in to AhsayCBS user web console according to the instruction provided in section
Logqing on to AhsayCBS User Web Console.

NOTE
Before you can start Run Direct, you must have a VMware backup set created in the
AhsayOBM client. Please refer to the Ahsay Online Backup Manager v9 VMware
vCenter/ESXi Backup & Restore Guide for information on how to create the backup set.
In addition, you must also run a successful backup on the VMware backup set before you
can perform restore from Run Direct.

2. Click the VM Run Direct icon from your AhsayCBS environment.

Run Direct

3. Click # from the Run Direct page to start a new Run Direct session.

Run Direct
+ =
Running Backup Set Host Name Progress Start time Message Status Migrate

4. Select the Backup Set from the dropdown box of VMware backup set you have created.
In our example, the backup set is called vSAN Backup Set. Click ld to continue.

Start Run Direct

Backup Set
VSAMN Backup Set (¥
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5. Select the backup job to restore from the Restore file of job dropdown box. In our
example, the virtual machine is named Ubuntu 12.04 LTS. Check the box next to it.

Start Run Direct

Restore file of job | 2021-03-09-16-53-59
= vCenter05-v65
— Datacenter
~— Hosts and Clusters
= VSAN
+ Ubuntu 12.04 LTS

6. Select the location to restore your virtual machine. They are found under Restore
virtual machine to on the Start Run Direct page.

Select to restore the VM to its Original Location.

Start Run Direct

Restore vifual machines to
® Original Location
Alternate Location

7. Configure the following options according to your restore requirements.

Start Run Direct

Restare vitual machines ta
®' Original Location

Alternate Location

Alto migrate after Bun Directis running
w* Auto power an after Run Direct is running

w* se existing storage as Wi working directory to improve performance

@ Auto migrate after Run Direct is running

Select this option if you want to auto migrate the virtual machine to a permanent
location on the original VMware host, another VMware host, or same VMware host
but another datastore, depending on whether you have chosen Original Location
or Alternate Location to restore your VM.

@ Auto power on after Run Direct is running

Select this option to power up the virtual machine automatically, after Run Direct is
running for the VM.
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@ Use existing storage as VM working directory to improve performance

Select this option to enhance performance of the restored VM.

Click to start the restore.

The Run Direct page appears, showing the status message of the Run Direct restore

job.
Run Direct
+m
Running | Backup Set = Host Name Progress Starttime | Message Status = Migrate
Datacenter/New
VSAN 2021-03-25 Mount datastore “cbs-RunDirect
No 10.120.8.40 VvSAN Virtual
Backup Set 13.27.05 (192.168.7.101:cbsRunDired)"
Machine 2

If your Run Direct is successful, you get a message similar to the following, with Status

showing OK and Progress showing 100%.

Run Direct
+ m

Running ' Backup Set Host Name
Datacenter™ew vSAN
Yes VSAN Backup Set  10.120.8.40
Virtual Machine 2

Progress Start time
= —13 2021-03-25
100% 13.27.05

Message  Status | Migrate

OK Migrate

Restore log messages on AhsayCBS

Click on the item on the Run Direct page.

Timestamp Type | Message

2021-03-2501:27:55 info Preparing for Run Direct.
2021-03-2501:27.58 info
2021-03-2501:28.03 info
2021-03-2501:28:41 info
2021-03-2501:28:49 info

2021-03-2501:28.49 info Restore Completed Successtully

Mount datastore “cbs-RunDirect (192.168.7.101:cosRunDirect)”
Adding virtual machine "New v8AN Virtual Machine 27 to the inventory.
Taking snapshot"_snapshot_for_publish__" of vitual machine "New vSAN Virtual Machine 2°

Please do not Edt, Remove or Revert any existing snapshot before migration is completed

Restore log messages on the VMware vSphere Client

Open your VMware vSphere Client and you will see the following messages from the

Recent Tasks section.

Tosk Name Target v Status Initiator
Create NAS datastore v Completed VSPHERE L
VSPHERE L
Reload virtual machine B New vSA v Completed VSPHERE L
Create virtual machine () New vSA v Completed VSPHERE L

Queu.. ¥  StortTime 1 Completion Time v
OCAL 0 ms 1. £2 0372572021, 1:27:S7 PA A~
OCAL 282 ms 0372 03
OCAL 1Sms 0325722021, 12 03252021
OCAL 9ms 03252021, 12 03/2572021, 1:28:45 P.I

If you did not enable the Auto Migrate after Run Direct is running option in step 6, but
still wish to migrate VM to a permanent location of your choice, click on the Migrate

button as shown.

Migrate

Migrate

-’w‘
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Run Direct

‘ Running = Backup Set | Host Name 3 Progress Starttime | Message | Status | Migrate
Datacenter/MNew Migrating.. Relocate
VEAN Backup — 2021-03-25
No 10120840 VvSAN Vinual wirtual maching "New
Set 5% 1327.05
Machine 2 VSAN Virtual Machine 2°

If your migration is successful, you get a message similar to the following.

Run Direct

Running = Backup Set | Host Name Progress Start time Message | Status | Migrate
DatacenterMNew vSAN I 202102325

No VSAN Backup Set  10.1208.40 OK
Virtual Machine 2 100% 1327.05

Restore log messages on AhsayCBS

Click on the restore item on the Run Direct page to see the restore log messages.

Timestamp \ Type | Message
2021-03-2501.31:43 info  Start auto migration

2021-03-2501:31:43 info  Migrating.. Relocate virtual machine "New vSAN Virtual Machine 2°

2021-03-25 01:49:07 info  Remowving snapshot *__snapshot_for_publish__" from virtual machine "New v8AN Virtual Machine 2"
2021-03-2501:49:20 info  Unmount datastore “cbs-RunDirect”

2021-03-2501:49:23 info  Restore Completed Successfully

Restore log messages on the VMware vSphere Client

Open your VMware vSphere Client and you will see the following messages from the
Recent Tasks section.

Task Name v Target . Status . Initiator ot Queu.. Vv Start Time 1 v Completion Time v
Create NAS datastore [_] 1036847 v/ Completed VSPHERE LOCAL 9ms 03/252021,1:2 037252021, 127,57 PA"
Register virtual machine [R Datacent v Completed VSPHERE LOCAL 282 ms 037252021, 1:2 03252021, 12808 P.
Reload virtual machine & New vSA v Completed VSPMERE LOCAL 14 ms 037252021, 1:2 03/25/2021, 12845 PN
Create virtual machine J;b New vSA v Completed VSPHERE LOCAL Oms 037252021, 1:2 03252021, 1:2845 P.
Relocate virtual machine % New vSA v/ Completed VSPHERE LOCAL 8ms 037252021, 131 037252021, 14841 PN
Remove snapshot % New vSA v/ Compieted VSPHERE LOCAL 9ms 03252021, 14 03/25/2021, 14912 PV
Remove datastore ] cbs-Run v Completed VSPHERE LOCAL 28 ms 037252021, 14 03/25/2021, 1:49:19 PN

10. Click X to exit when finished.



7.3.4 Restore a backup from vSAN datastore to VMFS datastore

1. Log in to AhsayCBS user web console according to the instruction provided in section
Logqing on to AhsayCBS User Web Console.

NOTE
Before you can start Run Direct, you must have a VMware backup set created in the
AhsayOBM client. Please refer to the Ahsay Online Backup Manager v9 VMware
vCenter/ESXi Backup & Restore Guide for information on how to create the backup set.
In addition, you must also run a successful backup on the VMware backup set before you
can perform restore from Run Direct.

2. Click the VM Run Direct icon from your AhsayCBS environment.

Run Direct

3. Click # from the Run Direct page to start a new Run Direct session.

Run Direct
+ =
Running Backup Set Host Name Progress Start time Message Status Migrate

4. Select the Backup Set from the dropdown box of VMware backup set you have created.
In our example, the backup set is called vSAN Backup Set. Click lzd to continue.

Start Run Direct

Backup Set
VSAMN Backup Set (¥
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5. Select the backup job to restore from the Restore file of job dropdown box. In our
example, the virtual machine is named Ubuntu 12.04 LTS. Check the box next to it.

Start Run Direct

Restore file of job | 2021-03-09-16-53-59
= vCenter05-v65
— Datacenter
~— Hosts and Clusters
= VSAN
+ Ubuntu12.04 LTS

6. Select the location to restore your virtual machine. They are found under Restore
virtual machine to on the Start Run Direct page.

Select Alternate Location to restore the VM to a different VMware host and a different
datastore. Alternatively, you can also restore to the same VMware host but to a different

datastore.
NOTE
If you select Alternate Location, you will see an additional option Overwrite existing
files.

Start Run Direct

Restare vitual machines to
Qriginal Location
= Alternate Location

Auto migrate after Run Directis running
W Auto power on after Run Direct is running
" Llze existing storage as Wil warking directary to improve performance

W Owerwtite existing files

Configure the following options according to your restore requirements:

© Auto migrate after Run Direct is running

Select this option if you want to auto migrate the virtual machine to a permanent
location on the original VMware host, another VMware host, or same VMware host
but another datastore, depending on whether you have chosen Original Location
or Alternate Location to restore your VM

= Auto power on after Run Direct is running

Select this option to power up the virtual machine automatically, after Run Direct is
running for the VM.
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@ Use existing storage as VM working directory to improve performance
Select this option to enhance performance of the restored VM.

@ Overwrite existing files (Alternate Location only)

Select this option to overwrite existing files when restoring to a different VMware
host or a different datastore.

Click izd to proceed when you are done with the settings.

Enter the VMware host and access information of where you would like the VM to be
restored to. Select VMware vCenter 5.5/ 6 / 6.5/ 6.7 / 7 as Version, then enter the
Username, Password, Host, and Port of the new host.

Start Run Direct

VMware Host

Version
VMware vCenter 5.5/6/6.5/6.7/7.0

Username

administrator

Password

Host
10.120.8.40

Port
443

Enter a new Name for the VM, then Browse to modify the Host/Cluster and Storage
settings to select the datastore.

Start Run Direct

MName

Mew Virtual Machine 4

Inventory Location

Datacenter Browse
Host/ Cluster

10.16.8.42 Browse
Resource Pool

10.16.8.42 Browse
Storage

Datastore-SHR02 (1) Browse

Select the Host / Cluster and Storage.

® 10.16.8.42

O vsan
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) patastore-SHRO1 (1)

® patastore-SHRO2 (1)

© datastore1

Click u to start the restore.

9. The Run Direct page appears, showing the status message of the Run Direct restore
job.

Run Direct
+ =

Running = Backup Set = Host Name Progress | Starttime @ Message Status = Migrate
Datacenter™New
VSAN 2021-03-25 Mount datastore “cbs-RunDirect
No 10.120.8.40 Virtual Machine
Backup Set A 114234 (192.168.7.101:cbsRunDirect)”

If your Run Direct is successful, you get a message similar to the following, with Status
showing OK and Progress showing 100%.

Run Direct

+u
Running | Backup Set | Host Name Progress Start time Message = Status = Migrate
VSAN Backup DatacenterMNew Vinual — 2021-03-25
Yes 10.1208.40 oK Migrate
Set Machine 4 100% 114234

Restore log messages on AhsayCBS

Click on the item on the Run Direct page.

Timestamp | Type | Message

2021-03-25 11:43:21 info Preparing for Run Direct

2021-03-25 11:4325 info Mount datastore “cbs-RunDirect (192 168.7.101.cbsRunDirect)”

2021-03-25 11:43:30 info Agding virtual machine "New Virtual Machine 4™ 1o the inventory.

2021-03-25 11:44.08 info Taking snapshot "__snapshot_for_publish__" of vitual machine "New Virtual Machine 4°
2021-03-25 11:4422 info Powering on virtual machine "New Virtual Machine 4"

2021-03-25 11:44:39 info Please do not Edit, Remove or Revert any existing snapshot before migration Is completed.
2021-03-25 114439 info Restore Completed Successhully

Restore log messages on the VMware vSphere Client

Open your VMware vSphere Client and you will see the following messages from the
Recent Tasks section.

Task Name v Target v  Status v Initistor v Queu. ¥ StrtTime 7 v Completion Time

Creste NAS datastore B wisaa2 v Completed VSPHERE LOCAL 33 ms 03/25/2021, 114325 A
Register virtual machine [h Datacent v Completed VSPHERE LOCAL 7ms 03/25/2021, 11:43:38 A
Reload virtual machine VSPHERE LOCAL 7ms 037252021, N4 03/25/2021, 114348 A
Create virtual machine & New Vit VSPHERE LOCAL 29 ms 0372572021, 14 03/25/2021, 114413 Al
Power On virtual mach & New vin v Completed VSPHERE LOCAL 28 ms 0372512021, 1:4 03/25/2021, 114434 Alg
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10. If you did not enable the Auto Migrate after Run Direct is running option in step 6, but
still wish to migrate VM to a permanent location of your choice, click on the Migrate
button as shown.

Migrate

Migrate

Run Direct

+ =
| Running ' Backup Set  Host Name Progress Start time Message Status | Migrate
Migrating. Relocate virtual
vSAN DatacenterMNew o— 2021-03-25
No 10.120.8.40 machine "New Virtual
Backup Set Virtual Machine 4 35% 114234

Machine 4°

If your migration is successful, you get a message similar to the following.

Run Direct

+ =
Running | Backup Set Host Name Progress Start time Message  Status = Migrate
vSAN Backup DatacenterMNew Vinual e 2021-03-25
No 10.120.8.40 oK
Set Machine 4 100% 114234

Restore log messages on AhsayCBS

Click on the restore item on the Run Direct page to see the restore log messages.

Timestamp Type | Message

2021-03-25 11:47:43 info Start auto migration

2021-03-25 11:47.43 Info Migrating.. Relocate virtual machine "New Virtual Machine 4°

2021-03-25 120118 info Removing snapshot*__snapshot_for_publish__" from virtual machine "New Virtual Machine 4°
2021-03-25 120126 info  Unmount ¢atastore "cbs-RunDirect”

2021-03-25 12:01:32 info Restore Completed Successfully

Restore log messages on the VMware vSphere Client

Open your VMware vSphere Client and you will see the following messages from the
Recent Tasks section.

Tosk Name v Target v Status v Initiator ¥ Quou v  Start Time 1 v Completion Time
Create virtual machine 3 Ne v Completed VSPHERE LOCAL 20 ms 03/25/2021, 11:4 03/25/2021, 11:4413 Al
Power On virtual machi 3 New v Completed VSPHERE LOCAL 27 ms 03/25/2021, 11:4
B Ne v Completed VSPHERE LOCAL 34 ms 03/25/2021, N4
BN v’ Completed VSPHERE LOCAL 25 ms 03/25/2021, 12
Re store cbs-Run v Completed VSPHERE LOCAL 7 ms 03/25/2021, 12 0372572021, 12:0125 g

11. Click X to exit when finished.



8 Contacting Ahsay

8.1 Technical Assistance

To contact Ahsay support representatives for technical assistance, visit the Partner Portal:
https://www.ahsay.com/partners/

Also use the Ahsay Wikipedia for resource such as Hardware Compatibility List, Software
Compatibility List, and other product information:
https://wiki.ahsay.com/

8.2 Documentation

Documentations for all Ahsay products are available at:
https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay downloads document
ation_quides

You can send us suggestions for improvements or report on issues in the documentation, by
contacting us at:
https://www.ahsay.com/jsp/en/contact/kbQuestion.jsp

Please specify the specific document title as well as the change required/suggestion when
contacting us.
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Appendix

Appendix A Set Backup Destination on AhsayOBM for Backup
Sets Created on AhsayCBS User Web Console

You need to read the instructions below only if you:
» Have created a backup set on AhsayCBS User Web Console; AND

» Selected the backup set to Run on Client (if you are running Microsoft 365 Backup and Cloud
File Backup Set); AND

» Have not selected any Predefined Destination in the backup creation process on the
AhsayCBS User Web Console
-OR-
Have selected a Predefined Destination in the backup creation process on AhsayCBS User

Web Console but wish to add additional backup destination other than the predefined
destination.

1. Log in to AhsayOBM with user account Login name and Password.

© AhsayDBM

® AhsayOBM

Login name

WindowsTest_1

Password

M save password

Show advanced option

2. Click the Backup Sets button to open the backup sets.

Backup Sets



3.

4.
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Select the backup set you want. In our example, the backup set is called default-

backup-set-name-1.

© AhsayDBM

Backup Sets

Creation Time w

default-backup-set-name-1
Owner: w2k8gr2-std
Newly created on Friday, October 25, 2019 11:00

D

File

default-backup-set-name-2

Owner: w2k8r2-std

Newly created on Friday, October 25, 2019 11:01
Office 365

The General page of the backup set opens.

[S[=] E3

© AhsayDBM

m default-backup-set-n...

General

Source

General

Name

| default-backup-set-name-1

Oowner
W2K115B5
Backup Schedule
, Windows User Authentication
Continuous Backup

Domain Name (e.g Ahsay.com) / Host Name

Destination | 10.90.10.12 |

Show advanced settings User name

| Administrator |

Password

P |

Delete this backup set

JS[=] E3
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5. Go to the Destination page. You can add extra storage destinations here. Click the

Add button.
© Ahsay0BM O[]
E default-backup-set-n... Destination
Backup mode
Genera\ Sequential w
Source Existing storage destinations
0 AhsayCBS
Backup Schedule Host: 10.16.10.12:443
Add

Continuous Backup

Destination

Show advanced settings

Delete this backup set

6. Add a new destination on the New Storage Destination / Destination Pool. Select the
Destination storage from the dropdown list. In our example, it is GoogleDrive-1.

New Storage Destination / Destination Pool

Name

Destination storage

(@ AhsaycBs ¥

¢z GoogleDrive-1

ﬂ Local / Mapped Drive / Removable Drive
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7. The new storage destination, GoogleDrive-1, can be seen on the Destination page.
© Ahsay0BM [ O[]

E default-backup-set-n... Destination

Backup mode

General

Source Existing storage destinations
G AhsayCBS

Backup Schedule Host: 10.16.10.12:443

@ GoogleDrive-1

Continuous Backup

N

Show advanced settings

8. Click on Save to save the modification.
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