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1 Overview

1.1 What is this software?

Ahsay brings you specialized client backup software, namely AhsayOBM, to provide a set of
tools to protect your Microsoft System State. This includes backup feature, that leverages
Microsoft’s native WBAdmin command-line tool (http://go.microsoft.com/fwlink/?Linkld=140216)
for Windows Server 2008 and newer releases, and recovery feature.

System state backup and restore operations include all system state data, and you cannot
choose to backup or restore individual components due to dependencies among the system
state components.

System state data is comprised of the following files:

@  Boot files, including the system files, and all files protected by Windows File
Protection (WFP)

@  Active Directory (on a domain controller only)
@  SYSVOL (on a domain controller only)
@  Certificate Services (on certification authority only)
@  Cluster database (on a cluster node only)
@  Component Services Class registration database
@  Performance counter configuration information
@  Microsoft Internet Information Services (11S) meta directory (on an IIS server only)
@  Registry
The size of a set of system state backup data is dependent on the role installed on the server.

Please refer to the following article for more details:

For Windows XP and Windows Server 2003:

https://msdn.microsoft.com/en-us/library/windows/desktop/aa381498

For Windows 2008 and newer releases:

https://msdn.microsoft.com/en-us/library/windows/desktop/bb968830



http://go.microsoft.com/fwlink/?LinkId=140216
https://msdn.microsoft.com/en-us/library/windows/desktop/aa381498
https://msdn.microsoft.com/en-us/library/windows/desktop/bb968830

1.2 System Architecture

The following high-level system architecture diagram illustrates the major elements involved in
the backup process of a MS Windows System State backup with AhsayOBM and AhsayCBS.

In this user guide, we will focus on the software installation, as well as the end-to-end backup
and restore process of MS Windows System State using the AhsayOBM as a client backup
software.
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1.3 About this document

131

1.3.2

1.3.3

Document Main Part

This document contains information that are essential for understanding the MS Windows
System State backup and recovery process.

The document can be divided into three (3) main parts:

Part 1: Preparing for Microsoft System State Backup & Restore

Requirements and Limitation
Requirements on hardware & software for installation and limitation

Best Practice and Recommendation
Items recommended to pay attention to before backup and restore

Part 2: Performing Microsoft System State Backup

Starting AhsayOBM
Login to AhsayOBM

Creating a Backup Set
Create a backup set using AhsayOBM

Running a Backup Set
Run a backup set using the AhsayOBM

Part 3: Restoring Microsoft System State Backup

Restoring a Backup Set using AhsayOBM

Restore a backup using the AhsayOBM and User Web Console

What should | expect from this document?

After reading through this documentation, you can expect to have sufficient knowledge to
set up your system to backup Microsoft System State on AhsayOBM, as well as to carry out
an end-to-end backup and restore process.

Who should read this document?

This documentation is intended for backup administrators and IT professionals who are
responsible for the Microsoft System State backup and restore.



2.2

2.3

2.4

2.5

Preparing for Backup and Restore

Hardware Requirement

To achieve the optimal performance when AhsayOBM is running on your machine, refer to
the following link for the list of hardware requirements for AhsayOBM:
FAQ: Ahsay Hardware Requirement List (HRL) for version 8.1 or above

Software Requirement

Make sure the operating system where you need the Windows System State to be backed up
is compatible with the AhsayOBM. Refer to the following link for the list of compatible
operating systems and application versions.

FAQ: Ahsay Software Compatibility List (SCL) for version 8.1 or above

Antivirus Exclusion Requirement

To optimize performance of AhsayOBM on Windows, and to avoid conflict with your antivirus
software, refer to the following link for the list of processes and directory paths that should be
added to all antivirus software white-list / exclusion list:

FAQ: Suggestion on antivirus exclusions to improve performance of Ahsay software on
Windows

AhsayOBM Installation

Make sure that the latest version of AhsayOBM is installed on the computer to be backed up.

AhsayOBM Add-on Module Configuration

Make sure that the Windows System State Backup add-on module is enabled in your
AhsayOBM user account. Please contact your service provider for more details.

Backup Set Settings of the client backup agent for this user.
Settings

Report Backup Client

Statistics s AhsayOBM User AhsayACE User

Effective Policy
Add-on Modules

Microsoft Exchange Server v| g Microsoft SQL Server
MySQL Database Server E Cracle Database Server
tstws. | 0tus Domino tstws. Lotus Mofes
E ‘Windows System Backup | vy E ‘Windows System State Backup
ViMware E Hyper-V
E Microsoft Exchange Mailbox ShadowProtect System Backup
[Z] nas-onae & 1as - synology
vy E Mobile (max. 10) @ Continuous Data Protection
vy Volume Shadow Copy vy u In-File Delta
OpenDirect ! Granular Restore m Office 365 Backup

MariaDB Database Server



https://wiki.ahsay.com/doku.php?id=public:8000_faq:ahsay_hardware_requirement_list_hrl_for_version_8.1_or_above&s%5b%5d=8000
https://wiki.ahsay.com/doku.php?id=public:8001_faq:ahsay_software_compatibility_list_scl_for_version_8.1_or_above&s%5b%5d=8001
https://wiki.ahsay.com/doku.php?id=public:8014_faq:suggestion_on_antivirus_exclusions&s%5b%5d=antivirus&s%5b%5d
https://wiki.ahsay.com/doku.php?id=public:8014_faq:suggestion_on_antivirus_exclusions&s%5b%5d=antivirus&s%5b%5d

2.6 Backup Quota Requirement

Make sure that your AhsayOBM user account has sufficient quota assigned to accommodate
the storage for the system state backup for the new backup set and retention policy. Please
contact your backup service provider for more details.

2.7 Java Heap Size

The default Java heap size setting of AhsayOBM is 2048MB. For Windows System State
backup, it is highly recommended to increase the Java heap size setting to at least 4096MB to
improve backup and restore performance. The actual heap size used will be dependent on
amount of free memory available on the machine with AhsayOBM installed (machine that is
running the backup).

For best performance, consider increasing the memory allocation setting for AhsayOBM (Java
heap space).

Refer to this link for more details about the modification of the java heap size setting for
AhsayOBM:

FAQ: How to modify the Java heap size setting of AhsayOBM / AhsayACB?

2.8 License Requirement
AhsayOBM licenses are calculated on a per device basis:

© To back up users with 1 backup client computer (e.g. 1 AhsayOBM installed), 1
AhsayOBM license is required.

© To back up users with multiple backup client computers, the number of AhsayOBM
licenses required is equal to the number of devices. For example, if there are 10
users to be backed up with 3 backup client computers, then 30 AhsayOBM
licenses are required. Please contact your backup service provider for more details.

2.9 Windows Requirement

()] Windows Server Backup (WSB) Features

The following Windows Server Backup features must be installed on the computer to be
backed up:

@  Windows Server Backup
@  Command line Tool

&  Windows PowerShell

This can be confirmed in the Server Manager. These features can be added by
selecting Add Roles and Features.

www.ahsay.com
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Select features

Before You Begin
Installation Type
Server Selection

Server Roles

Features

Select one or more features to install on the selected server.

Features

DESTIMATION SERVER
w2k16R2-std

Description

[] Windows Identity Foundation 3.5

[ Windows Internal Database

[®] Windows PowerShell (2 of 5 installed)
[ Windows Process Activation Service
[ Windows Search Service

[] Windows Server Migration Tools

[[] Windows Standards-Based Storage Management
[ Windows TIFF IFilter

] WinRM IIS Extension

[ WINS Server

[ Wireless LAN Service

WoW64 Support (Installed)

[ XPS Viewer

<l

n E

~ Windows Server Backup allows you
to back up and recover your
operating system, applications and
data. You can schedule backups, and
protect the entire server or specific
volumes.

< Previous | |

Next » | | Install || Cancel

Windows Account Permission

To perform recovery using Windows Server Backup, the operating system account you
are using must be a member of the Backup Operators or Administrators group.

NTBackup

NTBackup must be installed on the computer to be backed up.

This can be confirmed either by searching if ntbackup.exe is found under C:\WINDOWS,
or running the following command in an administrative command prompt:

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\support>ntbackup




You can verify if ntbackup is installed or not by the following interface pop out or not.
Backup or Restore Wizard

Welcome to the Backup or
ﬁ Restore Wizard
.1 0 2=

Thiz wizard helps vou back up or restore the files and
gettings on your computer.

|f oy prefer, pou can switch to Advanced Mode to change the
zettings uzed for backup or restore. Thiz oplion iz recommended
for advanced uszers only.

¥ Always start in wizard mode

To continue, click Mest.

¢ Back I Mexst = I Cancel

° System Volume
The system volume must be formatted with NTFS.

(] Latest Service Packs from Microsoft

Ensure that you have the latest service packs installed. Updates to the Windows
operating system improve its performance and resolve known issues with Windows
Server Backup.

NOTE

» Windows XP home is not supported for the system state backup and restore by AhsayOBM.

» As Windows XP and Windows 2003 are no longer supported by Microsoft anymore, Ahsay
will provide best effort support for backup and restore for these 2 Windows platforms.




2.10 Temporary Volume

Make sure that the storage location configured for the system image is set to a supported
location.

9 AnsayOBM = Te |

Create Backup Set

Name

MS Windows System State Backup Set

Backup set type

MS Windows System State Backup w
Specify the temporary location for the system backup
Local Disk (C:) (¥

Local Disk (C2)

Temp1 (E2)

Temp2 (F:)

The temporary storage location is required by the WBADMIN utility to temporary store the
image file during the backup job.

The machine requires an additional drive to accommodate the spooling of the System State
image file. As you can on our sample screen shot above, we have three (3) drives in total,
Local Disk C:, Templ E:, and Temp2 F:

If the machine has only one (1) drive, then one of the following options will need to be
implemented to create the temporary volume.

@ A USB drive needs to be connected
@ The existing C: drive will need to be repartitioned to create an additional drive, i.e. D:
@  An extra physical drive will need to be installed

@  Set up a network drive (the least preferred option as it will affect the backup
performance)

For more details about the restrictions, please refer to the following link:

FAQ: Restrictions on the temporary storage location for the Windows System State and
System backup image file

(1] Disk Space Available in Temporary Storage Location

Make sure that there is sufficient disk space available in the storage location for the
backup set.

www.ahsay.com
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For a system backup, it will typically require disk space of the total used size of all
volumes selected for backup.

NOTE

Used space, not free space of all volumes selected for backup.

. |Jsed space: 37.358,649,344 bytes 4.7 GB
. Free space: 15,959,339.008 bytes 14.8 GB
Capacity: 53,317 ,988,352 byptes 496 GB

Crive

[} Maximum Supported Disk Size

For Windows Vista, or 2008 / 2008 R2 Server, source volumes with size greater than 2
TB (e.g. 2040 GB - 2 MB = 2088958 MB) are not supported.

This limitation is related to the .vhd file size limit.

NOTE

This limitation does not apply to Windows 8 or newer releases of Windows platforms.

www.ahsay.com




3 Best Practices and Recommendations

The following are some best practices or recommendations that we strongly recommend,
before you start any Microsoft System State backup and restore:

www.ahsay.com

Temporary Directory Folder Location

For best performance, it is recommended that the temporary storage location of a MS
Windows System State backup set is set to a supported local volume, and not to a
network volume (e.g. to improve 1/O performance). The temporary storage location is
highly recommended to be set on a directory with sufficient free disk space and located
to another location other than Drive C: (e.g. Drive E:).

© AhsayOBM —[O =]
MS Windows System... General
Name
General MS Windows System State Backup
Backup Schedule owner
w2k16R2-std
Destination

Windows Svetem State Rackiip
ST Windows System State Backup
Specify the temporary location for the system backup
Temp1 (E:) (V]

Ithentication

ser Al
Domain Name (e.g Ahsay.com) / Host Name
w2k16R2-std

User name
Administrator

Password

Delete this backup set

NOTE

Kindly noted that for Windows Server 2008 or newer releases, the restriction on temporary
volume (Ch 2.10) must also be considered.

Backup Destination

To provide maximum data protection and flexible restore options, it is recommended to
configure:

@ At least one offsite or cloud destination
@  Atleast one local destination for fast recovery
Backup Frequency

MS Windows System State backup should be performed at least once per week.

10




(] Performance Recommendations

Consider the following best practices for optimized performance of the backup
operations:

@  Enable schedule backup jobs when system activity is low to achieve the best
possible performance.

@  Perform test restores periodically to ensure your backup is set up and performed
properly. Performing recovery test can also help identify potential issues or gaps
in your recovery plan. It's important that you do not try to make the test easier, as
the objective of a successful test is not to demonstrate that everything is flawless.
There might be flaws identified in the plan throughout the test and it is important
to identify those flaws.

0 System Recovery Plan

Consider performing routine system recovery test to ensure your system backup is
setup and performed properly. Performing system recovery test can also help identify
potential issues or gaps in your system recovery plan.

For best result, it is recommended that you should keep the test as close as possible to
a real situation. Often when a recovery test is to take place, administrators will plan for
the test (e.g. reconfiguring the test environments, restoring certain data in advance).
For real recovery situation, you will not get a chance to do that.

It's important that you do not try to make the test easier, as the objective of a successful
test is not to demonstrate that everything is flawless. There might be flaws identified in
the plan throughout the test and it is important to identify those flaws.

0 Restore to Alternate Computer

You can restore a system state backup to the same physical computer from which the
system state backup was created, or to a different computer that has the same make,
model, and configuration (identical hardware). Microsoft does not support restoring a
system state backup from one computer to a second computer of a different make,
model, or hardware configuration.

Please refer to the following article for more details:

http://support.microsoft.com/kb/249694

(1] Periodic Backup Schedule

The periodic backup schedule should be reviewed regularly to ensure that the interval
is sufficient to handle the data volume on the machine. Over time, data usage pattern
may change on a production server, i.e. the number of new files created, the number of
files which are updated/deleted, and new users may be added etc.

Consider the following key points to efficiently handle backup sets with periodic backup
schedule.

@  Hardware — to achieve optimal performance, compatible hardware requirements
is a must. Ensure you have the backup machine’s appropriate hardware
specifications to accommodate frequency of backups

e so that the data is always backed up within the periodic backup interval


http://support.microsoft.com/kb/249694

e so that the backup frequency does not affect the performance of the
production server.

@  Network — make sure to have enough network bandwidth to accommodate the
volume of data within the backup interval.

@  Retention Policy - also make sure to consider the retention policy settings and
retention area storage management which can grow because of the changes in
the backup data for each backup job.

www.ahsay.com ii7)




4 Restore Consideration

Please consider the following before performing a MS System State restore:

]

www.ahsay.com

Windows Account Permission

To perform recovery using Windows Server Backup, the operating system account that
you use, must be a member of the Backup Operators or Administrators group.

Disk Size

For recovery of operating system to a new hard disk, ensure that the disk that you
restore to is at least the size of the disk that contained the volumes that were backed up,
regardless of the size of those volumes within.

For example, if there was only one volume of size 100 GB created on a 1 TB disk
during backup, then you should use a disk that is at least 1 TB when recovering.

Windows Recovery Environment

For recovery of operating system, the processor architecture for a given instance of
Windows Recovery Environment and the computer whose system you are trying to
restore must match.

For example, Windows Recovery Environment for an x64 based version of the
operating system will only work on an x64 based server.

Caution on Recovery to Dissimilar Hardware

This recovery method requires the restore target system to have similar hardware and
the exact same boot type as the source system from which the backup was taken. Disk
adapters are especially sensitive. If dissimilar hardware is used, the restored system
might not be boot.

For example, if the system backup image was taken from a BIOS-based system, the
recovery environment must be booted in BIOS mode.

BitLocker Drive

For server with BitLocker Drive Encryption enabled, make sure to re-apply BitLocker
Drive Encryption to the server after a restore.

This will not happen automatically; it must be enabled explicitly.

For instructions, refers to the following: http://go.microsoft.com/fwlink/?LinkID=143722

i3]
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5 Logging in to AhsayOBM

Starting with AhsayOBM v8.5.0.0, there are several login scenarios depending on the setting
of the account you are using. The different scenarios will be discussed below:

© Login without 2FA

O Login with 2FA using authenticator app

© Login with 2FA using Twilio

5.1 Login to AhsayOBM without 2FA

1. Log in to the AhsayOBM application user interface. Double-click the AhsayOBM
desktop icon to launch the application.

AhsayOBM

2. Enter the Login name and Password of your AhsayOBM account, then click OK
to log in.

@ AhsayOBM

Login name

| save password




3. After successful login, the following screen will appear.

www.ahsay.com
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5.2 Login to AhsayOBM with 2FA using authenticator app

1. Log in to the AhsayOBM application user interface. Double-click the AhsayOBM
desktop icon to launch the application.

AhsayQEM

2. Enter the Login name and Password of your AhsayOBM account, then click OK
to log in.

English v

@ AhsayOBM

Login name

3. One of the two authentication methods will be displayed to continue with the login:

e Push Notification and TOTP when using Ahsay Mobile app

e TOTP only

» If Ahsay Mobile app was configured to use Push Notification and TOTP,
then there are two 2FA modes that can be used:

e Push Notification (default)

Push notification is the default 2FA mode. Accept the login request
on Ahsay Mobile to complete the login.

Two-Factor Authentication
Please approve notification request in one of registered Authenticator App.
... Waiting for response (00:04:36)

Authenticate with one-time password
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Example of the login request sent to the Ahsay Mobile app.

Authorization Request

Proceed authorization request for
MobileUser

REJECT  ACCEPT

TOTP
However, if push notification is not working or you prefer to use one-
time passcode, click the Authenticate with one-time password |ink

then input the one-time passcode generated by Ahsay Mobile to
complete the login.

Two-Factor Authentication

Please approve notification request in one of registered Authenticator App.
5. Waiting for response (00:04:05)

Alternatively, input the one-time passcode generated in your Authenticator App.

2 5 3 4 1 0 | o00:20

Example of the one-time passcode generated in the Ahsay Mobile
app.

Ahsay Mobile

AhsayOBM
MobileUser

253 410 o2&

17



» TOTP only

Enter the one-time passcode generated by the authenticator app to complete
the login.

Two-Factor Authentication

Enter one-time passcode generated from authenticator app

5 9 4 6 2 1 (00:00:21)

Example of the one-time passcode generated in the third-party authenticator
app Microsoft Authenticator.

AhsayOBM
MobileUser

One-time passwords enabled
° You can use the one-time password codes
generated by this app to verify your sign-ins

One-time password code

® 594 621

4. After successful login, the following screen will appear.

(® Ahsayosm MobileUser JY engisn v 5 )

& o h

Backup Sets Report

o B p

Restore Settings Utilities

NOTE

If you have trouble logging in using the authenticator app, please refer to Chapter 9 of
the AhsayOBM Quick Start Guide for Windows for more information.



https://www.ahsay.com/download/download_document_v8_obm-quickstart-windows.jsp

5.3 Login to AhsayOBM with 2FA using Twilio

1. Log in to the AhsayOBM application user interface. Double-click the AhsayOBM
desktop icon to launch the application.

AhsayQEM

2. Enter the Login name and Password of your AhsayOBM account, then click OK
to log in.

English v

@ AhsayOBM

Login name

W save password

3. Select your phone number.

Two-Factor Authentication

Please select phone number to receive passcode via SMS message to continue login.

Austria (#43) - ******g588

Philippines (+63) - ***+**§123
Switzerland (+41) - ******4731




4. Enter the passcode and click Verify to login.

Two-Factor Authentication

SMS message with a passcode was already sent to the phone number Philippines (+63) - #*###%#%5123
Please enter the passcode to continue login.

EUVS - (00:03:59)

Resend passcode

(®) Ansayom

0

Rl

Backup Sets Report

o 8 ;

Restore Settings Utilities

Don’t know how to use?




6 Overview on the Backup Process

The following steps are performed during a backup job. For an overview of the detailed process for
Steps 3, 5, 11, and 13, refer to the following chapters:

© Periodic Data Integrity Check (PDIC) Process (Step 3)

© Backup Set Index Handling Process

@  Start Backup Job (Step 5)

@ Completed Backup Job (Step 13)

© Data Validation Check (Step 11)

Start backup job

Establishing
connection

\

Connection from the backup client to the backup
server is established.

Uploading
encryption
key

Encryption key is uploadedto the backup
server (if enabled).

Running

Physical .bak files (data blocks) that does not
existin the index are removed from the

backup destination(s), then the statistics of
both data area and retention area will be
recalculated. y,

Running Pre-
backup
command

4

Pre-backup command is running (if
configured).

Downloading
files

5

’
Latest index.dbfile and checksumfiles are
downloaded from the backup destination(s)to
the temporaryfolder.

J

Generating
Windows
System backup
image file

6

Compiling
file list

7

www.ahsay.com

\

Windows System State image file is generated
by the WBAdmin to the temporaryvolume.

Localfile list is compiled accordingto the
backup source setting.

Comparing
files

Generating
deltafiles

9

Data
validation
check

11

Running
retention
policy

12

Removing
temporary
files

15

Local and remotefile lists are compared to
identify changes in the Windows System State

image file since the last backup job.

J

\
Delta files are generated for modified files (if
required when in-file delta is enabled).

J

Data are encrypted and divided into individual
data block size of 16 or 32 MB, and then
uploaded tothe backup destination(s).

The number of 16 or 32 MB data blocks and
the individual block size in the backup
destination(s) isidentical to the blocks
transferred.

J

3\
Retention policy job is running (if enabled).

J

\
Latest index files on the client computerare
saved to the backup destination(s) and client
log files are saved to the backup server.

J
Post-backup command s running (if
configured).

~
Temporary datais removed from the
temporary storage location specified in the
backup set (if enabled).

J

Y

Backup job completed
J
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6.1 Periodic Data Integrity Check (PDIC) Process

For AhsayOBM v8.3.6.0 (or above), the PDIC will run on the first backup job that falls on the
corresponding day of the week from Monday to Friday.

To minimize the impact of the potential load of large number of PDIC jobs running at the
same time on the AhsayCBS server, the schedule of a PDIC job for each backup set is
automatically determined by the result of the following formula:

PDIC schedule = %BackupSetiD% modulo 5
or

%BackupSetID% mod 5

The calculated result will map to the corresponding day of the week (i.e., from Monday to

Friday).
0 Monday
1 Tuesday

2 Wednesday

3 Thursday

4 Friday

NOTE: The PDIC schedule cannot be changed.
Example:

Backup set ID: 1594627447932

Calculation: 1594627447932 mod 5 = 2

2 Wednesday

In this example:
e the PDIC will run on the first backup job that falls on Wednesday; or

e if there is no active backup job(s) running from Monday to Friday, then the PDIC will run
on the next available backup job.

NOTE
Although according to the PDIC formula for determining the schedule is %BackupSetiD% mod 5,
this schedule only applies if the previous PDIC job was actually run more than 7 days prior.
Under certain conditions, the PDIC may not run strictly according to this formula. For example:
1. If AhsayOBM was upgraded to v8.5 (or above) from an older version v6, v7, or pre-8.3.6.0
version. In this case, the PDIC job will run on the first backup job after upgrade.
2. If backup jobs for a backup set are not run on a regular daily backup schedule (for example:

on a weekly or monthly schedule), then the PDIC job will run if it detects that the previous
PDIC job was run more than 7 days ago.
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o[k

[E O]
—
from the backup

aremorethan 90
days old

backup destination(s)

Removingindex files

destination(s) which

b a A
= 0 Q A
0 N N , & L S
o " iy p—
O 4
N
Start Periodic Checkingindexfiles  Checking outdated No index-related Periodic Data
Data Integrity whichare morethan  entriesin the index issuesfound Integrity Check
Check 90 days old in the files if they physically completed

existin the backup
destination(s)

0
A

A [

Removing outdated
entriesin theindex  recalculated
files which do not A
physically existin

backup destination(s)

-

e Check the index files in
the backup destination(s)
to determine if they were
more than 90 days old.

=» If YES, proceed too
=» 1f NO, proceed to o

o Check the outdated
entries in the index files
for files and/or folders if
they physically exist in
the backup destination(s).

= If YES, proceed to e
=»1f NO, proceed to o

I
v

° Storage Statistics for
Data area and
Retention area usage
will be recalculated.

o Periodic Data Integrity
check is completed.

e Index files with no issues
will be uploaded to the
current backup destination(s).

o The backup job process
will continue.

Storage Statistics

Uploadingindexfiles
with no issuesto the
currentbackup
destination(s)

N
S

Continue backupjob

o Index files which are
more than 90 days old
will be removed from the
backup destination(s).

o Outdated entries in the
index files for files
and/folders which do not
physically exist in backup
destination(s) will be
removed.
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6.2 Backup Set Index Handling Process
To minimize the possibility of index related issues affecting backups, each time index files are
downloaded from and uploaded to backup destination(s); the file size, last modified date, and
checksum is verified to ensure index file integrity.
6.2.1 Start Backup Job
9,
8
AhsayOBM
-
Index file received by AhsayOBM LN
> i
h
— _ Redownload
— index file
e Check index
— file size
o ; of
A . ~
‘k AhsayCBS Backup Server o \k o \‘
h ﬁ - i
8 — “OR- J e
Download Verify Check Chet.:k latest
index.db file - checksum modified date
00" of index.db file
aws e @
. D7 BT e
@ "(5 & & Redownload o Redownload
i adi index file index file
Cloud Destination
e Index file is rgtrieved from o Check modified date. Ifindex is valid,
the current directory (i.e., =» If latest modified date use the index.db file
Ahsa.yCIIBS, Cloud is correct, proceedto to compile file list for
Destination, FTP or SFTP). backup.
=» [fNOT, proceed to o
0 Index file will be downloaded.
o Verify Check checksum e Check index file size. Index file will be
of index.db file. = Ifindex file size redownloaded.
=) If checksum is correct, proceedto o Proceedto o
is correct, proceedto o
=3 [fNOT, proceed to o
=» |fNOT, proceed to o
ey
www.ahsay.com 2




6.2.2

Completed Backup Job

cr.b

_,ilc

L2 ﬁ

AhsayCBS Backup Server -QOR - Cloud Destination

[ I
1\

Index file uploaded to AhsayCBS o
or Cloud Destination [

> O

aws ne @

N
n - Reupload
) index file
Check index
file size

of

AhsayOHM
N

O ) N
Index.db o —>
Verify Check Check latest
Index file AhsayDBM checksum modified date
of index.db file
o Reupload o Reupload
index file index file
e Index file from AhsayOBM is o Check index file size.
uploadedto AhsayCBS, Cloud =) Ifindex file size
Destination, FTP or SFTP. is correct, proceed to e
=) If NOT, proceed to o
@Verify Check checksum o Index file is uploaded

of index.db file. correctly to AhsayCBS

< If checksum or Cloud Destination.
is correct, proceedto o

=» IfNOT, proceed to o

o Check modified date. o Index file will be o
=) If latest modified date reuploaded. Proceedto

is correct, proceedto o
=) If NOT, proceed to o

25
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Data Validation Check Process

As an additional measure to ensure that all files transferred to the backup destination(s) are
received and saved correctly, both the number of 16 or 32 MB data block files and the size of
each block file are checked again after the files are transferred.

@

@tya o

Cloud Destination

S

AhsayCBS
Backup Server

\f/

Start Data

o
a

Mi§sing block(s)

Local Drive

)
(o> [ast

Block size
not identical

» 0 C&. 9, %
oI g =

Data block
Validation Check size check

Data Validation
Check complete

Running
Retention Policy

i

Statistics

ot

Block size
deletion

o Check the number of 16 or 32 MB
data blocks in the backup
destination(s) is identical to the
number of blocks transferred.

=» If YES, proceedto Q
=» IfNO, proceedto °

G Check the individual sizes
of each data block in the
backup destination(s) is
identical to the sizes of each
block transferred.

=» If YES, proceedto o
=9 IfNO, proceedto e

Data validation check is complete.

° Retention policy will run (if enabled).

o Files in the missing block(s)
will be removed from the

index.db file.

o Statistics will be updated
accordingto the files removed.

Proceedto e

0 Block size that are not identical
will be removed from the backup
destination(s).

Proceedto then

Proceedto 9
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7 Windows XP and Windows Server 2003
7.1 Configuring a MS Windows System State Backup Set

Create the MS Windows System State backup set using following steps.

1. Inthe AhsayOBM main interface, click Backup Sets.

[

Backup Sets

2. Create a MS Windows System State backup set by clicking H next to Add new
backup set.

Backup Sets

. Add new backup set




& /

3. Select MS Windows System State Backup as the Backup set type, enter a Name

for your backup set, and specify a Temporary Location for your back up. Click Next to
proceed.

Create Backup Set

Name

| MS Windows System State Backup Set |

Backup set type
MS Windows System State Backup w#

Specify the temporary location for the system backup

Create Backup Set

Name

| MS Windows System State Backup Set |

Backup set type
MS Windows System State Backup w

Specify the temporary location for the system backup

Local Disk (C:) W

Local Disk (C:)
Temp1 (E2)

Temp2 (F;)




4,
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In the Schedule window, configure a backup schedule for backup job to run
automatically at your specified time interval.

As you can see, there’s already a default Backup Schedule which is set weekly, every
Friday around 20:00PM. Click Add to add a new schedule.

[ asow  [-I=FE
Schedule

Run scheduled backup for this backup set

Existing schedules
ﬁ Backup Schedule
Weekly - Friday (Every week at 20:00)

on

New Backup Schedule

Name

| Daily-1

Type

Start backup

[« v][o v]{or v]

Stop

Iuntil full backup completed w I

|1 Run Retention Policy after backup

Click OK to continue, and then click Next to proceed afterward.

29




5.

6.
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In the Destination window, select a backup destination where the backup data will be

stored. Click '™ next to Add new storage destination / destination pool.

Destination

Backup mode
Sequential W

Existing storage destinations

. Add new storage destination / destination pool

Lo T

Previous Next Cancel

NOTE
For more details on Backup Destination, refer to this link:

FAQ: Frequently Asked Questions on Backup Destination

For more details on configuration of cloud storage as backup destination, refer to the
Appendix A section in this guide.

Select the Destination storage.


https://wiki.ahsay.com/doku.php?id=public:8002_faq:faq_on_backup_destination

New Storage Destination / Destination Pool

Name

Destination storage

[€] Ansayces

| €] Ahsaycss
& GoogleDrive-1

E Local / Mapped Drive / Removable Drive

Continue by adding another destination for the backup set or click Next to proceed.
2 AhsayOBM EEIE]

Destination

Backup mode

Sequential u

Existing storage destinations

AhsayCBS
Host: 10.16.10.12:443

(:\_' GoogleDrive-1

Local-1
C\UserstAdministrator\Documents

Add

NOTE

Multiple backup destinations can be configured for a single backup set.

www.ahsay.com 31




7.
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In the Encryption window, the default Encrypt Backup Data option is enabled with an
encryption key preset by the system which provides the most secure protection.

Encryption

Encrypt Backup Data

on C |
Encryption Type
Default v

User password

Custom

You can choose from one of the following three Encryption Type options:

>

>

Default — an encryption key with 44 alpha numeric characters will be randomly
generated by the system

User password — the encryption key will be the same as the login password of
your AhsayOBM at the time when this backup set is created. Please be reminded
that if you change the AhsayOBM login password later, the encryption keys of the
backup sets previously created with this encryption type will remain unchanged.

Custom — you can customize your encryption key, where you can set your own
algorithm, encryption key, method and key length.

Encryption

Encrypt Backup Data

on e |
Encryption Type
Algorithm

AES v

Encryption key

L

Re-enter encryption key

kkkiiik

Method
ECB (@) CBC
Key length
128-bit (@) 256-bit

NOTE

For best practice on managing your encryption key, refer to this link:
FAQ: Best practices for managing encryption key for AhsayOBM or AhsayACB



https://wiki.ahsay.com/doku.php?id=public:8015_faq:best_practices_for_managing_encryption_key&s%5b%5d

Click Next when you are done setting.

8. If you have enabled the Encryption feature in the previous step, the following pop-up
window will be shown, no matter which encryption type you have selected.

You are advised to write this encryption key down on paper and keep it in
place. You will need it when you need to restore your files later.
confirm that you have done so.

Unmask encryption key

Copy to clipboard

The pop-up window has the following three options to choose from:

» Unmask encryption key — The encryption key is masked by default. Click this
option to show the encryption key.

You are advised to write this encryption key down on paper and keep it in
ace. You will need it when you need to restore your fi a
firm that you have done so.

rcX1MBE4brnZ086eK0Op6FeabuuRRI3gDXGIg5UBXFOs=

Mask encryption key

Copy to clipboard

» Copy to clipboard — Click to copy the encryption key, then you can paste it in
another location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step.
9. If you have enabled the Schedule feature in the previous step, the following window

will be shown. Enter the Domain Name / Host Name of the computer, User Name and
Password of the Windows account that will be running the backup. Click Next to



create the backup set.

Windows User Authentication

Domain Name (e.g Ahsay.com} / Host Name

| child.csv2012.local

User name

| Administrator

Password

10. The following screen is displayed when the new MS Windows System State backup set
is created successfully.

Congratulations!

"MS Windows System State Backup Set" is successfully created.




11. Based on Best Practices and Recommendations, it is highly recommended to set the
temporary directory to another location other than Drive C: (e.g. Drive E:). To do this,
go to Backup Sets > Others > Temporary Directory and click the Change button to
browse for another location.

Temporary Directory

Temporary directory for storing backup files

E:\temp ‘Change
77.56GB free out of total 99.48GB space in E:
Remove temporary files after backup

12. Optional: Select your preferred Compression type. By default, the compression type is
Fast with optimization for local.

Go to Others > Compressions, then select from the following:

o No Compression

) Normal

. Fast (Compressed size larger than normal)
. Fast with optimization for local

Compressions

Select compression type

Fast with optimization for local v

No Compression

Normal

Fast (Compressed size larger than normal)

Fast with optimization for local

Save Cancel



/

7.2 Start a Manual Backup

1.

www.ahsay.com

Click the Backup icon on the main interface of AhsayOBM.

0

el

Backup

Select the backup set which you would like to start a backup for.

Please Select The Backup Set To Backup

Creation Time W

MS Windows System State Backup Set
Oowner: cengwin2012
Newly created on Wednesday. October 09, 2019 10:28

SYSTEM STATE




/

3. If you would like to modify the In-File Delta type, Destinations and Retention Policy
Settings, click Show advanced option.

e mwmes  I=EE
Choose Your Backup Options

MS Windows System State Backup Set

Backup set type
System State

Show advanced option

Choose Your Backup Options

MS Windows System State Backup Set

Backup set type
System State

In-File Delta type

) Full

() Differential
() Incremental

Destinations

v @ AhsayCBs (Host: 10.16.10.12:443)

"] €& GoogleDrive-1

D ﬂ Local-1 (C:\Users\Administrator\Documents)

Retention Policy
|:| Run Retention Policy after backup

Hide advanced option

Previous Backup Cancel

4. Click Backup to start the backup job. The NTBackup interface will be displayed
temporarily when creating the system state .bkf file. The window will close



automatically afterward.

% Backup Utility - [Untitled] _ O]
Job  Edit Wiew Tools Help

Wwelcome Backup | Restore and M anage Medi
Click to zelect the check box far any drit
& o -

B [I[E Deskiop
= t} fy Compuiter
i B-[J=e Local Disk [C:)

O DvD Drive [F:) Dirive: |System State
Syztem State
D@ My Documents Label: ISystemState.bkamB-m -05-14-10-36-000.4DD
L]y obm-win Status: i i
&[] g My Network Places : IEacklng up files from your computer. .
Progress: [ ]
Elapzed: E stimated remaining:
Time: | 8 sec. 3 mir., 28 sec.

Processing: IS_l,lﬂem Stateh. ASYSTEMNDIe DENoledb32.di

Froceszed: E stinnated:

| Backup destination: ;
=P [Fite s | 322 | 2748 L]
Backup media o il name: Butes: | 19,522,093 | 527751 267
IC:'\DDcuments and Settingsha B rowrse— I
Backing up files From wour computer, .. File: ]
NOTE

» Kindly noted that the NTBackup interface will only be displayed during manual backup
process, it will NOT be shown during a scheduled backup or a continuous backup.

» During the process of creating the system state .bkf file, please do NOT click on
the Cancel button, otherwise the backup process will fail.

% Backup Utility - [Untitled] =10 x|

Job Edit View Tools Help

Welcome. Backup | Restore and Manage Med o Aate e S | - |
Click to select the check box for any dri 1{7: — L

= D@ Desktop
=11 d My Computer
@-[]=e Local Disk [C:)

O DVD Drive F:) Dirive: |System State
System State

-3} My Documents Label: |SystemState. bkf.2018-01-05-14-10-36-000.ADD

=00 IT:_] abm-win Status: . -

0 % o s us: |Bac:k|ng up files fom your computer...
Progress: []

Elapsed. Estimated remaining:

Time: I 2sec. | 3 min., 28 sec.

Processing: ISystem Statel..ASYSTEMAOle DBMoledb32.dll

B é ckup dastination: e Processed: Estimated:
[Fie | 322 | 2746 EI
B ek edia o1 fle nams: Bytes: | 19522093 | 527,751,267
IC' “Documents and Settingshst Browee=— T
Backing up files from your computer, .. [File: VA




5.  AhsayOBM wil start to backup the system state .bkf file.

O AhsayDBM

Backup

MS Windows System State Backup Set

AhsayCBS (Host: 10.3.1.8:80) |_—'
G [Mew File] WINXPSHADPRO\SystemState.bkf (44%) Q .

Estimated time left 1 min 33 sec (286.84M)

Backed up 219.19M (0 file, 1 directory. 0 link)

Elapsed time 2 min 52 sec

Transfer rate 25.77Mbit/s

6. The following screen is displayed when the system state data are backed up
successfully.

© Ahsay0BM

o=|
Backup

MS Windows System State Backup Set

AhsayCBS (Host: 10.3.1.8:80) .
G + Backup Completed Successfully

Estimated time left 0 sec

Backed up 510.47M (1 file, 1 directory, 0 link)

Elapsed time 3 min 29 sec
Transfer rate 9.02Mbit/s

www.ahsay.com 39




7.3 Restore the System State Data

1.

2.

3.
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Click the Restore icon on the main interface of AhsayOBM.

Restore

Select the backup set that you would like to restore the system state data from.
e AnsayOBM [=To ]

Please Select The Backup Set To Restore

Sort by

Creation Time w

MS Windows System State Backup Set
Owner: cengwin2012
Last Backup: Wednesday. October 03, 2019 10:36

SYSTEM STATE

Select the backup destination that contains the system state data that you would like to
restore.



© AhsayQBM = ':'-

Select The Destination From Which To Restor...

MS Windows System State Backup Set

Local-1
G:\Backup Destination %
CBS

Host: 10.1.0.10:80

4. Select to restore from a specific backup job, or the latest job available from the Select

what to restore drop down menu. Click Next to proceed.
© AhsayOBM (= [= ]

Select Your Files To Be Restored

Select what to restore

Choose from files as of job W || 10/09/2019 W || Latest w

Show filter
Folders Marme Size Date modified
E- B Local1 | Microsoft Win2008_Sysstate_Backup 7,9947.. 10/09/201910:51

E cw cengwin2012

Search Items per page | 50 w | Page 1/1 w




5.
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Select the location to restore the system state data to by clicking the arrow down icon.

[ o [-["E
Choose Where The Files To Be Restored

Restore files to

Local Disk (C:) W

Show advanced option

Previous Cancel

Choose Where The Files To Be Restored

Restore files to

Local Disk (C2)

Temp1 (E)
Temp2 (F:)

Previous Cancel
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Click Show advanced option to configure other restore settings.

Choose Where The Files To

Restore files to

Show advanced option

Choose Where The Files To

Restore files to

Temp2 (F)

Verify checksum of in-file delta files during restore

Hide advanced option

®  Verify checksum of in-file delta files during restore

By enabling this option, the checksum of in-file delta files will be verified during
the restore process. This will check the data for errors during the restore
process and create a data summary of the in-file delta files which will be included
in the report.

Select the temporary directory for storing temporary files by clicking Browse.

O Ans2yOBM == |

Temporary Directory

Temporary directory for storing restore files

C:\Users\administratoritemp Browse

43




7. Click Restore to start the restoration.

© AhsayQBM = ':'-

Restore

MS Windows System State Backup Set

ﬁ Local-1 (F\Backup Destination)

]
Restoring... F\Microsoft_Win2008_Sysstate_Backup (6%)
Estimated time left 2 min 40 sec (3.20G)

Restored 237.75M (0 file)
Elapsed time 28 sec
Transfer rate 85.46Mbit/s

8. The following screen is displayed when the system state data is restored successfully.

© AhsayOBM — (o=

Restore

MS Windows System State Backup Set

E Local-1 (F\Backup Destination)

+ Restore Completed Successfully
Estimated time left 0 sec

Restored 3.43G (1 file)
Elapsed time 4 min 49 sec
Transfer rate 102.63Mbit/s
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9. The restored system state data is stored in the “hostname” folder in the restore location.

@ Q:',Jalin'Restore Test', WINXPSHADPRO

File Edit View Favorites Tools  Help | ;?
' -6 - ’ . |
O Back. 7 | ? p Search Folders El 2 Folder Sync
Address I_} i\ JaliniRestare Test\WINXPSHADPRO j E, e
Mame = | Size | Type | Date Modified |
File and Folder Tasks S 'gSystemState.bkF 518,171 KB ‘Windows Backup File 10{09/2019 10:51

j Make a new Folder
@ Publish this folder to the
Web

10. Continue to the next section of the guide.

7.4 Apply the System State Data

Before you begin, please make sure that the system state data restored with AhsayOBM are
copied to a local disk or in a remote shared folder.

1. Open NTBackup. In the Windows Start menu, click Run... and type in ntbackup.

Run |

= Type the name of a program, folder, document, ar
g Internet resource, and Windows will open it for wou,

Qpen: I ntbackup j

Ik I Cancel | Browse, ., |

2. Click Next to proceed.

Backup or Restore Wizard Ed

Welcome to the Backup or
@ Restore Wizard
110 B

Thiz wizard helpz you back up ar restare the files and
zettings an your computer.

[f wour prefer, vou can switch to Advanced Mode to change the
gettings uzed for backup or restore. Thiz option 1z recommended
for advanced uzers only.

V¥ Always start in wizard mode

To continue, click Mest.

< Back I et » I Cancel
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Choose Restore file and settings and click Next to proceed.

=]

Backup or Restore YWizard

Backup or Restore
“'ou can back up files and zettings, or restore them from a previous backup.
=

YWhat do you want bo do’?

" Back up files and settings

¥ Festore filez and settingz

< Back I et > I Cancel

Click Browse to choose the SystemState.bkf file, which is restored via AhsayOBM,
and then press OK.

Backup or Restore Wizard I
What to Restore
Y'ou can restore any combination of drives, folders, or files.
=

I‘E%D Double click an item on the left to zee itz contents. Then select the

1 cherk bow newt baaen drivee Falder A Bile Haat oonomant barestare

Pt 8 0pen Backup File LWSE--- |

[temns to res e
E“
O g Fleaze specify the file that pou would like to catalog. [ 1=
— 00, L
Open: IJaIin'\Hestnre TesthwINXPSHADPROS ystemState bif - B0 |
a0 |
ITI Cancel | B | 701
arnce TOMAISE, . 00 |
00 1
[] & SystemState bkf.1471-09-04-21-00-00-0... [
 ~ ' eI N A I e E B e T e s s R En ]
b rI

< Back | Mest » | Cancel |

Expand the file tree from the left panel and select the corresponding System State file
according to the file restored preciously. You can refer to the restored file in the
restored destination. The correct SystemState.bkf file should be the one with the most
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updated modification time as the file in restored destination.

Backup or Restore Wizard x| |

What to Restore
You can restore any combination of drives, folders, or files.

D Double click an item on the left to see its contents. Then select the
% i check box next to any drive, folder, or file that you want to restore.

Browse... |

Items to restore:
SystemState bkf.1471-10-30-21-00-00-000.4DD :I olume | Set No. I
SystemState bkf.1471-11-06-21-00-00-000.4DD O ﬂ System State 1

SystemState.bkf.1471-11-13-21-00-00-000.40D
SystemState.bkf. 2014-06-27-1 0‘35-44-UDU,ADDJ
SystemState.bkf. 2018-01-05-14-10-36-000.4DD

RN

SystemState.bkf. 2013-09-10-10-51-57-000.40D

15 e, DRI, oo =N ANA1N],
SystemState bkf.2557-08-18-17-52-14-000.4DD = I

» < | il

< Back I Next > I Cancel |

@ 0:'.Jalin'Restore Test', WINXPSHADPRO

File Edit Wiew Favorites Tools Help

OBack - -J - lﬁ /I__) Search || Folders |v

Address I@ i JaliniRestore Test\WINXPSHADPRO

=
> | Folder Sync

jGo
[

e ) 1

I
1 e =TT T
File and Folder Tasks S aSystemState.bkF 518,171 KB  Windows Backup File 10{09/2012 10:51 I

;j Make a new Folder
@ Publish this folder to the
el
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6. Check the box in front of System State and click Next to proceed.

Backup or Restore Wizard

What to Restore
You can restare any combination of drives, folders, or files.

N Double click an item on the left to see its contents. Then select the
% i check box nexst to any drive, folder, or file that you want to restore.

........ Browse... |
Items to restare:

SystemState.bkf.1471-10-30-21-00-00-000.ADD & | [idolume | setNo. |
SystemState, bkf.1471-11-06-21-00-00-000.ADD B System State 1
SystemState, bkf.1471-11-13-21-00-00-000.ADD

SystemState. bkf. 2014-06-27-10-36-44-000.40D_ |
SystemState, bkf. 2018-01-05-14-10-36-000.ADD
SystemState, bkf. 2018-01-09-10-10-48-000,ADD
SystemState.bkf.2019-09-10-10-51-57-000.ADD
SystemState, bkf. 2557-08-18-17-43-55-000. DD

SystemState bkf. 2557-08-18-17-52-14- DDU_ATIj
il »

KN — I

< Back I Next > I Cancel |

7. Review the settings.
Backup or Restore Wizard [ X

Completing the Backup or
Restore Wizard

You have created the following restore settings:

Restore from:  SystemState.bkf.2019-03-10-10-51-57-000.£

Type: File
Restore to: Original locations

Existing files: Do not replace

To close this wizard and start the restore, click Finish.

To specify additional restore options,
click Advanced. Advanced... I
< Back I Finish I Cancel |

> If you don’t want to change any settings, click Finish to begin the restore process
with default setting.

» If you want to change any of the advanced restore options, such as restoring
security and junction point data, click Advanced... to modify the settings. Please



refer to the following article for more details: https://msdn.microsoft.com/en-
us/library/cc875820.aspx

When you are done setting advanced restore option, click Finish to bigin the
restore.

8. Click Yes to confirm and start the restore process.

L] E Restoring System State will ahwavs overwrite current Syskem Skate unless restoring ko an alternate location.
L

0K I Cancel |

9. The following screen will be displayed during restore process.

% Q i Cancel |

Crrive: IS_I,Istem State
Label: ISystemState.bkf.Em 3-03-10-10-51-57-000.A00
Status: IHestDring files ba paur computer...
Progress: I

Elapzed: E stimated remaining:
Tire: | A zec, 55 zec.

Froceszing: IS_I,IstEm Stateh. . DOWS\AppPatchsacgenral dil

Proceszed: E ztimated:
File:s: | 405 I 2745

Bytes: | 43,428,064 | 527 630,075
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10. The following screen will be displayed when the restore process is completed.

11.
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The restore is complete.
To zee detailed information, click Fepart, ﬂl
Drrive: |S_|,lstem State
Label: |System5tate. bkf.2019-03-10-10-51-57-000 A0 D
Statusz: IEnmpletEd

Elapsed: E ztimated remaining:
Tirre: | 38 sec, I

Procezsed: E ztimated:
Files: | 2 746 | 2.74E
Bytes: | 627,722,907 | 527 £:30,075

You can click on Report... to view the restore report.

B backup0i.log - Notepad M=] E3
File Edit Format Yiew Help
Restore status =]

Operation: Restore

Backup of "System State”,
Backup set #1 on media #1
Backup description: "set created 09/10,/2019 at 14:42"

Restored to"System State"

Restore started on 09,10,/2019 at 16:27.
Restore completed on 09/10,/201% at 16:27.
Directories: 173

Files: 2746
Bytes: 827,722,507
Time: 38 seconds

Or click Close to finish the restore process.

A restart must be performed after the system state restoration, and you are suggested
to click Yes to restart your computer immediately.

Backup Utility E

'\_., Some of the files and settings restored require you bo restart vour computer bo complete the restore,

Do ywou wank o reskark your compuker now?

Yes Mo
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8 Windows Server 2008 and Newer Releases

8.1 Configuring a MS Windows System State Backup Set

Create the MS Windows System State backup set using following steps.

1. Inthe AhsayOBM main interface, click Backup Sets.

[

Backup Sets

2. Create a MS Windows System State backup set by clicking next to Add new
backup set.

Backup Sets

. Add new backup set




3. Select MS Windows System State Backup as the Backup set type, enter a Name

for your backup set, and specify a Temporary Location for your back up. Click Next to
proceed.

(® 2hsay0BM

Create Backup Set

Name

| MS Windows System State Backup Set |

Backup set type
MS Windows System State Backup W

Specify the temporary location for the system backup

Local Disk (C:) v

4. Select the location where you would like to store the system state image before
generating the backup data.

Select a local volume from the dropdown menu.

@® AhsayOBM _ o %

Create Backup Set

Name

\ MS Windows System State Backup Set ‘

Backup set type
l MS Windows System State Backup W l

Specify the temporary location for the system backup

Local Disk (C3]  w

Local Disk (C3)

Volume 1 (E:)
Volume 2 (F:)

www.ahsay.com
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OR enter the UNC path to a network volume that is accessible to the client computer.

@® ahsaynEm — O ®

Create Backup Set

Name

| MS Windows System State Backup Set |

Backup set type
MS Windows System State Backup W

Specify the temporary location for the system backup

MUNC_pathishare w

Note: For Windows 2008 Server, the temporary storage location cannot be set to a
network path.

Note: If the storage location is set to a critical volume (e.g. system volume), the
following message will be displayed:

The backup storage location is invalid.

To enable the system state backup files to be targeted to critical volumes, you must set
the value of the AllowSSBToAnyVolume registry entry under the following registry
subkey:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\wbengine\SystemStateBack
up

Set the value of this entry as follows:
Name: AllowSSBToAnyVolume

Data type: DWORD

Value data: 1

Reference: http://support.microsoft.com/kb/944530

Enable this entry now?

Click Yes for AhsayOBM to enable the registry entry, or click No, then change the
storage location setting to another location.

Refer to the following link for the details on the restriction:
FAQ: Restrictions on the temporary storage location for the Windows System State and

System backup image file
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In the Schedule window, configure a backup schedule for backup job to run
automatically at your specified time interval.

As you can see there’s already a default Backup Schedule which is set weekly, every
Friday around 20:00PM. Click Add to add a new schedule.

[ asow  [-I=FE
Schedule

Run scheduled backup for this backup set

on C |
Existing schedules
ﬁ Backup Schedule
Weekly - Friday (Every week at 20:00)

New Backup Schedule

Name

| Daily-1

Type

Start backup

[« v][o v]{or v]

Stop

Iuntil full backup completed w I

|1 Run Retention Policy after backup

Click OK to continue, and then click Next to proceed afterward.

54




6. Inthe Destination menu, select a backup destination where the backup data will be

stored. Click il next to Add new storage destination / destination pool.

2 Ahsay0BM [= = |

Destination

Backup mode

Sequential W

Existing storage destinations

+ Add new storage destination / destination pool

Note: For more details on Backup Destination, refer to this link:
FAQ: Frequently Asked Questions on Backup Destination

For more details on configuration of cloud storage as backup destination, refer to the
Appendix A section in this guide.

7. Select the Destination storage.

© AhsayOBM [- = |
New Storage Destination / Destination Pool
Name

Destination storage

[€] Ansayces

[€] Ansaycss
& GoogleDrive-1
ﬂ Local / Mapped Drive / Removable Drive

www.ahsay.com
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Continue by adding another destination for the backup set or click Next to proceed.

Destination

Backup mode

Sequential u
Existing storage destinations
@ AhsayCBS
Host: 10.16.10.12:443
@ GoogleDrive-1

Local-1
C\Users\Administrator\Documents

~ v

Note: Multiple backup destinations can be configured for a single backup set.

In the Encryption window, the default Encrypt Backup Data option is enabled with an
encryption key preset by the system which provides the most secure protection.

Encryption

Encrypt Backup Data

on C |
Encryption Type
Default w

User password

Custom

You can choose from one of the following three Encryption Type options:

» Default — an encryption key with 44 alpha numeric characters will be randomly
generated by the system

» User password — the encryption key will be the same as the login password of
your AhsayOBM at the time when this backup set is created. Please be reminded
that if you change the AhsayOBM login password later, the encryption keys of the
backup sets previously created with this encryption type will remain unchanged.
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» Custom — you can customize your encryption key, where you can set your own
algorithm, encryption key, method and key length.

Encryption

Encrypt Backup Data

Encryption Type

Custom u

Algorithm

AES v

Encryption key

*EEEEL

Re-enter encryption key

EEEEEE

Method

_JECE (@ CBC

Key length

) 128-bit (@) 256-bit

Note: For best practice on managing your encryption key, refer to this link:
FAQ: Best practices for managing encryption key for AhsayOBM or AhsayACB

Click Next when you are done setting.

9. If you have enabled the Encryption feature in the previous step, the following pop-up
window will be shown, no matter which encryption type you have selected.

You are advised to write this encryption key down on paper and keep it in
a safe place. You will need it when you need to restore your files later.
Please confirm that you have done so.

Unmask encryption key

Copy to clipboard

The pop-up window has the following three options to choose from:


https://wiki.ahsay.com/doku.php?id=public:8015_faq:best_practices_for_managing_encryption_key&s%5b%5d

» Unmask encryption key — The encryption key is masked by default. Click this
option to show the encryption key.

are advised to write this encryption key down on paper and keep it in
e. You will need it when you need to restore your files later.
nfirm that you have done so.

rcX1 MBE4brnZ086eKOp6FeabuuRRI3gDXGIq5uUBXFOs=

Mask encryption key

Copy to clipboard

» Copy to clipboard — Click to copy the encryption key, then you can paste it in
another location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step.

10. If you have enabled the Schedule feature in the previous step, the following window
will be shown. Enter the Domain Name / Host Name of the computer, User Name and
Password of the Windows account that will be running the backup. Click Next to
create the backup set.

Windows User Authentication

Domain Name (e.g Ahsay.com) / Host Name

| child.csv201 2.local

User name

| Administrator

Password
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11. The following screen is displayed when the new MS Windows System State backup set
is created successfully.

Congratulations!

"MS Windows System State Backup Set" is successfully created.

12. Based on Best Practices and Recommendations, it is highly recommended to set the
temporary directory to another location other than Drive C: (e.g. Drive E:). To do this,
go to Backup Sets > Others > Temporary Directory and click the Change button to
browse for another location.

Temporary Directory

Temporary directory for storing backup files

E:\temp
77.56GB free out of total 99.48GB space in E:
Remove temporary files after backup

13. Optional: Select your preferred Compression type. By default, the compression type is
Fast with optimization for local.

Go to Others > Compressions, then select from the following:

. No Compression

) Normal

. Fast (Compressed size larger than normal)
o Fast with optimization for local
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Compressions

Select compression type

Fast with optimization for local v

No Compression

Normal

Fast (Compressed size larger than normal)

Fast with optimization for local

Save Cancel

8.2 Start a Manual Backup

1.

www.ahsay.com

Click the Backup icon on the main interface of AhsayOBM.

Select the backup set which you would like to start a backup for.

Please Select The Backup Set To Backup

Creation Time W

MS Windows System State Backup Set
Owner: cengwin2012
Newly created on Wednesday, October 09, 2019 10:28

SYSTEM STATE




3. If you would like to modify the In-File Delta type, Destinations and Retention Policy
Settings, click Show advance option.
© Ahsay0BM H=1 3

Choose Your Backup Options

MS Windows System State Backup Set

Backup set type
System State

In-File Delta type

() Full

() Differential
(@) Incremental

Destinations

v G AhsayCBS (Host: 10.3.1.8:80)

Retention Policy
D Run Retention Paolicy after backup

Hide advanced option

Click Backup to start the backup job.

4. The following screen is displayed when the system state data are backed up
successfully.
© Ahsay0BM |- (O] x] I

Backup

MS Windows System State Backup Set

AhsayCBS (Host: 10.3.1.8:80) .
G + Backup Completed Successfully

Estimated time left 0 sec

Backed up 510.47M (1 file, 1 directory, 0 link)
Elapsed time 3 min 29 sec

Transfer rate 9.02Mbit/s
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8.3 Configure Backup Schedule for Automated Backup

1. Click the Backup Sets icon on the main interface of AhsayOBM.

Backup Sets

2. All backup sets will be listed. Select the backup set that you would like to create a
backup schedule for.

Backup Sets

Sort by

Creation Time w

MS Windows System State Backup
Owner: w2k16R2-std
Newly created on Monday, July 20, 2020 11:56

3. Gotothe Backup Schedule tab. If the Run scheduled backup for this backup set
option is off, switch it On. Existing schedule will be listed by default. Click the Add
button to add a new backup schedule.
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MS Windows System... Schedule

Run scheduled backup for this backup set
on il

Existing schedules

% Backup Schedule
sl Weekly - Friday (Every week at 20:00)

General
Backup Schedule

Destination

Show advanced settings

Delete this backup set Save Cancel

The New Backup Schedule window will appear.

New Backup Schedule

Name

| Daily-1
Type

Start backup

[ ][5 v} v]

Stop

until full backup completed w

| ] Run Retention Policy after backup

In the New Backup Schedule window, configure the following backup schedule settings.

(1] Name — the name of the backup schedule.

[+] Type — the type of backup schedule. There are four (4) different types of
backup schedule: Daily, Weekly, Monthly and Custom.

o Daily — the time of the day or interval in minutes/hours which the backup
job will run.



New Backup Schedule

Name
‘ Daiily-1
Type

Daily v
Start backup

|at V|15 v|:41 v|

Stop

until full backup completed w

Run Retention Policy after backup

e Weekly —the day of the week and the time of the day or interval in
minutes/hours which the backup job will run.

“(.‘-" B ickup Sched

Name
IWeekIy-ll

Type
| Weekly |

Backup on these days of the week

[Tsun [[IMon [JTue [Iwed [JThu []Fri [¥]sat
Start backup

jat v |23 w00 v

Stop

until full backup completed w

@ Run Retention Policy after backup

e Monthly - the day of the month and the time of that day which the backup
job will run.

New Backup Schedule

Name

Monthly-1
Type
Monthly w

Backup on the following day every month

® Day | Last w
First Sunday

Start backup at

23 w 1|00 w | on the selected days

Stop

until full backup completed w

+| Run Retention Policy after backup

e Custom — a specific date and the time of that date which the backup job
will run.
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Name

Custom-1

Type

Custom w

Backup on the following day once
2020 || June v 31w
Start backup at

23 w 1|59 w

Stop

Run Retention Policy after backup

0 Start backup — the start time of the backup job.

e at — this option will start a backup job at a specific time.

e every — this option will start a backup job in intervals of minutes or hours.

Start backup Start backup
every w every w1 minute  w
Stop 1 minute " Stop 30 minutes  *
until full by 2 Minutes until fu b
3 minutes 2 hours
Run Retqg 4 minutes backup Run Retg 3 hours backup
5 minutes 4 hours
6 minutes 6 hours
10 minutes 8 hours
12 minutes  , 12 hours -

o Stop — the stop time of the backup job. This only applies to schedules with
start backup “at” and is not supported for periodic backup schedule (start
backup “every”)

e until full backup completed — this option will stop a backup job once it is
complete. This is the configured stop time of the backup job by default.

o after (defined no. of hrs.) — this option will stop a backup job after a
certain number of hours regardless of whether the backup job has
completed or not. This can range from 1 to 24 hrs.

The number of hours must be enough to complete a backup of all files in
the backup set. For small files in a backup, if the number of hours is not
enough to back up all files, then the outstanding files will be backed up in
the next backup job. However, if the backup set contains large files, this
may result in partially backed up files.

For example, if a backup has 100GB file size which will take approximately
15 hours to complete on your environment, but you set the “stop” after 10

| — :
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hours, the file will be partially backed up and cannot be restored. The next
backup will upload the files from scratch again.

The partially backed up data will have to be removed by running the data
integrity check.

As a general rule, it is recommended to review this setting regularly as the
data size on the backup machine may grow over time.

(1] Run Retention Policy after backup — if enabled, the AhsayOBM will run a
retention policy job to remove files from the backup destination(s) which have
exceeded the retention policy after performing a backup job. To save hard
disk quote in the long run, it is recommended to enable this option.

As an example, the four types of backup schedules may look like the following:

Schedule

Run scheduled backup for this backup set
on |

Existing schedules

@ Daily-1
Daily (Everyday at 15:41)

@ Weekly-1
Weekly - Saturday (Every week at 23:00)

@ Monthly-1
Monthly - The Last Day (Every month at 23:00)

Custom-1
Custom (07/01/2020 at 23:59)

Add

Click Save to confirm your settings once done.



8.4 Restore the System State Data

1.

2.
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Click the Restore icon on the main interface of AhsayOBM.

(2,

Restore

Select the backup set that you would like to restore the system state data from.

o AnsayOBM [=Te ]

Please Select The Backup Set To Restore

Sort by

Creation Time W

MS Windows System State Backup Set
Oowner: cengwin2012
Last Backup: Wednesday, October 09, 2019 10:36

SYSTEM STATE
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Select the backup destination that contains the system state data that you would like to
restore.
© AhsayOBM

—Tem

Select The Destination From Which To Restor...

MS Windows System State Backup Set
Local-1
G:\Backup Destination %
cBS

Host: 10.1.0.10:80

Select to restore from a specific backup job, or the latest job available from the Select
what to restore drop down menu. Click Next to proceed.
O] AhsayOBM

=T

Select Your Files To Be Restored

Select what to restore

Choose from files as of job W || 10/09/2019 W || Latest w
Show filter

Folders Marme Size Date modified
E- B Localt L_| Microsoft Win2008_Sysstate_Backup 7,.9947.. 10/09/2019 10:51

E cw cengwin2012

Search Items per page | 50 w | Page 1/1 w

68
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Select the location to restore the system state data to by clicking the arrow down icon.

[ o [-["E
Choose Where The Files To Be Restored

Restore files to

Local Disk (C:) W

Show advanced option

Previous Cancel

Choose Where The Files To Be Restored

Restore files to

Local Disk (C2)

Temp1 (E)
Temp2 (F:)

Previous Cancel
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Click Show advanced option to configure other restore settings.

Choose Where The Files To

Restore files to

Show advanced option

Choose Where The Files To

Restore files to
Temp2 (F)

Verify checksum of in-file delta files during restore

Hide advanced option

®  Verify checksum of in-file delta files during restore

By enabling this option, the checksum of in-file delta files will be verified during
the restore process. This will check the data for errors during the restore process
and create a data summary of the in-file delta files which will be included in the

report.

Select the temporary directory for storing temporary files.

© AhsayOBM

Temporary Directory

Temporary directory for storing restore files

C\Users\Administrator\temp Browse




7. Click Restore to start the restoration.

© AhsayQBM = ':'-

Restore

MS Windows System State Backup Set

ﬁ Local-1 (F\Backup Destination)

]
Restoring... F\Microsoft_Win2008_Sysstate_Backup (6%)
Estimated time left 2 min 40 sec (3.20G)

Restored 237.75M (0 file)
Elapsed time 28 sec
Transfer rate 85.46Mbit/s

8. The following screen is displayed when the system state data are restored successfully.

© AhsayOBM — (o=

Restore

MS Windows System State Backup Set

E Local-1 (F\Backup Destination)

+ Restore Completed Successfully
Estimated time left 0 sec

Restored 3.43G (1 file)
Elapsed time 4 min 49 sec
Transfer rate 102.63Mbit/s
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9. The restored system state data are stored in the WindowslmageBackup folder in the
restore location.

Home Share Wiew

[T Preview pane €| Extra large icans (=) Large icons a3 Medium icons I [] Group by - [ trem check baxes P
[ Details pane ] small icons EE List == Details 1] &d columns + [ File name extensions
Mawigation = T = - Sort . i Hide selected  Options
pane - == Tiles E content T hy- [ Sizeall columns tofit W Hidden items ttems -
Panes Layout Current wiew Showehide
© - 1t ‘G » Computer » Volume 3 (G) » v c,| [ Seerch volurme 3 (83 P
Harme Date modified Type Size
. Backup Destination 10/09/2019 3:20 PM File folder
. Root File folder
. WindowslmageBackup 10/08/2019 4:42 Phd File falder
Titems 1 itern selected

Important: In addition to the system state data, the WindowsImageBackup folder
includes catalog files that contain information about all backups in there up to the
current backup, and Mediald, that contains the identifier for the backup storage location.

This information is required to perform a recovery. Do not alter the directory structure or
delete any file / folder within the WindowslmageBackup folder

10. Copy the WindowsIimageBackup folder and its content to the server that you want to
perform the restore for, or to a network drive that is accessible to the server.

The folder must be copied to the root level of a volume (e.g. top-most level), unless you
are copying the folder to a network drive.

11. Continue to the next section of the guide.
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8.5 Apply the System State Data

Before you begin, make sure that the system state data restored with AhsayOBM are copied
to a local disk (where you will perform the restore), or in a remote shared folder.

For Windows Server 2008 R2 or later, you can use the Recovery Wizard in Windows Server
Backup or wbadmin command to recover the system state.

For Windows Server 2008, you can only use the wbadmin command to recover the system
state.

For instructions specific to recovering Active Directory Domain Services, see
http://go.microsoft.com/fwlink/?Linkld=143754

Note: Refer to the following page for syntax of the Wbadmin command:
http://go.microsoft.com/fwlink/?Linkld=140216

To determine what can be recovered from your restored system state data, enter the following
command in an elevated command prompt:

wbadmin get versions
[-backupTarget: {<BackupTargetLocation> | <NetworkSharePath>}]

Example (system state restored to G: volume):

C:\Users\Administrator>wbadmin get versions -backupTarget:g:
wbadmin 1.0 - Backup command-line tool
(C) Copyright 2012 Microsoft Corporation. All rights reserved.

Backup time: 10/09/2019 1:46 PM

Backup target: 1394/USB Disk labeled Volume 3 (G:)

Version identifier: 10/09/2019-05:46

Can recover: Volume(s), File(s), Application(s), Bare Metal
Recovery, System State

Snapshot ID: {feb9079c-9459-4034-908f-7b5a9%b0bbleb}

Note: File and folder recovery is not possible from a system state backup performed on
Windows Server 2008.


http://go.microsoft.com/fwlink/?LinkId=143754
http://go.microsoft.com/fwlink/?LinkId=140216

To recover the system state using the Windows Server Backup user interface.

1.

2.
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Open Windows Server Backup from Administrative Tools or Server Manager.

@ > Server Manager * Local Server

PROPERTIES
For Root

Local Server

All Servers
AD DS
DNS

Domain

File and Storage Services P

Remote De:

Ethernet

Computer name

Windows Firewall

s Remote mana

NIC Teaming

system version

Root
csv2012local

Domain: Off
Enabled
Enabled
Disabled
10.1.0.10

Microsoft Windows Server 2012 Standard

rmation VMware, Inc. VMware Virtual Platform

Last installed update
Windows Update
Last checked for upd

Windows Error Repot
Customer Experience
IE Enhanced Security
Time zone
Product ID

Processors
Installed memory (RA

Total disk space

< "
EVENTS
All events | 11 total
Filter el
Server Name D Severity Source
ROCT 63 Error _ SideBySide

Ap;

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Madule for Windows PowerShell
Active Directory Sites and Services
Active Directory Users and Computers
ADS! Edit

Component Services

Computer Management

Defragment and Optimize Drives

DNS

Event Viewsr

Group Policy Management

Internet Information Services {IIS) Manager
iSCSI Initiator

Lacal Security Palicy

ODEC Data Sources (32-bit)

ODEC Data Sources (64-bit)
Performance Moniter

Resaurce Monitor

Security Configuration Wizard

Senvices

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Security
Windows Memory Diagnstic

Windows PowerShell

Windows PowerShell (x86)

Windows PowerShell ISE

Windows PowerShell ISE (x86)

Windows Server Backup

In the Actions panel under Windows Server Backup, click Recover...

File

-

Action

View Help

wbadmin - [Windows Server Backup (Local)\Local Backup]

Wb Windows Server Backup (|
@ Local Backup

a& You can perform a single backup or schedule a regular backup using this ap

/% Mo backup has been configured for this cornputer. Use the Backup Schedule Wizard or the Backup

Messages [Activity from last week, double click on the message to see details)

~ | | Actions

Local Backup

¥ Backup Schedule..,
1§ Backup Once..

g Recover..
Configure g:gfnrmance Settings...

Wiew

Help

< n > <

Recovers data from an existing backup.

Time v Message Description
Status
Last Backup MNext Backup
Status: - Status:
Time: - Tirne:
B iew details B View details
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3.  Onthe Getting Started page, select A backup stored on another location, then click
Next.

‘g Getting Started

Getting Started

You can use this wizard to recover files, applications, volumes, or the system
state from a backup that was created earlier.

Specify Location Type

Select Backup Location Where is the backup stored that you want to use for the recovery?
Select Backup Date () This server (CENGWIN2012)

Select Recovery Type ® A backup stored on another location

Select ltems to Recover

X X To continue, click Mext.
Specify Recovery Options
Confirmation

Recovery Progress

| < Previous || Mext = | | Recover | | Cancel

4. Onthe Specify Location Type page, select

© Click Local drives, if the system state data were copied to a local volume on the
server.

© Click Remote shared folder, if the system state data were copied to a network
path accessible to this server.
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e Recovery Wizard -
= Specify Location Type

Getting Started Withat is the location type where the backup is stored?

fy Location Type

® Local drives

Select Backup Location Exarnple: local disk (D:), DWD drive (E:)
SelecibackLpilate () Rerote shared falder

Select Recovery Type Example: WWhyFileServeiSharedFalderMName
Select [terns to Recowver

Specify Recovery Options

Confirmation

Recovery Progress

R |

On the Select Backup Location page, select the volume that contains the system
state data.

) Recovery Wizard =

-
& e
('\-‘g Select Backup Location

Getting Started Choose the volume or drive that contains the backup, An external disk attached to this server is listed

as a volume, If wour backup is on a DVD and spans multiple DWDs, make sure that the last DWD of the
backup is inserted into a DVD drive,

Specify Location Type

Select Backup Location

Select Backup Date Backup location: Yolurne 2 (F2) v|
Select Recovery Type Total space in location: 50.87 GB %
Select ltems to Recover Free space in backup location: 48,70 GB

Specify Recowvery Options

Confirrnation

Recovery Progress

[ ] ]

Note: Assuming that the WindowsIimageBackup folder was copied to the following
F:\ WindowsIimageBackup

On the Select Server page, select the server whose data you want to recover.

| — z




Q;y Select Server

Getting Htarted Please select which server's data you waould like ta recowver,

Specify Location Type Server:

Select Backup Location

Select Backup Date
Select Recovery Type

Select [terns to Recowver

Specify Recovery Options
Caonfirrnation

Recowvery Progress

| < Previous || Text = §| Recowver | | Cancel |

7. Onthe Select Backup Date page, select the point in time of the backup you want to
restore from.

Q;y Select Backup Date

Getting Started Oldest available backup: ~ 10/9/2019 12:08 PM
Specify Location Type MNewest available backup:  10/9/2019 12:08 PM
Select Backup Location

Awailable backups

Select Server . .
Select the date of a backup to use for recovery. Backups are available for dates shown in bold.

Select Backup Date

Select Recovery Type
Backup date: 10/9/2019
Select ltems to Recover
October 2013 Time: 12:08 PM v
Specify Recovery Options Sun Mon Tue Wed Thu Fri Sat
) ) 1 2 3 4 5 Recoverable itemns: Bare metal recover...

Confirmation 6 7 2 E w1z
Recovery Progress 13 14 15 16 17 12 19

20 21 22 23 24 25 26

27 28 29 30 A

| < Previous | | Next » | | Recover | | Cancel

8. Onthe Select Recovery Type page, click System state.
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5;29 Select Recovery Type

Cettinobaid What do you want to recover?

Spasiy LocHiem Uppe ) Files and folders

Select Backup Location You can browese volumes included in this backup and select files and folders,

Select Serser -
) Hyper-¥

Select Backup Dat ) ) R ) ) .
slect Backup Hate You can restore wirtual machines to their original location, another location or copy the wirtual

Select Recovery Type hard disk files of a virtual machine,

Select Location for Syste.., Yolumes

Confirmation ou can restore an entire volume, such as all data stored on Ci,

Recovery Progress O Applications

You can recover applications that have registered with Windows Server Backup,

System state

You cah restare justthe system state,

b

Maore about perfarming recoveries

| % Previous || Mext > | | Recower | | Cancel

9. Onthe Select Location for System State Recovery page, select

© Original location, to restore the system state to the same physical computer
from which the system state backup was created

Or

© Alternate location, to restore a copy of the system state as a set of files.



E& Select Location for System State Recovery

Getting Started Yithere do you want to recover the system state to?

Select Backup Date ® Original location

Select Recovery Type This option restores the systern state, You must restart your computer at the end of the
Select Location for 5 recovery aperation.
Canfirmation ) Alternate location

Recowvery Progress This option copies the system state as a set of files to the location specified.

| | | Browyse

| < Previous || Mext » L\l| Recowver | | Cancel

Note: The options displayed are different for system state containing Active Directory
Domain Services.

You will also need to start the server in Directory Services Restore Mode (DSRM) to
restore system state data containing Active Directory Domain Services.

For instructions specific to recovering system state to Active Directory server, see
http://go.microsoft.com/fwlink/?Linkld=143754
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Select Location for System State Recovery

Getting Started Yithere do you want to recover the system state of this Active Directory backup to?

Specify Location Type ) Original location

Select Backup Location

This option restores the systern state, You must restart your computer at the end of the
Select Server recovery operation,

Select Backup Date [[] Perform an authoritative restare of Active Directory files,

This recovery option will reset all replicated content on this Domain Controller including

Select Recovery Type SEVOL, Other replicated folders on this serserwill also be affected by this recoveny

ct Location fo
Carfimesan ® Alternate location
This option copies the system state as a set of files to the location specified,

Recovery Progress —
|F:\Restore Destination | | Browse

[] Restore as Install From bedia {FRA) files

Select this checkbox if wou are wsing the IFM feature to copy the systerm state files to install an
Active Directory database,

| < Previous || Mext » | | Recowver | | Cancel

10. Onthe Confirmation page, review the details, and then click Recover to restore the
specified items.

Confirmation

Getting Started From backup: 10/9/2019 12:08 PM
Select Backup Date Recowvery items:

Select Recowery Type Systemn state

Select Location for Syste..,
Confirmation

Recowvery Progress

Recowvery destination: F\Restore Destination

< Previous || Mext » | | Recover [k‘ | Cancel
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11. Onthe Recovery progress page, the status and result of the recovery operation is
displayed.

g Recovery Progress

Getting Started System state recovery progress:

Select Backup Date Status: B files found for recovery.,

Select Recowvery Type

. Estirnated time: Computing ...
Select Location for Syste..,

Confirrnation Recovery details:

= Iterns
T [
e O E e RO FESS)

ltern Destination Status Data transferred
Performan..,  F\Restore Destin,, 0% complete.,  OKE of 1.27 MB
DFsReplica,., Fih\Restore Destin,, (%% complete.,  OKB of 3KB
COM+ REG.. F\Restore Destin., (%% complete..  0KB of 1.05 MB
WSS Metad.., F\Restore Destin.., % complete.. 0KE of 12 KE
WURALWkiter  F\Restore Destin,,  Initializing.. 0KB af 0KB
Reaistry W'r., F\Restore Desting,  Initializing,., QKB of OKE

To close the wizard, click Close — the recovery operation will continue to run in the background,
To wview the progress of this operation, open the backup in progress message from the Windowes
Server Backup console,

| < Previous ||

Important: For restore to Original location, the system state recovery cannot be
stopped once it is started, or the system could become unbootable.
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9 Contact Ahsay

9.1 Technical Assistance

To contact Ahsay support representatives for technical assistance, visit the Partner Portal:
https://www.ahsay.com/partners/

Also use the Ahsay Wikipedia for resource such as Hardware Compatibility List, Software
Compatibility List, and other product information:
https://wiki.ahsay.com/

9.2 Documentation

Documentations for all Ahsay products are available at:
https://www.ahsay.com/jsp/en/downloads/ahsay-downloads documentation guides.jsp

You can send us suggestions for improvements or report on issues in the documentation by
contacting us at:
https://www.ahsay.com/partners/

Please specify the specific document title as well as the change required/suggestion when
contacting us.



Appendix

Appendix A Cloud Storage as Backup Destination:

For most cloud storage provider (e.g. Dropbox, Google Drive ... etc.), you need to allow access
AhsayOBM to access the cloud destination. Click OK / Test, you will be prompted to login to the
corresponding cloud service.

Important: The authentication request will be opened in a new tab / window on the browser, ensure
that the pop-up tab / window is not blocked (e.g. pop-up blocker in your browser).

Click Allow to permit AhsayOBM to access the cloud storage:

-~

& Signin with Google

Ahsay wants to access your
Google Account

o testgdrive2019@gmail.com

This will allow Ahsay to:

.L, See, edit, create, and delete all of your Google @
Drive files

Make sure you trust Ahsay

You may be sharing sensitive info with this site or app.
Learn about how Ahsay will handle your data by reviewing
its privacy policies. You can always see or remove access
in your Google Account.

Learn about the risks

Cancel Allow

Enter the authentication code returned in AhsayOBM to complete the destination setup.

Note: A backup destination can be set to a supported cloud storage, backup server, FTP / SFTP
server, network storage, or local / removable drive on your computer.

Multiple backup destinations can be configured for a single backup set. In fact, it is recommended for
you to setup at least 2 backup destinations for your backup set.

For more details on backup destination, for example which cloud service providers are supported,
destination type, or limitation, you can refer to this link:
FAQ: Frequently Asked Questions on Backup Destination
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