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1 Overview

1.1 What is this software?

Ahsay brings you specialized client backup software, namely AhsayACB, to provide a set of
tools to protect your Office 365 user accounts. This includes backup and recovery of individual
emails, contacts, calendars and other mail items in your Office 365 Outlook, files on OneDrive
and SharePoint, with snapshots / versioning, and retention policy to protect even items that you
may have accidentally deleted from your Office 365 user account.

1.2 System Architecture

Below is the system architecture diagram illustrating the major elements involved in the backup
process among the Office 365 service, AhsayACB and AhsayCBS.

In this user guide, we will focus on the software installation, as well as the end-to-end backup
and restore process using the AhsayACB (Agent-based).
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1.3 Why should I use AhsayACB Run on Client (Agent-based)
solution to back up my Office 365 data?

We are committed to bringing you a comprehensive Office 365 backup solution with
AhsayACB. Below are some key areas that can help make your backup experience a better

one.
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Backup users have more options in assigning a backup destination (i.e. AhsayCBS, Cloud or
Predefined destinations, and standard and local destination).

Performance

Agent-based backup is performed on a physical machine or computer with resources that is
dedicated for backup and restore operations. Once the backup client is deployed on the machine, the
user have more control on the hardware which affects the overall backup and restore performance.

The introduction of the Change Key API in v8.3.4.0 has significantly improved backup performance
for both Full and Incremental backup jobs, which means Office 365 user accounts with a large
number of items, each incremental backup can be completed within hours.

Easy to Use

Agent-based backup solution has a traditional backup approach that is well understood by most
administrators and end users who would only need minimal effort and time to understand the backup

and/or restore operations.
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Task-centered User Interface

Agent-based backup solution make it a good option for users to have more control on the individual
backup/restore and resources management.

System Logs Availability

System logs for data integrity check and space freeing up results is accessible for the end users and
can be reviewed anytime. Unlike with the agentless backup where system logs will only be available
upon request from the backup service provider.

Reminder Feature
With the agent-based backup, a reminder feature is provided which will display a backup

confirmation dialog box that will prompt user to run a backup job during machine log off, restart, or
shut down when enabled.

More Restore Locations
Agent-based backup offers you three (3) restore locations such as the local machine, original

location (or the cloud storage where you backed up them), and alternate location (which is through
the same cloud storage but on a different folder).

Flexible restore option: Restore items to the original location or an alternate location.
Restore Filter

Agent-based backup has a restore filter feature which allows users to easily search directories, files,
and/or folders to restore.

Fast and Efficient

We understand that backup could be a time and resources consuming process, which is why
AhsayACB is designed with advanced technologies to make backup a fast and efficient process.

We also understand that you may wish to run backup at a specified time interval of your choice,
that’s why we also allow you to set your own backup schedules so that you can take full control of
the time when to perform backup.

© Multi-threading — this technology utilizes the computing power of multiple CPU cores for
creating multiple backup and restore threads to produce fast backup and restore performance.

Backup job uses a maximum of 4 concurrent threads.
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As shown the technology translate into a total of 4 concurrent threads.

© Index File Structure — The index file structure has been re-designed to improve the backup
and restore performance.

Each Office 365 user will have its own individual index file instead of a single index file for all
users within the backup set.

Index E,ﬂ ® E,\ S

“® o
VeV Fo Fo Fo
XYY &5 68 86

This new design eliminates any potential I/O performance bottlenecks when the index files
are updated during each backup job, which can occur when using single index file structure
for multi-thread concurrent backup.

© Block Level Incremental Backup — this technology breaks down the backup files into
multiple blocks and only the changed blocks will be backed up each time.

Backup of Selected Items

To back up the Office 365 user accounts, the backup source can be user level, and even item level.

Flexible backup options: Can select all components in the Office 365 user account, individual
components such as Outlook, OneDrive, or Personal SharePoint or specific items within Outlook,
OneDrive, Personal SharePoint.
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High Level of Security

We understand your Office 365 users may contain sensitive information that requires to be
protected, that is why your backup data will be encrypted with the highest level of security measure.

© Un-hackable Encryption Key — to provide the best protection to your backup data, you can
turn on the encryption feature which will be default encrypt the backup data locally with AES
256-bit truly randomized encryption key.

© Encryption Key Recovery — Furthermore, we have a backup plan for you to recover your
encryption key in case you have lost it. Your backup service provider can make it mandatory
for you to upload the encryption key to the centralized management console, the encryption
key will be uploaded in hashed format and will only be used when you request for a recovery.

Centralized Management Console

Our enriched features on the centralized web console offers you a one-stop location for monitoring
and managing your backup and restore. Below is an overview of what you can do with it. For more
details regarding the setup and operations of the centralized management console, refer to the
AhsayCBS User’s Guide for details.

Create/ update/ delete backup set

Restore backup set

Configure user settings

Configure backup settings

View and download backup and restore reports

Monitor backup and restore live activities

© 0 0 ¢ 0 0 ¢©

Monitor storage statistic


https://www.ahsay.com/download/download_document_v8_cbs-user.jsp

o Cloud Destinations Backup

To offer you with the highest flexibility of backup destination, you can now back up Office 365 user
to a wide range of cloud storage destinations. Utilizing cloud destination backup gives you an extra
layer of protection in the event of a local drive corruption, where you will still be able to retrieve data
from the cloud destination.

Below is a list of supported cloud destinations.
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Differences between a Run-on-Client and Run-on-Server Backup Set

The following table summarizes the differences in backup options available for a Run-on Server or
Run-on Client, and the tool to use (client agent or user web console) when performing a backup and

restore:
F IE . Run on Client Run on Server
catures/runctions Office 365 Backup Set Office 365 Backup Set
General Settings v v
Backup Source v v
Backup Schedule v v
Destination AhsayCBS, Predefined AhsayCBS and Predefined
Destinations, Standard and Local Destinations only
Multiple Destinations v X
In-File Delta v v
Retention Policy v v
Command Line Tool AhsayOBM for Windows only X
Reminder AhsayOBM / AhsayACB for x
Windows only
Bandwidth Control v v
IP Allowed for Restore v X
System Logs of Data Integrity v X
Check and Space Freeing Up
Other v v
To Run a Backup AhsayOBM / AhsayACB AhsayCBS Ug?]rIQNeb Console
AhsayOBM / AhsayACB / AhsayCBS User Web Console
To Run a Restore AhsayOBR only

Aside from backup options, the table below shows other operations that can be performed using web
console and client agent:

: Run on Client Run on Server
S FUmEES ‘ Office 365 Backup Set Office 365 Backup Set

Data Integrity Check v v

Space Freeing Up v v

Delete Backup Data v v

Decrypt Backup Data v X

NOTE
For more details on the Run-on Server backup option, please refer to the following guides:
AhsayCBS v8 User Guide — Office 365 Run on Server (Agentless) Backup and Restore Guide



https://www.ahsay.com/download/download_document_v8_office-365-run-on-server.jsp

1.4 About This Document

What is the purpose of this document?

This document aims at providing all necessary information for you to get started with setting
up your system for Office 365 backup and restore, followed by step-by-step instructions on
creating backup set, running backup job, and restoring backed up data, using AhsayACB.
The document can be divided into 3 main parts.

Part 1: Preparing for Office 365 Backup & Restore

Requirements
Requirements on hardware & software for installation

Best Practices and Recommendations
Iltems recommended to pay attention to before backup and restore

Part 2: Performing Office 365 Backup

Logging in to Client Agent
Log in to AhsayACB

Creating a Backup Set
Create a backup set using AhsayACB

Running a Backup Set
Run a backup set using AhsayACB

Part 3: Restoring Office 365 Backup

Restoring a Backup Set using AhsayACB

Restore a backup using AhsayACB

What should | expect from this document?

After reading through this documentation, you can expect to have sufficient knowledge to set
up your system to backup Office 365 on AhsayACB, as well as to carry out an end-to-end
backup and restore process.

Who should read this document?

This documentation is intended for backup administrators and IT professionals who are
responsible for the Office 365 backup and restore.



2 Preparing for Backup and Restore

2.1 Hardware Requirement

To achieve the optimal performance when AhsayACB is running on your machine, refer to the
following article for the list of hardware requirements.
FAQ: Ahsay Hardware Requirement List (HRL) for version 8.1 or above

2.2 Software Requirement

Make sure the operating system where you have the Office 365 installed is compatible with the
AhsayACB. Refer to the following article for the list of compatible operating systems and
application versions.

FAQ: Ahsay Software Compatibility List (SCL) for version 8.1 or above

2.3 Antivirus Exclusion Requirement

To optimize performance of AhsayACB on Windows, and to avoid conflict with your antivirus
software, refer to the following Wiki article the list of processes and directory paths that should
be added to all antivirus software white-list / exclusion list:

FAQ: Suggestion on_antivirus exclusions to improve performance of Ahsay software on
Windows

NOTE

The bJW.exe process is automatically added to Windows Defender exclusion list for Windows 10
and 2016, during installation / upgrade via installer or upgrade via AUA.

2.4 Upgrade VMware Tools Requirement

To avoid unexpected java crash, if the Windows machine is a guest VM hosted on a VMware
Host then it is highly recommended that the VMware tools version installed on the guest VM
must be 10.0.5 or above.

Below is the warning message that will be displayed if the version of the VMware Tools is less
than 10.0.5.

& Warning X

Tools version: 10.0.0.50046.

g Please upgrade VMware Tools to 10.3.5 or higher to avoid unexpected java crash. Current VMware

NOTE

For more information about the upgrade of VMware Tools, refer to this article
https://wiki.ahsay.com/doku.php?id=public:5288 ahsayobc crash on vm with vmware tools pre-
10.0.5.



https://wiki.ahsay.com/doku.php?id=public:8000_faq:ahsay_hardware_requirement_list_hrl_for_version_8.1_or_above&s%5b%5d=8000
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2.5 AhsayACB Installation Requirements

For agent-based backup and restore, make sure that the latest version of AhsayACB is
installed on your computer with Internet access for connection to your Office 365 account.

User should also stay up-to-date when newer version of AhsayACB is released. To get our
latest product and company news through email, please subscribe to our mailing list.

https://www.ahsay.com/jsp/en/home/subscribe _mail_list.jsp

2.6 AhsayACB Licenses Requirements

AhsayACB licenses are calculated on a per device basis:

For Agent-based:

i. To backup users with one (1) backup client computer

Example: If one AhsayACB is installed then, one AhsayACB license is required.

ii. To backup users with multiple backup client computers, the number of AhsayACB

licenses required is equal to the number of devices.

2.7 Add-on Module Requirements

Make sure that the Office 365 Backup feature has been enabled as an add-on module in your
AhsayACB user account and there is enough Office 365 Backup license quota to cover the

backup of your users.

Please contact your backup service provider for more details. Below is a sample screen shot of

an AhsayACB User with an add-on module of Office 365 with two (2) licenses.

NOTE

instead. Please contact your backup service provider for more details.

e Please be reminded that a maximum of two modules is allowed for Office 365 Backup on
AhsayACB. If you wish to back up more than two Office 365 users, consider using AhsayOBM

e Each AhsayACB Office 365 backup set is limited to one Office 365 user account. Therefore, when
you backup two Office 365 user accounts it will require two separate backup sets.

Effective Policy
Add-on Modules

Backup Set Settings of the client backup agent for this user.
Settings

Report Backup Client

Statistics AhsayOBM User (w0 AhsayACE User

E Windows System Backup s | otus MNotes

vl Mobile (max. 10) . Confinuous Data Protection
Volume Shadow Copy w u In-File Delta

v OpenDirect § Granular Restore |10 | m Office 265 Backup |2

For more information, refer to Appendix A: Example Scenarios for Office 365 License

Requirement and Usage.
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2.8 Backup Quota Requirement

Make sure that your AhsayACB user account has sufficient quota assigned to accommodate
the storage of the Office 365 users for the new backup set and retention policy. Please contact
your backup service provider for more details.

To get an accurate estimate of the backup quota requirement, it is recommended to check the
actual usage of the Office 365 Organization in the Microsoft 365 Admin Centre. Please refer to
this link: Appendix F: Steps on How to view Item count and Storage used in Microsoft 365
Admin Center

2.9 Public Folder Backup

A licensed Exchange Administrator or a licensed user with Public Folder permission is required
otherwise you will not be able to access the public folder to select items and for backup or
restore.

2.10 SharePoint Personal Site Backup

To be able to backup SharePoint Personal Sites, ensure that you use Hybrid Authentication
when creating a backup set. Due to the current limitation with Microsoft API, Modern
Authentication is currently not suitable for backup sets with Personal Sites selected. As backup
and restore of SharePoint metadata are not fully supported.

2.11 Java Heap Size Requirement

The default Java setting heap 2048M, is sufficient for Office 365 backups.

2.12 Office 365 License Requirements
O Office 365 Subscription Plan

The following subscription plans with Office 365 email services are supported to run
backup and restore on AhsayACB or AhsayCBS User Web Console.

Office 365 Business Essentials Office 365 Business Premium
Office 365 Education Office 365 Enterprise E1
Office 365 Enterprise E3 Office 365 Enterprise E4
Office 365 Enterprise E5 Office 365 Education

© Office 365 Subscription Status

Make sure your Office 365 subscription with Microsoft is active in order to enjoy all
privileges that come along with our backup services. If your account has expired, renew
it with Microsoft as soon as possible so that you can continue enjoy the Office 365
backup services provided by Ahsay.

When your account is expired, depending on your role, certain access restrictions will be
applied to your account. Refer to the URL below for more details.

Microsoft Office 365 Subscription Status



https://support.office.com/en-us/article/What-happens-to-my-data-and-access-when-my-Office-365-for-business-subscription-ends-4436582f-211a-45ec-b72e-33647f97d8a3#BKMK_TrialEnds

2.13 Office 365 Permission Requirements

The basic permissions required by an Office user account for authentication of an Office 365
backup set is as follows:

e Global Admin Role

Starting with AhsayACB v8.3.6.0 or above, the Office 365 account used for
authentication must have Global Admin Role, since Modern Authentication will be
used.

This is to ensure that the authorization configuration requirements will be fulfilled (e.g.
connect to Microsoft Azure AD to obtain the App Access Token). To assign the role,
please referto Ch. 2.13.1.

e A member of Discovery Management security group

The Discovery Management security group must be assigned the following roles. To
assign the role, please refer to Ch. 2.13.2.

& Mailbox Search
@ Public Folders

Otherwise, proceed to grant all necessary permissions to the Office user account as shown in
the following chapters 2.13.1, 2.13.2 and 2.13.3.




2.13.1 Assigning Global Admin Role to Accounts

To assign the Global Admin role to accounts, follow the steps below:

i. Click the App launcher in the upper left side then click Admin to go to the Microsoft
365 admin center.

Office 365 2 Search

Good afternoon

Office 365 —

E Outlook ‘ OneDrive
m Word II Excel
& PowerPoint m OneNote
Q SharePoint ﬁ Teams

ii. Inthe Microsoft 365 admin center, on the left panel click Users. Find the user you
want to assign the Global Admin role and select Manage roles.

Microsoft 365 admin center

Ahsay Systermns Corparation Limited ) Dark mode

Home

@ .
Active users
R Users ~

| Active users
(D) Due to a recent increass in Teams wsage, when you assign a Teams license to a user it may take around 24 hours before
Contacts theyll be fully 26t up. Until then, you won't be able to sssign Teams policies to them, and they might not have access to
sorme Teams features like calling and sudic conferencing. Check status
Guest users

Deleted users
Suggested actions (3)

o Groups
8 siling 4 B, Addauser [ Usertemplates -+ TFiter | O kit =
& Setup

Display name Userrame |
& Customize navigation

KIMT Test 1 M Gshsaycom
=+ Show all

KMT Manila :  [aahsay.com




Q) Reset password () Block sign-in 2, Delete user

Account Devices Licenses and Apps Mail OneDrive
Username Last sign-in

Il 2ahsay.com No attempts in last 30 days
Manage username View last sign-in

Sign-out (1) Groups

) ) ) Manage groups
Sign-out of all Office 365 sessions.

Initiate sign-out

Roles

No administrator access

Manage roles

ii. Inthe Manage roles window, select Admin center access then check the box beside
Global admin. Click Save Changes to save the role you assigned.

Manage roles

Admin roles give users permission to view data and complete tasks in admin centers. Give
users only the access they need by assigning the least-permissive role.

Learn more about admin roles

O User {(no admin center access)

@ Admin center access

Global readers have read-only access to admin centers, while Global admins have
unlimited access to edit all settings. Users assigned other roles are more limited in
what they can see and do.

|:| Exchange admin (1)

Global admin (i)

A\ Your org has more than 100 global admins. Global admins are attacked twice as often as
other accounts, so you should have fewer than 5. To protect data and devices, assign a
limited role instead.See global admins.

| | Global reader (D)

[ Helndeck admin M

www.ahsay.com 14




2.13.2 Granting Permission to Discovery Management Group

This permission allows users added under the Members section of the Discovery
Management group (refer to Ch. 2.13.3 for setup) to back up and/or restore user item(s) not
only for their own account, but also the accounts of other users in the same Members section.

i. Open https://outlook.office365.com/ecp

ii. Log in to the Office 365 as an account administrator.

BE Microsoft
Sign in

someone@example.com

No account? Create one!
Can't access your account?

Sign-in options

Back Next

BE Microsoft
someone@example.com

Enter password

D Keep me signed in

Forgot password?



https://outlook.office365.com/ecp

iii. Select the permissions menu on the left, then double click on Discovery
Management on the right.

Exchange admin center

dashboard admin roles user roles Outlook Web App policies
recipients
- m E ~
permissions + -’ mere
NAME -
compliance management
2767 Test = =
- = Discovery Management
organization CLEAccessApprovers_1464052964

Members of this management role group
can perform searches of mailboxes in the
Exchange organization for data that meets
DEV Mailbox Search Only Management specific criteria.

DEV Public Folder Management

retie e s

Compliance Management

DEV Backup Management

ExchangeServiceAdmins_-8106033 Applicationimpersonation

Legal Hold
GlobalReaders_290520080 Mailbox Import Export
Help Desk Mailbox Search

Public Folders

HelpdeskAdmins_440e9
Hygiene Management
hybrid = N Members
’ matthew group
[QA-Admin account] Ahsay QA

Ahsay Services Demo
o] M nt aaaaa

0265 MFA Applicationlmperscnate

iv. Click the + icon under the Roles section. These are the following roles:
¢ Mailbox Search
e Public Folders

Discovery Management

*Name:

Discovery Management

Description:

Members of this management role group can perform
searches of mailboxes in the Exchange organization for data
hat meets specific criteria.

Write scope:

| Default hd

Roles:
MAME Y

Public Folders

Members:
MAME DISPLAY NAME A
ahsay.qa [QA-Admin account] Ah...

| Save | | Cancel

v. Click Save to confirm and exit the setting.

www.ahsay.com




2.13.3 Granting Permission to Accounts for Creating Backup Set

www.ahsay.com

Open https://outlook.office365.com/ecp

Log in to the Office 365 as an account administrator.

BE Microsoft
Sign in

someone@example.com

MNo account? Create one!
Can't access your account?

Sign-in options

Back

BE Microsoft
someone@example.com

Enter password

D Keep me signed in

Forgot password?

Select the permissions menu on the left, then double click on Discovery
Management on the right.

Exchange admin center

dashboard admin roles user roles
recipients
permissions +/7a0BRLL

NAME
compliance management

2767 TTest
organization CLBAccessApprovers_ 1464052964
Compliance Management

protection

DEV Backup Management

mail flow
DEV Public Folder Management
mohile Discovery Management
ExchangeServiceAdmins_-8106033
public folders GlobalReaders_220520080
Help Desk
unified messaging HelpdeskAdmins 4400
Hygiene Management
hybrid

matthew group
0365 MFA Applicationlmpersanate
Organization Management

Outlook Web App policies

DEV Mailbox Search Only Management

Discovery Management

Members of this management role group
can perform searches of mailboxes in the
Exchange organization for data that mests
specific criteria.

Assigned Roles
Applicationimpersonation
Legal Hold

Mailbox Import Export
Mailbox Search

Public Folders

Members

[QA-Admin account] Ahsay QA
Ahsay Services Demo
saaaa

L7


https://outlook.office365.com/ecp

iv. You can now add users to this group. Click the + icon under the Members section.

Discovery Management

*Name:

Discovery Management

Description:

Members of this management role group can perform
earches of mailboxes in the Exchange organization for data
hat meets specific criteria.

Write scope:

I Default v

Roles:
NAME A

Public Folders

Members:
NAME DISPLAY NAME rs
exchange-administrator...  [QA single 15GB filein..

— B

piglet [QA-Auto] Piglet
user01 [QA-DataType] user01 -

Save | | Cancel

www.ahsay.com 18




v. Look for the username(s) of the account that you would like to add permission for,

Vi.

www.ahsay.com

then click add > OK to add the corresponding user(s) to the permission group.

x]

MAME

performance-10000mails-user(006

performance-10000mails-user0007

performance-10000mails-user0008

performance-3MBattachment-user0001
performance-3MBattachment-user0002
performance-3MBattachment-user0003
performance-3MBattachment-user0004
performance-3MBattachment-user0005
performance-3MBattachment-user0006
performance-3MBattachment-user0007
performance-3MBattachment-user0008

4 | DISPLAY NAME

[QA] File100000

[QA] 10000mails-user0007
[QA] 10000mails-user0008
[QA] 3MBattachment-user0001
[QA] 3MBattachment-user0002
[QA] 3MBattachment-user0003
[QA] 3MBattachment-user0004
[QA] 3MBattachment-user0003
[QA] 3MBattachment-user0006
[QA] 3MBattachment-user0007
[QA] 20095files

1 selected of 500 total

OK

Cancel

Click Save to confirm and exit the setting.

1)



2.14 Data Synchronization Check (DSC) Setup

To compensate for the significant backup performance increase, there is a tradeoff made by
the Change Key API, which skips the checking of de-selected files in the backup source, which
over time can result in a discrepancy between the items or files/folders selected in the backup
sources and the those in the backup destination(s). However, the Change Key API will continue
to check for de-selected Office 365 user accounts. Un-selected individual Office 365 user
accounts detected during a backup job and will be automatically moved to retention area.

To overcome this, it is necessary in some cases to run a Data Synchronization Check (DSC)
periodically. The DSC is similar to a regular Office 365 Change Key APl backup job but with
the additional checking and handling of de-selected files and/or folders in the backup source.
So that it will synchronize the data in the backup source and backup destination(s) to avoid
data build-up and the freeing up of storage quota.

Here are the pros and cons of performing the data synchronization check.

Enabled Disabled

Backup time

Since data synchronization check
is enabled, it will only run on the
set interval. For example, the
default number of interval is 60
days.

The backup time for the data
synchronization job will take
longer than the usual backup as it
is checking the de-selected files
and/or folders in the backup
source and data in backup
destination(s).

As data synchronization check is
disabled, the backup time will not
be affected.

Storage

Management of storage quota will
be more efficient as it will detect
items that are de-selected and
moved it to retention and will be
removed after it exceeds the
retention policy freeing up the
storage quota.

Management of storage quota will
be less efficient even though files
and/or folders are already de-
selected from the backup source,
these files will remain in the data
area of backup destination(s).

www.ahsay.com

-

20




Data Synchronization Check Process

X A
\kﬂﬂﬁa 0 \kk ° L‘

< O 2 y
Start Data Check for de-selected Synchronize de-selected Data Synchronization
Synchronization files and/or folders files and/or folders in Check Completed
Check backup source with data

backup destination(s) H l

X _

No de-selected files and/or folders
Continue backup job

Check for de-selected files and/or folders from The files and/or folders which are already de-selected
backup source; Outlook, OneDrive, Personal in backup source are moved to retention area during
Site, and Public Folder. synchronization.
= If YES, proceed to o o Data Synchronization Check is completed.
=% If NO, proceed to o o Backup job continues
NOTE

To setup the Data Synchronization Check (DSC), refer to this Appendix E _Setting the Data
Synchronization Check (DSC)




2.15 Authentication

To comply with Microsoft’s product roadmap for Office 365, from AhsayACB v8.3.6.0 or above,
Basic Authentication (Authentication using Office 365 login credentials) will no longer be
utilized. Instead all new Office 365 backup sets created will use either Modern Authentication
or Hybrid Authentication.

By second half of 2021, it will be a mandatory requirement for organizations still using Basic
Authentication or Hybrid Authentication to migrate to Modern Authentication.

Modern Authentication provides a more secure user authentication by using app token for
authentication aside from using the Office 365 login credentials. In order to use Modern
Authentication, the Office 365 account is registered under Global region and the Office 365
backup is configured to use Global region. As both Germany and China region do not support
Modern Authentication.

Existing backup sets using Basic Authentication created prior to AhsayACB v8.3.6.0 can be
migrated to Hybrid Authentication or Modern Authentication. However, once the authentication
process is completed, the authentication can never be reverted back to Basic Authentication.
For more information on how to migrate to Hybrid Authentication or Modern Authentication
please refer to Appendix G Migrating Authentication of Office 365 Backup Set. After the
upgrade to AhsayACB v8.3.6.0 or above, the backup and restore process of existing Office 365
backup sets still using Basic Authentication will not be affected during this transition period
since Modern Authentication is not yet enforced by Microsoft.

NOTE

Please note that Modern Authentication with enabled security in Azure Active Directory (AD) will be
made default if there is zero-usage on any Office 365 organization by October 2020.

To check the current authentication being used in your Office 365 backup set, see criteria
below:

O Basic Authentication

If you click on the backup set and the following pop-up message is displayed, then the
backup set is using Basic Authentication.

o in order to enhance security of Office 365 backup services, it is recommended that you
"  update the Office 365 backup setting to use token-based authentication.

Update later




© Modern Authentication

Go to Backup Sets > backup set name > General > Change settings.

~
jl Run on Client Office ... General

Name
General | Run on Client Office 365 Backup Set
Source onner

win0sr2entbyol
Backup Schedule

o Office 365

Destination

Username
Show advanced settings .

Region

Global v

Access the Internet through proxy

Windows User Authentication

In the Office 365 credentials page, the region is Global and the Username exists but has
no password, then the backup set is using Modern Authentication .

Office 365
Username
|_@ah5ay.0nmicrosoft.com |

Account password

App password
(Required if Multi-Factor Authentication is enforced)

Region

Global L™

|:| Access the Internet through proxy

www.ahsay.com 23




© Hybrid Authentication

1.

2.

www.ahsay.com

There is no pop up authentication alert.

In the Office 365 credentials page, the region is Global and there is a Username

and Account password then the backup set is using Hybrid Authentication.

Office 365
Username

I - oy onmicrosoft.com

Account password

EEkEEE

App password
(Required if Multi-Factor Authentication is enforced)

Region

Global L%

Access the Internet through proxy

24



2.16 Supported Services

Below are the supported services of Office 365 Backup module. It is also specified in the table
some services that are currently not yet supported by the Office 365 Backup module.

Note: If you wish to backup SharePoint Sites you have to use the AhsayOBM.
Refer to this link for the AhsayOBM v8 User Guide - Office365 Backup & Restore for Windows.

] Office 365
T

@ S >(
\ Outlook Yy, Yammer
4 N f N
AR IS
OneDrive Microsoft
\_ Y, \  Stream y
( ‘ )
< | ®
\_ Personal Site y
4 ) " )
’
@ os) | ¥
Microsoft Power
Slte Collectlons \ Apps y

\ Microsoft Teams)

www.ahsay.com



https://www.ahsay.com/download/download_document_v8_obm-user-guide-365-win.jsp

www.ahsay.com

Below are the supported Outlook Mailbox types of Office 365 Backup.

&

Outlook Mailbox J
r ™ rr )
. . Distribution
Archive Mailbox @ ®
Group
A\, y A\ )
Dynamic ) [ . A
. y. . Equipment
Distribution .
Mailbox
\ Group J \ y
r ) r ™
Office 365 Group @ Public Folder @
A\ J A\ J
r ™ 4 ™
Public Folder .
. Room Mailbox
Mailbox
A\ y A\ )
7 ) 7 )
Security Group @ Shared Mailbox @
\ J A\ J
7 )
User Mailbox @
\ J
4
- ~N
For backing up Shared Mailbox on ACB, it is required to set a password to the
n Shared Mailbox on Office 365 portal, such that it can be logged in on ACB to
create backup set
A J
e ~
a For backing up Public Folder, a licensed Exchange Administrator or a licensed user
with Public Folder permission is required
vy

\ \
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Below are the items that you can back up or restore from an Outlook mailbox.

[ |

Folder Level

Archive

Clutter

Contacts

Deleted Items

External Contacts

Inbox

Junk Emails

Organizational
Contacts

PeopleCentricCon
versation Buddies

Recipient Cache

Search Folders

Social Activity
Notifications

Tasks

www.ahsay.com

Supported?

@@@@@@@@@@@@@'

Calendar

Companies

Conversation
History

Drafts

GAL Contacts

Journal

Notes

Outbox

PersonMetaData

RS Feeds

Sent ltems

Sync Issues

Trash

Supported?

@@@@@@@@@@@@@'

21



Below are the items that you can back up or restore from OneDrive.

[N

OneDrive

a N

Folders

Access

Permissions

Recycle Bin

www.ahsay.com

R QUK

7~

.

Files

n

n

Albums

Tag

M

Supported?

z&af]l
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Below are the Personal Site items that you can back up or restore from an Office 365 backup

set.

Personal Site

Announcements

Bright Banner

Contacts

Data Connection
Libraries

External Lists

General Settings

Issue Tracking

Look and Feel

Newsfeed

Picture and
Libraries

Site Collection
Features

Survey

Wiki / Page
Libraries

RRRRRERERR Q&

Assets Libraries

Calendar

Custom Lists

Discussion
Boards

Form Libraries

Import
Spreadsheets

Links

Manage Site
Features

Permissions and
Management

Report Libraries

Site Page

Version History

FRQPFPrIRRRRRR

4

@ n[ For the General Settings, only the List Name can be restored. ]
@E [ For the Look and Feel, only the Title can be restored. ]

For the Version History and Permissions and Management, the backup and
Q B restore are supported for OneDrive files and SharePoint documents

(Document Library) only. ])

J
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Below are the items from the Public Folder that you can backup and restore from an Office 365

backup set.

Public Folders

Folders @

Files

2.17 Maximum Supported File Size

¢

The following table shows the maximum supported file size per item for backup and restore of

each service.

4 N[ N

www.ahsay.com

Outlook
with or without attachments 150 MB
(applies to User mailbox, Room mailbox,
\ Shared mailbox, Equipment mailbox) y y
( N N
[
Public Folders 150 MB
E] with or without attachments
\, J J
( N N
(. OneDrive 8 GB
\, J J
( N N
E Personal Site 8 GB
\, J J
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2.18 Limitations

2.18.1 Ahsay Limitations
© Supports Backup up to 2 Office 365 User Accounts

Each AhsayACB Office 365 backup set is limited to one Office 365 user account. Therefore,
when you backup two Office 365 user accounts it will require two separate backup sets.

Supported backup set configurations:
Example 1 shows one (1) backup set with one (1) Office 365 user account.

Example 2 shows two (2) separate backup sets, each with one (1) Office 365 user account.

# Backup Set Office 365 User Account

1 Sample Backup Set 01 user0l@company-office365.com
Sample Backup Set 01 user0l@company-office365.com

? Sample Backup Set 02 user02@company-office365.com

Consider using AhsayOBM instead if you wish to back up two or more Office 365 user
accounts per backup set.

Contact your backup service provider for more details and refer to AhsayOBM v8 User Guide
- Office365 Backup & Restore for Windows.

© Modern Authentication

i Modern Authentication is only supported for Office 365 account that is registered in
Global region and the Office 365 backup is configured to use Global region.

@ Migration to Modern Authentication is not supported on an Office 365 account without a
Global Admin role; or during the migration process, the Office 365 account used to
authenticate the migration does not have Global Admin role.

i Due to limitations in Microsoft API, when using Modern Authentication, backup and
restore of SharePoint Web Parts and Metadata are not fully supported.

@ Backup sets using Modern Authentication do not support backup of external content
types (through the linkage from selected lists).

@ Backup sets using Modern Authentication do not support backup and restore of the
following:

o Some list settings, currently known as Survey Options on survey list.
o Feature setting for Personal Site.

© OneDrive

@ Backup and restore of file share links will be supported for OneDrive and SharePoint
Documents only, and only for restore to the same Office 365 organization.

®

Backup and restore of all versions will be supported for OneDrive and SharePoint
Documents only, except for ".aspx“ files.

© Outlook

@ For Outlook mail item, after using restore to original location to overwrite a mail item
(and hence id of the mail id is changed), then


https://www.ahsay.com/download/download_document_v8_obm-user-guide-365-win.jsp
https://www.ahsay.com/download/download_document_v8_obm-user-guide-365-win.jsp

In the backup source tree of the same backup set:

o the original ticked item still uses the old mail id to reference and becomes red
item.
o there is another item (with the latest mail id) created for that mail item

(&

User will need to deselect the red item and tick the mail item again in the backup
source tree in order to do the next backup properly. As per development team, the
issue will not be handled as user's selected source should not be modified by system

2.18.2 Microsoft Limitations
© OneDrive

For more detailed information on the limitations of OneDrive, please refer to this Microsoft
article, OneDrive Limits. These are some of the limitations that will be discussed in the
OneDrive Limits article:

=  File upload size which is 15GB for OneDrive
@ File name and path lengths

@  Thumbnails and previews

@ Number of items to be synced

@ Information rights management

@ Differential sync

@ Libraries with specific columns

@  Windows specific limitations


https://support.office.com/en-us/article/invalid-file-names-and-file-types-in-onedrive-onedrive-for-business-and-sharepoint-64883a5d-228e-48f5-b3d2-eb39e07630fa?ui=en-US&rs=en-US&ad=US#individualfilesize

2.19 Best Practices and Recommendations

The following are some best practices or recommendations we strongly recommend you follow
before you start any Office 365 backup and restore.

©

www.ahsay.com

Temporary Directory Folder Location (For backup and restore running on
AhsayACB only)

Temporary directory folder is used by AhsayACB for storing backup set index files and
any incremental or differential backup files generated during a backup job. To ensure
optimal backup/restoration performance, it is recommended that the temporary
directory folder is set to a local drive with sufficient free disk space.

Performance Recommendations

Consider the following best practices for optimized performance of the backup
operations:

@  Enable schedule backup jobs when system activity is low to achieve the best
possible performance.

@  Perform test restores periodically to ensure your backup is set up and performed
properly. Performing recovery test can also help identify potential issues or gaps
in your recovery plan. It's important that you do not try to make the test easier, as
the objective of a successful test is not to demonstrate that everything is flawless.
There might be flaws identified in the plan throughout the test and it is important
to identify those flaws.

Set Backup Destination

After creating the backup set-in Run-on Client mode on AhsayCBS user web console,
please remember to login AhsayACB to set the backup destination if you want the
backup destination to be Local/ Mapped Drive/ Removable Drive.

Backup Destination

To provide maximum data protection and flexible restore options for agent-based
backup, it is recommended to configure:

@ At least one offsite or cloud destination
@  Atleast one local destination for fast recovery

Login AhsayACB

After modifying the backup schedule setting of the Run-on Client backup set on
AhsayCBS user web console, please remember to login to the AhsayACB client once to
synchronize the changes immediately.

Periodic Backup Schedule

The periodic backup schedule should be reviewed regularly to ensure that the interval
is sufficient to handle the data volume on the machine. Over time, data usage pattern
may change on a production server, i.e., the number of new files created the number of
files which are updated/deleted, and new users may be added etc.

Consider the following key points to efficiently handle backup sets with periodic backup
schedule.
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@

is a must. Ensure you have the backup machine’s appropriate hardware
specifications to accommodate frequency of backups,

« so that the data is always backed up within the periodic backup interval

e so that the backup frequency does not affect the performance of the
production server

@

volume of data within the backup interval.

@

the backup data for each backup job.

Backup Source
For Office 365 backup sets there are two approaches for backup source selection.
Below are the sample screenshots of the selection All Items and Selective ltems.

Hardware — to achieve optimal performance, compatible hardware requirements

Network — make sure to have enough network bandwidth to accommodate the

Retention Policy - also make sure to consider the retention policy settings and
retention area storage management which can grow because of the changes in

All ltems Selective Items
Folders Folders
=@ [E] office 365 = @ [ Office 365
i — 00 =) %¢* Users
B0 ‘PUsers =0 & 2 :hsay.onmicrosoft.com
= & @absay-onmicrosoft.com 1 :‘ & : : :
§: o #- L Outlook
+ |£\ m Outlook > @ & OneDrive
|| & OneDrive i) 1 01DH7SAWG6Y2GOVW77258Z0354PWSELRRZ
i+ B Personal Site 8- 1
5[ [E Public Folders 8- 123
8- 23469
- 25671
£ 88 26151
#- (] 26752
#- (] 39C7288316177CA3F1D38A6BSDEB7668
#- [ B Ahsay
; T Apps
DY Attachments
oL CloudBacko
8- CloudFileTest
8- CustDest
$- L CustomizedAppName
-] DestTestDir
# W Documents
¥ W Email attachments
¥ Email attachments!
- Filesize Test
3 Folder
@ All ltems

If you tick the “Users” checkbox, all of the Items of the Office 365 user account

will automatically be selected.

@

Selective Iltems
If you tick selective Items from Outlook or OneDrive, you will notice that the

“Users” checkbox is highlighted with gray color. This indicates that not all items

are selected.
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These are the Pros and Cons when selecting a backup source from All Iltems and

Selective ltems.

All ltems Selective ltems

User Maintenance

The Admin does not need to
manage the backup set, i.e.
to select or unselect items,
the changes are
automatically updated in the
backup source

The Admin will have to select
or unselect items manually as
the changes are not
automatically updated in the
backup source.

user account are backed up,
more storage will be
required.

Backup Time All ltems of the Office 365 Only selective Items of the
user account will be backed Office 365 user account will
up. This means the initial of be backed up. This will mean
full backup job will take the initial of full backup job will
longer, any subsequent be faster, any subsequent
incremental backup will take | incremental backup will be
longer. faster.

Storage As all Items of the Office 365 | As only selective Office 365

user accounts will be backed
up, the backup set will require
relatively less storage.

Authentication

Although Microsoft has moved the enforcement date for Modern Authentication from
end of 2020 to the second half of 2021, since this new authentication is already
available starting with AhsayACB v8.3.6.0 or above, it is recommended that backup
sets are migrated to Modern Authentication. All newly created Office 365 backup sets
on AhsayACB v8.3.6.0 or above automatically use Modern Authentication.

However, due to the current limitation with Microsoft API, Modern Authentication is
currently not suitable for backup sets with Personal Sites selected. As a temporary
workaround for Office 365 backup sets which require backup of Personal Sites selected,
the backup set should be migrated to Hybrid Authentication until the issue has been
resolved by Microsoft.

- &



3 Logging in to AhsayACB

Starting with AhsayACB v8.5.0.0, there are several login scenarios depending on the setting of the
account you are using. The different scenarios will be discussed below:

© Login without 2FA

© Login with 2FA using authenticator app

© Login with 2FA using Twilio

3.1 Login to AhsayACB without 2FA

1. Log into the AhsayACB application user interface. Double click the AhsayACB desktop
icon to launch the application.

Lol

AhsayACE

2. Enter the Login name and Password of your AhsayACB account then click OK to log in.

English V]

@ AhsayACB

Login name

M save password

Show advanced option

www.ahsay.com 36




3.
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After successful login, the following screen will appear.

TestAccount H English u

(@ Ansayacs

) [

Backup Sets

(2 1

Restore Utilities
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3.2 Login to AhsayACB with 2FA using authenticator app

1. Log in to the AhsayACB application user interface. Double click the AhsayACB desktop
icon to launch the application.

Lol

AhsayACB

2. Enter the Login name and Password of your AhsayACB account then click OK to login.

@ AhsayACB

Login name

M save password

Show advanced option

3. One of the two authentication methods will be displayed to continue with the login:

e Push Notification and TOTP when using Ahsay Mobile app

e TOTP only

» If Ahsay Mobile app was configured to use Push Notification and TOTP, then
there are two 2FA modes that can be used:

e Push Notification (default)

Push notification is the default 2FA mode. Accept the login request on
Ahsay Mobile to complete the login.

Two-Factor Authentication
Please approve notification request in one of registered Authenticator App.
“** Waiting for response (00:04:55)

Authenticate with one-time password
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Example of the login request sent to the Ahsay Mobile app.

Authorization Request

Proceed authorization request for
MobileUser3

REJECT  ACCEPT

TOTP

However, if push notification is not working or you prefer to use one-time
passcode, click the Authenticate with one-time password link, then input the
one-time passcode generated by Ahsay Mobile to complete the login.

Two-Factor Authentication

Please approve notification request in one of registered Authenticator App.
"% Waiting for response (00:04:52)

Alternatively, input the one-time passcode generated in your Authenticator App.

7 5 8 8 6 6 | (©0:00:14)

Example of the one-time password generated in the Ahsay Mobile app.

Ahsay Mobile

AhsayACB
MobileUser3

758 866 2
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» TOTP only

Enter the one-time passcode generated by the authenticator app to complete the
login.

Two-Factor Authentication

Enter one-time passcode generated from authenticator app

2 2 8 6 3 7 | wo0021)

Example of the one-time passcode generated in the third party authenticator app
Microsoft Authenticator.

AhsayACB
MobileUser3

One-time passwords enabled
° You can use the one-time password codes
generated by this app to verify your sign-ins

One-time password code

® 998637

4. After successful login, the following screen will appear.

(@ansayAcs MobileUser3 [PY [Ensish

& [

Backup Sets

£ 1

Restore Utilities



NOTE

If you have trouble logging in using the authenticator app, please refer to Chapter 9 of
the AhsayACB Quick Start Guide for Windows for more information.

3.3 Login to AhsayACB with 2FA using Twilio

1. Log in to the AhsayACB application user interface. Double click the AhsayACB desktop
icon to launch the application.

Lol

AhsayACB

Enter the Login name and Password of your AhsayACB account then click OK to login.

@ AhsayACB

Login name

Show advanced option

3. Select your phone number.

Two-Factor Authentication

Please select phone number to receive passcode via SMS message to continue login.

Philippines (+63) - ******%g10g
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4.

5.
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Enter the passcode and click Verify to log in.

Two-Factor Authentication

SMS message with a passcode was already sent to the phone number Philippines (+63) - *****%*g10¢
Please enter the passcode to continue login.

LDFZ - | 304073 (00:04:40)

Resend passcode

After successful login, the following screen will appear.

(@ Ansayacs Win User [P [ensisn

& E

Backup Sets Report

£ 1 e

Restore Settings Utilities
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4 Creating an Office 365 Backup Set

Starting with AhsayACB v8.3.6.0, Basic Authentication will not be utilized anymore, but instead
there are two types of authentication that can be used in creating a backup set namely Modern
Authentication or Hybrid Authentication.

4.1 Modern Authentication

1. Inthe AhsayACB main interface, click Backup Sets.

2

Backup Sets

2. Click the “+” icon next to Add new backup set.

Backup Sets

. Add new backup set

Sort by

Creation Time w
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3. Enter a Name for your backup set and select Office 365 Backup as the Backup set
type.

Create Backup Set

Name

| Client Run Office 365 Backup Set |

Backup set type
m File Backup v

E File Backup
Cloud File Backup
lotus. [BM Lotus Notes Backup

MS Windows System Backup

1] Office 365 Backup

Leave the Username and Account password blank and click Test.

Create Backup Set

Name

Client Run Office 365 Backup Set |

Backup set type

Username

Account password

App password

(Required if Multi-Factor Authentication is enforced)

Region

Global v

|:| Access the Internet through proxy

= v

Click I understand the limitation and confirm to proceed.

This will be using Modern Authentication without backup or restore functionality for
SharePoint Web Parts and Managed Metadata.

| understand the limitation and confirm to proceed
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Click Authorize to start the authentication process.

Click [Authorize] and in the pop-up browser window, sign in your Microsoft account
and authorize the backup application (if necessary), copy and paste the authorization

code to the textbox and hit [OK] to complete the authentication.

Sign in to your Microsoft account.

B8 Microsoft
Sign in

I 5 = s 2y onmicrosoft.oom

Mo account? Create one!
Cant access your account?

Sign-in options

Back

BT Microsoft
<« G =hsay.0nmicrosoft.oom

Enter password

Forgot rmy password

Signin
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If MFA is enforced for the Office 365 user account used to authenticate the backup set,
enter the code and click Verify.

a8 Microsoft

_@ahsay.onmicrosoft.com

Enter code

[ We texted your phone +20030000000Z3. Please
enter the code to signin,

083116

[:] Don't ask again for 14 days
Having trouble? Sign in another way

Mare infarmation

NOTE

The verification code is only required if the MFA status of an Office 365 account is
enforced.

Copy the authorization code.

AHITT]

Authorization Code for Microsoft 365

0.ASsA_IShkza7uEGrYiY111VMXiGI8nVBhARCgimGnR:

Please copy and paste the above Authorization Code
into Ahsay's product to complete the setup.

Go back to AhsayACB and paste the authorization code. Click OK to proceed.

In the pop-up browser window, sign in your Microsoft account and
authorize the backup application (if necessary), copy and paste the
authorization code to the textbox and hit [OK] to complete the
authentication.

yisXVO7Ix1cZVnhIWBOHON-0aNgVXqrE)funUIN7VFEENWEFHELMhMUNIAA

Test completed successfully shows when the validation is successful. Press Next to
proceed to the next step.
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Create Backup Set

Name

Client Run Office 365 Backup Set

Backup set type
m Office 365 Backup v

Username

I - sy .onmicrosoft.com

Account password

App password
(Required if Multi-Factor Authentication is enforced)

Region

Global v
Access the Internet through proxy

+ Test completed successfully

Verifying...

In the Backup Source menu, select the desired user account and content folder for

backup.

-
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Backup Source

Folders
&0 B office 365
- dsh Users
=0 & G ahsay.onmicrosoft.com
i+ P Budook
i [] & OneDrive
] m Personal Site
- F Public Folders

"] show items

Previous Cancel

Enable the Show mails checkbox at the bottom left corner if you would like to choose
individual mail item for backup.

Backup Source

Folders Name Date modified Size
=-0 [ office 365 & Catjpg 04/11/2019 04:18 490k
&[0 %5 Users & Dog.jpg 04/11/2019 04:18 M
=0 & 2 ahsay.onmicrosoft.c B TestExcel-1.xlsx 04/11/2019 04:18 ™
0 &5 Outlook [] TestPPT-1.ppex 04/11/201904:18 31k
[ & OneDrive [] TestPPT-2.ppex 04/11/2019 04:18 31k
D Bz Personal Site [] TestPPT-3.ppex 04/11/2019 04:18 31k
@-[@ [E Public Folders U TestPPT-4.pptx 04/11/201904:18 31k
[ TestPPT-5.pprx 04/11/2019 04:18 31k

estTXTFile-1.uat 04/11/2019 04:18 S6k
=| TestTXTFile-2.txt 04/11/2019 04:18 56k
[} TestTXTFile-3.xt 04/11/201904:18 56k
|1} TestTXTFile-4.0x 04/11/2019 04:18 56k

‘estTXTFile-5.txt 04/11/2019 04:18 56k
TestWord-1.docx 04/11/2019 04:18 12k
TestWord-2.docx 04/11/201904:18 12k

7 TestWord-3.docx 04/11/2019 04:18 12k

[5] TestWord-4.docx 04/11/2019 04:18 12k

TestWord-5.docx 04/11/2019 04:18 12k

Show items Items per page | 50 9w | Page | 1/1 » |

5. Inthe Schedule menu, configure a backup schedule for backup job to run automatically
at your specified time interval. Slide the on/off button to turn on this feature, then click
Add new schedule to add a new schedule, then click Next to proceed afterward.
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Schedule

Run scheduled backup for this backup set

ot (.

Schedule

Run scheduled backup for this backup set
on ]

Existing schedules

. Add new schedule

www.ahsay.com
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Name
Daily-2

Type
Daily v

Start backup

at

1(kup completed

Run Retention Policy after backup

© Name - the name of the backup schedule.

@ Daily — the time of the day when the backup job will run.

New Backup Schedule
Name
Daily-1
Type
Daily L¥]
Start backup

at v 15 w141 W

Stop

until full backup completed w

Run Retention Policy after backup

In the New Backup Schedule window, configure the following backup schedule settings.

© Type — the type of the backup schedule. There are four (4) different types of backup
schedule: Daily, Weekly, Monthly and Custom.

@  Weekly — the day of the week and the time of the day when the backup job will

run.

:
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ew Backup Schedule

Name

| Weekly—‘l‘

Type
Weekly w

Backup on these days of the week
Sun Mon Tue Wed Thu Fri |« Sat

Start backup

at W23 w000 W

Stop

until full backup completed w

Run Retention Policy after backup

@ Monthly — the day of the month and the time of the day when the backup job will
run.

New Backup Schedule

Name
Monthly-1

Type
Monthly we

Backup on the following day every month

®) Day | Last w
First Sunday

Start backup at

23 & 1| 59 W | on the selected days

Stop

until full backup completed w

+| Run Retention Policy after backup

@ Custom — a specific date and the time when the backup job will run.

New Backup Schedule
MName

Custom-1

Type

Custom w

Backup on the following day once

2019 || December w || 31 w

Start backup at

23 W 1|59 w

Stop

until full backup completed w

| Run Retention Policy after backup

© Start backup — the start time of the backup job.

@ at — this option will start a backup job at a specific time.

@ every — this option will start a backup job in intervals of minutes or hours.



Start backup Start backup
BVEry W every w || 1 minute W
Stop 1 minute ~ Stop 30 minutes
until full bg 2 Minutes until fu b
3 minutes 2 hours
+| Run Retg 4 minutes +| Run Retg 3 hours
5 minutes 4 hours
6 minutes 6 hours
10 minutes 8 hours
12 minutes 12 hours v

Here is an example of backup set that has a periodic and normal backup schedule.

Backup on these days of the week
sun | Mon | Tue | Wed |« Thu |Fri

Start backup

every w || 4 hours W

Stop

until full backup completed

+| Run Retention Policy after backup

Sat

New Backup Schedule New Backup Schedule
Name Name

Weekly-1 Weekly-2

Type Type

Weekly w Weekly w

Backup on these days of the week

| 5un Mon Tue Wed Thu
Start backup

at W21 w00 W

Stop

until full backup completed w

| Run Retention Policy after backup

Fri o] Sat

Figure 1.1

Figure 1.2

Figure 1.1 — Periodic schedule every 4 hours Monday - Friday during business hours

Figure 1.2 — Normal schedule run at 21:00 or 9:00 PM daily on Saturday & Sunday on
weekend during non-business hours

© Stop - the stop time of the backup job. This only applies to schedules with start
backup “at” and is not supported for periodic backup schedule (start backup “every”)

@ until full backup completed — this option will stop a backup job once it is
complete. This is the configured stop time of the backup job by default.

@

after (defined no. of hrs.) — this option will stop a backup job after a certain
number of hours regardless of whether the backup job has completed or not.
This can range from 1 to 24 hrs.

The number of hours must be enough to complete a backup of all files in the
backup set. For small files in a backup, if the number of hours is not enough to
back up all files, then the outstanding files will be backed up in the next backup
job. However, if the backup set contains large files, this may result in partially
backed up files.

For example, if a backup set has 100GB file size which will take approximately 15
hours to complete on your environment, but you set the “stop” after 10 hours, the
file will be partially backed up and cannot be restored. The next backup will
upload the files from scratch again.
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The partially backed up data will have to be removed by running the data integrity
check.

As a general rule, it is recommended to review this setting regularly as the data
size on the backup machine may grow over time.

© Run Retention Policy after backup — if enabled, the AhsayACB will run a retention
policy job to remove files from the backup destination(s) which have exceeded the
retention policy after performing a backup job.

Click the [OK] button to save the configured backup schedule settings.

Click the [Next] button to proceed. Multiple backup schedules can be created.

Schedule

Run scheduled backup for this backup set
on 1

Existing schedules
@ Daily-1
Daily (Every 4 hours)
ﬁ Weekly-1
Weekly - Saturday (Every 6 hours)
ﬁ Monthly-1
Monthly - The Last Day (Every month at 20:00)

Custom-1
Custom (12/31/2020 at 21:00)

Add

Previous Next Cancel

6. Inthe Destination menu, select a backup destination where the backup data will be
stored. Click the “+” icon next to Add new storage destination / destination pool.



(® AhsayACB
Destination

Backup mode

Seguential w

Existing storage destinations

+ Add new storage destination / destination pool

NOTE

For more details on Backup Destination, refer to the following Wiki article for details:
https://wiki.ahsay.com/doku.php?id=public:8002 faqg:fag on_backup destination

7. Select storage destinations.

)estination / Destination Pool

Destination storage

(@ AhsaycBs

€ | AhsayCBS

& Wasabi-1

ﬂ Local / Mapped Drive / Network Drive / Removable Drive
aws AWS S3 Compatible Cloud Storage
&. Google Drive
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You can choose a storage combination of the Local/Mapped drive/Removable Drive or

Cloud storage. Click OK to proceed when you are done with the settings.

www.ahsay.com

»

If you have chosen the Local / Mapped Drive / Network Drive / Removable
Drive option, click Change to browse to a directory path where backup data will
be stored, then click Test to validate the path. Test completed successfully

shows when the validation is done.

Name

Local-1

Destination storage

ﬂ Local / Mapped Drive / Network Drive / Removable Drive w

Path (Input local / network address or click [Change])
\\ I\ Users\Administrator\Documents\Sample! | | Change

This share requires access credentials

Test

Name

Local-1

Destination storage

ﬂ Local / Mapped Drive / Network Drive / Removable Drive w

Path (Input local / network address or click [Change])
\\ I \\Users\Administrator\Documents\Sample! | | Change

| This share requires access credentials

User name (e.g. domain\username)
Administrator

Password
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Name
Destination storage

ﬂ Local / Mapped Drive / Network Drive / Removable Drive
Path (Input local / network address or click [Change])

User name (e.g. domain\username)

Password

Testing access to destination...

Name

Local-1

Destination storage
ﬂ Local / Mapped Drive / Network Drive / Removable Drive w

Path (Input local 7/ network address or click [Change])
I U sers\Administrator\Documents\SamplesS | | €hange

| This share requires access credentials

User name (e.g. domain\username)
Administrator
Password

 Test completed successfully
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» If you have chosen the AWS S3 Compatible Cloud Storage, select from the
destination storage then click OK. Enter the required details and click Test to
validate. Test completed successfully shows when the validation is done.

Storage Destination / Destination Poo
Name
AWSCompatible-1
Destination storage
aws AWS S3 Compatible Cloud Storage v
Host Port

Access Key ID

Secret Access Key

Bucket Name (please create this bucket manually first)

Connect with SSU/TLS

Access the Internet through proxy

Test

New Storage Destination / Destin
Name
AWSCompatible-1

Destination storage

aws AWS S3 Compatible Cloud Storage v
Host Port
s3.us-west-1.wasabisys.com 443

Access Key ID
NB8QKJZ39ELCJIC3CINBW

Secret Access Key

eeseee

Bucket Name (please create this bucket manually first)
kmtmanila

| Connect with SSUTLS

Access the Internet through proxy

Test
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Name

Destination storage

aws AWS S3 Compatible Cloud Storage

Host Port

Access Key ID

Secret Access Key

Bucket Name (please create this bucket manually first)

.: Testing access to destination...

N Storage Destination / Destination Pool
Name
AWSCompatible-1

Destination storage

aws AWS S3 Compatible Cloud Storage v
Host Port
s3.us-west-1.wasabisys.com 443

Access Key ID
N8QKJZ39ELCJ9C3CINBW

Secret Access Key

Bucket Name (please create this bucket manually first)

kmtmanila

| Connect with SSUTLS

Access the Internet through proxy

+ Test completed successfully

B ==

You can add multiple storage destinations. The backup data will be uploaded to all the
destinations you have selected in the order you added them. Press the icon to
alter the order. Click Next to proceed when you are done with the selection.
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Destination

Backup mode

Existing storage destinations

e AhsayCBS

Host: 10.16.10.12:443
Local-1
CUsers\Administrator\Documents

@ GoogleDrive-1

~

Destination

Backup mode

Sequential W

Existing storage destinations

e AhsayCBS
Host: 10.16.10.12:443

L
@ GoogleDrive-1

~ v

8. In the Encryption window, the default Encrypt Backup Data option is enabled with an
encryption key preset by the system which provides the most secure protection.



Encryption

Encrypt Backup Data
on |

Encryption Type

Default v

Default

User password
Custom

You can choose from one of the following three Encryption Type options:

www.ahsay.com

» Default — an encryption key with 44 alpha numeric characters will be randomly

generated by the system

» User password — the encryption key will be the same as the login password of
your AhsayACB at the time when this backup set is created. Please be reminded
that if you change the AhsayACB login password later, the encryption keys of the

backup sets previously created with this encryption type will remain unchanged.

» Custom — you can customize your encryption key, where you can set your own

algorithm, encryption key, method, and key length.

Encryption

Encrypt Backup Data
on L |

Encryption Type

Algorithm

AES v

Encryption key

FEEREE

Re-enter encryption key

FEERAE

Method

) ECB (e) CBC

Key length

) 128-bit (@) 256-bit

NOTE
For best practice on managing your encryption key, refer to the following Wiki article.

https://wiki.ahsay.com/doku.php?id=public:5034 best practices for managing encryption key

Click Next when you are done setting.
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9. If you have enabled the Encryption Key feature in the previous step, the following pop-up
window shows, no matter which encryption type you have selected.

You are advised to write this encryption key down on paper and keep it in
a safe place. You will need it when you need to restore your files later.
Please confirm that you have done so.

Unmask encryption key

Copy to clipboard

The pop-up window has the following three options to choose from:
» Unmask encryption key — The encryption key is masked by default. Click this
option to show the encryption key.

You are advised to write this encryption key down on paper and keep it in
a safe place. You will need it when you need to restore your files later.
Please confirm that you have done so.

rcX1MBE4brnZ086eKOp6FeabuuRRI3qDXGIq5UBXFOS=

Mask encryption key

Copy to clipboard

» Copy to clipboard — Click to copy the encryption key, then you can paste it in
another location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step.

If you have enabled the scheduled backup option, you will be prompted to enter the User
Name and Password of the Windows account that will be running the backup.

Windows User Authentication

Domain Name (e.g Ahsay.com) / Host Name

local

User name
Administrator

Password

Click Next to create the backup set.



10. The following screen is displayed when the new Office 365 backup set is created
successfully. Click Close to go back to main screen.

Congratulations!

"Client Run Office 365 Backup Set" is successfully created.

11. Based on Best Practices and Recommendations, it is highly recommended to change the
Temporary Directory. Select another location with sufficient free disk space other than
Dive C.

Go to Others > Temporary Directory. Click Change to browse for another location.

How to retain the files in the backup set. which have been deleted in the backup

L
m Client Run Office 365... SoureE
7 v o v
General
Temporary Directory
Source
Temporary directory for storing backup files
Backup Schedule E\ | Change
41.61GB free out of total 63.48GB space in E:
DESUnaUOH |w] Remove temporary files after backup
Reminder Compressions
Others Select compression type
| Fast with optimization for local v

Encryption

Encryption key cseeee
Copy to clipboard Unmask encryption key

Algorithm AES
Method CBC
Key length 256 bits

Delete this backup set
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12. Optional: Select your preferred Compression type. By default, the compression is Fast

with optimization for local.

Go to Others > Compressions. Select from the following list:

e No Compression

e Normal

e Fast (Compressed size larger than normal)

e Fast with optimization for local

m Client Run Office 365...

General

Source

Backup Schedule
Destination

Reminder

Delete this backup set

How to retain the files in the backup set, which have been deleted in the backup Al
source
|? [~ | | Day(s) w |

Temporary Directory

Temporary directory for storing backup files
A  change
41.61GB free out of total 63.48GB space In E

[v] Remove temporary files after backup

Compressions

Select compression type

Fast with optimization for local -

Mo Compression
MNormal

Fast (Compressed size larger than normal)

Fast with optimization for local

Algorithm AES
Method CBC
Key length 256 bits
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4.2 Hybrid Authentication

1. Inthe AhsayACB main interface, click Backup Sets.

2

Backup Sets

2. Click the “+” icon next to Add new backup set.

Backup Sets

. Add new backup set

Sort by

Creation Time W

3. Enter a Name for your backup set and select Office 365 Backup as the Backup set
type.
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Create Backup Set

Name

| Client Run Office 365 Backup Set |

Backup set type
m File Backup v

E File Backup
Cloud File Backup
lotus. [BM Lotus Notes Backup

MS Windows System Backup

1] Office 365 Backup

Cancel

© If MFA is not enforced, enter the Username and Account password. Select the

Region and click Test.

Create Backup Set

Name

| Client Run Office 365 Backup Set |

Backup set type

@ Office 365 Backup v

Username

|-ﬂahsay.nnmi(msnft.mm |

Account password

P |

App password
(Required if Multi-Factor Authentication is enforced)

Region

Global v

D Access the Internet through proxy

Test

© If MFA is enforced, enter the Username, Account password and App password

then click Test.
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Create Backup Set

Name

| Client Run Office 365 Backup Set |

Backup set type

@ Office 365 Backup -

Username
|_@ahsay.nnmi(msnﬂ.mm |

Account password

T |

App password
(Required if Multi-Factor Authentication is enforced)

| [ —— |

Region

Global v

|:| Access the Internet through proxy

Enter the code sent to your mobile device and click Verify.

Test v

Office 365 Multi-Factor Authentication

A sms is sent to your mobile device, please type in the code shown in the sms message

| 358101 |

Use another method to authenticate

or

If you click Use another method to authenticate link, select between Text or

Call.

Office 365 Multi-Factor Authentication
Select an authentication method

[ Text +XX O0XXXXXX23

QY call 00 X00000KX23
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*= |If Text is selected, enter the code sent to your mobile device and click Verify
to proceed.

Office 365 Multi-Factor Authentication

A sms s sent to your mobile device, please type in the code shown in the sms message

| 358101 |

Use another method to authenticate

* |f Call is selected, you will receive a call from a third-party app. From there
follow the instructions to proceed with the authentication.

Office 365 Multi-Factor Authentication
Please answer the phone call to continue

< Waiting for response...

tseanather method o authentcate

NOTE

e The App password is only required if the MFA status of an Office 365
account is enforced.

¢ |f the MFA of the Office 365 user account will be enabled later on, it is
highly advisable to login to AhsayACB and re-authenticate the Office 365
user account’s credential using the MFA App password. Otherwise the
scheduled backups of the Office 365 backup set will stop working.

Click Authorize to start the authentication process.

Click [Authorize] and in the pop-up browser window, sign in your Microsoft account
and authorize the backup application (if necessary), copy and paste the authorization
code to the textbox and hit [OK] to complete the authentication.
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Sign in to your Microsoft account.

B Microsoft
Sign in

I 2 << . onmi crosoft.oom

Mo account? Create onel
Cant access your account?

Sign-in options

Back

a5 Microsoft
« I -hsay.onmicrosoft.ocom

Enter password

Forgot rmy password

signin

M
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If MFA is enforced for the Office 365 user account used to authenticate the backup set,
enter the code and click Verify.

B8 Microsoft
_@ahsay.onmicrosoft.com

Enter code

[ We texted vour phone +X330C0E000L3. Please
enter the code tosignin.

G39795

Having trouble? Sign in another way

Werify

NOTE

The verification code is only required if the MFA status of an Office 365 account is
enforced.

Copy the authorization code.

AHITT]

Authorization Code for Microsoft 385

0.ASsA_IShkza7uEGrYiY111VMXiGI8nVBhARCgimGnR:

Please copy and paste the above Authorization Code
into Ahsay's product to complete the setup.

Go back to AhsayACB and paste the authorization code. Click OK to proceed.

In the pop-up browser window, sign in your Microsoft account and
authorize the backup application (if necessary), copy and paste the
authorization code to the textbox and hit [OK] to complete the
authentication.

JLVRAaZyqlA_ONI4CI93HBD1zF10S0e)9W5pd1fg9IKWhMNOLTAQSTiiylIAA

Test completed successfully shows when the validation is successful. Press Next to
proceed to the next step.
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Name
~
Client Run Office 365 Backup Set
Backup set type
m Office 365 Backup (V]
Username
I - - -2y onmicrosoft.com
Account password
e
App password
(Required if Multi-Factor Authentication is enforced)
Region
Global v
Access the Internet through proxy
« Test completed successfully hd
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Please wait...

4. Inthe Backup Source menu, select the desired user account and content folder for
backup.

Backup Source

Folders.
=0 [E] Office 365
=) %2 Users
O & ==y onmicrosoft com
7 2 outlook
+-_| & OneDrive
i) By Persanal Site
i) 5 Public Folders

Show items

[rreioss | [t | [[cince | [[hem |

Enable the Show mails checkbox at the bottom left corner if you would like to choose
individual mail item for backup.




Backup Source

Folders Name Date modified Size
&0 [ office 365 & Ccatjpg 04/11/2019 04:18 490k
&[0 %P Users @ (& Dogipg 04/11/2019 04:18 3Mm
=-0 & [ll@ahsay.onmicrosoft.com TestExcel-1.xIsx 04/11/2019 04:18 ™
& 33 Outlook [] TestPPT-1.pptx 04/11/2019 04:18 31k
() @ OneDrive TestPPT-2.pptx 04/11/2019 04:18 31k
& B Personal Site [ ] TestPPT-3.pptx 04/11/201904:18 31k

TestPPT-4.pptx 04/11/201904:18 31k
TestPPT-5.pptx 04/11/201904:18 31k
TestTXTFile-1.oxt 04/11/2019 04:18 56k
stTXTFile-2.txt 04/11/201904:18 56k
stTXTFile-3.oxt 04/11/2019 04:18 56k
| TestTXTFile-4.txt 04/11/201904:18 56k
TestTXTFile-5.txt 04/11/201904:18 56k
TestWord-1.docx 04/11/2019 04:18 12k
| TestWord-2.docx 04/11/201904:18 12k
TestWord-3.docx 04/11/201904:18 12k
TestWord-4.docx 04/11/201904:18 12k
TestWord-5.docx 04/11/201904:18 12k

@[3 [& Public Folders

RERRER

Show items Items per page | 50w | Page [ 11 ™ |

5. Inthe Schedule menu, configure a backup schedule for backup job to run automatically
at your specified time interval. Slide the on/off button to turn on this feature, then click
Add new schedule to add a new schedule, then click Next to proceed afterward.

Schedule

Run scheduled backup for this backup set

off [
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Schedule

Run scheduled backup for this backup set
on |

Existing schedules

+ Add new schedule

New Backup Schedule

Name
Daily-2

Type
Daily v

Start backup

at

ckup completed w

[ "] Run Retention Policy after backup

In the New Backup Schedule window, configure the following backup schedule settings.

© Name - the name of the backup schedule.

© Type - the type of the backup schedule. There are four (4) different types of backup
schedule: Daily, Weekly, Monthly and Custom.

@ Daily — the time of the day when the backup job will run.



New Backup Schedule
Name
Daily-1
Type
Daily L¥]
Start backup
at W15 w4l w
Stop
until full backup completed w
Run Retention Policy after backup

@  Weekly — the day of the week and the time of the day when the backup job will
run.

ew Backup Schedule

Name
|Weekly-‘|‘

Type
Weekly w
Backup on these days of the week
sun Mon Tue Wed Thu Fri |« Sat
Start backup

at W23 w100 W

stop

until full backup completed w

Run Retention Policy after backup

@ Monthly — the day of the month and the time of the day when the backup job will
run.

ew Backup Schedule

Name
Monthly-1

Type
Monthly we
Backup on the following day every month
®) Day | Last w
First Sunday

Start backup at

23 W 1| 59 w | onthe selected days

Stop

until full backup completed w

+| Run Retention Policy after backup

@ Custom — a specific date and the time when the backup job will run.

www.ahsay.com 74




New Backup Schedule

MName

Custom-1

Type
Custom  w
Backup on the following day once

2019 || December w |31 w

Start backup at
23 W 1|59 W

Stop

until full backup completed w

+| Run Retention Policy after backup

© Start backup — the start time of the backup job.

@ at — this option will start a backup job at a specific time.

@ every — this option will start a backup job in intervals of minutes or hours.

Start backup Start backup
every w || 1 minute L¥] every wf || 1 minute L¥]
Stop - Stop 30 minutes
until full bg 2 Minutes until full b
3 minutes 2 hours
+| Run Retq 4 minutes +| Run Retg 3 hours
5 minutes 4 hours
6 minutes 6 hours
10 minutes 8 hours
12 minutes 12 hours v

Here is an example of backup set that has a periodic and normal backup schedule.

Backup on these days of the week

New Backup Schedule New Backup Schedule
Name Name

Weekly-1 Weekly-2

Type Type

Weekly w Weekly w

Backup on these days of the week

sun | Mon | Tue | Wed |« Thu |Fri Sat | Sun Mon Tue Wed Thu Fri |« Sat
Start backup Start backup
every w || 4 hours - at V21 W[ 00 W
Stop Stop
until full backup completed until full backup completed w
+| Run Retention Policy after backup +| Run Retention Policy after backup
Figure 1.1 Figure 1.2

Figure 1.1 — Periodic schedule every 4 hours Monday - Friday during business hours

Figure 1.2 — Normal schedule run at 21:00 or 9:00 PM daily on Saturday & Sunday on
weekend during non-business hours
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© Stop - the stop time of the backup job. This only applies to schedules with start
backup “at” and is not supported for periodic backup schedule (start backup “every”)

@

@

until full backup completed — this option will stop a backup job once it is
complete. This is the configured stop time of the backup job by default.

after (defined no. of hrs.) — this option will stop a backup job after a certain
number of hours regardless of whether the backup job has completed or not.
This can range from 1 to 24 hrs.

The number of hours must be enough to complete a backup of all files in the
backup set. For small files in a backup, if the number of hours is not enough to
back up all files, then the outstanding files will be backed up in the next backup
job. However, if the backup set contains large files, this may result in partially
backed up files.

For example, if a backup set has 100GB file size which will take approximately 15
hours to complete on your environment, but you set the “stop” after 10 hours, the
file will be partially backed up and cannot be restored. The next backup will
upload the files from scratch again.

The partially backed up data will have to be removed by running the data integrity
check.

As a general rule, it is recommended to review this setting regularly as the data
size on the backup machine may grow over time.

© Run Retention Policy after backup — if enabled, the AhsayACB will run a retention

policy job to remove files from the backup destination(s) which have exceeded the
retention policy after performing a backup job.

Click the [OK] button to save the configured backup schedule settings.

Click the [Next] button to proceed. Multiple backup schedules can be created.
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Schedule

Run scheduled backup for this backup set
on 1

Existing schedules

E Daily-1
Daily (Every 4 hours)
@ Weekly-1
Weekly - Saturday (Every 6 hours)

E Monthly-1
Monthly - The Last Day (Every month at 20:00)

Custom-1
Custom (12/31/2020 at 21:00)

Add




In the Destination menu, select a backup destination where the backup data will be

stored. Click the “+” icon next to Add new storage destination / destination pool.
- O X

6.

(® AhsayACB
Destination

Backup mode

Seguential w

Existing storage destinations

+ Add new storage destination / destination pool

NOTE

For more details on Backup Destination, refer to the following Wiki article for details:
https://wiki.ahsay.com/doku.php?id=public:8002 faqg:fag on_backup destination

7. Select storage destinations.

New Storage Destination / Destination F

Destination storage

(@ AhsaycBs

€ AhsayCBS

& Wasabi-1
ﬂ Local / Mapped Drive / Network Drive / Removable Drive

aws AWS S3 Compatible Cloud Storage
&. Google Drive



https://wiki.ahsay.com/doku.php?id=public:8002_faq:faq_on_backup_destination

You can choose a storage combination of the Local/Mapped drive/Removable Drive or

Cloud storage. Click OK to proceed when you are done with the settings.
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»

If you have chosen the Local / Mapped Drive / Network Drive / Removable
Drive option, click Change to browse to a directory path where backup data will
be stored, then click Test to validate the path. Test completed successfully

shows when the validation is done.

Name

Local-1

Destination storage

ﬂ Local / Mapped Drive / Network Drive / Removable Drive w

Path (Input local / network address or click [Change])
\\ I\ Users\Administrator\Documents\Sample! | | Change

This share requires access credentials

Test

Name

Local-1

Destination storage

ﬂ Local / Mapped Drive / Network Drive / Removable Drive w

Path (Input local / network address or click [Change])
\\ I \\Users\Administrator\Documents\Sample! | | Change

| This share requires access credentials

User name (e.g. domain\username)
Administrator

Password
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Name
Destination storage

ﬂ Local / Mapped Drive / Network Drive / Removable Drive
Path (Input local / network address or click [Change])

User name (e.g. domain\username)

Password

Testing access to destination...

Name

Local-1

Destination storage
ﬂ Local / Mapped Drive / Network Drive / Removable Drive w

Path (Input local 7/ network address or click [Change])
I U sers\Administrator\Documents\SamplesS | | €hange

| This share requires access credentials

User name (e.g. domain\username)
Administrator
Password

 Test completed successfully

7




» If you have chosen the AWS S3 Compatible Cloud Storage, select from the
destination storage then click OK. Enter the required details and click Test to
validate. Test completed successfully shows when the validation is done.

Storage Destination / Destination Poo
Name
AWSCompatible-1
Destination storage
aws AWS S3 Compatible Cloud Storage v
Host Port

Access Key ID

Secret Access Key

Bucket Name (please create this bucket manually first)

Connect with SSU/TLS

Access the Internet through proxy

Test

New Storage Destination / Destin
Name
AWSCompatible-1

Destination storage

aws AWS S3 Compatible Cloud Storage v
Host Port
s3.us-west-1.wasabisys.com 443

Access Key ID
NB8QKJZ39ELCJIC3CINBW

Secret Access Key

eeseee

Bucket Name (please create this bucket manually first)
kmtmanila

| Connect with SSUTLS

Access the Internet through proxy

Test
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Name

Destination storage

aws AWS S3 Compatible Cloud Storage

Host Port

Access Key ID

Secret Access Key

Bucket Name (please create this bucket manually first)

.: Testing access to destination...

N Storage Destination / Destination Pool
Name
AWSCompatible-1

Destination storage

aws AWS S3 Compatible Cloud Storage v
Host Port
s3.us-west-1.wasabisys.com 443

Access Key ID
N8QKJZ39ELCJ9C3CINBW

Secret Access Key

Bucket Name (please create this bucket manually first)

kmtmanila

| Connect with SSUTLS

Access the Internet through proxy

+ Test completed successfully

B ==

You can add multiple storage destinations. The backup data will be uploaded to all the
destinations you have selected in the order you added them. Press the icon to
alter the order. Click Next to proceed when you are done with the selection.
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Destination

Backup mode

Existing storage destinations

e AhsayCBS

Host: 10.16.10.12:443
Local-1
CUsers\Administrator\Documents

@ GoogleDrive-1

~

Destination

Backup mode

Sequential W

Existing storage destinations

e AhsayCBS
Host: 10.16.10.12:443

L
@ GoogleDrive-1

~ v

8. In the Encryption window, the default Encrypt Backup Data option is enabled with an
encryption key preset by the system which provides the most secure protection.



Encryption

Encrypt Backup Data
on |

Encryption Type

Default v

Default

User password
Custom

You can choose from one of the following three Encryption Type options:
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» Default — an encryption key with 44 alpha numeric characters will be randomly

generated by the system

» User password — the encryption key will be the same as the login password of
your AhsayACB at the time when this backup set is created. Please be reminded
that if you change the AhsayACB login password later, the encryption keys of the

backup sets previously created with this encryption type will remain unchanged.

» Custom — you can customize your encryption key, where you can set your own

algorithm, encryption key, method, and key length.

Encryption

Encrypt Backup Data
on L |

Encryption Type

Algorithm

AES v

Encryption key

FEEREE

Re-enter encryption key

FEERAE

Method

) ECB (e) CBC

Key length

) 128-bit (@) 256-bit

NOTE
For best practice on managing your encryption key, refer to the following Wiki article.

https://wiki.ahsay.com/doku.php?id=public:5034 best practices for managing encryption key

Click Next when you are done setting.
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https://wiki.ahsay.com/doku.php?id=public:5034_best_practices_for_managing_encryption_key

9. If you have enabled the Encryption Key feature in the previous step, the following pop-up
window shows, no matter which encryption type you have selected.

You are advised to write this encryption key down on paper and keep it in
a safe place. You will need it when you need to restore your files later.
Please confirm that you have done so.

Unmask encryption key

Copy to clipboard

The pop-up window has the following three options to choose from:
» Unmask encryption key — The encryption key is masked by default. Click this
option to show the encryption key.

You are advised to write this encryption key down on paper and keep it in
a safe place. You will need it when you need to restore your files later.
Please confirm that you have done so.

rcX1MBE4brnZ086eKOp6FeabuuRRI3qDXGIq5UBXFOS=

Mask encryption key

Copy to clipboard

» Copy to clipboard — Click to copy the encryption key, then you can paste it in
another location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step.

If you have enabled the scheduled backup option, you will be prompted to enter the User
Name and Password of the Windows account that will be running the backup.

Windows User Authentication

Domain Name (e.g Ahsay.com) / Host Name

local

User name
Administrator

Password

Click Next to create the backup set.



10. The following screen is displayed when the new Office 365 backup set is created
successfully. Click Close to go back to main screen.

Congratulations!

"Client Run Office 365 Backup Set" is successfully created.

11. Based on Best Practices and Recommendations, it is highly recommended to change the
Temporary Directory. Select another location with sufficient free disk space other than
Dive C.

Go to Others > Temporary Directory. Click Change to browse for another location.

How to retain the files in the backup set. which have been deleted in the backup

L
m Client Run Office 365... SoureE
7 v o v
General
Temporary Directory
Source
Temporary directory for storing backup files
Backup Schedule E\ | Change
41.61GB free out of total 63.48GB space in E:
DESUnaUOH |w] Remove temporary files after backup
Reminder Compressions
Others Select compression type
| Fast with optimization for local v

Encryption

Encryption key cseeee
Copy to clipboard Unmask encryption key

Algorithm AES
Method CBC
Key length 256 bits

Delete this backup set
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12. Optional: Select your preferred Compression type. By default, the compression is Fast

with optimization for local.

Go to Others > Compressions. Select from the following list:

e No Compression

e Normal

e Fast (Compressed size larger than normal)

e Fast with optimization for local

m Client Run Office 365...

General

Source

Backup Schedule
Destination

Reminder

Delete this backup set

How to retain the files in the backup set, which have been deleted in the backup Al
source
|? [~ | | Day(s) w |

Temporary Directory

Temporary directory for storing backup files
A  change
41.61GB free out of total 63.48GB space In E

[v] Remove temporary files after backup

Compressions

Select compression type

Fast with optimization for local -

Mo Compression
MNormal

Fast (Compressed size larger than normal)

Fast with optimization for local

Algorithm AES
Method CBC
Key length 256 bits

www.ahsay.com



5 Overview of Office 365 Backup Process

The following steps are performed during a backup job. For an overview of the detailed process for
Steps 3, 4, 9, and 11, please refer to the following chapters.

© Periodic Data Integrity Check (PDIC) Process (Step 3)

© Backup Set Index Handling Process

© Data Validation Check Process (Step 9)

@  Start Backup Job (Step 4)

= Completed Backup Job (Step 11)

~

Start backup job

Establishing
connection

1

Initiated by AhsayACB: Connection to the Office
365 server is established.

Uploading
encryption key

2

™\

Encryption key is uploaded to the backup server
(if enabled).

7

Running
Periodic DIC

3

Physical .bak files (data blocks) that do not exist )
in the index are removed from the backup
destination(s), then the statistics of both data
area and retention area will be recalculated.

Downloading
files

a

Compiling
file list

5

J

~\
Latest index.db file and checksum files are
downloaded from the backup destination(s) to
the temporary folder.

J

-,

Local file list of each individual mailbox or
OneDrive or SharePoint is compiled according to
the backup source setting.

Comparing
files

6
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J

~\
Local and remote file lists are compared to
identify new, updated, moved, or deleted files
and/or folders since the last backup job.

J

Generating
delta files

7

Uploading
files

Data
validation

~
Delta files are generated for modified files
(if required when in-file delta is enabled).
J
~
Data are compressed, encrypted, divided into
individual data block size of 16 or 32 MB, and
then uploaded to the backup destination(s).
J
~

The number of 16 or 32 MB data blocks, and the
individual block size in the backup destination(s)
is identical to the blocks transferred.

check J
9
~\
Ronoing Retention policy job is running (if enabled).
retention
policy J
10 ~
Latest index files on the client computer are
saved to the backup destination(s), and client
il | logfiles are saved to the backup server.
J
11 ~\
Temporary data is removed from the temporary
3 . storage location specified in the backup set
emoving X
ey (ifenabled).
files
12
Backup job completed
J
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5.1 Periodic Data Integrity Check (PDIC) Process

For AhsayACB v8.3.6.0 (or above), the PDIC will run on the first backup job that falls on the
corresponding day of the week from Monday to Friday.

To minimize the impact of the potential load of large number of PDIC jobs running at the same
time on the AhsayCBS server, the schedule of a PDIC job for each backup set is
automatically determined by the result of the following formula:

PDIC schedule = %BackupSetiD% modulo 5
or
%BackupSetID% mod 5

The calculated result will map to the corresponding day of the week (i.e., from Monday to

Friday).

0 Monday

1 Tuesday

2 Wednesday
3 Thursday

4 Friday

NOTE: The PDIC schedule cannot be changed.
Example:

Backup set ID: 1594627447932

Calculation: 1594627447932 mod 5 = 2

|2 | Wednesday

In this example:

e the PDIC will run on the first backup job that falls on Wednesday; or
o if there is no active backup job(s) running from Monday to Friday, then the PDIC will
run on the next available backup job.

NOTE

Although according to the PDIC formula for determining the schedule is %BackupSetID% mod 5,
this schedule only applies if the previous PDIC job was actually run more than 7 days prior.

Under certain conditions, the PDIC may not run strictly according to this formula. For example:

1. If AhsayACB was upgraded to v8.5 (or above) from an older version v6, v7, or pre-
8.3.6.0 version. In this case, the PDIC job will run on the first backup job after upgrade.

2. If backup jobs for a backup set are not run on a regular daily backup schedule (for
example: on a weekly or monthly schedule), then the PDIC job will run if it detects that

the previous PDIC job was run more than 7 days ago.




Start Periodic
Data Integrity
Check

N
s 0

g’_@'_. B

Checking index files
which are more than
90 days old in the
backup destination(s)
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N
I

—Q

Removingindexfiles

from the backup

destination(s) which

are more than 90
days old

- S
e
Checking outdated No index-related

entries in the index issues found
files if they physically
existin the backup

destination(s)

olk ®
A

N—

Removing outdated
entriesin the index
files which do not
physically existin
backup destination(s)

Storage Statistics
recalculated

A A

o Check the index files in
the backup destination(s)
to determine if they were
more than 90 days old.

=» If YES, proceed too
=» If NO, proceed to e

0 Check the outdated
entries in the index files
for files and/or folders if
they physically exist in
the backup destination(s).

= If YES, proceed to o
=» If NO, proceed to o

o Storage Statistics for
Data area and
Retention area usage
will be recalculated.

o Periodic Data Integrity
check is completed.

e Index files with no issues
will be uploaded to the
current backup destination(s).

o The backup job process
will continue.

o Outdated entries in the

N
O v
—

-
-

ey
Periodic Data
Integrity Check
completed

Uploading index files
with no issues to the
currentbackup
destination(s)

0
N
S

Continue backupjob

Index files which are
more than 90 days old
will be removed from the
backup destination(s).

index files for files
and/folders which do not
physically exist in backup
destination(s) will be
removed.
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5.2 Backup Set Index Handling Process

To minimize the possibility of index related issues affecting backups, each time index files are
downloaded from and uploaded to backup destination(s); the file size, last modified date, and

checksum is verified to ensure index file integrity.

5.2.1 Start Backup Job

Index file received by AhsayACB

AhsayACB

h -
AhsayACB

@

~ O

AhsayCBS, Cloud

i is correct, proceedto
Destination, FTP or SFTP).

=» If NOT, proceed to o
o Index file will be downloaded.

o Verify Check checksum e Check index file size.
of index.db file. =» |findex file size
=) If checksum is correct, proceed to o
is correct, proceedto @
=3 [fNOT, proceedto o
=» [fNOT, proceed to o

AhsayCS3 n _ Redownload
pe— B index file
e Check index
I — file size
() : of
(]
s 0 0 .
\\ AhsayCBS Backup Server \L [N
OR 0 2 :
0 on- e
Download Verify Check Check latest
index.db file . checksum modified date
s e a W of index.db file
o= %%
2 WANATN
a L$ % & o Redownload o Redownload
Cloud Destination index file index flle
e Index file is rgtrieved \_‘rom o Check modified date. If index is valid,
the current directory (i.e., =p |f latest modified date use the index.db file

to compile file list for
backup.

o Index file will be

redownloaded.
Proceedto 0
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5.2.2 Completed Backup Job

@@
COERS

0@
@aws n@ g
@(—‘3@.

Eor s

AhsayCBS Backup Server -QR - Cloud Destination

Index file uploaded to AhsayCBS

or Cloud Destination

@

AhsayACB
Index.db <
S AhsayACB
Index file

www.ahsay.com

S x )

[N
n | Reupload
' index file
Check index
file size

of

L‘\ o L‘\

Verify Check
checksum

ﬁ-

Check latest
modified date

of index.db file

Reupload
index file

Reupload
index file

e Index file from AhsayACB is
uploadedto AhsayCBS, Cloud
Destination, FTP or SFTP.

e Verify Check checksum
of index.db file.

=) If checksum
is correct, proceedto

=» IfNOT, proceed to o

o Check modified date.
=» |f latest modified dateo

is correct, proceedto

=» If NOT, proceed to o

o Check index file size.

=) Ifindex file size
is correct, proceedto

=» IfNOT, proceed to o

Index file is uploaded
correctly to AhsayCBS
or Cloud Destination.

Index file will be
reuploaded. Proceedto

-/
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5.3 Data Validation Check Process

As an additional measure to ensure that all files transferred to the backup destination(s) are
received and saved correctly, both the number of 16 or 32 MB data block files and the size of
each block file are checked again after the files are transferred.

o

@
ea _OFERG
@aws a@ @m
@ &g @~ o

AhsayCBS -
Cloud Destination Backup Server Local Drive
N
Q s "
Start Data Data block Data Validation Runmng
Validation Check size check Check complete Retention Policy

61\
B

;e Block size Block size Statistics
Missing block(s) not identical deletion o T
Check the number of 16 or 32 MB ° Files in the missing block(s)
data blocksin the backup will be removed from the
destination(s) is identical to the index.db file.

number of blocks transferred.
0 Statistics will be updated
=» If YES, proceedto 0 according to the files removed.

=» IfNO, proceedto e Proceedto e

o Check the individual sizes 0 Block size that are not identical
of each data block in the will be removed from the backup
backup destination(s) is destination(s).

identical to the sizes of each
block transferred.

=) If YES, proceedto ° Proceedto °
=9 If NO, proceedto o

Data validation check is complete.

Proceedto then

Q Retention policy will run (if enabled).

www.ahsay.com S o



6 Running Backup Job

1. Login to AhsayACB according to the instructions in Login to AhsayACB.

2. Click the Backup icon on the main interface of AhsayACB.

3. Select the backup set which you would like to start a backup for.

(® AhsayACB

sort by

Creation Time W

Client Run Office 365 Backup Set
n Oowner: w10-pro

Newly created on Monday, September 30, 2019 15:40

Office 365

Server Run Office 365 Backup Set
Owner: w10-pro
Newly created on Thursday, October 10, 2019 10:06

Office 365

Please Select The Backup Set To Backup

93




4. If you would like to modify the In-File Delta type, Destinations and Retention Policy
Settings, click Show advanced option.
@ AhsayACB - O X

Choose Your Backup Options

Client Run Office 365 Backup Set

Backup set type
Office 365

Show advanced option

@ AhsayACB - O X

Choose Your Backup Options

Office 365

Client Run Office 365 Backup Set

Backup set type
Office 365

In-File Delta type

(® Full
() Differential
() Incremental

Destinations

v G AhsayCBS (Host: 10.16.10.14:443)
Retention Policy

[ "] Run Retention Policy after backup

Hide advanced option




5. Click Backup to start the backup.

(@ AhzayACB

Backup

Client Run Office 365 Backup Set

G AhsayCBS (Host: 10.16.10.74:443)

[New File] Office 365/Public Folders/Pub-Test/DDDDD (AAIARZAAAAAAGKRZKKpmMEC2... I'a‘ .
Backed up 7.56M (1,241 files, 3 directories, 0 link)

Elapsed time 53 sec

Transfer rate  Obit/s

(@ AhsayACE

Backup

|:l Client Run Office 365 Backup Set

AhsayCBS (Host: 10.16.10.14:443)

+ Backup Completed Successfully .
Backed up 29.09M (4,753 files, 3 directories, 0 link)

Elapsed time 2 min 7 sec

Transfer rate  980.43kbit/s
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6. Check the log of your backup by clicking this icon

[&

backup with corresponding date and time.

. It will show you the log of your

(@ AhzayACB

=
=]
H]

Mew File

Mew File

Mew File

280006508006880805565568

]
]
1
]
1
]
]
]
]
1

Mew File

Logs per page

[
[
[
[
[Mew File]...
[Mew File]...
[Mew File]...
[
[
[
[
f

MNew File]...

MNew File]...

Start [ AhsayACE v8.3.0.30 ]

Saving encrypted backup set encryption keys to server..

Start Backup ... [In-File Delta: Full]

Using Tempaorary Directory C\Users\Administrator\.ach\temp\1569829220730\0B5@ 1569829356462
Downloading server file list {Office 365).
Downloading server file list {Office 365).. Completed
[Mew Directary]... Office 365

[Mew Directary].. Office 365/Public Folders
Downloading server file list (Public Folders)...
Downloading server file list {Public Folders)... Completed
Reading backup source from Public Falders...

New Directory]... Office 365/Public Folders/Pub-Test
New File]...
Mew File]...

100% of "Office 365/Public Folders/Pub-Test/after upgrade 1 (AAIARgAAAAAAGKRzKKpmEC2byACqACHZFEW...

100% of "Office 365/Public Folders/Pub-Test/test mail (AAIARgAAAAAAGKRzkKpmE c2by ACqACH2ZFEWgkAIWP...
... 100% of "Office 365/Public Folders/Pub-Test/TEST MAIL (AAIARgAAAAAAGKRzKKpmMECZbyACqACKH2FEWgkAQ.

100% of "Office 365/Public Folders/Pub-Test/after upgrade 1 (AAIARgAAAAAAGKRZKKpmEC2byACACIZFEW. ..

100% of "Office 365/Public Folders/Pub-Test/test mail (AAIARgAAAAAAGKRzkKpmE c2by ACgACH2FEWgkADWP...
100% of "Office 365/Public Folders/Pub-TesyDDDDD (AAIARgAAAAAAGKRZKKpmMEC2byACgACYHZFEWEKAIWP. ..
... 100% of "Office 365/Public Folders/Pub-Test/after upgrade 1 (AAIARgAAASAAGKRzKKpmECZbyACqACKHZFEW. .

100% of "Office 365/Public Folders/Pub-Test/WWW (AAIARgAAAAAAGKRZKKpmMEC2ZbyACgACIHZFEWEkADWP4A3.
... 100% of "Office 365/Public Folders/Pub-Test/EEEE (AAIARgAAAAAAGKRZKKpmEC2byACqACH2FEWgkAGwWP439..,
100% of "Office 365/Public Folders/Pub-TesDDDDD (AAIARAAAAAAGKRZKKpmMEC2byACgACIHZFEWEkATWP. ..
... 100% of "Office 365/Public Folders/Pub-Test/WWW [AAIARsAAAAAAGKRzkKpmMECZbyACoACIZFEWEkAIWPA3. .

50 v

Show | All

Time

10/10/2019 10:42:12

10/10/2019 10:
10/10/2019 10:
10/10/2019 10:
10/10/2019 10:
10/10/2019 10:
10/10/2019 10:
10/10/2019 10:
10/10/2019 10:
10/10/2019 10
10/10/2019 10:
10/10/2019 10
10/10/2019 10:
10/10/2019 10
10/10/2019 10:
10/10/2019 10:
10/10/2019 10:
10/10/2019 10:
10/10/2019 10:
10/10/2019 10:
10/10/2019 10:
10/10/2019 10:
10/10/2019 10:

Page

17986

To view the report, go to the Report > Backup
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In this Backup Report screen, you can see the backup set with corresponding destination,

completion date and time, and status.

(® AhsayACB - O X
Report Backup Report
From To
BaC|~LUD 03 & | Ot w2019 w| |10 & Ot w | [2019 w Go
Restore Backup set w | Destination v | Completion Status v
Client Run Offi... @ AhsayCBS Today 10:44 Completed
Usage gl
No. of records per page |50 ¥ Page [1/1 w

Click the backup report and the summary of the backup will be displayed. You can also
click the View Log; this will redirect you to the log summary of your backup.

(3 AhsayACB - m] 4
RepOI’t Backup Report
From To
Backup 03 w0t w|[2019 w| (10 v ot w2019 & | | Go
Restore Backup set w | Destination W | Completion Status v
Usage Backup set m Client Run Office 365 Backup Set X
Destination (9 AhsaycBs
Job 10/10/2019 10:42
Time Today 10:42 - 10:44 (CST)
Status « Completed successfully
New files * 4753 [29.1M/29.1M (0%)]
Updated files * 1]
Attributes Changed Files * 0
Moved files * 0
Deleted files * 0
* Unit = No of files [Total zipped size / Total unzipped size (compression ratio)]
View log
No. of records per page |50 %] Page 1/1 w
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@ AhsayACB - [m] X

Backup set | Client Run Office 365 Backup Set w Destination | AhsayCBS w
Log | 10/10/2019 10:42 w Show | All v
Type Log Time
0 Start [ AhsayACB v8.3.0.30 | 10/10/2019 10:42:12
@ Saving encrypted backup set encryption keys to server... 10102019 10:42:25 ™
©  StartBackup .. [in-File Delta: Fulll 1011072019 10:42:27
@ Using Temporary Directory C:\Users \.ach\temp\156982022073010 93564 10/10/2019 10:42:27
@ Downloading server file list (Office 365). 10/10/2019 10:42:31
0 Downloading server file list (Office 365)... Completed 10/10/2019 10:42:32
©  [New Directory].. Office 365 10/10/201910:42:36
0 [New Directory]... Office 365/Public Folders 10/10/2019 10:42:36
0 Downloading server file list (Public Folders). 10/10/2019 10:42:48
0 Downloading server file list (Public Folders)... Completed 10/10/2019 10:42:48
© Reading backup source from Public Folders... 101072019 10:42:49
0 [New Directory]... Office 365/Public Folders/Pub-Test 10/10/2019 10
@ [NewFile]... 100% of *Office 365/Public FoldersiPub-Test/after upgrade 1 (AAIARGAAAAAAGKRzKKpmECZbyACGACH ZFEW.
© [NewFile]... 100% of *Office 365(Public T mail 2byACQAC! .
@  [New File]... 100% of ' Office 365/Public Folders/Pub-TestTEST MAIL (AAIAREAAAAAAGKRZKKpmEC2byACaACH2FEWEKA., | 10/10/2019 104253
0 [New File]... 100% of "Office 365/Public Folders/Pub-Test/after upgrade 1 (AAIARGAAAAAAGKRzKKpmEc2byACqACH2FEW. 10/10/2019 10:42:53
0 [New File]... 100% of "Office 365/Public T mail AR, 2byACqACH: - 10/10/2019 10:42:53
0 [New File]... 100% of "Office 365/Public Test'DDDDD 2byACQACH: o 1010/2019 10:42:53
@  [New File]... 100% of ' Office 365/Public Folders/Pub-Test/after upgrade 1 (AAIARGAAAAAAGKRZKKpmEC2byACAACKZFEW..  10/10/2019 104253
0 [New File]... 100% of "Office 365/Public Test/WWW JAR 'byACQACH. 3. 10/10/2019 10:42:53 v
€ NewFilel... 100% of *Office 365/Public TeswEEEE JAR: 2bvACaACH: 30, 10/10/2019 10:42:53
Logs perpage |50 W Page [1/96

You can also search for backup reports from a specific period of date. For example, we
have the From date which is, 01 Oct 2019 and the To date which is, 31 Oct 2019. Then
click the Go button to generate the available reports.

From To

01 w | Ot w | 2019 w 31 w || Oct W || 2019 W Go

If this is a valid range of dates then backup reports will be displayed unless there were
no backup running on the specified dates. A message of No records found will also be
displayed.

From To
071 w || OCt w2019 W 05 w | | Oct W || 2019 W Go
@ AhsayAce _ O <

Re p O I’t Backup Report

From To
ckup 01 w /Ot ™ |[2019 w| |05 & | |Oct v | 2019 ™ Go

Restore Backupset v | Destination  w | Completion Status v

No records found

Usage

No. of records per page Page - W
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7 Restoring Office 365 Backup Set

Prior to performing the restoration, it is best to be knowledgeable on the options that AhsayACB can
offer. Below are brief descriptions of the said features for you to be familiar with and utilize each
function. After this quick walkthrough you will see the step-by-step instructions with corresponding
screen shots on how to restore your data using the following options below.

For Office 365, you can restore items from,

Outlook
OneDrive
Personal Site

Public Folders

Those items can be restored to,

www.ahsay.com

Local Machine
Restore your data to your local computer where the AhsayACB is running.

Note: This option only applies to restore of items such as files, images, videos, music
and more from OneDrive and not items from Outlook mailbox.

Original Location
Restore your data to the original Office 365 account.

Alternate Office 365 Account
Last but not the least, you can restore your data to an alternate Office 365 account that
has a different domain.

Example:
Original Office 365 Account: TestAccountABC@onecompany
Alternate Office 365 Account: SampleAccountXYZ@twosquaretower

Explanation:

As you can see on the above example, we have two (2) Office 365 accounts with
different domain. The Original Office 365 account is what we used as the source of our
backup and can also use as the original location for restoration. For the alternate Office
365 account, we need to use another Office 365 account that has a different domain.

' -



7.1 Restore Backup with AhsayACB

1. Login to AhsayACB according to the instructions in Login to AhsayACB.

2. Click the Restore icon on the main interface of AhsayACB.

Restore

3. Select the backup set that you would like to restore.

@ AhsayACB - m] X

Please Select The Backup Set To Restore

Sort by

Creation Time W

Client Run Office 365 Backup Set
Owner: w10-pro
Last Backup: Thursday. October 10, 2019 10:42

Office 365

Server Run Office 365 Backup Set
Qwner: w10-pro
Newly created on Thursday, October 10, 2019 10:06

Office 365

:
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4. Select the backup destination that you would like to restore backed-up items to. In our
screenshot below, we have three (3) options namely, AhsayCBS, GoogleDrive-1, and
Local-1.

@ AhsayAcB - u] X

Select The Destination From Which To Restor...

Client Run Office 365 Backup Set

Office 365

e AhsayCBS
Host: 10.16.10.14:443

Previous cel

5. Select the item(s) you would like to restore. You can also choose to restore backed up file
from a specific backup job of your choice using the Select what to restore drop-down
menu at the top. Click Next to proceed when you are done with the selection.

@ AhsayacB - u] X

Select Your Items To Be Restored

Select what to restore

Choose from files as of job W || 10/10/2019 w || Latest

Show filter
Folders Name Date modified Size
5 @ AhsayCBS & & Catjpg 04/11/2019 04:18 490k
= [E] Office 365 Y & Dogpg 04/11/2019 04:18 MA
=1 [0 %b Users & B TestExcel-1 xlsx 04/11/2019 04:18 ™
=0 & [JJashsey.onmicrosoft com &[] TestPPT-1.pprx 04/11/2019 04:18 3K
=-[0) & OneDrive ¥ | | TestPPT-2ppix 04/11/201904:18 31K
3[4 1 TestFiles 9 || TestPPT-3.ppx 04/11/201904:18 31K
&[0 B3 Personal Site ¥ | TestPPT-4.ppix 04/11/201904:18 31k
- [& Public Folders & | TestPPT-5.ppix 04/11/2019 04:18 31k
& ] TestTXTFile-1.xt 04/11/2019 04:18 56k
9 ] TestTXTFile-2.0a 04/11/201904:18 56k
@ ] TestTXTFile-3.va 04/11/2019 04:18 56k
¥ ] TestTXTFile-4.va 04/11/201904:18 56k
& ] TestTXTFile-5.va 04/11/2019 04:18 56k
@ [5) TestWord-1.docx 04/11/2019 04:18 12K
& [) TestWord-2.docx 04/11/2019 04:18 12K
& [7) TestWord-3.docx 04/11/2019 04:18 12,
@ [5] TestWord-4.docx 04/11/2019 04:18 12k
| Restore to local computer Items perpage |50 W | Page|1/1 w

Search
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6. Select the destination you would like the items to be restored.

7.1.1 Local machine

Tick the Restore to local computer checkbox and click Next to proceed.

@ AhsayACB - [m] X
Select what to restore
Choose from files as of job & || 10/10/2019 W || Latest w
Show filter
Folders Name Date modified Size
- @ AhsayCBS 8 Catjpg 04/11/201904:18 490k
& @ [ office 365 ) & Dogjpg 04/11/2019 04:18 MA
-0 %8 Users 1 8 TestExcel-1.xisx 04/11/201904:18 ™
= O & [li@ahsay.onmicrosoft.com ¥ [ ] TestPPT-1.ppux 04/11/2019 04:18 31k
[ & OneDrive @[] TestPPT-2.ppx 04/11/2019 04:18 31K
) () I TestFiles 1 | ] TestPPT-3.pptx 04/11/2019 04:18 31K
-4 B3 Personal Site @[] TestPPT-4.pptx 04/11/2019 04:18 31K
4 [E public Folders (4[] TestPPT-5.ppux 04/11/2019 04:18 31K
[ [5] TestTXTFile-1.txt 04/11/2019 04:18 56k
@ (] TestTXTFile-2.txt 04/11/2019 04:18 56k
) [5] TestTXTFile-3.0t 04/11/2019 04:18 56K
@[] TestTXTFile-4.1xt 04/11/2019 04:18 56k
) [F] TestTXTFile-5.txt 04/11/2019 04:18 56k
@ [2] TestWord-1.docx 04/11/2019 04:18 12k
) [5) TestWord-2.docx 04/11/2019 04:18 12K
@[] TestWord-3.docx 04/11/2019 04:18 12,
) [5) TestWord-4.docx 04/11/2019 04:18 12k
| Restore to local computer Items perpage |50 W | Page|1/1 w
Search

Click the Browse button to select a path on where you want the items to be restored on
your local computer. Make sure it has enough space to accommodate your restoration.

Also click the Show advanced option to configure other restore settings.

(@ AhsayacB - O X

Choose Where The Items To Be Restored

Restore itemns to

C\Users\Aadministratori\Documents Browse

Show advanced option

Verify checksum of in-file delta files during restore
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By enabling this option, the checksum of in-file delta files will be verified during the restore process.
This will check the data for errors during the restore process and create a data summary of the in-

file delta files which will be included in the report.

Click Next to proceed.

@ AhssyACB

Choose Where The Items To Be Restored

Restore items to

C:\Users\Administraton\Documents

Verify checksum of in-file delta files during restore

Hide advanced option

Previous Next Cancel

Select the temporary directory for storing temporary files, such as delta files when they
are being merged, click Restore to start the restoration.

(@ Ahsayace

Temporary Directory

Temporary directory for storing restore files

C:\UsersiAdministratori.acb\temp

Previous Restore Cancel
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Restore is completed. Click the E\ to show the log of the restoration.

@ AhsayAcB

Restore

Client Run Office 365 Backup Set

G AhsayCBS (Host: 10.16.10.14:443)
+ Restore Completed Successfully

Restored 57.71M (212 files)

Elapsed time 2 min 45 sec
Transfer rate  3.57Mbit/s

@ AhsayACB

i

000000000000000000000005

Log

Start [ AhsayACB v8.3.0.30]

Downloading... "Office 365/Site Collections/ahsay-my.sharepoint.com/personal /NN ahsay/Lists and Libraries. .
Downloading... "Office 365/Site Collections/ahsay-my.sharepoint.com/personal {IMNNL_2hsay/Lists and Libraries
Office 365/Site Collections/ahsay-my.sharepoint.com/personal (i L-2hsay/Lists and Libraries...
. "Office 365/Users/ | @zhsay.onmicrosoft com/OneDrive/TestFiles/Cat_v1.0.jpg” (Total 490k bytes)
. "Office 365/Users/ |G 2hsay onmicrosoft com/OneDrive/TestFiles/Cat_v2 0 jpa” (Total 490k bytes)
. "Office 365/Users/ | @2hsay.onmicrosoft. com/OneDrive/TestFiles/Cat_v3.0.jpg” (Total 490k bytes)
Downloading... "Office 365/Users/ |2 2hsay.onmicrosofl.com/OneDrive/TesiFiles/Cal_v4.0.jpg” (Tolal 490k byles)
Downloading... "Office 365/Users/ |G 2hs2y onmicrosoft com/OneDrive/TestFiles/Cat_v5.0 jpg” (Total 490k bytes)
Downloading... "Office 365/Users [ 2 ansay_onmicrosoft comiOneDrive/TestFiles/Cat_v6.0 jpg” (Total 490k bytes)
Downloading... "Office 365/Users/ I RG 2hsay onmicrosoft.com/OneDrive/TestFiles/Cat_v7.0.Jpg” (Total 490k bytes)
Office 365/Users | ahsay.onmicrosoft. com/OneDrive/TestFiles/Cat_v8.0.jpg” (Total 490k bytes)
. "Office 365/Users/ | ahsay onmicrosoft com/OneDrive/TestFiles/Cal_v9.0 jpg” (Total 490k byles)
Downloading... "Office 365/Users RS ahsay.onmicrosoft. com/OneDrive/TestFiles/Cat_v10.0.jpg” (Tolal 490k bytes)
Downloading,.. "Office 365/Site Collections/ahsay-my.sharepoint.com/personal L hsay/Lists and Libraries...
Downloading... "Office 365/Users |G 2hsay onmicrosoft com/OneDrive/T estFiles/Dog_v1.0 jpg” (Total 3.4M bytes)
Downloading... "Office 365/Users/ |2 2hsay onmicrosoft com/OneDrive/TestFiles/Dog_v2 0jpg” (Total 3. 4M bytes)
Downloading... "Office 365/Users/ | llll@3ahsay.onmicrosoft com/OneDrive/TestFiles/Dog_v3.0.jpg” (Total 3.4M bytes)
Downloading... "Office 365/Users/{ G 2hs2ay onmicrosoft com/OneDrive/TestFiles/Dog_v3.0.jpg” (Total 3.4M bytes)
Downloading... "Office 365/Users/ |2 hsay. onmicrosoft com/OneDrive/TestFiles/Dog_v4.0.jpg” (Total 3.4M bytes)
Downloading... "Office 365/Users/ |2 a=2y onmicrosoft com/OneDrive/TesiFiles/Dog_v5.0.jpg” (Total 3.4M bytes)
Downloading... "Office 365/Users | EZ 3"say onmicrosoft com/OneDrive/TestFiles/Dog_v6.0.jpg” (Total 3.4M bytes)
Downloading... "Office 365/Users/IRG ahsay.onmicrosoft.com/OneDrive/TestFiles/Dog_v7.0.jpg" (Total 3.4M bytes)

Downloadin,
Downloadin;

Logs per page |50 W

Show | All v

Time
10/10/2019 11:44:41

10/10/2019 11:44:47 ~

10/10/2019 11:45:30
10/10/2019 11:45:30
10/10/2019 11:45:32
10/10/2019 11:45:32
10/10/2019 11:45:32
10/10/2019 11:45:32
10/10/2019 11:45:32
10/10/2019 11:45:32
10/10/2019 11:45:32
10/10/2019 11:45:32
10/10/2019 11:45:32
10/10/2019 11:45:32
10/10/2019 11:45:33
10/10/2019 11:45:35
10/10/2019 11:45:35
10/10/2019 11:45:35
10/10/2019 11:45:35
10/10/2019 11:45:35
10/10/2019 11:45:57

10/10/2019 11:45:57 w»

10/10/2019 11:45:57

Page |1/5 w
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To check if the files from OneDrive are fully restored in the location machine on the
selected directory which is C:\Users\Administrator\Documents, go to the Documents
folder. There should be an available Office 365 folder.

\

= | Documents — [m| X
View - 0
« =2 -4 » ThisPC » Documents »

Home Share

v O Search Do... @

CloudBacko Pro 2 Mame Date modified Size

Type

Dacuments Office 365 10/10/2019 11:44 AM File folder
log

Scheduler
> @ OneDrive

v E ThisPC
> i 3D Objects
» [ Desktop
> Documents
» ‘ Downloads
» b Music

Open the Office 365 folder and you will see a “Users” folder. This includes the selected
Office 365 user account which is abc@ahsay.onmicrosoft.com. When you open the
Office 365 user account folder, you will see the OneDrive folder.

Click the OneDirive folder and you will see the TestFiles folder.

I 4 < | TestFiles - = x
Home Share View 0
« v N « Office 365 > Users > -@ahsay.onmiaosoﬂ,com > OneDrive > TestFiles v &  SearchTe.. O
-
CloudBacko Pro (s Name Date modified Type Size A
Documents @ cat 4/11/2019 11:18 AM JPG File 491KB
log [ catvio 4/16/2019 11:41 AM JPG File 491KB
Scheduler i Cat_v2.0 4/11/2019 11:18 AM JPG File 491 KB
. [@ catv3o 4/16/2019 12:47 PM JPG File 491K8
@ OneDrive > - i "
& Catva0 4/11/2019 11:18 AM JPG File 491KB
[ This PC [§ catvso 1:32PM JPG File 491KB
< 3D Objects [§ catv6.0 4/11/2019 11:18 AM JPG File 491KB
I Desktop [§ catv7o 4/16/2019 1:49 PM JPG File 491KB
= [§ catveo 4/11/2019 11:18 AM JPG File 491KB
|=] Documents = i
) & catva0 6/2019 4:29 PM JPG File 491KB
Office303 & Dog 1911:18 AM JPG File 3,487KB
Users [d Dog.v1.0 4/16/2019 11:41 AM JPG File 3,487 KB
-@3"53Y-°“'"‘°'°5°f‘»°°'" & Dog_v2.0 4/11/2019 11:18 AM JPG File 3,487KB
OneDrive [& Dog_v3.0 4/16/2019 12:47 PM IPG File 3,487KB
TestFiles & Dog_v4.0 4/11/2019 11:18 AM JPG File 3,487 KB
Personal Site [& Dog_v5.0 191:32 PM JPG File 3,437 KB
[& Dog_v6.0 2019 11:18 AM JPG File 3,487KB
& Downloads = Y R
) [& Dog_v7.0 4/16/2019 1:50 PM JPG File 3,487KB
& Mhsic v [d Dog_v80 4/11/2019 11:18 AM JPG File 3487KB_ ¥
183items  State: 3R Shared =
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Here is a preview of one of restored files from OneDrive.

vi 5 Picture Tools
Home Share View Manage
€« vy « Office 365 > Users > [[I@ansay.onmicrosoftcom > OneDrive > TestFiles v O
CloudBacko Pro (o) Name Date modified Type
Documents @ cat 4/11/2019 11:13 JPG File
log & catvr0 4 JPG File
Scheduler [ catv20 4 PG File
) [§ catv3o 4 IPG File
@ OneDrive 7
W] Cat_v4.0 4 IPG File
[ This PC &) catvs0 4 JPG File
J 30 Objects @" Cat.v6.0 4 JPG File
I Desktop ] Catv7.0 Photos - Dogjpg
& catvao
[ Documents B o
&) Cat o, 0 0
Office 365 = + & @ ) "
5] Dog
Users &) Dog_v1.0
l2:hsay onmicrosoft com &) Dog.v2.0
OneDrive E] Dog_v3.0
TestFiles ] Dog_v4.0
Personal Site E] Dog_v3.0
& Dog_v6.0
3 Downloads K Dog)
[&] Dog_v7.0
) Music v [d Dog.v80
183items  1item selected 3.40MB  State: 38 Shared
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7.1.2 Original Location

Select the item(s) you would like to restore. You can also choose to restore backed up
file from a specific backup job of your choice using the Select what to restore drop-
down menu at the top. Click Next to proceed when you are done with the selection.

@ AhsayacB - O e

Select Your Items To Be Restored

Select what to restore

Choose from files as of job w | 04/16/2019 W || Latest w

Show filter
Folders Name Date modified Size
= @ AhsayCBS ) & Catjpg 04/11/2019 04:18 490k
&0 [ office 365 &l Dogijps 04/11/2019 04:18 M
E-0 %3 Users [ TestExcel-1.xsx 04/11/2019 04:18 ™
&0 &l@ansay.onmicrosoficom @ ] TestPPT-1.ppux 04/11/2019 04:18 31K
=0 [ Outlook [ 7] TestPPT-2.pprx 04/11/2019 04:18 31k
=7 Inbox [ TestPPT-3.ppux 04/11/2019 04:18 31K
&[0 & OneDrive [ ] TestPPT-2.ppix 04/11/2019 04:18 31K
B I TestFiles [] TestPPT-5.ppix 04/11/2019 04:18 31k
-] 97 testBigFile-backup ] TestTXTFile-1.txt 04/11/2019 04:18 56k
B[] 1 testBigFile-restore 5] TestTxTFile-2.xe 04/11/2018 0418 56k
-0 B Personal Site [ TestTxTFile-3.xc 04/11/2019 04:18 56k
B[ [T Lists and Libraries [5] TestTXTFile-d.xt 04/11/2019 04:18 6k
(0 575 Subsites @[] TestTXTFile-5.0x¢ 04/11/2019 04:18 S6k
&[0 [E Public Folders =) TestWord-1.doex 04/11/2018 0418 12K
(05 Pub-Test [5) TestWord-2.doex 04/11/2019 04:18 12k
[ TestWord-3.doex 04/11/2019 04:18 12k
@ [ TestWaord-4.docx 04/11/2019 04:18 12k
Restore to local computer Items per page | 50 w | Page 1/1 w
Search

Cancel

Choose from the following two (2) options on where you want your items to be restored.
Select the Original location.

Also click the Show advanced option to configure other restore settings.

@ AhssyACB — m} ke

Choose Where The Items To Be Restored

Restore items to
@ Original location
Alternate Office 365 account

Show advanced option

Previous Next
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Verify checksum of in-file delta files during restore

By enabling this option, the checksum of in-file delta files will be verified during the restore process.
This will check the data for errors during the restore process and create a data summary of the in-
file delta files which will be included in the report.

Click Next to proceed.

@ AhssyAcB — m} ke

Choose Where The Items To Be Restored

Restore items to
@ Criginal location
Alternate Office 365 account

Verify checksum of in-file delta files during restore

Hide advanced option

Select the temporary directory for storing temporary files, such as delta files when they
are being merged, click Restore to start the restoration

@ AhsayACB - m} x

Temporary Directory

Temporary directory for storing restore files

C:\UsersiAdministratori.acb\temp Browse

Previous | [NRESto
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Restore is completed. Click the El to show the log of the restoration.

AhsayACB - m]
@ shsay,
m Client Run Office 365 Backup Set
AhsayCBS (Host: 10.16.10.12:443) B\
G + Restore Completed Successfully
Estimated time left 0 sec
Restored 24.03M (291 files)
Elapsed time 12 min 7 sec
Transfer rate 1.26Mbit/s
@ AhsayACE - m}

Type

(i}

BlsisisislelsisisislalalsISSISSSla]S]a]8]

Log
Start [ AhsayACB v8.1.1.50]
Initializing decrypt actio|

Initializing decrypt action... Completed

Downloading... "Office 365/Public Folders/Pub-Tes/DDDDD (AAIARBAAAAAAGKRZKKpmMECZbyACqACHZFEWgkAIWP439b...
Downloading. ffice 365/Public Folders/Pub-Test/after upgrade 1 (AAIARgAAAAAAGKRZKKpmEc2byACqACH2FEWgkAS...
Downloading... "Office 365/Public Folders/Pub-Test/WWW (AAIARgAAAAAAGKRzkKpmEc2byACqACH2FEWgkAGWP439bgm...
Downloading... "Office 365/Users I @=hsay.onmicrosoft com/Outlook/Inbox/Message Center Major Update Notifica..

Downloading.
Downloading.

"Office 365/Users I @2hsay.onmicrosoft com/Outlook/Inbox/Request to Reset Microsoft Online Servi.
ffice 365/Users/ |G s ay.onmicrosoft. com/Outiook/Inbox/lll. welcome to the ahsay.onmicrosoft

Downloading... "Office 365/Users/ N @ahsay.onmicrosoft.com/Outlook/Inbox/Re: Testing 123 (AAMKAGMOZDIAMTV....
Downloading. ffice 365/Users | RG ahsay onmicrosoft. com/Outlook/Inbox/Test (AAMKAGMOZDIAMTVILWnjZmYt. ..
Downloading. ffice 365/Users/ @ ahsay.onmicrosoft. com/Qutlook/Inbox/new 7 (AAMKAGMOZDIAMTVILWnjZmYt
Downloading, ffice 365/Users{RE:hsay onmicrosoft com/Outlook/Inbox/inew 8 (AAMKAGMOZDIAMTVILWnjZmYt
Downloading... "Office 365/Users/ @ ahsay onmicrosoft com/Outlook/Inbox/inew 9 (AAMKAGMOZDIAMTVILWnjZmYt
Downloading... "Office 365/Users |G ahsay.onmicrosoft. com/Qutleok/Inbox/You've joined the R0_Restore group (AA.
Downloading. ffice 365/Users R 2hsay-onmicrosoft. com/Outlook/Inbox/\Weekly digest: Office 365 changes (AAM
Downloading... "Office 365/Users/RGC 2hsay-onmicrosoft. com/Outlook/inbox/New or modified user account information.
Downloading. ffice 365/Users N @2hsay.onmicrosoft. com/Outlook/Inbox/New or modified user account information.
Downloading... "Office 365/Users/|NTRG ahsay. ft.com/Outlook/Inbox/M Center Major Update Notifica
Downloading... "Office 365/Users/ |2 2hsay. com/O Point Intranet teol for effective kno..
Downloading... "Office 365{U59r5”ahsay onmicrosoft.com/Qutlook/inbox/New or modified user account information.
Downloading... "Office 365/Users/ |G 2hsay-onmicrosoft.com/Quilook/inbox/New or modified user account information

Downloading... "Office 365/Users RC 2hsay onmicrosoft com/Outlook/Inbox/New or modified user account information

Logs per page |50 w

Show | All v

Time
04/16/2019 13:38:13

04/16/201913:38:13 ™

04/16/201913:38:13
04/16/2019 13:38:16
04/16/2019 13:38:22
04/16/2019 13:38:23
04/16/2019 13:38:56
04/16/2019 13:39:29
04/16/2019 13:39:29
04/16/2019 13:39:29
04/16/2019 13:39:30
04/16/2019 13:39:30
04/16/2019 13;39:31
04/16/2019 13:39:31
04/16/2019 13:40:44
04/16/2019 13:41:39
04/16/2019 13:41:39
04/16/2019 13:41:40
04/16/2019 13:41:40
04/16/2019 13:41:41
04/16/2019 13:41:42

04/16/201912:41:42 w

04/16/2019 13:41:43

Page 1/8 w
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To check if the mails from Outlook, files from OneDrive, sites from Personal Sites, and
files and folders from Public Folder are fully restored in the original location, login and
check the files. As you can see on our example screen shot below, YS is logged in and
the Inbox from Outlook, TestFiles folder from OneDrive, testfolder under Personal Sites,
and Pub-Test folder under Public Folder are available.

= Ouook — mE

=+ New message B Mark all as read

My account X

> Favorites Inbox %

B»  Office 365 Message Center [l @ahsay onmicrosoft.com

Folders Message Center Major Change Update Notification

k4 M: fil
Organization: AHSAY SYSTEMS CORPORATION LIMITED Feature updat ¥ profie
My account
> Inbox 1621 Yesterday Open another mailbox
Sign out
& Junk Email . 9
@ Microsoft Outlook
7 Drafis > 8AAFES  (daniel) A
Your message to-@ahsay‘co'n couldn’t be delivered. daniel.n¢
B Sent ltems DailyUserRepor...

38 KB
il Deleted Items
r Office 365 Message Center

B Archivel Weekly digest: Office 365 changes Me
Here is a summary of your messages from last week Organization: AHS
Conversation Hi...
@m  Office 365 Message Center

New folder Weekly digest: Office 365 changes Me
Here is a summary of your messages from last week Organization: AHS

Open the TestFiles folder to check if the files are completely restored.

@  Test Document.docx

@ Test Excel Book.xlsx July 25, 2016

P &> Share @ Copylink + Download [i] Delete --- 1selected X @
My account X

& Notebooks July 21,2016 | ] 2 2hsay.onmicrosoft.com
My profile

% Photo March 26 | ] My acoount
Sign out

M Screenshots March 26 -

#  testBigFile-backup Sept 1 -

@  testBigFile-restore September 25, 2016 -

© T TestFiles : 5 days ago | ]

OneDrive
0 + New ~ T Upload ~ |& Share @ Copylink - = @
Y
My account X
Files > TestFiles

[ Name Modified Modified By @212y onmicrosoft. com
My profile

P Catjpg 5 days ago _ My account
Sign out

Fd  Dogjpg 5 days ago _

TestExcel-1.xlsx 5 days ago -

@ TestPPT-1.pptx 5 days ago -

@) TestPPT-2pptx 5 days ago -

@) TestPPT-3pptx 5 days ago -

@]  TestPPT-4.pptx 5 days ago I




Here is a preview of one of the restored files from OneDrive.

I Share @ Copylink  Download [i] Delete View original [} Copyto '@ Version history 10f18 Next > X @

My account X

Il @ahsay.onmicrosoft.com
My profile
My account

Sign out

= SharePoint

My account X

Il @anhsay.onmicrosoft.com

_ ¥¢ Not following © Share

0 2 Share @ Copylink  Download [i] Delete -+ 1selected X @ My profile
Al My account
doclib_Restored10 Sign out

[ Name Modified Modified By
@] onenote august29,2012 (I

@ 17 testfolder : august29,2012 | EEEIE
m Documesssnt.docx August 29, 2018 -
B8]  exoxxisx August 29, 2018 _
@) ffxisx august 29,2013 | I
@ ppp.ppx august 20,2013 | NI

= SharePoint

My account X
_ ¥r Notfollowing & Share y

I ) 2hs2y onmicrosoft.com

0 -+ New ~ T Upload ~ |& Share - = View options ~ (D My profile
A My account
doclib_Restored10 : testfolder Sign out
[ Name Modified Modified By
) testdocx august 29,2015 | I

www.ahsay.com ikl
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Here is the Pub-Test folder from the Public Folder.

Outlock O Search

)

o

+ New post
Favorites

Inbox
Sent ltems
Drafts
Pub-Test

Add favorite

Folders

Groups

1621

[ii] Empty folder

ol

test mail
test mail

ol

test mail
test mail

omE...:

test mail
test mail

oM. :-:

test mail
test mail

Ol .:

test mail
test mail

oM.

test mail
test mail

2 Mark all as read

Filter

My account X

‘@ansay onmicrosoft. com
My profile

My account
Open another mailbox
Sign out
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7.1.3 Alternate Office 365 Account

Select the item(s) you would like to restore. You can also choose to restore backed up
file from a specific backup job of your choice using the Select what to restore drop-
down menu at the top. Click Next to proceed when you are done with the selection.

@ AhsayACB - u] X

Select Your Items To Be Restored

Select what to restore

Choose from files as of job W || 04/15/2019 W | Latest w

Show filter
Folders Name Date modified Size
B @ AhsayCBS [ [§y after upgrade 1 10/31/2017 18:35 3k
= [ Office 365 @ (g boDDOD 11/02/2017 17:46 Eg)
&[0 % Users @ [ www 11/02/2017 18:18 ED
& 0 & [I@ahsay.onmicrosoftcom (4 gy EEEE 11/03/2017 09:51 3K
&[0 [ Outlook [ [£3 RRRRR 11/03/2017 10:10 3k
@2 =7 Inbox ) [63 TEST MAIL 06/05/2018 11:56 3K
-0 @ OneDrive ¥ (69 test mail 06/05/2018 11:57 3K
&[4 I TestFiles @ [§ after upgrade 1 04/04/2019 11:06 3k
(4 1 testBigFile-backup @ [y boooD 04/04/2019 11:06 3k
- I testBigFile-restore @ [§ www 04/04/2019 11:06 3k
(B Personal Site @ gy eeee 04/04/2019 11:06 3k
- [0 [ Lists and Libraries @ (£ RRRRR 04/04/2019 11:06 3k
@[ Iy doclib_Restored (4 [ TEST MAIL 04/04/2019 11:06 3k
- I doclib_Restored10 | (63 test mail 04/04/2019 11:06 3k
&-0 [E Public Folders [ (£ after upgrade 1 04/04/2019 11:46 3k
[ 9% Pub-Test @ (g boooD 04/04/2019 11:46 3k,
@ [§www 04/04/2019 11:46 3k
Restore to local computer Items per page | 50 v | Page|1/3 w

Search

Choose from the following three (3) options on where you want your items to be restored.
Select the Alternate Office 365 Account.

Input the Username and Password and choose the region for the other Office 365
account and press Test to validate the account.
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@ AhsayACE - O X

Choose Where The Items To Be Restored

Restore items to
Original location
®) Alternate Office 365 account

Username

I )2 ay onmicrosoft.com

Password

Region

Global v
|| Access the Internet through proxy
Test

Show advanced option

Choose from the following Region:
Region

Global v

China

Germany

Test completed successfully shows when the validation is successful, then click Next
to continue.

Also, click the Show advanced option to configure other restore settings.

www.ahsay.com 114




@ ahsayace - m] X

Choose Where The Items To Be Restored

Restore items to
Original location
Alternate Office 365 account

Username

-@ansay.onmicrosoﬂ.com

Account password

LTI

App password
(Required if Multi-Factor Authentication is enforced)

Region

Global v
Access the Internet through proxy
Test

Show advanced option

Verify checksum of in-file delta files during restore

By enabling this option, the checksum of in-file delta files will be verified during the restore process.
This will check the data for errors during the restore process and create a data summary of the in-
file delta files which will be included in the report.

@ Ahsayace - o X
Restore items to .
Original location
®) Alternate Office 365 account
Username
I 2 ==y onmicrosoft.com
Account password
essesseses
App password
(Required if Multi-Factor Authentication is enforced)
Region
Global v
Access the Internet through proxy
+ Test completed successfully
Verify checksum of in-file delta files during restore
Hide advanced option v

Click Next to proceed.

Select the temporary directory for storing temporary files, such as delta files when they
are being merged, click Restore to start the restoration
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@ AhsayACB — m} X

Temporary Directory

Temporary directory for storing restore files

C:\Users\Administrator\.acb\temp Browse

Previous Restore

Restore is completed. Click the E‘ to show the log of the restoration.

@ AhsayACB — m} ®

Restore

m Client Run Office 365 Backup Set

G AhsayCBS (Host: 10.16.10.12:443) &

+ Restore Completed Successfully
Estimated time left 0 sec

Restored 758.43M (849 files)
Elapsed time 41 min 1 sec
Transfer rate 4.00Mbit/s

www.ahsay.com
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@ AhsayACE

=
E
H

SoCO00oOCOoDEabooogood

Start [ AhsayACB v8.1.1.50]

Initializing decrypt action...

Initializing decrypt action... Completed

"Office 365/Public Folders/Pub-Test/after upgrade 1 (AAIARgAAAAAAGKRzkKpmEc2byACqACKH2FEWgKAQ. .
ffice 365/Public Folders/Pub-Test/'DDDDD (AAIAREAAAAAAGKRzKKpmECZbyACqACI2FEWEKASwWPL39|
ffice 365/Public Folders/Pub-Test"WWW (AAIAREAAAAAAGKRzkKpmE c2byACqACHZFEWgkASWPA30hgm...
ffice 365/Public Folders/Pub-Test/EEEE (AAIAREAAAAAAGKRZKKpmMECZbyACQACY2ZFEWEKASWP439bgm...
ffice 365/Public Folders/Pub-Test/RRRRR (AAIARgAAAAAAGKRZKKpmMEC2ZbyACqACIZFEWEkAGWP430bg ..
ffice 365/Public Folders/Pub-TestTEST MAIL (AAIARgAAAAAAGKRZKKpmMECZbyACqACY 2ZFEWEKAGWPA3. .
ffice 365/Public Folders/Pub-Test/test mail (AAIARgAAAAAAGKRzZKKpmEC2byACqACUZFEWEkAGWP430b...
Downloading... "Office 365/Public Folders/Pub-Test/after upgrade 1 (AAIARgAAAAAAGKRzKKpmEC2ZbyACqACH2ZFEWEKAS. ..
Downloading... "Office 365/Public Folders/Pub-Test/DDDDD (AAIARgAAAAAAGKRzKKpmEC2byACqACH2ZFEWgkAOwWP430b. .
Downloading... "Office 365/Public Folders/Pub-Test WWW (AAIARgAAAAAAGKRzkKpmE c2byACqACH2FEWgkATwWPA30hgm...
Downloading... "Office 365/Public Folders/Pub-Test/EEEE (AAIARgAAAAAAGKRZKKpmMEC2by ACgACIZFEWEKADWP430bgm...
Downloading... "Office 365/Public Folders/Pub-Test/RRRRR (AAIARgAAAAAAGKRzkKpmEC2byACqACHZFEWEkASwWP430bg...
Downloading... "Office 365/Public Folders/Pub-TestTEST MAIL (AAIARgAAAAAAGKRZKKpmMECZbyACqACY ZFEWEKASWP4S..
Downloading... "Office 365/Public Folders/Pub-Testtest mail (AAIARgAAAAAAGKRzkKpmEc2byACqACHZFEWEkAIWPA3b...
Downloading... "Office 365/Public Folders/Pub-Test/after upgrade 1 (AAIARgAAAAAAGKRzKKpmEC2ZbyACqACH2ZFEWEKAS. .
Downloading... "Office 365/Public Folders/Pub-Test/DDDDD (AAIARgAAAAAAGKRzKKpmEC2byACqACH2ZFEWgkAOwWP4A30D. .
Downloading... "Office 365/Public Folders/Pub-TestWWW (AAIARZAAAAAAGKRZKKpmE c2byACQACH ZFEWEkASWP439hgm...
ffice 365/Public Folders/Pub-Test/EEEE (AAIARgAAAAAAGKRzKKpmEC2byACqACH2FEWgkAOwWP430bgm...
ffice 365/Public Folders/Pub-Test/RRRRR (AAIARgAAAAAAGKRZKKpmMEC2bhyACqACH 2FEWEkASWP433h,
. "Office 365/Public Folders/Pub-TestTEST MAIL (AAIAREAAAAAAGKRzKKpmEC2byACaACIZFEWEkATWPA3..,

Logs per page |50 W

Show | All

Time
04/16/2019 11:,
04/16/2019 11z
04/16/2019 11,
04/16/2019 11:,
04M16/2019 11,
04/16/2019 11,
04M16/2019 11:,
04/16/2019 11,
04/16/2019 11z
04/16/2019 11:,
04/16/2019 11z
04/16/2019 11:,
04/16/2018 11:,
04/16/2019 11,
04/16/2019 11:,
04M16/2019 11,
04/16/2019 11,
04/16/2019 11z
04/16/2019 11,
04/16/2019 11z
04/16/2019 11:,
04/16/2019 11z
04/16/2019 11:,

Page |1

24115
24:18
24:18
24:28
24:33
24:34
24:36
24:37
24:38
24:40
24:41

24:43
24:45
24:46
24:47
24:50
24:51

24:53
24:54
24:55
24:57
25:00
25:01

al

L
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To check if the mails from Outlook, files from OneDrive, sites from Personal Sites, and
files and folders from Public Folder are fully restored in the alternate Office 365 account,
login and check the files. As you can see on our example screen shot below, YS is
logged in and the Inbox from Outlook, TestFiles folder from OneDrive, testfolder under
Personal Sites, and Pub-Test folder under Public Folder are available.

Qutlook L Search

+ New message B Mark all as read
Favorites Inbox *
e Office 365 Message Center
Folders Message Center Major Change Update Notification
Organization: AHSAY SYSTEMS CORPORATION LIMITED Feature updat
Inbox 1621
Yesterday
Junk Email .
@ Microsoft Outlook
s > HMAFES  (daniel) A
Your message to-@ahsay‘co'n couldn’t be delivered. daniel.n¢
Sent ltems DailyUserRepor...
38 KB
Deleted Items
r Office 365 Message Center
Archivel Weekly digest: Office 365 changes Me
Here is a summary of your messages from last week Organization: AHS
Conversation Hi...
H Office 365 Message Center

New folder

Weekly digest: Office 365 changes Me
Here is a summary of your messages from last week Organization: AHS

My account X

[l @ahsay onmicrosoft.com
My profile

My account

Open another mailbox

Sign out

Open the TestFiles folder to check if the files are completely restored.

& Share @ Copy link
7 I
M Notebooks
& Photo
@ Screenshots

testBigFile-backup
testBigFile-restore
(] T TestFiles

ﬂj Test Document.docx

@ Test Excel Book.xlsx

| Download [i] Delete -:- 1selected X @

My account X

v

Il 2> 2hsay.onmicrosoft.com
My profile
My account

Sign out

OneDrive

+ New *~» T Upload ~» |& Share @ Copylink -:- = @

Files > TestFiles

D Name

kel Catjpg

B Deogijpg

@]  TestExcel-1.xlsx
@] TestPPT-1.pptx

@]  TestPPT-2pptx

=

TestPPT-3.pptx

TestPPT-4.pptx

My account X

Modified Modified By

5 days ago
5 days ago
5 days ago

5 days ago

5 days ago

5 days ago

5 days ago

G =say onmicrosoft com
My profile

My account

Sign out
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Here is a preview of one of the restored files from OneDrive.

I Share @ Copylink  Download [i] Delete View original [} Copyto '@ Version history 10f18 Next > X @

My account X

Il @ahsay.onmicrosoft.com
My profile
My account

Sign out

= SharePoint

My account X

Il @anhsay.onmicrosoft.com

_ ¥¢ Not following © Share

0 2 Share @ Copylink  Download [i] Delete -+ 1selected X @ My profile
Al My account
doclib_Restored10 Sign out

[ Name Modified Modified By
@] onenote august29,2012 (I

@ 17 testfolder : august29,2012 | EEEIE
m Documesssnt.docx August 29, 2018 -
B8]  exoxxisx August 29, 2018 _
@) ffxisx august 29,2013 | I
@ ppp.ppx august 20,2013 | NI

= SharePoint

My account X
_ ¥r Notfollowing & Share y

I ) 2hs2y onmicrosoft.com

0 -+ New ~ T Upload ~ |& Share - = View options ~ (D My profile
A My account
doclib_Restored10 : testfolder Sign out
[ Name Modified Modified By
) testdocx august 29,2015 | I

www.ahsay.com 119




www.ahsay.com

Here is the Pub-Test folder from the Public Folder.

Outlock O Search

)

o

+ New post
Favorites

Inbox
Sent ltems
Drafts
Pub-Test

Add favorite

Folders

Groups

1621

[ii] Empty folder

ol

test mail
test mail

ol

test mail
test mail

omE...:

test mail
test mail

oM. :-:

test mail
test mail

Ol .:

test mail
test mail

oM.

test mail
test mail

2 Mark all as read

Filter

My account X

‘@ansay onmicrosoft. com
My profile

My account
Open another mailbox
Sign out
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7.2 Restore Filter with AhsayACB

This search feature allows you to search files, folders, and mails. For Office 365, these items can be
search from Users and Public Folders.

For Users, you can search from Outlook, OneDrive, and Personal Site.

To make it more flexible, the search feature offers filtering. You can add additional pattern upon
searching. Pattern includes the following criteria:

Contains
These are Directories, Files, Folders, and Mails with the name containing the specific letter
or word.

Exact

These are Directories, Files, Folders, and Mails with the exact or accurate name.

Start With
These are Directories, Files, Folders, and Mails with the name starting with a specific letter
or word.

Ends With
These are Directories, Files, Folders, and Mails with the name ending with a specific letter
or word.

It also has the Match Case function, which serves as an additional accuracy when searching for any
specific directories, files, folders, and mails.

For more detailed examples using the restore filter on AhsayACB, refer to Appendix B: Example
Scenarios for Restore Filter using AhsayACB.




Login to AhsayACB according to the instructions in Login to AhsayACB.

Click the Restore icon on the main interface of AhsayACB.
Select the backup set that you would like to restore.

Select the backup destination that you would like to restore backed-up items to.

a > v nNpoPR

Select the item(s) you would like to restore. You can also choose to restore backed-up
file from a specific backup job of your choice using the Select what to restore drop-down
menu at the top. Click Next to proceed.

Select Your ltems To Be Restored

Select what to restore
Choose from files as of job w# || 03/05/2020 w | | Latest w
Show filter

Folders Mame Date modified Size
- @ AhsayCBS
& [ Office 365
148 Users
&[] [E Public Folders

Restore to local computer Items per page |50 W™ | Page|- w

Search

Previous Next Cancel

Click the Search located below the Restore to local computer checkbox.

Restore to local computer

Search

Change the path if you want to restore items from other location. Click the Change button
then click OK to proceed.
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Search

Look in

Change
Search subfolders
Kind Type Pattern
Files and Folders v || contains W Match case
Search
Name In Folder

Size Date modified

Items per page |50 W Page |- w

Change Path

3 Backup Server
=[] Office 365
-4 Users

@[5 public Folders
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Change Path

i Backup Server
= [E Office 365
4k Users
= & _@ahsay onmicrosoft.com
[ Outlook

+- 4 OneDrive
@ Personal Site
&[5 Public Folders

If you are going to search for specific mails, then click the Outlook to expand for more
selection. In our example below, Inbox of abc@ahsay.onmicrosoft.com is selected.

Change Path

=1 & Backup Server

= [E] Office 365
= ".'," Users
o .
- Dahsay onmicrosoft.com
&[4 Outlook
- Inbox

(- & OneDrive
@3 Personal Site
5[5 Public Folders
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Search
Look in
Office 3654‘Usersf_@ahsay.onmicmsuﬁ.cam!Oulquk}lnbux Change
| Search subfolders
Kind Type Pattern

Mail - Subject w || contains %] Match case

Search

Name In Folder Size Date modified

Items per page |50 W Page - W

OR

If you are going to search for specific files and/or folders, then click the OneDrive to
expand for more selection. In our example below, testBigFile-backup folder in
OneDrive is selected.

Change Path

= 3 Backup Server
= [&] office 365
=-4g% Users
= & _@ahsay.cnmicrosoﬂ com
# m Outlook
=l @ OneDrive
-1 - ManyFiles
# testBigFile-backup
#- @3 Personal Site
# [ Public Folders
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Search
Look in

Office 3ESJUsers_@ahsay.onmicrosoﬂ.wmlOneDﬁvefDS137leslBigFi\e—backup Change
| Search subfolders
Kind Type Pattern

Files and Folders v | contains W Match case

Search
Name In Folder Size Date modified

Items per page | 50 W Page |- w

Tick the Search subfolders checkbox if you want to include available subfolders upon
searching.

Look in
Office 365!U5ersl-@ahsay onmicrosoft com/OneDrive/D913_testBigFile-backup Change

Search subfolders

Look in
Office SGSIUSBISJ-@,ahsay onmicroseft.com/OneDrive/D913_testBigFile-backup {_’hange

| Search subfolders

Select from the following kind of files you want to search.

e Files and Folders
e Files only

e Folders only

e Mail — Subject

e Mail — From

e Mail—-To
e Mail-CC
e Mail—-BCC

e Mail — Received Date

e Mail — Sent Date



Search

Look in

Search subfolders
Kind

Mail - Subject v

Files and Folders
Files only
Folders only
Mail - From

Mail - To

Mail - cC

Mail - BCC .

Items per page 50 W

Office 365/Users/ Q) 2hsay.onmicrosoft.com/Outlook/Inbox Change

Type Pattern

contains W Match case

In Folder Size Date modified

Page |- w

Select from the following type of filtering you want to search.

e Contains
e Exact
e Starts With

e Ends With

Name

Items per page | 50 v

Search
Look in
Office 365/Users/ G 2hsay onmicrosoft.com/Qutlook/Inbox Change
Search subfolders
Kind Type Pattern
Mail - Subject ¥ Match case
contains
Search

exact

starts with Size Date modified

ends with

Page |- w

www.ahsay.com
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Enter a pattern you want and Tick the Match Case checkbox if you want to accurately
search for a specific file.

Kind Type Pattern

Mail - Subject w || contains w4 || Office 365 changes Match case
Kind Type Pattern

Mail - Subject v || contains W || Office 365 changes V| Match case

Click the Search button and the result will be displayed.

Search
Look in

Office 365/Users Change
| Search subfolders

Kind Type Pattern

Files and Folders W || contains  w || arch | Match case

Search
Name In Folder Size Date modified
Itemns per page | 50 v Page - w
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Search
Look in

office 365/Users | @=hsay.onmicrosoft. com/Outiook/Inbox Change
V| Search subfolders

Kind Type Pattern

Mail - Subject v || contains W || Office 365 changes V| Match case
%g .. Stop

Name In Folder Size Date modified
() ) Weekdy digest: Office 365 changes Office 365/Users [l @ahsay.onmicrosoft.comOutlo 7tk 05/07/2018 12:05
] Weekly digast: Office 365 changes Office 365/Users (M @3hsay.onmicrosoftcomOutio 77  05/07/2018 12:05
) [7] Weekly digest: Office 355 changes Office 355/Users [l @ahsay.onmicrosoft.com/Outic 6%  05/07/2018 12:12
() [ Weekdy digest: Office 365 changes Office 365/Users/ Il @ahsay.onmicrosoftcomOutio 67  05/07/2018 12:12
Veekdy digest: Office 365 changes Office 365 Users/ 2 3hsay.onmicrosoft comOutio 6% 05/07/2018 12:06
Veekly digest: Office 365 changes Office 365/Users (2 ahsay.onmicrosoft com/Outlo 7% 07/03/2018 04:14
7%
65
0k
66k

Veeldy digast: Office 355 changes Office 355/Users G shsay.onmicroscft.com/Outlo 07/15/2018 03:44
Veekly digest: Office 355 changes Office 365/ Users ISEEED) 3hsay.onmicrosoft. com/Outlo 05/07/2018 12:04
) (7] Weekly digest: Office 365 changes Office 365/Users/IESESSSIE shsay. onmicrosoft. com/Outlo 05/11/2018 10:52
) Veekly digest: Office 365 changes Office 365/ Users (AR 3hs3y.onmicrpsoft. com/Outlo 05/11/2018 10:52

Items per page | 50 v Page |1/2 w

Search
Look in
ofiice 365/Users! | ll@2nsav.onmicrosoft com/Outiook/Inbox Change
V| Search subfolders
Kind Type Pattern
Mail - Subject v | contains W || Office 365 changes V| Match case
Search
Name In Folder Size Date modified

: Office 365 changes Office 365/Users/ D ahsay.onmicrosoft com/Cutlo 7tk 05/07/2018 12:05
: Office 355 changes Office 365/User< IR ahsay.onmicrosoftcom/Outio 77 05/07/2018 12:05 ~
: Office 365 changes Office 365/Users IR ahsay.onmicrosoft.com/Outio 62 05/07/2018 12:12
: Office 365 changes  Office 365/Users/ I ah=ay.onmicrosoftcom/Outlo 67k 05/07/2018 12:12
: Office 365 changes Office 365/Users SRC =hsay onmicrosoft.comiOutio 63k 05/07/2018 12:06
: Office 365 changes Office 365/ Users R =h=ay.onmicrosoft.com/Outie 72 07/03/2018 04:14
: Office 365 changes Office 365/ Users B2 ahsay.onmicrosoftcom/Outio 74 07/16/2018 03:44
: Office 365 changes Office 355/ Users BT shsay onmicrosoft.com/Outio 68k 05/07/2018 12:04
: Office 365 changes Office 365/Users 2 3hsay. onmicrosoft comOutlo 70k 05/11/2018 10:52 &
: Office 365 changes Office 365/ Users IR ahsay.onmicrosoftcom/Outlo 66k 05/11/2018 10:52

O

]

J
Ot
0
)
0
0
mf
mj

Items per page | 50 v Page|(1/2 w

Choose files by ticking each checkbox that you wanted to restore and click the OK button.
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Search
Look in

Office 365/Users/ Q@ ahsay.onmicrosoft.com/Outlook/Inbox

V| Search subfolders

Kind Type Pattern
Mail - Subject v || contains W || Office 365 changes
Search
Name In Folder

Items per page |50 W

[=7] Weeky digest: Office 365 changes Office xENsefsmahsaonnmlcrosoﬁ com/Outio
WeeKly digest: Office 365 changes Office 365/Users/SMMQ ahsay_onmicrosoft com/Outio
[Z] Weeky digest: Office 365 changes Office 365/Users @ ahsay.onmicrosoft.com/Outio
(=3 WeeKy digest: Office 365 changes Office 365/Users/ JRQ ahsay.onmicrosoft. com/Outio
(V) 7] WeeKy digest: Office 365 changes Office 365/Users G ahsay.onmicrosoft. com/Outio
[[J £ Weey digest: Office 365 changes Office 365/Users/IRG) ahsay.onmicrosoft.com/Outio
[J) 3] Weeky digest: Office 365 changes Office 365/Users/ SN 3hsay.onmicrosoft com/Outio
() 3] Weekly digest: Office 365 changes Office 365/Users/ Il ahsay onmicrosoft com/Outlo
[JJ =3 Weey digest: Office 365 changes Office 365/Users/ |G ahsay.onmicrosoft. com/Outio
[C) (1) weeKy digest: Office 365 changes Office 365Users (R 2hsay-onmicrosoft.com/Outio

Size
7k
7
6%
67
63k
7%
74
68k
70k

66k -

Change

V| Match case

Date modified
05/07/2018 12:05
05/07/2018 12:05 N
05/07/2018 12:12
05/07/2018 12:12
05/07/2018 12:06
07/09/2018 04:14
07/16/2018 03:44
05/07/2018 12:04
05/11/2018 10:52
05/11/2018 10:52

Page | 1/2 W
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The selected files will reflect on the Restore main screen. Click the Next button to

proceed.

Select what to restore

Choose from files as of job u l 03/05/2020 W || Latest w

Select Your Items To

Be Restored

Show filter
Folders From Subject Received Size
- @ AhsayCBS [J EJ Microsoft Offic... The alternate e... 09/17/201513:59 43k
& @ [ Office 365 [ E3 Microsoft Onlin... Request to Res... 12/04/2015 17:44 53k
£ ¥ Users [0 E3 Microsoft Onlin... A change has b... 12/04/201517:50 54k’
&-0 & Il@ahsay.onmicrosoftcom [ £ Azure Team Action required...07/16/2016 02:03 66k
&[0 @ Outlook [0 E3 Microsoft Onlin... New or modifie... 03/15/2017 11:46 59k,
0 =" Inbox [0 & Microsoft Office  Meet Microsoft ...05/31/2017 04:39 105k}
#)-[) @ OneDrive [V 3 Office 365 Mes... Weekly digest: ... 10/30/2017 12:35  49k"
-] @ Personal Site [ 3 Office 365 Mes... Weekly digest: ... 10/23/2017 16:41 52k
@-J [B Public Folders [ 3 Office 365 Mes... Weekly digest: ... 10/02/2017 20:47 68k

[V 3 Office 365 Mes... Weekly digest: ... 10/09/2017 18:13 63k
¥ 3 Office 365 Mes... Weekly digest: ... 10/16/2017 12:45 57k
() &3 Office 365 Mes... Weekly digest: ... 01/22/2018 12:41 60k
[J &3 Office 365 Mes... Message Cente...01/25/2018 09:15 S1k
[J 3 Office 365 Mes... Weekly digest: ... 01/29/2018 12:29 57k
[J E3 Office 365 Mes... Weekly digest: ... 02/05/2018 11:04 57k
[JJ =3 Office 365 Mes... Weekly digest; ... 11/06/2017 16:03 51k
[J &3 Office 365 Mes... Weekly digest: ... 11/20/2017 12:44 53k
| "] Restore to local computer

Items per page ‘750 v 1 Page ‘ 1710+ W

Search

Select which location the items will be restored. Choose from the following options:

© Local machine — this option is located on the Restore main screen, lower left
part.

© Original location
O Alternate Office 365 account

Click the Next button to proceed.
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Choose Where The Items To Be Restored

Restore items to
Original location
®) Alternate Office 365 account

Username

I -2y onmicrosoft com

Account password

[

App password
(Required if Multi-Factor Authentication is enforced)

Region

Global v
| Access the Internet through proxy
+ Test completed successfully

Show advanced option

Input the temporary directory or click the Browse button to browse for the path. Click the
Restore button to start.

Temporary Directory

Temporary directory for storing restore files

C:\Users\Administratoritemp Browse

Previous Restore Cancel
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If restore is completed, the status of the activity should be, Restore Completed
Successfully.

Restore

Client Run Office 365 Backup Set

Office 365

Ahsaycs (Host: 125 | NG

+ Restore Completed Successfully a
Restored 168.24k (5 files)

Elapsed time 49 sec

Transfer rate  29.41kbit/s

www.ahsay.com
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8 Contacting Ahsay

8.1 Technical Assistance

To contact Ahsay support representatives for technical assistance, visit the following website:
https://www.ahsay.com/jsp/en/contact/kbQuestion.jsp

Also use the Ahsay Wiki for resource such as Hardware Compatibility List, Software Compatibility
List, and other product information:
https://wiki.ahsay.com/doku.php?id=public:home

8.2 Documentation

Documentations for all Ahsay products are available at:
https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay downloads documentation

quides

You can send us suggestions for improvements or report on issues in the documentation, by
contacting us at:
https://www.ahsay.com/jsp/en/contact/kbQuestion.jsp

Please specify the specific document title as well as the change required/suggestion when
contacting us.
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Appendix

Appendix A Example Scenarios for Office 365 License
Requirement and Usage

Note that maximum of two (2) Office 365 accounts are only allowed for Office 365 Backup on
AhsayACB. Each AhsayACB Office 365 backup set is limited to one Office 365 user account.
Therefore, when you backup two Office 365 user accounts it will require two separate backup sets.

Scenario No. 1: Backing up Office 365 user accounts in multiple backup sets

The required Office 365 licenses are calculated by the number of Office 365 user accounts that you
want to back up.

Example No. 1: To back up one (1) Office 365 user account on multiple backup sets, only
one Office 365 license is needed.

Backup Set Name Office 365 User Account
Backup Set A user01l@company-office365.com
Backup Set B user01l@company-office365.com
Backup Set C user01l@company-office365.com

Example No. 2: To back up two (2) Office 365 user accounts on multiple backup sets, two
Office 365 licenses are needed.

Backup Set Name Office 365 User Account
Backup Set A user01l@company-office365.com
Backup Set B user02@company-office365.com
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Scenario No. 2: Backing up files and/or folders under Public Folder in multiple backup sets.
The required Office 365 license is only one.

Example No. 1: To back up files and/or folders under Public Folder, only one (1) Office 365
license is needed.

Backup Set Name Files and/or Folders

Backup Set A Folder01

o microsoftword01.docx

o powerpointpresentation01.pptx
o spreadsheet01.xls

o notepad0O1.txt

o picture0l.jpg

o picture02.jpg

Backup Set B Folder01
o microsoftword01.docx

(@)

powerpointpresentation01.pptx
spreadsheet01.xls
notepad0O1.txt

picture0l.jpg

o O

(@)

o picture02.jpg

Folder02

Folder03

Backup Set C Folder01
o microsoftword01.docx

@)

powerpointpresentation01.pptx
spreadsheet01.xls
notepad01.txt

picture0l.jpg

o O

@)

o picture02.jpg

Folder02

Folder03

o microsoftword02.docx

o powerpointpresentation02.pptx
o spreadsheet02.xls

o notepad02txt

o picture05.jpg

o picture06.jpg




Scenario No. 3: Backing up Office 365 User Accounts and files and/or folders under Public
Folder in multiple backup sets.

The required Office 365 license will depend on the number of unique Office 365 accounts.

Example No. 1: To back up two (2) Office 365 user accounts and files and/or folders under
Public Folder on multiple backup sets, two (2) Office 365 licenses are needed.

Backup Set Name Office 365 User Account, SharePoint

Site, and Files and/or Folders

Backup Set A user01l@company-office365.com

Backup Set B Folder01
o microsoftword01.docx

o powerpointpresentation01.pptx
o spreadsheet01.xls

o notepad0l.txt

o picture0l.jpg

o picture02.jpg

Backup Set C Folder01
o microsoftword01.docx

o powerpointpresentation01.pptx
o spreadsheet01.xls

o notepad0O1.txt

o picture0l.jpg

o picture02.jpg
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Appendix B Example Scenarios for Restore Filter using
AhsayACB

Scenarios No. 1: Items from Users

Example No. 1: Restore filter setting from an Office 365 user account’s outlook inbox

Location: Office 365/Users/abc@ahsay.onmicrosoft.com/Outlook/Inbox

Search subfolders: True

Kind: Mail — Subject

Type: Contains

Pattern: Office 365 changes

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter with AhsayACB.

@ AhsayAce -

Search
Look in

Office BBEJ‘USErsr'nahsay onmicrosoft. com/Outlook/Inbox Chlnﬂ
| Search subfolders
Kind Type Pattern

Mail - Subject W || contains w | Office 365 changes | Match case

Search
Name In Folder Size Date modified

Items per page | 50 v Page - w
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@ AhsayACB

Search

Look in

Kind
Mail - Subject

=]
Searching ...

Type

Vv || contains

Office 365/U5ers/nahsay.onmicrosoﬂ.com/Outlook/inbox

| Search subfolders

Pattern

v | | Office 365 changes

Stop

Name

Items per page | 50 v

In Folder

Size

| Match case

Date modified

@ AhsayACB

Look in

office 365/Users/ | lllaansay.onmicrosoft com/Outiook/Inbox
V| Search subfolders
Kind

Mail - Subject

Search

lv] [ Weeldy digest:

Type

v contains

Name
Weekly digest:
Weekly digest:
Weelly digest:
Weely digest:
1 Weekly digest:
£ Weekly digest:
) (£ Weekly digest:
[¥) £ Weekly digest:

Office 365 changes
Office 365 changes
Office 365 changes
Office 365 changes
Office 365 changes
Office 365 changes
Office 365 changes
Office 365 changes

: Office 365 changes
[ [ Weeklv dioest: Office 365 chanoes

Items per page | 50 v

Pattern

v || Office 365 changes

In Folder
Office 365/Users B2 =hssy.onmicrosoft.com/
Office 365/Users G shsay.onmicrosoft.com/
Office 365/Users @ =hsay.onmicrosoft.com/
Office 365/ Users/ N @shssy.onmicrosoft. com/
Office 365/Users/ G shssy.onmicrosoft com/
Office 365/Users @ shsay.onmicrosoft.com/
Office 365/Users G shs=ay.onmicrosoft.com/
Office 365/Users @ chssy.onmicrosoft.com/
Office 365/Users @ ahssy.onmicrosoft.com/

Size

61k

ggega

65
61k

Change

| Match case

Date modified
10/11/2017 04:07
02/13/2018 15:45
10/11/2017 04:07
10/17/201701:14
10/24/2017 00:58
11/01/2017 00:19
11/10/2017 02:07
11/21/2017 00:28
11/21/2017 00:28
02/13/2018 15:45

Page

174 »

v

www.ahsay.com

139



Explanation:

All mails under Office 365/Users/abc@ahsay.onmicrosoft.com/Outlook/Inbox that has a
subject and contains ‘Office 365 changes’ with match case set to true will be included upon
performing search.

As you can see on the screen shot above, the result panel contains the Name of the mail,
Directory of the mails which are indicated In-Folder column, Size of each mails, and Date
Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This
means that the filter will include all available subfolders in the Outlook Inbox upon searching.
And it will strictly search only the specified pattern and case which is the ‘Office 365 changes’.



Example No. 2: Restore filter setting from an Office 365 user account’s OneDrive

Location: Office 365/Users/abc@ahsay.onmicrosoft.com/OneDrive

Search subfolders: True

Kind: Files and Folders

Type: Exact

Pattern: TestFiles

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter with AhsayACB.

@ AhsayAcs - o X

Search
Look in

Office 365/Userslnahsay.onmicrosoft.corn/OneDrive Change
| Search subfolders
Kind Type Pattern

Files and Folders v || exact v || TestFiles | Match case

Search
Name In Folder Size Date modified

Items per page | 50 v Page - w
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&) AhsayACB

Search

Look in

Office 365/Users/_@ahsay.onmlcrosoft.com/OneDnve

V| Search subfolders

Kind Type Pattern
Files and Folders v || exact v || TestFiles
—
Searching ... Stop
Name In Folder

Items per page | 50 v

Size

Change

| Match case

Date modified

@ AnsayACB

Search

Look in

Office 365/Userslnahsay,onmicrosoﬂ com/OneDrive

| Search subfolders

Items per page |50 W

www.ahsay.com

Kind Type Pattern
Files and Folders WV || exact WV || TestFiles
Search
Name In Folder
v TestFies Office 365/Users/.@ahsay.onmicrosoﬂ com/OneDrive

Size

Change

| Match case

Date modified
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Explanation:

All files and folders under Office 365/Users/abc@ahsay.onmicrosoft.com/OneDrive that has
the exact pattern of ‘TestFiles’ with match case set to true will be included upon performing
search.

As you can see on the screen shot above, the result panel contains the Name of the mail,
Directory of the mails which are indicated In-Folder column, Size of each mails, and Date
Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This
means that the filter will include all available subfolders in OneDrive upon searching. And it
will strictly search only the specified pattern and case which is the ‘TestFiles’.



Location:
Search subfolders:

Kind:

Type:

Pattern:

Match Case:

Example No. 3: Restore filter setting from an Office 365 user account’s personal site

Office 365/Users/abc@ahsay.onmicrosoft.com/Personal Site

True

Files and Folders

contains

pPp

True

Follow the step-by-step procedure indicated on Restore Filter with AhsayACB.

@ AnsayAcB

Search
Look in
Office 365/Users/_@ahsay onmicrosoft.com/Personal Site Change
| Search subfolders
Kind Type Pattern
Files and Folders Vv | contains W | ppp | Match case
Search
Name In Folder Size Date modified
Items per page | 50 v Page - w

| o] )
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@ AnsayAcB

Search

Look in

office 365/Users [ i@ 2hsay.onmicrosoft com/Personal Site

| Search subfolders

Kind Type Pattern
Files and Folders Vv | | contains v | ppp
E—
Searching ... Stop
Name In Folder Size

Items per page | 50 v

Change

| Match case

Date modified

Page | - W

earch

Look in

www.ahsay.com

Office 365/Users_@ahsay.onmiuosoﬂ com/Personal Site

| Search subfolders

Kind Type Pattern

Files and Folders Vv | contains W | ppp

Search
Name In Folder

(% ppp.pptx  Office 365/Users SG =hsay.onmicrosoft.com/Personal Site/D101_Lists and Librari
@ || ppp.pptx  Office 365/ Users RS ahsay.onmicrosoft com/Personal Site/D101_Lists and Libeari
() || pep.pptx  Office 365/Users SRR ahsay.onmicrosoft. com/Personal Site/D101_Lists and Librari
) | ppp.pptx  Office 365/Users R ahsay.onmicrosoft.com/Personal Site/D101_Lists and Librari.
v || pop.pptx Office 365/Users B 2hsay.onmicrosoft.com/Personal Site/D101_Lists and Librari
v |_] ppp.pptx  Office 365/Users RO 3hsay.onmicrosoft com/Personal Site/D101_Lists and Librari..
M || ppp.pptx  Office 365/Users /R 2hs3y.onmicrosoft com/Personal Site/D101_Lists and Librari

Items per page |50 W

Change

| Match case

Date modified
08/29/2018 15:53
08/29/2018 16:23
08/29/2018 18:28
08/29/2018 16:54
08/29/2018 17:03
08/29/2018 18:16
08/29/2018 18:19

Page [1/1 w
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Explanation:

All personal site under Office 365/Users/@ahsay.onmicrosoft.com/Personal Site that has the
pattern that contains with ‘ppp’ with match case set to true will be included upon performing
search.

As you can see on the screen shot above, the result panel contains the Name of the mail,
Directory of the mails which are indicated In-Folder column, Size of each mails, and Date
Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This
means that the filter will include all available subfolders in Personal Site upon searching. And
it will strictly search only the specified pattern and case which starts with ‘ppp’.



Scenarios No. 2: Items from Public Folders

Example No. 1: Restore filter setting from Public Folders
Location: Office 365/Public Folder

Search subfolders: True

Kind: Files and Folders

Type: Starts With

Pattern: t

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter with AhsayACB.

@ AnsayACB - m] X

Search
Look in

Office 365/Public Folders Change

| Search subfolders
Kind Type Pattern

Files and Folders v || startswith & ||t | Match case

Search
Name In Folder Size Date modified

Items per page |50 W Page |- w
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(@ AnsayACB

Search

Look in
Office 365/Public Folders

+| Search subfolders

Kind
Files and Folders -
—
Searching ...
Name
Items per page | 50 v

Type Pattern

starts with w ||t

Stop

In Folder Size

Change

| Match case

Date modified

Page | - W

@ AnsayACB

earch

Look in

Office 365/Public Folders
| Search subfolders
Kind

Files and Folders v

Search

Name
O Hﬁ test mail
) [gy test mail
]} ﬁ‘j test mail
(O £y test mail
O @ test mail
(O [£y test mail
O ]?j test mail
O [gy test mail
O Hﬁ test mail
[ [Fy test mail

Items per page | 50

Type Pattern

startswith » ||t

In Folder Size
Office 365/Public Folders/Pub-Test
Office 365/Public Folders/Pub-Test
Office 365/Public Folders/Pub-Test
Office 365/Public Folders/Pub-Test
Office 365/Public Folders/Pub-Test
Office 365/Public Folders/Pub-Test
Office 365/Public Folders/Pub-Test
Office 365/Public Folders/Pub-Test
Office 365/Public Folders/Pub-Test
Office 365/Public Folders/Pub-Test

RurRRrerare

Change

| Match case

Date modified
06/05/2018 11:57
04/04/2019 11:06
04/04/2019 11:46
04/04/2019 11:46
04/05/2019 12:08
04/05/2019 12:09
04/05/2019 12:09
04/05/2019 12:09
04/05/2019 12:51
04/05/2019 12:51

Page |1/1 w
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Explanation:

All SharePoint Personal Sites under Office 365/Public Folders that has the pattern that starts
with ‘A’ with match case set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the mail,
Directory of the mails which are indicated In-Folder column, Size of each mails, and Date
Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This
means that the filter will include all available subfolders in Public Folders upon searching. And
it will strictly search only the specified pattern and case which starts with ‘t’.



Appendix C Setting Multi-Factor Authentication (MFA) in
Microsoft 365 Admin Center

What is a Multi-Factor Authentication (MFA)? It is an authentication method wherein a user will be
granted an access only after successfully presenting two or more evidences or proof of personal
information or identification. It also adds second layer of security to users upon logging in.

To enable MFA to any Office 365 user accounts, follow the steps below:

1. Login using an Office 365 Administrator credentials.

BY Microsoft
Sign in

I 5 - hs . onmi crosoft.com

Mo account? Create one!l
Can't access your account?

Sign-in options

Back

BN Microsoft
< G =hsav.onmicrosoft.com

Enter password

Forgot ry password

Signin




2. Click the Admin Center icon.

A

Admin

Office 365

Apps

Outlook

%

PowerPoint

-

Yammer

OneDrive

OneNote

N,
I/
Dynamics
365

Explore all your apps —>

Install Office

Word Excel
< S
SharePoint Teams
) 593
Flow Admin

My account X

Il 2hsay. onmicrosoft.com
My profile

My account

Sign out

3. Go to Users and select the Activ users from the ist.

Home

]
2 Users

| Active users
Contacts
Guest users

Deleted users

£ Groups

B Billing

Show all

& Customize Navigation

<l

Ahsay Systems Corpor:

Active user

A
£
Display name 1
[CI-10000-mail
v [CI-DataType]
v @) |
[CSV-CSST] Al
[CSV-CSST] Jo

My accounts x

Il @ahsay.onmicrosoft.com

My profile
My account

Sign out




4. There are two (2) modes of viewing the Active users.

Classic Mode — This is the default mode upon entering the Active users screen.

Mfc@;ﬂy]@}%gm'c ter
/S S/

v

i Il user

R e

) ol B8
Cl-DataTys . 0o

= - -

= ) .

Q

S

2

ke

Ahsay Systems Corporation Li

Try the preview

Search users

Preview Mode — This is a new feature in the Office 365 Admin Center that offers simplification
to manage your Microsoft 365 and Office 365 services. It also has all the capabilities of the

classic mode.

Home

Users

| Active users
Contacts
Guest users

Deleted users

£ Groups
B Billing
& Customize Navigation

+ Showall

Ahsay Systems Corporation Limited

Active users

A, Add auser g3 Add multiple users

Display name 1

;cn-mooo-mmll-

c1 -DataTypc',-

& |
icsv-cssT)
icsv-cssT [N

() Refresh

O Search Y Filter =

1

5. To go to the Multifactor Authentication screen, below are the steps for classic and preview

mode.
For the Classic Mode:

e Search and select an Office 365 user account. The user’s information will be

displayed.
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Home

Users

Active users

Contacts

Guest users

Deleted users

Groups

Resources

Billing

Support

Home > Active users

(s

Just want to add an email address?

We'll help you select the right option based
on your needs.

Ahsay Systems Corporation Li Try the preview

All users v — X ‘ y ort

65 E3

soft.com

Types of users

Learn how cre
this list unde

Different types of users and accounts can use
Office 365 in distinct ways.

In the lower part of the user’s information screen, look for the Manage multi-factor

authentlcatlon link. It is |n the More settlngs portion.

Users

Active users

Contacts

Guest users

Deleted users

Groups

Resources

Billing

Home

Users

Active users

Contacts

Guest users

Deleted users

Groups

Resources

Billing

Support

&ow‘\\\_\\\\\\\\\\\f o 8 2

O X

‘Iahsayonm\crosoﬂ com

none

Office 365 E

No groups for the user. Click edit to change
group membership.

Sign-in allowed

View and manage which devices this person has
Office apps installed on.

User (no admin access)

>|gn m allowed Edi

View and manage which devices this person has Edi
Office apps installed on.

User (no admin access) E

1158



For the Preview Mode:

e Inthe Active users screen, click the [...] ellipses.

e Select Setup multlfactor authent|cat|on from the list.

= Ahsay Systems Corporation Limited Preview on
@ Home .
Active users
R Users A
[ Active tsars R, Addauser of Add multiple users () Refresh O Search Y Filter =
Contacts L Export Users
Display name 1 ~ Licenses
Guest users &) Reset a password
i Office 365 E3
Deleted users tct-10000-mail] I @ Delete a user s
A < (c-pataTypel Il @ Setup multifactor authentication Unikicensed
£ Biling v & ficrosot Team
& Customize Navigation [CSV-CSST] - -; onmicrosoft.com Microsoft Teams
[csv-cssT) N I - hs2y.onmicrosoft.com Microsoft Teams
(csv-cssT| NN I - -0 icrosoft.com Microsoft Teams

6. The multi-factor authentication screen will be displayed.
/ )

multi-factor authentication
users service settings
vp Multi-Factor Auth status:  Any v
DISPLAY NAME USER NAME :;L;SUI:ACTOR AUTH
— =
Select a user
— _—
| | ]
i -
ataType . -
8 |
] ]

Note: The two (2) modes will go to the same screen.

7. You can search and select one or more Office 365 user accounts. There is also a drop-down
list available for multi-factor authentication status namely, Disabled, Enabled, and Enforced.



multi-factor authentication
users service settings

Note: only users licensed to use Microsoft Online Services are eligible for Multi-Factor Authentication. Learn more about how to license other users.
Before you begin, take a look at the multi-factor auth deployment guide.

bulk update

View: | Sign-in allowed users v |esv X| Multi-Factor Auth status: [ Any v

MULTI-FACTOR|

DISPLAY NAME USER NAME STATUS Enabl
enabled
« 2 2hszy.cnmicrosoft.com Disabled Enforced -

| ] I > - 52y onmicrosoft.com Disabled

-@ahsay onmicrosoft.co
_ _@ahsay‘onmcroscft.(om Disabled
[ ] _@ahsay‘onnﬂicroscft.com Disabled quick steps

.. Enable

[ ] I > hs2y.onmicrosoft.com Disabled

Manage user settings
icsv1 [ I @ 2hsay.onmicrosoft.com Disabled

e Disabled — This status refers to the users who are not yet enrolled in the MFA. This is
the default status.
o Enabled — This status refers to the users who are enrolled in the MFA, but changes
have not yet taken effect.
¢ Enforced — This status refers to the users who are enrolled in the MFA has completed
the registration process.
8. Upon selecting a user, on the right side of the screen it will show you a link to enable the MFA.
Click the Enable link to proceed.

multi-factor authentication
users service settings

Note: only users licensed to use Microsoft Online Services are eligible for Multi-Factor Authentication. Learn more about how to license other users.
Before you begin, take a look at the multi-factor auth deployment guide.

bulk update
View: | Sign-in allowed users ¥ (csv-ivy X Multi-Factor Auth status: | Any v

MULTI-FACTOR AUTH
v DISPLAY NAME USER NAME

STATUS
| I @ 2hsay-onmicrosoft.com Disabled _
-E»"ahsay onmicrosoft.cc
quick steps
Enable

Manage user settings

I = = hsay.onmicrosoft.co

quick steps
Enable

Manage user setfings

9. A warning message will be displayed. Click the enable multi-factor auth button to proceed.
Otherwise, click the cancel button to abort.



O,

About enabling multi-factor auth

Please read the deployment guide if you haven't already.

If your users do not regularly sign in through the browser, you can send them to this link to register for multi-factor
auth: https://aka.ms/MFASetup

enable multi-factor auth

10. If you select enable multi-factor auth, the screen below shows the successful enabling of MFA
for the Office 365 user account that you selected.

Updates successful

Multi-factor auth is now enabled for the selected accounts.

11. To finish the setup for the MFA, login using the MFA enabled Office 365 user account.



a5 Microsoft
Sign in

I @:hsay.onmicrosoftcom

No account? Create one!
Can’'t access your account?

Sign-in options

Back Next

BS Microsoft
< 2 :zhsay.onmicrosoft.com

Enter password

Forgot my password

12. Upon logging in, there will be a message that will require you to provide more information to
keep your account safe. Click Next to proceed.

BS Microsoft
Il @:say.onmicrosoft.com

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

Next

:
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13. The Additional security verification screen will be displayed. Select one (1) option you want

for the security of your account. You can choose from the three (3) options, Authentication
phone, Office phone, and Mobile app.

=' Microsoft

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?
Authentication phone v
Select your country or region v
Phone number can contain only the digits 0-9, dash, space, period and parentheses.

Method

Send me a code by text message

®  Callme

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply. ‘

©2019 Microsoft  Legal | Privacy

e Authentication phone
o Enter valid mobile number.
o Select a method

= Send me a code by text message
= Callme

B2 Microsoft

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

Authentication phone v
Philippines (+63) -
Method

®  Send me a code by text message

Call me

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply. ‘

©2019 Microsoft  Legal | Privacy

e Office phone — This option is disabled. Please ask your administrator if you need to

update your office phone number.

www.ahsay.com

158



14.

B Microsoft

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

‘ Office phone v ‘

Extension|
Contact your admin if you need to update your office number. Do not use a Lync phone.

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply

©2019 Microsoft  Legal | Privacy

e Mobile app

o Select which option you like upon using the mobile app

= Receive notifications for verification

Use verification code

If you have selected the first option which is the Authentication phone with a method of
Send me a code by text, you will receive a text message containing the verification code
Ensure that you have indicated a valid mobile number.

< Microsoft

‘ 290128

Use this code for Microsoft verification

BE Microsoft

©2019 Microsoft

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 2: We've sent a text message to your phone at +|||| | N NNNEE

When you receive the verification code, enter it here

290128

legal | Privacy

www.ahsay.com
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2% Microsoft

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 3: Keep using your existing applications

In some apps, like Outlook, Apple Mail, and Microsoft Office, you can't use a phone to secure your account. To use these apps,
you'll need to create a new "app password” to use in place of your work or school account password. Learn more
Get started with this app password:

shizrztthigaribg Ty

®2019 Microsoft  Legal | Privacy

15. To verify if it's working, login using the MFA enabled Office 365 user account.

a5 Microsoft
Sign in
-@ahsay.onmicrosoﬁ.com

No account? Create one!

Can’t access your account?

Sign-in options

Back Next

16. Upon logging in, there will be a message that will require you to provide the code that have
been sent to your personal mobile number. Click Verify to proceed.

www.ahsay.com
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B® Microsoft

-@a hsay.onmicrosoft.com

Enter code

[ We texted your phone +XX XXXXXXXX79. Please
enter the code to sign in.

code

Having trouble? Sign in another way

More information

< Microsoft

‘ 501311
Use this code for Microsoft verification 3 5.5 py

Delete

B® Microsoft

-@a hsay.onmicrosoft.com
Enter code

[ We texted your phone +XX XXXXXXXX79. Please
enter the code to sign in.

501311

Having trouble? Sign in another way

More information

www.ahsay.com
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17. After the verification process, the screen will be automatically redirected to the Office 365

Main screen.
Office 365 Lo & 7 o
My account X
Apps
m . 2 2hsay.onmicrosoft.com
My profile
Outlook OneDrive Word Excel My account
Sign out
SharePoint
Explore all your apps =




Appendix D Example Scenario for Data Synchronization Check
(DSC) with sample backup logs

Selection of root folder vs Selective files and/folders

Selective

R lection
oot Selectio Files and/Folders

El m Office 365

Dl-@cloudbacko.hiz
o [J4 ouiook O ‘OneDrlve
4]

& ‘ OneDrive
5]
&l | Vs & -
&

(]

&l

] & Personal Site |:| -

—
& Public Folder

Root Selection

Selecting the root folder automatically selects all the files and/or folders under the Office 365 user

account including the Public Folder. On the comparison image above, the checkbox for the root folder
“Office 365" is ticked.

Data synchronization check is not required when using root selection backed up. As during a backup
job any deleted files in the backup source will be automatically move to retention area.

Below is a sample screenshot of the backup source with root selection.

Folders
=1 [ Office 365
E}‘ ‘.::' Users
B & I @2hsay.onmicrosoft.com
E ' mﬂ Outlook
' & OneDrive
i B Personal Site
4 @ [E Public Folders




Selective Files and/or Folders

When the root folder is not selected, and the files and/or folders are selected individually. If the files
and/or folders are subsequently un-selected from the backup source. The backup job will not pick up
the changes of the de-selected files and/or folders, they will not be moved the retention area but
remain in the data area. In the long run this could result in a build-up of data in the backup
destinations(s).

Data synchronization check is highly recommended to perform to synchronize de-selected files
and/folders in the backup source with the backup destination(s). This will ensure that there will be no
data build up on the backup destination(s).

Below is the sample screenshot of the backup source with selective files and/or folders.

Folders
=0 [ office 365
=} O %5 Users
=0 & I ahsay.onmicrosoft.com
(O B outlook
(=0 & OneDrive

L'FJDIld_n‘ars Marne Date modified Size

: e O = Catjpg 05/07/2019 11:16 490KB

: 0 Email attachment=1 O TestExcel-1.xlsx 04/11/201911:18 7MB
Filesize Tost O TestPPT-1.pptx 04/11/201911:18 31KB
D Folder O TestPPT-2.pptx 04/11/201911:18 31KB
D Microsoft Teams Chat | TestPPT-3.pptx 04/11/201911:18 31KB
D Notebook O TestPPT-4.pptx 04/11/201911:18 31KB
D Notebooks O TestPPT-5.pptx 04/11/201911:18 31KB
D OneDriveSubFoldert O TestTXTFile-1.txt 04/11/201911:18 56KB

0 TestRles TestTXTFile-2.txt 04/11/2019 11:18 S6KB
D TestRemoveSource O TestTXTFile-3.txt 04/11/201911:18 56KB
D Test_permission O TestTXTFile-4.txt 04/11/201911:18 56KB
D cIDué-test-buckeEt O TestTXTFile-5.txt 04/11/201911:18 56KB
D cloud-test-bucket TestWord-1.docx 04/11/201911:18 12KB
D large O TestWord-2.docx 04/11/201911:18 12KB

OI @ onenote TestWord-3.docx 04/11/2019 11:18 12KB
D restore O TestWord-4.docx 04/11/201911:18 12KB
D task145480riginal O TestWord-5.docx 04/11/201911:18 12KB
"D testAgain
testBigFile-backup

I testBigFile-restore
"D testCustomAppMame
"D testDeltaFile
"D testManyDelta v
ARy T Y TR

L4 >

Only selected files and/or folders are selected in OneDrive. Also, the Office 365 user account is
greyed out as this indicates that not all items are selected.
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On the sample backup log, it shows that data synchronization check is enabled and runs for the first

time.
Type Log Time

o Start [ AhsayACB v8.3.3.20] 07/02/2020 22:12:49
o Saving encrypted backup set encryption keys to server... 07/02/2020 22:12:49
o Start Backup ... [In-File Delta: Full] 07/02/2020 22:12:50
o Using Temporary Directory C\Users\Administrator\temp\1592968150490\0B5@1592969625624 07/02/2020 22:12:50
o Downloading server file list (Office 365)... 07/02/2020 22:12:56
= ol bl bt e skl 07/02/2020 22:12:56

o Run Office 365 Data Synchronization Check (1st time) I 07/02/2020 22:13:00
T One S0 07/02/2020 22:13:00

o [New Directory]... Office 365/Users 07/02/2020 22:13:00
© [NewDirectory]... Office 365/Site Collections 07/02/2020 22:13:00
0 [New Directory]... Office 365/Users 07/02/2020 22:13:00
© [NewDirectory]... Office 365/Users/ I 07/02/2020 22:13:00
0 [New Directory]... Office 365/Site Collections/D901 _ahsay-my.sharepn|nt.:nm%2fpErsonaI%Zmahsay_onmicrosoﬂ_" 07/02/2020 22:13:00
(i) Downloading server file list (Il @2hsay.onmicrosoft.com)... 07/02/2020 22:13:02
© Downloading server file list (NG 2hsay.onmicrosoft.com)... Completed 07/02/2020 22:13:02
© Reading backup source from G hsay .onmicrosoft.com)... 07/02/2020 22:13:03
0 Backup E-mail Account: NG 2hsay.onmicrosoft.com)... 07/02/2020 22:13:03

On the sample backup log, it shows the countdown until the next data synchronization check which is

in two (2) days. The interval set is three (3) days.

Type Log Time

0 Start [ AhsayACB v8.3.3.20 ] 07/03/2020 22:28:41
(i ] Saving encrypted backup set encryption keys to server... 07/03/2020 22:28:41
0 Start Backup ... [In-File Delta: Full] 07/03/2020 22:28:42
(i) Using Temporary Directory C:\Users\Administrator\temp\1592968150490\0BS@1592969625624 07/03/2020 22:28:42
o Downloading server file list (Office 365)... 07/03/2020 22:28:45
0 Download valid index files from backup job "Current” to "C:\Users\Administrator\temp\1592968150490\0B5@15929696... 07/03/2020 22:28:46
Senlol el Conplocl 07/03/2020 22:28:46

0 Office 365 Data Synchronization Check will be run after 2 day(s) 07/03/2020 22:28:49
Ruraom 07/03/2020 22:28:54

o Download valid index files from backup job "Current” to "C:\Users\Administrator\temp\1592968150490\0B5@15929696... 07/03/2020 22:28:55
o Downloading server file list (M@ 2hsay.onmicrosoft.com)... 07/03/2020 22:28:55
© Reading backup source from |G 2hsay.onmicrosoft.com)... 07/03/2020 22:28:56
© Reading backup source from I - sy .onmicrosoft.com)... Completed 07/03/2020 22:28:56
o Start validating the presence and size of backup data in destination "AhsayCBS"... 07/03/2020 22:28:57
o Finished validating the presence and size of backup data in destination "AhsayCBS" 07/03/2020 22:28:57

On the sample backup log, it shows the countdown is done and data synchronization check is
running.
Type Log Time

o Start [ AhsayACB v8.3.3.20 ] 07/05/2020 22:32:58
o Saving encrypted backup set encryption keys to server... 07/05/2020 22:32:59
o Start Backup ... [In-File Delta: Full] 07/05/2020 22:33:00
o Using Temporary Directory C:\Users\Administratoritemp'1592968150490\0BS@1592969625624 07/05/2020 22:33:00
0 Downloading server file list (Office 365)... 07/05/2020 22:33:02
0 Download valid index files from backup job "Current” to "C:\Users\Administratoritemp\1592968150490\0BS@15929696... 07/05/2020 22:33:03
Loscsmalasdy oo s c oL daig d 07/05/2020 22:33:03
© Run Office 365 Data Synchronization Check 07/05/2020 22:33:06
. 07/05/2020 22:33:10

©) Download valid index files from backup job "Current” to "C:\Users\Administratoritemp\1 592968150490\0BS@15929696... 07/05/2020 22:33:11
) Downloading server file list (HPE:nsay.onmicrosofl.com)... Compleled 07/05/2020 22:33:11
© Reading backup seurce from IS =hsay onmicrosoft.com).. 07/05/2020 22:33:12
© Reading backup source from G =hsay onmicrosoft com). . Completed 07/05/2020 22:33:12
© sartvalidating the presence and size of backup data in destination "AhsayCBS"... 07/05/2020 22:33:13
0 Finished validating the presence and size of backup data in destination "AhsayCBS" 07/05/2020 22:33:13
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On the sample backup log, it shows that data synchronization check is disabled.

=
a-
m

| Log
Start [ AhsayACB v8.3.3.20]

Saving encrypted backup set encryption keys to server...

Start Backup ... [In-File Delta: Full]

Using Temporary Directory C:\Users\Administratoritemp\1592968150490\0B5@1592969625624
Downloading server file list (Office 365)...

[=Y T Silelici Do 2200 C (P
Office 365 Data Synchronization Check is disabled (Debug option - Office365.DSCInterval = -1) I

Downloading server file list (2 =nsay onmicrosoft.com)... Completed
Reading backup source frorm |2 =hsay onmicrosoft.com). ..

Reading backup source from IR 2"say onmicrosoft.com)... Completed
Start validating the presence and size of backup data in destination "AhsayCBS"...

EIEISISIET [&] S EEE

Download valid index files from backup job "Current” to "C:\Users\Administrator\iternp!1592968150490\0B5@15929696...

Download valid index files from backup job "Current” to "C:\Users\Administrator\tempt1 5929681 504900\0B5@15929696...

Time
07/05/2020 22:39:11
07/05/2020 22:39:11
07/05/2020 22:39:13
07/05/2020 22:39:13
07/05/2020 22:39:14
07/05/2020 22:39:15
07/05/2020 22:39:15
07/05/2020 22:39:18
07/05/2020 22:39:22
07/05/2020 22:39:23
07/05/2020 22:39:23
07/05/2020 22:39:24
07/05/2020 22:39:24
07/05/2020 22:39:25

>
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Appendix E Setting the Data Synchronization Check (DSC)

Data Synchronization Check (DSC) is enabled by default and will run every 60 days.
Assumption: AhsayACB Installation path is C:\Program Files\AhsayACB

To disable the data synchronization check, follow the instructions below:

1. Make sure there are no active backup or restore job running.

Close AhsayACB UL.

Stop the Ahsay A-Click Backup Manager services.

Go to C:\Program Files\AhsayACB\ folder.

Open cb.opt file using a text editor such as Notepad or Notepad++.
Add this line, Office365.DSClnterval=-1

The =-1 value represents the disabled data synchronization check.
Start the Ahsay A-Click Backup Manager services.

o 0o p wbd

~

To check if the data synchronization check is enabled, follow the instructions below:

Go to C:\Program Files\AhsayACB\ folder.
Open cb.opt file using a text editor such as Notepad or Notepad++.
Look for this line, Office365.DSClnterval=xx.

Note:

If xx is a positive value this indicates the data synchronization check is enabled and
represents the interval number of days until the next run of data synchronization check.
-OR-

If the interval value is not -1.
To adjust the interval number of days, follow the instructions below:

Make sure there are no active backup/restore job running.

Close AhsayACB UL.

Stop the Ahsay A-Click Backup Manager services.

Go to C:\Program Files\AhsayACB\ folder.

Open cb.opt file using a text editor such as Notepad or Notepad++.

o gk w b

Change the interval number.
For example:
Current interval: Office365.DSClInterval=60
Updated interval: Office365.DSClinterval=10
Explanation:

On the current interval, the number of days is 60. While, the updated interval, the number
of days is reduced to 10.

WARNING
If the interval value is 0, Office365.DSClnterval=0, then the Data Synchronization Check (DSC) will
run for every backup job.

7. Start the Ahsay A-Click Backup Manager services.



Appendix F  Steps on How to view Item count and Storage used
in Microsoft 365 Admin Center

To view the item count and storage size of Office 365 user account based on the usage for Exchange
(Outlook) and OneDrive, follow the instructions below:

1. Login to the Office 365 (https://login.microsoft.com).

2. Go to Microsoft 365 admin center.

Office 365 > J2 ses @

Apps Install Office
@ QOutlook @ OneDrive S
ﬂ Word I' Excel

=

m PowerPoint [I OneMote
Q SharePoint ﬁ Teams

w Yammer b Dynamics 365

n@ Power Autom.. nk Admin

n Azure Bi_ Add-Ins
[c1

ans

All apps

3. On the Microsoft 365 admin center, click Show all then click the dropdown arrow for the
Reports and select Usage.

Microsoft 365 admin center Microsoft 365 admin center i3 Microsoft 365 admin center

Home Home (7 Home

Users Users Users

Groups Groups Groups

Billing Roles Roles

Setup Resources Resources

Billing Billing
Customize navigation

Support Support

= Show all

Settings Settings

Setup B

Report
A Reports

Health Productivity Score

Usage
Secunty 8 compliance

Health
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https://login.microsoft.com/

4. On the Usage screen, select a report you want to view.

Select a report »

7 days 30 days 90 days 180 days

Active users

W Office 365 W Exchange ® OneDrive B SharePoint ® Skype for Business @ Yammer ® Microsoft Teams

62112020 7152020 71912020

Usage

Exchange

7 days 30 days 90 days 180 days

Forms
Microsoft Teams

Office 365

m Office 365 ® Exchange ® OneDrive ® SharePoint ® Skype for Business ® Yammer ® Microsoft Teams

Drive

SharePaint

<

Skype for Busi

0
812172020 7I5/2020 711972020
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5. For Exchange, go to Mailbox usage.

Usage

Exchange

7 days 30 days 90 days 180 days

Email activity
Email app usage
Mailbox usage
Forms
m Office 365 ® Exchange ® OneDrive ® SharePoint ® Skype for Business ® Yammer ® Microsoft Teams

Microsoft Teams

Office 365

O

OneDrive

SharePoint

Skype for B 4 < ég é

Yammer 7i5/2020 711912020

7 days 30 days 90 days 180 days

Mailbox Storage Quota Data as of: Monday, July 20, 2020 (UTC)

Number of total and active user mailboxes L Export
120

100

20

60

40

20

0

6/21/2020 7152020 711912020

® Total W Active

Highlighted columns are, Item count and Storage used (MB).

© Item count — number of mailbox items in Outlook per Office 365 user account

© Storage used (MB) — storage used in MB size per Office 365 user account

Details L Export

Username = Last activity date (UTC) = ltem count = | Storage used (M8) = || Quota staius —
I 2152y onmicrosoft.com 9,507 1,382l Good (under limits)
_@ahsay.unmiuusoﬂ.com 9,607 1,383 Good (under limits)

ahsay.onmicrosoft.com 9634 1,383 Good (under limits)
ahsay.onmicrosoft.com 9,597 1,383 Good (under limits)
I & < say onmicrosofi.com 9,597 1,383l Good (under limits)

ahsay.onmicrosoft.com 9,585 1,34 Good (under limits)
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6.

www.ahsay.com

For OneDrive, go to Usage

Usage

Exchange

7 days 30 days 90 days 180 days

Forms
Microsoft Teams
Office 365

m Office 365 ® Exchange ® OneDrive ® SharePoint ® Skype for Business ® Yammer B Microsoft Teams

OneDrive

Activity

Usage
SharePoint
Skype for B

Yammer
7/5/2020

71972020

Help

7 days 30 days 90 days 180 days

Accounts Storage

Data a5 of: Monday, July 20, 2020 (UTC)

Number of total and active files L Export

500K
450K
400K
350K
300K
250K
200K
150K
100K
50K
0| OO n A A 0 0—0—O—, A O A N oA A n oA On A A o~ A 00—
12112020 71512020 7H912020

u Total files ® Active files

OneDrive

Help

7 days 30 days 90 days 180 days

Accounts  Files

Data as of: Monday, July 20, 2020 (UTC)

Amount of storage used [ Export
29TB
28TB
2.8TB
27TB
27TB
26TB
26TB
25TB

B
6/21/2020 7152020 7i19/2020

m Storage used

Highlighted columns are, Files and Storage used (MB).

© Files — number of files in OneDrive per Office 365 user account

© Storage used (MB) — storage used in MB size per Office 365 user account

Details

|
m
i

ort

URL = Owmer principal name *+ = Last activity date (UTC) = Files
https://ahsay=-

Active files = ]| Storage used (MB)

-@ahsay.onm\cmsuﬂ.:nm Tuesday, July 14, 2020 8 49

4

my.sharepoint.com/personal/..
https://ahsay-

my.sharepoint.com/personal/... @ahsay.onmicrosoftcom  Monday, February 17, 2020 11,021 a 5,697
Y P P Y, £

sharepoint001
hitps:/fahsay- -Qansay onmicrosoftcom  Tuecday, July 14, 2020 0 29 2
my.sharepoint.com/personal/... °
b //ahsay-
LR [N =<y onmicrosoft com - Monday, July 20, 2020 28,226 604 47882

my.sharepoint.com/personal/.

https://ahsay- -
i ¥ . << onmicrosoft com Tuesday, July 07, 2020
my.sharepoint.com/personal/...

w
o
~
I
&

45

ALzl




Appendix G Migrating Authentication of Office 365 Backup Set

Starting with AhsayACB v8.3.6.0 or above, existing backup sets are suggested to be migrated to use
Modern Authentication. This will ensure that moving forward there will be no backup and restore
issues to be encountered once Microsoft implements its product roadmap for Modern Authentication.
This only needs to be done once per Office 365 user account.

There are two methods in migrating existing Office 365 backup sets, one is to migrate to Hybrid
Authentication, and another is to migrate to Modern Authentication. The following are the required
Office 365 account that must be used to authorize the migration of authentication of existing Office
365 backup sets:

© When migrating to Hybrid Authentication, the users Office 365 account may be used to
authorize the migration of authentication.

© When migrating to Modern Authentication, an Office 365 account with a Global Admin role is
required to be used to login their credentials to authorize the migration of authentication.

The following are the two (2) migration scenarios:

© Basic Authentication to Hybrid Authentication

© Basic Authentication to Modern Authentication

NOTE

Due to the current limitation with Microsoft API, Modern Authentication is currently not suitable for
backup sets with Personal Sites selected. As a temporary workaround for Office 365 backup sets

which require backup of Personal Sites should migrate to Hybrid Authentication until the issue has
been resolved by Microsoft.

To migrate a backup set from Basic Authentication to Hybrid Authentication, follow the
instructions below:

1. Logout all Office 365 account on the default browser before starting the migration of backup set.

2. Inthe AhsayACB main interface, click Backup Sets.

Backup Sets

3. Select the backup set that you want to migrate to Hybrid Authentication.

Backup Sets

Sort by

Creation Time w

Run on Client Office 365 Backup Set
Owner: w10-pro
Mewly created on Saturday, September 19, 2020 21:06

Office 365

Add




4. Click Continue.

o In order to enhance security of Office 365 backup services, it is recommended that you
update the Office 365 backup setting to use modern authentication.

Update later

5. Click Authorize.

Click [Authorize] and in the pop-up browser window, sign in your Microsoft account
and authorize the backup application (if necessary), copy and paste the authorization

code to the textbox and hit [OK] to complete the authentication.

6. Sign in to your account.

B® Microsoft
Sign in

I - -2y onmicrosoft.com

Mo account? Create onel
Cant access your account?

Sign-in options

Back

B5 Microsoft

« G 2hsay.onmicrosoft.com

Enter password

Forgot my passward

signin




7. If MFA is enforced, enter the verification code sent to your mobile device and click Verify.
Otherwise proceed to the next step.

B8 Microsoft
I -2 hsay.onmicrosoft.com

Enter code

[ We texted your phone +X3 JOGO00Z3.
Please enter the code to sign in.

947582

Having trouble? Sign in another way

NOTE

The verification code will only be required if the MFA status of an Office 365 account is
enforced.

8. Copy the authorization code.

ARITT]

Authorization Code for Microsoft 365

0.ASsA_IShkza7uEGrYiY111VMXiGI8nVBhARCgIMGnR:

Please copy and paste the above Authorization Code
into Ahsay's product to complete the setup.

Go back to AhsayACB and paste the authorization code. Click OK to proceed.

In the pop-up browser window, sign in your Microsoft account and
authorize the backup application (if necessary). copy and paste the
authorization code to the textbox and hit [OK] to complete the
authentication.

9F3XLAWDIW3gAGOBBCESWAIRT54yGXAFQXH-MG-kyn-FNNzoAogRPOBIAA
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10. Click Save to finish the migration.

"~
m Run on Client Office ... General
Name
General |Run on Client Office 365 Backup Set
Source Owner
w10-pro
Backup Schedule
o Office 365
Destination
Username
Reminder —
Region
Others Global W

Windows User Authentication

To migrate a backup set from Basic Authentication to Modern Authentication, follow the
instructions below:

1. Logout all Office 365 account on the default browser before starting the migration of backup set.
2. Inthe AhsayACB main interface, click Backup Sets.

fa

Backup Sets

3. Select the backup set that will be migrated.

Backup Sets

Sort by

Creation Time W

Run on Client Office 365 Backup Set
Owner: wi10-pro
Mewly created on Saturday, September 19, 2020 21:06

Office 365

4. Click Continue.

o9 In order to enhance security of Office 365 backup services, it is recommended that you
"  update the Office 365 backup setting to use modern authentication.

Update later




5. Click Authorize.

Click [Authorize] and in the pop-up browser window, sign in your Microsoft account

and authorize the backup application (if necessary), copy and paste the authorization
code to the textbox and hit [OK] to complete the authentication.

6. Ask your administrator to sign in using an Office 365 account with Global Admin role in order to
migrate the backup set.

@8 Microsoft
Sign in

I 5 s . onmicrosoft.oom

Mo account? Create onel
Cant access wour account?

Sign-in options

Back

B5 Microsoft
« G 2hsay.onmicrosoft.com

Enter password

Forgot my passward

signin
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7. If MFA is enforced, enter the verification code sent to your mobile device and click Verify.
Otherwise proceed to the next step.

B8 Microsoft
I -2 hsay.onmicrosoft.com

Enter code

[ We texted your phone +X3 JOGO00Z3.
Please enter the code to sign in.

947582

Having trouble? Sign in another way

NOTE

The verification code will only be required if the MFA status of an Office 365 account is
enforced.

8. Copy the authorization code.

Authorization Code for Microsoft 365
0.ASsA_IShkza7uEGrYiY111VMXiGI8nVBhARCgImGnR:

Please copy and paste the above Authorization Code
into Ahsay's product to complete the setup.

9. Go back to AhsayACB and paste the authorization code. Click OK to proceed.

In the pop-up browser window, sign in your Microsoft account and
authorize the backup application (if necessary), copy and paste the
authorization code to the textbox and hit [OK] to complete the
authentication.

QUIESIDMZQ6210hKIVE6GASE7g4FPiy-HSKZQUNSSES_zizKNoD1ZOKpCAA|
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10. Click Save to finish the migration.

"~
m Run on Client Office ... General

Name
General |Run on Client Office 365 Backup Set
Source onner

w10-pro
Backup Schedule

o Office 365

Destination Username
Reminder —

Region
Others Global  w

Windows User Authentication

ai ' & (& g A d - W' -
Delete this backup set




Appendix H

Steps on How to Change the Office 365
Authentication

After upgrading to AhsayACB v8.3.6.0 or above, all newly created Office 365 backup sets will
automatically start using Modern Authentication. However, if the user has selected Personal Sites for
Office 365 backup, this will not be possible on an Office 365 backup set using Modern Authentication
due to limitations with Microsoft API. To resolve this issue, a change from Modern Authentication to
Hybrid Authentication is needed. Please refer to Chapters 2.17.1 and 2.17.2 for the complete list of
backup and restore limitations using Modern Authentication.

Once the backup and restore of SharePoint Web Parts and Metadata is fully supported using Modern
Authentication, Office 365 backup sets using Hybrid Authentication can be changed back to Modern

Authentication.

The following are the two (2) types of authentication change:

© Modern Authentication to Hybrid Authentication

© Hybrid Authentication to Modern Authentication

To change the authentication from Modern Authentication to Hybrid Authentication, follow the

instructions below:

1. Logout all Office 365 account on the default browser before starting the authentication change
of the backup set.

2. Inthe AhsayACB main interface, click Backup Sets.

Backup Sets

3. Select the backup set that you want to change to Hybrid Authentication.

J

Office 365

Add

Backup Sets

Run on Client Office 365 Backup Set
Owner: w10-pro
Newly created on Saturday, September 19, 2020 21:06

Sort by

Creation Time w

4. Inthe Backup Set Settings, click Change settings under the Office 365 screen..

L7



"~
m Run on Client Office ... General
Name
|Run on Client Office 365 Backup Set
Source Owner
w10-pro
Backup Schedule
o Office 365
Destination
Username
Reminder —
Region
Others Global W

Deletetisbackup e

5. In the Office 365 credentials page, input the Office 365 login account and password then
click Next.

Office 365

Username
_@ahsay.onmicmsoﬂ.com
Account password

App password
(Required if Multi-Factor Authentication is enforced)

Region

Global w

|| Access the Internet through proxy

6. Click Authorize to start the authentication change process.

Click [Authorize] and in the pop-up browser window, sign in your Microsoft account
and authorize the backup application (if necessary), copy and paste the authorization

code to the textbox and hit [OK] to complete the authentication.

7. Signin to your account.
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@8 Microsoft
Sign in

I s oy onmicrosoft.oom

Mo account? Create anel
Cant access your account?

Sign-in options

Back

a5 Microsoft
<« G Hsay.onmicrosoft.com

Enter password

Forgot rmy password

signin

8. If MFA is enforced, enter the verification code sent to your mobile device and click Verify.
Otherwise proceed to the next step.



B8 Microsoft
I -2 hsay.onmicrosoft.com

Enter code

[ We texted your phone +X3 JOGO00Z3.
Please enter the code to sign in.

947582

Having trouble? Sign in another way

NOTE

The verification code will only be required if the MFA status of an Office 365 account is
enforced.

9. Copy the authorization code.

ARITT]

Authorization Code for Microsoft 365

0.ASsA_IShkza7uEGrYiY111VMXiGI8nVBhARCgimGnR:

Please copy and paste the above Authorization Code
into Ahsay's product to complete the setup.

10. Go back to AhsayACB and paste the authorization code. Click OK to proceed.

In the pop-up browser window, sign in your Microsoft account and
authorize the backup application (if necessary). copy and paste the
authorization code to the textbox and hit [OK] to complete the
authentication.

JBIIWZXNEthL]YgWVRKS820K82CjMghHtCzW7-XEdi4jN88qUVNHISSULKIAA

11. Click Save to finish the authentication change of the backup set.
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"~
m Run on Client Office ... General
Name
|Run on Client Office 365 Backup Set
Source Owner
w10-pro
Backup Schedule
o Office 365
Destination
Username
Reminder —
Region
Others Global W

To change the authentication from Hybrid Authentication to Modern Authentication, follow the
instructions below:

1. Logout all Office 365 account on the default browser before starting the authentication change
of the backup set.

2. Inthe AhsayACB main interface, click Backup Sets.

Backup Sets

3. Select the backup set that you want to change to Modern Authentication.

Backup Sets

Sort by

Creation Time W

Run on Client Office 365 Backup Set
Owner: w10-pro
Mewly created on Saturday, September 19, 2020 21:06

Office 365

4. Inthe Backup Set Settings, click Change settings under the Office 365 screen..
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Name

>

General

[ Run on Client office 365 Backup set

Source Owner
w10-pro
Backup Schedule
N Office 365
Destination
Username
Reminder —
Region
Ot h =l Global W

Windows User Authentication

Delete this backup set

5. In the Office 365 credentials page, remove the Account password then click Next.

Office 365

Username

Iahsay.onmicrosoﬂ.com

Account password

App password
(Required if Multi-Factor Authentication is enforced)

Region

Global ~

[7] Access the Internet through proxy

6. Click l understand the limitation and confirm to proceed.

This will be using Modern Authentication without backup or restore functionality for
SharePoint Web Parts and Managed Metadata.

| understand the limitation and confirm to proceed -

7. Click Authorize to start the authentication change process.

Click [Authorize] and in the pop-up browser window, sign in your Microsoft account
and authorize the backup application (if necessary), copy and paste the authorization

code to the textbox and hit [OK] to complete the authentication.

www.ahsay.com
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8. Sign in to your account.

@8 Microsoft
Sign in

I s oy onmicrosoft.oom

Mo account? Create anel
Cant access your account?

Sign-in options

Back

a5 Microsoft
<« G Hsay.onmicrosoft.com

Enter password

Forgot rmy password

signin

9. If MFA is enforced, enter the verification code sent to your mobile device and click Verify.
Otherwise proceed to the next step.

-
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B8 Microsoft
I -2 hsay.onmicrosoft.com

Enter code

[ We texted your phone +X3 JOGO00Z3.
Please enter the code to sign in.

947582

Having trouble? Sign in another way

NOTE

The verification code will only be required if the MFA status of an Office 365 account is
enforced.

10. Copy the authorization code.

ARITT]

Authorization Code for Microsoft 365

0.ASsA_IShkza7uEGrYiY111VMXiGI8nVBhARCgimGnR:

Please copy and paste the above Authorization Code
into Ahsay's product to complete the setup.

11. Go back to AhsayACB and paste the authorization code. Click OK to proceed.

In the pop-up browser window, sign in your Microsoft account and
authorize the backup application (if necessary). copy and paste the
authorization code to the textbox and hit [OK] to complete the
authentication.

JBIIWZXNEthL]YgWVRKS820K82CjMghHtCzW7-XEdi4jN88qUVNHISSULKIAA

12. Click Save to finish the authentication change of the backup set.
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General

Name

[ Run on client Office 365 Backup Set

Owner
w10-pro
Backup Schedule
o Office 365
Destination
Username
Reminder —
Region
Others Global v

Windows User Authentication

Delete this backup set



