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1 Overview

1.1 Conventions

Convention | Descriptions Example

Bold Important information Important: The encrypting
key is independent from a
backup account's password.

Italic Folder path or file path C:\Program Files\AhsayOBM

1 Graphical Interface [Backup]

Elements

%% File path in Windows format | %AhsayOBM_HOME%

$ File path in Mac OS X format | $AhsayOBM_HOME

Italic Command sudo ./uninstall.sh

1.2 Definitions, acronyms and abbreviations

Term/Abbreviation | Definition

AhsayOBM Ahsay™ Online Backup Manager

AhsayOBS Ahsay™ Offsite Backup Server

AhsayOBM_HOME The install location of AhsayOBM:
Windows

C:\Program Files\AhsayOBM

Mac OS X
/Applications/AhsayOBM

USERPROFILE The location where the operating system stores the
user account information.

Windows XP/2003
C:\Documents and Settings

Windows Vista/2008/7
C:\Users

Mac OS X
~/.0bm

Ahsay Systems Corporation Limited 1
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2 Troubleshooting Tools

2.1 Using JConsole

The Java Development Kit (JDK) includes the Java Monitoring and Management
Console (JConsole). It provides the information on performance and resources
consumption of the application using the Java Management Extension (JMX)
technology.

The following describes how to use JConsole to access several core monitoring
and management functionalities provided by the Java platform:

¢ Detect low memory

e Enable or disable GC and class loading verbose tracing
¢ Detect deadlocks

¢ Control the log level of any loggers in an application

e Access OS resources

¢ Manage an application's Managed Beans (MBeans)

Detect low memory

The Memory tab provides information about memory consumption, memory
pools, and garbage collection statistics by accessing the memory system,
memory pools, garbage collector MBeans.

£ J2SE 5.0 Monitoring & Management Console

Connection Window

1676@localhost
Summary | Memory | Threads | Classes rMBeans rVM |

Chart: |Heap Memory Usage | - |

8.0 Mh
4 3,820 358
6.0 Mh
21:45 21:46 2147 21:48 21:49
Details
Time: 2004-11-03 21:49:27 100 -
Used: 6,669 khites e
Committed: 14,184 khytes
Max: &5, 088 khytes iR
GC time: 0.678 seconds seconds on Copy (232 collections) 25% -
5.091 seconds seconds on MarkSwee pCorpact (49 0 -
collections) Heap | |Noh-Hea‘|§n|

Ahsay Systems Corporation Limited 3
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The chart shows the memory usage over time, for heap and non-heap memory,
and for specific memory pools. The memory pools available depend on the JVM
being used. The following list shows the pools for the HotSpot virtual machine.

e Eden Space (heap) Pool from which memory is initially allocated for
most objects.

e Survivor Space (heap) Pool containing objects that have survived GC of
eden space.

e Tenured Generation (heap) pool containing objects that have existed
for some time in the survivor space.

* Permanent Generation (non-heap). Holds all the reflective data of the
virtual machine itself, such as class and method objects. With JVMs that
use class data sharing, this generation is divided into read-only and read-
write areas.

e Code Cache (non-heap) The HotSpot JVM also includes a "code cache"
that contains memory used for compilation and storage of native code.

The Details area shows several current memory metrics:

e Used The amount of memory currently used. Memory used includes the
memory occupied by all objects including both reachable and unreachable
objects.

e Committed The amount of memory guaranteed to be available for use by
the JVM. The amount of committed memory may change over time. The
Java virtual machine may release memory to the system and committed
could be less than the amount of memory initially allocated at startup.
Committed will always be greater than or equal to used.

¢  Max The maximum amount of memory that can be used for memory
management. Its value may change or be undefined. A memory allocation
may fail if the JVM attempts to increase the used memory to be greater
than committed memory, even if the amount used is less than or equal to
max (for example, when the system is low on virtual memory).

e Usage Threshold The usage threshold of a memory pool. This field will
only be shown if the memory pool supports usage threshold.

e GC time The cumulative time spent on garbage collection and the total
number of invocations. It may have multiple rows, each of which
represents one garbage collector algorithm used in the JVM.

The bar chart on the lower right shows memory consumed by the memory
pools in the JVM. The bar turns red when the memory used exceeds the usage
threshold. The usage threshold is one of the attributes defined in the Memory
Pool MBean for low memory detection support. A set of methods defined in the
MemoryPoolMXBean interface for low memory detection support follows.

public interface MemoryPoolMXBean {

Ahsay Systems Corporation Limited 4
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// Usage threshold

public long getUsageThreshold();

public void setUsageThreshold(long threshold);
public boolean isUsageThresholdExceeded();

public boolean isUsageThresholdSupported();

// Collection usage threshold
public long getCollectionUsageThreshold();
public void setCollectionUsageThreshold(long
threshold);
public boolean isCollectionUsageThresholdSupported();
public boolean isCollectionUsageThresholdExceeded();

Each memory pool may have two kinds of memory thresholds for low memory
detection support: a usage threshold and a collection usage threshold. Either
one of these thresholds might not be supported by a particular memory pool.

Usage Threshold

The usage threshold is a manageable attribute of a memory pools. It enables
the monitoring of memory use with low overhead. Setting the threshold to a
positive value enables usage threshold checking for a memory pool. Setting the
usage threshold to zero disables usage threshold checking. The default value is
supplied by the JVM. A JVM performs usage threshold checking on a memory
pool at the most appropriate time, typically during GC and sometimes at
allocation time. If the JVM detects that the current memory usage exceeds the
usage threshold, it will set the UsageThresholdExceeded attribute to true.

Some memory pools may not support the usage threshold. You can use the
UsageThresholdSupported attribute to determine whether a memory pool
supports a usage threshold. For example, in a generational garbage collector
(such as the HotSpot virtual machine), most of the objects are allocated in the
young generation, from the "eden" memory pool. The eden pool is designed to
be filled up; performing garbage collection on the eden memory pool will free
most of its memory space since it is expected to contain mostly short-lived
objects unreachable at garbage collection time. So, having the eden memory
pool to support the usage threshold is not only not useful but also might not be
implemented efficiently.

Collection Usage Threshold

Collection usage threshold is a manageable attribute of some garbage-collected
memory pools. After a JVM has performed garbage collection on a memory
pool, some memory in the pool will still be occupied by reachable objects. The
collection usage threshold allows you to set a value to check against the
memory usage only after garbage collection. If the JVM detects that the

Ahsay Systems Corporation Limited 5
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memory usage exceeds the collection usage threshold, it will set the
CollectionUsageThresholdExceeded attribute to true.

You can use the CollectionUsageThresholdSupported attribute to determine if
the pool supports a collection usage threshold.

The usage threshold and collection usage threshold is set in the MBeans tab.
For example, select the TenuredGen memory pool in the left tree, set the
usage threshold of the tenured generation memory pool to 6 Mbytes.

The following diagram shows the usage threshold setting.

£ J2SE 5.0 Monitoring & Management Console

Connection Window

4064@localhost
rSummary | Memory rThreads | Classes rMBeans rVM |

MBeans
%J Tree E;fnttrihutes | Operations | Hotifications | nfo |
o ﬁqr-nlmplementatmn i I Valus
§ [ javalang ) ‘| Collectiontsage [iavax.management.openmbean.Comp...
@ Classl._oa.ldmg ‘lCollectionUsageThreshald o
@ Carmpilation i[CollectionUsageThresholdCount [0
o [ GarbageCollector ‘|CollectionUsageThreshaldExceeded [true
& Memory “|[collectionUsaneThresholdSupported [true
o [ MernorManager - MemoranagerNames iava.lang.String[1]
9 [ MemorgPaal Marme |Tenured Gen
@ Code Gache  o|PeaklUsage [iavax.management.openmbean.Comp...
@ Eden Gpace | TvRe |HEAP
@ Perm Gen |Usage iavax.management.openmbean.Comp...
@@ Survivor Space - |YsageThreshald |6144000
@ “|UsageThresholdCount o
.‘@ OperatingSystem UsageThrasholdExceaded hrUE
@ Runtime AUsageThresholdSupported [true
@ Threading |[Valid [true
o= [ java.util.logging :
Refresh

When the memory usage of the TenuredGen memory pool exceeds 6 MBytes,
part of the bar representing the TenuredGen memory pool will turn red to
indicate the portion of used memory that exceeds the usage threshold. The bar
representing the heap memory will also turn red. You can either click on the
bar or select a specific memory pool in the Chart menu to switch to the
information about a specific memory pool. If you hover the cursor over a bar,
the name of the memory pool it represents will be displayed.

Ahsay Systems Corporation Limited 6
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£ J2SE 5.0 Monitoring & Management Console

Connection Window

4064@localhost
Summary | Memory | Threads |Classes rMBeans r\ﬂ'u'l |

Chart: |Memly‘Pool'"Tenured Gen" | v| Perfarm GC

9.0 Mb
Used
N ——— 4 6,842,382
6.0 Mb 144000
5.0 Mb
21:51  21:52 21:53 21:54 21:65 21:56  21:57 21:58 21589 22:00 2201 22:02
Details
Time: 2004-11-03 22:02:08 100% --
Used: 6,681 khytes e
Committed: 13,068 kbytes
Max: 60, 544 Koytes St
Usage Threshold: &, 000 khytes 5% -
GC titne: 0.837 seconds seconds on Copy (402 collections) T =
6.608 seconds seconds on MarkSweepCompact (52 i
collections) -

Enable or disable GC and class loading verbose tracing

As described earlier, the memory system MBean defines a boolean attribute
called Verbose that allows you to turn the GC verbose tracing on or off
dynamically. The GC verbose traces will be displayed at the location specified
at JVM startup. The default location for GC verbose output of the Hotspot
virtual machine is stdout.

To enable or disable the GC verbose tracing, select the Memory MBean and set
the Verbose attribute to true or false. Similarly, the class loading MBean also
has the Verbose attribute, which can be set to enable or disable class loading
verbose tracing.

The following shows the verbose GC setting.

Ahsay Systems Corporation Limited 7
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£ J2SE 5.0 Monitoring & Management Console: 3464@localhost |:||E||i|

Connection

summary | Memory | Threads | Classes | MBeans | vM |

MBeans
&,ﬁTree ;irnttrihutes rOperatiuns |/Nnt'rﬁcatiuns rlnfu |
o [ JMimplementation | T | Walue
% [djavalang ) “|[HeapMemorUsage javax.management.openmbean.CompositeDataSup...
o C|SSS|_-Uﬁ_ldlng H[MonHeapemordsage javax.management.openmbean.CompositeDataSup...
M@ Compilation ‘|| OhjectPendingFinalizati...|0

o= [ GarbageCollector “verbose |true
@@ Memany :
o [ Mermonhanager
o [ MermaryPoal
@@ Code Cache
@ Eden Space
@ Perm Gen
@ Survivor Space
@ Tenured Gen
& OperatingSystem
& Runtime
& Threading
¢ [T java.utillogoing
@ Logging

Detect deadlocks

The Threads tab provides information about threads running in an application.
£ J2SE 5.0 Monitoring & Management Console

Connection Window

4064@localhost
rSummary rMemury rThreads rCIasses rMBeans r\ﬂ'u'l |

Time Range:

Humber of Threads

70 . Total Started

60 - — e N

© _,_4—/_/—

40 ’ T T Peak

- I | 23

30 { fLi\re Threads

204 |——— — —————1

10

21:55 22:00 2205 2210 lIl

Live Threads

erence Handler Mame: Reference Handler

E

Finalizer State: WAITING on java.lang.ref Referenceflock@l 77337
Signal Dispatcher Total hlocked: 1,188 Total waited: 1,190
Timer-0

Stack trace: ]
RMI TCP Accept-0 | L ac. raceh- by Lt i Bl A ot il
AT Shitdown > |4 Il [ 1+
Fitter: | |

Ahsay Systems Corporation Limited 8
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The Threads list in the lower left lists all the active threads. If you enter a
string in the Filter field, the Threads list will show only those threads whose
name contains the string you enter. You can get the thread dump of a thread
by clicking on the name of a thread in the Threads list.

The Threading MBean provides several other useful operations that are not

covered by the Threads tab:

* findMonitorDeadlockedThreads. Detects if any threads are deadlocked on
the object monitor locks. This operation returns an array of deadlocked

thread IDs.

e getThreadlnfo. Returns the thread information. This includes the name,
stack trace, and the monitor lock that the thread is currently blocked on,
if any, and which thread is holding that lock, and thread contention

statistics.

e getThreadCpuTime. Returns the CPU time consumed by a given thread

To access these additional features, go to the MBeans tab and select the
Threading MBean in the MBeans tree. It lists all the attributes and operations
for accessing information in the JVM being monitored.

£ J2SE 5.0 Monitoring & Management Console: 3464®localhost |;HE|[5_7|

Connection

Il Summary | Memonry | Threads rCIasses rMBeans r\ml |

o [ mMemaorgP ool
@@ Code Cache
@ Eden Space -
@ FPerm Gen : |

b tThreadinf
@@ Surivar Space || | getThreadinfo

{ po

@ Tenured Gen

MBeans
1 Tres [ Attributes '[ Operations | Hotifications | Info |
o= [ Jmlmplementation : z
o Tijavalang §§ ‘ resetPeakThreadCount ‘() |
@ ClassLoading i
e
= et Threadinf 0 0 1 0
o= [ GarbageCollector - LR LE L (o | . m | |y
@@ Memory N ——
o [ Mernortanager 55 | getThreadinfo [ ., p1 0 ]

getThreadinfo | ( p0 il |3

# OperatingSystem ‘ findMonitorDeadlockedThreads

0

& Runtime :
B :

o [T java.utillogoing L ‘
& Logging

getThreadUserTime | { po o [y
‘ getThreadCpuTime ‘{pl] 0 )

[

Il [Tl

o |

To check if your application has run into a deadlock (for

example, your

application seems to be hanging), you can invoke the
findMonitorDeadlockedThreads operation.
Ahsay Systems Corporation Limited 9
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£ J2SE 5.0 Monitoring & Management Console

Connection Window

3848@localhost
rSummary | Memory rThreads | Classes rMBeans rVM

MBeans
%J Tree “|( attributes | Operations anﬁﬁcaﬁuﬂs |/Info |

o= g JMImplementation

# Cdeomsunexample || getThreadinfo | { po | 0 |, p1] 0
@ Hello :

¢ Jiavalang

@ ClagsLoading | getThreadinfo | { p0 [ ., pl i
@ Compilation :

o= ] GarbageCallectar getThreadinfo { po 1] 1
@ Memory ;

o= [ Memonanager | getThreadinfo | { po [J ]

o= [ MemoryPool :
30 tingSyst i

g Rﬂﬁtriinlzg yHiem §§ | findMonitorDeadiockedThreads |{:|

@ Threading ————

¢ 3 java util Ingging il < Operation return value [ ||E"Y|

@ Logging : — —

[4]

Once you click on the findMonitorDeadlockedThreads button, the Operation
Return Value window pops up to show the result. In the example above,
JConsole connects to the sample application SampleTest, which has three
threads in deadlock. It detects that threads of ID 12, 10, and 11 are
deadlocked, as shown in the preceding figure. To find out more information
about the deadlocked threads, you can use the getThreadlnfo operation. The
Threading MBean supports the getThreadinfo operation in four different forms,
which obtain thread information:

e Of a given thread ID with stack trace of the specified maximum number of
frames.

e Of an array of thread IDs with stack trace of the specified maximum
number of frames.

e Of a given thread ID with no stack trace.

e Of an array of thread IDs with no stack trace.

For a deadlock situation, you would typically be interested in the stack trace.
You can enter the thread ID of a deadlocked thread in the first parameter of
the getThreadlnfo operation (say, ID = 12) and the number of frames you
want to get as the second parameter (depth = 5).

Ahsay Systems Corporation Limited 10
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£ J2SE 5.0 Monitoring & Management Console |:||E||Z|

Connection  Window

‘o B

3848@localhost
[ Summary | Memory | Threads | Classes | MBeans | vM

MBeans
%Tree Attributes | Operations rNDfrﬁcatiuns |/Infn |
o= 3 IMimplementation 7 T
¢ Cdcomsunexample | gotThreadinfol | ¢ po | 12 [, 5 Bl
& i | leEE A | |
¢ [iavalang :
L JeCECEEL V) < Operation return value
@ Compilation :
o= [ GarhageCollector - < | Tabular Navigation | >
@ Memory
o ] MemoryManager  : . L
iE=tdiig) << | Composite Navigation | < |L| 1
@ OperatingSystern - T Value
i@ Runtime A Bhiockedcount 1
@ Threading A BoiockedTime
¢ 3 java.util logging i false
@@ Logoing java.lang. Object@@cf3 28d
b 110
oA flockOwnertame [DeadlackedThraad-1 '~
JstackTrace java.lang.StackTraceElement[3] ol
i—fsuspended false
i Wihreadid 12
‘i fihreadMame  |DeadlockedThread-3
threadState BLOCKED
aited Count 1}
weaitedTime -1

Double-clicking on the value field of the stackTrace attribute will show a
Composite Navigation view that allows you to traverse the stack trace. Figures
13 and 14 show the Composite Navigation view that displays the top frame of
the stack trace of DeadlockedThread-1

]

= | |
2 Operation return value 9 (=)

Tabular Navigation
Composite Navigation | =

Mame Walue
classhlame DeadlockiDeadlockThread3
filebame Deadlock java

lineMumber 166
methodMame |4
nativefathod  [falze (&l

]
[ . ————————————————————

and second top frame of the stack trace of DeadlockedThread-1.

Ahsay Systems Corporation Limited 11
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[ ]

4 Operation return value D[E|E|

iilar Havigation l s

<< | Composite Navigation < ‘ =3 |

Mame

Walue

classhame

DeadlockiDeadlockThread3

fileMarme

Deadlack java

lineMumber

154

methodMarme

o

nativeMethad

false

——

The Threads tab provides a more user-friendly way to look at the stack trace of
a thread. You can find the name of the deadlocked threads using the
getThreadinfo operation. Then you can use the Threads tab to analyze the

deadlock

e DeadlockedThread-1

DeadlockedThread-2
e DeadlockedThread-2 is blocked to enter another monitor lock owned by
DeadlockedThread-3
e DeadlockedThread-3 is blocked to enter another monitor lock owned by
DeadlockedThread-1

is blocked to enter a monitor

lock owned by

Control the log level of any loggers in an application

The Logging MBean defines a LoggerNames attribute describing the list of
logger names. To find the list of loggers in your application, select the Logging
MBean under the java.util.logging domain in the MBeans tree and then double-
click on the value field of the LoggerNames attribute.

Ahsay Systems Corporation Limited
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£ J2SE 5.0 Monitoring & Management Console

Connection Window

3848@localhost
[ Summary | Memory | Threads | Classes | MBeans | VM |

MBeans
@ Tree r Attributes rOperatiuns rNDtiﬁcatiuns |’Infu |
o= J JMImplementation : B T
o [ com.sun.example S B
@J pel sun.rmi.server.call
¢ Jiavalang
@ Classloading global _ ) |
@ Compilatian : sun.rmitransport.misc =
o [ GarbageColiector f| gggerames sun.rmi.server.ref
@ Memory : sun.management.jmxremote ||
o= [ Memoryhanager §§ com.sun.example.hello
o= [ MemoryPool : javax.management.remote.misc
@ OperatingSystern © sun.rmi.client.call
@ Runtime javax.management.remote.rmi -
@@ Threading :
¢ [T java.utillogging
@ Logging

The Logging MBean also supports three operations:

e getParentLoggerName. Returns the name of the parent logger of a given
logger.

* getLoggerLevel. Returns the log level of a given logger.

 setLoggerLevel. Sets the log level of a given logger to a new level.

All three operations take a logger name as the first parameter. To change the
level of a logger, enter the logger name in the first parameter and the name of
the level it should be set to in the second parameter of the setLoggerlLevel
operation, and then enter the setLoggerLevel button. The SampleTest
application has its own logger com.sun.example.hello, which is included in the
preceding list of logger names. You can invoke the setLoggerLevel operation to
set the com.sun.example.hello logger to FINEST level. A pop-up window
appears, showing whether the method is successfully invoked or there is an
error.

Ahsay Systems Corporation Limited 13



A H oy i Ahsay Products Troubleshooting
piig Guidelines

£ J2SE 5.0 Monitoring & Management Console

Connection Winhdow

3848@localhost

rSummary | Memory rThreads rCIasses rMBeans rVM |
MBeans

i Tree §§[Attrihutes [Operatiuns | Notifications [ Info |

o= [ Jmimplementation I

[ com.sun.example String ‘ getParentLoggerdame | { po Siring ¥
@@ Hello :

¢ javalang
@@ ClassLoading
& Campilatian

o= ] GarbageCallector Stri -
@ Memory "I | yetLoggerLevel | ( p0 String )

o= [ Memoryhanager

o= [ MemoryPool :
@ OperatingSystern ¢
@ Runtime 4

@ Threading A setLoggerl evel { p0 |'|.sun.example.helln| . pi | FINEST

o [T java.utillogaing
@ Logging

KN Ii D

Access OS resources—Sun's platform extension

The JDK 5.0 extends the Operating System MBean to include certain OS
resource information such as:

* the process CPU time

* the amount of total and free physical memory

* the amount of committed virtual memory (that is, the amount of virtual
memory guaranteed to be available to the running process)

* the amount of total and free swap space

* the number of open file descriptions (UNIX only)

When the Operating System MBean in the MBeans tab is selected, you see all
the attributes and operations including the platform extension. You can
monitor the changes of a numerical attribute over time—for example, the
process CPU time—by double-clicking the value field of the attribute.
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£ J2SE 5.0 Monitoring & Management Console: 3464®localhost |:||E|E|

Connection
summary | Memory | Threads | Classes | MBeans | vM |
MBeans
T Tree [ attributes | Operations | Nofifications | Info_|
o= [ IMimplementation : Name Value
% [Jjavalang frrem A -
@ Classloading “||AvailableProcessors |1 —
@ compilation “|[Committechirtuain.. [32428032
o [ GarbageCollector “||FreePhysicalMerno... 571367424
@ Memory |[FreeSwapSpaceSize [2195582076
o O MemoryManager - |Hame Windows xP
o [ MermaryPoal Discard chart
@ Code Cache 60,000,000,000
':@J Eden Space Process CpuTime
U@ Farm Gen :; « 55488790400 |=
@@ Surdvar Space -
@@ Tenwred Gen  |ProcessCpuTime | 20,000,000,000
@ [OperatingSystarm| -
& Runtime
@ Threading 40,000,000,000
¢ [T java.utillogoing
@ Logging :
|TatalPhysicalMema... 1072930816 2]
§§ TotalSwapSpacesSize 2580500480 -

In addition, the VM tab and the Summary tab provide information on the
operating system resources.

Manage an application's Managed Beans (MBeans)

The SampleTest application being monitored has its own Hello MBean with the
object name:

com.sun.example:type=Hello

If the CacheSize attribute is changed, the Hello MBean will send a notification.
You can use the MBeans tab to manage your application's MBeans, as well as
the platform MBeans. For example, you might want to monitor when the
CacheSize attribute is changed. You first subscribe to the notifications in the
Notification tab. If you change the CacheSize to 300, you will see one
notification sent out.
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£ J2SE 5.0 Monitoring & Management Console

Connection Window

3848@localhost

rSummary | Memory rThreads | Classes rMBeans rVM

MBeans
FTree A\ attributes | Operations || Nofifications[1] | Info |

& [ mimplementation TimeSta..|  Type UserData | Seghlum| Message Ewent Source

¢ [ com.sun.example 21285 [irmcattrib... 2 CacheSi.. [javax.ma.. [com.sun.exa...

@ Hello
¢ Jiavalang
@ Classloading
# Compilation :
o= ] GarbageCallectar
@ Memary ;
o= [ Memoryhanager
o= [ MemoryPool :
@ OperatingSystern ¢
@ Runtime 7
@@ Threading
¢ T java.utillogging
@ Logoing

Subscribe H Unsubscribe || Clear |

Reference:
http://www.oracle.com/technetwork/articles/java/jconsole-1564139.html
http://docs.oracle.com/javase/1.5.0/docs/quide/management/jconsole.html

2.2 Common tools on Windows

2.2.1 Windows Task Manager

Windows Task Manager is a task manager application that provides detailed
information about computer performance and running applications, processes
and CPU usage, commit charge and memory information, network activity and
statistics, logged-in users, and system services. The Task Manager can also be
used to set process priorities, processor affinity, forcibly terminate processes,
and shut down, restart, hibernate or log off from Windows.

Launching Task Manager

* You can launch the Task Manager by right click on the context menu of
the taskbar and selecting "Task Manager" (for Win2003/WinXP/Vista) or
"Start Task Manager" (for Windows 7, 2008).

* Using the key combination Ctrl+Shift+Esc.

e Starting "Taskmgr.exe" from a command line, GUI (located in
C:\Windows\System32\taskmgr.exe) or a shortcut.
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There are 4 processes in AhsayOBS which can be seen under the Windows
Task Manager console.

iElwindows Task Manager =] E3
Elle Cphions  Wiews Help
' Applications  Processes | Services I Performance I Mebworking I Users I

Irnage Mame | U,., = | CPL | Memary ... | Drescription | ;I
AnbService. exe ¥32 backup [ili] 104 K AcbService.exe
conhost, exe backup Jula] 192 K Console window Hosk
java.exe backup oo 156,492 K Java(TM) Platform SE...
cmd. exe *32 backup oo 132 K Windows Command P...
jre-6u3Z-windows-iSg6-ift,..  Adminisk,.. 00 6,645 K Java(TM) Platform SE...
MexHotPlugService, exe Adrinisk,.. 00 128K MexHotPlugService. gxe
iexplare, exe *32 Adrinist,.. 00 10,320k Inkternet Explorer
IIMC, EXE Administ,.. 00 6,732 K Microsoft Manageme. ..
notepad-++.exe *¥32 Administ,.. 00 9,084 K Motepad++: afree (...
taskeng.exe Administ,.. 00 1,316 K Task Scheduler Engine J
taskhost.exe Administ,.. 00 1,752 K Host Process For win. ..
windirstat. exe *32 Administ,.. 00 155,820 K Windows Directory St..,
TNIMC, EXE Administ,.. 00 17,284 K Microsoft Manageme. ..
jucheck, exe *32 Adminisk,.. 00 4,052 K Jawa(Ti) Update Ch...
taskmar.exe Administ,.. 00 6,232 K Windows Task Manager LI

Iv show processes from all users End Process |

|Pr0cesses: 29 |CPU Usage: 0% |thsica| Memary: 16% | 4

They are AobsServices.exe , conhost.exe , java.exe and cmd.exe. The process
java.exe is critical, as this process down, AhsayOBS service will be stopped.

Process Name Description
AobsServices.exe This is the startup service controller process.

Conhost.exe Console Window Host file, it is loaded during the
Windows boot process, it is able to monitor applications.

java.exe This is the main Java VM process. Once this process
ends, AhsayOBS service will be stopped.

cmd.exe Command console of the Java process.

In AhsayOBM/AhsayACB, the following processes can be found,
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El Windows Task Manager

File Options Wiew Help

Applications | Processes | Performance | Mebworking

Image Mame User Mame CPU | Mem Usage i

COPService.exe backup [ili} 2172K
bschlu exe backup i} 31,224 K
scheduler.exe backup i} 2,240 K
CDPService. exe backup 0z 37,032 K
Aua.exe backup i} 1,576 K
G2,685 K
26,392 K
LOCAL SERVICE 0o 96 K

alg.exe LoCAL SERVICE i} 200K

ISUSPM. exe SYSTEM uin} 2,108 K

soffice.exe SYSTEM oo TZK

ctfmon. exe SYSTEM oo 2,084 K

Spark. exe SYSTEM oo 69,312 K

WCESCOMIT , EXE SYSTEM uin} 1,112k

explorer.exe SYSTEM uin} 29,660 K

soffice.bin SYSTEM uin} 46,254 K

distnoted. exe SYSTEM ] 72K

avp.ExE SYSTEM oo 3,564 K

taskmnr . mer SYSTFM 1 3957 K v/

[ show processes from all users

Processes: 78 CPU Usage: 11% Commit Charge: 2536M [ 2935M
Process Name Description
Aua.exe The process to startup aua.JW.exe .
auaJW.exe The Java process of AUA.
bJW.exe The Java process of AhsayOBM interface.
bschJW.exe The Java process of scheduler.
CDPService.exe; There are 2 CDPService.exe/CDPServcie64.exe , the

CDPServiceb4.exe | one with lower memory usage is to start the other
CDPService.exe/CDPService64.exe which is the actual
process to run the CDP job.

Note: 32 bit OS will show CDPService.exe while 64 bit
OS will show CDPService64.exe .
Scheduler.exe The process to startup bschJW.exe .

For Windows Vista or above, more information such as the backup set ID,
parameter of the process can be seen from the Windows Task Manager. To
enable the view, please do the following.
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1. From the Windows Task Manager, select Processes tab, from the drop
down menu in the Windows Task Manager, select View > Select Columns.

iwindows Task Manager H=] &3
File  Cptions W Help
..t'-\pplications Rl I rance I Metworking I |sers I
Update Speed b
Image Ma = | CPL | Memaory €. | Descripkion ;I
dwm. exe Administrator o0 3,392 K Desktop Window Mz
explorer, exe Administrakor i} 14,380 K ‘Windows Explorer J
MbxHotPlugService. exe Administrator o0 4,008 K MbxHotPlugService.,
SyskemTrayod exe Administrakor Jul] 6,728 K Systray Shortcut
taskeng.exe Administrator o0 1,320 K Task Scheduler Engi
wirmndr.exe Administrakor i} 3,088 K Windows logon remi
rdpclip.exe Administrator o0 3,700 K RDP Clip Monitor
avp.exe ¥32 Administrakor i} 2,552 K Kaspersky Anti-Viru:
dwimn, exe Administrator o0 3,468 K Deskbop Window Mz
SyskemTrayod exe Administrakor Jul] 7,432 K Systray Shortcut
MIMC., &xe Administrator o0 16,872 K Microsoft Managen:
explorer, exe Administrakor i} 63,268 K wWindows Explorer
MbxHotPlugService. exe Administrator o0 4,012 K MexHotPlugService.,
taskmagr . exe Administrakor i} 5,576 K Windows Task Manz
mll'nc.exe Administrakar on 3,016 K Microsoft Managem ™
4 4
[¥ show processes from all users End Process |
Select which columns will be visible on the Process page 5

2. Check the command line check box.

ﬂ:.l\'o'induws Task Manager o) =]

File ©Options  Yiew Help

Select Process Page Columns

Select the columns that will appear on the Process page of Task Manager.

Drescripkion &

;I Hosk Process For W
Microsoft Software

O Handles

O Threads

[ usER Objects
O =01 objects

Windows Command
JavalTr) PlatFarm &
Console Window Ho

I/0 Read
E Iio wei ; AobService, exe
O 1o Otrllq = Windows Cornmand
er

Console Window Ho
O 1o Read Bytes

O 1o wirite Bytes

O 1o other Bytes

O 1mage Path Mame

(¥ Command Line

O user Account Control (UAC) Virtualization
Description , . — Client Server Runkin T
D Data Execution Prevention = I »

oK I cancel | End Process |

Processes: 105 CPI Usage: 1% |thsica| Mermorys 13% &

JavalTr) PlatFarm &
Percentage of time
MNT Kernel & System
Host Process for Wi
‘Windows Session M,
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3. More information can be shown by expanding the command column.
i Windows Task Manager =] E3
File ©Options Yiew Help
.Applications Processes |Services| Performance | Metwaorking I Users I
Image Name | .. = | CFU | Memnary (... | Caommand Ling | Descﬂ
winlogon, exe SYSTEM [uln} 4,308 K winlogon.exe Wind
rotatelogs.exe *32 SYSTEM oo 1,376 K binyotatelogs.exe - logs/apache-error-%Y-%m-%d.l...  Apac
cmd. exe ¥32 SYSTEM oo 1,912 K Chwindowsisystem32icmd. exe /C "bintrotatelogs.exe.,.  Wind
rotatelogs.exe *32 SYSTEM oo 1,332 K binjratatelogs.exe H logs/pb01.hk.ahsaw.com-error-... Apac
SMMPLEXE SYSTEM oo CAwindowsSystem3zisnmp, xe SHME
bschdy ] SYSTEM 51, -Djava.library ., path=hin -¥
crd. exe ¥32 SYSTEM [uln} Ciwindowsisystem3Zicmd. exe [T "binirotatelogs exe...  Wind
conhost.exe SYSTEM [uln} IO YWindowsisystem32iconhost. exe "185173688-2,..  Cons
conhost,exe SYSTEM oo VICYWIndowsisystem32iconhost exe "14851190851.,,.  Cons
cmd. exe ¥32 SYSTEM oo Chiwindowsisystem32icmd. exe MC "binyrotatelogs exe...  Wind
conhost.exe SYSTEM oo VA Windows)system32conhaost.exe "10161346841.,.  Cons
scheduler.exe *3z2 SYSTEM oo "C:\Program Files\AhsayOBMibin) Scheduler . exe” Sche
CSPES, EXE SYSTEM [ulu} “eSystemRoot%el system3z|csrss, exe ObjectDireckary...  Clien
conhost.exe SYSTEM [uln} I Windowsisystem32iconhost . exe "62634070-43,..  Cons
colnhost.exe SYSTEM aa WrHCWindowsisystem3Ziconhost . exe "-1640226014,,,  Cons T
4 ]
IV shaw processes From all users End Process |
|Pr0cesses: 108 CPU Usage: 6% |thsica| Memary: 13% | A
Reference:

http://en.wikipedia.org/wiki/Windows Task Manager

http://support.microsoft.com/kb/323527

2.2.2 Windows Service

A Windows service is a long-running executable that performs specific
functions and it is designed not to require user intervention. Windows services
can be configured to start when the operating system is booted and run in the
background as long as Windows is running, or they can be started manually or
disabled when required.

Launching Windows service console

You can launch the Windows Service from the [Control Panel] >
[Administrative Tools] > [Services]

or
right click [My Computer] > [Manage] (Computer Management) >
[Services and Applications] = [Services] in Windows 2003/XP

or
right click [My Computer] > [Manage] (Server Manager) > [Configuration]
> [Services] in Windows 2008
Starting "services.msc" from a command line, GUI (located in
C:\Windows\System32\services.msc) or a shortcut.
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AhsayOBS/AhsayRPS installation

For AhsayOBS/AhsayRPS installation, you will be able to see the service name
“Ahsay Offsite Backup Server and Replication Server”.

q Services

Eile  Action Y¥iew Help

[_ O[]

R EEREE EIRD

., Services iLocal q Services (Local}

Ahsay Offsite Backup Server and Mame _+

Replication Server

Stop the service
Restart the service
Sk Application Experience

‘&1 Application Host Helper Service
L Application Identity

£} Application Information

‘& Application Layer Gatevay Service
‘1 Application Management
(CLASP.NET State Service
‘E1Background Inteligent Transfer Service
‘E}1Base Filkering Engine

{£} Certificate Propagation

{E}CNG Key Isolation

{ELCOM+ Event System

{ELCOME System Application
{,‘I_’:Cnmputer Browser

4

Processes ...
Provides a...

| Description | Skatus | Startup Type | :l
{£} Active Directory Domain Services ADDS Dom... Starbed  Aukomatic
£k Active Directory Web Services This servic,,,  Started  Automatic

"
Started
Started

Determines. ..

Faciitates t...

Provides su...

Processesi...

Started

Provides su...

Transfers fi...

The Base Fi...
Copies use. .,

Started
Started

The CNG k...

Supports 5.,
Manages t...

Started
Started

Maintains ...

Manual

Automatic
Manual
Manual
Manual
Manual
Manual
Manual
Autamatic
Manual
Manual
Automatic
Manual

Disabled =
| »

L4l 1% Extended  Standard 7

AhsayOBM installation

For AhsayOBM installation, you will be able to find 3 services related to

AhsayOBM

* AutoUpdateAgent (Ahsay Online Backup Manager)
e Continuous Data Protection (Ahsay Online Backup Manager)
* Online Backup Scheduler (Ahsay Online Backup Manager)

Q,Se L

File  Action

Yiew  Help

O]

&= |=lE

(., Services (Local,

£ ser

Online Backup Scheduler {Ahsay

| Description |

Online Backup Manager)

Stop the service

£ utolipdateagent (Ahsay Online Backup Manager)

Started
Started

Automatic Ab
Autamatic

Starte: Automatic g
Restart the service — B “"”"”’ L

etermin.. . anual ol
G Application Layer Gatsway Servics Provides ... Manual Lot
£}, Base Filtering Engine The Base... Started  Automatic Lot
ELCOMA Event System Supparts...  Started  Automatic La
“£}DHCP Client Register.,. Started  Automatic Lo
5} Diagnastic Policy Service The Diag... Starked Automatic (D, Lod
G} Diagnostic Service Host The Diag. .. Manual Lot
“EhFunction Discovery Provider Host The FOP... Manual Lot
“G}Function Discovery Resource Publication Publishes. . Manual Lot
“EhLink-Layer Topology Discovery Mapper Creates ... Manual Lot
“ChMicrosoft Fibre Channel Platform Registration Servics Register. .. Manual Lot
£} Met. Tep Pork Sharing Service Provides ... Started  Automatic Loc
“EhMetwork List Service Idertifie... Started  Manual Lot
Ll Metwork Store Interface Service This serv... Started  Automatic Lo
5k Performance Counter DLL Host Enablesr... Manual Lo
&Performance Logs & Alerts Performa. .. Manual Log ™
B -

|l [*]" Extended { Standard /

AhsayACB installation

For AhsayACB installation, you will
AhsayACB

able

to

find 3 services related to

Ahsay Systems Corporation Limited

21



H i Ahsay Products Troubleshooting
Guidelines

* AutoUpdateAgent (Ahsay A-Click Backup)
e Continuous Data Protection (Ahsay A-Click Backup)
* Online Backup Scheduler (Ahsay A-Click Backup)

£}, Ses s [_[O[x
File  Action View Help
&= =E -
. Services (Local, [0 YRS
Online Backup Scheduler (Ahsay A- b | Descriptinn | Status | Startup Tepe | o+
Click Backup) k. autolpdateAgent (Ahsay A-Click Backup) Started Automatic b
Protection (Ahsay a-Click Backup) Started  Automatic b
Stop the service ol Automatic
Restart the service e
S Applic ity Determin, ..
‘& application Layer Gateway Service Provides ... Manual Loc
'C.Base Filtering Engine The Base... Started Automatic Loc
{C1LCOM+ Event System Supports...  Started  Automatic Loc
“LLDHCP Client Register...  Started Automatic Loc
G Diagnostic Policy Service The Diag... Started  Automatic (Dn.. Lac
G} Diagnostic Service Host The Diag... Manual Loc
G Function Discovery Provider Host The FOP... Manual Lot
“&:Function Discovery Resource Publication Publishes. .. Manual Loc
“ChLink-Layer Topalogy Discavery Mapper Creakes .. Manual Loc
{GMicrosoft Fibre Channel Platform Registration Service Register... Manual Loc
"L Net. Tep Port Sharing Service Provides ... Started Automatic Loc
(G Network List Service dentffie... Started  Manual Loc
- Wetwork Store Interface Service This serv...  Started Automatic Loc
(G hPerformance Counter DLL Host Enablesr. . Manual Lot
{f;Perfurmance Logs & Alerts Performa. .. Manual Loc™
4 3
4 2 Extended 4 Standard /

AhsayRDR installation

For AhsayRDR installation, you will be able to see the service name “Ahsay
Redirector”.

£} services H=] E3 ‘

File | Action Wiew  Help

s z=lE

©; Services (Local £} Services (Local)

Ahsay Redirector Mame ~ | Description I Status I Startup Type | :I
&k Active Directory Domain Services ADDSDom... Started  Automatic

Stop the service &k Active Directory Web Services This servic..,  Started  Automatic

Restart the service
i appl Experience Processes... Started  Manual
‘& Application Host Helper Service Provides a...  Starbed Automatic
i Application Tdentity Determines. .. Manual
£k application Information Farilitates t...  Started  Manual
£k Application Layer Gatewary Service Provides su... Manual
“£-Application Management Processesi... Started  Manual
L ASP.NET State Service Provides su... Manual
‘EhBackground Intelligent Transfer Service Transfers fi... Manual
£ Base Filtering Engine The Base Fi... Started  Automatic
iGhCertificate Propagation Copies use...  Started  Manual
ERCNG Key Isalation The NG k... Manual
(£ COM+ Evert System Supports 5., Starked  Automatic
L COM+ System Application Manages b, Starked  Manual
‘& Computer Browser Maintains .. lll)lsablsd _ILI
bl >

Ll 1] Extended 4 Standerd 7
' [

AhsayPRD installation

For AhsayPRD installation, you will be able to see the service name “Ahsay
Proxy Redirector”.
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=] E3
File Action View Help
Y EEEEN EERED
“: Services (Local
Bhsay Proxy Redirector Name_~ | Bescription | status | Startup Typs | LogOnas | -
{_J:Active Directary Domain Services aDDSDo... Starked Automatic Local System J
Stop the service £k Active Direct Web Services Thi: i Starked Local System

Restart the service

G Application Experience
Descriptian:

Gk Application Host Helper Service
Apachef2.2.14 (Win3z)

Chapplication dentity

‘£ application Information

G Application Layer Gateway Service
&) application Management
CLASPUNET State Service
{£4Background Inteligent Transfer Service
G Base Filtering Engine

G Certificats Propagation

CLCNG Key Tsolation

LLCOM+ Evert: System

G} COM+ System Application

G} Computer Browser

(L4 Cradential Manager

wtomatic

ted
Processes Started Manual Local System
Provides ..,  Started Automatic Local System
Determine... Manual Local Service
Facilitates ... Started Manual Local System
Provides s... Manual Local Service
Processes ... Started Manual Local System
Provides s... Manual Metwark S...
Transfers ... Manual Local System
The Base ...  Started Automatic Local Service
Copies use... Started  Manual Local System
The CHG k... Manual Local System
Supports 5. Started  Automatic Local Service
Manages t. Started  Manual Local System
Maintains ... Disabled Local System
Provides ... Marwal Local Systern |

Ll §»|\ Extended { Standard 7

Reference:

http://en.wikipedia.org/wiki/Windows_service

2.2.3 Resource Monitor

Resource Monitor is a system application in Microsoft Windows operating
systems. It is used to view information about the use of hardware (CPU,
memory, disk, and network) and software (file handles and modules) resources
in real time. Resource Monitor is available in Windows Vista and onwards only.

In Windows Vista, it is known as “Reliability and Performance Monitor”

(perfmon.exe in command line).

@' Reliability and Performance Monitor [= &=
@ File Action View Favorites Window Help BEE:
&= (@ L
Relizbility and Performance = = "
@ 3 — Resource Overview fad
4 | gw Monitoring Tools
Perfermance Moniter CPU 100% Disk 10 ME... Network 10 Mbps
B= Reliability Menitor
o Data Collector Sets
o Reports
60 Seconds 0% a 0
‘ CPU | JEES [T 100% Maximum Frequency 'i ‘
‘ Disk B 1 MB/sec M 15% Highest Active Time (x) ‘
\ Network [T & Mbps W 03: Metwork Utilization |;i., ‘
\ Memory B 0 Hard Faults/sec ™ 56% Used Physical Memory .\'i_. ‘
Learn More (=)
= Resource View Halp « Create a Data Collector Set and Diagnosis Report
+ Performance Manitor Help + Monitor System Activity with Perfarmance Manitar
« Data Collection Help » Scthedule and Manage Data
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While Windows 7 and 2008 can launch the resource monitor (resmon.exe in

command line)

f@ Resource Monitor

File Monitor Help

I Overview iCPU | Memaory ! Disk ! Network!

| Disk

B 1 MB/sec Disk VO [ 100% Highest Active Time
| Network H 5 Mbps Network /O M 0% Metwork Utilization v |
| Memory B 0 Hard Faults/sec ™ 355 Used Physical Memory ) |

CPU B 15% CPU Usage [ 100% Maximum Frequency (~) 3
i:i Image PID Descrip.. Statzls Threads CPU  Averag... =
svchost.exe [netsves) 880 Host Pr...  Runni.. 47 3 1229 |
System Interrupts - Deferr... Runni... - 4 6,90 Bl
|| perfmon.exe 2872 Resour.. Runni.. 18 [ B8.51
[ system 4 MT Ker... Runni... a0 3 249
D mme.exe 2424 Micros...  Runni.., 17 0 0.50
[T] esrss.exe 360 Client..  Runni.. 11 0 067
[] svchost.exe (LocalSyste.., 848 Host Pr..  Runni.. 15 0 035 60 Seconds 0% -
[7] vmtoalsd.exe 1532 VMwar... Runni... 8 0 0.27 Disk 10 MB/sec
vmtoolsd.exe 2252 VMwar... Runni.. 4 1] 017 =
1 nemn rago n ar 4s

MNetwork

Memory

od
100 Mbps

o4
100 Hard Faults/sec

and performance monitor (perfmon.exe in command line) separately.

Performance Monitor | |=E
File Action View Window Help _[=
B | H
L B XS EOER NME
4 g Monitoring Tools
B8 Performance Monitor
= Data Collector Sets 1
[ Reports
804
60+
40
20
0
10:43:33  10:43:45 10:43:55 10:44:05 10:44:15 10:44:25 10:44:35 10:43:05 10:43:15 10:43:32
Last | 84375 Average 53.999 Minimum | 2343
Maximum 100,000 Duration 1:40
Show Color Scale  Counter Instance Parent  Object 4
5 %Processor Time _Total ~-  ProcessorInformation  \!
¢ 1 b
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Reference:
http://www.makeuseof.com/tag/closer-windows-resource-monitor/
http://www.pcworld.com/article/241677/how_to use_ resource monitor.html

2.2.4 Process Explorer

Process Explorer is a freeware computer program created by Sysinternals,
which has been acquired by Microsoft Corporation. It is a system monitoring
and examination utility, with functions similar to Windows Task Manager which
also collects information about processes running on the machine with graphics
presentation. It can be used as the first step in debugging software or system
problems.

Process Explorer can be used to track down problems. For example, it provides
a list of processes and resource view. This can be used to track down what is
holding a file open and preventing its use by another program.

It can also shows the command that starts a program, allowing a process tree
for administrator/developers to check on the usage of individual running
process. You may set the priority of the process, kill a single process or the
whole process tree, restart or suspend a process, setup a debug or create a
dump for a process.

This is the general view of the process explorer which shows the detail of all
the running process.

85 Process Explorer - Sysinternals: www.sysinternals.com [system]

File ©Options  Miew Process Find Users Help
@ =R | F R a8 [ | H I | i |
Process FID | CPU  Private Bytes . “Working Set Description Compaty M arme -~
] vstem Idle Process 0 100.00 28K
= ] System 4 i3 [ETS
" Interupts nfa < 0.0 Ok 0 k. Hardware Interrupts and DPCs
= Esmss. == 1448 172K B8 K Windows NT Session Mana...  Microsoft Corporation
ﬁ CEIET. BN 1520 2216 K E,332 K. Client Server Runtime Frocess  Miciozoft Corporation
= _ﬂj winlogan. exe 1544 8896 K 4 460 K Windows NT Lagon Applicat... Microsoft Corporatian
= ﬁ SEIVICES. EXe 15592 b.464 K BE00 K Service: and Controller app Microzoft Corporation
= E svchost exe 1844 2832 K 1.976 K. Generic Host Process for Wi Microsoft Corporation
(2 rapimgr.exe 2064 240K 744 K ActiveSync B&PI Manager Microzoft Corporation
E svchast exe 18496 2096 K 1,828 K. Generic Host Process for 'wi.. Microsoft Corporation
[ swchast exe 04 20,252 K 19,956 K Generic Host Process for Wi... Microsoft Corporation
ﬁ svchogt exe 936 2ATEK 362 K Generic Host Process for 'Wi... Microsoft Corporation
E svchost exe 1260 1716 K 1,600k Generic Host Pracess for Wi... Microsoft Corporation
ﬁ wvchozt exe 1804 1.792 K 1,268 K. Genenic Host Process for Wi.. Microsoft Corporation
[ spoolsv.exe 2024 26,564 K 21,508 K. Spooler SubSystem App Microsoft Corporation
ﬁ swchost.exe 728 2408 K 832 K Generic Host Process for Wi.. Microsoft Corporation
[F4ppletabileDevic... | 1296 10,304 K 2512 K MobileDeviceService Apple Ine.
P avp.exe 164 135,924 K 28 576 K Kazpersky Anti-inus K.azpersky Lab
[FmDNSResponder.... 216 1176 K 1,380 K. Bonjour Service Apple Inc.
24 dsNcService.exe 260 2,360k 344 K Metwork Connect Service Juniper Networks
ﬁ |qs.Exe 2a0 2ATEK 1436 K Java[TM] Quick Starter Servi... Sun Microsystems, [nc. 3
=
CPU Usage: 0.00% | Commit Charge: 80.00%  Processes: 75 Physical Usage: 88.33%
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This is the process properties which is a summary of all the system
performance parameters.

4 explorer.exe:448 Properties
Threads TCP/IP Security Environment Strings
Image Performance | Perfarmance Graph Disk and Metwark.
P jils}
Priarity g 1/ Priority nfa
Kerrel Time 0:00:53.718 Reads 4,153
User Time 0:00:15.093 Read Delta 0
Total Time 0:01:08.512 Read Bytes Delta 0
Contexk i} Wites 183
Yirtual Memory ‘Write Delta ]
Private Bytes 26,244 K Write Bytes Delta a
Peak Private Bytes 26,660 K Other 2,956,683
Virtual Size 139,752 K Other Delka a7
Page Faults 356,754 Other Bytes Delta 10,5 KB
Page Fault Delta 28 Handles
Physical Memary Handles gz6
Memary Priority nfa
Warking Set 23,764k | GDIHandles 741
WS Private 11,464 K LUSER Handles 50z
WS Shareable 12,300 K
WS Shared 5,788 K
Peak Working Set 37,188 K
I QK l [ Cancel

Alternatively, there is a graphical view of the system performance information.
(Summary view)

& System Information

Summary |CPU | Memory |0 |

CPU Usage

[

781

Syskem Cormmik

]

2.4 0GB

Phyesical Memory

I

1.5GB

= (=]
)

o
I\J|:
=

m

Metwork

-4
oo
[55]
m|]|:
rad
m

Disk.

1
.
)
-
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Graphical view of the CPU utilization.

& System Information

| Summary | CPU IMemory | i |

CPU
CPU
32.55%
6.06% dihost . exe:4996
(4134151 PM

1E41%

Tokals

Handles 25,150 Contexk Switch Delta 7,850

Threads 1,109 Interrupt Delka 1,505

Processes a4 DPC Delta 509

[ 5how one graph per CPU

Graphical view of the memory utilization.

o System Information

| Summary | cpu | Memary [yo |

Syskem Commik

Swskem Comrnit
2.4 GB 2.3GE
4133132 PM

Pheysical Memory

1.4GH

Commit Charge (K} Physical Memary (K} Paging
Current 2,458,865 Tatal 1,561,492 Page Fault Delta 2,175
Lirrit 2,956,548 Avvailable 41,892 Page Fead Delta 18
Peak 2,493,108 Systemn Cache 239,860 Paging File Write Delta 96
P‘m Kernel Memory (K) Mapped File Werite Delta i}
Current Limit 54, 16% Paged W3 63,272

Paged Virtual 94,248

Paged Limit no symbols

Monpaged 20,744

Monpaged Limit  no symbols

Graphical view of the 1/0 utilization.
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&% System Information

| Summary | CPU_ | temory | L0
Lo
534.5 KB i ﬂ i i i h i ‘
Metwork
1.5 MB
Disk
o0
4135:19 PM
9520 KB - . TA |
jila] Tetwork Disk.
Read Delta 128 Receive Delka 77 | ReadDelta 16
Read Bytes Delta S19KE Receive Bytes Delta  370KE | Read Bytes Delka 421 KB
‘write Delta 96 Send Delka 21 Write Dela 1z
irite Bytes Delta a KB Send Bytes Delta TIGKE | ‘Write Bytes Delta 435 KB
Other Delta 1,103 Other Delta 1 Other Delta a
Other Bytes Delta 263 KB Other Bytes Delta 0OKE  Other Bytes Delta 0KE
Download:

http://technet.microsoft.com/en-us/sysinternals/bb896653.aspx

Reference:
http://en.wikipedia.org/wiki/Process Explorer

2.2.5 Bomgar

Bomgar is a remote control system for support staff to take control of a client
computer to offer assistance. The system works by connecting the client
machine and the support staff machine to a virtual server through firewalls. As
long as the client computer can connects to the internet, support staff can
connect to this client machine to offer assistance. Desktop sharing and file
transfer can be done through the Bomgar.

Bomgar enables remote desktop control through firewalls by initiating the
connection from the user's system to the Bomgar appliance on standard TCP
ports 80, 443 and 8200. The software uses a 256-bit AES SSL encryption and
supports Mac, Linux, and Windows.

When you need to make a remote session with your client, please try the
following steps.

1. Open the Bomgar representative login console on your machine with your
login credentials.
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B Bomgar - Representative Login

BOMGAR

live-support.ahsay.com

Username: |

Password: |
] Remember my login information

(& [Enalish (Us)

[ Login

l ’ Cancel

2.

B Bomgar, Representative Console - live-support.ahsay.com - Nelson Kwan

Generate a session key from the [Support] > [Generate Session Key]

All Reprasentatives

support [

Accept | | Transfer

File
w Showing On Representative List |
EnE .
H start...
Personal () General (0) |
Time in Ques Mame: Computar FlatForm Tssiie Total Time Company

|~

Send File

\;‘ all Representatives

BOMGAR

(e

3.

A popup window with the session key and the URL link will be displayed.

29
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B Bomgar Representative Console - live-support.ahsay.com - Nelson Kwan

SRR e

Sessions (0:0) ‘

Personal (3) | . General (0) |

Accept

Transfer All Representatives

Timne in Queue Mame Computer Platform Tssue Tatal Time

B’ Session Key Generated

Support Session Key:

sending them direcky ta the Follawing LIRL, or by emailing an invitation,

You may start a sUBPOrE session with a customer by dirscting them ko enter the Following session key on vour Support Partal, by

Company

Send File

Session Key: | 0761814

URL: | Pttpsiflive-support. shsay. comj?ak=cdba036d001 31 a2aaBBa6adenns 1 4932 |

ExpiresiT e T2 PR 2T

[Ccopyre | [ Emalur | [

Close

|~

v

BOMGAR

4.

Copy the URL and session key, then email to your client.

Hi Bruce,

UERL:

Session: 0761514 |

Here is the remote session, the session will he awvailable for the next 30 minutes.

https:// live-support.ahsay.com/ ?ak=cdbal3isd0013 1azaad8869de88614932

5.

page will be displayed on their browser.

On your client side, when your client clicked on the URL, the following
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BOMGA R SUPPORT PORTAL

@ English (US)

You are about to start a support session with Nelson Kwan.

1. Click Keep in the lower lefi corner of this window if you are prompied to Keep or Discard. If not, skip this step

2. Click on the file you downloaded in the lower left corner of this window. If you don't see a downloaded file, click
here

3. Click Run if you are asked if you want to run this software.

You may close this window at any time after your session has siarted

Copyright & 2002-2012 Borngar Corporation. Redistribution Prohibited. All Rights Resenved.

Powered By

BOMGAR Remote Control Software for PC, Mac®, Linux®, and Mobile Support
Client side
screen

6. A Bomgar runtime will be prompted on your client’'s computer. Click [Run]
to continue.

Open File - Security Warning

Do you want to run this file?

Name: ...c30i8fgghww lidgSwaf1x8fzf8iixg liezic40ic90. exe
Publisher: Bomgar Comporation

Type: Application

From: C:\Documents and Settings‘bruce.leeMy Documen...

[ Bun ] I Cancsl |

Always ask before opening this file

< While files from the Intemet can be useful, this file type can Client side
potentially harm your computer. Only run software from publishers
you trust. What 's the risk? screen

7. A Bomgar client message window will be shown on your client’'s machine.
The Bomgar client is now connecting to the Bomgar server on our side.

B Bomgar Support Customer Client - live-support.ahsay.com

BOMGAR

established. i !

34:558) Your suppor representative will be with you shortly. This
n may be recorded for quality assurance.

(17:24:55) By continuing to use this application (which includes but " ;
not limited to, granting access to and/or viewing of your computer) Client side
you are agreeing to the following:  Full Terms & Conditions sScreen

8. On your Bomgar window, you will be able to see your client connected to
Bomgar. Click [Accept] to pick up the remote session request.

[
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9.

B Bomgar, Representative Console - live-support.ahsay.com - Nelson Kwan ‘;”ilgl

File  Zupport  Help

Sessions (1:0) ‘

CE Al Representaties

Personal (1) | General (0) |

Time in Queue Name Computer Platform Issue Total Time Company
e aof. 0:01:10
| @ Al Representatives
Send File

<l ¥ BOMGAR 2]

Click on the start remote session button.

B Bomgar, Representative Console - live-support.ahsay.com - Nelson Kwan

Flle Support  Help
Sessions (1:0) | bruce.les @ BRUCE-LEE ‘
ScreenSharing | File Transfer | _SystemInfo | Summary | ’TB s e & {- ﬁ
E -k & = A | B8, " b d Q w
L - E 2 S| bruce dee @ BRUCEAEE (220.245.32.45)
Send File
Mudge
Push URL
Session Infa
Session Information
Tirne i this queus:  0:16:45
Time in the system: 0:18:46
1P Address: 220.248.32.45
Customer Name: bruce lee
Computer Name:  BRUCE-LEE
Platform: windows XP Professional Service Pack 3
Compary Name:
Detals:
Mouse: Keyboard: BOMGAR 7]

The following screen will be shown. Bomgar server will send out

automatic reply message to your client “Allow shared control of your

computer” and wait for your client’s approval.
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B Bomgar Representative Console - live-support.ahsay.com - Nelson Kwan

Fle  Support  Help
- Sessions (1:0) ‘ . bruce lee @ BRUCE-LEE I
Screen Sharing | File Transfer | SystemInfo | summary % o e &£ 2
= &l 'y = [A W L 1 1 w L e v
s s = Ld o, o B 0N 4 |
® @ A . S| brucedes @ BRUCE LEE (220.2¢6.32.45)
(17:37:20) Waiting on the customer bo respond to the Following
prompt...
Helsan Kwan is requesting ko wiew your screen, Please respond:
+ Allows shared control of vour computer
» Allos only viewing
« Refuse request
% brucsdes |
send File
Push URL
Session Info
Session Information
Time in this qusue:  D:02:30
Titme In the system: 0:02:31
1P Address: 220,246.32.45
Customer Name:  bruce.les
Computer Mame:  BRUCE-LEE
Platform: Windows XP Professional Service Pack 3...
Company Mame:
Details:
Mouse: Keyhoard: BOMGAR

10. On your clients’ computer, the following screen will be shown. Once your
client clicked on the “Allow shared control of your computer”

B Bomgar Support Customer Client - live-support.ahsay.com |z||§||z|

BOMGAR

(17:26:22) You are now chatting with Melson Kwan.

[

-

(17:37:20) Melson Kwan is requesting to view yvour screen. Flease
respond-

L
(: Allow shared control of vour computer ] Cli "
R | ] T L= A ient side
= Refuse request screen

You will be able to see the whole desktop of your client’'s computer in the
Bomgar window.

[
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B Bomgar, Representative Console - live-support.ahsay.com - Nelson Kwan

Fie Support  Help
| . sessions (1:0) | bruce.lee @ BRUCE-LEE |
Screen Sharing | File Transfer | SystemInfo | Summary | F.B @ s £ %
BDs @ EE a2 & 9
b bruce.lee @ BRUCE-LEE (220.246.32.45)
(17:41:36) Waiting on the customer to respond to the Fallowing
prompt...
Higlson Kwan is requesting to visw your screen. Flease respand:
« &llow shared control of vour computer
5 i S i Q1A WK 5] Bsasniod =" oI « Allow orly viewing
O B i BT A + Refuss request
oo s O i g o s W it B kit O 0 desemgiagi [16est = casszfll |(17:41:50) The customer has sllowed full-contral screen sharing to
Higlson Kuwan.
BOMGAR SUPPORT PORTAL {17:41151]Nelser Knan can e view and corercthe cutomer'
Deraang
[ 2 brucs.tes |
Send File
Push URL
session Info
Session Information
Tire in this queue:  0:00:57
Tire in the system: 0:00:58
1P Address: 220,246.32.45
Customer Name:  bruce.les
Computer Name:  BRUCE-LEE
Platform: Windaws %P Professional Service Pack 3..
Company Name:
Details:
Client's desktop
Mouse: lelson Kwan Keyboard: BOMGAR

You can start remote session with your client now, and chat with your client or
send files via the message box on the right hand side of the Bomgar window.
When you have finished the remote, you can close the session to disconnect
your remote session.

Reference:
http://en.wikipedia.org/wiki/Bomagar

2.2.6 Remote Desktop Connection

Microsoft provides the client software Remote Desktop Connection (formerly
called Terminal Services Client), available for most 32-bit and 64-bit versions

of Windows that allows a user to connect to a server running Terminal Services.
On Windows, both Terminal Services client and Remote Desktop Protocol (RDP)
use TCP port 3389 by default.

Launching Remote Desktop

e Start > All Programs > Accessories > Remote Desktop Connection
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#% Remote Desktop Connection [Z| |§|rz|

Remote Desktop
- Connection

Computer.  |202.123.45.67 v

Uszer name:  Mone specified

You will be asked for credentials when you connect.

[ Connect H Cancel H Help ][thions B ]

If you click on the [Options], you can adjust the settings about display,
local resource such as sharing the clipboard, and share my local drive
with the remoted desktop etc.

e Starting "mstsc.exe" from a command line, GUI (located in
C:\Windows\System32\mstsc.exe) or a shortcut.

Options are available such as:
/v:202.123.45.67 defines the connecting server’s IP.

/console will connect to the server with an existing session.

mstsc.exe /v:202.123.45.67 /console

/w and /h option defines the width and height of the session.

mstsc.exe /v:202.123.45.67 /console /w:800 /h:600

On your client’s machine, they are required to allow the Remote Desktop
Connection and firewall on their site.

Example:

On XP or 2003, right click My Computer > Properties (System Properties) >
Remote > enable the check box of the Remote Desktop.
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System Properties |-1| E|
General Computer Mame Hardware Advanced
System Restare Automatic Updates _ ((.......Hemote 1]

3= Select the ways hat this computer can be used from another
loeation.

Remaote &zsistance

Allow Femaote Assistance invitations to be sent from this computer

Fiemate Desktop
Allow users to connget remately to this computer

ull computer nanme:

What iz Hemote Assistance?

Melzon-Kwan. ahzayhgt local

what iz Hemote Desktop?

Select Remate Users...

For ugers to connect remately to thiz computer, the user account must
hawve a paszword.

windows Firewall will be configured to allow Remote Desktop
connections to this computer.

(Client's machine]

[ k. l[ Cancel ] Apply |

In Windows 2008, your client can enable the remote desktop by right click
Computer > Properties (system) > Remote settings (System Properties) >
Remote > Remote Desktop , enable the radio button “Allow connections from
computers running any version of Remote Desktop (less secure)”

i System 1 ] [ '

S () [ - Contel pone DT Y > 75 | - c oo e 2]

.Eomputer Namel Haldwarel Advance .@.;
- Control Panel Home -

i~ Remote Assistance
=) i
- f' Device Manager

Network. _
'f‘_.j Remote settings

'E;' Advanced system settings

g Advanced... |

Recycle Bin

™| &llovs Bemote Assistance. connections ba this computer

— Remate Desktop P S—

Click. an option, and then specify who can connect, if needed.
P.00GHz 2.00 GHz (2 processors)
" Don't allow connections to this computer

ol A\Iow connections fram computers running any version of
i his Display

+ - Allow connechons only from computers running Hemate
Desktop with Network Lewvel Authentication [more secure]

Help me choose Select Users... |

See also
Action Center Ok I Cancel | Apmply | l Client's machine |

WindUWs Update WWINJOWS L allon
. =

1f/Change settings

Note: Ensure the Remote Desktop has been allowed in the Windows Firewall
setting.

Reference:
http://en.wikipedia.org/wiki/Remote desktop connection
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2.2.7 putty.exe

putty.exe is a free implementation of Telnet and SSH, for both Windows and
Unix platforms, along with an xterm terminal emulator.

When connecting to a Linux or Unix machine,
1. Run putty.exe , the putty configuration window will be popped up.

2. Type in the server IP or host name, and the connection port (default port

22)
£¢ PuTTY. Configuration
Category:
= Session Basic options for pour PuT T session
L_ogglng Specify your connection by host name aor IP address
= Temninal
Haost Mame [or IP address) Part
Keyboard
202.123.45.67 22
Bel
Features Fratocol:
= Window O Raw OTehet OFRlogn @ 55H
A
Bppealrance Load, zawe or delete a stored session
ehaviour
Translation Saved Sessions
Selection
Colours
(=) Connection
Prosy -
Prow
= 55H
Auth
Tunnels Close window an exit;
Bugs O Aways O Mever () Only on clean exit
T T

3. If there is no connection issue, such as firewall, or network problem, you
will be able to see the following screen. You can login to this terminal by
typing the correct user name and password.
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Download:
http://www.chiark.greenend.org.uk/—sgtatham/putty/download.html

Reference:
http://www.chiark.greenend.org.uk/—sgtatham/putty/

2.2.8 TeamViewer

TeamViewer is a proprietary computer software package for remote control,
desktop sharing, and file transfer between computers. The software operates
with the Microsoft Windows and a variety of OS platform. The main focus of the
application is remote control of computers, collaboration and presentation
features are included.

In the default configuration, TeamViewer uses one of the servers of
TeamViewer.com to start the connection and the routing of traffic between the
local client and the remote host machine. However in most cases after the
handshake a direct connection via UDP or TCP is established.

TeamViewer may be installed with an installation procedure. To connect to
another computer, TeamViewer has to be running on both machines. When
TeamViewer is started on a computer, it generates a partner ID and password
(user-defined passwords are also supported). To establish a connection from a
local client to a remote host machine, the local operator must communicate
with the remote operator, request the ID and password, then enter these into
the local TeamViewer.

Example:

1. Open the TeamViewer and enter a partner ID which is given to you by
your client.
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T TeamViewer

Connection Extras Help

Remote Control

Allow Remote Control

Please tell your partner the folloving 10 and
password if you would like to allow remote
contral.

sees

512123123

Setup unattended access. .,

o Ready to connect (secure connection)

Feedback

Meeting

3

Control Remote Computer

Plesze enter your partner's I0vin order to |
control the remote computer.

Partner ID
Pl

rz| 2 Computers & Contacts

A

Uszername:

Pazsword:

(i

)

@ Remate control
O File transfer

Connect to partner

Computers & Contacts 2>

Remember me
|:| Remember my passward

|:| Sign me in automstically

Forgot password
Sign Up.

2. Enter the password and you will be able to see your client’s desktop.
S TeamViewer E| i |X| 2 Computers & Contacts
Connection Extras Help Feedback i ﬁ Please sign in...
Remote Control Meeting
Allow Remote Control TeamViewer Authentication
Pleaze tell your partner the following I and Fles| Please enter the password that is displaved on your :I
password if you would like to allow remote cor partner's computer,
contral.
Part
512 123123 2 Password: | |
Password . 8888 i
- i @ Advanced L Log On ,] [ Cancel ]
o
|:| Sign me in automstically
Forgot password
Sign Up
Setup unattended access. ..
o Authenticating... Computers & Contacts 2>
Download:

http://www.teamviewer.com/en/download/index.aspx

Reference:

http://en.wikipedia.org/wiki/TeamViewer

2.2.9 VNC

Virtual Network Computing (VNC) is a graphical desktop sharing system that
uses the RFB protocol to remotely control another computer. It transmits the
keyboard and mouse events from one computer to another, relaying the
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graphical screen updates back in the other direction, over a network. It is
platform-independent viewer on one operating system may connect to a VNC
server on the same or any other operating system. By default, port 5590 is
used as the connection port.

To connect a server eg: Linux server on 202.123.45.67 , assuming VNC server

has been installed on the remoting machine and username, password are given
to you.

1. Open the VNC viewer and type in the server’'s host name or IP

VYMC Viewer, : Connection Details

) Sewer [2021234567 v

c Encryption:

[ About. . ][ Optionz. .. ][ QK ][ Cancel ]

2. Enter the username and password to access the remoting machine.

3. The remoting machine will be displayed in the VNC Viewer window.
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@ | O] fremateni ~] 3 [Mozita Firefax] [*Unsave d Document 1 - gedi] | B =

Download:
http://www.realvnc.com/download/

Reference:
http://en.wikipedia.org/wiki/Vnc

2.2.10 WinSCP

WinSCP (Windows Secure CoPy) is a free and open source SFTP, SCP, and FTP
client for Microsoft Windows. Its main function is secure file transfer between a
local and a remote computer. For secure transfers, it uses Secure Shell (SSH)
and supports the SCP protocol in addition to SFTP.

To copy a file from the linux machine:
1. Run WiInSCP, WInSCP login window will be popped up.

2. Click on [New]
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WinSCP Login

Session

Stored sessions

[ Advanced options

Enwiranment Edit
Directories

55H Delete

Preferences

Rename
Mew folder...
Set defaults

Shell ican...

Tools..

’ About... ] [Languages

Cloze

I=
2]
=

3. Enter the host name or IP, port number (default 22), user login name and
password, then click on [Login]

WinSCP Login

Session Session
Stored zessions Host name: Part number:
Enwiranment 212345678 | | z 3]
Directories
S5H zer name; Pazzword;
Preferences |r00l | |."."| |
Private key file:
Protocol
File protocal SFTP - Allow SCP fallback
[] Advanced options
[ About.. ] [ Languages Lagin l [ Save.. ] [ Claze ]

4. You are now connected to the server. Left hand side of the window is the
file structure of your hard disk, while the right hand side shows the file
structure of the server. You can navigate to the folder which contains the
file you need.
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212.34.56.78 - WinSCP

Local Mark Files Commands Session Options Remote Help

& |3 & 7 Defaul .

@ Ci05 5 5 i) 3 <root> & iE S N e A

|

Mame Ext Size  Type - ] Marme Ext Size  Changed Rights 5
[Chapache Folder ®.. 5/18/2012 10; [ 1
[Chautarun.inf Folder [Chin HAG20L2 410,.,  Pwxr-xr-x I
[Chbat Folder I boat 37(2012 11:20,,,  Pwxr-zr-x I
(bl Folder (Sidev S8/2012 10:2..,  Fwxr-xr-x I
Edconfia Folder hete 662012 4:04,.,  Fwxr-zr-x I
CDELL Folder [home SI4(Z012 21451, FAXI-Xr-x T
[C3Documents and Settings Folder Db HI1F[2012 4102, pwxr-xr-x e
[ChDrivekey Folder || [Clib64 H18/2012 4:04,,,  rwxr-sr-x r
[Cadrivers Folder [ lnst+faund 52012 1016, rw- ri
[Cherrar Folder Cimedia 5/18/2012 10: PP - I
()from PR Folder 15 mis_script 5i2{2012 5130 P -3 I
(1386 Folder )misc ] rai
[ChlocalBackup Folder Shmnt P I
Emsocache Folder Cinet FAE-XT -3 I
[C30OpenssL Folder Chopt PP I
[Cpebuilder3110a Folder (Zaprac PP e
[ChphpEBZ Folder |Z)rdp_share [ r
[)phptriad Folder =) root [ - I
[ R .| | F==t MBI A i e s bt
o | 3 &
08 of 1,608 MiB in O of 42 OB of DB in Oof 27

# F2Rename || % F5 Copy 5 Fé Mave (5 F7 Create Directory ¢ F& Delete 227 F9 Properties I F10 Quit

& | srrea (6D 0516

5.

Highlight the file and click F5 to copy the files to your

local drive.

212.34.56.78 - WinSCP

Local Mark Files Commands Session Options Remote Help

& - 2o @A B £ 2 5 Defau =

@ Ci05 @ ie-s - @EEAD S (=1 e

N r

Mame Ext Size  Type - ] Marme Ext Size  Changed Rights 4|
[Chapache Folder mailag.2 0 632012 4i021.,,  tw-——- r
[Chautarun.inf Falder 0 5j27/2012 4 F
[Chbat Folder 0 52002012 4; I
(bl Folder 0 552012 11 I
Eaconfia Folder 4,650 6/21/2012 10; [
CDELL Folder |#]messages.1 46,634 6/15/2012 530, o
[C3Documents and Settings Folder messages.2 13,268 &i8/2012 6:27:... I
[ChDrivekey Folder |ﬂ messages.3 3,658 612012 $:142i.., I
(Cdrivers Folder messages.4 5,600 252012613, 4
[Cherrar Folder rpmpkgs 34,261 6f2lf2012 4:.02... I
(Cifrom PR Folder rpmpkgs. 1 34,261 B16/2012 4:05,., [
(1386 Folder rpmpkgs.2 34,261 6/9)2012 4:03:.., re
[S)LocalBackup Folder rpmpkgs. 3 A4,261  6i2(2012 41041, "
Emsocache Folder rpmpkas.4 34,261 Sfzefz01z 4 i
[C30OpenssL Folder scrollkeeper log 123,374 4/16/2012 3:3 I
[C)pebuilder3110a Falder SECUrE 1,563 6j21/2012 11 o
[ChphpEBZ Falder 947 [
[)phptriad Folder 1,911 I
[ ol 8 dece eninmin e, b
5 | 2 |
08 of 1,608 MiB in O of 42 OB of 3912 KiB in 0 of 63

# F2Rename | | FS Copy i3 F6 Move (5§ F7 Create Directory 3¢ F&Delste 27 F9 Properties L FL0 Quit

& | srrea (6D 0516

6.

Click on [Copy], the selected file will be copied to the C drive.
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Local Mark Files Commands Session Options Remote Help
& g mEe WS E o (FiE e O pefar e B
@ C: 05 rBie-a - BHEMAR OO -8 e EH@ASE |G
Mame = Ext Size  Type o | Mame = Ext Size  Changed Rights (i
[Chapache Folder maillag.2 0 632012 4028, Fw—-——- I
[Chautorun.inf 012 4i0Z,,, 1= T
[Cbat 012 4102,  Ha-—— I
‘Pb‘ll Copy file 'messages' to local directory: AedliOlig BAHSH ”
(& Config. M e 012 10:0..,  Fa-——- r
e B v B i
[CIDELL [ | [ i l 012530, Fim- Y
[C3Documents and Settings Transfer settings 12 6:27:... I
[CiDrivekey Detault ransfer settings 12 41421, px ¥
[Chdrivers 012 6:13.,,  F—— I
(Cherrar N 012 402... Pt I
Dfrom P [ Mew and updated file{s] only [[] Do ot shawe this dialog box again A, . i i
1388 [ Transfer on backaround [add to transfer gueue) Mo eonfirmations 12 4:031...  rw-r—r- i
[ChLocalBackup 12 4:04:... Pt r
ey Transher seftings [ ooy J[ cancel | [ Hen i e i
(ChOpenssL Falder |2] scrollkeeper Jog 123,374 4/18/2012 3137, - 4
[Cpebuilder3110a Folder secure 1,563 6/21/201Z 11:5.., =mm T
[C)phpEEZ Falder B secure. 1 947 Aj14/2012 3157 ... - o
[Cphptriad Folder secure.2 1,911 672012 11:10,,,  rw--- I
A e e SIS | N P 4eEe chpAILTES. g
L4 ¥ ||« | >
0B of 1608 MiB in 0 of 42 0B of 3912KiB in 0 of 63
&7 F2 Rename j F4 Edit ;:3 F5 Copy g F& Mave ET F7 Create Directary ¢ F8Delete 51 F9 Properties j-'L F10 Quit
8 srp3 @ 01826

Note: It also supports drag and drop file copying.

Download:
http://sourceforge.net/projects/winscp/

Reference:
http://en.wikipedia.org/wiki/WinSCP

2.2.11 Beyond compare

For Ahsay internal reference only.

Beyond Compare is a file comparison utility. This program is capable of doing

side-by-side comparison of directories,
used for troubleshooting when we need

FTP directories, and archives. It can be
to handle some XML file comparison.

Download: Y:\Development Tools\Beyond Compare

(For Ahsay internal reference only.)

Reference:

http://en.wikipedia.org/wiki/Beyond _Compare
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2.2.12 Tail for Win32

Tail for Win32 is used to monitor changes to files; displaying the changed lines
in realtime. This makes Tail ideal for watching log files. It is the Windows
version of the UNIX 'tail -f' command.

How to use Tail for Win32

1. From the File menu, choose Open

* Tail for Win32
=8 View Help

1 access_|og. 2012-06-18.log

2 cataling.2011-11-29.lag
3Di\obs_context,2011-11-08 log
4 2011-07-25-09-00-01.log

Exit

2. Select the log file to monitor.

i x|

= B warkspares

3 Non-Workspace Files

Lookin: | (3 Iogs ~ - BmerE-

2] access_lng.2012-06-14.l0g 2] obs_context.z012-06-14.og (%] rps_cd]

E g =| obs_context.2012-06-15.10g El rps_cc|
: g =] obs_context.7012-08-18.log rps_co

B« (2] ROOT_context,2012-06-14.log

[Z] catalina.2012-06-15 log [Z] ROOT_context 2012-06-15.log

2] catalina.2012-06-18 log (2] ROOT_context, 2012-05-18.log

] I

File name:  [acoess_log 20120618 log

Files of tyne:  [Log Files [~log)
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3. New logs will be appended to the bottom of the file and you will be able to
see it through the Tail window.

. Tail for Win32 - access_log.2012-06-18.log,
Fle Edt View Settings Window Help

r @

LEN * . Non-Workspace Files - C:\Program Files\ihsay0BS and AhsayRPS6920%logsta.... [ (B[]

=8 workspacas 127.0.0.1 — — [18/Jun/2012:09:15:01 +0800] "POST /obs/report/getEcrorRep:
=153 Mon-workspace Files

i 127.0.0.1 - - [18/Jun/2012:09:15:57 +0800] "POST /ohs/report/getErrorRep:
8 ciProgramFiles\® |1 0o s 102.1 - — [18/Jun/Z012:09:20:04 +0800] "POST /obs/oyatem Connects
192.168.8.115 — - [18/Jun/2012:09:20:04 +0800] "POST /obs/system/Connect:
192.168.227.1 — - [18/Jun/2012:09:20:04 +0800] "POST /obs/system/Connect:

127.0.0.1 — - [18/Jun/2012:09:55:00 +0800] "POST /obs/report/getUsageRep:
127.0.0.1 — - [18/Jun/2012:16:31:37 +0800] "GET /obs/3isp/systen/index.js)
127.0.0.1 — - [18/Jun/2012:16:31:37 +0800] "GET /obs—helper/menu.jsp HTTI
127.0.0.1 — - [18/Jun/2012:16:31:37 +0800] "GET /obs—helper/banner.jsp H
127.0.0.1 — - [18/Jun/2012:16:31:38 +0800] "GET /obs—helper/nav_intro.js)

127.0.0.1 — - [18/Jun/2012:16:31:35 +0800] "GET /obs/3isp/systen/common/ co
127.0.0.1 — - [18/Jun/2012:16:31:38 +0800] "GET /obs/3jsp/system/menu.isp
127.0.0.1 — - [18/Jun/2012:16:31:38 +0800] "GET /obs/3isp/systen/logon. js)
127.0.0.1 — - [18/Jun/2012:16:31:38 +0800] "GET /obs/www/getCSS.do HTTP/

127.0.0.1 — - [18/Jun/2012:16:31:38 +0800] "GET /obs/www/getCS3.do HTTPR/S
127.0.0.1 — - [18/Jun/2012:16:31:38 +0800] "GET /obs/www/getCS3.do HTTPR/S
127.0.0.1 — - [18/Jun/2012:16:31:38 +0800] "GET /obhs/www/getGif.do?gif=0]

< b
Loaded.

Download:
http://sourceforge.net/projects/tailforwin32/

Reference:
http://tailforwin32.sourceforge.net/

2.2.13 Notepad++

Notepad++ is a free source code editor and Notepad replacement in the MS
Windows environment. It supports syntax highlighting and syntax folding,
multiple file opening, global search and replace of files. It can view linux/unix
log files with correct text aligment and line feed. It is a common tool for simple
editing or log files checking.
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Program Files' AhsayOBS and AhsayRPS'logs'.obs_context.2012-06-21.log - Notepad++

File Edt Search View Encoding Language Settings Macro Run TextFX  Plugins Window 2 %
Jo'JEﬁool.g]|do.E:|rﬂ|ac|ﬂi;ﬁ|‘§">'|_"__'_H—=_—.I »
B obs contest 20020620 laa [=] obs_context 201 2-06-21 log |
1 bun 21, 2012 1Z:00:00 AM org.apache.catalina.core.iApplicationContext log ﬂ
2 INF©O: [info] [system] [Thread] [Job] [ReplicationErrorReport] Starting
Replication Error report
3 Jun 21, 2012 12:00:00 AM org.apache.catalina.core.ipplicationContext log
4 INFO: [info] [system] [Thread] [Job] [ReplicationErrorReport] Start: Generating
FReplication Error Report
5 Jun 21, 2012 12:00:00 AM org.apache.catalina.core.bpplicationContext log
6 SEVERE: [error][www] [error] [wuw]C:%\Program FileshihsayOBES and
AhsayRPS\system\ Replicationlogh2012-06-20, log (The system cannot find the
path specified)
7 java.io.FileNotFoundException: C:%Program Files)AhsayOE3 and
AhsayRPS\system\ ReplicationLogh2012-06-20. log (The system cannot find the
path specified)
g at java.io.FileInputStream.open(Native Method)
9 at java.io.Filelnput3tream.<init> (FileInputStreat. Jjava:106)
10 at java.io.FileInputdtream.<init> (FileInput3tream.java:66)
11 at com.ahsay.obs.pw.<inits (Tnknown Source)
1z at com.ahsay.obs.gqu.kid (Unknown Source)
13 at com.ahsay.obs.vk.<init> (Tnknown Source)
14 at com.ahsay.obs. nm.dgd (Tnknown Source)
15 at com.ahsay.obhs.or.HNrd (Unknown Jource)
1a at com.ahsay.obhs.or.Erd (Unknown Source)
17 at com.ahsay.obs.gh.iF (Unknown Source)
15 at com.ahsay.obs.gh.vF [(Unknown Source)
19 at com.ahsay.obs.bt.iyd (Unknown Source)
20 at com.ahsay.obhs.wyw.report.fetReplicationErrorReport.execute (UInknown
Source)
21 at
org.apache.struts.action.RegquestProcessor. processictionPerform (RequestPro
CEess0r. Java: 434)
22 at
org.apache. struts. action. RegquestProcessor. process (RegquestProcessor. java: 2 LI
lenth : 96836 Ines : 1207 n:t Col:l Sel:0 [postiindows AT s
Download:
http://notepad-plus-plus.org/download/
Reference:
http://notepad-plus-plus.org/

2.2.14

Hex editor - HxD

It is a free Hex editor and disk editor. It is available as portable version and
installable version. It can open files up to 8EB (8 x 1024 x 1024 x 1024 GB)
fast accessing speed. It has basic search and replace function, file
concatenating or splitting files feature, and tools for file comparison. This is the
tool to analyse very large log files such as catalina.out .

with
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EB HxD - [C:\2011-02-20-20-00-00. log]

ﬁ] File Edit Search WView Analysis Extras Window ? -8 x
D - S U] A~ ANSI »  hex bl

] 2011-02-20-20-00-00.log
Cffset(h) 00 01 02 03 04 05 06 07 05 05 04 OB OC OD OE OF Lo
01855DE0D 31 34 33 38 5D 20 5B 69 6E 66 6F 5D 20 SB 32 34 1:38] [info] [24
01855DF0  2C 33 35 39 2F 32 37 2C 34 30 39 5D 20 55 70 6C ,359/27,409] Upl
O1855E00 6&F 61 64 69 6E &7 20 4E 65 77 20 46 69 6C 65 Z0 oading MNew File
01855E10 ZE ZE ZE 20 32 31 25 20 6F 66 20 22 4D 41 49 4C ... 215 of "MATL
01555E20 S5C 4D 69 63 72 6F 73 6F 66 74 Z0 49 6E 66 6F 72 ‘“Microsoft Infor
O1855E30 6D 61 74 69 6F 6E 20 53 74 6F 72 65 5C 54 61 78 mation StorehTax
01855E40 20 53 65 72 76 62 63 65 73 5C 45 30 33 30 30 30 Servicesh ED3000
01855E50 34 44 43 37 30 ZE 6C 6F 67 22 0D OL 5B 32 30 31 4DCY0.1log™..[201
01555E60 31 2F 30 32 2F 32 31 20 30 32 34 30 31 34 33 36 1/02/21 02:01:33
01855E70 5D 20 SB 69 6E 66 6F 5D 20 5B 32 34 2C 33 35 39 ] [info] [24,359
01855ES80 2F 32 37 2C 34 30 39 5D 20 55 70 6C 6F 61 64 63 /27,409] Uploadi
01855E50 &E 67 Z0 4E 65 77 20 46 65 6C 65 20 ZE 2E ZE 20 ng New File ...
O1555EAD 33 34 25 20 6F 66 20 ZZ 4D 41 49 4C 5C 4D 69 63  34% of "MAILYMic
O1855EBD 72 6F 73 6F 66 74 20 49 6E 66 6F 72 6D 61 74 69 rosoft Informati
01855ECO 6F 6E 20 53 74 6F 72 65 5C 54 61 78 20 53 65 72 on Store)\Tax Ser
O1855EDO0 76 69 63 65 73 5C 45 30 33 30 30 30 34 94 43 37 vwvices\E0D30004DC7
01555EED 30 2ZE 6C 6F 67 22 OD OA 5B 32 30 31 31 2F 30 32 0.log"..[2011/02
O1855EFD 2F 32 31 20 30 32 3A 30 31 34 33 38 5D 20 5B 69 /21 02:01:38] [i
01855F00 6E &6 &F 5D 20 5B 32 34 2C 33 35 39 2F 32 37 2C nfo] [24,358/27,
01855F10 34 30 39 5D 20 55 70 6C 6F 61 64 69 6E 67 20 4E 409] Uploading W
01g55F20 65 77 &0 46 69 6C 65 Z0 ZE ZE ZE Z0 35 30 25 Z0 ew File ... 50%
O1855F30 6F 66 20 22 4D 41 49 4C 5C 4D 69 63 72 6F 73 6F of "MAIL)Microso
01855F40 66 74 20 49 6E 66 6F 72 6D 61 74 69 6F 6E 20 53 £t Information 3
01855F50 74 &6F 72 65 5C 54 61 78 20 53 65 72 76 62 63 65 core)\Tax Service w

Offset: 0 Owernrite

Download:

http://mh-nexus.de/en/downloads.php?product=HxD

Reference:
http://mh-nexus.de/en/hxd/

2.3 Common commands on Linux / Mac OSX / Solaris / BSD

The following commands are commonly used on Linux/Unix like platforms. As
the commands described in the following sections are used to demonstrate the
function/usage of the command. The actual command may be varied on
different platforms, you are required to check on the man command (manual
command) on the actual server.

2.3.1 top command

top provides an ongoing look at processor activity in real time. It displays a
listing of the most CPU-intensive tasks on the system, and can provide an
interactive interface for manipulating processes. It can sort the tasks by CPU
usage, memory usage and runtime. It can be better configured than the
standard top from the procps suite. Most features can either be selected by an
interactive command or by specifying the feature in the personal or system-
wide configuration file. See below for more information.

Type the top to show the CPU, memory, and processes information in
interactive mode.
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0.04, 0.01

Wired,

4 4

1 a4
OBS process ID

1 44

Note: Type the *?° or ‘h’ for more options in the interactive mode.

Reference:
http://linux.about.com/od/commands/I/blcmdI|1l top.htm
http://www.freebsd.org/cgi/man.cgi?query=top&sektion=1

2.3.2 ps command

In most Unix-like operating systems, the ps program (short for "process
status") displays the currently-running processes. A related Unix utility named
top provides a real-time view of the running processes.

example
> pS
PID TT STAT TIME COMMAND
1690 vO- 1 92:30.52 [Java]
1696 vO Is 0:00.01 login [pam] (login)
1698 vO 1 0:00.01 -tcsh (csh)
1706 vO 1+ 0:00.00 /bin/sh /ubs/bin/console.sh
1707 vO I+ 0:00.13 Zusr/local/bin/php -F
/ubs/php/os/console
1715 vO I+ 0:00.01 [cdialog]
1697 v1 Is+ 0:00.00 Zusr/libexec/getty Pc ttyvl
10670 O Ss 0:00.02 -tcsh (csh)
10678 0 R+ 0:00.00 ps
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Users can also utilize the ps command in conjunction with the grep (see the
pgrep and pkill commands) command to find information about one process,
such as its process id:

> ps —aux | grep java

root 1690 0.0 17.1 1976312 518316 VvO- | 28Mayl12 92:30.66
[Java]

root 10680 0.0 0.1 9120 1520 O S+ 2:19PM  0:00.01
grep java

Reference:
http://en.wikipedia.org/wiki/Ps %28Unix%29

2.3.3 tail command

tail is a program on Unix and Unix-like systems used to display the last few
lines of a text file or piped data. When you need to check the most recent
outcomes from a log file, you can run the following command:

tail log file.log

By default, tail will print the last 10 lines of its input to the standard output.
With command line options the number of lines printed and the printing units
(lines, blocks or bytes) may be changed. The following example shows the last
20 lines of filename:

tail —n 20 log_file._log
or
tail -20 log fTile.log

tail has a special command line option -f (follow) that allows a file to be
monitored. Instead of just displaying the last few lines and exiting, tail displays
the lines and then monitors the file. As new lines are added to the file by
another process, tail updates the display. This is particularly useful for
monitoring log files. The following command will display the last 10 lines of
messages and append new lines to the display as new lines are added to
messages:

tail —f log_file.log
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Reference:
http://en.wikipedia.org/wiki/Tail 2628Unix%29

2.3.4 head command

head is a program on Unix and Unix-like systems used to display the first few
lines of a text file or piped data. When you need to check the beginning of a
log file, you can run the following command:

head log_TfTile.log

By default, head will print the first 10 lines of its input to the standard output.
The number of lines printed may be changed with a command line option. The
following example shows the first 20 lines of filename:

head —n 20 log_file.log
or
head -20 log_file.log

Note: Combining the use of the command head and tail, you can collect the
middle part of a large file. For example:

tail -500 | head -1000 log_fTile.log

This command will cut the first 1000 lines from the log_file.log and collect the
last 500 lines of the output.

Reference:
http://en.wikipedia.org/wiki/Head %28Unix%29

2.3.5 grep command

grep is a command-line utility for searching plain-text data sets for lines
matching a regular expression.

grep searches files specified as arguments, or program's standard input. By
default, it reports matching lines on standard output, but specific modes of
operation may be chosen with command line options.
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You can also utilize the ps command in conjunction with the grep (see the
pgrep and pkill commands) command to find information on the AhsayOBS
process, such as its process id:

ps —aux | grep obs

Reference:
http://en.wikipedia.org/wiki/Grep

2.3.6 dmesg command

dmesg (for "display message" or "driver message" or "diagnostic message") is
a command on most Linux and Unix based operating systems that prints the
message buffer of the kernel.

When the computer system is initially booted, the kernel is loaded into memory.
Each device driver present in the kernel probes the system for the existence of
relevant hardware. If the hardware is located, a diagnostic message is logged.
As the logs messages scroll off the top of the screen before they can be read,
and we use the dmesg command to review these messages after the system
has started.

Even the system has fully booted, the kernel may occasionally produce further
diagnostic messages. Common examples of when this might happen are when
1/0 devices encounter errors, or USB devices are hot-plugged. dmesg provides
a mechanism to review these messages at a later time.

Reference:
http://en.wikipedia.org/wiki/Dmesq
http://wiki.linuxguestions.org/wiki/Dmesqg

2.3.7 Check CPU information or other hardware information

The following commands can be used in some Linux/Unix like operating
systems to check on the CPU information, memory configuration and other
hardware inforamtion.

Command Description
cat /proc/cpuinfo Show CPU information.

cat /proc/meminfo | Show physical memory information.
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dmes Show boot up message and run time messages. Refer
to chapter dmesg for details.

df —h Returns the volumes information such as device path,
the size and usage of the volume. —h returns the disk
size and usage in Mb while —k return the value in kb.

Reference:

http://www.linuxguestions.org/guestions/programming-9/how-to-get-cpu-

information-on-linux-machine-358037/

2.3.8 Commands to check AhsayOBS connection issues

The following commands can be used when you need to check the connection
issue to a server or checking the service ports.

Command | Description
ping Ping is a computer network administration utility used to test
the reachability of a host on an Internet Protocol (IP) network
and to measure the round-trip time for messages sent from the
originating host to a destination computer. If there is no round-
trip time message coming back, it doesn't mean your computer
cannot reach the destination computer, the route on the
destination network may drop the ping packet to avoid hacker's
attack.
eg:
ahsayubs:~# ping 10.0.0.101
PING 10.0.0.101 (10.0.0.101): 56 data bytes
64 bytes from 10.0.0.101: icmp_seq=0 ttl=64
time=0.363 ms
64 bytes from 10.0.0.101: icmp_seq=1 ttl=64
time=0.294 ms
64 bytes from 10.0.0.101: icmp_seq=2 ttl=64
time=0.395 ms
64 bytes from 10.0.0.101: icmp_seq=3 ttl=64
time=0.434 ms
64 bytes from 10.0.0.101: icmp_seq=4 ttl=64
time=0.358 ms
netstat netstat (network statistics) is a command-line tool that displays
network connections (both incoming and outgoing), routing
tables, and a number of network interface statistics. It is
available on Unix, Unix-like, and Windows based operating
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systems.

It is used for finding problems in the network and to determine
the amount of traffic on the network as a performance
measurement.

Commonly used flag: netstat —an
It allows the checking of the listening ports on a server.

eg: check if the port 80 and 443 have been occupied.

ahsayubs:~# netstat -an
Active Internet connections (including servers)
Proto Recv-Q Send-Q Local Address
Foreign Address (state)
tcp4 0 0 10.10.0.98.22
10.10.0.1.51209 ESTABLISHED
tcp4 23 0 10.10.0.98.23810
10.2.6.17.443 CLOSED
tcp6 0 0 *.445 *UF
LISTEN
tcpd 0 0 *.443 *o*
LISTEN
tcp4 0 0 *.80 *L*
LISTEN
tcp4 0 0 127.0.0.1.587 *Ux
LISTEN
tcp4 0 0 127.0.0.1.25 *Ux
LISTEN
tcp4 0 0 *.8080 *UF
LISTEN

ifconfig ifconfig (short for interface configuration) is a system

administration utility in Unix-like operating systems to
configure, control, and query TCP/IP network interface
parameters from a command line interface (CLI) or in system
configuration scripts.

eg:

ahsayubs:~# i1fconfig

emO:
flags=8843<UP,BROADCAST ,RUNNING, SIMPLEX,MULTICAS
T> metric O mtu 1500

options=9b<RXCSUM, TXCSUM, VLAN_MTU, VLAN_HWTAGGING
» VLAN_HWCSUM>
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ether 00:0c:29:6c:5b:ae

inet 10.10.0.98 netmask OxFfFFFO000
broadcast 10.10.255.255

media: Ethernet autoselect (1000baseT
<full-duplex>)

status: active
100: flags=8049<UP,LOOPBACK,RUNNING,MULTICAST>
metric O mtu 16384

options=3<RXCSUM, TXCSUM>

inet6 fe80::1%000 prefixlen 64 scopeid
0x2

ineté ::1 prefixlen 128

inet 127.0.0.1 netmask OxFfO0O0000

nd6 options=3<PERFORMNUD,ACCEPT_RTADV>

Two network interfaces are available called emO and 100.

traceroute | traceroute is a computer network diagnostic tool for displaying
the route (path) and measuring transit delays of packets across
an Internet Protocol (IP) network and outputs the list of
traversed routers in simple text format, together with timing
information.

eg:

ahsayubs:~# traceroute www.ahsay.com
traceroute to ipl74-123-26-154.us.ahsay.com
(174.123.26.154), 64 hops max, 52 byte packets

1 192.168.22.1 (192.168.22.1) 1 ms 1 ms 1
ms

2 203186223033.ctinets.com (203.186.223.33)
2ms 3 ms 2ms

3 061093148217.ctinets.com (61.93.148.217) 1
ms 2ms 1 ms

4 014199252065.ctinets.com (14.199.252.65) 3
ms 11 ms 11 ms

5 014136128106.ctinets.com (14.136.128.106)
1I0ms 1 ms 1 ms

6 softlayer-10g.hkix.net (202.40.161.241) 4
ms 4 ms 4 ms

7 ae7.bbr02.pn01.hkg01.networklayer.com
(50.97.18.175) 22 ms 4 ms 4 ms

8 ae0.bbr02.eq01.sng02.networklayer.com
(50.97.18.172) 66 ms 81 ms 66 ms

9 ae7.bbr01.eq01.sng02.networklayer.com
(50.97.18.170) 66 ms 66 ms 66 ms

10 ael.bbr01l.cs01.lax0l1l.networklayer.com
(50.97.18.169) 255 ms 226 ms 226 ms

11 ael9.bbr0l.eq0l.dal03.networklayer.com
(173.192.18.140) 256 ms 256 ms 276 ms

12 ae0.bbr0l1.sr02.hou02.networklayer.com
(173.192.18.219) 263 ms 283 ms 264 ms
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13 po31l.dsr02.hstntx2.networklayer.com
(173.192.18.235) 273 ms 261 ms 261 ms

14 te2-1-1.carl3._hstntx2.networklayer.com
(74.55.252.182) 264 ms 264 ms 263 ms

15 9a.la.7bae.static.theplanet.com
(174.123.26.154) 266 ms 266 ms 266 ms

nslookup nslookup is a network administration command-line tool
available for querying the Domain Name System (DNS) to
obtain domain name or IP address mapping or for any other
specific DNS record.

eg:
ahsayubs:~# nslookup www.ahsay.com
Server: 192.168.5.1
Address: 192.168.5.1#53

Non-authoritative answer:

www . ahsay . com canonical name =

www . us.ahsay.com.

www . us . ahsay .com canonical name = ipl74-
123-26-154.us.ahsay.com.

Name: ipl74-123-26-154_us.ahsay.com

Address: 174.123.26.154

Reference:
http://en.wikipedia.org/wiki/Ping_(networking_utility)
http://en.wikipedia.org/wiki/Netstat
http://en.wikipedia.org/wiki/lfconfig
http://en.wikipedia.org/wiki/Traceroute
http://en.wikipedia.org/wiki/Nslookup
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3 Standard Troubleshooting Procedure

Before you start a troubleshooting case, you need to collect all the basic
information listed below:

* Product

* Version

e OS platform

e Related running application
* Logs / error messages

* Problem description

If the case is related to performance issue, you will need to collect information
on hardware specification and running softwares information on that machine.
If possible, try to collect information on their network infrastructure.

When there are new errors or unknown errors, you need to advise partner to
turn on the debug options. For more information about the debug options,
please refer to Chapter 3.3 .

If the case is not a common issue, or first time we saw the case. We can
arrange a remote session with our partner to check or collect more information
on the issue.

3.1 Remote Access Problems

When you remote access to partner’s machine, most of their machines are
protected behind their firewall. Due to security reason, partners may request
you to provide our outgoing IP addresses. They will configure the IP addresses
in their firewall and send us the login credentials to their machines or
management console interface.

3.1.1 Use of non-standard ports in office

For Ahsay internal reference only.

In office, we allow standard outgoing connection ports such as port 22 for SSH,
80 for web, 443 for web using SSL and 3389 for remote desktop connection.

For non-standard ports or specific ports such as:
e port 21 for FTP

* web access with non standard ports
* remote access with non-standard ports
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You need to VNC to a dedicated Linux machine in our DM zone. There are some
connection scripts and softwares available on the desktop for you to connect to
those non standard or specific ports.

FleZilla

Create 55H_
RDP mstsc sh Connection.sh

Script/Tools

Description

RDP_mstsc.sh

A shell script to call the remote desktop in
Windows platform, you can select the size of the
screen, enter the IP address of the remote
machine, and enter the connection port.

Create_SSH_Connection.sh

A shell script to call another Linux/Unix type
terminal via SSH. You can enter the IP address of
the remote machine, enter the connection port
and the login name of the remote machine.

Filezilla

A FTP client to connect a FTP server.

In case you have downloaded some files on this Linux desktop, you can
connect to this machine using WinSCP to collect the downloaded files back to
your PC for further troubleshooting process.

3.1.2 Access is blocked by firewall

Direct remote access may be resticted for some company’s policy, or partner
may have concerns on opening the firewall access or distributing the password.
You can send a Bomgar remote session to their desktop, and you can share the
remote session with your partner to troubleshoot the problem on their server.
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3.2 Ahsay software log files

The following are the log files location for our softwares. You will need to
collect them from your partner’s machine for troubleshooting.

3.2.1 AhsayOBS / AhsayRPS

3.2.1.1 Log files locations

The log files are stored under the application directory on your partner’s

machine.

For Catalina or Java related logs:

Windows

C:\Program Files\AhsayOBS and AhsayRPS\logs

Linux/Unix
/usr/local/obsr/logs

From these directories, you can find the following types of log file.

Log

Description

access_log.YYYY-MM-DD.log

Access logs by web interface or client agent.

catalina.YYYY-MM-DD.log

Contains catalina startup and stop sequence
log.

catalina.out, catalina.*

catalina.out contains Java VM runtime logs,
catalina.* are the rotated logs when service
starts.

obs_context.YYYY-MM-DD.log

Contains AhsayOBS progress logs.

ROOT_context.YYYY-MM-DD.log

Reserved.

rps_context.YYYY-MM-DD.log

Contains AhsayRPS progress logs.

Common AhsayOBSR backup server related logs location:

Log path

Description

AhsayOBSR HOME\system\SystemLog\

AhsayOBS system logs

AhsayOBSR HOME\system\ReplicationLog\

AhsayOBS replication logs

Userhome\username\db\UserLog\

AhsayOBS user logs
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AhsayOBSR HOME\rps-system\SystemLog\ AhsayRPS system logs

AhsayOBSR Replication Home
\rpshome\log\ReplicationLog\

AhsayRPS replication logs

3.2.1.2 Log file format

access 1og.YYYY-MM-DD.log

Example:

192.168.227.1 - - [14/Nov/2012:14:04:16 +0800] "POST
/obs/api/AuthUser.do HTTP/1.1" 200 95

Part of the log entry

Description

192.168.227.1

This is the IP address of the client (remote
host) which made the request to the server.

The "hyphen" in the output indicates that
the requested piece of information is not
available.

The second "hyphen" is the userid of the
person requesting the document as
determined by HTTP authentication. It will
be shown as "-" if the document is not
password protected.

[14/Nov/2012:14:04:16 +0800]

The time that the server finished processing
the request. The format is:

[day/month/year :hour:minute:second zone]
day = 2*digit

month = 3*letter

year = 4*digit
hour = 2*digit
minute = 2*digit

second = 2*digit

zone C+" | "-7) 4*digit

I oIl

200

This is the status code that the server sends
back to the client.

95

The last entry indicates the size of the object
returned to the client, not including the

Ahsay Systems Corporation Limited

60




AHITTT™

Ahsay Products Troubleshooting
Guidelines

response headers.

catalina.YYYY-MM-DD.log

Example 1:

This is an example of AhsayOBS instance start log.

start

start

Nov 14, 2012 3:25:45 PM org-.apache.coyote._httpll_HttpllProtocol

INFO: Starting Coyote HTTP/1.1 on http-0.0.0.0-80
Nov 14, 2012 3:25:45 PM org.apache.coyote.httpll._HttpllProtocol

INFO: Starting Coyote HTTP/1.1 on http-0.0.0.0-443

Example 2:

This is an example of AhsayOBS instance stop log.

destroy

destroy

Nov 14, 2012 3:24:48 PM org.apache.coyote.httpll._HttpllProtocol

INFO: Stopping Coyote HTTP/1.1 on http-0.0.0.0-80
Nov 14, 2012 3:24:48 PM org.apache.coyote.httpll.HttpllProtocol

INFO: Stopping Coyote HTTP/1.1 on http-0.0.0.0-443

catalina.out, catalina.*

Example:

[Full GC 10452K->10452K(507072K), 0.0871474 secs]

Part of the log entry

Description

Full GC

State a GC occurred at this point in time.
Sometimes it will shows as a partial GC.

10452K->10452K(507072K)

Pattern: X->Y(2)

X: initial memory before GC
Y: memory after GC
Z: total memory allowed for that area in JVM

Note: Total heap available for the JVM =
Young + Old
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0.0871474 secs The time involved in the entire operation.

obs context.YYYY-MM-DD.log

Example 1:
AhsayOBS license check progress log.

Nov 15, 2012 9:31:59 AM
org.apache.catalina.core.ApplicationContext log

INFO: [info][system][Thread][Job][LicenseExpiryCheck]Start:
License check

Nov 15, 2012 9:31:59 AM
org.apache.catalina.core.ApplicationContext log

INFO: [info][system][Thread][Job][LicenseExpiryCheck]End:
License check

Example 2:
AhsayOBS sending backup report progress log.

Nov 15, 2012 11:57:00 AM
org.apache.catalina.core.ApplicationContext log

INFO: [info][system][Thread][Job][BackupJobReport]Start: Sending
backup report

Nov 15, 2012 11:57:00 AM
org.apache.catalina.core.ApplicationContext log

INFO: [info][system][Thread][Job][BackupJobReport]End: Sending
backup report

Example 3:
Failure to send email log

Nov 15, 2012 9:55:08 AM
org.apache.catalina.core.ApplicationContext log
SEVERE: [error][ers]Unable to send email Server=smtp.your-
company.com: Sending failed;

nested exception is:

Javax.mail _MessagingException: Could not connect to SMTP host:
smtp.your-company.com, port: 25;

nested exception is:

Java.net.SocketException: Network is unreachable: connect

rps_context.YYYY-MM-DD.log
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Example:
AhsayRPS retention job progress log.

Nov 16, 2012 12:00:00 AM
org.apache.catalina.core.ApplicationContext log

INFO: [info][system][Thread][Job][RetentionPolicy] Starting
retention policy

Nov 16, 2012 12:00:00 AM
org.apache.catalina.core.ApplicationContext log

INFO: [info][system][Thread][Job][RetentionPolicy] Start
removing retained files

Nov 16, 2012 12:00:00 AM
org.apache.catalina.core.ApplicationContext log

INFO: [info][system][Thread][Job][RetentionPolicy] Finished
removing retained Ffiles.

Reference:
http://httpd.apache.org/docs/1.3/logs.html#common

3.2.2 AhsayRDR
3.2.2.1 Log files locations

The log files are stored under the application directory on your partner’s
machine.

Windows
C:\Program Files\AhsayRDR\logs

Linux/Unix
/usr/local/rdr/logs

From these directories, you can find the following types of log file.

Log Description

access_log.YYYY-MM-DD.log Access logs by web interface or client agent.

catalina.YYYY-MM-DD.log Contains catalina startup and stop sequence
log.

catalina.out, catalina.* catalina.out contains Java VM runtime logs,
catalina.*™ are the rotated logs when service
starts.

rdr_context.YYYY-MM-DD.log Contains AhsayRDR progress logs.
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Common AhsayRDR backup server related logs location:

Log path Description

AhsayRDR HOME\system\SystemLog\ AhsayRDR system logs

3.2.2.2 Log file format

The access_log.YYYY-MM-DD.log , catalina.YYYY-MM-DD.log , catalina.out and
catalina.* are similar to the definition in the AhsayOBS log file section. The
rdr_context.YYYY-MM-DD.log is similar to the log file obs context.YYYY-MM-
DD.log .

3.2.3 AhsayOBM / AhsayACB
The information stored in the AhsayOBM/AhsayACB logs are always more than
the backup reports. Expecially when we are working on connection related

issues. In this case, we need to collect client logs rather than just checking on
the backup reports.

3.2.3.1 Log files locations

The log files are stored under the application directory on your partner’s client
machine. In general there are 3 different locations to store the log files.

e Backup logs

Log Description
/scheduler/debug.log, Contains backup scheduler logs.
debug.log.* Commonly used for checking

scheduler backup issue.

/1357999999999/YYYY-MM- | Contains the backup logs of a
DD-HH-MM-SS.log particular backup job.

Note: 1357999999999 is the backup
ID of a particular backup set.

For AhsayOBM on

Windows XP/2003
C:\Documents and Settings\administrator\.obm\log
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Windows Vista/7/2008

C:\Users\administrator\.obm\log

Linux/Unix
~/.obm/log

Mac OS X
~/.obm/log
For AhsayACB on

Windows XP/2003

C:\Documents and Settings\administrator\.acb\log

Windows Vista/7/2008

C:\Users\administrator\.acb\log

Mac OS X
~/.acb/log

This log directory is the one that we visited most, as we need to collect

backup job status or scheduler running status from this directory.

* Program logs

Log

Description

/Scheduler/info.log

Contains scheduler service
information log.

inno-setup-installer-done.log
inno-setup-postinstaller.log

Installer log upon installation.
Contains the backup logs
particular backup job.

of

a

For AhsayOBM on

Windows

C:\Program Files\AhsayOBM\log

Linux/Unix
/usr/local/obm/log

Mac OS X
/Applications/AhsayOBM/log

For AhsayACB on
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Windows
C:\Program Files\AhsayACB\log

Mac OS X
/Applications/AhsayACB/log

e Autoupdate agent logs

Log Description

/agent/job.log Contains autoupdate agent log.
/agent/job.log.yyyymmdd

/error/debug.log Contains autoupdate error logs.

/update/job.log Contains autoupdate progress logs.

For AhsayOBM on

Windows
C:\Program Files\AhsayOBM\aua\log

Linux/Unix
/usr/local/obm/aua/log

Mac OS X
/Applications/AhsayOBM/aua/log
For AhsayACB on

Windows
C:\Program Files\AhsayACB\aua\log

Mac OS X
/Applications/AhsayACB/aua/log

We visit these folders when we need to troubleshoot on autoupdate agent
update issues.

3.2.3.2 Log file format

AhsayOBM/AhsayACB backup log
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A general AhsayOBM/AhsayACB backup log can be broken down into following
parts.

* Show OS version, Computer name, AhsayOBM/AhsayACB version
* Run pre-commands

e Create shadow copy (Windows)

* Download backup server file list of this backup set
e Reading backup files on the backup machine

* Generating the file comparison list

* Show file comparison list summary

* Backup progress

e Delete shadow copy (Windows)

* Run post command

* Show backup status

Example:
Here is a sample of a successful backup logs. It will be break down into several
parts with grey comments on each section.

[2012/11/14 11:27:46] [info] Start [ Windows XP (Peter), AhsayOBM 6.9.4.0 ]

[2012/11/14 11:27:47] [info] Start running pre-commands
[2012/11/14 11:27:47] [info] Finished running pre-commands

[2012/11/14 11:27:48] [info] Start creating Shadow Copy Set ...
[2012/11/14 11:28:10] [info] Shadow Copy Set successfully created

[2012/11/14 11:28:13] [info] Downloading server file list
[2012/11/14 11:28:14] [info] Downloading server file list ... Completed

[2012/11/14 11:28:14] [info] Reading backup source from hard disk ...
[2012/11/14 11:28:15] [info] Reading backup source from hard disk ...
Completed

[2012/11/14 11:28:15] [info] Getting all files which have been added
[2012/11/14 11:28:15] [info] Getting all files which have been added ...
Completed

[2012/11/14 11:28:15] [info] Getting all files which have been updated
[2012/11/14 11:28:15] [info] Getting all files which have been updated ...
Completed
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[2012/11/14 11:28:15] [info] Getting all files which have been deleted
[2012/11/14 11:28:15] [info] Getting all files which have been deleted ...
Completed

[2012/11/14 11:28:15] [info] Getting all files which have been moved
[2012/11/14 11:28:15] [info] Getting all files which have been moved ...
Completed

[2012/11/14 11:28:15] [info] Total New Files = 257

[2012/11/14 11:28:15] [info] Total New Directory = 35

[2012/11/14 11:28:15] [info] Total Updated Files = 0

[2012/11/14 11:28:15] [info] Total Deleted Files = O

[2012/11/14 11:28:15] [info] Total Delete Directory = 0

[2012/11/14 11:28:15] [info] Total Moved Files = 0

[2012/11/14 11:28:15] [info] Total Update File Permission = O

[2012/11/14 11:28:15] [info] Estimate quota space required on server: 474k

[2012/11/14 11:28:17] [info] [1/292] Uploading New Directory ... C:\
[2012/11/14 11:28:17] [info] [2/292] Uploading New Directory ...
C:\Documents and Settings

[2012/11/14 11:28:18] [info] [292/292] Uploading New File ... 100% of
"C:\Documents and Settings\peter\Favorites\Yahoo!\TravelTransport\Maps and
Driving Directions.url"

[2012/11/14 11:28:26] [info] Deleting Shadow Copy snapshot for volume
"C:\"

[2012/11/14 11:28:26] [info] Start running post-commands
[2012/11/14 11:28:27] [info] Finished running post-commands

[2012/11/14 11:28:28] [info] Backup Completed Successfully

debug.log

Example:

Part of the debug.log, this section of log records the progress of profile loading
from AhsayOBS server and schedule backup job starts. It will be break down
into several parts with grey comments on each section.
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[2012/11/16 02:55:31][info] Loading profile...

[2012/11/16 02:55:31][info] Loading configuration file ...
[2012/11/16 02:55:31][info] Loading configuration file ... Completed
[2012/11/16 02:55:31][info] Loading profile from server ...
[2012/11/16 02:55:31][info] Loading profile from server ... Completed
[2012/11/16 02:55:31][info] Loading profile... Completed
[2012/11/16 02:55:31][info] Profile is reloaded from server. Reloading
scheduler ...

[2012/11/16 02:55:31][info] [DATA (1303974943960)] Next backup will run in
0 hr 4 min 29 sec.

[2012/11/16 02:55:31][info] [DB (1303975185338)] Schedule not enabled.
[2012/11/16 02:55:31][info] [SystemBackup (1271732719924)] Next backup
will run in 32 hr 4 min 29 sec.

[2012/11/16 02:55:31][info] Profile is reloaded from server. Reloading
scheduler ... Completed

[2012/11/16 03:00:00][info] [DATA (1303974943960)] Wake Up ...
[2012/11/16 03:00:00][info] [DATA (1303974943960)] This backup job will
run to its completion.

[2012/11/16 03:00:00][info] [DATA (1303974943960)] Start running backup

info.log

Scheduler service log, it contains the scheduler version, OS version, Java
vendor version and user scheduler home location.

Example:

[2012/11/15 09:20:06][info] Scheduler Version='6.11.0.0'

[2012/11/15 09:20:06][info] OS Name='"Windows XP' Version='5.1'
[2012/11/15 09:20:06][info] Java Vendor='Sun Microsystems Inc.'
Version='1.6.0_23'

[2012/11/15 09:21:51][info] Start scheduler. User: 'peter@174.123.45.67"
Home: 'C:\Documents and Settings\peter\.obm’

In MacOSX, the layout is similar

Example:

[2012/11/16 05:26:10][info] Scheduler Version='6.11.0.0'

[2012/11/16 05:26:10][info] OS Name='Mac OS X 10.6.8" Version='10.6.8"
[2012/11/16 05:26:10][info] Java Vendor="Apple Inc. ' Version='1.6.0_29'
[2012/11/16 05:27:53][info] Start scheduler. User: ‘peter@177.123.45.67"
Home: '/Users/peter/.obm’
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AUA logs

Example:

This is an example of auto update agent update progress log, when a new
version of auto update agent found, the auto update agent process will be
terminated and start up a new version of auto update agent.

[2012-11-16 17:20:13][Check and process update for AutoUpdateAgent]
[2012-11-16 17:20:13][Update Found for AutoUpdateAgent, version 2.9.0.0]
[2012-11-16 17:20:16][AutoUpdateAgent Update is available, wait for spawn
process for update procedure]

[2012-11-16 17:20:16][Agent will be idle for 720 minute]

[2012-11-16 17:20:18][AutoUpdateAgentServer shutdown sequence is
started]

[2012-11-16 17:20:18][AutoUpdateAgentServer shutdown sequence ended,
exit system now]

[2012-11-16 17:20:18][XXXXXXXXXXXXXXXXXXXXXXXXX END
)9:9,9,9.9.9.9,9.9.9.9,0.9.9.9,0.9.9.0,0.9.90.9,0.04 |

[2012-11-16 17:20:46][XXXXXXXXX XXX XX XXX XXXXXX START UP

) 9,:9,.9,0.9.9.9,0.9.9.9,0.9.9.9,0.9.9.9,0.0.04

[2012-11-16 17:20:46][[AutoUpdateHandler] started]

[2012-11-16 17:20:46][AutoUpdateAgent Started, version: 2.9.9.9]

Example:

This is an example of AhsayOBM client update log. When the autoupdate agent
found an new version of AhsayOBM update, it will download the zip file, and
install the new version of AhsayOBM.

[2012-11-16 17:21:48][Check and process update for AutoUpdateAgent]
[2012-11-16 17:21:48][Update Not Found for AutoUpdateAgent, version
2.11.0.0]

[2012-11-16 17:21:48][Check if compatible product update is available]
[2012-11-16 17:21:48][Compatible product update is found]

[2012-11-16 17:21:48][Start product update]

[2012-11-16 17:21:48][Matched Update available, filename [1]: obm61100-
win.zip]

[2012-11-16 17:22:39][The file "obm61100-win.zip" is downloaded.]
[2012-11-16 17:22:39][Update patch file is ready]

[2012-11-16 17:23:01][Clean for Installation]

[2012-11-16 17:23:16][Install completed]

[2012-11-16 17:23:16][Updated from version 6.9.4.0 to 6.11.0.0 successfully]
[2012-11-16 17:23:16][This update attempt is successful]

[2012-11-16 17:23:16][Agent will be idle for 720 minute]
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3.2.4 AhsayUBS
3.2.4.1 Log files locations

To collect AhsayOBS logs from AhsayUBS, you need to

1. Enable the SAMBA share from the AhsayUBS management console.

English R

™

L‘ Ahsay™ Universal Backup

Information System Netwo Storage Hitkp: (P, ahsay com

Backup Server > Server Status

Online Backup Server and Replication Server

Status | Running
butp port
Htps Port [
Access Server Files Unshare OBSR
Tools . WebAdmin
Star [ Stop ] [ Restart |

2. Open Windows explorer, and type in the UBS IP and the shared folder
name ‘obsr’ in the following UNC format, eg: \\10.1.0.101\obsr , a popup
window will be prompted for the login credentials to the AhsayUBS.
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T My Computer

File  Edit View Favortes Tools  Help a’
@ Eack [ “a LE p Search ﬁ:"’ Falders v
Address a 1110.1.0.101\absr "| a
- Type
System Tasks 3 E Lacal D
: . Connect to ahsayubs1.local Lacal O
Wiews syskem information f s i
ﬁ A4dd or remove programs Local D
[ Change a setting 4 D Dri
et
= et
Other Places w Conmecting ko 10,1.0,101 Mt
: M) Mebwol
My Metwork Places . ; |
q 1| User name |ﬂ adrnin V| Nebwo
a My Documents
Password: | sssssnos | Metwo
9 Control Panel Mt
[IRemember my password Metwo
Disconn
Elptalls Disconn
My Computer Disconn
System Folder : ‘ 25 J [ i ] Disconr
T Systen
111} | >
i My Computer

3. After you enter the login credentials, you will be able to see the shared
folder. AhsayOBS logs are stored inside the logs folder.
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% obsr on AhsaylBS (35FC4E4F) (10.1.0.101)

File Edit “ew Favorites Tools Help ",'
—
- Y @) .
@ Back o l.@ 7 Search H Folders
address | L \110.1.0.101obsr v| G
A Mame Size  Type
File and Folder Tasks # [S)canf Falder
®[j Rename this Folder Dhatfix Folder
- ; Folder
@ Mave this folder | obsr-system Folder
Copy this folder [Circvshome Falder
@ Publish this Folder to [ rps-system Folder
the ‘Web I system Folder
() E-mail this Folder's Files Shtemp Folder
¥ Delete this Folder ICuser Falder
[Cywork Folder
cacerts Y9KE File
Other Places
W 10.1.0,101
@ My Documents
d Iy Computer
& My Metwork Places
v <€ | 3
1 objects selected @ Internet

3.2.4.2 Log file format

The log files collected from the above section are AhsayOBS logs. Please refer
to the above section for the details of the AhsayOBS logs.

3.2.5 AhsayACP

3.2.5.1 Log files locations

During the customization process, errors may be logged when generating the
installers. You can download the logs at the bottom of “Step 6. Check Status”
page after the installer generation process.
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AhsayCEWin v Add Delete

Copy

Introduction

Step 1. Customize Properties

Customize text properties for the
applications

The propetties can be sdited by
double-clicking the cell in the
properties list

Step 2. Upload Customized Files
Upload individual customized files ar
upload customization. zipdcustom zip.
Step 3. Application Settings

Customize AhsayACH and AhsayOBM
application settings | e.9. Backup
Server Settings, Language, GLI
Feature, Backup Feature, Cther
Feature and Look And Feel

Step 4. Digital Signature

Digitally sign the installers with Ahsay
System Corporation Certificate ar your
owrn cerificate

Step 5. Build Options

Choose and build the required
installers.

Step 6. Check Status

Check the build status of the installers

Customize Previous Versions
{before v5.5.1.0) of
AhsayACB/AhsayOBM

Check Status

WVersion

) ansayosm™ | () Ansayaca™ .Ahnws'- IF Ansayres™

.!'L'.'} Build failed Build failed
obm-mac Zip ach-mac zip
w (13 Wi (13 Mb) Rlia,
[29-08-2012 05:06:58)  (29-06-2012 05:06:55)
1Ty obm-nix tar.gz
& (30 Mi) i,
LINUX

(29-06-2012 08:07:57)
ohi-app-upGrade Zip
. ;’J REELS) i,
o (29-06-201 2 05:08:03)

R
‘ersion: 2.7.4.0
For the supported platforms, plesse refer to the Suppotted Plstform List

Check Status

Hotes

® *ou can convert the combined AhsayQBM™ and AhsayACE™ installer into an AhsayOBMT™-only and an
AhsayACE™-only installer by renaming obc-winexe to obm-win.exe and ach-winexe (or generally,
*obm*.exe and *ach* exe) respectively,

® |trequires at least 10 minutes to build all installers. Please be patient with it

® Toreduce total disk space reguired on this server, we keep all installers on server for 24 hours anhy

® |fyou run into problems, please review the log files and check if any nuticeable errars can be found in
the lastfew lines of the log files. Ifyou still cant find th e = ing the 1og

fileg, please submita supportticket to us along with thfse obe-l00.zip and ohsr-log.zip ]

3.2.6 AhsayPRD

3.2.6.1 Log files locations

The log files are stored under the application directory on your partner’s
machine in eg: D:\Applications\Ahsay Proxy Redirector\logs

Log

Description

apache-error.YYYY-MM-DD.log

Error logs of the AhsayPRD.

httpd.pid

Process ID of the AhsayPRD service.

mod_jk-YYYY-MM-DD.log

The connector log for the Tomcat servlet
container.

<%domain_name%=>-error-
YYYY-MM-DD.log

The connection error log for the registered
domain name in your AhsayPRD.
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3.3 Debug Options

The following *.opt files are the debug option files for troubleshooting purpose.
Most of these debug options can be activated by entering a ‘true’ value unless
specified.

When you turn on these options, you need to monitor on the growth of the logs
regularly. Some of the options may generate huge amount of logs. If there are
no logs spooled, it is possible that the environment is not suitable or the case
cannot be reproduced under certain conditions. You may discuss with our
development team and verify if the options are turned on correctly.

3.3.1 Debug Options for AFC

afc.opt (Ahsay Foundation Class) is used when you need to setup a debug
option in the AhsayOBM/AhsayACB/AhsayOBSR/AhsayRDR. There are more
than 100 options in this file, they are located in the following locations in
different applications:

AhsayOBM/AhsayACB
%0BC_HOME%\afc.opt

AhsayOBSR
%0BS_HOME%\conf\afc.opt

AhsayRDR
%RDR_HOME%\conf\afc.opt

Most of these debug options can be activated by entering a ‘true’ value unless
specified.

eg:

Eom .ahsay.afc.net._http.debug=true

After you added or changed the options, please restart the relevant service or
run the sript file listed below.

AhsayOBM/AhsayACB
To spool the log, run the following script file

Windows:
AhsayOBC Home\bin\RunOBC.bat

eg: RunOBC.bat > log_file.txt

Linux/Unix:
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AhsayOBC Home/bin/RunOBC.sh
eg: /usr/local/obm/bin/RunOBC.sh > log_file.txt

Mac OSX:
AhsayOBC Home/bin/RunOBC.sh

eg: /Application/AhsayOBM/bin/RunOBC.sh = log_file.txt

or
/Application/AhsayACB/bin/RunOBC.sh > log_file.txt

AhsayOBSR
Restart the AhsayOBSR service to apply the changes.

AhsayRDR
Restart the AhsayRDR service to apply the changes.

Here is a full list of afc debug options.

3.3.2 Debug Options for AhsayOBC
obc.opt is used when you need to setup a debug option in the
AhsayOBM/AhsayACB. There are more than 20 options in this file, they are
located in the following location:

%0BC_HOME%\obc.opt

Most of these debug options can be activated by entering a ‘true’ value unless
specified.

eg:

com.ahsay.obc.core.action.RestoreListCmd.debug=true

After you added or changed the options, please restart the
AhsayOBM/AhsayACB scheduler service to apply the debug option. Here is a
full list of AhsayOBC debug options.

3.3.3 Debug Options for AhsayOBS

obsr.opt is used when you need to setup a debug option in the AhsayOBSR.
There are more than 60 options in this file, they are located in the following
location:
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%0BS_HOME%\conf\obsr.opt

Most of these debug options can be activated by entering a ‘true’ value unless
specified.

eg:

éom .ahsay.obs.core.job.debug=true

After you added or changed the options, please restart the AhsayOBSR service
to apply the debug option. Here is a full list of AhsayOBS debug options.

3.3.4 Debug options for AhsayRPS
obsr.opt is used when you need to setup a debug option in the AhsayOBSR.
There are several options related the replication in this file, they are located in
the following location:

%0BS_HOME%\conf\obsr.opt

Most of these debug options can be activated by entering a ‘true’ value unless
specified.

eg:

éom .ahsay.ars. job.debug=true

After you added or changed the options, please restart the AhsayOBSR service
to apply the debug option. Here is a full list of AhsayRPS debug options.

3.3.5 Debug options for AhsayRDR

rdr.opt is used when you need to setup a debug option in the AhsayRDR. There
are several options in this file, they are located in the following locations:

%RDR_HOME%\conf\rdr.opt

Most of these debug options can be activated by entering a ‘true’ value unless
specified.

eg:
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éom .ahsay.rdr.core.job.debug=true

After you added or changed the options, please restart the AhsayRDR service
to apply the debug option. Here is a full list of AhsayRDR debug options.
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4 AhsayOBS Troubleshooting Guidelines

To isolate the cause from version related issues, it is recommended to update
the backup server to the latest version. In case the backup server version is
out of support, please advise your partners to update the AhsayOBS,
AhsayOBM/AhsayACB to the latest supported version.

Please refer to the following Ahsay Help Centre article (2323) for the supported
versions.

4.1 Configuration Problems

4.1.1 Web Console Not Accessible

This is one of the most frequently asked questions by partners. This issue can
be related to network issue, license related issue or configuration related
issues.

Case study or reference

Complete article on Ahsay Help Centre:
¢ Troubleshooting guide for AhsayOBS Service Down or Slow Response
(2919)

4.1.2 Group Policy
As it is difficult to verify on complex policy cases, and complex policy cases

may result in some unexpected behaviour. We would suggest to simplify the
policies or clearly define the policies by a One-to-One relationship.

Basic checks

Please ensure the following are checked or meet the minimum requirements
before we do further troubleshooting:

1. Check if the users in the user group are using backup clients on version
6.3 or above.

2. Check if the policy is a One-to-One relationship between policy and user
group, and make sure each policy group is assigned to one user group
only.
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3. Check if the user group is a One-to-One relationship between user
account and user group, and make sure each user is assigned to one user
group only.

4. Check if there are multiple shared quota policies assigned to each storage
group.

5. Check if there are multiple “Default backup set” and “Enforcement backup
set” are applied for each backup user account.

6. Check if there are any user transfer activities between user groups when
the user is active in the user group.

7. Check if there are multiple policies created for each policy group.

8. Check if there are multiple global filters assigned for each backup set type.

4.1.3 License Error

For license issue, there will be a red error message shown on the AhsayOBS
management console > Manage System > Software License page. Here are
some common license problems.

4.1.3.1 “Internal Error 1011.”

Basic checks

1. Check if the mac address of the machine has changed.

When AhsayOBS detected that the MAC address of the AhsayOBS server
does not match with the entry on our license server, probably partner use
the license on another machine or test the license on another machine,
the 1011 error will be shown in the AhsayOBS management console >
Manage System > Software License page.

Note: If partner failed to contact us after the 14-days grace period, their
AhsayOBS server will be stop running.

Case study or reference

Complete article on Ahsay Help Centre:
e [Internal Error 1011] on AhsayOBS management console (License Issues)
(2596)
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Further troubleshooting

Please check on the following debug options and turn on the debug options in
obsr.opt to collect more information.

e internal.licErr.debug=true

4.1.3.2 “Internal Error 1012.”

Basic checks

1. Check any of the following are changed.

* mac address
e internal IP
*  remote IP
* service port

To avoid improper usage on the license, when AhsayOBS detected that
the MAC address, local/remote IP address or local port of the AhsayOBS
server do not match with the entry on our license server.

The 1012 error will be shown in the AhsayOBS management console >
Manage System > Software License page.

2. Check if the license is used on another machine

Partner may use the license for testing purpose, you can ask them to use
an evaluation license instead.

3. Is partner using multiple broadband network or ISP will re-distribute a
remote IP address in a short period of time?

By pass IP checking may be applied for partners.
4. Has the license key been converted into a pooled license (5.5.7.0 or later)?

You can check the key if you have the access to the Ahsay License
Management portal.

Note: If partner failed to contact us after the 14-days grace period, their
AhsayOBS server will be stop running.

Case study or reference
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Complete article on Ahsay Help Centre:
* Persistent "Internal Error 1012" error on AhsayOBS server (2598)

Further troubleshooting

Please check on the following debug options and turn on the debug options in
obsr.opt to collect more information.

¢ internal.licErr.debug=true

4.1.3.3 “Activate Product key error”

This is usually related to the network connnection issue, license.xml corruption,
or typo when entering the licensee name and license key.

Complete article on Ahsay Help Centre:
o | get the error 'Activate Product Key Error' when attempting to register
my license key? (2633)

4.1.3.4 “last block incomplete in decryption”

The error message suggests that the key entered is incorrect or that the key
entered has an addition space left at the end of the key.

Basic checks

5. Please copy and paste the product license key to the Software License
page again.

6. Ensure that the key is correctly entered and there is no spaces left at the

end of the key.

Complete article on Ahsay Help Centre:
e Error=last block incomplete in decryption (License incorrect product key)
(2753)
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4.1.3.5 “[Http.UnableToConnectExpt] [Http.SocketPack.getNewSocket]
Unable to connect to sHostname="lic.ahsay.com'”

Basic checks
1. Check if the AhsayOBS is installed on FreeBSD platform.

This issue will only affect AhsayOBS installation on FreeBSD. As the SSL
certificate on our License Server has recently been updated. The ‘cacerts’' file of
diablo JRE 1.6.0-7 does not contain any certificate authority (CA) information.

Case study or reference

Complete article on Ahsay Help Centre:
* License for AhsayOBS installation on FreeBSD cannot be updated (2701)

4.1.3.6 “Total number of modules have exceeded license key quota.
(XXXXXX module(s) quota exceeded.) ”

Total number of modules have exceeded license key quote. (OBM JVYM Royalty moduleis) quota

exceeded.)
User Settings
Login Marme : |username
Paszsword 3 Iiiiiiiiiiiiiiii

When creating a backup user on the AhsayOBS management console, eg: the
OBM JVM royalty module quota exceeded is shown. The message suggests that
the quota of the OBM JVM module has been reached for the corresponding
module, in the example above the 'AhsayOBM JVM Royalty' module.

Action

1. Ask your partner to contact Ahsay Sales Representatives for the purchase
of extra modules for their client backup operation.

2. Alternatively, un-select the corresponding add-on module when creating a
backup account.
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Add-on Modules © @ & Microsoft Exchange Server W % Microsoft SGL Server
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@ Lotus Domine # @ Lotus Notes

In-File Delta ™ % ‘olume Shadow Copy

F & Microsoft Exchange Mailbox |1U (Ma: 2000)
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P & Delta Merge

% Continuaus Data Protection

F B shadowProtect System Backup

F B Microsaft Windows Systern Backup

S Microsoft Windows Vitualization |1U (Max: 2000)

S hweare W Biackup |1U (Ml 2000)

XA

Note: the AhsayOBM JVM Royalty module is an old module for AhsayOBM
installed on NAS platforms. Probably a few partner purchased this module
several years ago. At the moment we don’t have any products which require
the AhsayOBM JVM Royality.

Case study or reference

Complete article on Ahsay Help Centre:
e Total number of modules have exceeded license key quota. (module(s)

quota exceeded.) (2872)

Further troubleshooting

Please check on the following debug options and turn on the debug options in
obsr.opt to collect more information.

¢ com.ahsay.obs.core.job.UsrModuleCheck.debug=true

41.4 Cannot Send Email

When AhsayOBS cannot send emails reports, probably cannot locate the
correct outgoing route to the SMTP, cannot read the email report template,
SMTP server connection, cannot write logs on the OS partition or the report file
is corrupted, etc. The error “Error getting report from all available IP address”
can be found in the AhsayOBS management console > System Log.

Basic checks
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Please ensure the following are checked or meet the minimum requirements
before we do further troubleshooting:

1.

Check the mail server is an SMTP server, as AhsayOBS can communicate
with SMTP server only.

If authentication required, please check on the username and password.
Check the AhsayOBS and SMTP connection.

Open a command prompt in Windows to telnet the SMTP ports eg:

telnet smtp.backupvault.com 25

For version 6.11.0.0 or later, you can test the connection via the [Test]
button next to the SMTP server setting.

Check if the SMTP host can be reached or identify the response of the
machine.

Open a command prompt to ping the SMTP eg:

ping smtp.backupvault.com

The ping command is not the best way to check the existence of the
machine, it can give you some idea on the response time of the network
traffic if the machine can be reached. In some case, there is no response
on the ping command because a router can drop the ping request.

Trace the routing between routers to narrow down the point of failure.
Open a command prompt to trace the routing

Windows

tracert smtp.backupvault.com

Linux/Unix

traceroute smtp.backupvault.com

This can check if the network connection has been dropped at a certain
router or gateway.
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6. Test if the DNS has been mapped to their external IP address.

nslookup smtp.backupvault.com

In some case, after server migration (with IP address changed), there
may be a DNS progation delay and client’'s DNS may points to the old IP
address.

Case study or reference

Complete article on Ahsay Help Centre:
e Error getting report from all available IP address (2613)

Case study about email/email report related issues on Ahsay Help Centre:

¢ AhsayOBS unable to send email ... Throwable='Unable to send email’ (in
system loq) (2271)

e Broadcast email cannot be sent for AhsayOBS with non-default
administrator username (No SMTP servers) (2900)

¢ AhsayOBS unable to send email to backup account of sub-admin ... No
SMTP servers configured (in system loqg) (2891)

e AhsayOBS unable to send backup report ... Unable to list backup job
pending emails (in system log) (2892)

Further troubleshooting

Please check on the following debug options and turn on the debug options in
obsr.opt to collect more information.

¢ com.ahsay.obs.core.job.BackupJobReport.debug=true

¢ com.ahsay.obs.core.MissedBackup.debug=true

¢ com.ahsay.obs.core.job.BackupJobReminderReport.debug=true

* com.ahsay.obs.core.job.BackupQuotaReminderReport.debug=true
¢ com.ahsay.obs.core.job.OfflineBackupReminderReport.debug=true
¢ com.ahsay.obs.core.job.ErrorReport.debug=true

e com.ahsay.obs.core.job.UsageReport.debug=true

4.1.5 AhsayOBS Crash

When AhsayOBS crash, in most case, it is related to Java memory allocation
issue.

Basic checks
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Please ensure the following are checked or meet the minimum requirements
before we do further troubleshooting:

1. Check if the physical machine configuration/OS version is supported. For
details, please refer to the following Ahsay Help Centre article (2323).

2. Check if AhsayOBS is correctly installed on the server.

3. Check if there is a license issue in the AhsayOBS management console >
Manage System > Software License page.

4. Check if there are any logs such as java.lang.OutOfMemoryError in the
AhsayOBS management console > Manage Log page.

5. Ensure the XML files in the %60BS_HOME%\conf folder are not corrupted.

6. Check on the Event Viewer (Windows) or dmesg (Linux) to see if there is
any application level or system level/OS level issue.

7. Ensure there is enough disk space in the AhsayOBS installation volume,
system home, and the user homes.

Case study or reference

Complete article on Ahsay Help Centre:
e How to troubleshoot on AhsayOBS crash? (2720)

Case study about AhsayOBS crash related issues on Ahsay Help Centre:
¢ AhsayOBS crash when the 'Use Windows Event Log' option is enabled
(2942)
e All threads are currently busy, waiting. Increase maxThreads or check the
servlet status (AhsayOBS crash) (2492)

4.1.6 User Home Connection Issue
In general, we do not recommend storing user homes in NAS storage, or other
mapped storage. This is because it trends to create lots of unexpected
problems which make AhsayOBS unstable.

Basic checks

Please ensure the following are checked or meet the minimum requirements
before we do further troubleshooting:
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1. Check if the NAS or the shared partition hosting machine can be reached
on the AhsayOBS machine or identify the response of the above machine.

Open a command prompt to ping the NAS or shared partition hosting
machine eg:

ping 192.168.1.11

The ping command is not the best way to check the existence of the
machine, it can give you some idea on the response time of the network
traffic if the machine can be reached. In some case, there is no response
on the ping command because a router can drop the ping request.

You can also try to run ping with the —t option to send the ping command
to the destination continuously. If any there are any connection drop, you
may be able to observe from the response.

ping 192.168.1.11 -t

2. Check on the Event Viewer (Windows) or run the command 'cat
/var/log/messages” (Linux) to see if there is any system level/OS level
issue. In Windows, run a "chkdsk" command to check on the storage.
While in Linux, you may check the disk by the command "/sbin/fsck" and
"/sbin/e2fsck™ (with the partition un-mount).

3. For network storage, verify the logon permission in the AhsayOBS service
has sufficient permission right to access the network storage.

4. If possible, also try to run rebuild user storage from the AhsayOBS
management console to ensure all problematic files can be scanned.

Case study or reference

Case studies on Ahsay Help Centre:

e Cannot get QPS Ratio of user home ... Error="No such file or directory’
(2370)

* \User_Home\Username\files\Current\File (Input/output error) (2262)

e \User_Home\Username\files\Current\File (The file or _directory is
corrupted and unreadable) (2671)

e AhsayOBS Usage Report has missing information (2533)

e User account missing from AhsayOBS management console
(Throwable=[UserCacheManager.login] _ Profile corrupted username)
(2371)

e Profile corrupted error on the AhsayOBS web console [Change Ownership]

page (2904)
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4.2 Routine Jobs Problems
4.2.1 Rebuild User Storage

Background

The main purpose of the rebuild user storage is to update the latest data usage
information in the data area and the retention area. During the data usage
update, system will repair as much data as possible, mark/delete those
corrupted data severely. The repair may inolve backup files, index.bdb and r-
index.bdb . During the maintenance period, any concurrent access on the
above files may cause interruption or at worst leads to index corruption.

The high-risk concurrent operations are listed below.

* Restore

* Rebuild (weekly storage rebuild, single user rebuild, single backup set
rebuild and on-the-fly rebuild)

* Delta merge job

There are some minor or rare cases which may also cause index corruption,
such as

e Delete files/backup set using AhsayOBM/AhsayACB/web restore
applet

* Undelete on the AhsayOBS

* Retention policy job

* CRCjob

* Delete backup set/files/data using API.

Since AhsayOBS version 6.3, the concurrent running of Backup job and rebuild
user storage are detected and the rebuild job will be skipped.

User log:

Thread-14827 [SingleUserRebuild] User="test"
Home="/0BSL10/0obsl1l/user/test”

[BFfsManager.rebuildUserBFS] The rebuild is skipped on the
running backup set BackupSet(1355120277642) of user test

Thread-14827 [SingleUserRebuild] Finished single user rebuild.
User="test” Owner="" DataSize(compressed)=4.58G DataSize=5.03G
DataFileNo=12,344 RetentionSize(compressed)=0 RetentionSize=0
RetentionFileNo=0
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In case there are concurrent running of restore and delete jobs on the
AhsayOBS, there are errors logged in the AhsayOBS system/user logs. Here is
the log pattern highlighted in red.

System/User log:

[Thread][Job][BackupFileRemover] User = “win_backup®, Backupset
ID = "1354674430542", Backup job = "2012-12-05-24-00-00"

[error][www][error][www] [BackupSetlndex.getFirstBackupFile]@3d37
945 Index corrupted
"/0BSL10/0bs1/user/win_backup/files/1354674430542"
[BackupFilelterator.Combined.hasNext] Throwable=
[BackupFilelterator_hasNext] Throwable=
[Bptree.KeyRangelterator._hasNext] Error=[2012/12/05 13:24:07]
[BufferedRandomAccessFile.getFilePointerRaf]
*/0BSL10/0obs1/user/win_backup/Tiles/1354674430542/index.bdb" has
been closed already.tknLeaf=nul ltknkmCurrent=nul ItknkmNext

=nul ItvnCurrent=nul I tvnNext=nul IbPastMaxKey=Ffalseibptk
eyMin=[IBptree.SimpleKey] Key="Current+006+0+C:\WINDOWS
\Microsoft_NET\Framework\v3.0\Windows Communication
Foundation\+-1+0" ibptkeyMax=[IBptree.SimpleKey]

Other useful information can also be collected from access log and restore log.

Access log:
10.5.0.12 - - [05/Dec/2012:13:16:23 +0800] "POST
/obs/restore/obm6/restoreFile.do?u=win%5fbackup HTTP/1.1" 200
111398
10.5.0.12 - - [05/Dec/2012:13:16:24 +0800] "'POST

/obs/restore/obm6/startRestore.do HTTP/1.1" 200 895205

i92-168-6-195 - - [05/Dec/2012:13:18:53 +0800] "'POST
/obs/delete/obm6/deleteBackupFile.do HTTP/1.1" 200 84
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Restore log:

2012/12/05 13:16:23AM - 2012/12/05 13:35:23AM win_backup
-— 1.2G 10.5.0.12

From the information in the access log, and restore log, we can identify that
there is a restore and delete file process at the same period of time, which may
cause the file index corrupt issue.

Basic checks

Please ensure the following are checked or meet the minimum requirements
before we do further troubleshooting:

1. Check on the backup log and see if there are any index corruption, index
error related log entries.

2. Check the system log/user log and see if there are any index corruption,
index error related log entries.

3. Check on the access log/restore log to match the time with the above
identified period of time.

Case study or reference

Case studies on Ahsay Help Centre:
e Block Corruption (when performing weekly Rebuild User Storage batch job
/ Single User Storage Rebuild) (2355)
¢ Incorrect Quota Exceeded error or Data Size calculation (issue if backup
job overlaps with user rebuild) (2876)
¢ \User Home\...\CdpBackupSet ... No such file or directory (when
performing Single User Storage Rebuild) (2619)

Further troubleshooting

Please check on the following debug options and turn on the debug options in
obsr.opt and afc.opt to collect more information.
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e internal.com.ahsay.obs.core.job.rebuild.debug.daily=true

¢ com.ahsay.obs.core.job.RebuildUserStoragelnfo.RunOnce=true
¢ com.ahsay.obs.core.bfs.Rebuild.debug=true

¢ com.ahsay.obs.core.bfs.debug=true

¢ com.ahsay.afc.bfs.debug=true

¢ com.ahsay.afc.bfs.BackupSetindex.info=true

4.2.2 CRC Check
When there are large amount of data error, probably related to the disk sector.
Basic checks
Please ensure the following are checked or meet the minimum requirements
before we do further troubleshooting:
For Windows, please check on the event view to identify if there are any disk

related issues.

For Linux, please check the file system with the fsck command, also check the
dmesg for any disk/file system related errors.

Case study or reference

Case studies on Ahsay Help Centre:
» Data error (cyclic redundancy check) (2710)

Further troubleshooting

Please check on the following debug options and turn on the debug options in
obsr.opt to collect more information.

e com.ahsay.obs.core.job.CrcCheck.debug=true

4.3 Backup Problems

When dealing with backup problems, we need to check if there are any
concurrent rebuild job running, restore job running as it may affect the backup
process.
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4.3.1 Backup File System Problems
When troubleshooting file restore problem, you may connect your own

AhsayOBM to the AhsayOBS server to do the restore. Here is a way of
restoring the files without modifying the TEMP directory in the backup set.

Basic checks

Please ensure the following are checked or meet the minimum requirements
before we do further troubleshooting:

1. Check on the backup log to collect information about the time interval,
user name of the backup job.

2. Check on the system log/user log at the specified time interval to check if
there are any concurrent processes, or any errors which may affect the
file backup process.

3. Check on the access log at the specific time interval and compare with the
result found in the system log/user log.

Case study or reference

Case studies on Ahsay Help Centre:
o [DbsException.BlockDBException][BlockDB.insert] Failed to insert row

into bptee (2340)

Further troubleshooting

Please check on the following debug options and turn on the debug options in
obsr.opt and afc.opt to collect more information.

¢ com.ahsay.obs.core.bfs.append.debug=true

¢ com.ahsay.afc.bfs.debug=true

¢ com.ahsay.afc.bfs.BackupSetindex.debug=true
¢ com.ahsay.afc.bfs.BackupSetlndex.info=true

¢ com.ahsay.afc.bfs.AccessManager.debug=true

¢ com.ahsay.afc.bfs.ResourceMonitor.debug=true
¢ com.ahsay.afc.bfs.ResourceMonitor.info=true
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4.4 Restore Problems

When dealing with restore problems, we need to check if there are any
concurrent rebuild job running, backup job running as it may affect the restore
process.

4.4.1 Restore File System Problems
When troubleshooting file restore problem, you may connect your own

AhsayOBM to the AhsayOBS server to do the restore. Here is a way of
restoring the files without modifying the TEMP directory in the backup set.

Basic checks
Please ensure the following are checked or meet the minimum requirements

before we do further troubleshooting:

1. Check on the restore log to collect information about the time interval,
user name of the restore job.

2. Check on the system log/user log at the specified time interval to check if
there are any concurrent processes, or any errors which may affect the
file restore process.

3. Check on the access log at the specific time interval and compare with the
result found in the system log/user log.

Skills

To change the TEMP directory for restore without making changes to the
backup set settings, the temporary director can be specified in the following
steps.

1. Open RunOBC.bat with a text editor.

2. Add the following debug option to the end of the line starts with “SET
JAVA_OPTS=" (Windows) or “JAVA_OPTS=" (Linux)

-Dcom.ahsay.obc.core.profile.RestoreSet.DEBUG_ENFORCE_TEMPDIR=

"${temp_path}"

Note:
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${temp_path} is the path of temporary directory, e.g. C:\Temp (Windows)
or /Temp (Linux)

3. Start AhsayOBM by executing the RunOBC.bat script.

4. Perform the restore.

Important:

This option will only works if AhsayOBM/AhsayACB is started with script files
(RunOBC.bat/RunOBC.sh)

Case study or reference

Complete article on Ahsay Help Centre:
* Troubleshooting guide for File Restore Problem? (2920)

Further troubleshooting

Please check on the following debug options and turn on the debug options in
obsr.opt and afc.opt to collect more information.

¢ com.ahsay.afc.bfs.debug=true

¢ com.ahsay.afc.bfs.RestoreXML.debug=true
¢ com.ahsay.obs.www.restore.debug=true

¢ com.ahsay.obs.deltaMerge.debug=true

4.5 Delta Merge Problems

4.5.1 Fail to merge delta files

Basic checks

Please ensure the following are checked or meet the minimum requirements
before we do further troubleshooting:

1. Check if AhsayOBM/AhsayACB is on version 6 or later.
2. Check if the delta merge module has been turned on in the user account.
3. Check if the delta merge feature has been turned on in the backup set.

4. The files do not meet the required retention policy settings.
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5. Check if the backup job has been run, it triggers the delta merge request
on the AhsayOBS.

6. Check if the AhsayOBS service has been restarted while the delta merge
job was still pending in the merge queue.

7. Check if the backup job has completed. No delta merge request will be
submitted to the AhsayOBS.

Case study or reference

Case studies on Ahsay Help Centre:
* pad block corrupted error (AhsayOBS delta merge operation) (2830)
e "Not in GZIP Format" error (AhsayOBS delta merge operation) (2829)

Further troubleshooting

Please check on the following debug options and turn on the debug options in
obsr.opt to collect more information.

¢ com.ahsay.obs.deltaMerge.debug=true

4.6 Replication Problems

The replication problems are mainly related to the connection issue, you need to
check on the replication logs from the AhsayOBS management console > [Manage
System] > [Manage Log] > [Replication Log] and the replication logs on the
AhsayRPS management console > [Manage Receiver] => list [Profile] =
[Replication Log].

In most cases, the replication involves the checking on both AhsayOBS and
AhsayRPS. More troubleshooting reference will be discussed in AhsayRPS
troubleshooting section.
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5 AhsayOBM /AhsayACB Troubleshooting

Guildlines

To isolate the cause from version related issues, it is recommended to update
the backup client to the latest version. In case the backup client version is out
of support, please advise your partners to update the AhsayOBS,
AhsayOBM/AhsayACB to the latest supported version.

Please refer to the following Ahsay Help Centre article (2323) for the supported
versions.

5.1 Configuration Problems

Common issues related to the configuration problem can be the configurator.sh
file on the Linux like platform, installation issue or profile related issues.

When there are configuration issues, AhsayOBM/AhsayACB may not be able to
startup, run or install. If there are any message shown, try to find the solution
in related areas. You can also check on the Event viewer (Windows) or dmesg
(Linux) to see if there are any findings.

Case study or reference

Case studies about configurator.sh related issues on Ahsay Help Centre:
e Cannot run Configurator.sh on a Linux or Unix machine with IPv6 enabled
(2397)
e Cannot run Configurator.sh on FreeBSD (java.lang.UnsatisfiedLinkError)
(2871)
* Configuration File NOT created ! (when running Configurator.sh) (2545)

Case studies about installation related issues on Ahsay Help Centre:
e Cannot install AhsayOBM on a Linux machine (cannot access
/aua/jvm/bin/aualJW : No such file or directory) (2404)
e Cannot start AhsayOBM / AhsayACB on Windows guest VM on VMware
Fusion server with mirrored desktop folder (2925)
e A newer version of this software already exists on this volume (cannot
install AhsayOBM / AhsayACB on Mac OS X) (2276)

Case study about profile related issues on Ahsay Help Centre:
* [Reply.parse] Unknown error (cannot save settings using the AhsayOBM /
AhsayACB user interface) (2870)
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5.2 Backup Problems

5.2.1 Common Problems

In the below sections, we have classified the common problems into network
related problem and OS/Java related problems.

5.2.1.1 Network Problem

To isolate the network related problem happens on the client side or it is a
general network problem on the server side problem. Please check the
following points at the client location as well as a different location eg: in a
public location with internet access, or another office location with no network
relationship to the client’s location.

Basic checks

Please ensure the following are checked or meet the minimum requirements
before we do further troubleshooting:

1. Check the URL of the backup server in a browser. Eg:
http://backup.ahsay.com or https://backup.ahsay.com . If they are using
non standard ports such as 8080, please test the connection via dedicated
Linux machine in our DM zone.

2. Check if the host can be reached or identify the response of the machine.

Open a command prompt to ping the AhsayOBS eg:

ping backup.ahsay.com

The ping command is not the best way to check the existence of the
machine, it can give you some idea on the response time of the network
traffic if the machine can be reached. In some case, there is no response
on the ping command because a router can drop the ping request.

3. Check the connecting port of the AhsayOBS service.

Open a command prompt in Windows to telnet the AhsayOBS ports eg:

telnet backup.ahsay.com 80
or
telnet backup.ahsay.com 443
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Trace the routing between routers to narrow down the point of failure.
Open a command prompt to trace the routing

Windows

tracert backup.ahsay.com

Linux/Unix

traceroute backup.ahsay.com

This can check if the network connection has been dropped at a certain
router or gateway.

Test if the DNS has been mapped to their external IP address.

nslookup backup.ahsay.com

In some case, after server migration (with IP address changed), there
may be a DNS progation delay and client’'s DNS may points to the old IP
address.

Case study or reference

Case studies on Ahsay Help Centre:

Skip backing up \\Network Path\Directory (network drive is not
accessible) (2419)

\\Network Drive\User Home\Username\ ... (The specified network name
is no longer available) (2295)

\User Home\user\db\Profile.xml.tmp (The system cannot find the path

specified) (2418)
[BackupSet.append] Uploaded file size incorrect (2505)

Further troubleshooting

Please check on the following debug options and turn on the debug options in
afc.opt to collect more information.

com.ahsay.afc.net.http.debug=true

Ahsay Systems Corporation Limited 99


https://help.ahsay.com/openArticle.aspx?aid=2505&p=16
https://help.ahsay.com/openArticle.aspx?aid=2505&p=16

A H i Ahsay Products Troubleshooting
Guidelines

e com.ahsay.afc.net.http.info=true
¢ com.ahsay.afc.net.http.ipalias.debug=true

5.2.1.2 Java Heap Size

Java virtual machine consumes physical memory when doing the
backup/restore operation, the memory allocation increases from the initial
value -Xss to the maximum value -Xmx. When the memory allocation reaches
the maximum value defined, the error “java.lang.OutOfMemoryError” will be
logged.

This error is common in the following operation

e In-file delta generation

* File list download

* Exchange mail level backup
* Backup large files

If the above error found,
1. Check xmx setting in the config.ini

2. Check -Xmx setting in RunOBC.bat (Windows) or RunBackupSet.sh (Linux)

Note: For a 32-bit Windows OS, the maximum value for the -Xmx is ranged
from 1.4GB to 1.6GB, 32-bit Solaris kernels the address space is limited to
2GB, while a 64-bit OS has no limitation on this value.

In live situation, there is not a general rule defined to tune the Java heap size.
This is because the bigger the heap size, the longer time in garbage collection
to take place. You can gradually increase the heap size until no Java heap error
generated, and acceptable performance on the overall operation.

In most situations, increasing the Java heap size more than 50% of the
physical memory is not recommended. It may be risky as you need to consider
the OS and other application consumption. Tunning a huge max value is not a
good idea, as it may affect the performance and the stability of the machine.

Case study or reference

Case study on Ahsay Help Centre:
. Java heap space (memory management issue) (2381)

Reference:
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http://www.oracle.com/technetwork/java/hotspotfaqg-
138619.html#gc_heap_32bit

5.2.1.3 Volume Shadow Copy

Microsoft Volume Shadow Copy Service is a technology to take shapshot on the
hard disk, even the file is locked by other applications. It supports local NTFS
file system on Windows XP, 2003 and later versions of Windows OS. We make
use of this method when backing up files on the server or client machine. In
many cases, when we encountered volume shadow copy malfunction, usually it
is related to the following cases:

* Long VSS snapshot generation time with intensive hard drive activity.
e VSS errors reported in Event Viewer.

* VSS errors reported by vssadmin.

e VSS fails to create snapshot.

In many case, re-registering the volume shadow copy service can help to
resolve the issue.

Case study or reference

Complete article on Ahsay Help Centre:
e How to troubleshoot on problem with Volume Shadow Copy? (2843)

Case studies on Ahsay Help Centre:

* [ERROR] [Shadow Copy] Unexpected provider error (2842)

e [ERROR] [Shadow Copy] An unexpected provider error occurred (Volume
Shadow Copy issue) (2673)

e Snapshot for Shadow Copy set is missing (Volume Shadow Copy issue)
(2464)

e [ERROR] [Shadow Copy] Internal error (Volume Shadow Copy issue)
(2445)

e The process cannot access the file because it is being used by another
process (Backup on exclusive opened file) (2718)

Reference:
http://en.wikipedia.org/wiki/Shadow Copy
http://technet.microsoft.com/en-us/library/cc754968%28v=ws.10%29

5.2.1.4 Other common issues

Case study or reference
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Case studies on Ahsay Help Centre:

Error_initializing bptree (Failed to create bfTable.bdb because it exists
already) (2928)

Character reference " " is an invalid XML character (backup on the
SYSVOL folder) (2882)

File exists already. It should not be overwritten (2302)

READ_ TIMEOUT=5400000 exceeded errors for AhsayOBM / AhsayACB
(2910)

[BackupSet.append] Uploaded file size incorrect (2505)

5.2.2 Backup Scheduler

Here is a summary of the identified schedule backup failure issues.

Basic checks

Please ensure the following are checked or meet the minimum requirements
before we do further troubleshooting:

1.

Check on the debug.log to see if scheduler runs, also check if there are
any error when the backup starts.

If the AhsayOBM/AhsayACB scheduler service has been stopped or
crashed, restart the scheduler to see if the scheduler logs can be written
into the debug.log file.

Check if the AhsayOBM/AhsayACB client machine is switch off, hanged or
running in power saving mode.

Check the debug.log to see if the schedule backup starts when there are
network errors on client side.

Check if there is any backup schedule configured for the affected backup
set(s).

Check if the AhsayOBM/AhsayACB runs on Mac OSX machine, there are
some reports about the sudden death of the scheduler service on the Mac
OSX without any traces.

Check the field in the "Run scheduled backup on computers named"” on
the AhsayOBS management console to see if it is not specified or is spelt
incorrectly.

Check if the time/time zone on client machine is set incorrectly.

Check if the time zone on the account user profile is set incorrectly.
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10.

11.

12.

13.

Check if the firewall rules has changed on client side which blocks
AhsayOBM/AhsayACB outgoing connection to AhsayOBS.

Check if the problem is related to the proxy server connection on client
side.

Check if the AhsayOBS service is unresponsive or down.

Check if the AhsayRDR service is unresponsive or down.

Case study or reference

Case studies about backup scheduler related issues on Ahsay Help Centre:

Backup job that is scheduled to be perform is not starting (missed
backup)? (2515)

Scheduled backup is not running on Windows or Mac OS X machine (2478)
Skip backing up " \ \ Network Path \ Directory " (network drive is not
accessible) (2491)

File=""\ \ Network Drive \ Directory Path \ File" Error="Access is denied."
(2467)

READ_TIMEOUT=5400000 exceeded errors for AhsayOBM / AhsayACB
(2910)

Case study about AhsayOBS/AhsayOBM/AhsayACB related issue on Ahsay Help
Centre:

After an AhsayOBS stoppage, backup job cannot be performed with
AhsayOBM / AhsayACB (2346)

5.2.3 Continuous Data Protection (CDP) Backup

In comparison to other types of backup (e.g. manual / schedule), the
Continuous Data Protect (CDP) backup job has the lowest priority of all.
Depends on the situation, some of the errors may be ignored.

Basic checks

Please ensure the following are checked or meet the minimum requirements
before we do further troubleshooting:

1.

AhsayOBM/AhsayACB is installed on the backup machine, and the service,
“Continuous Data Protection (AhsayOBM)” and “Continuous Data
Protection (AhsayACB)” are running on the backup machine.

Ensure the backup directories are on local drives, but not on floopy disks,
removable drive or network storage.
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3. Check the backup log and see if the CDP process was interrupted by a
manual/scheduled backup, and if the CDP job continues after the
interruption.

4. Check on the current CDP settings eg: minimum update interval, this
could be the reason for the data are not uploaded to the OBS ‘instantly’.

Case study or reference

Case study about CDP related issue on Ahsay Help Centre:
 Backup job status of Continuous Data Protection (CDP) report is showing
"Out of schedule time" (2696)

Case studies about AhsayOBM/AhsayACB related issues on Ahsay Help Centre:
* Will delete CDP backed up file ... because it is no longer selected to be
backed up by CDP (2697)
¢ Path "\Directory\File" is not on local hard disks, CDP will not backup the
changes under this path (2528)

5.2.4 Seed Load Backup
Common problems related to the seed load backup are related to hard sisk
problems and network problems.
Basic checks
Please ensure the following are checked or meet the minimum requirements
before we do further troubleshooting:
1. If the seed load is uploaded with version 6, ensure the
AhsayOBM/AhsayACB is using the v6.9.4.0 or later versions.
2. Check if the destination path is valid.

3. Check if the user has the permission to seed load the data to the

destination.
4. If network path is used, check if the machine can access the network path.
5. If disk error reported, check on the event logs for details (Windows) or

dmesg (Linux/Unix platforms).

Case study or reference
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Case study about seed load related issue on Ahsay Help Centre:
* [java.lang.OutOfMemoryError] unable to create new native thread (Seed
Load backup) (2938)

5.2.5 Local Copy Backup

Common problems related to the local copy backup are related to hard disk
problems and network problems.

Basic checks

Please ensure the following are checked or meet the minimum requirements
before we do further troubleshooting:

1. Check if the destination path is valid.

2. Check if the AhsayOBM has the permission to access to the destination.

3. If network path is used, check if the machine/AhsayOBM can access the
network path.

4. If disk error reported, check on the event logs for details (Windows) or
dmesg (Linux/Unix platforms).

Case study or reference

Case studies about local copy related issues on Ahsay Help Centre:
¢ Index corrupted error when performing local copy backup (Local Copy
destination on network drive) (2750)
e Unable to do lLocalCopy (Index corrupted error when performing local
copy backup) (2982)
¢ The system cannot find the path specified (Local Copy backup with invalid
backup destination) (2978)

5.2.6 Hyper-V VM Backup

Common problems are related to the Hyper-V VM backup is usually related to
the Hyper-V VM module, Hyper-V server on the client computer, and VHD files
are not backup to the AhsayOBS issue.

Basic checks
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Please ensure the following are checked or meet the minimum requirements
before we do further troubleshooting:

1. AhsayOBM is using version 6.7 or later is installed on the Hyper-V server.

2. Check if the Hyper-V management tools are installed on the Hyper-V
server.

3. Check if the Hyper-V service is turned on.

4. Check if the Hyper-V module is enabled for the backup set.

When troubleshoot on the performance issue:
1. Check the JVM memory settings.

2. Ensure there is a sufficient large disk space for the backup operation. Eg:
1.5x time the largest size virtual machine.

3.  When backing up a virtual machine with snapshot, make sure it is backing
up the whole VM instead of individual disk.

Case study or reference

Case studies on Ahsay Help Centre:
¢ Microsoft Windows Server Virtualization module is not enabled (Hyper-V
VM backup) (2833)
¢ Microsoft Hyper-V_Server is either not started or not installed on this
computer (Hyper-V VM backup) (2767)
¢ Microsoft Hyper-V VHD files are not backed up to AhsayOBS (Hyper-V VM

backup) (2833)

Reference:
http://en.wikipedia.org/wiki/Hyper-V
http://technet.microsoft.com/en-us/library/cc753637%28v=ws.10%29.aspx

Further troubleshooting

Please check on the following debug options and turn on the debug options in
afc.opt to collect more information.

¢ com.ahsay.afc.msvm.debug=true
¢ com.ahsay.afc.cluster.debug=true
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5.2.7 VMware VM Backup

Common problems are related to the VMware setting, connection issue,
AhsayOBM version, and settings issue.

Basic checks

Please ensure the following are checked or meet the minimum requirements
before we do further troubleshooting:

1.

Check if the VMware version is supported. For details, please refer to the
following Ahsay Help Centre article (2323)

AhsayOBM version should be on version 6.7 or later on the VMware
Server, VMware Fusion or the dedicated bridging backup client computer
for VMware ESX/ESXi backup.

For VMware ESX/ESXi, check the connection between the bridging backup
client computer and the VMware, ie the connecting port 22, 80 and 443.
Also the SSH is required to enabled.

When there are connection issues, check the connecting port 902, 812,
8222 and 8333 to the VMware Server.

Check if it is running on VMware ESXi 4.0 or 4.1 with multiple snapshot
root branches, this is not supported.

Check if the root account is enabled on the ESX/ESXi.

Check if the VMware ESX/ESXi is using raw device mapping which is not
supported.

Check if the setup is running on VMware ESX server cluster which is not
supported.

When troubleshoot on the performance issue:

1.

2.

4.

Check the JVM memory settings.

Check if the AhsayOBM is installed on a 64-bit computer with multiple
CPUs and cores.

Ensure there is a sufficient large disk space for the backup operation. Eg:
the temporary directory should have 1.5x times of the largest size virtual
machine.

Check the temporary directory is set on local machine, and not on the
same partition that the OS installed on.
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5.

When backing up a virtual machine with snapshot, make sure it is backing
up the whole VM instead of individual disk.

Case study or reference

Case studies about VMware on Ahsay Help Centre:

Cannot view backup source when creating a VMware Server backup set
(VMware VM backup) (2741)

java.lang.NullPointerException at com.ahsay.obc.os.e (Unknown Source)
(VMware VM Backup) (2722)

Failed to take snapshot on virtual machine caused by: java.io.lOException
unexpected server return (VMware VM backup) (2724)

VM_MISSING_VM (VMware VM backup) (2744)

Failed to take snapshot of VM (code 7021) internal error code:5 (VMware

VM backup) (2747)

Failed to take snapshot of VM (code 7021) internal error code:3 (VMware

VM backup) (2748)

Failed to create snapshot - Insufficient disk space on datastore (VMware

VM backup) (2952)

Case studies about connection issues on Ahsay Help Centre:

Cannot connect to the host machine (VMware VM backup) (2749)
Failed to take snapshot on virtual machine. no common elements found
(VMware VM backup) (2761)

Case studies about AhsayOBM related issues on Ahsay Help Centre:

Incorrect status shown for VMware guest virtual machine in backup
source menu (VMware VM backup) (2723)

Can't load 1A 32-bit dll on a AMD 64-bit platform (VMware VM backup)
(2745)

Spooling failed - There is not enough space on the disk (VMware VM
backup) (2746)

vmx file cannot be found for virtual machine located on VMFS datastore
name with space (VMware VM backup) (2924)

Unable to powerOn GuestVM - The attempted operation cannot be
performed in the current state (Powered on) (VMware VM backup) (2951)

Reference:
http://en.wikipedia.org/wiki/VMware_Server

http://en.wikipedia.org/wiki/VMware ESX

http://en.wikipedia.org/wiki/VMware Fusion

http://communities.vmware.com/community/vmtn/server/vmwareserver/serve

ri

Further troubleshooting
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Please check on the following debug options and turn on the debug options in
afc.opt to collect more information.

com.ahsay.afc.vmware.debug=true
com.ahsay.afc.vmware.VMHost.SkipRemoveSnapshot=true
com.ahsay.afc.vmware.Vmrun.debug=true
com.ahsay.afc.vmware.VMHost.SkipDumpMemory=true
com.ahsay.afc.vmware.VMHost.SkipQuiesce=true

5.2.8 MS System/System State Backup

Common problems are related to the AhsayOBM settings, backup machine
configuration and the volume shadow copy issues.

Basic checks

Please ensure the following are checked or meet the minimum requirements
before we do further troubleshooting:

1.

Check if the OS version is supported. For details, please refer to the
following Ahsay Help Centre article (2323)

AhsayOBM must be installed on the backup computer. For Windows
2008/R2 or SBS 2011, AhsayOBM 6.3 or above is required and system
volume must be formatted with NTFS.

For Windows XP or Windows 2003/R2, at least 2GB of space is required
for the temporary directory, while Windows 2008/R2/SBS 2011, at least
10GB of space is required for the temporary directory.

For Windows 2008/R2/SBS 2011 Windows Server Backup Features with
option Windows Server Backup, Command line tool and Windows
PowerShell.

Also check on the temporary drive location and setup according to the
Ahsay Help Centre article (2869).

When troubleshoot on the performance issue:

1.

Ensure there is a sufficient large disk space for the backup operation. Eg:
the temporary directory should have 1.5x times of the total in use size of
all the selected volumes.

Check if the temporary directory is configured on local drive.
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Case study or reference

Complete article on Ahsay Help Centre:
¢ Troubleshooting system or system state backup (Windows Server Backup

Feature) (3071)

Case studies about volume shadow copy related issues on Ahsay Help Centre:

¢ System writer is not found in the backup (Failed to generate the backup
image) (2916)

¢ The shadow-copy set only contains only a subset of the volumes needed
(Failed to generate the backup image) (2907)

e File size of "Directory Path\SystemState.bkf" does not appear to be
correct (2364)

e The shared restore point operation failed with error (0x81000101) (Failed
to generate the backup image) (2909)

Case studies about AhsayOBM related issues on Ahsay Help Centre:
e MS Windows System Backup module is not enabled (when performing MS
Windows System State backup on Windows 2008 server) (2682)

¢ Warning "... system state backup must be run by a standalone backup
set" (when performing MS Exchange server backup on Windows 2008
server) (2310)

¢ The specified file name in the file spec is invalid (Failed to generate the
backup image) (2707)

¢ Continuous bJW.exe process created for AhsayOBS initiated System State
or MS Windows System backup (backup set with invalid setting) (2922)

e The device is not ready (Failed to generate the backup image) (2934)

e CMD.EXE was started with the above path - UNC paths are not supported
(2959)

5.2.9 Exchange Mail Level Backup
Common problems are related to the Exchange server settings, MAPI profile
configuration, insufficient privilege, and AhsayOBM/AhsayOBS related issues.
Basic checks

Please ensure the following are checked or meet the minimum requirements
before we do further troubleshooting:

1. Check if the Exchange version is supported. For details, please refer to
the following Ahsay Help Centre article (2323)

2. Check if AhsayOBM is correctly installed on the Exchange server.
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3. Check if the Microsoft Messaging Application Programming Interface
(MAPI) has been installed on the Exchange server.

4. Check if the built in administrator account is enabled, by default, the
administrator account is disabled.

5. Check if there is a mailbox setup for the operating system account which
runs the mail level backup, eg. Administrator, and it is not hidden from
the Global Mailbox List.

6. If pre-6540 version of AhsayOBM is used, need to ensure the scheduler
service logon setting is set to a privileged account.

7. For 6540 or later version of AhsayOBM, need to ensure the “User
authentication for Windows” field is filled with a privileged account.

Case study or reference

A more detailed troubleshooting reference can be found on the Ahsay Help
Centre article (2644).

Case studies about Exchange server related issues on Ahsay Help Centre:
 ERROR= MAPI_E _NOT_ENOUGH MEMORY - Not enough storage is
available to complete this operation (Exchange mail level backup) (2636)
e Issue with MS Exchange mail level backup for mail at ROOT directory or
mail containing virus (The system cannot find the file specified) (2712)

Case studies about Exchange server — MAPI related issues on Ahsay Help

Centre:

e The MAPI spooler could not be started (Exchange mail level backup)
(2266)

e ERROR= MAPI _E_CALL_FAILED Detail=_Unspecified error_ (scheduled
Exchange mail level backup is not running) (2608)

e ERROR= MAPI_E_NOT_ENOUGH_MEMORY (Exchange mail level backup)
(2838)

Case studies about insufficient privilege related issues on Ahsay Help Centre:

« DOMAIN\Administrator might have insufficient permissions to the mailbox
(when creating Exchange mail level backup set) (2353)

« DOMAIN\Administrator might have insufficient permissions to the mailbox
(scheduled Exchange mail level backup is not running) (2318)

e getExchangePrivateStore ERROR (scheduled MS Exchange mail level
backup is not running) (2448)

e ERROR= MAPI_E FAILONEPROVIDER (scheduled Exchange mail level
backup is not running) (2692)
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Case studies about AhsayOBM/AhsayOBS related issues on Ahsay Help Centre:

E-mail Account Quota exceeded (2383)

[MS Exchange Mail Level Backup Set] cannot run on 64 bit application
(2873)

Scheduled MS Exchange mail level backup is not running (‘'ObmJW' /
'bJW' is not recognized as an internal or external command ...) (2387)

An invalid XML character (Unicode: xxxx) was found ... (2419)

Backup report displays Null instead of server name for all email backed up
(when performing a MS Exchange mail level backup) (2462)

Could not reserve enough space for object heap (scheduled Exchange
mail level backup is not running) (2623)

Problem with MS Exchange mail level backup (The filename, directory
name, or volume label syntax is incorrect) (2635)

Parser has reached the entity expansion limit 64,000 set by the
Application (Exchange mail level backup) (2695)
[BackupFile.encodeBackupJob] ‘index.bdb.Ick / r-index.bdb.Ick' is not a
valid backup job (Exchange mail level backup) (2865)

AhsayOBM crash on MS Exchange mail level backup set (Problematic
frame: [MSMailJNI12010.dlI+0x226c]) (2893)

Unable to rebuild index after 5 retries. Error=Character reference is an
invalid XML character (2932)

Further troubleshooting

Please check on the following debug options and turn on the debug options in
afc.opt to collect more information.

com.ahsay.afc.microsoft.mapi.debug=true

5.2.10 Exchange Database Backup

Common problems are related to the Exchange server settings, MAPI profile
configuration, insufficient privilege, and AhsayOBM/AhsayOBS related issues.

Basic checks

Please ensure the following are checked or meet the minimum requirements
before we do further troubleshooting:

1.

Check if the Exchange version is supported. For details, please refer to
the following Ahsay Help Centre article (2323)

Check if AhsayOBM is correctly installed on the Exchange server, for
Exchange 2010, AhsayOBM version 5.5.8.0 or above is required.
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3.

For Exchange server with Active Directory installed, a system state
backup must be performed regularly.

When troubleshoot on the performance issue:

1.

Ensure there is a sufficient large disk space for the backup operation. Eg:
the temporary directory should have 1.5x times of the total size of
all .edb files found within the MS Exchange Server installation folder.

Check if the temporary directory is configured on local drive.

Case study or reference

Case studies about Exchange server related issues on Ahsay Help Centre:

CExBackup::backupFile:HrESEBackupOpenFile: Error Number Oxc7ff07e0:

(null) (2592)
CExBackup::backupService:HrESEBackupSetup: Error Number 0x50d:

(null) (2423)
CExBackup::backupStorageGroup:HrESEBackupTruncatelLogs: Error
Number Oxc7ff1004: (null) (2620)

Error Number Oxc7felf45: Instance not found (2379)

Error Number Oxc80001f9: Backup is already active (2546)

Error Number 0Oxc800020e: An incremental backup cannot be performed
when circular logging is enabled (2366)

Error Number 0xc8000232: Some log or patch files are missing (2421)
Error="Insufficient system resources exist to complete the requested
service" (MS SQL or Exchange server backup) (2409)

There is not enough space on the disk (insufficient free space in
temporary directory) (2420)

Unknown Error (MS Exchange 2010 Server Backup) (2976)

Case studies about AhsayOBM/AhsayOBS related issues on Ahsay Help Centre:

\Temporary_Directory\ipc\ ... \RemoteTree.idx (Access is denied) (MS
Exchange server backup) (2334)

Cannot backup MS Exchange edb files if the database files are located on
the root level of a Volume Mount Point (2342)

Error Number 0xc8000230: The database missed a previous full backup
before the incremental backup (2268)

CExBackup::backupFile:WriteFile Error Number 0x40: The specified
network name is no longer available (2454)

Error Number 0x79: The semaphore timeout period has expired (2611)
Error="The specified network name is no longer available" (MS Exchange
server backup) (2365)

Expect log sequence 'abc’ but found ... EOOOdef.log (2654)

Expect log sequence 'xxx' but found ... priv.pat (2567)

File 'Guid' not found for exchange database (MS Exchange server backup)
(2493)
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The last backup jobs of *.stm and *.edb don't match ... (MS Exchange
database backup) (2659)

java.io.FileNotFoundException (Exchange  server  backup deletes
temporary folder before files are uploaded) (2940)

no FileSysUtilWIinX86 in java.library.path (MS Exchange server backup on
Windows Server 2008) (2500)

Remove temporary files after backup option does not remove temp files
for Local Copy, Seedload or Off-site backup (2821)

The system cannot find the path specified (MS Exchange server backup)
(2711)

Warning "... system state backup must be run by a standalone backup
set" (when performing MS Exchange server backup on Windows 2008

server) (2310)

Further troubleshooting

Please check on the following debug options and turn on the debug options in
afc.opt to collect more information.

com.ahsay.afc.msexfull.debug=true

5.2.11 MS SQL Server Backup

Common problems are related to the MS SQL server settings, database
spooling, and AhsayOBM/AhsayOBS related issues.

Basic checks

Please ensure the following are checked or meet the minimum requirements
before we do further troubleshooting:

1.

Check if the MS SQL version is supported. For details, please refer to the
following Ahsay Help Centre article (2323)

When checking on database spooling problem, check if AhsayOBM is
correctly installed on the MS SQL server or another separate backup client
machine, for MS SQL 2008 R2, AhsayOBM version 5.5.8.0 or above is
required. If AhsayOBM is installed on another separate backup client
machine, you can check the temporary directory configured (ie the
network path) must be accessible by the SQL server.

You can also check that the SQL Windows service must have read write
permission to the network temporary directory.

If the MSSQL database cannot be spooled, check if the SQL Windows
service has read write permission to the temporary directory and also try
the following spooling commands.
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Windows Authentication mode

>o0sgl -E -Q "DECLARE @dbname char(64) SET @dbname = "xxx"
BACKUP DATABASE @dbname TO DISK = "C:\temp\testdump.txt*”
WITH SKIP™

SQL Server Authentication mode

>0sql -U USERNAME -P PASSWORD -Q "'DECLARE @dbname char(64)
SET @dbname = "xxx" BACKUP DATABASE @dbname TO DISK =
"C:\temp\testdump.txt®™ WITH SKIP"

Notes:
xxX is the name of your database

4. If transaction log backup is required, you can check the simple recovery
model is set to full.

5. To ensure the backup files can be restored back to the SQL server, you
need to check if ‘master’, ‘model’, and ‘msdb’ are selected on the backup
set. If the SQL database has replication enabled, ‘distribution’ database is
required to be selected.

When troubleshoot on the performance issue:

1. Ensure there is a sufficient large disk space for the backup operation. Eg:
1.5x time the largest size virtual machine.

2. Check if the temporary directory is configured on local drive.

Case study or reference

Case studies about MS SQL server related issues on Ahsay Help Centre:

¢ The statement BACKUP LOG is not allowed while the recovery model is
SIMPLE (MS SQL transaction log backup) (2384)

e Write on 'Directory Path\Backup_ID\(loca)\*.bak.ADD"' failed: 112(failed
to retrieve text for this error. Reason: 15105) (2347)

e  Error="Insufficient system resources exist to complete the requested
service" (MS SQL or Exchange server backup) (2409)

e The backup of the file or filegroup '"sysft FullTextCatalog" is not
permitted (MS SQL database backup) (2607)
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Case studies about connection/database spooling/permission related issues on
Ahsay Help Centre:
e Cannot open backup device ... Device error or _device off-line (MS SQL
database backup) (2351)
¢ Path "Microsoft SQL Server\SERVER\Directory Path" does not exist! (MS
SQL database backup) (2424)
¢ Microsoft SQL Server cannot be found on this computer (cannot create MS
SQL database backup set) (2495)
« [ODBC SQL Server Driver][SOQL Server]Login failed for user 'sa' (MS SQL
backup) (2864)
e Operating system error 3(error not found) (MS SQL database backup)
(2400)
* Operating system error 5(error_not found) (MS SQL database backup)
(2284)

Case studies about AhsayOBM/AhsayOBS related issues on Ahsay Help Centre:
* [java.io.FileNotFoundException]
ConfigHome\.obm\temp\BackupSetID\Remote.bdb (2823)
* Remove temporary files after backup option does not remove temp files
for Local Copy, Seedload or Off-site backup (2821)

Further troubleshooting

Please check on the following debug options and turn on the debug options in
afc.opt to collect more information.

¢ com.ahsay.afc.mssql.debug=true

5.2.12 MySQL Database Server Backup

Common problems are related to the MySQL server settings, and
AhsayOBM/AhsayOBS related issues.

Basic checks

Please ensure the following are checked or meet the minimum requirements
before we do further troubleshooting:

1. Check if the Exchange version is supported. For details, please refer to
the following Ahsay Help Centre article (2323)

2. Check if AhsayOBM is correctly installed on the MySQL server.

3. When checking on database spooling issues, ensure the privilege are
granted to the MySQL user for accessing the database. Eg:
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mysgl> GRANT ALL PRIVILEGES ON *.* TO “username’@’localhost’
IDENTIFIED BY “password”;

mysgl> GRANT ALL PRIVILEGES ON *.* TO
“username’@” localhost.localdomain” IDENTIFIED BY “password”;

mysqgl> FLUSH PRIVILEGES;

4. Check if the backup includes the ‘information_schema’ database, as this
database cannot be backup and error will be logged in the backup report.

5. If AhsayOBM is running on Linux like platform, ensure the BACKUP_TYPE
parameter in RunBackupSet.sh is set to “DATABASE”.
When troubleshoot on the performance issue:

1. Ensure there is a sufficient large disk space for the backup operation. Eg:
1.5x time the largest size virtual machine.

2. Check if the temporary directory is configured on local drive.

Case study or reference

Case studies about MySQL server related issues on Ahsay Help Centre:
* mysgldump: Got error: 145: Table 'Table Name' is marked as crashed
(2634)

Case studies about AhsayOBM/AhsayOBS related issues on Ahsay Help Centre:

e Access denied for user 'Username' to database 'information_schema’
when using LOCK TABLES (MySQL database backup) (2668)

e  MySQL backup program (mysqldump) does not exist (MySQL database
backup) (2316)

¢ MySQL database backup completed successfully but the database data
was not backed up (when running RunBackupSet.sh) (2563)

¢ \Directory Path\ipc\MySQl BackupSet\Backup ID does not exist (MySQL
database backup) (2677)

e Error= Invalid authorization specification - Access denied for user (MySQL
database backup) (2694)

5.2.13 Oracle Database Server Backup

Common problems are related to the Oracle server settings,
connection/permission and AhsayOBM/AhsayOBS related issues.
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Basic checks

Please ensure the following are checked or meet the minimum requirements
before we do further troubleshooting:

1.

Check if the Oracle version is supported. For details, please refer to the
following Ahsay Help Centre article (2323)

Check if AhsayOBM is correctly installed on the Oracle server.

Ensure the Oracle is running in ARCHIVELOG log mode to ensure
complete data recoverability.

Ensure the JAVASYSPRIV role has been granted to system account.

If AhsayOBM is running on Linux like platform, ensure the BACKUP_TYPE
parameter in RunBackupSet.sh is set to “DATABASE”.

When troubleshoot on the performance issue:

1.

2.

Ensure there is a sufficient large disk space for the backup operation. Eg:
1.5x time the largest size virtual machine.

Check if the temporary directory is configured on local drive.

Case study or reference

Case studies about Oracle server related issues on Ahsay Help Centre:

null (Oracle database backup) (2641)
ORA-29538: Java not installed ORA-06512: at line 1 (2716)

Case studies about connection or permission related issues on Ahsay Help
Centre:

Error="10 exception: The Network Adapter could not establish the
connection" (Oracle database backup) (2661)

Error=Protocol violation (Oracle database backup) (2648)

Cannot connect to Oracle ... Error "lo exception: Connection refused ERR
12505 (Oracle database backup) (2396)

Error "\User_Home\Backup ID\_H_\ORACLEN\ ... \File.DBF' not found after
copying (Oracle database backup) (2662)

JavaSysPriv role not granted (Oracle database backup) (2680)

Case studies about AhsayOBM/AhsayOBS related issues on Ahsay Help Centre:
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'Directory\...\oracle\product\10.2.0/flash_recovery area’ not found
(Oracle database backup) (2896)

Failed to create directory '... /oracle/flash_recovery area/ORCL' (Oracle
database backup) (2405)

ORA-21560: argument 3 is null, invalid, or out of range (2630)

5.2.14 Lotus Domino Server/Notes Client Backup

Common problems are related to the Lotus Domino server/Notes Client
settings related issues.

Basic checks

Please ensure the following are checked or meet the minimum requirements
before we do further troubleshooting:

1.

Check if the Lotus Domino/Notes version is supported. For details, please
refer to the following Ahsay Help Centre article (2323)

Check if AhsayOBM is correctly installed on the Lotus Domino
server/Notes Client machine.

For transaction log backup, check all the selected databases have
transaction logging (archive mode) enabled on the Lotus Domino server.

If AhsayOBM is running on Linux like platform, ensure the BACKUP_TYPE
parameter in RunBackupSet.sh is set to “DATABASE”. Also ensure the
AhsayOBM has sufficient permission to access the
%0BM_HOME%/bin/notesenv .

When troubleshoot on the performance issue:

1.

2.

Ensure there is a sufficient large disk space for the backup operation. Eg:
1.5x time the largest size virtual machine.

Check if the temporary directory is configured on local drive.

Case study or reference

Case studies about Lotus Domino server related issues on Ahsay Help Centre:

Error loading LotusBM.dll ... (IBM Lotus Domino backup) (2402)
Error="Unknown OS error" (IBM Lotus Domino backup) (2335)
This database is currently being used by someone else (IBM Lotus Domino

backup) (2647)
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¢ Transactional Logging must be enabled for this function (IBM Lotus
Domino backup) (2559)

e "\Directory Path\File" (restorable,NOT recoverable) (IBM Lotus Domino
backup) (2350)

¢ libnotes.so: cannot open shared object file: No such file or directory (IBM
Lotus Domino backup) (2899)

5.3 Restore Problems

Common restore problems are related to the data restore on different OS
platform, file integrity, problems with previous backup and other configuration
issues.

Case study or reference

Complete article on Ahsay Help Centre:
* Troubleshooting guide for File Restore Problem (2920)

Case studies about restore related issues on Ahsay Help Centre:
* [RestoreMapi.mkdir] Unexpected error (MS Exchange mail level restore)
(2860)
e Cannot apply File Permission to \\Network Path\Directory Path\File (2586)

5.3.1 Local Copy Restore
Similar to file restore, the problems related to local copy restore are indexing
issues, file integrity issues, problems with previous local copy and other
configuration issues.

5.3.2 Decrypt AhsayOBS's files
Similar to file restore, the problems related to file decryption are related to

decrypting files onto different OS platforms, file integrity issues, problems with
previous backup and other configuration issues.

Case study or reference

Complete article on Ahsay Help Centre:
* Troubleshooting guide for File Decrypt Problem (2921)

Case studies about decrypt file related issues on Ahsay Help Centre:
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e Cannot decrypt file, Reason=[DeltaUnit.read][IOException][Buffered
RandomAccessFile][EOFException] (2832)

e Cannot decrypt data with Decrypt Files Wizard or Decrypt Local Copy
Wizard (for decrypt source with missing or corrupted index files) (2880)
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6 AhsayRPS Troubleshooting Guildelines

To isolate the cause from version related issues, it is recommended to update
the replication server to the latest version. In case the repliaton server version
is out of support, please advise your partners to update the AhsayOBSR on
both backup server and replication server to the latest supported version.

Please refer to the following Ahsay Help Centre article (2323) for the supported
versions. For AhsayRPS v6.x, it supports the replication for AhsayOBS v5.5.3.0
or above.

6.1 Configuration Problems

Basic checks

Please ensure the following are checked or meet the minimum requirements
before we do further troubleshooting:

1. Check if the IP/DNS host name of the AhsayRPS machine can be
connected from the AhsayOBS machine.

Open a command prompt to ping the AhsayOBS eg:

ping rps.ahsay.com
or
ping 202.12.34.56

The ping command is not the best way to check the existence of the
machine, it can give you some idea on the response time of the network
traffic if the machine can be reached. In some case, there is no response
on the ping command because a router can drop the ping request.

2. Check if the specific replication port for the AhsayOBS can be connected
from the AhsayOBS machine.

Open a command prompt in Windows to telnet the AhsayOBS ports eg:

telnet rps.ahsay.com 9444

Assumption: The 9444 port has already been setup on the AhsayRPS.

If no response, then test the following command to ensure the service on
the AhsayRPS has been turned on, eg:
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netstat —an

3. If there are still connection issue, try to trace the routing between routers
to narrow down the point of failure.

Open a command prompt on the AhsayOBS to trace the routing

Windows

tracert rps.ahsay.com

Linux/Unix

traceroute rps.ahsay.com

This can check if the network connection has been dropped at a certain
router or gateway.

4. Test if the DNS has been mapped to their external IP address.

nslookup rps.ahsay.com

In some case, after server migration (with IP address changed), there
may be a DNS progation delay and client’'s DNS may points to the old IP
address.

5. Check if the replication port is already been used by another AhsayOBS.

6. Check if dynamic IP is used, on the AhsayOBS or AhsayRPS machine. It
can cause the replication not stable and the replication stops if another IP
is detected.

7. Check if the network on the AhsayOBS is a dual WAN setting, avoid
AhsayOBS has 2 IP addresses. As AhsayRPS will fix the receiving IP from
the AhsayOBS, if another IP is detected, the replication will be stopped.

8. Check if the network monitoring tools to check on the replication ports, eg.
Nagios have been known to affect the replication connection between
AhsayOBS and AhsayRPS.

9. Check if the AhsayOBS replicates to the AhsayRPS on the same machine.
This is not recommended as this can affect the stability and defeated the
purpose of AhsayRPS as a backup or standby server of your AhsayOBS.
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10. Check if the license in the AhsayOBS has the replication module enabled.

11. Check if a customed SSL is used, as the current version does not support
customed SSL.

Checking on the “Traffic Limit Setting”:

1. Check if the replication traffic limit is set correctly, by setting the speed to
0, it means no limitation.

2. The value should be an integer.

Case study or reference

Case studies about AhsayOBS replication related issues on Ahsay Help Centre:
* AhsayOBS (with replication enabled) hangs randomly (2905)
e Error in connecting: Mismatch host. Getting new request from
hostname="null' (on replication) (2857)
e Cannot start replication with option grayed out (This feature is disabled in

license) (2763)

e [IOException] Reason=No route to host (on replication) (2756)

Case studies about AhsayRPS configuration related issues on Ahsay Help

Centre:

e Error=[Thread][RPSReceiver][system] Address already in use: JVM_Bind
(2487)

e Cannot start replication for AhsayRPS with SSL certificate installed
(Hostname verifying failed) (2789)

Further troubleshooting

Please check on the following debug options and turn on the debug options in
afc.opt on the AhsayRPS to collect more information.

¢ com.ahsay.afc.net.rps.debug=true

6.2 Replication Problems

The replication can cause problems when the disk on either AhsayOBS or
AhsayRPS has problems on reading or writing the data. It may cause the
replication not reaching logging mode.
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Case study or reference

Complete article on Ahsay Help Centre about replication not reaching logging
mode:
* How to troubleshoot on replication not reaching logging mode? (2555)

Case studies about AhsayOBS replication on Ahsay Help Centre:
* [Thread][AhsayRPSSender][admin] ... Error=The system cannot find the

file specified (2293)

Case studies about AhsayRPS replication related issues on Ahsay Help Centre:
* All receivers configured on the AhsayRPS server have disappeared (invalid
rpsRecv.xml) (2766)
* Error=[RPSSender.doAction] ... EOS encountered for opt.byCode! (2453)

Further troubleshooting

Please check on the following debug options and turn on the debug options in
afc.opt _on the AhsayOBS or afc.opt on the AhsayRPS to collect more
information.

Option for AhsayOBS
¢ com.ahsay.afc.net.rps.replicateFile.debug=true

Option for AhsayRPS
¢ com.ahsay.afc.net.rps.debug=true
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7 AhsayRDR Troubleshooting Guidelines

To isolate the cause from version related issues, it is recommended to update
the redirector to the latest version. In case the redirector server and backup
version are out of support, please advise your partners to update the
AhsayRDR and AhsayOBS to the latest supported version.

Please refer to the following Ahsay Help Centre article (2323) for the supported
versions.

7.1 License Problems

The license checking logic is similar to the AhsayOBS, the license related errors
can be referenced with the license error section in AhsayOBS.

Further troubleshooting

Please check on the following debug options and turn on the debug options in
rdr.opt to collect more information.

e internal.licErr.debug=true

7.2 Configuration Problems

Basic checks

Please ensure the following are checked or meet the minimum requirements
before we do further troubleshooting:

1. If AhsayOBS is still using 5.5.8.2, please ensure AhsayRDR is using 6.9 or
later versions.

2. If there are any users logon authentication issue, please ensure that
AhsayOBS has not enabled the Windows Active Directory Authentication.

3. Ensure the AhsayRDR can connect to all the AhsayOBS by the defined
ports listed in the AhsayRDR management console. Eg:

telnet obsl.ahsay.com 80 (if http is used)
or
telnet obsl.ahsay.com 443 (if https is used)
or
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telnet obsl.ahsay.com 8080 (if port 8080 is used)

4. Ensure each AhsayOBS can connect to all other AhsayOBS by the defined
ports listed in the AhsayRDR management console. Eg: In OBS1

telnet obs2.ahsay.com 80 (if http is used)
telnet obs3.ahsay.com 443 (if https is used)
telnet obs4.ahsay.com 8080 (if port 8080 is used)

5. Ensure all the hostname settings in the AhsayOBS, AhsayRDR
management console are using valid hostname.

Case study or reference

Case studies about AhsayRDR configuration related issues on Ahsay Help
Centre:
e Configuration of AhsayRDR failed (AhsayRDR conflict setting with
AhsayOBS) (2826)
e Configuration of AhsayRDR failed (Failed to connect to AhsayOBS) (2825)
e Configuration of AhsayRDR failed (Windows Active Directory (AD)
Authentication Settings are already defined) (2943)
¢ Cannot connect to backup server via AhsayRDR (for client connection via
Proxy Server) (3022)
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8 AhsayUBS Troubleshooting Guidelines

To isolate the cause from version related issues, it is recommended to update
the AhsayUBS to the latest version, then both AhsayUBS and AhsayOBS will be
running with the latest version. In case the AhsayUSB or AhsayOBS version are
out of support, please advise your partners to update the AhsayUBS to the
latest supported version.

Please refer to the following Ahsay Help Centre article (2323) for the supported
versions.

For the problems related to the AhsayOBS running on AhsayUBS, please refer
to the AhsayOBS troubleshooting guide for reference.

8.1 Installation Problems

Basic checks

Please ensure the following are checked or meet the minimum requirements
before we do further troubleshooting:

1. Check if the CPU is FreeBSD i386/amd64/x86_ 64 compatible.

2. Check if the RAM configured is 2GB of above or the installation or upgrade
will be aborted. If ZFS is used, a minimum of 4GB RAM is required.

3. Check if the storage has a minimum of 100GB of space.
4. Check if the network card is FreeBSD i386/amd64/x86_64 compatible.

5. Check if the server is configured with ZFS volumes, the AhsayUBS should
be installed on a 64-bit machine with 4GB of RAM or above.

Case study or reference

Case studies about AhsayUBS installation related issues on Ahsay Help Centre:
* Cannot start AhsayOBS service on AhsayUBS after upgrading or installing
using a CD or DVD-ROM (2908)

8.2 Raid or Disk Problems
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Basic checks

Please ensure the following are checked or meet the minimum requirements
before we do further troubleshooting:

General disk/raid setup on AhsayUBS:

1. Login AhsayUBS management console and check the Information >
System Status > Space to confirm if the system can read all the storage.

Default volumes:

Volume ID Mount Point Description
esosfw /ubs/mnt/esosfw Operating System
esfmfw /ubs/mnt/esfmfw Firmware Module
eslsfw /ubs/mnt/eslsfw System Storage

Note: Please check the actual volume ID on the mount point for additional
storage.

2. From Information > System Logs > System, check if there are any
message related to raid/disk errors.

3. Check the storage in Storage > Summary to ensure the status of the disk
is healthy.

4. Check the raid in Storage > Summary > RAID Information by clicking into
the pie chart icon to ensure the status of the raid is healthy. For ZFS
volumes, please also run the file system check by the [Scrub] button. For
UFS storage, use the file system check by the [fsck] button, the drive is
required to unmount before checking.

5. If a problematic disk/modular storage is found, shutdown the system to
replace the disk. Restart the system, and rebuild the device in the
AhsayUBS management console > Storage > Summary, select the
problematic device and rebuild the volume.

Hardware raid:

1. To further check on the hardware raid configuration. Reboot machine and
login to the raid BIOS to check on the raid/disk health. Run the disk check
utility to ensure the raid or disks are running properly.

2. If hot spare on the RAID is available, check if the RAID can switch from
the problematic disk to the spare disk.
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8.3 Collect System Information for Further Troubleshooting

There is a built-in debug script “ubs-debug.sh” in the AhsayUSB under the path

/ubs/bin . Run the script to spool the following information.

System Summary

e System Information

* Mother Board

* Processor

*  Memory

e Operating System

* Networking / Routing

* Disk / RAID / File System
e GEOM Device

e ZPOOL / ZFS

e UBS Config Files (Jubs/factory/custom.ini, /ubs/conf/profile.ini,

/ubs/conf/config.xml)

System Detail

* system.log (last 5000 lines)

* Dmesg

e Sysctl

¢ Dmidecode
. Kenv

e Disk Partition Summary
e atacontrol / camcontrol
e swapinfo

e  mount

o df

o zfs-stats.sh

¢ GEOM Detalil

e ZPOOL / ZFS Detail

To collect the above log details, please follow the following steps:

1. Enable the SSH daemon from the AhsayUBS management console >

System = SSHD , click start to enable the SSH daemon.
2. Connect the AhsayUBS via putty.

3. Change to the following directory:

Ahsay Systems Corporation Limited

130



A H i Ahsay Products Troubleshooting
Guidelines

cd /ubs/mnt/eslsfw/obsr/temp

4. Type the following command to spool the logs.

/ubs/bin/ubs-debug.sh > ubs_debug.log

5. Connect to the AhsayUBS via Windows explorer
eg:\\10.0.0.123\obsr\temp

6. Collect the log file ubs_debug.log for further troubleshooting.
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9 AhsayPRD Troubleshooting Guidelines

To isolate the cause from version related issues, it is recommended to update
the AhsayPRD to the latest version.

Please refer to the following Ahsay Help Centre article (2323) for the supported
versions.

9.1 Setup Problems

Basic checks

Please ensure the following are checked or meet the minimum requirements
before we do further troubleshooting:

1. Check if the Windows has installed the Microsoft Visual C++ 2008 SP1
redistributable package (x86).

2. Check if all the VHOST entry defined in the httpd.conf are correct.

3. Ensure each AhsayOBS instances are using its own listening ports defined
in the obs.xml eg: “60001 and 60002”, “60003 and 60004".

4. Check if the valid host name for each AhsayOBS instance is setup in the
DNS record.
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10 AhsayACP Troubleshooting Guidelines

10.1 Common Errors

The errors found in the AhsayCPS are usually related to expired code sign,
generated wrong version of AhsayOBC installers and Ahsay wordings found in
the installers, etc.

Basic checks

Please ensure the following are checked or meet the minimum requirements
before we do further troubleshooting:

1. Download the log files in Step 6. Check Status, such as obc-log.zip, obsr-
log.zip

2. Open the log file and check on the compilation log. These are human
readable log, can scan for the [Error] lines in the log file.

The following sections are case studies on some common findings.

10.1.1 Expired code sign cert

When generating the installers, no installer can be generated. When checking
on the compilation log. We can find the following lines:

Example:
Here is a sample obc-compilation-obc-win.log. It will be break down into
several parts with grey comments on each section.

(The cert-sign-executable-file header contains the compilation
message when embedding the code sign cert to the installer)
cert-sign-executable-file:

[echo] Target Executable:
E:\PartnerProfile\AhsayCSV03\6.11.0.0\obc\deploy-
acb\installer\win\Output\uninst

[echo] Digital Cert:
E:\PartnerProfile\AhsayCSVO3\6.11.0.0\obc\deploy-
acb\installer\win\cert\mypfxfile.pfx

[echo] Description: (Ahsay A-Click Backup)
Uninstaller
[echo] Detail URL: "www . ahsay.com"
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[exec] SignTool Error: 1SignedCode::Sign returned error:

0x80880253

(The error 0x80880253 is related to invalid code sign cert.)
[exec] The signer®s certificate is not valid for

signing.

[exec] SignTool Error: An error occurred while attempting
to sign: E:\PartnerProfile\AhsayCSV0O3\6.11.0.0\obc\deploy-
acb\installer\win\Output\uninst

[exec] The following certificate was selected:

[exec] Issued to: Commonwealth Ltd

[exec] Issued by: Go Daddy Secure Certification
Authority

[exec] Expires: 4/17/2012 1:27:35 AM
(The validity of the cert is expired.)

[exec] SHA1 hash:
621293BC3AE221F850CC719B3786633001BCE1F5

[exec]

[exec] Done Adding Additional Store

[exec]

[exec] Attempting to sign:
E:\PartnerProfile\AhsayCSVO3\6.11.0.0\obc\deploy-
acb\installer\win\Output\uninst

[exec]

[exec] Number of files successfully Signed: O

[exec] Number of warnings: O

[exec] Number of errors: 1

[exec] Result: 1

You can download the mycredentials.spc from the AhsayCPS to double check
on the validity of the code sign cert.

10.1.2 No code sign cert embedded to the installers?

When partners generate the installers for the first time, the code sign cert can
be embedded in the Windows installers. When partner login to the
customization portal and generate the installer again, the code sign cert does
not embed into the installer, even no settings change.

Due to security reason, we do not store the password of the code sign cert on

the AhsayCPS, partners can enter the password in Step 4. Digital Signature
and type the password of the digitial cert to generate the installer again.

10.1.3 Cannot generate correct version of AhsayOBC installers

Partners reported that old version of AhsayOBC installers are generated in new
release. The problem was found that older version of obc.jar, obcc.jar, obcs.jar
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and obc-lib.jar are uploaded to the AhsayCPS, these files are probably hot fix
files in previous release. These files are required to remove before new installer
generation.

Basic checks

Please ensure the following are checked or meet the minimum requirements
before we do further troubleshooting:

1. Check the folders in the AhsayCPS to ensure no jar files stored in the
following paths:
Home > custom-obm > app > common > bin

Home > custom-acb > app > common > bin

If the case happened on specific platforms, you may take a look if the jar
file can be found in the following paths:

Home > custom-obm > app > win > bin
Home > custom-obm > app > nix > bin
Home > custom-obm > app > mac > bin
Home > custom-acb > app > win > bin

Home > custom-acb > app > mac > bin

10.2 Problems that are not related to AhsayCPS

There are cases reported by partners that the AhsayCPS is not generating the
AhsayOBC installer properly. On further checking on their AhsayOBS, we found
that it is only related to the AhsayOBS license or the advertising banner stored
on the AhsayOBS.

10.2.1 OEM license

Partners reported that customized graphics and properties are uploaded to the
AhsayCPS. However the generated AhsayOBC displayed some original Ahsay
images.
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Basic checks

Please ensure the following are checked or meet the minimum requirements
before we do further troubleshooting:

1. Check if partner is still using the evaluation license, as the evaluation
license is not an OEM license. When AhsayOBM/ACB connects to an
AhsayOBS with non-OEM license, original Ahsay images will be shown on
the interface. After an OEM license applied to the AhsayOBS, branded
images on the AhsayOBM/ACB will be shown.

2. Double check the uploaded images are in the correct folder on the
AhsayACP.

10.2.2 Ahsay advertising banner found in AhsayOBM/ACB installer?

Partners reported that Ahsay advertising banners are shown on the
AhsayOBM/ACB interface, and the case is related to partners forgot to update
the advertising banners in the AhsayOBS.

Basic checks
Please ensure the following are checked or meet the minimum requirements

before we do further troubleshooting:

1. Check if there are any banners or text related to Ahsay in AhsayOBS
management console > Manage System > Other Options > Advertisments
section.

Ahsay Systems Corporation Limited 136



A H T Ahsay Products Troubleshooting
Guidelines

Appendix A - Product Documentations

Please Click Here for documentation of all Ahsay Products.
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Appendix B - afc.opt

When you turn on these options, you need to monitor on the growth of the logs
regularly. Some of the below options may generate huge amount of logs. If
there are no logs spooled, it is possible that the environment is not suitable or
the case cannot be reproduced under certain conditions. You may discuss with

our development team and verify if the options are turned on correctly.

Debug Options

com.ahsay.afc.bfs.debug

Value

true/false

Description

Warning: Large log file may be generated after enabling this
option.

Print header information when performing backup with
new/update/delete/move/update permission actions,
retention, seedload and restore.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.afc.bfs.BackupSetindex.info

Value

true/false

Description

Warning: Large log file may be generated after enabling this
option.

Print index information including backup set path, backup
job, client path, close index, delete index, insert backup file,
update backup file, delete backup file and list backup file etc.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.afc.bfs.BackupSetlindex.debug

Value

true/false

Description

Warning: Large log file may be generated after enabling this
option.

Print index operations including commit, freeze, unfreeze,
get first backup file, index active, load backup file header,
etc.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.afc.bfs.AccessManager.debug

Value

true/false

Description

Warning: Large log file may be generated after enabling this
option.

Print index operations including acquire index and release
index via Access Manager.
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Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.afc.bfs.ResourceMonitor.debug

Value

true/false

Description

Warning: Large log file may be generated after enabling this
option.

Print index operations including commit index, closing index
and index postStop action via ResourceMonitor.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.afc.bfs.ResourceMonitor.info

Value

true/false

Description

Warning: Large log file may be generated after enabling this
option.

Print index operations including index key remove from
cache, acquire index, return index, release index, waiting
index via ResourceMonitor.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.afc.bfs.RestoreXML.debug

Value

true/false

Description

Warning: Large log file may be generated after enabling this
option.

Print restore backup files full path, start/end tag and show
broken delta chain.

Log files to

obtain

catalina.out

Debug Options

com.ahsay.afc.net.rps.replicateFile.debug

Value

true/false

Description

Print local file list from OBS; print remote file list from RPS;
failure reason of file list extraction; etc.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.afc.net.rps.debug

Value

true/false

Description

Check the replication status and performance. If it is enabled
in AhsayOBS server, additional log messages will be written
into AhsayOBS replication log. If it is enabled in AhsayRPS
server, additional log messages willl be written into
AhsayRPS replication log. For example, "Start refreshing
logged files in UNSYNC mode"; "Finished refreshing logged
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files in UNSYNC mode";"[Debug:RPS] Skip replicate header
fo the 'Xxx' again."; etc.

Log files to

obtain

AhsayOBS replication logs , AhsayRPS replication logs

Debug Options

com.ahsay.afc.net.rps.keeplog

Value

true/false

Description

For internal use, keeping the xxxx.alf files in disk (AhsayOBS
server) after re-enabling the replication. Since the xxxx.alf
file has been executed, these files will not be executed
again.

Log files to

obtain

N/A

Debug Options

com.ahsay.afc.net.rps.restorePointinterval

Value

true/false

Description

For internal use. Enter a positive number which overwrites
the restore point interval setting by "MINUTE" interval. For
example define the option as "60" means a restore point will
be created on every 60 minutes.

Log files to

obtain

N/7A

Debug Options

com.ahsay.afc.bfs.CloseBrafAsync.debug

Value true/false
Description Print messages about closing/deleting index in resource
monitor.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.afc.bfs.FileBSetValidator.debug

Value

true/false

Description

Check delta path and in-backup job; check full path, file
type, backup job and in-backup job during backup
validation.

Log files to

obtain

catalina.out

Debug Options

com.ahsay.afc.debug

Value

true/false

Description

Print network interface information such as IP address and
subnet mask.

Log files to

obtain

catalina.out

Debug Options

com.ahsay.afc.delta.debug

Value

true/false

Description

Print debug messages about generating delta files and
merging delta files to full file. If this option is enabled in
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AhsayOBC, then the messages about merging delta to full
file during restore will be printed in AhsayOBC.

Log files to

obtain

catalina.out ; Spool the console output to file.

Debug Options

com.ahsay.afc.event.AbstractEvent.debug

Value

true/false

Description

Print debug messages about adding and removing event
listeners.

Log files to

obtain

catalina.out

Debug Options

com.ahsay.afc.event.BackupSetEvent.debug

Value

True/false

Description

Print debug messages about backup set event in AhsayOBC

Log files to

obtain

Spool the console output to file.

Debug Options

com.ahsay.afc.event.CorruptedindexEvent.debug

Value

true/false

Description

Print debug messages about firing corrupted index event,
and adding / removing listeners of that event.

Log files to

obtain

catalina.out

Debug Options

com.ahsay.afc.event.GeneralEvent.debug

Value

true/false

Description

Print debug messages about firing general events.

Log files to

obtain

catalina.out

Debug Options

com.ahsay.afc.res.Resource.debug

Value

true/false

Description

Print the resource message.

Log files to

obtain

catalina.out

Debug Options

com.ahsay.afc.util.Computerinfo.debug

Value

true/false

Description

Print debug messages about the value of computer info
obtained, and prints error messages if exception is thrown
when getting computer info.

Log files to

obtain

catalina.out

Debug Options

com.ahsay.afc.util.Computerinfo.skip

Value

True/false

Description

Internal testing. Skips obtaining computer info.

Log files to

N/A
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obtain

Debug Options

com.ahsay.afc.util.DateUtil.debug

Value

true/false

Description

Print out the timezone which is not yet defined in the
customed timezone list.

Log files to

obtain

catalina.out

Debug Options

com.ahsay.afc.util.FileUtil.debug

Value

true/false

Description

Prints exception if failed to load the Ilibrary file (ie.
WinUtil*.dll, libNixUtil*.so or libMacUtilMacAll.jnilib file.)

Log files to

obtain

catalina.out

Debug Options

com.ahsay.afc.util.FileUtil.skipWinUtil

Value

true/false

Description

Skips loading WinuUtil*.dll, to avoid exception when

AhsayRPS and AhsayOBS use the same .dll file.

Log files to

obtain

N/A

Debug Options

com.ahsay.afc.util.GZipStream.debug

Value

true/false

Description

Prints exception if native GZip stream cannot be used (i.e.
getting UnsatisfiedLinkError in catalina.out).

Log files to

obtain

catalina.out

Debug Options

com.ahsay.afc.util.nix.DefaultUtil.force

Value

true/false

Description

Forces to use Java to handle native file operations in Linux,
to avoid problems with native libraries in Linux.

Log files to

obtain

N/7A

Debug Options

com.ahsay.afc.util.nix.NixUtil.debug

Value

true/false

Description

Print messages about which type of native library is loaded
in Linux

For example:

[NixUtil] [getinstance] FORCE_DEFAULT_UTIL: true

[NixUtil] [getinstance] IS_SUPPORTED_LINUX: false
[NixUtil] [getinstance] IS_SUPPORTED_SUN_OS: false
[NixUtil] [getinstance] IS _SUPPORTED_BSD: false.

Log files to

obtain

catalina.out
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Debug Options

com.ahsay.afc.util.PeriodicAction.debug

Value

True/false

Description

Print debug messages about the running and stopping of
periodic actions (eg. concurrent access of index
information).

Log files to

obtain

catalina.out

Debug Options

com.ahsay.ani.fsutil.FileSystemStat.debug

Value

True/false

Description

Print debug messages about the file system statistics
obtained (free and total space of disk).

Log files to

obtain

catalina.out

Debug Options

com.ahsay.ani.fsutil.FileSystemStat.UnsupportedOS

Value

True/false

Description

Used system unsupported OS default statistics (i.e. 2 * 1024
* 1024 * 1024 * 1024 kilobytes = 2TB) for the free and total
space of disk.

Log files to

obtain

N/A

Debug Options

Com.ahsay.ani.fsutil.Folderlterator.debug

Value

True/false

Description

Print debug message about whether Java or native library is
used to list files.

Log files to

obtain

catalina.out

Debug Options

com.ahsay.ani.fsutil.Folderlterator.javaOnly

Value True/false

Description Forces using Java to list files.
Log files to | N/A

obtain

Debug Options

com.ahsay.afc.log.FileLogger.debug

Value

True/false

Description

Print debug messages about FileLogger opening new log file.
FileLogger is used for creating AhsayRPS debug log.

Log files to

obtain

catalina.out

Debug Options

com.ahsay.afc.log.FileLogger.NoPrintStackTrace

Value

True/false

Description

Force to remove logs from queue (cache) when they cannot
be flushed into log file.

Log files to

obtain

N/7A
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Debug Options

Com.ahsay.afc.adt.Queue.debug

Value

True/false

Description

Print debug messages about putting entries into Queue, and
removing entries from Queue.

Log files to

obtain

The messages are printed into a file
"com.ahsay.afc.adt.Queue.debug" under application home
(or bin folder if it is started by script file).

Debug Options

com.ahsay.afc.msvm.debug

Value true/false
Description Print out debug messages for Microsoft Hyper-V Server
Backup

Log files to

obtain

Spool the console output to file.

Debug Options

com.ahsay.afc.cluster.debug

Value

true/false

Description

Print out debug messages for Microsoft VM (Hyper-V)
Failover Cluster Backup

Log files to

obtain

Spool the console output to file.

Debug Options

com.ahsay.afc.microsoft.mapi.debug

Value true/false
Description Print out debug messages for Microsoft Exchange Mail Level
Backup

Log files to

obtain

Spool the console output to file.

Debug Options

com.ahsay.afc.msexfull.debug

Value true/false
Description Print out debug messages for Microsoft Exchange Server
Backup

Log files to

obtain

Spool the console output to file.

Debug Options

com.ahsay.afc.mssql.debug

Value

true/false

Description

Print out debug messages for Microsoft SQL Server Backup

Log files to

obtain

Spool the console output to file.

Debug Options

com.ahsay.afc.vmware.debug

Value

true/false

Description

Print out debug messages for VMware VM Backup

Log files to

obtain

Spool the console output to file.
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Debug Options

com.ahsay.afc.vmware.VMHost.SkipRemoveSnapshot

Value

true/false

Description

Skip to remove the snapshot created for VMware VM Backup

Log files to

obtain

Spool the console output to file.

Debug Options

com.ahsay.afc.vmware.Vmrun.debug

Value true/false
Description Print out vmrun command debug messages for VMware VM
Backup

Log files to

obtain

Spool the console output to file.

Debug Options

com.ahsay.afc.vmware.VMHost.SkipDumpMemory

Value

true/false

Description

Skip to dump memory when taking snapshot for VMware VM
Backup

Log files to

obtain

Spool the console output to file.

Debug Options

com.ahsay.afc.vmware.VMHost.SkipQuiesce

Value

true/false

Description

Skip Quiesce when taking snapshot for VMware VM Backup

Log files to

obtain

Spool the console output to file.

Debug Options

com.ahsay.afc.net.http.debug

Value

true/false

Description

Warning: Large log file may be generated after enabling this
option.

Collect general debug information from the option
com.ahsay.afc.net.http.info first. This option shows more
program related information on http/https network traffic
and SSL cert information.

Log files to

obtain

Spool the console output to file.

Debug Options

com.ahsay.afc.net.http.info

Value

true/false

Description

Warning: Large log file may be generated after enabling this
option.

Shows general information on http/https related network
traffic and SSL cert information. Try this debug option to
collect http/https related network traffic information first. For
further troubleshooting, turn on the following debug option
com.ahsay.afc.net.http.debugqg .

Log files to

Spool the console output to file.

Ahsay Systems Corporation Limited

145




AHITTT™

Ahsay Products Troubleshooting
Guidelines

obtain

Debug Options

com.ahsay.afc.net.http.ipalias.debug

Value

true/false

Description

Warning: Large log file may be generated after enabling this
option.

Show IP alias/DNS information when debugging with HA
environment.

Log files to

obtain

Spool the console output to file.

Debug Options

com.ahsay.afc.util.ConcurrencyManager.debug

Value

true/false

Description

Prints debugging information from the Concurrency Manager
which is responsible for managing different tasks to run
concurrently with different priorities. For example, it
determines how many delta genreation tasks to run as well
as which files to be uploaded to AhsayOBS first.

Log files to

obtain

Spool the console output to file.

Debug Options

com.ahsay.afc.util. TimedFolder.debug

Value

true/false

Description

Print out TimedFolder related information, e.g.:
* deleting files
* rolling forward files
» file view of a file path at a specified time.

Log files to

obtain

Spool the console output to file.

Debug Options

com.ahsay.afc.db.bdb.BlockDB.change

Value

true/false

Description

Print log messages in case BDB file has been changed
(insert/update/delete).

Log files to

obtain

Spool the console output to file.

Debug Options

com.ahsay.afc.db.bdb.BlockDB.debug

Value

true/false

Description

Print debug messages with details in variable, e.g. row

count, number of row with the same key, etc..

Log files to

obtain

Spool the console output to file.

Debug Options

com.ahsay.afc.db.bdb.BlockDB.info

Value

true/false

Description

Print debug messages to indicate progress of operations that
accessing BDB files.
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Log files to

obtain

Spool the console output to file.

Debug Options

com.ahsay.afc.db.bdb.BlockDB.performance

Value

true/false

Description

Provide time information when BDB functions calls, which
give hints to solve problems with poor BDB performance.

Log files to

obtain

Spool the console output to file.

Debug Options

com.ahsay.afc.db.bdb.BlockFile.debug

Value

true/false

Description

Print details when blocks of data are read/written to a BDB
file, with detailed information such as block type, offsets,
whole content of the data block, etc..

Log files to

obtain

Spool the console output to file.

Debug Options

com.ahsay.afc.db.bdb.BlockFile.info

Value

true/false

Description

Print messages to indicate the progress of operations that
accessing block files (Block file is the base structure of BDB
file).

Log files to

obtain

Spool the console output to file.

Debug Options

com.ahsay.afc.db.bdb.Bptree.debug

Value

true/false

Description

Provide debug message for the key/value nodes (i.e. index
and data) that contained in the B+ tree (index type that
used by BDB file).

Log files to

obtain

Spool the console output to file.

Debug Options

com.ahsay.afc.db.bdb.Bptree.info

Value

true/false

Description

Print messages to indicate progress of access/update of data
in the B+ tree.

Log files to

obtain

Spool the console output to file.

Debug Options

com.ahsay.afc.db.bdb.Bptree.perform

Value

true/false

Description

Provide time information when B+ tree functions is called,
which give hints to solve problems with poor performance
(similar with BlockDB).

Log files to

obtain

Spool the console output to file.
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Debug Options

com.ahsay.afc.io.BufferedRandomAccessFile.debug

Value

true/false

Description

Prints debug information when a file is being
accessed/updated by this class, and the detailed cache
information, e.g. block size, cache size, etc.

Log files to

obtain

Spool the console output to file.

Debug Options

com.ahsay.afc.io.BufferedRandomAccessFile.disk-access

Value

true/false

Description

Prints debug information on the frequency in directly
accessing the disk. For an ideal situation, most of the time
1/0 should be happened in cached buffers instead of disk.

Log files to

obtain

Spool the console output to file.

Debug Options

com.ahsay.afc.io.BufferedRandomAccessFile.info

Value

true/false

Description

Print messages of the progress during file 1/0, with statistic
information about the usage in cache, to provide hints for
1/0 performance.

Log files to

obtain

Spool the console output to file.

Debug Options

com.ahsay.afc.io.BufferedRandomAccessFile.read-write

Value

true/false

Description

Prints detailed information about the offsets and the content
(in byte array) during file read/write.

Log files to

obtain

Spool the console output to file.

Debug Options

com.ahsay.afc.io.BufferedRandomAccessFile.useJavaRaf

Value

true/false

Description

Option to enable the class to use native handler to access
the disk 1I/0 instead of java.io or java.nio. Default should be
true, unless a native library exists.

Log files to

obtain

Spool the console output to file.
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Appendix C - obc.opt

When you turn on these options, you need to monitor on the growth of the logs
regularly. Some of the below options may generate huge amount of logs. If
there are no logs spooled, it is possible that the environment is not suitable or

the case cannot be reproduced under certain conditions. You may discuss with
our development team and verify if the options are turned on correctly.

Debug Options

com.ahsay.obc.core.action.GetDefaultBackupSetSettingCmd.

debug
Value true/false
Description Print out default values of new backup set to a XML file.
Log files to | [WORKING_DIR]\DefaultBkupsetProfile.xml
obtain

Debug Options

com.ahsay.obc.core.action.RestorelListCmd.debug

Value

true/false

Description

Print out the restore file list in the RestoreList.xml and spool
the process information in RequestDump.log .

Log files to

obtain

[BACKUP_SET_TEMP_DIR]\RestoreSet\[BACKUP_SET_ID]\R
equestDump.log

[BACKUP_SET_ TEMP_DIR]\RestoreSet\[BACKUP_SET_ID]\R
estoreList.xml

Debug Options

com.ahsay.obc.core.rset.file.DownloadFileSetTree.debug

Value

true/false

Description

Print out debug messages for restore/decrypt.

Log files to

obtain

[WORKING_DIRJ\DownloadFileSetTree.log

Debug Options

com.ahsay.obc.core.rset.file.DownloadFileSetTree.SaveXML

Value

true/false

Description

Print out the decrypt list from AhsayOBS to a XML file.

Log files to

obtain

[RESTORE_DESTINATION]J\DownloadFileSetTree_[RESTORE
_JOB_1D].xml

Debug Options

com.ahsay.obc.core.bset.hotUpload.debug

Value

true/false

Description

Print out backup related information, e.g.:
* the processing file paths,
e recursion level,
* add to New/Delete File paths,
* debug messages when checking Move Files and
generating deltas.

Log files to

obtain

Spool the console output to file.

| Debug Options | com.ahsay.obc.core.bset.hotUpload.MiniUtil_Backup.debug

Ahsay Systems Corporation Limited

149



AHITTT™

Ahsay Products Troubleshooting
Guidelines

Value true/false

Description Print out the listing root path and child path during backup.
Log files to | Spool the console output to file.

obtain

Debug Options

com.ahsay.obc.core.profile.RestoreSet. DEBUG_ENFORCE_TE
MPDIR

Value

true/false

Description

Set the temporary directory for restore without modifying
backupset settings.

Log files to

obtain

N/A

Debug Options

com.ahsay.obc.core.rpc.SendRequestHandler.debug

Value

true/false

Description

Set maximum retry to 1 minute for sending request to
AhsayOBS, default is 6 hours.

Log files to

obtain

N/7A

Debug Options

com.ahsay.obc.core.rset.file.debug

Value

true/false

Description

Print out restoring paths during restore.

Log files to

obtain

Spool the console output to file.

Debug Options

com.ahsay.obc.core.rset.RestoreSymlinkOnFilesystemTask.d

ebug
Value true/false
Description Print out debug messages when restoring symbolic links.
Log files to | Spool the console output to file.
obtain

Debug Options

com.ahsay.obc.RemoteBDB.forceRebuild

Value

true/false

Description

Force to rebuild file database (BDB) on AhsayOBS.

Log files to

obtain

N/A

Debug Options

com.ahsay.obc.RemoteBDB.SaveXML

Value

true/false

Description

Save the downloaded file list from AhsayOBS to a XML file,
only available when rebuilding corrupted file database
(BDB).

Log files to

obtain

[BACKUP_SET_TEMP_DIR]\BackupSet\[BACKUP_SET_ID]\Re
moteBDB_[BACKUP_JOB_1D].xml

Debug Options

com.ahsay.obc.ui.component.panel.JAdPanel.disableAd

Value

true/false
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Description

Disable advertisement in AhsayOBC.

Log files to
obtain

N/7A

Debug Options

com.ahsay.obc.ui.ConfirmConsole.DEBUG_ENFORCE_2_YES
_TO_ALL

Value true/false
Description Set option to “YES” for confirm consoles.
Log files to | N/A

obtain
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Appendix D - obsr.opt

When you turn on these options, you need to monitor on the growth of the logs
regularly. Some of the below options may generate huge amount of logs. If
there are no logs spooled, it is possible that the environment is not suitable or
the case cannot be reproduced under certain conditions. You may discuss with
our development team and verify if the options are turned on correctly.

AhsayOBS debug options

Debug Options | com.ahsay.obs.core.DateMask

Value DateMask=dd-MM-yyyy
Description OBS date time format options.
Log files to | N/A

obtain

Debug Options | com.ahsay.obs.core.TimeMaskWithSecond

Value TimeMaskWithSecond=HH:mm:SS
Description OBS date time format options.
Log files to | N/A

obtain

Debug Options | com.ahsay.obs.core.TimeMaskWithoutSecond

Value TimeMaskWithoutSecond=HH:mm
Description OBS date time format options.
Log files to | N/A

obtain

Debug Options | internal.licErr.debug
Value true/false
Description Internal: Add this option in the obsr.opt

Print the local IP, remote IP, mac address, license key
information in the system log.

Log files to | catalina.out

obtain

Debug Options | com.ahsay.obs.core.bfs.append.debug

Value true/false
Description Warning: Large log file may be generated after enabling this
option.

Verify backup data (hashed path, client path, size, block
sequence, crc, etc.) during upload. Print file block
information when creating new backup file or retrieving
existing backup file.

Log files to | AhsayOBS system logs

obtain
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Debug Options

internal.com.ahsay.obs.core.job.rebuild.debug.daily

Value

true/false

Description

Internal: Add this option in the obsr.opt

Run storage rebuild job daily.

Log files to

obtain

N/A

Debug Options

com.ahsay.obs.core.job.RebuildUserStoragelnfo.RunOnce

Value

true/false

Description

Internal: Add this option in the obsr.opt

Run storage rebuild job when system startup.

Log files to

obtain

N/A

Debug Options

com.ahsay.obs.core.bfs.Rebuild.debug

Value

true/false

Description

Verify rebuild operation.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.obs.core.bfs.debug

Value

true/false

Description

Verify rebuild operation.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.obs.core.cop.OptManager.printTotalOperationsDe

bug
Value true/false
Description Print the total number of running operations.
Log files to | AhsayOBS system logs
obtain

Debug Options

com.ahsay.obs.core.db.DbsManager.CreateBackupJobSorted
FileTable.debug

Value true/false

Description Verify backup jobs are sorted in descending order.
Log files to | AhsayOBS system logs

obtain

Debug Options

com.ahsay.obs.core.dbs.usr.debug

Value

true/false

Description

Verify backup user profile.

Log files to

obtain

AhsayOBS system logs

Debug Options | com.ahsay.obs.core.job.CrcCheck.RunOnce
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Value true/false

Description Force to run CRC operation when the AhsayOBS starts.
Log files to | AhsayOBS system logs

obtain

Debug Options

com.ahsay.obs.core.job.debug

Value

true/false

Description

The following 23 options will be set to true/false according to
the value specified above.

com.ahsay.obs.core.job.BackupJobReminderReport.debug
com.ahsay.obs.core.job.BackupJobReport.debug
com.ahsay.obs.core.job.BackupQuotaReminderReport.debug
com.ahsay.obs.core.job.ConfigurationArchival.debug
com.ahsay.obs.core.job.CrcCheck.debug
com.ahsay.obs.core.job.DailyLicenseCheck.debug
com.ahsay.obs.core.job.DebugLogsRemoval.debug
com.ahsay.obs.core.job.ErrorReport.debug
com.ahsay.obs.core.job.InactiveUserReport.debug
com.ahsay.obs.core.job.LicenseExpiryCheck.debug
com.ahsay.obs.core.job.OfflineBackupReminderReport.debug
com.ahsay.obs.core.job.OnlineUserCache.debug
com.ahsay.obs.core.job.RemoveTrialUser.debug
com.ahsay.obs.core.job.ReplicationErrorReport.debug
com.ahsay.obs.core.job.RestoreJobReport.debug
com.ahsay.obs.core.job.RetentionPolicy.debug
com.ahsay.obs.core.job.SystemLogsRemoval.debug
com.ahsay.obs.core.job.TrialUserReminder.debug
com.ahsay.obs.core.job.UploadUsers.debug
com.ahsay.obs.core.job.UsageReport.debug
com.ahsay.obs.core.job.UsrModuleCheck.debug
com.ahsay.obs.obc.GetSearchFileListRqt.debug
com.ahsay.obs.www.system.user.AutoUpdate.debug

For details, please refer to the options in this section.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.obs.core.job.BackupJobReminderReport.debug

Value

true/false

Description

Show Backup Job Reminder Report generation and delivery
information.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.obs.core.job.BackupJobReport.debug

Value

true/false

Description

Show Backup Report generation and delivery information.

Log files to

obtain

AhsayOBS system logs
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Debug Options

com.ahsay.obs.core.job.BackupQuotaReminderReport.debug

Value

true/false

Description

Show backup quota usage during Backup Quota Reminder
Report generation.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.obs.core.job.ConfigurationArchival.debug

Value

true/false

Description

Verify Configuration Archival operation.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.obs.core.job.CrcCheck.debug

Value

true/false

Description

Verify CRC operation and how backup files are skipped from
the checking.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.obs.core.job.DailyLicenseCheck.debug

Value

true/false

Description

Verify daily license update operation.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.obs.core.job.DebuglLogsRemoval.debug

Value

true/false

Description

Verify the log limit during debug log removal housekeeping
operation.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.obs.core.job.ErrorReport.debug

Value

true/false

Description

Verify Error Report start and end time.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.obs.core.job.InactiveUserReport.debug

Value

true/false

Description

Show backup user last activity time during Inactive User
Report generation.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.obs.core.job.LicenseExpiryCheck.debug

Value

true/false
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Description

Verify license checking operation and
error.

license decryption

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.obs.core.job.OfflineBackupReminderReport.debug

Value

true/false

Description Show last backup time, backup interval and offline
notification day during Offline Backup Reminder Report
generation.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.obs.core.job.OnlineUserCache.debug

Value

true/false

Description

Show online backup user cache information.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.obs.core.job.RemoveTrialUser.debug

Value

true/false

Description

Show expired trial backup user and inactive trial backup user
during execution of Inactive User Removal system job.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.obs.core.job.ReplicationErrorReport.debug

Value

true/false

Description

Verify Replication Error Report start and end time.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.obs.core.job.RestoreJobReport.debug

Value

true/false

Description

Show Restore Report generation and delivery information.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.obs.core.job.RetentionPolicy.debug

Value

true/false

Description

Show removed file information during execution of retention
policy.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.obs.core.job.SystemLogsRemoval.debug

Value

true/false

Description

Show removed system log file during execution of System
Log Removal system job.
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Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.obs.core.job.TrialUserReminder.debug

Value

true/false

Description

Show trial user registration date during Trial User Reminder
Report generation.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.obs.core.job.UploadUsers.debug

Value

true/false

Description

Verify meter license usage.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.obs.core.job.UsageReport.debug

Value true/false
Description Show backup wusage summary during Usage Report
generation.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.obs.core.job.UsrModuleCheck.debug

Value

true/false

Description

Verify user add-on modules checking during system startup,
auto or manual license update, removal of backup user, etc.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.obs.obc.GetSearchFileListRgt.debug

Value

true/false

Description

Verify the required parameters for file searching.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.obs.www.system.user.AutoUpdate.debug

Value

true/false

Description

Verify backup user who has been selected or de-selected for
auto update.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.obs.core.job.Job

Value

true/false

Description

Verify job start, run, sleep, wake up, etc.

Expected Log
Pattern

AhsayOBS system logs
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Debug Options

com.ahsay.obs.core.MissedBackup.debug

Value

true/false

Description

Verify missed scheduled backup.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.obs.core.role.SysUserManager.Ownership.debug

Value

true/false

Description

Verify change ownership operation.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.obs.core.UserCacheManager.debug

Value

true/false

Description

Distinguish backup user by a hashcode value.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.obs.deltaMerge.debug

Value

true/false

Description

Warning: Large log file may be generated after enabling this
option.

Verify delta merge operation such as merging deltas,
merging delta to full and change ownership. Verify delta
merge operation takes place when restoring a delta file.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.obs.jsp.log.systemLog.showSystemUserLoginNa
me

Value true/false

Description Show sub-admin audit trail.
Log files to | AhsayOBS system logs
obtain

Debug Options

com.ahsay.obs.jsp.system.config.configuraion.disablePolicyH
ome

Value true/false

Description Make Policy Home read-only on Server Configuration page.
Log files to | AhsayOBS system logs

obtain

Debug Options

com.ahsay.obs.jsp.system.config.configuraion.disableSyste
mHome

Value true/false

Description Make System Home read-only on Server Configuration page.
Log files to | AhsayOBS system logs

obtain
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Debug Options

com.ahsay.obs.jsp.system.config.configuraion.disableUserHo
mes

Value true/false

Description Make User Home read-only on Server Configuration page.
Log files to | AhsayOBS system logs

obtain

Debug Options

com.ahsay.obs.www.delete.debug

Value

true/false

Description

Verify the begin and end of delete backup file operation.

Log files to

obtain

AhsayOBS system logs

Debug Options

com.ahsay.obs.www.restore.debug

Value

true/false

Description

Warning: Large log file may be generated after enabling this
option.

Show restore information.

Log files to

obtain

AhsayOBS system logs

Debug Options

GetFullBackupFile.debug

Value

true/false

Description

Verify the mandatory parameters (backup set name, backup
by job, full path and type) are given for the retrieval of full
backup file when calling GetFullBackupFileRqt.

Log files to

obtain

AhsayOBS system logs

Debug Options

keepReport.debug

Value

true/false

Description

Keep a copy of the delivered report in system temp folder.

Log files to

obtain

AhsayOBS system logs

Debug Options

skipReportError

Value

true/false

Description

Skip report delivery error.

Log files to

obtain

AhsayOBS system logs

Debug Options

welcomeEmail.debug

Value

true/false

Description

Verify encrypted password is included in the welcome email
when the option is chosen.

Log files to

obtain

AhsayOBS system logs
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AhsayRPS debug options

Debug Options

com.ahsay.ars.core.job.CrcCheck.debug

Value

true/false

Description

Verify CRC operation and corrupted backup files.

Log files to

obtain

AhsayRPS system logs

Debug Options

com.ahsay.rps.job.CrcCheckDispatcher.RunOnce

Value

true/false

Description

Force to run CRC operation when the RPS starts.

Log files to

obtain

AhsayRPS system logs

Debug Options

com.ahsay.rps.job.CrcCheck.ForceToCheckCrcAllFiles

Value

true/false

Description

Force to check CRC for all backup files.

Log files to

obtain

AhsayRPS system logs

Debug Options

com.ahsay.rps.jsp.system.config.config.disableSystemHome

Value

true/false

Description

Make System Home under RPS Server

Configuration page.

read-only

Log files to

obtain

AhsayRPS system logs

Debug Options

com.ahsay.rps.jsp.system.recv.addRecv.disableBindTolPAdd
ress

Value

true/false

Description

Make Bind IP address and Port read-only on New Replication
Receiver page.

Log files to

obtain

AhsayRPS system logs

Debug Options

com.ahsay.rps.jsp.system.recv.addRecv.disableHomeDirecto

ry

Value true/false

Description Make Receiver Home read-only on New Replication Receiver
page.

Log files to

obtain

AhsayRPS system logs

Debug Options

com.ahsay.rps.jsp.system.recv.editRecv.disableBindTolPAdd
ress

Value

true/false

Description

Make Bind IP address and Port read-only on Edit Replication
Receiver page.

Log files to

AhsayRPS system logs
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\ obtain

Debug Options

com.ahsay.rps.jsp.system.recv.editRecv.disableHomeDirecto

ry

Value true/false

Description Make Receiver Home read-only on Edit Replication Receiver
page.

Log files to

obtain

AhsayRPS system logs

Debug Options

com.ahsay.rps.jsp.system.recv.editRecv.disableReplicationSt
ores

Value

true/false

Description

Make Replication Stores
Receiver page.

read-only on Edit Replication

Log files to

obtain

AhsayRPS system logs
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Appendix E - rdr.opt

When you turn on these options, you need to monitor on the growth of the logs
regularly. Some of the below options may generate huge amount of logs. If
there are no logs spooled, it is possible that the environment is not suitable or
the case cannot be reproduced under certain conditions. You may discuss with
our development team and verify if the options are turned on correctly.

Debug Options

com.ahsay.rdr.api.ListBackupServers.debug

Value

true/false

Description

Verify the excluded host when calling the ListBackupServers
API to check duplicated login names in other backup servers.

Log files to

obtain

AhsayRDR system logs

Debug Options

com.ahsay.rdr.core.job.debug

Value

true/false

Description

OBS date time format options.

Log files to

obtain

AhsayRDR system logs

Debug Options

com.ahsay.rdr.core.job.DailyLicenseCheck.debug

Value

true/false

Description

Verify daily license update operation.

Log files to

obtain

AhsayRDR system logs

Debug Options

com.ahsay.rdr.core.job.InstanceCheck.debug

Value

true/false

Description

Verify backup server guota and user quota during daily
license update operation.

Log files to

obtain

AhsayRDR system logs

Debug Options

com.ahsay.rdr.core.job.LicenseExpiryCheck.debug

Value

true/false

Description

Verify license checking operation.

Log files to

obtain

AhsayRDR system logs

Debug Options

internal.licErr.debug

Value

true/false

Description

Internal: Add this option in the rdr.opt

Print the local IP, remote IP, mac address, license key
information in the system log.

Log files to

obtain

catalina.out
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